- 1 Data Storage Method and System Field of the Present Invention The present invention relates
generally to a data storage 5 method and system, of particular but by no means exclusive application
in a transaction system for managing entitlements, such as reward entitlements in a loyalty or similar
system. 10 Background of the Present Invention The background art includes transaction systems that
employ smart cards (i.e. cards with an IC chip) for storihgdata in a portable manner. Smart cards are
advantageous in such transactions systems as they can 15 store data in a secure manner; this makes
them suitable for storing monetary Vaaka s s8de thietdratoiansleSystietoupons” (or
"e-coupons”). A suitable electronic terminal is used to read, validate and mark (or “clip") the
e-coupons when rgi%yl greorgdﬁﬁg%j rfgg éEet ank\J/eer}letfi}%ﬁlssociated with them. Such a system is
typically made s £ H i tored on the smart card and/or in the
terminals. These K&§sRFeS8BE biMEREERNcA@bakrsheeediadbyatd ienfadia 1S tatfRdficate
each other; the sm@thodrégesybtéarmiodl gpaesd tut@retcoupby(shonnbansmestchud daly if this
authentication is agﬁqe‘%ggly%ﬁermrrge R E9WEYEhR |g§%ggﬁp ¢me ly to manage these
ored.in eac

cryptographic keys, as in the background art they are st smart card and terminal. This is
particularly so wiEHERLRTEES arSYEl 8D etG¥aY hrigahib LASAS tRh L @nd VY rdhization
wishes to 35 allowiaricthgr ®ysbess the first organization's smart cards. Sharing of access to the
smart cards require sharing of cryptographic secrets and such sharing reduces - 2 -

10 Background of the Present Invention
The background art includes transaction systems that
employ smart cards (i.e. cards with an IC chip) for
storing data in a portable manner. Smart cards are
advantageous iIn such transactions systems as they can

15 store data 1In a secure manner; this makes them suitable
for storing monetary value, such as In the form of
“electronic coupons” (or “e-coupons”). A suitable
electronic terminal 1s used to read, validate and mark (or
“clip”) the e-coupons when they are redeemed for the

20 benefits associated with them.

Such a system is typically made secure by employing
cryptographic keys stored on the smart card and/or in the
terminals. These keys are used by the smart cards and the

25 smart card terminals to authenticate each other; the smart
card gives the terminal access to the e-coupon(s) on the
smart card only if this authentication i1s successfully
performed.

30 However, 1t i1s cumbersome and costly to manage these
cryptographic keys, as iIn the background art they are
stored i1n each smart card and terminal. This 1is
particularly so when smart cards are shared between
organizations, such as where one organization wishes to

35 allow another to access the first organization’s smart
cards. Sharing of access to the smart cards require
sharing of cryptographic secrets and such sharing reduces



accountability and increases the risk that the cryptographic secrets will be exposed or otherwise
compromised. 5 Summary of the Invention The present invention in a first aspect provides, therefore,
a data storage system comprising: a user token for storing said data; and a data terminal for reading
from and writing to 10 said token; wherein said data terminal includes a first module for generating a
digital signature from at least some of said data andfo2writing said data and said signature to said
token, and a second module for reading 15 said data and said signature from said token, for
regenerating said@sigaetikahbhi tylcardsdmersgaars deeinthelsabthemaker as said first module,

and for comparirg-aiticigRPHRressdretSaid Pkepavigkpaidete aereatne signsdure to determine
whether said sig%%}ﬂber%gicijgggthentic. Thus, the signature is generated from at least some of the
embo 4

data, so - in some 0 iments - it may be generated from all the data, in others from a subset of
the data, 25 and in still other embodiments from a combination of some or all of the data and other
data. In one®mbgdimeinty thefdathendindes taken identification data. In a particular embodiment, the

data terminal is %Qpﬁm%%rw,@iﬁ%qw?ﬂtm@ qggérgﬁ 5?@\}%%§ rather than from

said data, and to perform said regenerating of said signature on the basis of said token identification

data so read. 35 FRAGEETHRIS stéin ahURIQRARRH Y FESSy SAURY RS BEén generated from the
token on which the signature isstsed, toké&mofe hasternngereaaie ddatsgmaruther token and - 3 -

copied to the immediate tokeng gata terminal for reading from and writing to
10 said token;
wherein said data terminal includes a first
module for generating a digital signature from at least
some of saild data and for writing said data and said
signature to said token, and a second module for reading
15 said data and said signature from said token, for
regenerating said signature from at least some of said
data i1n the same manner as said first module, and for
comparing said signature read from said token with said
regenerated signature to determine whether said signature
20 1s authentic.

Thus, the signature i1s generated from at least some of the
data, so — In some of embodiments — i1t may be generated
from all the data, in others from a subset of the data,

25 and in still other embodiments from a combination of some
or all of the data and other data.

In one embodiment, the data includes token identification
data. In a particular embodiment, the data terminal 1is

30 operable to read said token identification data from said
token rather than from said data, and to perform said
regenerating of said signhature on the basis of said token
identification data so read.

35 Thus, the system can detect whether the signature has been
generated from the token on which the signature iIs stored,
or — 1f not — has been generated on some other token and



It should be understood that the terminal may comprise a terminal housing with token reader, and a
processor 5 located remotely from the housing but in electronic communication therewith. In such
embodiments, the first and second modules may be located with the processor. The signature may
be in the form of a message 10 authentication code, and that code may be generated by means of a
cryptographic key. In one embodiment, the data terminad system is configured to write the data and
the signature to the token as a 15 record that can be read by one or more other data terminals without
prior authorizatioQ@ s86h bethditatd need ke TERKS) the record can be read by anyone - the data's
20 integrity is provided, rather, by the use of the digital signature. The first and second modules may

be provided as a gnalg npduizdpapisiAtbCAnCs G Signatuge BRpRIRfIonanT. an pgenergtion are
performed in the same manner).’In_a particular embodiment, the data storagé/sys emisan
entitlement mandgRdital sRONSARE i EadEOkaNisTeRANF a ROFAIIR BFQEESHEF cards (such as

smart cardsh 30 hodseatidaientotsihl Brone ehe phoakyng tartsabtior leotnelsi & transaction
terminal may be {g, i, oL & R firediRrd M S ERl & PR Ty GgPLLer @

personal digital assistant, a set- top box, or a mobile handset, where necessary provided 35 with a
suitable token reQH’iﬂgﬁ%‘?@ﬂgrﬂ%‘&i@%ﬁ@f’%oﬁﬁ/a@qﬁlﬁﬁ%rY"thE'Hé'EQ% BESEmEOtments may be

in the form of an electronic coupon. - 4 The present invention in a second aspect provides a method
of storing data com@rigq@:r%ﬁgtirﬁghg digitaf ﬁigﬂq@rfdﬁm@rl%%égg’@g@f said data;
10 authentication code, and that code may be generated by
means of a cryptographic key.

In one embodiment, the data terminal system is configured
to write the data and the signature to the token as a

15 record that can be read by one or more other data
terminals without prior authorization of such other data
terminals.

That is, the record can be read by anyone — the data’s
20 Integrity is provided, rather, by the use of the digital
signature.

The first and second modules may be provided as a single
module (particularly since the signature generation and
25 regeneration are performed in the same manner).

In a particular embodiment, the data storage system is an
entitlement management system, wherein said token Is one
of a plurality of customer cards (such as smart cards),

30 and said data terminal i1s one of a plurality of
transaction terminals. A transaction terminal may be iIn
the form of, for example, a credit card payment terminal,
a personal computer, a personal digital assistant, a set-
top box, or a mobile handset, where necessary provided

35 with a suitable token reading peripheral device and
software. Further, the data i1n such embodiments may be iIn
the form of an electronic coupon.



5 writing said data and said signature to a user token; subsequently reading said data and said
signature from said token; regenerating said signature from at least some of 10 said data in the same
manner as said generating of said signature; and comparing said signature read from said token with
said regenerated signature to determine whether said signature is authentic. 15 In one embodiment,
the data includes token identification data, and the metfiod includes generating the signature from the
data including at least the token identification data. In a particular embodiment, the method includes
20 reading the tokbg iduresieatord dxenftdmnhd tolersg¢eaner handin BERVISIeR ahd sdifsrching
said regeneratingf)fglﬂt@simgttdgfm t@@,@ﬁsis;qﬁge token identification data so read from the token.

By this approach, it is pos&bleqé ete{m ewh ther{lglel dg flll%q gegp %l]t ‘Vét%}%%t a proper

signature being generated forhe S altere ata renderln data inva |d e signature
may be generate@fréia Hhydfkfred subset of the data but - in this embodiment - that subset 30

includes the3oken identificatiowiditd.nthesagthethraydndude pensidjingtsaid signaturase the form
of a message au 'ﬁation code, possibly by means of a cryptographic key. 35 The method in one
embodiment includes writing the data and - 5 the signature to_the token as a record that can be read

by other data terminals witho RURBRIERHEAY I & L RH el ehdeten R PRI A &ata in
an 5 entitlementfrramagementtsylséam, wherein said token is one

regenerating said signature from at least some of
10 said data In the same manner as saild generating of said
signature; and
comparing said signature read from said token
with said regenerated signature to determine whether said
signature is authentic.
15
In one embodiment, the data includes token identification
data, and the method includes generating the signature
from the data including at least the token identification
data. In a particular embodiment, the method includes
20 reading the token identification data from the token
(rather than from said data), and performing said
regenerating of the signhature on the basis of the token
identification data so read from the token. By this
approach, it is possible to determine whether the data had
25 Dbeen altered without a proper signature being generated
for the altered data, thus rendering the data invalid.

Thus, the signature may be generated from any desired
subset of the data but — in this embodiment — that subset
30 includes the token identification data.

The method may iInclude generating said signature in the
form of a message authentication code, possibly by means
of a cryptographic key.

35
The method in one embodiment includes writing the data and



of a plurality of customer cards. The data in such embodiments may be in the form of an electronic
coupon. In the various aspects of the present invention, the data 10 may constitute a data record that
is one of a plurality of such data records. The user token may then include software for automatically
assigning a progressively incremented counter to each of these data records, so that each of the
records is associated with a counter number 15 that+s assigned by this software. The terminal would
preferably have no control over the counter value. In such embodiments, the signature for each data
record is a functitheofah@ratintee. tahdhid Heokederaioal thacowdildiatcaanebie deredbbyY as

"incremented”, thixtesn Aamearhiniaedrodders senas e it aarely_to suggest that the
counter's value is increased by one each time. For example, the counter may be increased by some

other value each time or, indeed, decreased or otherwise_progressively altered each time, provided
that a unique 25 VBILBNS 28HAREANS Bheh Bt RABAPH, tSatkiRd BAPRERLA GRlise ABtedfed.

Thus, if one Bopiesit dalamnecordmeting eakich sigepiremgnd/adde itrbask hta dhensdrdokar as
another data 30 r(gzpo%i 6% FARX f}ltgqu%g@%gla ggpatgre p?ﬁ%'bﬁafalcvl?tgq, ith the correct
e

card number - would assigneda new counter value (such as Hence, unless the signature is
regenerated u5|n%”m@‘i’1b@i\?€§§1t@?‘§’a|98 My 501 Lileing VT RRSTHEORL G SEPHIRM- the 35

copy will be rendered invalid. When the data storage system of the invention comprises an - 6
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such data records. The user token may then include
software for automatically assigning a progressively
incremented counter to each of these data records, so that
each of the records i1s associated with a counter number

15 that is assigned by this software. The terminal would
preferably have no control over the counter value. In
such embodiments, the signature for each data record i1s a
function of the counter. It should be understood that,
while the counter iIs described as “incremented”, this term

20 1s meant iIn the broadest sense and not merely to suggest
that the counter’s value is increased by one each time.
For example, the counter may be increased by some other
value each time or, iIndeed, decreased or otherwise
progressively altered each time, provided that a unique

25 value 1s assigned to each data record so that such
duplication can be detected.

Thus, 1T one copies a data record with a valid signature
and adds i1t back onto the user token as another data

30 record, the copy — although having a signature possibly
calculated with the correct card number - would be
assigned a new counter value (such as N+1). Hence, unless
the signature is regenerated using the new counter value
(e.g. N+1) before being written to the user token, the

35 copy will be rendered invalid.

When the data storage system of the invention comprises an



Indeed, in some embodiments the redeemed electronic coupon may have been generated on the
basis of that immediate purchase. 10 Brief Description of the Drawing In order that the invention may
be more clearly ascertained, an embodiment will now be described, by way of example, with
reference to the accompanying drawings, in which: 15 Figure 1 is a schematic view of a transaction
system according to an embodiment of the invention;- Figure 2 is a schematic view of a point-of-sale
terminal and a customer card of the system of figure 1; and 20 Figure 3 is a schematic depiction of the
Message Authegtitblibhensirtgaiasragenprdcesyisd entheodystéra drefidiod 10DekhiRed Description of

Emb%diénents of ji/BYEREAN 2§hAf§@ddi;]ﬁa t@ﬂ@@G@(ﬂﬁaenﬁfoéﬂﬁeewgﬁtmbiﬂéﬂ@ifn thelredis
proviae a transac e sSNno che i Tl e syste Inciudes a
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transaction server Ity of’pom ransa |on termln the POS
terminals commu%lc%%@’s@ﬂm% FRURHer @yﬁfbb'fﬁ AP PReF ﬂgﬁﬂﬂiﬁdlnaﬂ% bE® of the

internet 1065TheveyltemdPisalso dydlitestusdrdokericia b€ fammed icustompershagesards (not
shown in Ihis vieyJRgee A LureehiLIFRRERTY (RIomEel Sndunidiers FURPRI B GRR access

and therefore use the system 100 Figure 2 is a schematic view 2 a representative P
terminal 104 and"¥udtgNRr %%Fd“z@?”ﬂ'(@ﬁ%% Rimtng P@@ﬂﬁl%s@ﬂﬁltéﬂ‘&%@é@% 204 and,
connected therem)incinag#atile memory 206 and random-access memory 5 208. The POS terminal
104 also includes a keypad 210, a receipt printer 212, a display unit in the form of a
10 Brief Description of the Drawing
In order that the invention may be more clearly
ascertained, an embodiment will now be described, by way
of example, with reference to the accompanying drawings,
in which:
15 Figure 1 is a schematic view of a transaction
system according to an embodiment of the iInvention;
Figure 2 is a schematic view of a point-of-sale
terminal and a customer card of the system of figure 1;

and

20 Figure 3 is a schematic depiction of the Message
Authentication Code generation procedure of the system of
figure 1.

Detailed Description of Embodiments of the Invention

25 According to an embodiment of the present invention, there
IS provided a transaction system, shown schematically at
100 in figure 1. The system 100 includes a transaction
server 102 and a plurality of point-of-sale (“P0S™)
transaction terminals 104; the POS terminals communicate

30 with the server by means of a public computer network, iIn
the form of the internet 106.

The system 100 also includes user tokens in the form of
customer smart cards (not shown iIn this view); these are

35 i1ssued to respective customers so that those customers can
access and therefore use the system 100.



liquid crystal display 214, and a card acceptor 216. The card acceptor 216 is providing for reading
from and writing to the customer cards 202, and conform to 10 International Standards 7816 Parts 1
to 3 (such as those found on Electronic Draft Capture terminals used in credit card payment systems
conforming to the Europay-Mastercard- Visa or EMV standard specifications). 15 Each customer card
202 includes an integrated circuit chip 218 comprising & digital processor 220 and, connected

thereto, read-only memory 222 containing software (for performing a number of functions) in the chip
218, random- actdg@unendni 223, sehevrtikCmehtyry 208 @hich tapbesertiedy vecs¥ed) and an
input/outpzultént?rt@ﬁrg?ri’a ir m@oirllmg/@uw&d@eﬁmé? 228rgl configurettie c]glasn Eﬁéﬁﬂfﬁnﬂ'ﬁhzgle <:|ar§|1
acceptor of t rmin ac stomer car includes storgd jn non 25 volatile
memory 226 andlfréé.(i:'rr'e%cfS tolﬁgj's(,e %eja's%f%c'm{]?ﬁg 'Jvﬁf‘fghg %élr';z t%%eﬁc%fgéd%vétﬁgé%iﬁggl mutual
authentication; tH18A&#8 anp oS ed@atidd el ke d28Rd asHikANHa T BECESBpASTERE Without
employing aBy cp8ographée POshee kei.rfzdchiOsstarhso carcAQizielsozB3 kegipaun szl Ogroadentifier,
being card identifj '@p jfl]@rmmphgﬁ[zin @i%qr%gi)g%ﬂﬁl—fomprﬁ? FE gjlmg)er. This card
number is readable by tﬁe OS terminals. The POS terminals are provided in their non- volatile

memory 206 withldGtSteqFdetkal J LePtYst iy A BdERbtoACHRIALRIS) 24%hat thB&erminals
104 can both writeaa-doapoe pdurd2 16 thiescqupmnifilé s carkbad | ave doll reglefaiioneafdsuch e-coupons.

-8 The e-coupoRidRs fEOLRRN dakand A dairlssignaturaimthedioruef sksh a Message

Authentication Code (M The e-coupon data rises a card jdentifier, a coupon jdentifier,

Valicty sl (.6 HEAAE AUIRLS SUMING o peHAR UAFG ot rece CoUeh 46 ERGSS
found on Electronic Draft Capture terminals used in credit
card payment systems conforming to the Europay-Mastercard-
Visa or EMV standard specifications).

15 Each customer card 202 includes an integrated circuit chip
218 comprising a digital processor 220 and, connected
thereto, read-only memory 222 containing software (for
performing a number of functions) in the chip 218, random-
access memory 224, non-volatile memory 226 (which can be

20 freely accessed) and an input/output interface 228. The
input/output interface 228 i1s configured to communicate
with the card acceptor 216 of the POS terminal 104.

Each customer card 202 includes a file stored in non-

25 volatile memory 226 and referred to as the “coupon file”,
which can be accessed without initial mutual
authentication; this allows any POS terminal 104 to read
and modify data in the Coupon File without employing any
cryptographic or other key. Each customer card 202 also

30 contains a card i1dentifier, being card identification
information that — 1n this embodiment — comprises a card
number. This card number i1s readable by the POS
terminals. The POS terminals are provided in their non-
volatile memory 206 with software (referred to as

35 “issuing” and “redemption” modules) so that the terminals
104 can both write e-coupon records to the coupon files
and allow the redemption of such e-coupons.



coupon is valid), the value of the e-coupon, the terminal identity number of the terminal that generated
the coupon, and the date and time the e-coupon was issued or generated. The MAC is generated
according to ANSI 9.9 10 standard specification, using cryptographic key known only to the issuer of
the e-coupon. The card identifier is that of the card to which the e-coupon was originally issued and
thus, in this embodiment, comprises a card number tha iscunique to that card. The coupon identifier
15 comprises data indicative of or information about the marketing campaign under which the coupon
was issued (e.g. Tdnea®paRmigentig ) udesnarchaniewr sdatise pnsliderd i @ikadm the coupon is

applicable, ahS_erigh gﬁ@b@k@rﬁmytﬁ@mbg\aﬁioaﬁfén%w-éqﬂ%ag@umméa& Fc@;&eibﬁoge;her_ with
a cryptographic to ate t C for the e- on, Hence, the a signature that is
derived from the Ee%?o%p_ﬁﬁ?cﬁaié itsﬁ\‘gg% %%e%§§ge ﬁ%‘f%a?ﬁr%ﬁd%% hgg%lﬂnaal card 25 number, is
tied to the particASeEUstdhaF eardl 6ONRIRR it dRBTAGIATY ivaldd Hyurdatrsa £dhdmaffe depiction
of the MAC geneiatian prociaites 306 fiReirigngite fipeneiddhtuprdngdwieithemipoys-an initial
vector IV that is %ﬁi@ §%crgtasici &Pat tpﬁéeétélilﬂg lp_yrgkéq 98 ,ptriﬂ Sn %Hﬂgg@tlon of

, L ﬁﬂep u

the MAC is unknqwn, this is essential'td the security of the algorithm. rocedure also uses a
cryptographic key GREWAKY IRMAPREAine hersE! Bn%':e&%?et, tREREIRERA g - FRURARG the
card number - is dividdchintal 8tt®/tabtbcks mbatetie Sebaboy fanfinga8 - Bsdyexblock, Data9 16 the
second 8-byte bl @ﬁ%%qn. ﬂqgsmE;glugyﬁépgmrﬁmysqqq{@rm%mrhegi_rg'tial vector
IV and D Rt RS PR i P P rey G b A PR R RIS e hom iyt
to the issuer of the e-coupon. The card identifier is
that of the card to which the e-coupon was originally
issued and thus, in this embodiment, comprises a card
number that Is unique to that card. The coupon identifier
15 comprises data indicative of or information about the
marketing campaign under which the coupon was issued (e.g.
a campaign identifier), the merchants or service providers
to whom the coupon is applicable, a serial number, or any
combination of these.
20
The e-coupon data i1s used, together with a cryptographic
key, to generate the MAC for the e-coupon. Hence, the MAC
IS a signature that i1s derived from the e-coupon data
itself and, because that data includes the original card
25 number, i1s tied to the particular customer card to which
it was originally issued.

Figure 3 i1s a schematic depiction of the MAC generation
procedure 300. Referring to figure 3, this procedure

30 employs an initial vector IV that is kept as a secret so
that the resulting data block to be encrypted in the
derivation of the MAC is unknown; this iIs essential to the
security of the algorithm. The procedure also uses a
cryptographic key (the MAC key). According to this

35 procedure, the e-coupon data — including the card number -
iIs divided into 8-byte blocks, Data;_g being the first 8-



5 using the MAC Key. The resulting output vector is the input for a repeat of the Exclusive OR
operation and triple DES steps, but this time the next portion of the e- coupon data (Data9_16) is
used, as shown in figure 3. 10 This process is repeated until all of the 8-byte blocks of e-coupon data
have been used. The last output is the MAC. Alternatively, in this embodiment the IV may be created
by generating a "message digest" of the e-coupon datadBusing 15 commonly used hashing algorithms
such as SHA or MDS, and then generating the MAC using the resulting hash as input to the MAC
generation proceayieedbd@itied dahao lsuidesyseanndods kyrfsioykdbi cugtiotheds either to 20
store e-coupons isyed byrretaie g ObeoRe B REFGHEFs Opta-Rsiasd Sbeh eH@upons. When
an e-coupon is issue eP erming},104 - ns of its.jssuing- seftware.m e - generates
the e-coupon (incﬂﬂdiﬁgjé}:qoy\ﬁé)(ﬁ%ée'&a Qr?é VA )gﬁglf %ﬁﬁe‘s_ thsghgcgﬂgp' n?{eo Q%JSCO p%kq’ile 25 on the
customer card 2GNIRENRACNiseRedaEd aORRESIH al S Pakd AIERERNnElfird 8SWdpending
on the coupén issigilg@uttritya0dikesy prograeniess inltberigswog puadwedter'valse'thethe e 30

coupon may be %eﬁoqs,gor eoqtisEHgntEggti I gat j@fgrqpéipgégtgm ng&Fntage of

discount), an absolute monetary value (e.g. $10), or an "electronic ticket" comprlsm%entry
permission (such@d RI£ chfern® tERRc R UL Stak e dE SR LinRITRACROF IQvifsh a
customer wishesaoupdeemiakae-Coagpan_()insansed() essesshwpart therEofutree @demption
module of the POS terminal 104 to which the card 202 is presented reads the coupon file, locates an
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the e-coupon data have been used. The last output i1s the MAC.

Alternatively, In this embodiment the 1V may be created by
generating a “message digest” of the e-coupon data using

15 commonly used hashing algorithms such as SHA or MD5, and
then generating the MAC using the resulting hash as iInput
to the MAC generation procedure described above.

In use, system 100 is employed by customers either to

20 store e-coupons issued by retailers or other service
providers, or to redeem such e-coupons. When an e-coupon
IS Issued, the POS terminal 104 — by means of its issuing
software module — generates the e-coupon (including coupon
data and MAC), and writes the e-coupon to the coupon file

25 on the customer card 202. The MAC i1s generated as
described above and i1llustrated in figure 3.

Depending on the coupon issuing authority and as
programmed in the issuing module, the “value” of the e-
30 coupon may be expressed as, for example, discount
entitlement information (e.g. percentage of discount), an
absolute monetary value (e.g. $10), or an “electronic
ticket” comprising entry permission (such as to a cinema
to watch a movie, take a ride on a train or bus, etc.).
35
When a customer wishes to redeem an e-coupon (or In some



redemption module finds that the regenerated MAC is the same as the MAC stored in the coupon file
on the customer card 202, the e-coupon is deemed valid and the POS 10 terminal 104 allows the
customer to redeem the e-coupon for the benefits encoded in the "value" field of the e- coupon. If the
customer does so, the POS terminal 104 removes the redeemed e-coupon from the coupon file. 15
The software of the issuing and redemption modules ud&s the card number of the customer card 202
as recorded in the e-coupon in the derivation of the MAC; this associates the e-coupon with the
particular card. Shasepexapariturkbereodach digomedeapitaonisnashatetedfretit@bRO20 from the
ce}rﬁ bﬁ/ the zQStﬁr@;i}ﬁmO%%e f@d@\mmﬁ tnb@d@amnzﬁewlaﬁ@fwt@guP@aéﬁ_s,ir&ﬁﬁ@sistgnth
with the card in which it is fecorde S een copied fr n r : S is detected, the
redemption mod\guPeuPe?gctﬁ IS(liJ%H ailc%gp]igéE g-c%ﬁp%ﬁga%tcji égeqet\égoﬁf?qﬁg S%Céé\l%fe_r card 202.
The MAC also alRlCBe reetiReiy A0s REGinaPl Shecktnangaekhiiing @Ay svielk iHd@sistencies
between MAE archeegerited MAE ewbethothég-aceponputcipyntdatanas Jistier) atered

without the proper | ] is-avali ' jgc -CO e-
coupons. Thus, fﬁelﬁ?sﬁlﬁfﬁgf gg%:%%;f%g nsg_é% an y ﬁzaee\‘c/jeﬁge;’yér%ég&ic e the_kiﬂr:]é\oc erey) and the
IV -in order to gdTRASIAGARS Metitbe blRdInEMAAc Has arrﬁgt?l@qvqgeﬁlleipg?an@ akf%ervice
providers who witatenatelythecpAc 1$ tiheeel conpdineforoagempial cAmhetitieatiounsdayseare not
required when aceeggingghe cpHROR filgs RibHISiaUIRmRE FayEl 282 awhichrimplifies the sharing of
the customex cards betwegn rBﬂItiglrﬁ partie%. One exgmﬁle of the 5 harinq:ﬂf cards might be where a
Jarge retaile? colEEHHIE byid04 ik bV bR SHFERIE E ot ot efsen the e-colifon

for the benefits encoded 1In the “value” field of the e-

coupon. If the customer does so, the POS terminal 104

removes the redeemed e-coupon from the coupon file.

15 The software of the issuing and redemption modules uses
the card number of the customer card 202 as recorded 1iIn
the e-coupon iIn the derivation of the MAC; this associates
the e-coupon with the particular card. Since the card
number of each customer card 202 is separately readable

20 from the card by the POS terminal 104, the redemption
module can detect when the e-coupon is iInconsistent with
the card i1In which 1t i1s recorded, that i1s, has been copied
from another card. |If this iIs detected, the redemption
module rejects such a copied e-coupon and deletes 1t from

25 the customer card 202.

The MAC also allows the receiving POS terminal to check —
by determining any such inconsistencies between MAC and
regenerated MAC - whether the e-coupons” coupon data has

30 been altered without the proper MAC key; i1f the MAC 1is
invalid, the POS terminal rejects the e-coupon or e-
coupons.

Thus, the issuer of e-coupons need only have a

35 cryptographic key (the MAC key) and the IV —in order to
generate MACs, and to provide the MAC key and the IV to
merchants and service providers who will ultimately accept



holders of the banks' cards; the retailer would subsequently accept the coupons for redemption, either
at the same retailer or at other partner retailers. This 10 embodiment would allow the various
participants to use customer cards from all the participating banks without first exchanging
cryptographic keys for card authentication and access. 15 The system 100 can be further enhanced
so that coupon records redeemed at the terminal are chkcked against a list of previously redeemed
coupons to prevent cardholders from making copies of the e-coupons and redeeming the coupons
multiple times (if thebegsigespanss ke coupdampd isdemphertbe pidtgaiti Thekeigoragecard202

may also containdggfhigi epPitRiPNEceees fAG ARt alhpayFeNeapRlicatae Jifsrdmeity

application. Furthceé,rttt%g %85 te\;v i{‘@ﬁlg‘i r%§l'slf9n%glfrﬁg tgﬁg{?"{ﬂ th%fuﬁ%neéuo (%%%rrcardholder
of any coupon award being 1ssued in association wit a transaction &/ Isplayin an&or printing on
the receipt printéraddstHaatsant meksdgds ppatikiRbto thene upBR kavd. 3 addition,

records of re&3leessied rerooupnscaredsthel gitetsd froreitee austangy aeet2DRefrthey are not
required for furthepalslp LGRS FGABLFCSPHUIARORICTILRL B0 apgeangmited to

the server 102 35 for further analyses and management decision su_;r)i)ort. A customer card 202 is

presented at a PORIAGHHLL0k16: PEIKE deRiptid of Whc%-E63H §hidY 1 connection with the
payment for purchabsefjaaritthy Teceystorbee canlipoh sn&prinisedbgrtamstareethbe agtayment

card such as a_cpgdit GafcCOPBRMINBOHID N EMYER@RBE thSKCh SCaPParbe PORigrminal may

be progranyged (Rl 83 PR gh AT BRI SRR SRR0 10 e

customer cards from all the participating banks without
first exchanging cryptographic keys for card
authentication and access.

15 The system 100 can be further enhanced so that coupon
records redeemed at the terminal are checked against a
list of previously redeemed coupons to prevent cardholders
from making copies of the e-coupons and redeeming the
coupons multiple times (if the business rules for coupon

20 redemption so prohibit).

The customer card 202 may also contain further
applications, such as a credit card payment application
and a loyalty application. Further, the POS terminal 104

25 1s configured to inform the customer or other cardholder
of any coupon award being issued In association with a
transaction by displaying and/or printing on the receipt
printer 212 the relevant messages pertaining to the e-
coupon award.

30
In addition, records of redeemed e-coupons are either
deleted from the customer card 202 i1f they are not
required for further analysis or processing, or captured
by the POS terminal 104 and transmitted to the server 102

35 for further analyses and management decision support.

A customer card 202 is presented at a POS terminal 104 for



non-volatile memory 226, mark the coupon as 'redeemed’, and then proceed with the payment
authorization process based on a nett payment amount that is equal to the sales 10 amount less the
value of the redeemed e-coupon. By thus linking the redemption of an e-coupon with the payment
process, it is possible to minimize the risk that the retailer will fail to process the e-coupon
electronically at the POS terminal 104. Such an arrandefnent is useful to 15 prevent the retailer from
under-reporting the number of e- coupons presented for redemption, as retailers may be tempted to

under-report wheregieypitvenc phyanfee-toQuRenvidy pissaddhfod BasioBrRRtibbArpraddited e
redemption. 20 Ipagpiet eFdiodineth ke caftogter Peeth 202 Tndudess eoftware f-aorgglatile
memory 226 for gutomatical signi ressively increme ounter to each of the
e-coupons writteﬁ%‘g fh_e'ﬁee&él%a}jeéw@n@%f\%glgt%% ’25l¥ r%e%nogr%@%%ﬁo gar?&ee(l%: %ﬁt e; récords is
associated with &c@thfer¢rsbe&ranadiy HagighbBhyting SdvatameargansddioR4fminals 104

have no corrol avesds, catrgePOsues itm iina Emizodibenp itog signaddetor dadategowson is a
function of the c =1 8'? gﬁg@r?ctt)gﬁ\{mgﬁp %%gg% a téﬂnmwégmlga[:%g Bﬁt er%qegates the

non-volatile memory 226 of a_customer card 202 to determi e counter number (N) to

associated with (RN EEdso MMM YritiéR to B KotBILRVRRIMGES 2568961 udes that
counter value N iartte tla¢an upac desdsl thda tbrivEts npafthe iy retttieo Wilzkatheepoop@ss written to

the non-volatile mReEy 826 dhACEBIPRgHEHE 2foaHP il aseignaN @ thaheeetdethus, if
one - 13 were to duplicate,that e-coupon{having a yalid signature) by reading it fram apd
mediater ritAILAE e S5 VOLHE Mt 258 & i GP L Dmer o 065
linking the redemption of an e-coupon with the payment
process, it is possible to minimize the risk that the
retailer will fail to process the e-coupon electronically
at the POS terminal 104. Such an arrangement is useful to
15 prevent the retailer from under-reporting the number of e-
coupons presented for redemption, as retailers may be
tempted to under-report when they have to pay a fee to a
service provider for each e-coupon presented for
redemption.
20
In another embodiment, the customer card 202 includes
software in non-volatile memory 226 for automatically
assigning a progressively iIncremented counter to each of
the e-coupons written to the free accessible non-volatile
25 memory 226, so that each of the records is associated with
a counter number that i1s assigned by this software. The
transaction terminals 104 have no control over the counter
value. 1In this embodiment, the signature for each e-
coupon is a function of the counter. To generate the
30 signature, a transaction terminal 104 first interrogates
the non-volatile memory 226 of a customer card 202 to
determine the counter number (N) to be associated with the
next e-coupon to be written to the non-volatile memory
226, and includes that counter value N iIn the data used iIn
35 the derivation of the signature. When the e-coupon 1is
written to the non-volatile memory 226, the customer card
202 automatically assigns N to that record. Thus, i1f one



the second copy would - when written - be assigned a new 5 counter value Nil. Both would have the
same signature, so both would have a signature generated on the basis of the correct card number.
However, only the original would have a signature consistent with its counter value. Hence, unless the
signature is regenerated using the new 10 counter value Nil before the copy of the e-coupon is
written to the non-volatile memory 226, that copy wilt b&3rendered invalid. In yet another embodiment,
each of the terminals 104 may 15 be in the form of a "set-top box", of the type used to access cable
and satellite teleWsiba rikewoiks] Fomke etfiladdi@enguhene e NS 8 ivald fbreignagugieision
Betworlégnd thuwrg@a@ﬁswg fipe Fpidmeabla neimadl Qteﬁatwmﬁlmjryhoa& &?ec@kofﬁbel ﬁﬁétog
oxes is equi Wi smar eader.and-an issui 0 . The,issuing ma n be
installed at the n1H§nﬁu_fggth?3 (')rliqgaa@%gﬁ# se?%ﬁoxraj or %fé%rgtrjni:#e% Csuu%ggeﬁ%gnt \V%Jtzg %étwork
106. The set-top BOR cBRCHHEH 5OBYN SN em BB oWITkE EePoupditd e dnes synaRires into
smart cards5Thisoceure wheslaieustemer, poshibiyoprixnpiaddythessagas kdgeasicm,theo

television, insertp (ol RENSINA GAIINLS SHElkarartJanoPXe eSS lopLeg ke

e-coupons and can then be used at mer t outlets equipped with conventional POS 30 terminals

that have been IGREESRiTh BN JRURRRA-mobdREeY: the BUAYOSE S REAGHI i Hupons
loaded by a set-ttgvienra Madjfiedtions withis tistecdpeveftinelitget@mmnrbay beedneeadily effected by
those skilled in thespitdt IS iQIREs UNERESIQGGriARIFFRrE $idhiSBYRRIY ISSPhYMiRd teelhe
particular eIBbodlment describhed bN v&ay oigexamptlﬁ hereina o¥e - 14 - Claims: .

counter value N+1 -before e copy of the e-coupon is

written to the non-volatile memory 226, that copy will be

rendered invalid.

In yet another embodiment, each of the terminals 104 may

15 be in the form of a “set-top box”, of the type used to
access cable and satellite television networks; in this
embodiment, the network 106 is in the form of the
television network and thus comprises a fibre optic cable
network or a satellite network. Each of the set-top boxes

20 i1s equipped with a smart card reader and an issuing
module. The issuing module can be installed at the
manufacture or sale of the set-top box, or programmed
subsequently via the network 106. The set-top box can
then be controlled remotely to write e-coupon data and

25 signatures iInto smart cards. This occurs when a customer,
possibly prompted by messages broadcast on the television,
inserts his or her smart card into such a set-top box.
The smart card loaded with e-coupons and can then be used
at merchant outlets equipped with conventional POS

30 terminals that have been loaded with the redemption module
for the purpose of redeeming the e-coupons loaded by a
set-top box.

Modifications within the scope of the invention may be

35 readily effected by those skilled in the art. 1t is to be
understood, therefore, that this invention is not limited
to the particular embodiments described by way of example
hereinabove.



1. A data storage system comprising: a user token for transporting said data; and 5 data terminal for
reading from and writing to said token; wherein said data terminal includes a first module for
generating a digital signature from at least some of said data and for writing said data and said 10
signature to said token, and a second module for reading said data and said signature from said
token, for regenerating said signature from at least sod# of said data in the same manner as said
first module, and for comparing said signature read from said token with said 15 regenerated
signature to detefrhibnBlether said signature is authentic. 2. A system as claimed in claim 1, wherein
said data includes token identification data. 20 3. A system as claimed in claim 2, wherein said data

terminal is operaglfe to Aeagé%idst%gg %er%l%ﬂg?g%n Cdo?ﬁ%;jf)g} F@id token rather than from said data,

and to perform said regenerating of sard sighature on basis 25 of said token identification data so
read. 4. A system as claimed ift USRI 1, EoKERIF8Xid EYGNRRRYN T NAheadfh dakane e
authenticati® code. 30 5. A sykiea aselaimed infdainrdadineteifsaid tenahinat iie Dpgraige to
generate said si ilgemlqans of a cryptographic key. 6. A system as claimed in claim 1, wherein
said data 35 terminal system is configured tQ write said data and said signature to said token as a

record that can be read by ond R RdR GRdAdSRR ARSI MR ol s deth&iBlBRT 15 - of such
other data terminatsd 7l & distegersataitiawineclding i tahesigaitifirst dmnsadd sdemstmodules

are provided as agipgleo8Hfd data and for writing said data and said

10 signature to said token, and a second module for reading
saild data and said signature from said token, for
regenerating said signature from at least some of said
data i1n the same manner as said first module, and for
comparing said signature read from said token with said

15 regenerated signature to determine whether said signature
I1s authentic.

2. A system as claimed in claim 1, wherein said data
includes token identification data.
20
3. A system as claimed in claim 2, wherein said data
terminal 1s operable to read said token identification
data from said token rather than from said data, and to
perform said regenerating of said signature on the basis
25 of said token i1dentification data so read.

4. A system as claimed in claim 1, wherein said signature
iIs In the form of a message authentication code.

30 5. A system as claimed in claim 1, wherein said terminal
Is operable to generate said signature by means of a
cryptographic key.

6. A system as claimed in claim 1, wherein said data

35 terminal system is configured to write said data and said
signature to said token as a record that can be read by one
or more other data terminals without prior authorization



5 8. A system as claimed in claim 1, wherein said data storage system is an entitlement management
system, wherein said token is one of a plurality of customer cards, and said data terminal is one of a
plurality of 10 transaction terminals. 9. A system as claimed in claim 8, wherein said data is in the
form of an electronic coupon. 15 10. A system as claimed in claim 9, wherein said data terminal is
operable to locate any valid electronic coupons stored8h any of said customer cards presented for
reading to said data terminal. 20 11. A system as claimed in claim 10, wherein said data terminal is
operable to rede&h thdGalethied vaataldaioni®adSon so located against the price of an
immediate purchase. 25 12. A system as claimed in claim 1, wherein said data constitutes a data

record that is one,of a plurality o ch data rds, said.user token include ftware f
automatically aszg'rw_in'g%lg réoé?éﬁss%\%lf?r%‘:@ngléﬁlt@ %g%ﬁt%r %‘o’ evav(tf\% EF th@s%ad'a(?asféc%%s.aé%m. A
system as claimeXAihctISREePAdvReH 8gidaERnBIRY kslesh@Sd AaTEBeHEsEOEREEon of said

counter. 35 $4. A method of storing data comprising: generating a digital signature from at least some

of said data; - 168writiﬂg sc’gyt% aﬂ'dcﬂq rﬁwaiweéggimselr,tq/hqg'rgqgs%?&tlgé%ding said data

and said signature” from said token; 5_regenerating said signature from at least some of said data in
the same mannef kS 62RPgSN& LAy bFsa entitlement management system,
wherein said token i1s one of a plurality of customer

cards, and said data terminal i1s one of a plurality of
10 transaction terminals.

9. A system as claimed in claim 8, wherein said data is
in the form of an electronic coupon.

15 10. A system as claimed in claim 9, wherein said data
terminal 1s operable to locate any valid electronic
coupons stored on any of said customer cards presented for
reading to said data terminal.

20 11. A system as claimed in claim 10, wherein said data
terminal i1s operable to redeem the value of a valid
electronic coupon so located against the price of an
immediate purchase.

25 12. A system as claimed in claim 1, wherein said data
constitutes a data record that is one of a plurality of
such data records, and said user token includes software
for automatically assigning a progressively incremented
counter to each of these data records.

30
13. A system as claimed in claim 12, wherein said
signature for each data record is a function of said
counter.

35 14. A method of storing data comprising:
generating a digital signature from at least some
of said data;



signature; and comparing said signature read from said token with said regenerated signature to
determine whether said 10 signature is authentic. 15. A method as claimed in claim 14, wherein said
data includes token identification data, and the method includes generating the signature from the
data including 15 at least the token identification data. 16. A method as claimed in claim 15, wherein
said method includes reading said token identification H#@ta-from said token, and performing said
regenerating of said signature 20 on the basis of said token identification data so read from the token.
17. A method as claimed in claini®4 ngclggihg glakraipig saal sighdin@tiuiie fbamafuseEssage
authentication 25¢efday ;18. A method as claimed in claim 14, including generating said signature by

means of a cryptographic key. 30 19. tP!od claimed in clai inclyding wyit] id data and
said signature to said token assgo?éc?oq%’%%a Xarlla %%Jféﬁ]g b?/ao%é?ar@ gitt% t%rr]rﬁing%\%it#;%ﬁgpu ¢
authorization. 350 FR&bIKBRIMed in claim 14, wherein said method is used to store data in

an entitlem%tl manggemgnt sységmnegmts_iatig t@eerdlsgrgngf@ phirdlitpof aus_tl)gmcagdme IoF21. A
method as clalm%%mclamgoiwhﬂ:%n sc'ﬁhﬁjedﬂ@r{ﬁ P tlag f%rgi af l@p@ﬁ@p&gpﬁgcwoga a A method

as claimed in claim 21, including locating 5 any valid electronic coupons stored on any of said
customer cards praSEREH ¥6rreddthg to a data terminal. 23. A method as claimed in claim 22,
including redeeming the valuecoimpadlichglesaodiccoypatiscsiocaad dgyainstdaiitiewloerof an

immediate purchg§q:r24 4 eFapfbae pREB8d 4 §leiture WIS 8B G 1A whether said

10 signature i1s authentic.

15. A method as claimed in claim 14, wherein said data

includes token identification data, and the method

includes generating the signature from the data including
15 at least the token identification data.

16. A method as claimed in claim 15, wherein said method
includes reading said token identification data from said
token, and performing said regenerating of said signature

20 on the basis of said token i1dentification data so read
from the token.

17. A method as claimed in claim 14, including generating
said signature in the form of a message authentication
25 code.

18. A method as claimed in claim 14, including generating
said signature by means of a cryptographic key.

30 19. A method as claimed in claim 14, including writing
saild data and said signature to said token as a record
that can be read by other data terminals without
authorization.

35 20. A method as claimed in claim 14, wherein said method
IS used to store data In an entitlement management system,
and said token is one of a plurality of customer cards.



constitutes a data record that is one of a plurality of such data records, and said method includes
automatically 15 assigning a progressively incremented counter to each of these data records. 25. A
method as claimed in claim 24, wherein said signature for each data record is a function of said 20
counter. 26. A system as claimed in claim 1, wherein: said user token has unique token identification
data and a data storage divided into a plurality of recodd&, each of said records being associated with

a 25 unique number stored on said user token and having a value that is incremented by said user
token each time <fhta isfwnigdmido agidrbapactlelrecold Bihd2éhid Wigie bhssidishigiataumder

cannot be set by paiccghataftarmingl 30 WhRseHt st eaedoplydes said respective unique number
and said token identification data. 27. A system as claimed in claim 26, wherein said data terminal is

operable to read said token identification 35 data and said respective unique number from said user
token rather tharZfom hid'84R0@Ana%o tabNacald- ¢8akneddrathycdudingighagaE bitthe basis
of said tokeb ideatificatihidate kooerdni8. Acypiensas tarmedan ciaiy bhfviered said user 5

foken includes a {ige @36EPS daiA oM AIRKAPF 57U BalfuTgrge BT ACkERSFhM ot

providing cryptograp ata, a key, a or unique token~identification data. 10 29. A method
as claimed in claim 14, wherein: said user token has unique token identification data and a data
storage divided 28 .a phraiegiodbdeasrds ] eactedf dadcdedrds2i2ing asdadiated witddaenmigge

number stored orRaId4aRIOKIN aNdARTHIA ectronic coupon so located against
10 the price of an immediate purchase.

24_. A method as claimed in claim 14, wherein said data
constitutes a data record that is one of a plurality of
such data records, and said method includes automatically

15 assigning a progressively incremented counter to each of
these data records.

25. A method as claimed in claim 24, wherein said
signature for each data record is a function of said
20 counter.
26. A system as claimed in claim 1, wherein:
said user token has unique token identification
data and a data storage divided into a plurality of
records, each of said records being associated with a
25 unique number stored on said user token and having a
value that is incremented by said user token each time
data is written into said respective record, and said
value of said unique number cannot be set by said data
terminal;
30 wherein said data includes said respective

unique number and said token identification data.

27. A system as claimed in claim 26, wherein said data
terminal is operable to read said token identification
35 data and said respective unique number from said user

token rather than from said data, and to perform said



15 value that cannot be set by a data terminal employed to write said data to said user token; said
data includes said unique token identification data and said respective unique number; and 20 said
method comprises said user token incrementing said respective unique number each time data is
written into said respective record. 30. A system as claimed in claim 29, wherein said user 25 token
includes a free access data storage, whereby said datdStorage can be accessed without providing
cryptographic data, a key, secret data or said token identification data, and said method includes
generating said sigaenge #oimgt lehseedid tekamatentificationt3® dhesard edidsasgdective unique
number. 31. A methedas; daimad n-aaiey0awhsaraid saish gnethod includes reading said token
identification data and said respective unique number from said user token, 35 and verifying said
signature on the basis of said data so read from said user token.
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28. A system as claimed in claim 1, wherein said user
token includes a free access data storage, whereby said
data storage can be accessed without providing
cryptographic data, a key, secret data or unique token

identification data.

29. A method as claimed in claim 14, wherein:

said user token has unique token identification
data and a data storage divided into a plurality of
records, each of said records being associated with a
unique number stored on said user token and having a
value that cannot be set by a data terminal employed to
write said data to said user token;

said data includes said unique token
identification data and said respective unique number;
and

said method comprises said user token
incrementing said respective unique number each time

data is written into said respective record.

30. A system as claimed in claim 29, wherein said user
token includes a free access data storage, whereby said
data storage can be accessed without providing
cryptographic data, a key, secret data or said token
identification data, and said method includes generating
said signature from at least said token identification

data and said respective unique number.

31. A method as claimed in claim 30, wherein said

method includes reading said token identification data
and said respective unique number from said user token,
and verifying said signature on the basis of said data

so read from said user token.



