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WD 2004/ 051476 PCT/ GB2003/003537 1 | MPROVED REMOTE

COPY SYNCHRONI ZATI ON I N DI SASTER RECOVERY COWPUTER
wEYHTEsB76i el d of the Invention 5 The presentPCT/GB2003/003537

invention relates to the field of disaster recovery

conputer systens, and nore pafticularly to the

resynchroni zati on of primary and secondary copi es of

data after a disconnection and reestablishnment of the

Renot fm %%8&) Rahbre HoePAKOERHTSaHont BE DrBX SRR REcdviry

the ' of "conputer data roceSS| ng there is
i ncreasi ng demand forCW@E ot 58 hni zations to
conti nue doi ng business even after the loss 15 of use

ri2l daliad Alepigcessing capability at the main business
data processing site. The techni que used in typical

di saster recover sol uti.ons | kn in.t

" Refhbt EXEBTRF lnv%‘téﬁﬂéieﬁ%es #?’eer ?V\ﬂ_ﬁe £'dl aQJetr Q%oovery
confpRPRC)SYst et | And meypireari st e feophe §8F¥Ft‘%h6ﬁn”6ﬁé°n ok
privda@f agRl s6ddndaly elopiss of esitgnat e asdﬂsobmerq:gwrhemd
re&rtgﬂﬂéfmgﬁts lgfoéh@ REROTY BcPRY £ el ationship. The

primary di sk of the relationship will be referred to

here| n as the I\/aster The Master-is the disk normally

P S S organi zation for day-to-day

pr ocessi ng A second storage controller holds the
SeCQﬂ‘dﬁ% yfi?e%.ddb:? %oQﬁué&ediﬁnﬁf&:e%Qpﬂg rakad |1@n:5rhix’@a51ng demand

[ I, I
foxl- §7a¥ﬁ efv‘\%| %ﬁgaﬁé?%orls ato {:onec:macla'l Xdo:n.lngr%sn.;wses AUéA a'f@ézy the loss

of gysgari Fats oIF pmce@ayn& 63@%3%\250@@35% g‘allb &“Sh%frft? fpra
prdc@SLINE sii fle Cagke Glechniqueatsedoin diypasiledisatey eraropery

solQJLllﬁbﬁlses_L% SN D) &l&eE@t“R%fﬂ&@fcbﬁf" t Be sdmREEmeRf “bER-to-Peer
t he Master Both Master and Auxiliary are the sane

Re"éﬁtfempé’o (REFY “sol utions allow mul'tiple sets of disks

to be nanaged in a coordinated fashion, and often a

contsi &l kgpiduighémduel chpyhsslergod opne mé:onreda%ltdoem%r is
deﬁ%a%' ls' l%ﬂd@ﬁg fiak Qr.t.lhlgfls ’d:LQk'toff ar r&loaki &dpyaféjlatlonshlp The

orGRRY| SHRCoh el e VI E T {tr' PL-M Lo hACU, QB fhe master.

2
I'p CO nor nal

Th%ﬁ’éﬁ%ﬁ’? 8, tftehél%é%’f’é‘ﬁaj11§ ‘&F§€d s PREPY Pwa%ﬁm%n tor

dayBtd - dBf @ebc@fsﬁé al b drestd |stOragquestllén hohésdhe secondary

ai i LEWIRL RBERS cbdie b BLHTLMASIe dibilch My b.&wﬁﬂowhe,tsusaa
Scription. y r e [ n

oy g BRSO | ST Aol D) LR o o

orgpdation F@q@égt%o dpyitPrreessizgd K6 ]Pmﬂddl’é rc?&ﬁfl"eofmt frge of 2

nednttar faieastée rhasteey/ @r bosimesanebntdnuicyepperag herfgester the

108228866k DBt el fradde@M tHren MEster /4l ABfiy ity areasid bamf size.
Manvy Isgfg’tions allow multiple sets of disks to be managed in a coordinated
fashion, and often a controller might hold Masters for one relationship,

and Auxiliaries for others, but for clarity and conciseness the present

description will focus on a single relationship comprising two disks. In
normal opération, the Master is used as the primary source and target of
all host I/O requests. In these circumstances, the term Master/primary
will be used in this description. §imilarly, in normal operation, the
Auxiliary is not used‘as the source or target of host I/O requests, but is
ugsed to hold a copy of the data from the Master/primary and to accept
changes passed on to it from the Master/primary as a result of writes
directed to the Master/primary. In these circumstances, the term

Auxiliary/secondary will be used in this description.
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40 directed to the Master/primary. in these

circunstances, the term Auxiliary/secondary will be
was@d/osr7¢ hi s description. WD 2004/ 051476 PCT/GB2003/003537

PCT/ GB2003/ 003537 2 The Master/primary is thus the

di sk that normally, in the absence of a disaster,

hol ds the application data. The function of Renote

Copy is to maintain a copy of that data on the

Auxi | i ary/ secondary. di sk. S ish i-nitial

synthr Hﬁ%/ SV PHHRRTY| JrS tﬁ‘és a(%isg{ %%’pcl & ﬂﬁ\’ # the absem,:e of
a Ayesstst) préldar (he erRLbeRFLY ;siﬁéecoﬁa%lr%?nc BjRugot Remote Copy is to
maiSY8Gh ROBbRALE Ofhaltagatacen st abtilshed seeamdrrwr disi. | / O

received at the I\/aster/primary is sent to the

Auxi | i ary/ secondary. di sk _as. vve he, .

VheT PR St P RO o Tan gt SRkl de copted from
MasAax/Buianyy Sochmidigrieesonssryr ecei ve wites from

applications directly, but only indirectly from

wr i L83 Efx‘?’éﬁ?gnﬁ} i B8 Rk ﬁ%yeé\ﬂa(_%lg.@z{éwr geah Wpidd 1/d Rreceived

at %Plgéé\éggr ﬁl@mg%fe%ﬁa}g&n x[eyi(\/\ece:gndtav\g #\QE as well as
to ithe tpstis®/rohumge PRI GPWgﬂaFlt‘laﬁé"%s tee /Aﬁf‘fh’é\r‘y!/ secondary
doeEhhst typébal lyitesesran b epti@sr étoradinhiteh emgi gpdirectly

fro fgﬁ%sdi%eﬁt at RBe I\ﬁghgﬁ/ Rhl B Yah@Me chengi ved wite

I's common to map a single bit to 32k of data,

or sone simlar fairly small anmount. Once the link is

r ecBt abki stentl of Beledst ARFIECEESH PYYEER HChFEhiSIETha
con@@nﬂbﬁbhlﬁc}hﬁﬁ@f&ﬁﬁlﬁ s dliingmawgy is foubby dipnge rdegwsling at
theWiVIL.Qt %E/er/'lﬁlié %Xcall@yu$éﬁﬁsf>§fnfabn’go @atdrd which regions
ot e fiig °” B i B amai, PEe e Sr Tear ooy wherss S
to mhpsa wemlq(ﬁ?emoséh]er?é dgim, b9r|%°§‘§l fimiday r@ﬁ%/}f EF‘%Jn]t amount .
ondNEneNAfPl i irseathablideddone bitrep &s dissdsteresynchronize the

AuxhY 951%}7 lsleéfondat:ﬁ a il Sasiete %@.Uﬁ SupAto R e MASIhE £ P MaBBE Y primary,

; in e
by %gg?srr\f%rrsbl?g dgt%n ac‘%res%)’%% veé%xlglﬁ ﬁg%ée%egg n:ﬁilgflé[ed th

. ~application is
bigmept art ed usi ng the storage there This situation wll
be referred to in this description by using the term

Auxﬁclm}e@gi‘ | RiePBI Y @&s@f\%ﬁﬁte tdagy rk&:)éﬁcettthlagwé]llakndmsl scheme

needed.is to.reestablish a d aster, o) Yafter a disaster.
by c‘&ﬁ% Ilfstﬂ‘)ﬂsuf%fwleng F'sSast el gesi ﬁh LI€L§taeor%gs{flftte 1&5 st

Tysigetly.ph s @aﬁwepfn?%ﬁ%s Posse H‘fa;?t‘amlir“ﬂ%’{ﬁ’ ARG &F e dPem
acddspOYE ithé Fuxtil Baxyl/ s@conghny lcantsHder -ieepabled) (ansd the -
apﬂl§c£@ll€)§ Pﬁ&%‘s@&ﬂ:eﬁiﬁué&%% Eltbe sVBsdRr tlf.&}ed 3fnipr sivRiay)omsill be
oS oo G OB ol S B0atvr

the primary (as an Auxiliary/prinmary, as defined

abouejevees sert halt yhivayehat g nérsiefl| tvtef reeghrlplishnt |gsaster
redd¥esy | SpROSSIth € M hinyt 088yasSeps QdURE Mastbepitedsi te fact
ph};Sl%glPY intact, possibly only having suffered a power failure or a
similar short-term failure. It is thus possible to use the Master (old
primary) as the secondary of the relationship (thus creating a
Master/secondary), and to have the Auxiliary become the primary (as an
Auxiliary/primary, as defined above), essentially reversing the flow of
data. While this is possible with today's products, they require that a
full copy be performed from Auxiliary/primary to Master/secondary,
repeating the problem faced by the user in the initial setup.
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full copy be perfornmed fromAuxiliary/primary to

Mast er/ secondary, 40 repeating the problemfaced by
wWo b@40sare in the initial setup. WO 2004/ 051476PCT/GB2003/003537

PCT/ GB2003/ 003537 3 Wiile this cost nmay at first

appear to be acceptable because a real disaster is an

i nfrequent occurrence, it nust be borne in mnd that

testi n?, theddi saster recovery syst emis an essenti al

part of an i saster _rec ver Sone a

B fe P G P11 tn g Sihe SRRl RS BoEryan prayeg = real
disalbr idi %gméremeémcyrﬁﬁabﬂq fyst ﬁeo]i"tFé'lF % Had $hah
teRiff lthe POSSEbE Yreasvdryequartl ys as enestialrpath of| dnyt Hésaster

rec‘glvé 23 En' e%8¥§ rc\émiaﬁﬁtas éIQiV Ql:]:\lés oﬁwﬁh%d&u&r@ required to

i over of X C
de“ﬁB ey Wéelfogjtgg"&f:e’é rreﬁ?Yeré’o By a?’% ngAu r%%?y 9 ESQS an audit,
poasebmgﬁeflt%@mﬂdfaﬁy oncg & mﬁ%blIFsﬁhes)‘}h%%ﬁtSﬁl ’ﬁf"’%‘ﬁ’ i §St
inveetys ReawyinglButhlal cdat0whe clanVERt-boamalofs e besinegquas described

aJoo%e]c Ulie GORY c2fL %lf’ %y%r&@hﬁ}@.‘i@ﬁrﬁ/@%ﬂﬂﬂyo to Ulﬁt's@&.s/ secondary

great care was, take nsure .that the application
to \ﬁﬁgs"&?ﬁbf}étsﬁﬁhﬁ?ﬂf%t&oﬁtl% NE“HI"* B i mary with no
outstanding, "in-flight" updates, before-swtching
t heaqy kiBiry copeantdatsl &oha®s zTéq‘us;ce 15 thoweeey ,afitsr such a

faxég%é(]p IS% a9k t&ﬁe‘é@y dee W6 Ny LORREEX tgyﬁsﬁﬂ"é ‘d‘hal:| the

aPPF—éFc’rl uent Wgs \ﬁﬁ ur g}zl’h[%ée c?fatt 1!;'}16 tOXQ prl S? e olnlﬂs@&ndz.ng,

the orig pr I mary
"msystgém"fwqateeerbeéoﬂpeerswe*ad@flgtﬁh?eprﬁ@ﬁ% %CPﬂ%a%F?]c?\?er This,
hovieSet ) 11§0€#1BEi cdIN off herse way riaunsichnces lek hersgennyfabe.

Fre?%l%[ﬂ&n ??J,‘q.%réé e pltﬂe tee]EI{leEl' @r“Yomrnbngaﬂlh@es" , where

g‘ re of t which OI‘ I?Laéver a period of time
PTG PY it Fy‘?"slgéﬁ?‘l]d'é"?ﬁ effe{grﬂ“atrybs Srohede lanare” 5% ht

befigpet theu§htlaveatist helgosradi oﬁnt‘aleﬁﬁe“ﬁFB’bﬁfté'ﬁFﬁiyultBe%emaY be
chdngeS Glade Udx tthe dlENBis e Opyimany devéns ehe arnl lsnarFlaylurseof which

the g@f@&aﬁﬁ&tﬁﬁ@&%/@@c&ﬁ@ry Al hdab¥iPhia BBl ake. def i ne
what™ nust be copi ed back to the 25 Master/secondary

after a disaster has been recovered. This is
i naBlequghe be perughs ethagsthfe SEF1HER Hhohe Preﬁ%m‘gé’guld be to set
up Nhghtenda® ecdp@ppenededte, t frel eliglivnate dvbsgerktpeiding\on the

Au:g.ligéﬂg’pt:ﬁlﬁanxfgau) LHe%iLné’\mh/Eb n%[: & d1@bp i BgE: tecegded at
Uuxi al sSe
Masé:gr{ sqon aryt ﬁLeLA rt ﬁecli %{: e¥1 rel:cfovgpcrg Sl £ goztnadequate,

AuxiT1ar
beqrager aﬁeé%??éliowayogﬁgnnehmﬁs %Ehtsba% frpacepl A° the original
MasSeearimary bhitriagabn £xiduwhi ohich ghte ooturhdngettpgorded at the

orfﬂéf)ﬂémlﬁar@/ géc%%ﬁazi%f r €€ QHREY @t thebrfstsa Ofthb®the Master
T P SRyt S Ry P v

Master/primary, and then directly receives wite I/GCs

i N Atsififeodmt edersirad g bupeadrapsorfe shich 85glttegpcur in the context
of %pﬁll.éé@s'é!cofbco\()@h} Qri SheRUSIMESS 2@t (JldBSad @nlupyrade test), is
wheqroer gl?e Aux:.ilary/secondary is broken away from the Master/primary, and
then directly receives write I/Os in its isolated state, perhaps from a
test application, while the business continues to run as normal at the
Master. Here, the resynchronization after reestablishment of the
connection must be from Master to Auxiliary, even though the Auxiliary has
been temporarily treated as an Auxiliary/primary while the Master was
simultaneously being treated as a Master/primary. It is essential in this
case that the real application data at the Master not be overwritten by
the test data that has been applied at the Auxiliary during the period of

its isolation from the Master.
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Master. Here, the resynchronization after
reestabl i shnent of the connection nust be from Master

WO e00d0xi4lé ary, even though the Auxiliary has BPEBEGB2003/003537
tenporarily treated as an Auxiliary/primary while the
Master was sinmultaneously bekng treated as a
Master/primary. it is essential in this 40 case that
the real application data at the Master not be

overwitten by the test data that has been %ggl #eg at, . o
t he TAUS IREFSEOHBrISTETEHe FRIPSE B STHtEPERIRETon from. ~ oY
retre-hivbrstzer 1 oM\Bh206 4/L 0514 6nPChE GBZB081 00353 PL gpplyipg costly

sut Delpi &y &rdesiar able tre ReMeemAoril is¢benls aearSbed above.
Renote Copy resynchronization while alleviating the

di sadvant ages of applying costly full copies of data
g Q = nal systens described above. 5
Summary of the Invention The present invention

acc %ﬂgiﬂ.}QSXn@ ri9¥érg£%]{1 dd@o@dfﬂgﬁ.ﬁt prRVREE, gnt dreti ol ,as%)ﬂct a

a renpte copy pair, for resynchranizin a he .
el > SR CUNARR P 0T r e IS I Rurtorks  Prinecy
and eparaddmatiet Feeorabliashmserte 6PPratdap@dchsptablishnent
ofra?lr%tngt.oéqggb 31%e§._9£mfn|g§%};p,g E&ﬁ)r&tﬁﬁrﬂﬁ I:_ﬁé %@ﬂlm@gfi@WEhmge

record identifying data, segnen an .
el TGS T HERHT o TUREEPYoR oo SR per gy Cerom said
sepmigirn b s SR80 CHAPRIY 1 SRFPHRT Ba#e SAPEIS é@&ﬂﬁ%rfé"mvﬁatlﬁ gpoondary
wi €l &N gBargRC P& cbriddeddniti fiiimg dtease@gment chepbehgsdsaid primary
in® :admgfééaafEﬂan en%&oédg‘%{jngego#g%%lr Q@&ft@f:a&ﬂ@?ﬁﬁéw 8ra

all identified, changed data se | . ;
o seL LA R SRR A By oo e
segendgifdary. Preferably, said step of nmerging is

performed before the start of resynchronization. 20

Pr efP%E?élla%ELy,saisgi& hapge s RERYidgl depkifirndg ¥k¥olde the start of
segnent s changed at said secondary and sai d change
TP B FEATT T yi ng data segnents changed at  said
primary are bitmaps. 25 Preferably, said bitmaps are
mer gedrshabing sead tthahep refomnkerigenmy thyng dhba asoinerist chrpged at
sa 9 s‘%cgﬁﬂ!r‘}_agncgga_@@%aﬁééjQfeccﬁfdeﬁ.&ér_ﬂﬁky:ing data segments changed at
r$s nchroglrélbnl% data held at a primary and secondary
salf & e 2Pai't RAY ‘under gone separation and
reestabli shnment of a renote 30 copy relationship is
per freefetibaft enid. Witsast ere hesged etng skaf|heprof merging by

enBrgierahlivn SLSYNsArani i Bgeatanhel d at a primary and
secondary after the pair has undergone separation and

reestabli shnent of a renote copy rel ati onshi i% conda
per PEPREERAY t FeSEHRTPRIFI0R - F-2al T 5 £ b7 SEaliite 2nggeconcary
after the pair has undergone separation and reestablishment of a remote

copy relationship is performed after a.disaster has caused a failover.

Preferably, resynchronizing data held at a primary and secondary
after the pair has undergone separation and reestablishment of a remote

copy relationship is performed after completion of a test procedure.

The present invention provides, in a second aspect, an apparatus in
a storage system for a remote copy pair, for resynchronizing data held at
a primary and secondary after the pair has undergone separation and
reestablishment of a remote copy relationship, comprising a communication
component for sending a change record identifying data segments changed at
said secondary from said secondary to said primary; a logic component for

merging said change record from said secondary with a change record



10

15

20

25

30

35

40

The present invention provides, in a second aspect, an

apparatus in a storage systemfor a renote copy pair,
wo e0o40eRyhichr oni zi ng data held at  a prinmary apPdr/GB2003/003537

secondary after the pair has undergone separation and

reestablishnment of a renote copy rel ationship,

conprising a communi cation 40 conponent for sending a

change record identifying data segnents changed at

sai d secondary from ald econ pri
1d?nﬁbt%ln€o%1@né% eF‘B? ec%n% Ssaeij' d Iggin%é)c%r Xd C%ange
recoafid adcanthdeycamiying a:oea%rﬁglé fac GPHYJ\?@ ?ﬁ‘o&ﬁe@fiﬁ%‘i Changed
daﬁ@é@&@@ﬂxﬁ@mﬁ i dadlenidriyd ngraded aeseghénts sehdrrydgary to
sai sééﬂﬂa imry into a merged change record; and a

at a copylng conmponent for copying all identified

changed data segnments indicated in said nmerged chan e

r ecBrad pEesAnt duyedtpen PEPYEdeS. WapdtRiEdoffRECY: & CPRRIEeT
prd@i-88 QProahéy @ahd iy pémdsiities ini & @ubhiqrd resipbie starage medium,

com%%:rplﬁge Eomﬁftggrﬁ%p&xp@gﬁé xﬁe@ﬂg'@ YWI%HOQQéd%@. iftcAda computer
Lol ead sLora Q1 Y oo GAUPLY RO & QUPH S
sYSﬁFBg"’F%ﬁT%%"d’é?eﬁe?ﬁ§e?rb Se sf’%a e i N corrpu?
resypshiemianticax et tasd lteﬁér@"or‘? PERESE U ae%ﬁﬁ@f&f 2 remote copy
paiSySHEdR the PRAE Ma® Mldrgsyackparitiatiad ofestabbishaeer of 2
reni%tgré@r ¥%ﬂ%QO§sqﬁBngﬁ'b¥r%rnén§ &/t B GRPY: RalinAkt &ange

under goné separ at and o i
rect?FdaldeF‘EhE‘tlélgc%W ?%‘?matnlgons p%a%iﬁ%?o%@?#%%?&i@a d
secghdgendnepid pHaRgE: TeseHY Seafé n%*ﬁtl% Gkt r@‘ég“‘ﬁé t fcmdary
w:.tﬁ‘lhar@ﬁﬁgatr&akd isleaoiyany datans<medts sheugrdanly sedd spigary

J.nt%é%on dr)aéred r@{agbg g:'he%gi‘cg Qhé%%g%gé: g.ﬁ.@ deeﬁﬁiﬁ.&ﬂdchanged data
2 [ I I r o sal
seggngﬁh% X‘éaﬂ:fr? éxa ng'd néeragg cfh e rechedngr w s9%a ﬂa v t d

Into a nerged change

-seqopgaryd; and copying all |dent|f| ed changed dat a

segnents indicated in said nerged change record from

5S¢ Ho Ll BB b SAl Brawigeondary. 20 Brief Description
of the Draw ngs A preferred enbodi nent of the present

invention will now be described by, eﬁ %rp be
onl ¥, pugferredeprbiinent 9Tt e RERSTHam 510%% Age,
deswitiBEs L25wdy @Uir €xalpls calbl ogkhdiefgremme kP user %ﬂ’qqmga%ng

draq‘{ltlgg,gqgewﬂm@lf apparatus in accordance with a
preferred enbodi nent of the present i nventi on.

Figures 2a and 2b show a fl ow ?@gr amillustrati ng . sratus
st epiowe & ieehpPcB0diagraR ddraaie thf o T FPareTed” *FF

in eiteodiarent wiah therefeesgnenbqidiaeti of. theljereﬁelnedm"entlon
Description of the Preferred Enbodi nent An arrangenent

of af&a}:re%t a 80% %hgvg a.t glgﬂ F&':’l.ggf;:\.ﬁaﬁnr ?glu%@pgg.ingemepgf of a method

in accordance with a preferred embodiment of the present invention.

Detailed Description of the Preferred Embodiment

An arrangement of apparatus according to a preferred embodiment of
the present invention is shown in Figure 1. The arrangement is
respongive to application I/0 requests 100 to operate communication means
101 between a Master disk 102 and an Auxiliary disk 104. The normal
communications flow responsive to application I/0 requests 100 is shown by
arrow 106 where the Master 102 is the primary disk in the relationship and
the Auxiliary 104 is the secondary. On the occurrence of a disaster, the

Master is failed and application I/O requests 100 follow the path
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35 the present invention is shown in Figure 1. The

arrangenent is responsive to application I/0O requests
wa@4os40per at e conmuni cati on means 101 bet weRCT/&B2003/003537

Mast er di sk 102 and an Auxiliary disk 104. The nornma

conmuni cations flow responsive to application I/0O

requests 100 is shown by arrow 106 where the Master

102 is the prinary di sk in the relationship and 40 the

Auxi |
R AR B (HEM MR L 1 O ST AR o o P mates =8

anrlesréle*%isp{wrﬁfﬁllséfw t he pat h V\D 2004/ 051476
PCT/ GB2003/ 003537 6 represented by arrow 108 directly

to k@seyrfgﬂférllzgﬁyonlgf‘té&h 'tﬁeb &E§E£1@§hnﬁa$1t & £hs teabed copy

nchro Lon af
e Ao SR, ERGEELOT V2. REbare e By iiir, LPGmosng qbanges made ac
the glecsndsiracdiskhén sehe f@hﬁh@@rm%f}l%c BF dRGRIURGSY 3xrov
110mder afillthe csemonrdasne df Skdisarmerkillo it hehepritphihgt at
reg)n%hrozﬁeagm esented mraagcqgaoraag td tuntéil laibe sHhearbe
one. of dl DA Y33 art otn%g;:yat In the example shown

ski h
de?%ﬁ%%?&ﬁl?&f“?’% difk 4 a'nd Whlcg er dacT 8l on as 1o
hexti,s khe Haptehdas d@ngqlﬁ&eeaaqq#eaﬁ PRefFSFoarR dhtk «/\ﬁ]“% hhe
awtiheaseapBdeden. dégighlieedenanilecpsivewn diGkharug, thheaelationship

co&fﬁh%&&aﬁ%bm@@a&%hwahelc&@«%sé he secondary disk, and
Auxi liary has been designated as the prlnary
di sk, but the relationship could equally b
est Hbtt shePitAap ePBFEnt e FRRMESHPIR Bt r%’ﬁr B fgpondary
10£ haBgeSINBeRiatd et Mastei Viseg (mdasyy 105 d@2mérpedheli the

bl{ gef%ﬁ%sgﬁtltngec}éb%é% 'nﬁﬁé!/ aﬁ:r AR Y1 04 el i Ege hiwi gl changes
repres chang a i :
fr%)‘??ﬁ’%ﬁsﬁ%ﬂ ?’if’egglf earéaha gleegEl ormo%rlf‘% %xrle;u /prrénary Los
L P
thd Gbled @it hee Master sz codderey Al iags IWhowy BE aviesppd to
rethkd tétno%ag@ ob@;:ﬁ:rloﬁt ere tth@eMa[&La@ﬁpﬁfnai*ﬁe.ob/&ﬁtﬁlﬁnﬂ&les with

th?]&luﬁﬁr aéra XI ) er.yy \NE us1¥% cow e er?fc% Iinga.l‘?so 16§ttLH Baéé) remote

°Pom, rimar
comb ALY 57 e PERR rgaxeaeﬁa?wgeedfﬁa’a%iff 10478 Rgrersal of
roDHTRU Nied@kt 0 feanrs 19 bot ;» pagsiresant ©f toppratedrefitgrbodiment

of é\lrfénsrés*é%tpﬁ{@nﬁfdhf esent 8t Pye st kDBn. thENh6rmal course of
userrg\ég JS_Va.’i! mgh t ]g:ge q\’?asggag{p%\fﬁgrg !LQ 1'13%@%0' ﬁawﬂzogeéh selected on

I, ment

somg éeema% R i SR Bﬁltloic%l’tt@ BE aé’ﬁb%%‘tledd% tf’h‘ga )

powtir se of 25 user activity, as the Master/primary |s
likely to have been selected on sone |ogical basis,

Sucq as; | oggvli It'c::yF y %I l QIIPA %bdac}ﬁet:g Jf.iaaléh&frpﬁe:@ﬁﬂmglagram
power-. tdrnin gures 2a and

o Psgar a5 W@&e@@h Fn é’f%%‘g Ggpo, hazduare,
sofietaredor whiotbimayidpetiesrisodli edcosding trardppgierred embodiment of

th8 PleWak€ iabek16AMDI Nati on thereof, according to a
preferred enbodi nent of the present i nventi on.

At step 200, the system is initialized, with, at step 201, the
assignment of a Master/primary disk (effected in the preferred embodiment
by write enabling the Master disk). Responsive to the receipt of Host I/0
202 the I/O activity (here exemplified as a write request) causes a write
204 to the Master/primary, followed by a copy step 206 to the
Auxiliary/secondary. This process continues until a loss of connection is

registered at test step 208.
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At step 200, the systemis initialized, with, at step

201, the 35 assignnment of a Master/primry disk
w@ edoiesdedd i n the preferred enbodi nent by w iPE&I/GB2003/003537

enabling the Master disk). Responsive to the receipt

of Host I1/O 202 the I/O activity (here exenplified as

a wite request) causes a wite 204 to the

Master/primary, followed by a copy step 206 to the

Auxi | i ary/ secondary. Thi frocess cor ti

| os&™ orfesg%l?’ﬁ?eﬁ?l 2’ tees g egr %lgP édrhat R#%?tlgg% D ae&gnated
as \ADPR DG4 0&1sk7 611PERe m@e@re@o s%oﬁlm?ntl nb¥ e‘?ﬁ&ﬁs"eua?’a)l?gn &he
audi0Ssr@f. conreesimancs tHoet AU kiar ok sexdeplgravette geqeest, data

is Wr'l dgl*ec‘&lg/' 0 tLhe ﬁ&@iﬂ&?grﬁ@?déﬂﬁép 2hY . Wiihh @ process

ena n AuxL | 1 ar
cmf%F‘“‘é%(é‘%ﬁ’rJe rﬁe%ﬁbeésv'?éues&hﬁ th/ Aumﬂ%t%’ J:%ll(%j: é&gﬁmp is
regigtehed Abxidsitasigrpeidar Ht aﬁte§t%3p9 214PrlT‘ﬁF3é a}gflo%eggg %’WY are
deﬁgﬁhtéﬁJeSAyl’d}Ebbrmﬁesﬁﬁbhl shendesdbnatieon may assign the Master or
thé\@é&:@f a’%&)xau kgL %x&ﬁé%} I 9he I'llte éoﬁmté%ﬂix&t 84 @leadedof8dry. Prior

16. At step 22 secg r
£e dfégf;@ﬂgpﬁb‘zat,ﬁgn'd%cﬁ%’egz a’bove FAPS r&es?%ﬁ%t %glot%{a fyom the

seHIRYN isheemVh §¢ dhegprimply %gxm¢qg§@y2%s Wf.ﬁ}é i Wa recordlng
bitidg tich EReIR-enpant mssthae 2eecoridadyta Phaowastmrrked as changed
in t%éymegg%&?l&% on, -@liedt %::2%1’42 ﬂsxlze'ﬂﬁ?:.%{] 280€nhd Qg&frﬂhﬁﬂ The
e el PR o L ko P ik B L ptea, e
at tswepp?EIBnamﬂeSA%n%tléﬁ%%edal | data that was marked as
changed in the nerged bitmap is copied fromthe
prl MLy tQ tth@e %Qpéiﬁﬁﬁbodyﬂﬁnt rv@x%ﬁé‘&h:r QNdZat [ ®enbBled for

| et'e when aII anged t Oenabled (inm
S, 0l IO L gy 5 cHEBR 68,8 Axnavion

thmmeﬁ@mreae@wéomh?éme e\ S SYPORKTIUS Ehfé’oP‘é’dl?r gpoorded the
priMaicty €rdd@f €S Shehdveirs Pplddckedis Anailindé Sxomr zcashbinge writes

(béc%ﬁl@gd‘i @Qcé&a@&lﬁbkﬁg dtafige tRBoPAIS Jﬂi{g eréetoth disks are

non us rd i os
me]fﬂ% nﬁ?‘i}e "f‘bel)lSilwgﬁeE/éar ne‘)yngv’m% |r§agclD ncﬁ*n%l t eg\g? 301 1% noe
prefeeabty dgnevtiefese 2pY (%@%ﬂ%@nazastéean‘aféﬁeﬁ) plache T Ry &0
redy@ebraiingt impsaf enbdmihigimksllele in rray géeraative embodiment.
Fo:.e %&Q@les h@lgllgstﬁeh %h&?é@ ngné eI gidig thé tsd@pndakiti s being

b a
seI%t |‘(-8 Ssrbﬁ gglmarg[ tq;n )F]o%%% gl £ ef?LX»QE rHe@”J;E Q:ﬁ'xél%és that

on| zati on may be
hatre EFR iHCPEGS) P‘élthienp%l’f‘aﬁ}’t“@%’n g iSv8Ttbodi ment. ~ For
exanpl e, while the change recording map fromthe

SGC@HQ acre.‘l'm' el é’n gszéseﬁeﬂéré QothenpthdHr Yor tdhen pfegies Saf the
n I r St n i c
dl?ci% gg?%% ax? t?xﬁ . 1§ I‘ tRLr %{g} &Tﬁcgé%al thQ a)é% Qﬁms hangedtl
therh‘@}ug grew gaR) §.édseH:e It@ JtI’(Sllﬁ%%ﬁ] Jf.h]%ﬁs CP%I}geéla c I'F%I;S ?aé'ln cor];venlen v

be trdrieths kit nbededs Ard retnags, bY wwilpher 1ﬁa1sf=ailna$ ©xpgation.
t he regi on-has changed, 30 then the new nap is set to

i nd 'ng tmeerigcta r@aqﬁinge@a Qg§cd thg héh%n&@ rlce%QPch@ﬁj ﬁéH |b¥: transferred from

the secondary controller to the primary controller. In the preferred

embodiment, this occurs over the same Fiber Channel connection as is used
for data traffic, using a control comnection that is established there.
In oﬁe alternative, the map could be read into a host system, and then the
merge could be driven to the primary controller from there, using, for

example, a TCP/IP network for both transfers.

The resynchronization process is that for each region marked as

changed in the merged map, data is copied from primary to secondary.
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be achieved, if the maps are bitmaps, by using a
| ogi cal OR operation. The nerge requires that the

we bangsi4recor di ng map be transferred from thePCT/GB2003/003537
secondary controller to the primary controller. In the
preferred 35 enbodi nent, this®occurs over the sane
Fi ber Channel connection as is used for data traffic,
using a control connection that is established there.

Thussn s?%an alatner r‘}%t | \ée a?]r.gg?%tcgﬁ% % g&dr 2880 JeNL Q@ DOSIn with

driven to th
Valré‘-ldl fairay fé@httlhsmféfﬂaﬁroﬁflﬁ h‘@llé FErRY Po atae§%%| ge pyimary
arel GBH1lf2dned whieksdandpogt-h transfers. 40 The
resynchronization process is that for each region

marked .as , changed 1D, the. %95004 pdes@ﬂ@edl SpPiEd

from prl rmre %R secondar 0514
CYRICF LBEO0SF RS TRt &1 FRG wanen GEIT a9 o7 ﬁﬂ'ﬁva"r’ft BHFCRERGES "®
(ncitt shdven)s egmhdany thresdirerye by dre RieYidedads d %I%P&t?‘f @?Pgram
eléntégt pcfdr%éd aona&ﬁ/ %@it&l‘ér@’rﬁe&aﬁﬁedataasﬁ rn tlem) such as a

r p mp e ssion of
mac%‘ﬁg aciaf %dL ct‘_‘l 2 J[EJO nge}rre %19 ggggagxlg%ﬁ% E%fvteth\}wm i -
data pikenise Ty éBFIIEdSTETRIT oot tWart Fﬁﬁ?ﬁﬁ%’@l‘eﬂf 8Re"or °
sidtallecpretagseisa, Ench ssheiwsd candreless shEadorediar e

may be provided as a conputer program elenent carried

on ﬁgg ﬁzglsén%b lll%l’ed J_g‘n %%%r étﬁrta.gf'} 3;% &%d§&9\é@.) a %ﬁpuiﬁs.c program

or op uter” di sc. I.s for
PrQQ"?éttfrg%n%? é"%FBna &Pmlilﬁeaafﬁtﬁ’i“ke\ﬁuglé aﬁ’a?"“f @Fn cf‘ 80 nay
congirasage saethsaodfcoablit e sezdapl P olnstasctions wishesifgnad on 2
tarfRbly | RE: AR dis@ch SHCh éb‘&lpﬂté'xede&{ab\wb reddeas, Sognadample,

dls'@!ce, Eh&%npf E&S‘r‘” 'ﬁavr%nai gpytxaugr;lacwlgo@om%@a@r

ram uct for use with ger an’gan :LEDle
SYE§3¢§‘¥ e‘fﬁa Sd&qﬁie&noﬁ %P%ﬁéﬁ?%lfﬁa&ﬁ 595 ¥8hpT" g
medigi), esncdfidignput eotr Badabd eco ABticaét 9o ﬁEaJéMlﬁ efonpRptions
lll’% Aor :Lﬁegﬂlgﬁlbﬁy nedhy irsUeds ascihigoaputaeludeagadttenot limited

to dm.c&o‘p;v :Lnfera§gg) lo% th%I S%‘éﬁiss@@h% orThQaEQC:LeS of

"transmttable to a conp
comat o TR RSt SR A s iy b AnBrionaniey
préeipgelt desemdedmeriepe! udi ng but not limted to optical
or anal ogue conmuni cations 20 lines, or intangibly .

) USI QQOQ/& Elﬁ%% Lf%'ﬂ@' @111 Qﬂ)i’@lgge %Et né%.tchl édﬁptl@gr readable

to M. Crowave, rared or other transmssion, ... .. uee
ingtaRRR FFe s ?ﬁe“’%‘éﬁtF%smoF EERH e PrYEAdab e 2T
wiiinstny clompwissre pbadicestwdes o oparatisg ysEeRimcFPgRari tSrch
indHRvE S Maplesciidied Remgl dny ABmddyosectsbolbdygdpierehheor future,

:an l}df'LyJ.\%lblutaR&’ ?L(Hn & I:gatseﬁ%dﬁgt[&utﬂgn@@@éjam:%ptlcal, or

ctions can evvrlttenln

Lo
%E‘é@eé‘sf’%ﬁ 2[E COPPRIFAATRE E8 %pmugg?y aPcﬁletDec‘?rur es or
ingheiay vy BYys LénEsedrte tpsEcalgudptraradt PEchGRY Ry be 1S
coﬂ&@@ﬁté& ERg: aayh NeBiutke chngkaywrofguassat ber dfarrgbeted as a

removable medium with accompanying printed or electronic documentation,
for example, shrink-wrapped software, pre-loaded with a computer system,

for example, on a system ROM or fixed disk, or distributed from a server

or electronic bulletin board over a network, for example, the Internet oxr

World Wide Web.

It will be appreciated that various modifications to the embodiment

described above will be apparent to a person of ordinary skill in the art.
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including but not limted to, sem conductor, magnetic,

or optical, or 30 transmtted using any communi cati ons
wo ewhnodl40gy, present or future, including butPeDGB2003/003537

limted to optical, infrared, or mcrowave. It is

cont enpl ated that such a conpélter program product may

be distributed as a renovable nediumwth

acconmpanyi ng printed or electronic docunentation, for

exanpl e, shrink-w apped sof tyas@, pre-loaded with a

conmput er system 35 for exanple, on a system ROM or

fixed disk, or distributed froma server or .
1.el eat mertiod, bid ketémptbocary PAer Bomheenordhroripingxdatsl keld at a
prife-yl BhElsRebndkry Mel- 0y geibhs drdetydle Be&paration and
rea%%abgg he}r{:eeg éfg%t ré/ni%rt!ao y Qlat&gﬁgh!lgns c;oﬁplt:ﬂﬁng the steps of:

nt. descri be ove be apparent to a

person of ordinary.skill | n the art WO 2004/ 051476

PCT/ €B2038/ §03887e r@c@dALRBrtifyiny ﬁét%ﬁgm?fﬁisacF%fieat said
scCOMrPatdom ELla E&SyHAGKY @Bl i pdataayhel d at a primary

and secondary after the pair has undergone separation

and 5 reest abI irshment of a_renote eI at| nshl

conPersitgy stk cBergrs TeFerd E%%Fﬁ’gd ge%‘ AGE “Flecor Hige record
idbuleifyify idaga detmesiey Aewmasdcifanged Painas elnt%eceﬂ@aafiychange
reb&:4N 884 d secondary to said primary; 10 nerging said

change record fromsaid secondary with a change record

i dentifyi ng_data segnents ch ed at S ry .into.

a néP@%Jdlgcﬁ%glé‘em?lefgS?ac aa%%da gg‘b"ylsﬁ e l%élﬁ???éf eq béia
megdah gbahata racadgireant said@icradte r?aéél ﬁfcoﬁ@lﬁ‘er ged

change record fromsaid prinmary to said secondary. 2.

A et QQ&O@S glcﬁ%aor me%ﬂ &Llaﬁllnnﬂ 1 nahereid Satdh skefeQfing is

mergin before 'the. s art of
PeF%@Vﬁé%?%ﬁF?a‘ﬁe REarsol reRY BT REHE%4% aimed in claim

1, wherein said change record identifying data
3.SegnERtsndahangedimda saidasecondasseianshisachrgeangerd

:Ldegt?l%%gn quggtéefg%e&% gﬂar%eéemglé &Géﬁ@&’; ala sakd change record

are as., cIalmedln im

1d8n“v§9f SPRiRT_ A e@‘“ﬁ‘?rﬁ”rﬁ]ﬁ%ngﬁpeafhgﬁ P HUAT RS aig%iast ep
of merging by the application of a |logical OR

4.0pemahb@idd ab. clAimet hadklasnd awhecinnsaidabBpswier epnged

dugfégy %Qﬂj}i] %Eﬁ |59 mQP&ﬁghﬁ} dnat app@:.@a(dlgﬁ rye antbHiee0nskibygeration.

ter the pair has undergone Separation and
reestablishment of a renote copy relationship is
5.per Pompbdaks erlagmed ig dadret Hher AR AITiF gy data eld at
a PrirdriediDdeashdalaiatedr ithecpainmhdy unblerging separation and

reb §&ﬁﬂ9§m&2$p% Qéﬂi&eh&@& @élat@oﬁiﬂlgafé' pRiRoSREORH R a
after pai r ha linder gone separation and

le%%%etraBﬁ scﬁﬁﬁ?ldt #a°Tehote copy relationship is
perfornmed after
6. A method as claimed in claim 1, wherein resynchronizing data held at

a primary and secondary after the pair has undergone separation and
reestablishment of a remote copy relationship is performed after

completion of a test procedure.

7. An apparatus in a storage system for a remote copy pair, for
resynchronizing data held at a primary and secondary after the pair has
undergone separation and reestablishment of a remote copy relationship,

comprising:
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35 conpletion of a test procedure. 7. An apparatus in
a storage systemfor a renote copy pair, for

w0 e@ynshroni zing data held at a prinmary and sepOnGaeon3/003537
after the pair has wundergone separation and
reestablishnent of a renpte cdpy rel ationship, 40
conpri sing: WO 2004/ 051476 PCT/ GB2003/003537 10 a
comuni cat i on conponent for sending a change record

i dengi %&%caq;g\g ﬁtsf&hél&&ﬁ%gas c‘i»lahge $8cORHakYntiFying

from sa secon sai
datr, FHEMENE rftfrlgﬁ%raéwy ﬁ@lds Srd%ﬁ%ﬁf%r‘e%a&?‘ds‘?‘?&%a‘é‘é g sa+d
prgeggndary w th a change record identifying data
segnents changed at said primary into a merged change
recor fjc? ngon%og@ﬁta £60 %‘r?gngc Qape Q:%Q.Ilget %c&ﬁ))ﬁk&g salLd secondary
[ C

i dent |ed dat g segnent s. i ndi cat
i o PR P PO S o BTG | Posn g Snid primary

intgeeone@eyl. cl8ngd wyrpdt @rdpr ogr am pr oduct tang| bly
enbodi ed in a conputer-readabl e . storage nmedi um

ITB r da%:l nQon%QHB uéo%o@ér&g E@f“c%ﬁ{?ﬁug”ﬁ@ﬁ %d@ﬁtlﬂﬂ!@g Ne=98&8€data
Uter yste and execut ec{jf onm sa:LQ r(::l.far‘lgs to said
Seg&‘ﬁFBS dd’r‘?’bﬁ?"ﬁ‘i é?sslaéﬁ ’Tedgg%ecflﬁfi?‘?nreggyncﬁr B2 At5 0N of

segfagmdarhel d at a primary and secondary of a renote copy
pair after the pair has undergone separation and

ree t@égf}llp Qgg% Er&ﬁ@tt%n% eﬁb&il‘e@nﬁh |apc&ﬁbuter readable

" per P’% e St eg . 20 Sendin 8 ma e lece en loaded

St‘?rd‘éﬁtﬁ‘ﬁdﬂ g GHPE-% En‘é"ﬁ‘Pgt%gﬁ%%rtfma‘f Calg s 820Nt

infq enrowiutes evehemrpdtexesuief phertanty ; CAHFEgFHE 5‘3‘%““ system to
pe SRR Ge A6 @1 EipnSal dasearndary awbtimaay Gheingecandey ¢f 2

o a t .
re,ro%n%ggybg%a%wr 360 e@ggrshgw eagg&%ﬁg scé@glgl ?Eag?d/%: 2&: .
Gethmgat é’fs%g?ﬁgﬁfg cioﬁdll?}egf" o d Peerge anger

record fromsaid primary to said secondary.
sending a change record identifying data segments changed at said

secondary from said secondary to said primary;

merging said change record from said secondary with a change record
identifying data segments changed at said primary into a merged change

record; and

copying all identified changed data segments indicated in said

merged change record from said primary to said secondary.



