METHOD AND SYSTEM FOR COORDI NATI NG CLI ENT AND HOST SECURI TY MODULES
CROSS- REFERENCE TO RELATED APPLI CATI ONS [ 0001] The present application
claims priority to US provisional patent application serial no.

60/ 592, 141, filed July 30, 2004 and owned in comon herewith. FIELD OF
TECHNOLOGY [ 0002] The present application relates to a client application
operating upon a third-party host device and, in particular, coordinating
the operations of a client security nodule and a host security nodul e.
BACKGROUND | NFORVATI ON [ 0003] Successful client applications providing a
particular functionality are often desirable additions to third-party
devices directed to related but different functions. For exanple, nobile

messhoi ng § MEmHAD AN sY S QR DEMNARNG CLIFNTANGIOST

application provided by anot’he§§t<iﬂlt6|ir|];\[wytnﬂ§magses t he nobi |l e phone to be

used for wreless data comruni I'n"one exanple, the client
application nay enable e-nail comunications using the nobile phone.
[ 0004] Placing an existing client application on a nobile phone having its

cpeci 11 ¢ R SeERReNRE O Wi ATED B ENTORS | (o (ol modui os

operating w thint nmobi | e phone..host . | '

bl 1 cat 00y i nol e ae STy roaLn TRt S BtR e pat bRl n
security §eidleioes0/50Re 4rmphiet Supham eae arideatnedinidosnrown hereywth.securi ty
nodul e for inplenmenting its security features. The security features

i npl enented by the host security nodule for the nobile phone may differ or
conflict with the security policies inplenmented by the client security
modul e. ABIBLDIORTECHNGL@GKs a -1 need to ensure that the client security
modul e and the host security nodule coordinate their security activities
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module and a host security module.

BACKGROUND INFORMATION

[0003] Successful client applications providing a particular functionality are often
desirable additions to third-party devices directed fo related but different functions. For
example, mobile telephones, which typically provide voice call capability and text
messaging functions, may find it advantageous to incorporate a client application
provided by another entity that enables the mobile phone to be used for wireless data
communication. In one example, the client application may enable e-mail

communications using the mobile phone,

[0004] Placing an existing client application on a mobile phone having its own
architecture and operating platform may result in conflicts between specific modules
within the client application and certain modules operating within the mobile phone host
systém. For example, the client application may include a security module for
implementing a set of client security policies. The mobile phone may feature its own
host security module for implementing its security features. The security features
implemented by the host security module for the mobile phone may differ or conflict with
the security policies implemented by the client security module. Accordingly, there is a'
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the operation of a client security nodule and a host security nodule. The
nodul es communi cate with each other through, a platform abstraction |ayer
usi ng application programmng interfaces to coordinate their activities.
In particular, the client security nodule instructs the host security
nodul e when to unl ock the device, and the host security nodule alerts the
client security nodule to attenpts to |lock or unlock the device. [0006] In
one aspect, the present application provides a nethod for coordinating a
client security nodule with a host security nmodul e, wherein both nodul es

are residenly i 1B 'hfe QIeﬁ?%‘%&mtﬁwﬁﬂ\ﬁie‘?&ld et dze bb@sHt) Rfddutiesodrbieatt eps

of detecting a event; npl ementing a first | ock operation by one of
the cli enthersegniityyacthvties & mathtain@nmsiaauaedeyel af falbsRiwity-sendi ng” a | ock
command fromthe one of the client security nodule and the host security
nodul e to the other of the client security nodule and the host security
nodul e; and initiating a | ock operation at the other of the client security
modul e aBER!EfF@LHMP-Rg(ecuri ty nodule in response to the | ock comand.
[0007] In another aspect, the present ap_BI i cation pr@vi c%es a, et h%d f.or
coor di nat [00§5h cl i e wesart anplinakan esripas 2 Moo gad MeRYInE TP MiHiEPei n
bot h ”Dduth%sope%tﬁ)nr S ARk s95Lfly TRRAIEaRd 8 HobPEiriBievoaale. TR mbtlied

i ncl udes e’'stéps of receiving a user security input; valijdatingthe
recei ved csemusi®ate with eanpotherplerctigh @i magitfernt absiracian kver usherailieH By one

of the client | glrelﬂ1 ] aRE UL eyl e chefndicrgrign
unl ock co%ﬁ@ﬁ%&%@%ﬁ g? t eatt%ﬁ%ﬁ@g@%ﬁ'r M Eé{ﬁlt)@gulfe gnd t he hotgt
security muddld iasttucts e msiescaity rhadué Wban tesoleckthe dedae.canghi@etivst host
security nodul e;
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unl ock cogsaesl. [ 0008] In yet another aspect, the present application
provi des a nobile electronic device, The devicte includes a host operating
syst em anpho@eost Seaumei dgpenpdud presett awmdicaiion proyidesst mefwdcior gogidiBe and

the host security npdul e .are,resident on t-. Si i ;

devi ce al ESE?WCSIQGH@@ rﬂo‘%l”? ity %BB& S@&Pﬁtgr{s O@ﬁé’ %P?Hgﬂfbéa%prf]?@gtglgét}ecl%md&?
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security module; sending a lock command from the one of the client security module
and the host security module to the other of the client security module and the host
security module; and initiating a lock operation at the other of the client security module

and the host security module in response to the lock command.

[0007] in another aspect, the present application provides a method for
coordinating a client security module with a host security module, wherein both modules
are resident on a mobile electronic device. The method includes the steps of receiving

a user security inpuf; vaiidéting the received user security input; performihg a first unlock
operation by one of the client security module and the host security module; sending an
unlock command from the one of the client security module and the host security
module to the other of the client security module and the host security module; and
initiating a second unlock operation at the other of the client security module and the

host security module in response to the unlock command.

[0008] in yet another aspect, the present application provides a mobile electronic
device. The device includes a host operating system and a host security module,
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and the host-side, the abstraction layer including a plurality of
application programmng interfaces for exchangi ng conmuni cati ons between
the client security nodule and the host security nodule. [0009] O her
aspects and features of the present application will be apparent to one of
ordinary skill in the art in light of the follow ng detail ed description
and drawi ngs depicting one or nore enbodi nents. BRI EF DESCRI PTI ON OF THE
DRAW NGS [ 0010] Enbodi nents will now be described, by way of exanple only,
with reference to the attached Figures, wherein: [0011] Figure 1 is a

bl ock di agram.o bile el ec LC . devi : | catk T
[0012] " F; HHE1S e s dpt o L RUS o6 BRI po T R B ITFTL
gpbi le gl Qiﬁl’erdﬂﬂﬁ@d@??é.cﬁﬂe Sieoi]l?e@&otiheludeﬁbgﬁ?sﬂﬂnmicﬁﬁprﬁitwclﬁmi?DP!QIM!QT
I gure S , In.flowhart rm._a net dTor c | hat | )l Ny
ecur ity MSBM anten eaveeedirry bR e e TSR e RRe R La et
[ I Ewc ha][ t siﬁj@rdﬂths?ld@@&dlﬂOﬂnfa%rstruﬂidd?fiﬁté?@cﬁ iail%ﬁﬂlléhprCﬁ@ﬂddﬂetWGEH ihcacl’:entrglfde.[ PO 15]
i ke reference nunerals are use rougho gures t.o.deno q | ar
ol ement s ARd BRSNS, UIERAF (2O DEERI NG POV REFBPITA T P g
Figure 1,;i8@aRsifsr é(&‘laﬁgiﬁgddoa%amaﬁo@ I[SSHVEEA tIsatlicon seswiity emdl®Dammnthe
nobi |l e el ectronic device 10 to which exanpl e enbodi nents of the present

appl i cat i bastagguBY rap@lieed. The communi cation system 100 incl udes nobil e
-3 electronic devices 10 (only one of which is sho

in Fi e 1), a
wirel ess H08r k 110ther gepedtmaififeaitieseithe pregrat ﬁ\é\@iqa@08|“g‘gb?8‘ﬁ¥’%re8§ﬂ ces
10, and agukf W% ke SN ot &R fofbwingldrdiRel dsbcribBombneé besdngs
net wor k 1%%6\)/?%) arg\%hmreea N_etmk (WAN) 190. [ 0017] IE t he enbodi nent
of Fi gur edepictitgon®br mere patodine™sdevi ce 10 is a hand- held two-way nobile
comruni cation device 10 having at |east data and possibly also

BRIEF DESCRIPTION OF THE DRAWINGS

[0010] Embodiments will now be described, by way of example only, with

reference to the attached Figures, wherein:

[0011] " Figure 1 is a block diagram of a mobile electronic device and a

communications system;

[0012] Figure 2 diagrammatically shows a system software architecture for a

mobile electronic device, such as the device shown in Figure 1;

[0013] Figure 3 shows, in flowchart form, a method for coordinatin_g a client

security module and a host 'security module; and

[0014] Figure 4 shows, in flowchart form, a method for unlocking a mobile device
on start-up.
[0015] Like reference numerals are used throughout the Figures to denote similar

elements and features.

DETAILED DESCRIPTION

[0016] Referring first to Figure 1, there is a block diagram of a communication
system 100 and mobile electronic device 10 to which example embodiments of the
present application may be applied. The communication system 100 includes mobile
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voi ce conmuni cation capabilities. In an exanpl e enbodi nent, the device has
the capability to comrunicate with other conputer systens on the Internet.
In various enbodiments, nobile electronic devices 10 includes data

conmuni cation devices, nmnultiple-node comunication devices configured for
both data and voice comrunication, nobile tel ephones, nobile conmmunication
devi ces, PDAs enabled for wreless conmunications, 1l-way or 2-way pagers,
wi rel ess nodens operating in conjunction with conputer systens, and any
type of nobile wireless comrunication devices. In the presently described

enbodi ment,. £a6R lideha 0BRAY R SATEIPR sholvih Fagure 19, & wireRRkingtved 110
operate within the wireless"network 110. It should bé appreciated however
that the foreommunipinocsith the mebileelgatrorig devigps 48, ary B NEESAGIIPE t ypes of
devi ces a PRk SHRIH PGl | $85 Wit ST E ARSI LA ARBY
al so be Q%tg@oﬂb'?)oﬁomlrt\-w #ﬁgﬂgﬂéﬁegﬁq@&?cey [0018] The devi c(e ldm

i ncl udes &2@onmuni cati on subsystem 11, including a receiver 12, a

transmtter 14, and associ ated conponents such as one or nore, preferably
enbedded [O47ht er nal, thasmbodimettaféigue 16 thmamobie elpstionicsteyices] iv@ hafshul e

such as a,_diqi i [ , i .
cormunt calPeiwbkas bBR o EREtPy il Kl ShERsCRIISHTRLS A8y |
enbodi nentsict kernmaumitationatsipahilieh y sinemaade pinbodinedetbectevi® kasdhe an
oscillator. N il | be apparent .to those ski i i el :

conmuni ca??%gf@,ﬁy\é\‘ll?lgo'ﬁg} "%@? ﬁ’ﬁﬂtﬁ’& rgcr?n%)%ﬁert?ygk%ﬁgm?uhﬁ?%gﬁ ?%{r?ﬁs}ﬁggi}%tésem 11

wi |l be depeadefdntnebbildeecoonitidieciabi do indhawy dataiconwhighatidredaiésdisce i s
intended to operate. [0019] Signal.s received t he t .16 through a

wir ol ess EOHHRTIE SRR RO doesraTIaE Y bl AR a5 vPen
per f or m sgsRnkeEERBN! £OBIIY Bleptones! inobie asmegiaitioarelvicescRDAsenableddaency
down conversjon, filtering, channel_selection .azqd the,like %ﬁg iir'? sone
enbodi meny¥elesh SOFENUHCAISE MWaY Ry HRISTE, Wirelqssi madens opgiiEe M si gnal s

to be tragsmihdiReh RIS cHMPGRS SserrisNahd Gh) ypesithabilconiraleds eosmainigatibar
exanpl e, g@@he DSP 28 aﬁd ing\ﬁ[%3 tso t he ?%nsm’tter 14 faor cﬁéqgl t al

. ; to
anal og coflQ¥pes-oli themresprb dpsefPpacb pAPePinRat ?@qht‘@(.rth‘ﬁ&?o@ﬁrﬂ foui: ot
transm ssi QR ONRIgurP 1S OTRIHRY GRtih A0S wieladB etdiR Mioa It foad berpdrddiated
however that the present application is in no way limited to these example types of
devices and may be implemented in other devices. Example embodiments may also be

applied to non-wireless enabled devices.

[0018] The device 10 includes a communication subsystem 11, including a

- receiver 12, a transmitter 14, and associated components such as one or more,
preferably embedded or internal, antenna elements 16 and 18, and a processing
module such as a digital signal processor (DSP) 20. In some embodiments, the
communication subsystem includes local oscillator(s) (LO) 13, ’and in some
embodiments the communication subsystem and microprocessor 38 share an oscillator.
As will be apparent to those skilled in the field of communications, the particular design
of the communication subsystem 11 will be dependent upon the communication network

in which the device is intended to operate.

[0019] Signals received by the antenna 16 through a wireless communication
network 110 are input to the receiver 12, which may perform such common receiver
functions as signal amplification, frequency down conversion, filtering, channel selection
and the like, and in some embodiments, analog to digital conversion. In a similar
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[ 0020] The device 10 includes a mcroprocessor 38 that controls the overal
operation of the device. The m croprocessor 38 interacts with

comuni cations subsystem 11 and al so interacts with further device
subsystens such as the display 22, flash nmenory 24, random access nenory
(RAM 26, auxiliary input/output (I/0O subsystens 28 (which may include a
t hunb-wheel , for exanple), serial port 30, keyboard or keypad 32, speaker
34, mcrophone 36, a short-range comuni cati ons subsystem 40, and any

ot her devi ce subsystens generally designated as 42.. [0021] Sone of the

b
whor oas - oTERTEL AT ke faRehial e BEBRLER 1hARgIRG b AT &g for
Not abl vy, smp@ubym E\)ﬁ?’ 20san:dmrmpst wefinbdmrrﬁfzera’lrﬁfocjd@ﬁﬂhtyb RIqmPoRRaTIRPe,

may be used for h.co Q SHR ¢ ent ering a
text messagd§YY UFE AN rmpir)%t%? ear%@ﬁ%%{r’rﬁﬁﬁwg% h%ﬁgﬁgnmrk @es

devi ce- r esbiianinidationt inegorkUdb visthe anteeuli&t or or t ask i st. [0022] Host
operating system software 54 and various host software applications 58

used by t[m)zmjcr opr’ﬁh@slsmce?.e |mmesmmepmmre38ahbbmmﬁthes@\(ﬂf@lb in a

persi st ent ch as flash nmeno Lm nt. Host
sof t war e B‘E)r ? 8? H-b&nge\?)%e mlﬁfﬂpu?i%esgoh éénst tf%tt E:(gllé)qp A ?g%s

i ncl udi ngsu’ﬁbéy@t@m ﬁﬁsaﬁgalg@mtaapiswat fupther devicagubasterapplititas ithmdtsalaz 22,
contacts application, and/or a 0Se._S the art
wi | appr BesHEEMaKe4 th@C(HBB?C %mﬁmﬁ% @ﬁ@ﬁ@:’xwe IEP%"%“tR@*d@/'da

appl i cat i afissy3fbmoL8 R@hlcﬁ rh£5ern@raae dRvnewhesp i axbinpld) peahtd portta@ a

vol atile store such a i s contenplat eg that receiyv

comuni cakeheasy @ﬁgﬁ@%% @pggqué&%mgr@@hpae 3BRARIS %rt—rzlam%;?mxfwglcat;ons
m cr opr 0CEHRQktc3] 40l And @HY bireh dbick sBboRReAbigeBers eBighufet 4048,  enabl es

execution of "host software applications 58 on the device. A predetermn ned

set  of haglaqppl i cabinRNT tRSs KB SLM SV irPRigl ¢ p@ﬁwrﬁ@owmatmsrslated
including at [east voice conmmunication applications for:

nor mal |y e&cliprRs, avhesgas athen sUlSiaras MRY RIGYIRgraRidant QY &e‘/'%hﬂ?&?”“‘*
applicati ﬂg&]t{%@%%&% e%d%gcwaé Qew@ar‘é%ﬁ &4 a@pﬁap pOYgRexdmblaeniagtoeor k

110, an au system 28, serlal port Short-range
comuni cat$exhirHols gememni@tion- r@!ﬁtpdd‘un@#torﬁ,usuaibaé th%@Qﬁ*@Pﬁ essagRyfor

instal | Edtrgl)(srﬂlssmn over a communication network, and device-resident functions such as a

calcuiator or task list.

[0022] Host operating system software 54 and various host software applications
58 used by the microprocessor 38 are, in one example embodiment, stored in a
persistent store such as flash memory 24 or similar storage element. Host software
applications 58 may include a wide range of applications, including a text messaging
apblication, a ring tone application, a contacts application, and/or a game application.
Those skilled in the art will appreciate that the host operating system 54, specific host
applications 58, or parts thereof, may be temporarily loaded into a volatile store such as
RAM 26. It is contemplated that received communication signals may also be stored to
RAM 26.

[0023] The microprocessor 38, in addition to its operating sys’cerﬁ functions,
enables execution of host software applications 58 on the device. A predetermined set
of host applications 58 which control basic device operations, including at least voice
communication applications for example, will normally be installed on the device 10
during manufacture. Further applications may also be loaded onto the device 10 through
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user in the RAM 26 or a non-volatile store for execution by the

m croprocessor 38. Such flexibility in application installation increases
the functionality of the device and may provide enhanced on-device
functions, comrunication-related functions, or both. For exanple, secure
comuni cation applications nmay enable el ectronic commerce functions and
ot her such financial transactions to be performed using the device 10.
[0024] in a communication node, a received signal such as a voice call, a
text nessage, or web page download will be processed by the conmunication

subsyst emyld nef@Rfk i 19 Un étﬂ(iﬁsﬂ? i/@i‘ &fb%%t@ﬁ%@ ChrenﬁBpox’(‘/GO Csfho‘%n‘a'ng@r eferably

further process the received i gnal "for out ut to speaker 34 or t he
di spl ay 2zowmura¢at@mﬁ@ubex@tgmt4@ cararmzhfprwt@ |e/&9bsuét@rrb 2d ipstalied bya

devi ce 1%%@@%&?{@@@8%% (L. oyl t‘ilS%’Eoré‘fﬁr'h%Suﬁ&%‘ @g%ﬁm&@ésor%agabﬁ

using the oard I'n conj unc fon wt di s and possibly an
auxi | i ar yﬂbkl@!lttelwap@lr%lonsmataltai@lmposr@d%& Muﬁdjpntahb’rpflibe ﬂﬁ‘éﬁ% Andteay over a

Comm“'.catng%&l %dtq?s é{%biuﬂ‘éu HanﬁﬂﬁééﬁanerB?é(&tﬁml&qs omearﬁlzor he

seri al p0|p nor ma I n a personal
di gital asxiamipmntse(:tﬂ@/tcmetmaca:tmppllcaﬁammmdgena@efedmctmmnccmmmﬁmﬂ oni zati on

with a 's des ter ot shown h i an
opti onal tggs aEéHﬁ%ﬁéH? %zgigra&&?\{:ﬂg&)t&gﬁ?%?r%ﬁg%? JS tg"éarotétq{o SEQL

ref erenc rough, an_ext er.nal | d
P ond ¢ il o P e SRR " B rbafl | *@?ﬁéﬂ?@?ﬁ‘% £ RbaRaR e e
SOL t war ﬁ dmhhg@,dﬁ wempégﬁiﬁmgnfus@wﬂt bé ercicmeedi bf/ mmmgmnldabon shbsyiderncid 10
other than thro a wreless co rk. [ nge
S ommuni capne P b oSt TR bR R B a b Kb RoEhed W BLLREAT O"
comuni cagighal e bugrntd e Sib@ék@r&’%tﬂ@r tadish|ay 22 emta;@y;satmw torammmucaeg /O

whi ch need not necessar imlar devices. g‘d{ exa{‘}rpf_t 2 Ige esubs% f&?m
40 may i AeYiga&Saf qSﬁfPﬁf#%\ﬁc 40 may alprcauesRs drtadians i 8° IR MESRRE

or a Bl uepgah I-E'Vhsiﬁg"mélRéﬁﬁidr@@ﬁ@@@hj@néﬁbrﬂﬁ/mﬂi@d@ éyQQrEmm&%iblyDan\nth
simlarly ena led systens and devices, [0027] Wreless bile netvvork 110

is, in anaexkay O dRYerIRReRYCh somPPEsERMS Fmasiben paENsarles RVl 3.
Mobi t exTMgf, %Tré@&w?ﬁﬂ’%%ﬁﬁftﬁé/bgﬁﬁndrﬁéﬂti%n%%@%sﬁtgﬁ] ip nobile

el ectronic deV| ces though it could be any other types of wreless
net wor ks. 1og2] The serial port 30 in Fig. 1 would normally be implemented in a personal

digital assistant (PDA)-type communication device for which synchronization with &
user's deskiop computer {not shown) may be desirable, but is an optional devic.e
component. Such a port 30 would enable a user to set preferences through an external
device or software application and would extend the capabilities of the device by
providing for information or software downloads, including user interface information, to
the device 10 other than through a wireless communication network.

[0026] A short-range communications subsystem 40 is a further component which
may provide for communication between the device 10 and different systems or devices,
which need not necessarily be similar devices. For example, the subsystem 40 may

include an infrared device and associated circuits and components or a Bluetooth™

communication module to provide for communication with similarly enabled systems and

devices.

[G027] Wireless mobile network 110 is, in an example embodiment, a wireless
packet data network, (e.g. Mobitex™ or DataTAC™), which provides radio coverage to

mobile electronic devices 10, aithough it could be any other types of wireless networks.
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Wrel ess nobile network 110 may al so be a voice and data network such as
GSM (d obal System for Mobil e Communi cation) and GPRS (CGeneral Packet
Radi o Systen), CDVA (Code Division Miltiple Access), or various other
third generation networks such as EDGE (Enhanced Data rates for GSM

Evol ution) or UMIS (Universal Mobile Tel econmunications Systens). [0028]
The device 10 includes a host security nodule 62. The host security nodule
62 may be one of the host software applications 58 resident on the device
10. The host security nmodule 62 inplements security measures in accordance

with the nvggag& @gbw@hétwoﬁ&% rﬁaﬁ?@@\sb%%l& af@&ai%’??émb& sadmeash@w

securlty noni t device and displa

security <GhdehSydtem fgtM@érhe Savanunicatiem andICéPRﬁ Hioesaesl &’dtckﬁ*eR@@O &é@@@ed
In sone e | ock
the key boa&@q Qﬁé Di\hgga rﬂ@lﬁ%g gct%{alséc}f 8{%;@@ o@?t?rrfﬁh‘d gBﬁél@tebn ‘?HOH@&RS 5QcH
appr eci at &stEfHEEQEhIwnc&éthatrytesrforGSM ﬁgo!ﬁw)mféﬁ\ﬂﬁﬁ)wbe/ar%ﬂ\@béﬂt ed by

t he host curit r’rqdul ﬁ It will be appreciated by those of ordinary
skill in tﬁ’ge qlrﬂ%q iOpﬁe S{9%) security nodul e 62, while depicted as a

di stinct y in [ r ti es. For
exanpl e, E‘g@*ost s@&‘%??ﬁﬁ}e 3853%8%25@85‘8%8“ |@§&nglélr%odﬂ}eeh(?%tsle%%ﬁ§tori ng
idl e tinmemaiuo6 eyl ot spiheyiosy saftmaem;ipﬂwatmsé@rreﬁuﬁenbbn&k& deyiceldli ce
access, dul e, for |ockin n_various e [ JTe t hese
or ot her qﬂ’ﬁg\?ng?%v 'B'nglﬁaégfjd “%?I‘ngnﬁo%q%f"éty M3y B8 %%qog%rﬂlt ! wﬁehi n the
host  opekatimy psiiaéLst thé deQrcerTﬁy F@fpémm the\hbsmecum;emdum&my t he
host software appl i catl on

| t ted that f
or ei n 1 o TRGoR I Be T Jevieriant diaiay 7 el itpEh it iRt ART DR e o
variati On%@@%t@k;w:%&bé@fed [tﬂ%%e bmbadigidntfnhé aostheedunist marjpllelaﬂa'napns 58
resident on the device 10, a client appl.ication 6(3 i ncl LIIF cj[ vmth
devi ce 10Penrnibadispeialoghpg kanbrard 8O #fg}se Pé‘?fﬂfa SKUT P%Iags"g[ data
conmuni Cata&ﬁ%cfa@@ Ha%iqé?%ecifm MI&&J;@@aﬂﬁé@nﬁ@rﬂ&mm@hbﬁwd [RPpliteat i on

may, for e enabl e the fecelpt "and transm ssjon of el ectroni

nmessages. SewrﬁhmOéiN{ﬁ)@Q il be leppirdiatpd Sy tipgefinan eidt i eagﬁbﬁh?gg'lel on
may pr Othﬁta{e%gn% rﬁﬁ&ul@ @S'ZCV\)F‘:?' P!C%H ad aQistivc Bty irf Balird §, \%‘U‘]‘b@@@’%aﬁfd

and co-or ectroni c messaging server, wherein the
remot e el ectosemiutipte esiiiis gF erexaenple] @ed@a‘pﬁs%wI”lhoﬂloﬁéie\m\l”@@%ﬂp%er%mt e

| ocation. m%d%?é fo? Hwo%:tgﬁﬁé Eﬁ’é ﬂ%ef, léq'%ﬂitﬂ@?or displaying a security screen for blocking
device access, and a module for locking the keypad. In various embodiments, these or
other modules may be stand-alone modules, may be implemented within the host
operating system 54, or may implemented within one or more of the host software
applications 58. It will be appreciated that references herein to the host security module

are intended to encompass all of these variations and alternatives.

[0029] in addition to the host applications 58 resident on the device 10, a client
application 60 is included with the device 10. The client application 60 may be, for
example, a wireless data communication application. The wireless data communication
application may, for example, enable the receipt and transmission of electronic
messages. In one embodiment, the wireless data communication application may
provide for electronic messaging, i.e. E-mail, that is synchronised and co-ordinated with
a remote electronic messaging server, wherein the remote electronic messaging server
is coupled to the WAN 120 at a remote location. Electronic messaging functions
provided by the wireless data communication application may include composing
messages, saving messages, and displaying messages. Other functions or features
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provi ded by the wirel ess data comruni cati on application may include
conposi ng nessages, savi ng nessages, and displayi ng nessages. O her
functions or features -7 may include a contacts |list or directory, a

cal endar application, a task list application, a web browser, and ot her
nodul es or applications. The client application 60 is a self- contained
stand-al one entity that may have been designed to operate upon a specific
"native' device, as will be described in greater detail below [0030] The
client application 60 is typically created and devel oped by a separate

entity t h%%ﬁ@guggggc}dﬁ%s fdt c}r*bl?reHR}?{'é,'aecaﬁérgcgir\rﬁ%%é‘atﬂﬁv%%sﬁ%t a}EPﬁca@ibh%‘t

application so typically associ at a native envlronnent or
devi ce i nwekskroivaer, endwithar pd@as ot applestiond. gT matliant appltatioa $0 inecssidi ngl y,
the client ' ' ' e f [ icat ed
wth i te SSEPRIEREAGARE Jrf ) Bus tEh Ralpes ohBRAY LB I A AR,
sof t war e émtiveydelésd, gaad| be desarilmed hapeatkr defaiiibetbvparty platformin a
third-party device. To enable the client application 60 to interact and
exchange f@83Hges afide cliantapglivation Gthis tysdllyapeatad iang deystoped 3y asepasatet he

h it I 2.and -ot.h - N i i .
ot nar e B I e et Sl Pl BP0 8
or ge}; [ nteﬁﬂ@ tlgpibaw asgppiatebiviton nutvgreanimmygentdretdvivedn asEaEibign witatwhidyit be
use y e clien

| i i 60, the h ) t.i tem5
and/ or hoﬂasﬁ@ﬂé'i’?gﬁﬂhﬁéﬁf' gc%rﬁﬂfé‘f'w%@“%ﬁg?’gé\“ﬁg'gﬁr t'i‘@ﬂgg%%ete@ngé%ange
i nstructi @Ag featlRBIRGESal¥d WHENE SpBLLWE SR ilshtattesievekdBuiadkhged ey iactaid

and the cljient application  60. [0031] Altho the sef. of APl s js depicted
"R gur o clona R, SUH RS IORY th R @ (et U ATl HgteTit = fHsRAG
ordi nary gkiick. Toehdifle #id clitnt lappRRttRAIGS ihtBRict bRE eADhdnddRlessa@iccartp t he
abstraction | ayer 64 need not be coll ected and contai ne Wth'&%&éﬁ%e

|

library ofVentsaviththe RPR) oraratingeveiphy wtand/ettheast perrtemadulpy [

progr amm Rgst ddHiiehiRe S8, e 4BViSe 40HA Furhsr IndhRBdefaltrRA6RERT 842 THede
range of inter-process communications taking many forns. For exanple, in
one enbodeheactionteyenicanigins epapfinese aefaf soglisalivetnreammig inteslaeas | ed by

a process r r'gg?f PRIY o : ' m’ﬂié Bf54

messages W%!%? g{r%gh% obceg%s %yano?lﬁtg? g%{r)@g{e@%.ge)b‘\:%gg@é g? Qto(%dt}lﬁ%ar / &tsyli?l_l in

the art wahil/oappstescatity roddule &2gendiér thedesbaeplicatiens 58 ésextirwngedystructions,
messages or events between the host-side of the device 10 and the client application

60.

{0031] Although the set of APIs is depicted in Figure 1 as being contained in the
abstraction layer 64, those of ordinary skill in the art will appreciate that the APis that
make up the abstraction layer 64 need not be collected and contained within a single
library or file. It will also be appreciated that the term “application programming .
interface” in this context is intended to encompass a wide range of inter-process
communications taking many forms. For example, in one embodiment, the APls may
comprise defined functions that are called by a process. In another embodiment, the
APls may comprise the posing of messages from one process o another process.
Those of ordinary skill in the art will appreciate the range of possible interfaces that may
be employed for inter-process communication. References herein to “calling” an API
are not intended {o limit the écope of the operation to calling a predefined function, but
instead are intended to encompass all possible forms of interfacing.



be enpl oyed for inter-process comruni cati on. References herein to "calling"
an APl are not intended to limt the scope of the operation to calling a
predefined function, but instead are intended to enconpass all possible
forms of interfacing. 8 [0032] Reference is now made to Figure 2, which

di agrammatically shows a system software architecture 150 for a nobile

el ectroni c device, such as the device 10 shown in Figure 1. As shown in
Figure 2, the client application 60, the host security nodule 62, and the
host applications 58 operate on top of the host operating system54 |ayer.

[ 0033] Thgqcfdz'r]ent 2RRI &R 8MoOmhaBs 'td'ﬁ@%rézﬁl\/hi%ﬁtdiéﬁ?ﬁﬁﬁﬁdtﬁgilfmm| ayer
70. The Ient operating systemlayer 70 may, under some definitions, not
be consi deystamespitwaspercitiientyire 60 éona pebile elechanicidayiceaguerngs BiS dafe 12d t o
as an I/0 it Layer : f - [ et idig <8y §item
Tayer 70 HRAASEFERYs 1 XSiendin i At 2L ol o e e

i ncl udi ng nMadue 62 rarct thedoshepplicationEns operate oo peir at hediasy sperafing systenriyt
provi des an i ndependent pl atform upon which client-specific applications
can run. e136534] On top of the client operating systemlayer 70, the client

appl i cat i Vi Nl “ _ . hi e, Hid hi

V\EPclh valr ?@q@qcl i e%{hé‘%eﬂﬁ%g@ll%‘éﬁégﬁé@éd%%g?:h%lﬁtra]d’djae?@gﬁ %&r?]stte securr??y Wbef:lu: 2

74. The ckli@tttopseatingi dygtemnthylee 70 inayrandgesorhd defatons, tnpt begoosidsraskan he

client application 60.,For examl t he client it

it erent PR Re st ool Bistacaey BR uFrg R R Gt Mo et B

and rel St @fiacﬂ)ﬁtﬁ)tnﬁlt erﬁernlgmewér?tia% ispstarlrya?fr ™ tiaoayes nengair mga;'a; fuadtichs for
assword. I n an e [ , the ient s ri nm e

!Orrpl enent thg C'*%@%@!E?a%%%ar %@W'ﬂ?ﬂsﬁﬁﬁtﬁﬁ ??\‘SF@' c-m/‘? ‘é\lier# QB?/*?t%Pg%éSts‘? Squence

or key COyeRabippdvidss at iHdRplnddre gresapacupdin Welkh eent-spEuificcd pptinaticecani ty

nodul e 74 may include a user interface for receiving a user password.
[ 0035] ThEi8ystem software architecture 150 further includes the platform

abstraction | ayer 64. The platform abstraction |a 64 may be.nqtionally

i vi ded | IR hosEndomer feiedt PReiptng acteBilayalydh tha gl aPEiEta i si de

pl at f or m ahstinaGhs AaYSferGor Jalhe/iml AR BatHiRehiondriayercliéd enabl es

t he communi Cation of nmessages and events , . .
modules 76 operate including a client security module 74. The client security module 74
manages the security features of the client application 60. For example, the client
security module 74 may implement a password lock-out function, whereby the client
application 60 and related data are inaccessible to a user without entering a valid
password, In another embodiment, the client security module 74 may implement a
“keypad” locking system requiring a certain keystroke sequence or key combination to
unlock the keypad or keyboard. The client security module 74 may include a user

interface for receiving a user password. -

[0035] The system software architecture 150 further includes the platform
abstraction layer 64. The platform abstraction layer 64 may be notionally divided into a
host-side platform abstraction layer 64a and a client-side platform abstraction layer 64b.
The platform abstraction layer 64 enables the communication of messages and events
back and forth between the client application 60 and the host operating system 54
and/or the host security module 62 and/or the host applications 58. The platiorm
abstraction layer 64 may be implemented through use of one or more APls. The
platform abstraction layer 64 allows the client application 60 to.operate on a platform-



back and forth between the client application 60 and the host operating
system 54 and/or the host security nodule 62 and/or the host applications
58. The platform abstraction |ayer 64 may be inplenented through use of
one or nore APlIs. The platformabstraction |ayer 64 allows the client
application 60 to operate on a platform-9 independent basis fromthe host
operating system 54, the host applications 58, and the host security
nodul e 62. [0036] The client security nmodule 74 typically inplenments a set
of security features to protect the user data and other data associ ated

with the cld LR 9, Yl 84 RO EBAloatib AP5S | drfithe
security mgﬁﬁéd%ﬁ%ﬁgy%aﬁn%@%‘gﬁ%ﬁgpgg&!}%@i eni{/g)ﬁ’ g‘}é Hogegﬁgi ty with regard to
t he cli enhosipelcudigtrhotulé®2t hat differs fromthe security normally ‘
associated with the device 10 as provided by the host security nmodul e 62.

The host [6086§rity Hmelolient62curity matileeri ipically impleyndréae sebal §aeitar e

i nadequat [ I f [t : e ; i } 0.
Bocauce s taedd Preifekthe Uspr e b o SRE B PcH R it O HBRRIIREAAANGS
appl i cat i pritéRativeyerhvdronirantribe clignt sepirdy madise 34 agay waintaio a ¢rstain kvagkolof

t he device 10, S coor.dination bhet n i ; ma
be neededs‘?%”@hg’ﬁgge%?@cfﬁﬁ?%C'Iéeé‘é 3PPH%%§? g@)gﬁ?ﬁ%ﬁg{%ﬂr‘&{\ %‘?}%‘?’Z'} }Gﬁ%m?éhy g
part id_cul aéssdﬁh‘ege@ Witerthe deoREr1I0tas psrodidble b?/iehalhlgst $m:u|ritk;smﬁdeietﬁ2§. t%erb@l&_ fle 62
coordinate their actiyities sp as .to |o an nl ock the

accor danceedrth H}% ayd qr{!@tﬁgp%tyggatu[%%ﬁ arlet'n%\ﬁk?q'ggéékogrg%‘% fabgie!a?ﬁad
that cert gidurypvahictSy Be dileat Agicasdn 60.CcBREANSIEsdMe uspedatheriothesmlate of
the | ocks alt hou{g user cannot access  the apgl i cati.on

F h the us N0} . ) ? 601, 58. o
exanpl e, afraciatedwithihedicrtanrlicalion G ®8Y bspiTaed oRcoRiPA R ER §
comuni C%@)Q&id@@ﬁt‘hieccfé\ﬁic%‘ifO,tslib%é’\ido?&iiﬁﬁﬁordgé@lééhmﬁb Ric@ity aroduel 62,814 wmynay

continue to comunicate wth a wireless network to recei ve, and/ ﬁ'\re %ﬁgange
0

data. [O0BBereseicaRIEAdtavRivaseUlty PEPigaHen for thpdaie. SAGRSICHH rt
form a g@é&%n%%ié)iﬁ%\ﬂ@rt ﬂ@ét'sgeurﬁig%@amé)@2Q§oo§cﬁﬁ@téaﬁ@raem:estsb sothl es
e devi ce. e od 0 i

on a nobi met 2 based upon a device having a client
appl i cat i ek antundpak thertevisedu eceydanesivite theyaemefecaiyolicigSpasswor d
protection feature. The device also has a host security nodul e that

i npl enent P08 cr eenlt wdllbe appibsiated that certaje fapgionsichthadevier TG sRMtingEdRr ity

modul es may, LIPS of3hs RIREGINSuGH thadileh bRRRbt RRELS tHeVagptiBhiitiRse0,BY.
For example, where the client application 60 comprises a wireless data communication
application, the wireless data communication application may continue to communicate

with a wireless network to receive and/or exchange data.

[0038] Reference is now made to Figure 3, which shows, in flowchart form, a
method 200 of coordinating operation of separate security modules on a mobile device.
The method 200 is based upon a device having a client application with a client security
module that implements a password protection feature. The device aiso has a host
security module that implements a screen saver mode. it will be appreciated that the
security modules may implement alternative or additional security features. For
example, the host security module may implement a keypad lock feature.

[0039] The method 200 begins with the presumption that the device is in an
unlocked state. At step 202, the device determines if a client lock has been initiated by
a user or a remote administrator. The client security module may allow a user to select
a ‘lock device’ operation, for example from a menu. If the device, or more particularly,
the client application, receives a client instruction or a remote administrator instruction fo
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exanpl e, the host security nodule may inplenent a keypad | ock feature.

[ 0039] The nethod 200 begins with the presunption that the device is in an
unl ocked state. At step 202, the device determnes if a client |ock has
been initiated by a user or a renpte adm nistrator. The client security
nodul e may allow a user to select a 'lock device' operation, for exanple
froma nmenu. If the device, or nore particularly, the client application,
receives a client instruction or a renote adm nistrator instruction to -10
performa client |ock, then the nmethod 200 continues to step 208: If not,

then it @%ﬁg}nﬁal Tt o2k 3B m&‘fh% gggoﬁdﬁﬂg%tocaee%ssmtvm@m«er it has

recei ved ruc |on ost operating system )((
recogni ze cmainanssatemﬁM aghereinghé tiaw:cmgsaeSSI@thatmt hamstecaiyed erhostéc
exanple, if the device is idle for a.set period of tine, it may trigger a
host Iock'nslttu &? be understood by those of ordi nary skill in the art that

the idl t

racher cniptdtiie” cr (B MOSErucratlG SR Pibfefahiaf vaRRs ARRISH: BonSUTURIL

al ways be hiost ibok ipgtroctivh. oinrteh@rrdmmdee deCickds icﬂ@mna:mtlp@nsd watimgaiténayont r ol
f the d di h

bl e o miidesR st aeg 1l patefden bY Bl tnio 8RR An Tk ABiEe
timeout nghddat ﬁl@yeare@urt@%ebﬁomtwed1bﬁthe&)}p@tmr@wm rafher tham thermtieot may

be a host Iock i nstrucgtion event under st 204., There nm e nts
that are @BPYGREEN. fach g cliegtRPRiga¥QN,TRY JI ah’}‘—%’r‘g %%('QﬁBTegm"émgar? QE(E \g(\f/eeuser

key conbi @ik 04bpRBtidHS rﬁg?'ha@e chRrd of aekdevide pcBesdr, Imbrdmrgﬂz r‘ttletchemt is
detected in step 204, then the nmethod 200 cont

| ent
host | ock aeRkgstion nerpangt he able e g1onjteicier M'a%f'?’\?&’tﬁ Ei% %‘t“?E%% vt*aer?ﬁ”"léte&g'b %4
then in sidiptARBut 19 be%éfnmﬁ&%yﬂi;ehﬁmﬁp@%ﬁlr@"@%t@mSAﬁQ@mmmmﬁf@e the

client app i cation ticul ar ost oeratlngs L[ ? # e%fes
with the bpstém:k mpptetion ewwﬁﬁ@wﬁp 2Rt ghere Bﬁhb%@iﬁﬁ? %mﬂ?a« Hrepei

ot her wor I éi[enga | R thaat to
t he recei g?hokttloﬁﬁlﬂsﬁu?ﬁonﬁfesem g%ﬂ é&@g@%&réé}geﬁgo‘ﬂgnﬁt hen tg?1 g@r?\;tahod
200  cont hostdsc. nif spdwsk ek ifHuLtIn isrdeteeipd Jnstep 3, éhandhe rag) Pﬁic’&ﬁl

starts thgg&ﬁ@g%éﬁ&@é E]Yen%gﬁéﬁloc& vdpcogni zes the need to start the

client se rom éi e user selection of a
[0041] If a host lock instruction is received in step 204, then in step 206.the

occurrence of the lock event is communicated to the client application. In particular, the
host operating system communicates with the client application through the platform
abstraction layer. 1n other words, it calls an AP! designed to alert the client application
to the receipt of a host lock event. Once this AP| is called, then the method 200

continues in step 208.

[0042] in step 208, the client appiication starts the client security module. It
recognizes the need to start the client security module from either the user selection of a
client lock in step 202 or the notification received as a result of the API called by the
host operating system in step 206. Once the client security module is brought up, then
in step 210 the client security module implements a client lock. At step 212 the client
security module then relays a message back down to the host operating system or the
host security module to instruct them to perform their own lock operations. This step
212 involves calling an AP to trigger the host operating system to implement a host
lock, or to launch the host security module so as to implement a host lock. Accordingly,
having locked the client application in step 210 control is now passed back to the host
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client lock in step 202 or the notification received as a result of the API
called by the host operating systemin step 206. Once the client security
nodul e i s brought up, then in step 210 the client security nodul e
inplenents a client |ock. At step 212 the client security nodule then

rel ays a nessage back down to the host operating systemor the host
security nodule to instruct themto performtheir own | ock operations. This
step 212 involves calling an APl to trigger the host operating systemto

i npl ement a host |ock, or to |aunch the host security nodule so as to

i npl enent host L ock.., Accordin , I k kgathon
in step Ziﬁe@gﬁﬁ%‘?V'?eston%'?ﬁg)ﬁ'g’s%géagtdg%@%ﬂoﬁg%gqﬁ’ggtg h?)?filoé%( ﬁﬁ&léﬁﬁtﬂegevi ce

t o perf or anaehbstirhatktheAloss loeR c2inpriseh dishiaying skciridy serpbenenee®™®dh  one
enbodi nent, the hgst | ock. conpr.ses .displ ayl : i j.e. a
screen sHPW" ?'? H&&r ﬁ@'ﬁm@%%g?n%ﬁ@,’“?'vg%@)ﬁ‘?‘%%ﬁ%ﬁg:*%%‘?%a@cr?{r?ﬁg’%d keyboar d
or keypadjodkesteridn aiferantial foebniatadditidnoto, e secudiydictémn Ooce theehass saedrity
screen. Once the host security dul e i npl emrents the, ho I is
Gont ed acoessla ARReNEeS AR ipeamedier TN Aiea g o dostshilod Bl
actions t ﬂae_tnréé?@brf%aﬁﬁs faes\é't §ﬁadtﬁ>gs d@?ﬁfk?ﬁ% belicaas ?léssn'ribaﬂ byltoM)heTwet_za!iw ty
screen remains in the foreground unti e r perfor certain s to
begi n unl BEsasyribprEcrertyeneaing Hbﬁ"@tf?re@f%v@n'f'?ﬁg"ec %’@f@Eﬁ‘P?SﬁF@E@é’gg{‘%gpany
host  apphiGat in@Rsi A ; cpd i fSiae WiskE fromeicbssing ahg hop0043]

Fol | owi ngbé@gﬁjngjﬁtn\qthgqggggggﬁfésw ﬂg‘éé'flog?gd gt atcé. Havi nggdet?ect ed a | ock

event, ei applicatigng wiheutisafislyiiadhe secwity reQuUiFEe™Me| de. t he devi ce has been

placed in a |ocked state by first inplenenting a client, |lock to prev
access tol@M8]cl i enftollosg $’f@at316n?h9aqﬁl“ckﬁ/'9t“h§ﬂg%\‘@fjis\;%’ﬁ rli'ba"f'?%d%%g']t%dla @Ekt 0

6]

prevent agggssoior B8 Lubile 08 on BN Skieonts adRHs beorsprcee ises, |t he

client application may denman reater security than the host. d?vi ce.
Accor di nglogked statmby fies émplorentiog estliestlegk iq pravepkanaess ’f@-&ﬁeﬂi)@ﬂ runni ng
the ¢l enboBRBlbE Al MnlRfvind BE RPIcRRS bRlEAJadEss A aRRI! Birtase

certain as o cl'i'ent ‘appl™ cation, such as for exanple user-specific
dat a st or egplicatiomsrory.  Under sone circunstances, it nmay be possible to
access information or operations despite the existence of client security
measur es. [08dddr di nghysonteheagesptiiendliegt sp@isetion mavtienaiche@alEesHEY B hat ~ a

user canngt di3aBl €.t D& DRl AHaWhEDO Work rblst S8R YhdMbures. However,
running the client application on top of the host operating system may expose certain
areas of the client application, such as fof example user-specific data stored in memory.
Under some circumstances, it may be possible to access information or operations
despite the existence of client security measures. Accordingly, the remaining steps of
the method 200 ensure that a user cannot disable the host lock without first satisfying

the client unlocking procedure.

[0045] When in a locked state, the device displays the security screen and the
host operating system or the host security module awaits entry of a keystroke in step
216. In some embodiments, the host security module implements a keypad or keyboard .
lock when the device is in a locked state. A particular key sequence, such as pressing
the hash ‘# key for a predetermined length of time or pressing a combination of keys,
may be required to unlock the keyboard. In ai embodiment wherein the host security
module implements a keypad lock, then in step 216 the host security system evaiuates
whether the received keystroke detected by the host operating system satisfies the
keypad unlocking requirements. If the detected keystroke does not meet the
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the client unlocking procedure. [0045] Wen in a | ocked state, the device
di splays the security screen and the host operating systemor the host
security nmodule awaits entry of a keystroke in step 216. In sone

enbodi ments, the host security nodul e inplenents a keypad or keyboard | ock
when the device is in a |ocked state. A particul ar key sequence, such as
pressing the hash '#' key for a predetermned length of tinme or pressing a
conbi nati on of keys, may be required to unlock the keyboard. In an

enbodi ment wherein the host security nodule inplenents a keypad |ock, then

in step 2}%%4 ecté}gat‘[héﬁﬁl@rfﬁk&@%ﬂyﬁoeme%é%déaédﬁmué@ﬁ)t 4it 51y ?[?]ﬁ&%wtﬁﬂ(e or

keyst r oke St operating system satisfies
unl ocki ng kegqaqw@mntiéﬂweldetedﬁed H@ﬁém::lkeds teyappropiate dey Sﬁ@@enﬁ@eihqrh e fwst

T L
e seauefg,en. APSonh, R0 MBI 0 3P6ank e oo o

pr oceeds ep 2 _ security nodu
some enbodperiing,syttem)sts thepﬁezﬁtép@csﬂm ’@ntheatemmtsoftai@y@trpé@st |msp@i§l¢ldat-| on

to the regeipt ,of a.keystrok I n art I.cU §; I
calls an ﬁlﬁ)ﬁ %rﬁ gg@y&&rc}q%c%&qq9 Qrﬂgng /gé]lttosné)@@r g% ’e&gb%]%m@ymggﬁa of
reclel pt othd h%elf:ﬁ%ﬂfell@stnbkb omear@mﬁﬂo@ia}mt kwﬂimfﬁmtggﬂwet srmsrritsapplicatign .
app |cat|on oes not ene ocC t he ve
keyst r oke 9P8s PHE*”@)‘I'?TBWP‘:?Q “P@‘ E’B%%I%g Pagsehitie PRV ?%?ﬁ%r gg&%ﬁe{@%ﬁ%dul e
may use t BEclifig MhORAE &8zt iK&iens sediry fiddute mlagmaétﬂees reﬁe;x&ddsae;/strem esed
password. Either the cljient security nodule tPn AP é’ 5%' ohﬁéhOSt
security Hsiiskchageleyal aser-aHetatrassivord ether e clipYerr oty BoPte S

sense as QPH’%MBF‘{H&WS@%@HHW ﬁﬁfdufé( |Sralafe whBthey oﬁﬁoﬁthedBC@%d onal

key, like a down arrow, nmay I gnored by the client fee r|t rgrﬁdule or

may causekaysiske raak@mqn@ﬁ§8|q B@S%@r%éhaf@}t)@rafé’d exgme Bry of a
text char @%&bnaw%gﬁ? taro‘?ﬂr?&r@ﬁ e bl ?ﬁéreﬁWﬁrrtﬁéfcﬁént%fecar@a'ﬁémé@r itWhen

t he host security (or “host operati %/\ste calls the APl to alert
the cli entmayeausetaymandar epiu@Stlhsé‘cQ b@dlﬁ@ﬂay@ﬁ whreardhe eREK &F e PhaRteT|

passes t Onjfalﬂ'eoe régt% agef f MEL Yo ARAH Ry a[p%%.‘éwla d h\ﬁ!h%h'tﬁ@%ﬁ%!fu‘nﬁb’mﬁ@dl’é' (Br
brings a O&dr screen t foreground on the di
t he devi cboampaamg s;seem)qalksfthamem afsatthaaridnt secustyepodule to the rece'pt Of

the keystroke, then control passes to the client security module.

[0047] The client security module brings a user password entry screen to the
foreground on the display of the device and awaits entry of a user password. At step
220, the client security module may, in some embodiments, determine if the user has
elected to cancel the password entry operation, /.e. has decided to leave the device
locked. Some embodiments of the client security module may recognize a particular
key combination or keystroke as a “cancel” command. The client security module may
also timeout if a password is not entered after a predetermined duration. For example, if
no keystrokes are received by the client security module for two minutes, then it may be
deemed to have timed out. Upon canceliation or time-out, the client security module
may restore control to the host security module in step 222, whereupon the host security
module re-establishes its security features, such as a keypad lock and display of a
screen saver. The client security module may pass control to the host security module
by calling the lock command API, as was called in step 212. The device is thus returned

to a locked state and waits in step 220 for entry of a keystroke.
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220, the client security nodule may, in sone enbodi nents, determne if the
user has elected to cancel the password entry operation, i.e. has decided
to | eave the device |ocked. Some enbodi nents of the client security nodul e
may recogni ze a particular key conbination or keystroke as a "cancel"
command. The client security nmodule may also tineout if a password is, not
entered after a predeterm ned duration. For exanple, if no keystrokes are
received by the client security nodule for two mnutes, then it nay be
deened to have tined out. Upon cancellation or tine-out, the client

security ﬁéé?ra%eg %B{ M@*c&&?a%@ﬁc@%ﬁhg%@%‘fé 6L)t HRHYhE clidhtst ep

222, wher elpo th securi e re-establishes its security
f eat ur es, sscuity am)cmldxey@aatek Mpwanﬂ epteagd by the userrisstersgderIf thehe ¢l i ent

the T ock Bam maARE S ER I dlopl Seouty PRBLI Gtk ¥ pAROHOR ol peRtios 19
r ig U{ BSZSSteqn 8 mdermmaMem onabt #el usmsemtﬁm 6 mtnememm@woz;d RBASt r oke.

s, not indicate.,a c ti en
the o1i entegelitErRhatianEna, hesiy ity S8k, i 2oRip finBFihis, 85T
Stelo 224. shéwhhﬁst@?&@&ﬁf@rthﬁe maxiahu rel nutriten of h&embisegtrew@dr theydeviguise
applies its pass retr olicies In,  ste 26 10 t e r
not the u§isebled Fﬂllg.hl %&‘"Yﬁ’l‘(@c W@fﬂ@”daﬁuﬁ}ﬁ‘%ﬁ% 93{3 é#% (gq%éeégﬁr%g
est abl i shyaif@Xi THINAMNTAISH irfbhvatdafImef & kil |Wl&@@§u§émmwnperatlag sysﬂ&amr by
step 228, after the maxi mum nunber of atte S is reﬁ{h t he dewcﬁtg7P 2

ed on

di sabl ed the begjsesurity;medulin @%etedﬁé'?’@?l%‘ﬁt NiSeE AR PHEPT 4 SEsiPD

the devi cgefichs l%%g%fqukerl i Glice Blot@si 4 alatBathal thithg “idll kpélatidll intrespansee
t he host operating systemor the host security nodule to delete or w pe

parti cul afo amX“@aﬁhﬂiﬁmbﬁﬁQfmﬁsé‘&’@{deﬁﬁte'@ﬁer actions may be taken in
addition to or as an alternative to the "kill operatio mresgyﬁ) to a
d,

maxi mum niBRA of pHékmpresward inylie, thegothgimethod RO soRtRYS P e t hen
the methog,20 % en%‘tché]g%c m#o%@l@éﬂockmr&bﬂt-éih@ oﬂneeaéw@@cwstéyzmﬁme

unl ocks the evice. In step 232, the cliept. sec
modul e t helierisesustyqoadule thengpasises sestrokiedae nest sesHUlENaHYR WIksPPE |08ﬁs

aiert thohdupERticevied, FRRRRES SPTE! O clind B oslehiBe kAR W aAgte Aobt or

unl ocki ngséheitd evadide to‘l”ﬂme suctéssiil esdrywnfiat yasspoud @rrmipﬂéln@dhélcg%f@eaf Tther

unl ocki ngcltenet secuﬁt@tmgc'itﬂg moafy e}ishoeclccj)%g'a?t%r uhl’f’:ckmg the client-side of the device. In
step 234, the host security module performs operations necessary to unlock the host-
side of the device, such as éiosing or minimizing a screen saver or other actions. The

host security module may then be closed in step 236.

[0050] Following step 236, the device is in an unlocked state and the method 200

returns to step 202 to await the initiation of further lock operations.

[0051] it will be appreciated by those of ordinary skill in the art that the method
200 may include other steps or actions to accommodate devices or security module
having different features. For example, the security modules may permit the user to
make E911 emergency calls while the device is locked. Accordingly, at around step
220, the client security module may detect a user selection of a E911 emergency call.
This may be a selectable menu action item presented {o the user on the client password
entry interface screen. When the user selects an E911 emergency call, the client
security module may call an E911 API to instruct the host operating system or other host

applications to place the emergency call, despite the locked state of the device.
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step 234, the host security nodul e perforns operations necessary to unl ock
the host- side of the device, such as closing or mnimzing a screen saver
or other actions. The host security nodule may then be closed in step 236.
[ 0050] Fol l owi ng step 236, the device is in an unlocked state and the

met hod 200 returns to step 202 to await the initiation of further |ock
operations. [0051] It will be appreciated by those of ordinary skill in the
art that the method 200 nay include other steps or actions to acconmopdate
devi ces or security nDduIe having different features. For exanple, the

security es t he user t.0 r

t he devi CW]I ock %138&)&%8.@:?&89tt%e;téﬁ%é@gf@%&ho@ﬂ%eﬁ%% f';l?érg]t% ég‘{gfeu” ty
m)fiul e g}iﬁddﬁilaﬁtoa mmeeleseﬂoembng@trm;ildte iﬁiﬁé&uiarmegemyﬁcm&rvant EFMfsgwrat;orbe a
sel ect abl e menu acmngbﬁ ented t ser ont ec %Etth ﬁﬁ\g/o
entry int SPHEEO" QR It gv %t@r@@ﬁs A SR t he
cli ?nt swmt hJ' dmloﬁqjtiéé@tm%y@;ﬂi d:neam?ﬁ%lcbtuéﬁj ‘E[htﬁﬁ ﬂhaﬂslidrmabpﬂldmlohco:ags apet:lat |t Rg
system or ot her hos appl.ications e e engr cal es e e
Toked ot tineog chmgearBansioy M phpElnei e St B8 har t ne
user or apgubesingdiHis Maiuétwh]oﬂ&o@dwtﬁ@thosaaﬁéﬁataﬁgé t@m, TRycetatidieo
change the id die ti meout value or other relevant con aqyﬁge&g@?tl ues or

opti ons. tumepnbvqw@rﬁaﬁnb%@m@uma@%tﬁgéa hOﬁb@P%’ﬁH%ﬁbég t hrough a
menu Opt'Qﬁpl%ﬁﬁﬁﬁg §§éﬁe hﬁ%fme'c?&)iceaﬁﬁ%dd?ﬁthb%ﬂoﬁ‘ﬂ%érﬁx@oﬁb@ﬂﬂarAPI

applicati cal t1 meout change APl to instruct the host
operatingy ?em t ooHRA §hBafidiR tb@rh@n%étﬁ@fpg@o M%@Qnd@r’sﬁfé@ Bythssy af uklinay

noni t or ed The host operating system The current idle tinmeout value may
be communbighiretpetast mwéewﬁtth%@éemnm@eww@m by the client application
upon start-up of the device througlh the call of the sane or a sjmlar API.

t

[0053] O H954fari atihoie embedimendthe ynkingi qnerafion pryeiRSr gl ¢ It Jom of
ordinary ﬂ%kurhbc%be&g&ra%{z 8ol Me H¥ndPL60Sh8N HPERGIPS! ovhed 0054] I

one enbodi nment peration on start-up may differ from the
unl ocki ngpoyerizg Po@ rebits ﬂ@e%ﬁ Htrm@hQOWQf HBdn adeckeREFe] IThPI Sﬁ@l‘?’é*p?r PAME
power i ng: 0

start-up §'rq ?OJE‘%Q nh%ﬁqﬁgbﬁ\% enllljiodmgnﬂ Wﬁae éjr{ejlrjr%o éﬁ&éﬁ%@ﬂgﬁ'{(@ﬁtgﬂe

unaccept abdamcmangt :tmagftaite ateunamnepmeb langittanf tiine fwaijnet-}ak@ Vitual idachéns bl e

length of Iotaldré%dffgr the aten?ggcu\rfltgy ztn%%ble“{%co% thrtég. Until the JVM and the client
security module are started, the user cannot enter a password to enable the device.
The result is that the user is unable to use the mobile device, even for host applications,

such as mobile telephony, until the client applications are loaded and available.

[6055] The client security module typically performs password verification by
calling a validation function. The password information is stored in persistent storage on
" the device and the validation function is designed to compare user input information with
the stored password information. The validation function does not depend on
initialization of the client security module to be accessible. Accordingly, in one
embodiment, an APl is provided in the platform abstraction layer to enable the host-side

to call the validation function.

[0056] To address the delay on start-up, in one embodiment the host includes a
host start-up module that essentially mirrors the dialog of the client security module in
requesting an unlock password. Accordingly, on start-up the host start-up module
displays a user input dialog screen to prompt the user to enter a valid password. Once
the user enters a password, the host calls the client-side validation function through the
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| oad and for the client security nodule to be started. Until the JVM and
the client security nodule are started, the user cannot enter a password
to enable the device. The result is that the user is unable to use the
nobi | e device, even for host applications, such as nobile telephony, until
the client applications are | oaded and avail abl e. [0055] The client
security nodule typically perforns password verification by calling a
val i dati on function. The password information is stored in persistent
storage on the device and the validation function is designed to conpare

user input e%tﬂjrﬁzré&h‘a@ﬂfbﬁ’\!a&@r ahd BasSINief cRASSEATHASERERY NBid @idafitie function
val i dat i o uncti1on does nhot depend on initialization of the client
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The: passwski FpIGafeng nebharraronagee: ot ubthd f5edaibe Taihe nid: FREEE.,

security mestdienrpdohippisBaspars ofithel msueémkyadmdure smcmibeelcwmmmdwme

client-side is not |ocked on start-u he full ran yi ce
appl i cat i 6TRY P& coRfigHTemhIo S'{ﬂ?éﬁsst'ﬁ% ¥ Orggi PUCERIPGH “ r?dtﬁﬁot her

enbodi meniaesiMBticH iaRbaSdwiediigphteEl 88 HaRdRas themosesideiin Im sitadton,
validation function or the host start-up nodule notify the client security

nodul e thagosy] val | HefRessowisthdiamabees Fereuedhin shddls, intovedHaeforrs| de i s
al so unl ocked ‘once the client- 5| de a pI I cations 1t]?a:e\ée eenq‘é[g ti.all zetg It
will be uRehed 8¢ farimioghing A ']§tdé’l" 9 SREHR e @E%ip Y A
the host %GQWI!htt}ﬁeMhﬁorﬁﬁ%aﬁhg%toff’z%%%w Wﬁié';ﬁes@fﬁ)érﬁlﬁadi@@ﬁtwed to
suppress -its password di al og screen on start-up o assunption t hat

password dRpiGE PAWErs o Withra @%tl@@k mrréa%memwthahtftW%erﬁam% 355%5S fos57]
Referencehb§t&%ﬁeﬂ?9§pfﬁ38t15:ﬁ£ure , which shows, in flowhart form a

[0058] On start-up the host launches the host start-up module, which may
comprise a portion of the hast security module, to display a password dialog to solicit
user password input, as shown in step 304. The device awaits user input in this state.
In one embodiment, the device may have a cancel option, or may timeout while waiting
for user input, as shown in step 306. If so, then the host security module 308 may
display a security screen in step 308 and await a keystroke in step 310 before re-
displaying the password dialog to solicit user password input.

[0059] If a password is received, then in step 312 the device evaluates whether it
is a valid password. In particular, the host start-up module (or host security module)
calls the validation function through an AP provided via the platform abstraction layer
and passes the received passwords. A result is returned indicating whether or not the
entered password is valid. If it is nof valid, then in step 314 the host start-up module
assesses whether the user should be permitted to retry. As ouilined above, there may
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met hod 300 for unlocking a nobile device on start-up. The nethod 300 begi ns
in step 302 with the start-up or powering-on of the device. In the present
enbodi ment, the device powers on with a host |lock in place, neaning that

t he user cannot access the host or client applications. [0058] On start-up
t he host | aunches the host start-up nodule, which may conprise a portion
of the host security nodule, to display a password dialog to solicit user
password i nput, as shown in step 304. The device awaits user input in this
state. In one enbodi nent, the device nay have a cancel option, or nmay

timeout wail r@@éﬁﬂd&lﬁuﬁ?ﬁ@g@ﬁﬁ@&b?(@%ﬁ?rﬁ&s%:‘?e‘?r\“fﬂteid_f‘ ISthRimaRfunt husder shen

the host security no ) / Isplay a security screen in s%ep 308 and
awai t a keyseadskethien osrtejn “Kilodeyages aperaiongineg ks Ipjereataskiesien d1%i al og to
solicit user password input. [0059] If a password is received, then.in step

312 the dE80ER evallitecsasaor iy vaid, thes ia siel 319 Hadarseile qfﬁh%QPY‘F%tﬁ ar,
the host h%’bké(ﬁp;\gﬂg\gdeat{oq’re moyggn?%ﬁtyohw?d?@,QHé%)ient%é wilf K& peabiidst bion
an I via-the platf

function roug provi de e orm abstraction |ayer apd
passes t hetarbgmimeshipaishonsthe Aosesidetmist beamlaaked. ibpcieningdomdprisd or
not the entered x o I I A I P [ hizhshé&posil4
t he host §P§%¥§ﬂ%qﬁ§§§%%9@§§§¥§§£@Q&ﬁgfﬁéPhﬁﬁgﬁﬁgﬁihéﬂgﬂﬁ ?Eghpernipged to
retry. Asstat-bp medulbiov Bost seeuatynmypdule] Galise alignt sdlock e teipativghibeukset of

attenpts perm,tted. If the Xi um nynb i §..exceeded, then certain "kil
devi ce" o%@?ﬁFYHW Ul Yilog Péﬂ%ﬁ%@gePﬁﬁEF%H' 16. [0060] If the password
is valid, in ep_318 the host-sid t | L Sl

not ed abo%&ﬁﬁln man egﬂ%%"(ﬁ"ﬂ%%?@? atﬁ@%ﬁ?%ﬁ S-Ots??hdéejsﬁsféﬁt ?}%};{)hc%g&l?%ﬁ@(tjeﬁd
start - up, tovpaBkagplebanlyorhiyeratiend)ostditiationsast vadationsooky de affectaseo the

client-side js |ocked. o tagrt-up,. . then th th i e, furt her
step (notp@ﬁ@%ﬁfGFWOaH?%ﬂS?Ngﬁﬂ%%ng%{ﬁgP@3 vﬁ@gwfgeg%&hﬁggﬁﬁgg%%¥?f;ﬁ '
nmodul ) cald gpplicatidre MhismisaidfindBlbytthe iclarhs uppehdial béietmt  security nmodul e
to unlock the client-side of the device. [0061] The above-descri bed

enbodi ments of the present application are intended to be exanples only.
Al terations, nodifications and vari-ations may be effected to the

particul ar enbodi nents by those skilled in the art wthout departing from
the scope of the application, which is defined by the clains appended

her et o. :
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-17 WHAT 1S CLAIMED 1S: A nethod for coordinating a client security nodul e
with a host security nodule, wherein both nodules are resident on a nobile
el ectronic device, the nethod conprising the steps of: detecting a | ock
event; inplenenting a first |lock operation by one of the client security
nodul e and the host security nodul e; sending a | ock conmand from said one
of the client security nodule and the host security nodule to the other of
the client security nodule and the host security nodule; and initiating a
| ock operation at said other of the client security nodule and the host
security nodul eHar respepseptie: sai d | ock command. 2. The nethod clainmed in
claim1, wherein said step of detecting a | ock event includes alerting the
client security nodule to said |ock event, and wherein said step of

i npl ementing includes inplenmenting a client |ock by the client security

nmodul e. 34 Thean®dthed i @oh@Aafiny & bRersdcu eficiule 8&hd Isd peodritginerduleng t he
client security npdule to the lock event corrp.\'i ses, cal | ng atg argg+i @ati on
progranni ng i ntvBereitRothirgedulpe Arg regidenkoR i reabIleseairenic dryEs: Ber B8R | ock

event. 4. The hehal BBdsbp claim 1, wherein said step of sending
conpri ses sendﬁgﬁ%ﬁhge Iféockgcorrmamd through a platform abstraction |ayer.

5. The nethod cl ai RGebtthCh Bicelenttherein said step of sending conprises
calling an application programmng interface for instructing said other of

the client securi ti UG PRErsE RRKIPEFtRABY biey onB@Wiient sbcRfityf mobduie and
second | ock. 6. The nethod clai rm&*d i%l ai mq%{ wherein said step of

initiating a | ock dpehast securgompeii®es | aunching a security screen. 7. The

method clained in claiml, wherein said step of initiati ng al oclé %perdati on
conpri ses | ocki ng @#a08sag lock@mmand from said one of the client s&curity module an

the host security module to the other of the client security module and the
host security module; and

initiating a lock operation at said other of the client security module and the

host security module in response to said lock command.

2. The method claimed in claim 1, wherein said step of detecting a lock event
includes alerting the client security module to said lock event, and wherein said
step of implementing includes implementing a client lock by the client security

module.

3. The method claimed in claim 2, wherein said step of alerting the client security
module to the lock event comprises calling an application programming interface
for alerting the client security module to the lock event.

4, The method claimed in claim 1, wherein said step of sending comprises sending
the lock command through a platform abstraction layer.

5. The method claimed in claim 1, wherein said step of sending comprises calling

an application programming interface for instructing said other of the client
security module and the host security moduie to perform a second lock.

6.  The method claimed in claim 1, wherein said step of initiating a lock operation

comprises launching a security screen.

7. The method claimed in claim 1, wherein said step of initiating a lock operation

comprises locking a keypad.
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8. The method claimed in claim1l, wherein said step of inplenenting a first
| ock operation conprises preventing user access to data stored on the
device. 9. A nmethod for coordinating a client security nodule with a host
security nmodule, wherein both nodules are resident on a nobile electronic
device, the nethod conprising the steps of: receiving a user security
input; validating said received user security input; performng a first

unl ock operation by one of the client security nodule and the host
security nodul e; sending an unlock command from said one of the client

security godul ehe AAhLHRIANASY iISGSH | tWherefsAd biep dTampldhesntly d fret lokkent
security nodule and the host security nodule; and initiati n%da second

unl ock oper at i @Rer&tios gompsisae preyentingbisgriashess dgin siPredeadne d5Ha%t he host
security nodule in response to said unlock command. 10. The nethod Uil ai med
in claim®, whAreethoddprcenrdipating @ sliendserHityiodds mHhReos pecyiit qulty

security modul ghelely b§ﬂ?m€8§ul@9@r&{é§id@:@oh% HbBiidERctrihe Helide Shetnethed of
sendi ng conprises sendi ng he unl ock comand through a platform

abstraction | agempriging tigetepeofiod clainmed in claim 11, wherein said
platform abstraction | ayer conprises a plurality of application

programm ng i nt er f awaeeivingna uatregesiiritysePd, step of sending the unl ock
command conprises calling one of said application progranm ng interfaces.
13. The net hod cl ai valiflating skigirac@yvedHesreiasustyiiapdt ep of performing a first
unl ock operation conprises permtting user access to data stored qn the
device. 14. The netpedowiiag adisstiunlaskaperaionheprs ﬁf*@&icﬂe@tﬁ?uﬂgy 'P"Hgvii‘arﬂﬂdng

a second unlock o i j .permtting user access to host-side
applications. -19 1 .G%EQ%@?E%Q{O?E% med in claim9, further including

steps of detecting ghhdiifth uRKER Corithd ! RPEAS Bf e dhahtlsdduipiy medeiat
displaying a dialog for Tecelving said user . .
and the host security module to the other of the client security module and

the host security module; and
initiating a second unlock operation at said other of the client security

module and the host security module in response to said unlock

command.

10. The method claimed in claim 9, wherein said step of validating is performed by -

the client security module.

41. The method claimed in claim 9, wherein said step of sending comprises sending

the unlock command through a platform abstraction layer.

12.  The method claimed in claim 11, wherein said platform abstraction layer
comprises a plurality of application programming interfaces, and wherein said
step of sending the unlock command comprises calling one of said application

programming interfaces.

13.  The method claimed in claim 9, wherein said step of performing a first uniock

operation comprises permitting user access to data stored on the device.

14.  The method claimed in claim 9, wherein said step of initiating a second unlock

operation comptrises permitting user access fo host-side applications.
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security input. 16. The nethod clained in claim15, wherein said step of
detecting an input event includes alerting the client security nodule to
detection of the input event, and wherein said step of displaying said
user interface is performed by said client security nodule. 17. A nobile
el ectroni c device, conprising: a host operating system a host security
nodul e, wherein the host operating systemand the host security nodule are
resident on a host-side of the device; a client application, the client
application including a client security nodule, wherein the client

appl i cati @? iST}‘i@ﬁ"iéiit%ﬂclgﬁn mldumtg FhdgeahchbR Ci,@é/;jsctﬁde@étﬁmgaém iapet evagki on
interface l'ayer between the. client-side and the host - si de,

abstraction | gk in FRIPGESA e aaiplinmdler eyt gispiaying @aﬁ*qgwf%f%‘@ﬂ\amrﬁﬁ'& user
i nterfaces fogecﬁgfgﬁlgg{ ng conmuni cati ons between the client security
nodul e and the ho ecurity nodule. 18. The nobile el ectronic device

claimed |6C1 2iR hbth MBS RHIAE18, (iferSRiid bibp JfREicang BRI iSlaant

conponent npl enenting a client-3 eratlon in response to a

| ock event andnﬁfgdeaalartlm@twenifSemlrlﬂ' mpghiccatdetestion Of FenRPHEEVaNht & aces
for i nstruct | ng, 53l 08Shes GEAEALNNTRL R ot ABLCRTRIfORANBA Y sEicGidrick

oper ati on. |Iee eV|cec ai ne clarm 18, wherein
sai d host secweduylty modulee |ncI udes a conponent for performng a host |ock
operation in response to said call fromsaid client security nodule. 20.
The nobi | ¢7.el e&tnaileceldadwriedelic, wodchdrising: ai m 17, wherein said client
security nodul e includes a conponent for unlocking the client-side of the
device in respoad‘mﬂtoparaﬁagisg]stpassmrd and for calli ng one of said
application programmng interfaces for instructing said host security

nodul e t o unl ock athust kesuritg mpslutsf, Whiseein dies host opezatingnsysiame apgdhe ost
electronic device clai ara bR &3, PefPant¥hes RLO-SA GF e HevRBCUr I LY

a client application, the client application inciuding a client security module,
wherein the client application is resident on a client-side of the device; and

an abstraction interface layer between the client-side and the host-side, said
abstraction layer including a plurality of application programming interfaces
for exchanging communications between the client security module and

the host security module.

18.  The mobile electronic device claimed in claim 17, wherein said client secutity

module includes a component for implementing a client-side lock operation in

* response to a lock event and for calling one of said application programming
interfaces for instructing said host security module to implement a host-side lock

operation.

19.  The mobile electronic device claimed in claim 18, wherein said host security
module includes a component for performing a host lock operation in response to

said call from said client security module.

20.  The mobile electronic device claimed in claim 17, wherein said client security
module includes a component for unlocking the client-side of the device in
response to a valid password and for calling one of said application programming
interfaces for inétructing said host security module to unlock the host-side of the

device.
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nodul e i ncl udes a conponent for perform ng a host unlock operation in
response to said call fromsaid client security nodule. 22. The nobile

el ectronic device claimed in claim17, wherein said application
programm ng interfaces include an application programm ng interface for
requesting validation of a password. 23. The nobile el ectronic device
claimed in claim20, wherein said host security nodule includes an unl ock
conponent for operation on start-up of the device, wherein said unlock
conponent receives an i nput password and calls said application

prztigr anm g, i NeEirAcRlef QectrdfitigsitdBlaiid Madiaian20  wisstemh ddiPHbst RaBAYor d.
module includes a component for performing a host unlock operation in response

to said call from said client security module.

22. - The mobile electronic device claimed in claim 17, wherein said application
programming interfaces include an application programming interface for
requesting validation of a password.

23.  The mobile electronic device claimed in claim 20, wherein said host security
module includes an unlock component for operation on start-up of the device,
wherein said unlock component receives an input password and calls said
application programming interface for requesting validation of said input

password.
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