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WD 2004/ 043098 PCT/ CA2003/ 000955 METHOD AND APPARATUS
FOR PACKET DATA SERVI CE DI SCOVERY [0001] This
wa@ppkiocbs on clains the benefit of priority frpoT/OARGSM00955
States Provisional Patent Application Serial No.
60/ 423355 filed on Novenber 4, 2002. 5 FIELD OF THE
WW&?&R@F@W%@J@?%A% §1gk%ég BREGFERY
I'scovery of serviceS provided Tor a nmobile devicé in
a wreless network without any a priori know edge. The
[000T]vent i ODhik ehgilRatiorP adldiBUkIaY Ihénéfx o epbiSGOVRNY Uhited States
~ packet data services provided for .rmbiFe devi ces. 10
PropjstoedXatmr Applivation SeprhiNp cp0/4 351393 filgdhonn Nepkmbeich #902.
Division Multiple Access) network, a systemidentifier
(SID) identifies a service provider as well as a given
FIEJcD @ RTHE ENVENIIONNet works within a system are given

00Bahne i 11 B BiySemdmsaion relafs i (ilspoveey Gt Servibes provided for o
mobild #31cb A §Svif1d3E h¥Vofk Gi@YE 2h9Q MAM1Ed¥R, The inven&ion relates

rel ationship %Jetvveen various’systemidentifiers an
partiatlanby to thel discoviereofpack&G sevi@Biptoviddsl foe mubbile devices.

typically pre-programred by operators with an entity

called a Preferred Roam ng List (PRL). A PRL can al so

BAUKGROUNDEGF THE INVENRION € devi ce using known over

the air provisioni ng methods. Fig. 2 illustrates a 20
[00Q3 k! i fi oM A JEnataDlivpionMultiplernieasss) ativonlsr @ Spsiema ddentifier

STRD By uc? rovideR oy B ol S RURPURE S ek vithin o

sys@@vireeived Ahdt@vididemifica f WIDEA rebwddkiis usdqaslplienti€ied by the pair
record identifies a system % its (SID,, NID) pair and
(SIBy N PareFighd iHlpgrtent nesvark loudn L0Gshawiag dhe irelatipnshipgbetween

varfrbgggﬁg&@gc%&lﬁﬁ&@tamge&%r@%ﬂi-ﬁ@fs.t he system For each

ere can be an. i i cator of whet her the
[0084]st em | A (IDEFAenmobde deviee RS ypiodiy pg-psbghnmsnedtbyeoperators with an

entieg Rl & ABelsie Raamuing b RLqutss PRE it el OhsmRloeded to the
moBRY idefics SRt &BoW R oer G ip‘r@&isi@ﬁﬁ? B/l%kltlh%?s apRet2 Gfustrates a

_ frequencies based on the PRL. The (SI'D/ N I
simphified neprésentatién vhe cavvpritional myksrrednroaming dist #)2d The ARle which

nobi | e. device on_ a nc,. Channel. once the L l.e .devi ¢ce
contes B4 R Ra-er B3 Harh Shfedsh miit SByReH Fwed o
acquite. iTRf @isTetdngile, adieH tredditl Glerfiifet @MBystdne b0l (SID3NID) pair and

device is allowed to acquire. It does not have any .
proyiges iheafrpaeneipb that theemebifredeyicesis toiuse svhen iematieg to acquire the
sys@rrl %ga nxieﬁor%', Rk %%t ﬂ@ﬂ‘indi@%%lr %? uh&hef Eheosgflst)ém is preferred, the

I'ndi cat’es at’a ceftain degree of VOl ce service-s
roaB¥@d ktatokethenelatine piioritdy. of-the system, and its geographic region. As part of
system acquisition, the mobile device searches for a CDMA Pilot Channel on a set of
frequencies based on the PRL. The (SID/NID) information of the acquired system is
conveyed to the mobile device on a Sync Channel once the mobile device has acquired the
Pilot Channel. The PRL only contains the information about which systems the mobile
device is allowed to acquire. It does not have any information about the type of services
that are allowed on a given network. Typically, it only indicates that a certain degree of

yoice service is available on a network.
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WD 2004/ 043098 PCT/ CA2003/ 000955 [0005] An "al ways-on

al ways connect ed" nobile device needs to maintain data
w@emneeldyity all the tinme to support seamnl essPCT/CA2003/000955

mobility. This requires the nobi.le device to

re-establish its data connectivity whenever it changes

tens. . I ey . | QL . -
OO e st op e RorrReft Hchg R5icl heBadd, Bdnrain dan
conaedtivitgrallahg tivenosuppat esamlé&ssanobifityt aisredquisskhe mobile device to
indjcates that it is capable of supporting cket data .
re-egt@gbébété,datﬂt ReRRECiLiPy SYHRISYcE - Sbab gt S RBRORger, the mobile
devﬂng\gialé: fo Wﬂdoﬁ%o@)léc%%g td homEe:: f1odRkFo ﬁ%ﬁ(@; §:dathN811 on a given

ile device can only find out about such I nformation
sys@f. &ven if theketsvozk thalicatasahat it isrcapiblaof suppattingmatket Mata services,

mabi | e devj-ce, ¢ only have tr, dat a bility if
ther forsaTRIeg ngdps pinlle dvge vallbeafiobed e any il calls. The
mobif) Q¥ABE cAfTMIE il Vi dB6IR- subdh! REFhPREoRHRE B Hhakkd a data call
bet ween operators does not necessarily cover all

originaion AeEIPE et viahile . depise car Hmpy bavet s daip archilgy f aedata roaming
e ' rvi ' hut, no_packet
sorfi @ Bect B SR, AN IR AIET PRy s e teement
betweens bpsiatarsdids dnorabesisly dovet anvaxilitle Servides OFsBEL@fple, two
to the nmobile device. As a result, the nobil e device )
operagors g Bay AnElies BPIVIFES TERIRIRE cAgreeRl.gPHaRq Acket data services
fa t thenai & 0 ] e .
roafjirl ApieBmbfl, | CAlkrly) SHQEL 8o dtaldrdizdaXMREndT M conyey this
infdrimatibmtd theymobifeedeviaep Asi satesylt,i the mapie gleviphiic fdrcat wamake blind
where, the nobil e device goes,.in,_ and. out. of syst e
dat ] GrigihtSo B, Kot Sulhemenit SRR B i EMisor not

Thif hBE & Qighficaft FEHHCE Bn URPBRISy ffe, %Eﬁécﬁaﬁl?riﬁlay%é%%&%hicﬁgarea where
interactions with a network with ~respect 1o data

the srabile deview godsdbiand oyt of 26 ySemmiReye drta Thils arplupatload. Therefore,

0006] 1t is_an object .of.th resent. i nvention.tao .
theigot ared 5 » A P SateBior by HaR Rl A Pht Byt hetworkc with
resg&ewidawssesﬁée@@gamis}covery arrangenents. It is

particul arly advantageous to provide an inprovenent

with respect to the discovery of data services for

i ' 7] According to an aspect of
S e mﬁgﬁﬁggkggpr ovi ded a nobi |l e device
[008GJpabl e Iofis suppject ofthegaedeat imahtiorser obvists opfhicipatd abYeast one
disaﬂé(r el ess_networks. K The nobile device jncludes

AYRSE obpreyiops seryicy disCaHLy SripRgemas: elf dt B?F&F'H@Sy advantageous
! i A . gl . _
to ]%Iﬁaﬁl% €n ﬁﬂﬁr@véﬁéﬂf \Qfélé r@sfrbte&efbt th‘élatglk(gig'sfwgp AR dePVic Agsmoblle

e wirel ess networ he no i'ce also 1 nclu

deviges.current bl acklist provided in the nenory, the
rrent placklist identjfying wreless 30 networks .. .
100575t "o RSCTIPEI #b ek ek hadrenlionJhdsds prpvded 4iehitg device
cap8i§l¥ | sFSsuppHeing Wat kit datd kaoicks SkreR@l K0 whRERS nefvdrkeV iMéSmobile
packet data Service authentication rejections. The

deviggbinrladered ineendriy ahaiellj asca trgesseiyep farcexsbanging packet data service
| [ IQ..r to . n A

BB G i SRS i Mol

curtefif Mlavklistoprovided in the memory, the current blacklist identifying wireless

networks that do not provide packet data services to the mobile device, the current
blacklist being based on previous packet data service authentication rejections. The
mobile device further includes a processor for updating the current blacklist in response to

newly received packet data service authentication information.
-2
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-2 WD 2004/ 043098 PCT/ CA2003/ 000955 [0008] According
to anot her aspect of the invention, there is provided
wa@20mpksoos of data service discovery for a nobPCECA2003/000955
devi ce having a current blacklist. The nethod includes
the follow ng steps: detecting a wreless network;
[ooemam ni ngcéd}&mggs Eﬁ&ﬁelbis Iof?Je iR &Hifed, hefd lgp v';'a%g d Bethod of
device; 1f the detected | ess netvvor
data bexvice rirsemerb fackhnolite, de@lqeéfavmgm qmgreﬁtrlﬁankﬂmk iy raetgzod includes

ket d attenpts for predet.er mi ned L od.
e3Py Ping el fidpoines STRIeSrahvoRe TR B SdBl PlRiiy stored
on $HeeRidbilél AEAES iRt dBaED Sircldd® nélwdtk 8 Siste@Sh WRE Kurrent blacklist,
provi des packet data services to the nobil e device,

refrgting Gamngaking any patkss data vall agemptsdor hereggterained period of time.
Ot}p:k\giégl ihgt EtfhoESl glﬁc{}ﬁ%éésg ?Sf% lﬁ\%n%{)gqsd %géé\l;ﬁlgféné’ Yglvkhﬁbélgﬁ wireless

netﬁoﬂo prbividest gacketf dath ervias pecthe ahobilte dévive dndomddihd éiee wireless
is provided a nethod . of packet data service
netHBeY 19 dix e rPlaeKiet ] e SVikRlesAoRaEWorkh dogg nef| re¥ide packet data

serMedNgh llﬁeanPIéjﬁiéxﬁ‘& a server and a nobil e device. The
net hoé I ncl'udes the followi ng steps: receiving at the
[0068) ver aAregdisgrtatiforthafaspediefitle mvesticed thepe m)[brbt/ﬁled a method
a server-stored . current bl ackl.

t
of Fegehby PR AP URGLE FEp OIS PRl h Belsebppgrk ncluding a

ser&é’i‘%ﬁta fbae Ql‘é{}ﬁéé CethelBethad iRGudBWhy IRRWRRE Qfeﬁﬁ" RYVIng at the

devi ce; and sending the server-stored current
sertira kegisstation oof 2 mawly @pweredttxp miobile aladvige prakeenig wpserver-stored

rro' e device.f.or i.on st.ora t .
curfEpbloBH T S Fb bR B R4 O de Piet g services o
thetnBQ'l}pp@ﬁﬁB&- Eﬁﬁ(ﬂﬂl‘éldéﬂlcw drd eRGAREheARPAT Sred Surrdn ®FRKlist from

ordinarily illed in the art upon review of the
thefsgrvien e rﬁlge a@\gldrpqmr%ubfrn@p@cqlervm@ fop geasptior birendsstespge on the
mo#n@eedéw(yentl on in conjunction with the acconpanyi ng

ures. BRI EF DESCRI PTI ON OF THE DRAW NGS [ 0011]
[00I£0r1)od| medtier adpethand fesans ofI the @[’dsbﬂnnv&dﬁﬂon W?llll‘daeome apparent to
desc y. of exanple only, with reference to
thogg, 8@%@1& ﬁE@PéF‘.I@ dhedrt wpoar evisw 9%¥hq fplipwing descrigien of specific
| ri ous
O o e AT PGy e
illustrates a sinplified representation of a

C j ] list; Fig. 3
BRJ %gﬁg@k@ﬁmpﬁ%&%t hent i ca?i onin a
[oonmol e IEmBediRnts of 86 prént thvbhtidiSWIRhE® B 8%HBL, by way of
used for authentication in a nobile 1P network; F|
example prigt Widh éeieranm|theeatwéh¢d:ﬁgla@s: ovhgraiy to an
e on..i.N he cont ext . of
W%%egglﬂ}strg{esyﬁgtv@o&g gﬁ)lelﬁ tsféovgl g % Ii%%\gns&é]? %tpve ?rhogs system
idenoifidrs end network identifiers;

=8}

Fig. 2 illustrates a simplified representation of a conventional preferred roaming
list;

Fig. 3 illustrates a system used for authentication in a simple IP network;

Fig. 4 illustrates a system used for authentication in a mobile IP network;

Fig. § illustrates a mobile device according to an embodiment of the present
invention in the context of wireless network components and a home server of the mobile

device;
-3-
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device; -3 WD 2004/ 043098 PCT/ CA2003/ 000955 Fig. 6A

and Fig. 6B illustrate a flowhart showi ng steps in a
woreiohoeoarcording to an enbodi ment of the preB&NCA2003/000955
invention; Fig. 7 illustrates a representation of an

exenpl ary current blacklist according to an
enbpidi gRMhd ‘Ffi%] tdBe1llﬁ§tP§t@BﬂoW@Hzﬁ'f‘§HoQﬁng &BPS in ahh&hoBaccording to
illustrates the rel ati onshi p between a conventi onal
anmodhl@@mfkhdw@ntmdeﬂlon and a | ayer nodel for a
CRI PTI 0012]

e LB SR o PR LT HLeteiay R kAP eiis o o

embatimedtf plgc gendaivamscﬁmh@e di scovery wi thout any a
priori _kno a@ A current blacklist conprisin
I

ont Pige8 Lusiaigy reladopsbimpatRebtoyPRiana R p@tm@gk layer model
anddaalggersxﬁé&é'l ‘fcﬁ.sadhﬁbﬂ%e&twéen a nmobile device's nenory, in
order to avoi

unnecessary repeated requests to such
networks. Current preferred roamng lists can identify

r .ven w.rel ess network can be acquired, but
DE%PIL%?) P%ﬁ@&lm%t her a data services roam ng ‘
[00#8r eemn@eﬁe’ﬂllﬁt Sthe Abrésen N nBofl b Hifles AT gﬁn%%u' fnd apparatus for

station, according to the I nvention, or oyl ng
paChgt Had sea‘ac@rd@iscngeryowtth@tl anyent prootj Mpwéadgc.al Ay current blacklist

"aut o- di_ scovers. e Wwreless netwrks .o ich. it. is .
comyBik UGS I nikg Pt GORPRR 1Bk BRI gftagfrvices s it in o
moWild @lePies’sNAMEK Sin @kde! @V b el JuiRedBiry Hpb@ed %qmé‘sﬁss to such

(i.e. either not supporting the services or not having

netgogkscikutrenirefered yoaaiag listsaphrigeniiy evdether p giserk wielesnnetwork
can%%éﬁlrgcf bﬁ.lpﬁ P deﬁtllﬂ/ %ﬁerbac?a?g fegglf% Fo\élﬁ%gi'% grt ! e?r.&temsts A

onn ec o sSuc

mobiie/ dBilb@norpfr@bild 8&atioh, b@)@ﬁdm@ m@ e i RAtibe| brovmplying a method
advan no advance know edge of data roam ng
’ﬁ’etg? émfegtl%qiwa@u:aay e oBYE theyyigaesspgtworks on which

it 1 t?eddts\fhﬁﬁ% {28818 aﬁq L 3 w'h%ﬂ:?é ﬁé;}%i‘léé%t grodz%lﬂg packet

am ng agree nt o an es; evi ce can
datzn etrivicgs (ites eftherencs esuppamm@ gmr sd:r\ngpsaoratm ihgeingfa sdcketudatoervices

any wreless 25 network; ni fj cant wer . savi ngs are
roafie AR s et brerie el It emoba atieed & preWBhs Hicimpts o
confkdi @) 6sh ReLYREK access is avoi ded in a net wor k, whi ch
saves network resources and capacity. [0014] The
[0013) | owi n@hqopnemgnt apmtlcpxr momies diclEastione oﬁﬁieffo}lowielgrmlvantages no
that , w ||

i f 0]
s ol oS oh R il FeRRRS of TR e gl 8%ces no
moBilee @évienisTtwhey ichgngelia veqiireatwleaas taty Qd)a&fhn'grh@rdéﬁieﬂt changes the

conmuni cation capabilities. The nobile device is

mobile device can notify its home server regarding a change of status of any wireless
network; significant power savings are realized at the mobile device; and unnecessary
wireless network access is avoided in a network, which saves network resourcés and
capacity. ‘
[0014] The following paragraphs provide definitions for terms that will be used in
the specification.

[0015] The term “mobile device” as used herein includes any electronic device
having at least voice and data communication capabilitiecs. The mobile device is

preferably a two;way wireless communication device capable of supporting both voice

services and packet data services. Although reference is made in the description to the use
-4-
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preferably a two-way w rel ess comuni cati on device

capabl e of supporting both voice services and packet
wa@l210a/0$3998/i ces. Al t hough reference is made i n PEECA2003/000955

description to the-use -4 WO 2004/043098

PCT/ CA2003/ 000955 and provi sion of packet data
b YL philfy LN SICR0 P BRNATLRARRIT: oy U Bl with ot
types(dcdati soreiceso NBepdngdingy @vthde:dacttfhﬁntmnb]hﬂy@rdﬁdéd; e¢he mapile device

refer ed toin'the art by different terns, for

ma}ég%\ﬁ%%e tsindheyat By HEeseqyit exanply, as 3 datgapsigigdevice, a
twdaw ng@lssa Grifdilsds SRMICEevick, Caelclalll‘rﬁlﬁir td1EPHRIRB OWEh Widkd) messaging

data nmessaging 5 capabilities, a wireless |nternet
capalpxbtlﬁsarawerel@srs Iatenhat aapd:lamw ni T dath oomgemication ﬂ@@dsﬁ] The

0038 vor k B T BHERDY neRiorb b ot P haieliar oy arkyork o

' syséérd) edr\/\@l'ékop&atéﬁ’ %Ir %@}neﬁ* afi ﬁﬂhad nb®ATk @NEste)MMRNANht Jeast one

that provides wirel ess or nobile services, for exanple
cormm& thatzpravidley witeless ot wobile spsvicese fetesxample p@ketobuajeryices, to
network that "supports" packet data services
anh\ggﬁgfl%égnecessary har dware and software in place to
[OOED’E‘] c apabAewiedlef dfeewbikgh@Gkipporaatpacies rdutaCseSVlécQ I&s the necessary
ile device. Awreless network that "does not
haréwscﬁnfi soffwatecin Rianea0 D& rcapabks ofieiéaringopackehdata pravices to a mobile
(oS ’*h
dev[fk%% % ?fﬁ: Iengﬂ%ta ﬁlaggk{ri)g§ géttr éﬁ?ggré ?%&Elg&a?r%%é?wggs dgrseg %B{ fave the
nectSafylint@yard andl sefteas inglasetkbe papabledewifepiagipatketdhta services to
rvi.ces to a nobile device when it supports packet
am&’g’rl%\d%"é?‘in ces and also pernits, or allows, that nobile
[00dg)i ce tg Wﬁ@lesst H@cw@ﬁ@ k‘ﬁfovﬁ@%’a ﬁﬁ{e‘('dﬁﬁ‘asserﬂaé§ to a mobile device
perm ssion can be, for exanpl e, pursuant to a packet
whetnit auppogts \pad@s date amvwgs anft dsorpermitseonadlowscthri nebids device to use
seryi.c 1PL QY net wor k rator

i I
the 356N SRl RC Thls Sp STl 42 B aidle, Pursl o faecket data

ser¥iesroARird frre@idrt ®ebideh @Rbrridts, da9 e PREviaeB PO detWekkserators. A
data services, or it supports packet data services,

wirglgss nefworbHIal edocgenat PEovide rpackefedaid seraiges &0 agrohileedevice either
doeg Z@E gr%ppg)gq }gacﬁ&r d’dta? ge?vwgso ?txs%ggbﬁs ﬁée{:%e{ &)Ttg Géingclésrogut Fhe mobile

Servi ces I‘Oém ree

devareeistnm perhittetl tpase alic ANt daalsetviatal forrexbitpliekduana & lack of a
gﬁi enbodi nents of the present invention can be
pac 12 SERUCES IPANINGASEFSIENG Sinple IP (SIP) 25 network

[00'12{ whi chrge g0bL It o Ug¥i 'nctgggsogﬁ dm hB¥cked gg laXGdworks w1th which

er net Protoco (IP ress. e I'P address o
embabimests dé\vthe @reismtanﬁmﬁon eiawchekusedraﬁ@esﬁmwerpetls HBSlmpiet P (SIP)

et Rn 1 BieD b ropee erite pesad e ot It iploRSPte) address.

Th&l 8Y be@eaN6t 2 niRAslk UMb WP kSTPRMworlkEhalfbs! dWek it Wit respect to

R-P interface between the RN and a Packet Data
locgiany ietrg Ouee sadiebisk)protpp@ aepbiyrecagioniis esthlglished between the mobile

dev"ilcuet ah %rlltﬁ cﬁl(t) ﬁ%tvpryrkt(ﬂﬁ),stﬁé Wﬂitiates an R-P interface between the RN and a
Packet Data Serving Node (PDSN). The mobile device is authenticated by the serving
PDSN via a RADIUS server and is subsequently assigned an IP address. The PDSN then
provides the mobile device with connectivity, for instance to the Internet, an intranet (not
shown), or generally an IP network. As the mobile device moves across PDSN

boundaries, it is assigned new IP addresses, as necessary. An “always-on always
._5 _



10

15

20

25

30

30 PDSN via a RADI US server and is subsequently

assigned an | P address. The PDSN then provides the
woreilesogkevi ce with connectivity, for instanceP€@DCAR®3/000955

Internet, an intranet (not shown), or generally an IP

network. As the nobile device noves across PDSN

conR ST s G200 AP TIRH ESSRIE R s s

pacl%ré%ﬁ&hewﬁﬂﬁﬂ“rom @ts rosat md(ier r(agl hre entenpirise séryqi) CBypigally, the
notifies its hone server TP address so that
Homg, seeistl addreshis Thiedired if‘?)wﬁl fo é‘ iledediGh server (e.g.
ent emf.i r: NPt
(003] 7 o ' GPOREREERS . MURICH! INMIP) i ROy e Hhobi? device
can [h@@eZ@]staﬂihéP sddrosw wihygheisiassignekiBihyi itehdrie (ielRps netwonls.k Then Home

TR S et RO oSS R o
to al'ﬂgf@%n RERBEk 4l AfARS® deﬁuﬁh%@taﬁe%rﬁﬁﬁ@ﬂoﬂe@oAgé?@ (which is in

device. As the nobile device roans to a
efferior EFDPA ) rrenvpwnicaierawith teaprobile deviee's wpecafierhHameedgng and then

t he . For f .
s S DAL O Rat o LAl B g of i
devidgdnta MIQ Adb@Ork edSicpiitn e samdidgardlessi afeloaat{car el-naaf etc. Other

Address (CoA). The hone | P_address of a_nobile
devigey PLEETTES SENVITE §R6 {Roihg neobile devige enbyieed dpknow g"BP‘&I igdome IP
addfks élg{:@l% _time, etc. Oher devices or servers

S ata to the nobile device only need to know
[002Kjout i t@ebxﬁnee;daﬁplesctcfr&l@sandrm trieev@hAwill OI&ZGQSCﬂbed in further

detegbigoielagan 1o By BROTE (o GIFECT Yr o - P g SSsfemyfged for

aut}{:e'nﬂcati‘l)n ih 83REAE MY RbdkortEl - 3 illustrates a system used
authentication in a sinple I P network. [0022]

[0022] Fi g I8, Fig. obinpobilel évw@eel(l‘bqommmnﬁes: stithsa Radip Network (RN)

106, e JE B et orklien FnG el oD BRBR ot Rtforming

tasktsea‘@ kRAlio BinRaRHofbcbl (RUIBMALyee sld beRbw) 'IH}%MEN lﬂﬁdlmﬁddiaMumcates
The RN 106 al so communi cates with a packet data

witls @rpackes dedalseryinpgrgde (EBSNA I9BSNA-RI3RY, - pyedt i thigd generatlon (3G)
ragi0 - r

S5 1 ROELAOLE 130" GBS, Sl B, s

sesdi®i, phd iy Rrfosmsacking. AMRDSN prepaddsaicoess ac therigterﬁbtﬁl@&hhets and

provi des, access to t t er net |nt ne s. and
WIW%I%IC% FaotbocdrCBASY SEBETS, TopTobl \Asvises dilizing p RN. T

pro?@%\ ‘f’(ﬁ'@l Hté eh? EIE‘% %}ﬁb‘n it Iprrﬁﬁb&ﬁ§ aB@ rﬁ%\bﬁ& BHRPdrt for virtual

and packet ‘transport for
pnmterltelmbrklrpglvate net wor Ki ng 25 [0023] A Renvote

roofl" o' & Resaile: Aben BRiGE N W Rt oRATIER Shryer 110 is
resﬁd'ﬂs@)lét %ﬂtp&ﬁiﬂrﬂ% faHétRE | Zdtb®Nto ABthen@cuion N tauttbrization, and

of packet data services. It is also known as an
accmrlgeGAﬁ%A) of fpacket data services. It is also known as an AAA server. The

RADIUS server 110 is connected to IP network 112. The PDSN 108 communicates with

other network entities, such as other RADIUS servers, via the IP network 112.

[0024] The authentication steps in a SIP system such as in Fig. 3, generally
comprise system access authentication and data authentication. The system access
authentication is performed by a home location register/authentication center (HLR/AC)

as a first level of authentication. In a system access authentication step, the RN 106 sends
-6-
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RADI US server 110 is connected to |IP network 112. The
PDSN 108 conmmuni cates with other network entities,
WG /0890t her RADI US servers, via the | P net weeRCAID3/000955
30 [0024] The authentication steps in a SIP system
such as in Fig. 3, generally conprise system access
a globk NaRldrpa! ARMhBNHoIHR! RV TIANchESh Ir&@onszh 9T1§¥§Ee§% performed
access authentication is perfornmed | ocati on
befare fieglatr seauiethisresfablgtiedn center (HLR/ AC) as a first

100383, Pt N e, EfenfiRionnp B BB s tpically done by

mead Qf kRha® Q&eH@I ls G SOShARAFS Blan @shgke Batheticdtiof Fy6tocANCHAP)
the nobile device 104 sends a response. This step is

and Fasswsrdrdgtheptgasion RrofeceldPAPsessi on i s establ i shed.
025] {

100371 o ¥ fhere 3 15 B opitie ElfeL Rty bEO ch ERLIRONR op scps
(typﬁ&ll‘ﬂc}ﬂd Hea gxatﬂgammlbals&pé\u\hh énil.i SarideaherPriohocandi@HPhition of
and Password Authentication Protocol_ (PAP 0026] .,
whaf fo flg &y fich Gee, dhg MoPe Af Hier lgf‘&i’% byingy T hgm l)sﬁevgfﬁéo an “always-

0
on, BHIIE RO Sick AR5 BLIOHCIE S data conpctvty at
t1mest aﬁdﬂhednﬂm‘ |aac<br|dmg of thev(ﬁBMA cstamdandn as’tdomant? asebilet Aevice is

B P SR SN Aeb ST et g
the eXEECEES! droﬁzﬂﬁb@"tz@hé" i@&idie ONACEddritiahy alobak ! debfte has already

times. Furthernore, according to the CDVA standard, a
establighedremPPP reobieke witb\the @efveorky @qua resannast ateopintoce naw wireless

net%?{gsﬁélg %EH qui rrgnt orélagog{l&éé @%&)’a&%ém{lﬂ A I’Pl.% ?le' vide may

be re§@rdiBdtnotifpin Fomdestrae iNasreik meadiangesh ﬂ’ﬂﬂ GshadSED RPBHder to
context with the network, but a reconnect attenpt to a

facifitayp praper ard effifdaniapringadf ditifforn dhe Hope Beruen t%we gpRropriate
Y |

gatervgigﬂéep&%{%g ‘;I:%@ ftteﬁ@@qﬁoge Sg ;H\%gr ge??gx?xeglgctﬁ%dﬁﬁ)& fhave the

effechafiganedesdahiy dnureasing Beimoundrafenetwork frafficl |at1d1tadaso reduce the

- proper and eff ] u of . data m.t he Ho
bategy gy of e trﬂ@dgpéﬁvm B el Gy a5 ekl GF e B e of @
scr\fi‘éeI 58P Rerb Tafi PeUP éf’i‘n ﬁ&f’g”sé?&%t SDiHeMHeH46 ReRARkk tb'e@(?b%n trying to

have t'he effect necessarily increasing the
auttmmtlcme onh hnme\mt\kork rapdl b @ forgign nebwarkr educe t he

008 7’ ot EulchisFo PR i Bir St e @pUinath nighoh n i

4, thd'BI0BI1& BEViBE104 stBeh G- f%ﬂglonﬁfﬂ)%ﬁre% d fiedd@yhe foent address, and
alternates between trying to aut henticate on a home

may ooy kxeghbiose servercaddiagh ke RBPN. 10800 ¥ig. 4mag alse be referred to as
the ﬁoerﬂl% raﬁgntesfhg f(él?éisgﬂl%g]elltﬁhs@%m g‘ﬁ@% Q&%l&ﬁ?hgﬁg tagcghetiilgfﬂ\ﬁhlch has

evi ce

its biveRADIUS bdrvadli@ssOnee fhex deilgnnmzeagd08 fawtidr etasthealmﬂ:essary
may store a fixed hone server addrg The PDSN 10
quqn@tlom te COMHMEECHR AT & bamE eset 344 e %%lilf‘éﬁngﬁlon is actually

perfOPHBd at t}%q’lo&rﬁ {gﬁgﬂlﬁg efife hO8e GOMTYAY Galeis WIIt fhcRetd RitBnded for

agen
the mobile device 104 and forwards them on to the foreign agent 108, which in turn
forwards them to the mobile device. The home agent 114 stores a CoA for the mobile
device 104 and maps the home IP address of the mobile device to the CoA. In Fig. 4, the

RN of the PDSN serving node can communicate via a mobile station controller (MSC)

118 to a home location fegister (HLR) 120 via SS7 network 122.
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its own RADI US server 116. Once the foreign agent 108

finds out the necessary information to comrunicate
wOowRaoh/0s3es8 hone agent 114, the authenticati on iBCT/CA2003/000955

actually perforned at the hone agent 114. The hone

agent 114 receives all packets intended for the

bile [ rs r

(00 ot " 108 e o R A e LR Otk b RN S acoess
authenhicdtiondéapi, eeis thi eammh S nHowkders iroa dPanayark, dre subeequent

nobj | e, device 104 and t hone P ad ress of
datshergonih V8 AmPE: ORI B Yo’ SRR qegel allenge
(wheteShe $&%i@nr%eﬁ‘@%d§ arﬂnecssugwsmgttse ioBild dBWBE ke resp@id) O MN-

controller 118 to hone | ocation register
AAAHL@Q)hem@atmnastqsﬁndeqn\M‘kaQzuthemtwmrz@m/ vhg@o¥N represents a
moblFT/ ogoslgﬁng g%\zl? 64£22§Jpréghr?ts %lfltgﬁlgtrﬁe}rsnﬁgt% ap A?\t/f E&‘Véln and HA
repx@sﬁnlfﬁi‘@hblﬁafag@ﬂ ghe m.ataa@the&ubzhﬁm@mam doi’np‘ﬁlsE’ond:-bii\ﬁmmr of these

in a MP network, the subsequent _data authenticatiQ
levedy ehawtheRiicaden ¥ PHyyral qfttpessfau§te§ﬁ%at10§@&qps datls, ghis 1ndlcates that

‘thelfe%rgdgﬁa?&%ﬂh G jﬂlﬁ‘g&ge (where the foreign agent
sen

a nessage-asking the nobile device to respond);
[0020] WN 5 FpAR Alusthaed iacabbibe dstzrep acaordinegn taVidka HAnbodiment of the

aut hent | cation st eJ resents a bile
DresgRH BR GO BI e QT O WIRGA P 5P B ORI A ot TRARS 18yer of the

mo‘tﬁfe SRS ThY Blobil@AeviER 104 BRNRBERLEs FifhAHE RAD 0, wh-mff‘m turn can
data aut hentication step can conprise one or nore of

contrhwsente withehe PBSNalﬂﬂa es]dcacabc@ﬁar iert "HroyPIOBN, 106 cah @gmmumcate
taut enticati gg st ep fda t hi i cat Es t hat ng h di

witly & hoyng Speyer Bt &ibnte 19 lkeo 291° By gieBs of Eritiediary

devideb,ustH ad ﬂl%lst@at&'?ﬁi an 5§18y ReRteR € P24bi the! FD SV sRigaad Ruetd: B 126
of the present invention in the context of w rel ess

on thehpwekewoigidhent s and a hone server of the nmobile

00§ 2, S TR eSS GO Dbk

as @sd gﬁ&ﬁlﬁ irdyeeberBrd b@liectléﬁlﬂ @f H@ﬁlﬂd&ﬁ&yﬁ@nw&elmmmtwaﬂe that do not
with a hone server |ate W th the. nobj .

Proyigy ipagkep Jatasgryaces to 1lﬁrt %M‘%P OLE heRlpridist is Igrsﬁqﬁa%;;& stored in a

forrhl h ljilEﬁ"%gchl {ifed nBrwork QXn ;e Lﬂn‘?iueﬁ' R fifd, tatﬂﬁ inEJﬁB\é §és@ﬁbed in

ou er B 126 on the hone Server sidé.
furtﬁexsdlmm; belbw rﬁltnhl aebldellist & macdnirgsteo caupm@med bbaninlgl lst, Whlch is
122. A bl ack used herein re

kncy e o BVt & TUERCT )RR e ERLOR AP UONaLoighsgrvices s

typi‘é@llfﬂ%pt Prstirfie ampakil @@Ia@kﬁﬁrhéll}]fseﬁ) hoill hﬁmﬁ&i@ka{rg attempts to’
evice. The blracklist is preferably stored in a

fep¢8d§¢diry iapcophilath sewides longhe garne tikstags setiwoble dhe gueest blacklist 122

ST e R R O CTN

mobiRaddvig dndSit stovddl i néBorykRahe mobile devies.t Thé aumhit dlucklist 122 is
listing of systens or networks all ow ng _vaice services
based; ont grpyigns |d9tak1@kﬁtmg$f>d?aph‘%j Ay S%léﬂcﬁga"éﬂbt?lhb’kl Py¢h data can be

obthfibPSs foflo@¥ 0l d unnecessary attenpts to
[0031] The mobile device 104 typically has a processor and transceiver, which

includes a transmitter and a receiver. The receiver is used to decode information frames
received over the air from the wireless network. The information frames can carry higher
layer protocol stack payload and may contain payload from different entities in the

wireless network, such as a PDSN. The received information frames are passed to the
-8-
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repeatedly access data services on the sanme wrel ess
network. The current bl acklist 122 25 identifies
WORMel0&38 net wor ks that do not currently proviBEeT/pazioan09ss
data services to the nobile device and is stored in
menory on the nobile device. The current blacklist 122
prodelsorP @AY t‘B@n RERYhiNES tl%aﬁé}(t rc%hﬁ%'d?gacLQn p%’ée&ang tibr is used to
service availability. Such data can obt ai ned as
sendl oivd:rdhs air ﬁﬂbﬁmmloﬂ"ﬂieammcl the garelese ndi@drk yqadlwzltddyb)hﬂns PEIOCESSOT.

cessor.and transc

TheShERERTH SR et bt biERes s R hEPof ST ik . o
[00sECOde iTRfiemiEBd i AutReTRIBatioIE GR) MBEesBM e pichly BidcedstORcoming

the wirel ess network. The information ffanmes can carry
packgt glatar serviay evthprtisetien frageacecepiagd | fod temwinieys semod, s well as
out m%(%\%g%et ;d(é{é]héjegéslceg ¢ ﬁ%ﬁ?&%ﬁlﬁ}l 'ffazréées sveég ?rlon i nl&}%%ﬁe device. The
genériabgess @IRinpas grckxchardeaf suth YokeOD4d §:43109 Guthentication frames is

PCT/ CA2003/.000955 processor, which then determ nes
knofymein s art.c 5aF Hstapge, FpAncsAning Racket g weiviceravthentigationifipme can

S r gl

conﬁagl? \,\Dﬁéﬁé Bzg& s@f\)ice' d&%ﬁéxﬁﬁ%ﬁ&? 5{4(;%%{; it 9§h8&e%o@%g?%lﬁst, the
procfasmrqsemsr the gmgpem aelqaonsfe thdtaespoayfe sssentiby Immaps of an @utgoing

0032] In terns of data authentication,
Pac%i-‘ gé@s %?rv{cﬁpuaB@F‘P‘%aB%c &g | nY %16335 “ﬁ%‘é‘?f%t rl‘Ei’&t gerforms
authieffivitiof s?éﬁshqmdrﬁlﬁﬁbrp?elﬁtf@ 'f%sanr afkdnestidd %&I%tﬁﬁ‘ce or rejection is
w rel ess network, as wel out goi ng- pack
typlsdime@etoatbc irebile daviconOf r:@umfs agent theseenchirezesoti ta@nprise, or be

The ene relating to.the .ex nge of. .
SeD G e R OO T BRET BHer P RETHEE fhsRission.
[o03310Wn | ”Tl{eh@)ccﬂﬁﬁ%] ¢ &0padkes Ha GervidNahtR&RIThiléh RESHRtion between
data service authentication frane can contain a

the yaehilst dayineaanskethei wiselasst rréWorke it ypivaHe duidisted inrthe context of the

mol%i%s REUIRE Ig‘lgklhgaé aglgé{eﬁﬁt éahle agtgmgtr LG e (Vl%fegg q{e?\ﬁorkf The
e proper re  Fesponee (% Sent reans o

autlmntiwtomtdpg armbkyta phat of thedah call pricbsnt i cati on frane.

él;{1e W rel ess networ k,tasn .perfornms Quthentication |
[003)eps. 1Hreotweent Blacklist di¢ iy Passd oR RIBYIRGHPIOEE PO fcoming packet

dat?s%g\ﬁgé ﬁgﬁ&tﬁﬁti&gp?&rﬁaﬂen ' Wheh%’ﬁlf'l&"t‘ lih4 séﬁlmeﬁ'éfé ddiBrovided to the
nmobi | e devi ce. course, any of these exchanges can
molitenglvieea packeb datasawweaiu&nbntwﬁtmn rejeeti@r is rmcreeved from the wireless
i nforgation franes, ets ot her U|t of
nety i I o ERTE RO IH IS 192 dhd et ghiap setest Sgpeivod packet
dataS SdrVice QuiiehfiGioh Gfeb@dhs! NTIRY BB R BIRRIVEEN istdQ Hp&h&é@by the
device and the wreless network is typically initiated
progagsartie respansexe newly meelvwbpﬂcmt digsepecorakhengicatigraesfestions. The

cungﬁ{ ﬁlg%l? L%?i %ﬁvn.%{aggous Iy 1 el\é\elﬁ%% e&%e%%, M\%F)rkt ?Bgﬁ% %)Esgem identifier

andGetworRfQe€isier pdi@s 4&111 bbdesetibéENater b Atdtionsd Fig7. i s
based on previ ous processed i ncom n packet 20 data :
[003%r vi ce law prstieulergmbndimentotheeurment bloghdist ﬁlﬁblréé& a ¢igaey value for

eaclt §§ﬁ\éé1§ ﬁ'glt a6&s b brdvidkY ag dafd ste{\ﬁces@melnq E‘ﬁe??ﬁe. Fhe inclusion
ata service entlca I on rejec I'S

of ar amer velde fis anertded twpr@dlées an opportunity to send a subsequent packet data

service authentication request at a suitable time, in order to determine if the situation has

changed with respect to the wireless network not providing packet data services. The

timer value can advantageously be implemented as an age timer, as is known to those

skilled in the art. The selection of values to be used in the age timer 134 as shown in Fig.
-0.
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networ k. Therefore, the current blacklist is 122 is,
in particular, based on received packet data service
wa@eaohesopgat i on rej ections. The current bl ackl PGI/CA2@3/000955
is al so updated by the processor in response to newy
recei ved packet data service authentication
: #d theA h
7 A BhEE 07 nBfa0 of MG baRRRh ad e kclibgod of phange in sue
parzm)esetremﬂod emstarfce efor aawitelagst nadwhkirk kisovin fa be hpeng ,pr(zhiems with or
be described later in relation to Fig., 7..[0035
chaes 4o S MERI A0 HSGH e AES LEHE cuDF ot et frb & Rbmber of
minbfe§ lté‘g?lﬁrn%ext SBlysV B8 wikdless BBGHIR Wi @D afuthlRe 8f Atotiations
provi de packet ata services to the nobile device. e
to pronideidatarroamingaservipess theadgeetimer ¢an b deichnywhpieolypmiea awmber of

cay SRRt WREs o B YR ERER oy B E s B,

[00311]der t AglabRiiBtdabble, tth@ Bobilkatiéace Masntaidb aamdedpdatdshits own
resgect to the wireless network not providi ng packet

currgaft Blagldisyi cEBis iFhadvantagrous anqgecachnmabile tedige 58| Javseits own

o RRAES R o, O e g i e MRk W8 ey The

currefit bhekkgeist proforatlg4stared sinoweniory Forg the -RoB® dev1ce In another
2004/ 043098 PCT/ CA2003/ 000955, 7 c¢an be g %ﬁ

ORI EAGETERIGY SOBHp BRI SV TR PRERISEPeFansmitied

to a%@ﬁl@? eThdlciHnh b{(a@@fs@@?ﬁ ﬁl’éﬁxde aQTa 1H§1E§tﬂ{§gwhétﬁ’ér af 1dent1ﬁcat1on of
w rel ess networ nown to be having prdblens wit

a blabldisgek wimelest aictvairkdrak @qmlmmdt to a lse;wa:g eAmy lpemomamf be:urrent

ywher e an

black B assggopdy S s ERTD IR At rrevEe & rEnp aety ey puch as it
hon8@Rek AV h@E theInfoPmBi GV EMehétAbSst6:RaM ng services, the

age tinmer can be set anywhere froma nunber of days
[003Fd a nurer sasfemeak gader woretisinfemnationi reltingolo ¥ajous wireless

ant i ¢ci pat an 0}
net\?zr%rﬁﬁ (Ifré’Prﬂ ?ugélt} R ﬁl?ogﬂ% (fgg%é A% laéjggfgér' Jt%s %81\%2 8%%1‘&1?% leied current
bladilistC to h&h@bll@hdéﬁvuteslnaﬁa{raﬁmlagﬁm@céd whereeach trambmistion would be

device can have its own particular abilities and

benefaiali rRorevrempls ifn F@?H@é‘?w‘?% logpy thedatormatigipinids pyrreng lacklist,
rath«ai:ﬁﬁh rbﬁﬂdl-ﬁg% ﬂ'ﬁm%Uf &ﬁnﬁt %luﬁﬁl&él% als&rver- ﬁ&%ﬁ%gh&tsﬁl%@gt. The
'n menor e device n anot her
ser\&ndstmbd’remantltrlﬁdetam be staed dn i nntehwrywifi the paﬂidutae srver or
urrent bl t can be transmtted .to erver

ckl |
anofliF SENET BRI TEaPrT ol e PP gatiqng; SLBS fgver can build a
corr#%@itt@ @ﬁr‘rtﬁﬁ Hl&?(ﬁﬁt' BdsERbh Rpdfs fréin t&lﬂ%hﬂ Mbsite W‘:‘fl@ésesﬁhls stored
et wor as been passed to a server. Any portion of
informmatiemcan thémbk fe-sent wantherdvenlestpsions| y be sent from't he
nmobi |l e device to a renote server, such as its 15 home
server, where the information can then be stored.

[00381037] Ting. $Ar ved KANGRalligrate ur flenthart SUWIBE istdps in a method
relating to various wireless netwirks froma

accpidingaloj weraboch@@nu & the presert. inyesioge i estencM), i Kig. HA, a mobile
dev?’c%r ¥aef{suq%é191sﬁ1%n% g&g% B} @ﬁjéfekiﬁcit&lgrl@ bE{&H' anethgl %})gﬁ% dd in the

ere suc ransm ssi on
PRlbemﬁf ihei sdttind-@f ex@omkl scani fnode MebipeeifiddVvibyc ehd asas (The system
information in its current blacklist
acquisition can be initiated by any one of a number of situations, such as: turning the
mobile device’s radio functions on, change/loss of service; attempt to receive better

service; network-directed redirection; rescan for a preferred system,; etc.
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20 rather than building it fromscratch, it could

receive a server-stored current blacklist. The
WG 2043038 or ed current bl ackli st can be stor edP@TICA2003/000955

menory of the particular server,.or another server

with which the server is in conmunications. The server

n bui | j i ; ;

100537 71 B SRIRORAS Bech Hehfiia, B ATSLAcRol,PABEENAR in step 202
whethef drermobitendevage is requitsd te eersle@DMA regisieationp i the system requires

.Sstations. .25 [0038 1 g..H6A Fi B, illustr.at :
regiF QR nAT{E SR Ao EPE e e 1t 208 b by g Bl fftber the
CDMIAPRG|stRén Aterhpiew s &Rkl NYRRs] e mbthod cBMXiRRO to k@ep 206; if
Fi 6A, a nobile device starts acquisition of a

g. .
not, s methodoretusny & thesfiggestap 2R0 apd Aempls tomeqping erdiEferephsystem.
i PRL a t he tfina: .
steris J00 294 b YA el AiSuA AP eSS o TP RE o By
[0048¢ i ni t iIAtsesh RY6,anyisodegerfiiinel whsiber tof asquitedt CDMA system, or
such as: turning the nobil-e device's radio functions
netvyik, SYRBPIFEPY BaY SHIPoEepiskedaty saryigey The sysem; t%@fflﬂw have an

. R V' C . _ . . . . S f

1nd1<.§agfr3re eﬁnégbggﬁfhgﬂgbdé@gaﬁg f%‘%&]ﬁg %%etoéi%gﬁré%cg Sgﬂ%xa%l@of such an

indiS(EaY iICARO PRt @00 B5visior] GNRORNDrece proteyd trevisioagrdsgarthan or equal to
. acqujre it is preferably determned in step 202 .

61nﬁ¥m2%ﬂéemk'l e device is required to send CDVA

[0041§9! SUT aidviiVer,! duch RR iRESAEMY RN ARolute ghaihiidd QR padket data

registration attenpt is initiated. In step 204, it is
servites @rendupparteshndecs protusol ERivEoN ofdfi §512800 oelease 0g ippsuchasnetwork

successful., If s. the nethod.continues o
doe§ OGSt er TR ot (et WORTee PhRyted, ahBisf Yyin the
metBéd GMPESnfirth RBEHET facRetUatd REBEYs By piceited, &t RPMitRAOwAA4espect

are steps that are used in known nethods of data :
to thermphite dewesy ey stepogup]y [rules b sppationst where such services are

.d rn t ' .
eGP g 1S AL LR BUSL B 80 g rovo
revig\}]bﬁ ﬁyﬁsﬁlemel(ﬂ)MAd@nephe:thfk}), they eredérring ndi stegt 208,t the anohileydevice

et her packet data services_are supported. An exanple
alloys cgli Hoign 208 M teaftiornd gotifies uSJERN PGS d3tpsergfces are not
R . : reyi:si :
ool 3 1 Q% VA Lo e g ouc il v
then the incaliaat proseedoto siep 2B ol ut e guar ant ee t hat packet

00l 3 (AT RGBS s B T NG B B e, or

. wirdl6GeREA6k! ¥ iAB 0kl adkBSK ethidR b Phi8ATVdone Dydotparing the current

supported. Further steps in the 15 nmethod will confirm
SIDwish 8D paloksestoredtia the rouirerisblagldisprlf Whaegrrens SID is found in the

ermtted,. Wth respe to t . i. LGe: i
cur aiiiite? bl BREE ikl 2RI Lo oS ey Reduiows only
voi&¥ #d SMKitniffi€hyd fstifies unper thepackét datiesemetascark noiogrevided by the

support packet data service (e.g. protocol revision <
curgn§ REtWOBDNIEAA GeH pléspDt 1s IRdNIn SUugh a£fseng to step 208,

[Oﬂhﬁe mobi Ilfﬁnedt%\ﬁieﬁ?SID is not in the current blacklist, the method proceeds to step
214 in Fig. 6B (if the mobile device does not already have an active data session). This is
the case when the radio is turned ON or the mobile device cannot establish a data session
on previously visited systems. In this step, the mobile device attempts to establish a data
call. This can be achieved by the mobile device initiating a packet data call to setup a PPP

session and attempting to get an IP address. If the mobile device has already established a
-11 -
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allows only voice and SMs traffic and notifies a user

t hat packet data services are not 20 available. If the
wmeioos3098 ndi cates that it supports or may SuppOTr/CA2003/000955

packet data services then the nethod proceeds to step

210. [0042] In step 210, a determ nation is nmade as to

data WS iE N et 185 &HE a8 Ahark Y€ With U IPMARsE Sthie RRINEYT frocetls to step
in a current blacklist. This is typically done

215 dorster 219 thehmobile devige atSmptsjotracasmesihe datasessiag yTnhﬁ process is
._.the cur t.blacklist. If the current SIDis found in
Sm“i%ﬁz" SEP gﬁ??’étﬁtlmgf)ra%l%fegﬁs' the nmet hod proceeds to step
[004412 in Wi aép tIs, Mbidterndeatione ial hats aonty whehere tien thetwork
SMS traffic _and notifies a user that packet data )
authguticafien Bagfailedhdte. ppachcl daaisgviseerutheptisation RisctiRst 18 reggéved. In
+ SPRR R b PRP Lk, R ICALE, SneRihord ABATIcAr or par
whi¢teisdemtle phizn cleeUsert Id smiddfasswdrd df nhd-deyicebBe (knbwnhtey tio metveork. If

evi ce does not already have an, active data session). X
the daics s 3 € Re AT ANB AT RO BGEOSk fifiha decke: grte services

view gntm |8 the R 580 CRHNN Fhil %Haﬁéékéth d8tad 8dr@ice e SHil10Be ABfused. If

reviously visited systens. Ih this step, the nobile

authemtidatien diitse thet method esocbild tohstep 38 avhersathke mathlesdayzne dméers, or

achi d t he npbi | ' initiati ket. dat
adg 514 SEEOL e iy G ral Bl T blrgT iy FB6Y BB Sorop o
datal RsA6HIbE e sybfent BiilTBOtihRr Q)%Mfe@.e TRS tittlef Q&MY can be an age timer.
established’™a -11 WD 2004/ 043098 PCT/ CA2003/ 000955

Follgwing thissstépe the method iprodeedsi ta stepdi2nindtigse A wheie e dgyigerallows
. add - . _ .
v o0 R RO ARt ar Refbiged o e

netvi@BSi on. The process is simlar to step 214 with
m nor differences. [0044] In step 216, a determpation
[0045 ade When teydsricdpoven o arathigsystes, glftrﬁfeﬂw%hwﬂﬁ}her the new

systbSubirlsSfheldt dia @rR8LKEoRa! f RELRE Bodtd (NERTHGRS WiBther the

rejection 1s received. In a SIP network, the nobile

systelavis de ifsscuaehhblatklsat adowlnadhia thetsvaps kabogd. 1§ yeHAPrdrains from
PAP, i ch assune that the r Id apnd Passwa of

ek e XA ARO[y WRETDLGHIEe: T dehe YLy reconnect

to HeHp MBe Aufa §RsiBE oA UEKAGWDs @ithbhtication,! 8 MS¥ Wodtém  wilMalso be
a packet data services viewooint, the authentication

blacklisted fad ho datal resgcatsmpinwal igke placeuntilithe asseciated agedmer ¢xpires.

[00% 8 a\llj\;q 2 ﬁgti{l %%tp :‘@Ei {hg | n!gg\){// r% ggcec%?sté{ﬁiy a%ﬁgn(“tgzggg tﬁeflﬁléﬁ%o Bavice, it
is d@brrkiied B HeMehfork o Bds dtagkvitatio thé MbbEe dediba®id Boshethod

stops tryi na% to setup a data session on the system
proggady fo st§R 220peThe mathedk alsqpeeferahly, inglydge Wilin Bépa%ma@ step of

' Lo hS )
a5, 90534 B0 054 (LRI PGS by vy
in taectubibf ardklisefles nmott been usportddn athepeaketrep@tiag’s derel sessed to
are not provided by th 15 netvvork.,éo 45], Wh nthe1 ,
reprgespf @BY FORPERINICIM 6 A Y §YBhio ¢ feyips giheg e motile device
suchiel Héhe §89eB¥ciated with the mobile device.

[0047] Therefore, if there is a non-reported entry in the current blacklist, in step

222 the home server is notified of the SID change and any “new” blacklisted SIDs are '
reported. If there are no non-reported entries in the current blacklist, a preferred step 224
determines whether the current SID is stored in a “once blacklisted” table. The “once

blacklisted” table is similar to the current blacklist in structure, as will be outlined below,
-12-
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system supports packet data services or not. If it
does, the device then checks whether the systemis in
w0 e@4owoeent bl acklist, as outlined in the stepsI/abaznns/noo9ss
If yes, it refrains from naking any data call
attenpts on that system Oherw se, the device wll
\A BTN ¢ e t ..k t d ' ' Ly
excof Hpl”je SREREACHbcEidal B BERL' D o2 p30° B bBfckliipd Within o
partiduie kinhes patbdantt the cdaem SIEX 1s)yinahd Eomuesbladklistetl kablg| the enethod
until the assaociated age_ tiner expires. 0046] | in_ . .
procepdy Lo 2@y e hamesrkersplcR chatag 1oy Stas RE10F GHUEY IR, and it i
remBPRi frgmdtﬁé’ hGfve HlAcklibddRbe Thoe the! Mdthod PRocBEdsBIskep 228, where
provi des data services to the nobile device and the
the mebliedevipe bacedsessinllytesjablzshed of e estahlisbeld alpgcket data session and
referably jncludes.within step 218 a.st of 25
entege,§ AOTEY HaleaTiSIUer {5 oPEssa g ™ TeorRiRe % st ep 220,
[0048] | S dghesiiManethawietdntfodaidht & Md Ynethddl FiéhezUntRIAEs a step of
bl'ackl i st has not been reported. The term "reporting"

“pushing’ & sumyess dplacklistyfsgrp acaine spsverde wnmAbiladsvase. ofhis gam easily be
an entry.t evi r.t ' LCe, .
o RLE Y o, P58 568 L e L P R 55t rosming
agrédeentefor [00Wéh wikeéssferece pfovideeraadifl thenmobile dovit@dthat have

en.trg in the current, blacklist, in step 30 222 the )
subsraibed sar i pviredesh oter it gapfber HEOmIag aerqFlBElindn aigne cases, this
blaclmgtwéanbi)@%kégn?o@ﬂe %Ipént%lﬁckligteﬂﬁﬁ{eﬁ dag thd Efnlﬁ@ eridt Hatidl on the
non-reported entries 1n the current blacklist, a
repgtsefrony thd mbleie Avicesdthhiebeiong o whesiee catrr.clir the infaBnbtion is
'hs st ﬁr ed in.a ogl_cl:e bl ack] i séed" tabl.e. The ! gnee. . .
pushyciOyths SoBHe dPYB Ahamit BRTIdeR AYAICE MR [hmoBlig dryipygntering
a ndw! :E))%Eern'i‘.qflﬂ&?an Aobild hévi&g%&%tré up Rtk RRI AWregistd? WD the server, the
2004/ 043098 PCT/ CA2003/ 000955 " except that it keeps a )
server stoalse fdrwiaidthe difomhitiod) dbsutrheily blavidistedenystoma sk Ithas thegmobile

d within a dgartj cult.ar Li nelég&rl od. If the current SID

evicg cpp ay¢id daig origmaions i UL BNSt apl e, t he met hod

[00#¥]oCceedsFigd Matlidtdatdshe fﬁgfﬁﬁelﬁgﬂidtﬁfofoﬁn cexefiplg¢ tuirent blacklist
status of the current SID and it is_renoved fromthe

accorgingetorfinaeripadimenf of| the presert ipmtion.nhdhesprewf Hacdkdisel includes

. ot ) i L .

i B o 0L 8P sk ) AR bR gy oo s
datdl8draicee ai 0N ppodded ITher sir@ntiblackist cat bt atostbaewanblet with each
i s done sending. or receivj data. [0048] ln a .
entiy) PRFVRLRIGETAND B Rg | ertAlowoei i fgﬁ‘rnel%]@?u%e{ 2L d3%; a timer
valed 894, Rlich aPYS Iﬁg? lgi(reneg; &l & ﬁﬁ%%_@k.aeﬂﬂe' 51D) fcfegﬁ@ki)czatilaﬁ "&n include an

servér to a no evi ce. I'sS can easi |
idemifatiph of thectostespoadingeN B nEhes essocated dimepstakisprhen the SID is first

-1Q-date with respect to data. ' 1
oiaghfisted s oluthtpuh SE8T Bty eR iyt Bl s ¥ mhsloly Temoved
froM0RE lBrré@W15REist Nahe NAY 36 $hthsdés WREh&Oth thiackikted 83D has been
service can be informed accordingly. In sonme cases,

passddi to a sireasksuichtas adwnisesegves ot sllowed yalpemprefsralk bewg YES and
formed at the.h . b . .

Nt pelF bt FPRAE BRE VRlos B0 el o RS i S it be

rerddved iffohn® ke biacklist,Sfor e, bie hivathoWhe dayited, withanformerly
it provides advance warning to.a nobile device .

bla@ﬂtsqui HE is next encountered, the availability of packet data services is rechecked.

In an alternative embodiment, the entire current blacklist can be reset or cleared when

radio services on a mobile device are turned off.

-13-
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15 a new system Wen an nobil e device powers up in a
RN and registers with the server, the server can al so
w0 ooow@s398 he i nformation of currently bl ackl i sSP€dCA2003/000955
systens so that the nobile device can avoid data
originations in such RNs. [0049] Fig. 7 illustrates a
prese : : -
00 orai et 28 170 (s PR S EHE LALE WALt Dleckist, or
portldrethetenf,éntleledcktimst rei@2onditionded a p2@visinhingmeset condition. The
rel.ating to S.Ds that are currentl Iist?d s the,
termy; HEek &eh BT s WP@ DAREO A%y gFSEPQF?/i el ag pifyof an age
tim@ g&wéﬁﬁig of 6t BEhékle BVAGKYd R r4Bd) VRerS Ll i@divdual entry in the
table, with each entry, or row, preferably including
curtehieblacilisbisi techedeleacd.i Heneianmpdata wheless Sitwod3 entay iri thercurrent
lue 134, such_as:- ap. age tiner,_.a a flag 136...Th .
olacied S glifeien ey BLie et bl AP My e 2Py fhe mobile
devicB@n6&UNi@S ped iftfleshBtwolkEit ag&apth ahew tb labRfireSpadkétSdata services
when the SIDis first 25 blacklisted and counts down

on thawystent i espiheysituationascihangede 4 Heobilgideyicp’s current blacklist can

| r i e , ..
L85 3R DN ELBTL W IS o, el e s s
turne@eff. passed to a server, such as a hone server, wth
al | owed val ues_preferably bei n% YES and I\g An |
[003Hpr opr i Hicanphile deyicercpnalso ¢laap e cafirasairent Rlagkdit ingesnopse to a
proWQi'oﬁnﬂgt &t AoRamioh! Re: réxﬂﬁgﬂi‘ﬁg rbée? %ﬁﬁﬁoﬁ’l’ Al des tany f @bnge in
exanpl’e, one nont h. W‘ti)en a sySstemwth a fornerly §0
provibiaokigi et adheStitation prearhetersc suoht & ety IDhe msawérdbnl §IPy Such a

of packet_data rvjces.is rechecked. .n.an .
chalgs, BEES PGS TusDiie RS it RetEfipfersot s Bkt Hine: ap pgovisioned
witl @BwRRrdnRE&E. AheProRtiBHinghRbcess 8si Ak gla‘éé ©98r @8 af or manually.

nmobi I'e device are turned off. -13 WD 2004/ 043098
In teTtasa2008re00095%8nc @H50pravidipringriesatveonditivas the mehilet device

Bl i BT Cor Ot R B Puk v ST i g of e
chafgsll par@h@wissi oni ng reset condition. The term"tiner
reset condition" is used to refer to any instance .
[0052Juch asWasgpavey the dawicage-estabhighes $ @k Pesglonr #ltest baing refused
N ¢ ] Y
serflBP SntEhEi8 oMor iR AL Mot iy Sbhd BENYS B AREA B1Ds tha
hasexapgibecn sepoitecioshs hoat wavé'. & additign, kthe delvizealsormaitains a list of

bl acklist is cleared upon expiry of its age ti . )
T O At h—
notiFia6 e RVes of Balus %ﬁrfée,et?l%_cﬂﬁr&@ﬁgﬁin? lchtrRl LRML e VWK @e server

acqul re packet data services he system in case
is nohiied iof twet stagns hibange ldageideless mavwptkeandethpice svisalessaetwork now
blacklist.can alternatively..be cleared when the.
propigh piekesth ery e, & AR sy oting B BRfiR ¢80, drdfs status change
so thadhlP tHeSothdrOmbbild@sli@k foan [cRRAP e ke sfoahd Wireley G@wbaNand will
also clear the entire current blacklist in response to
notavoigrdets ori ghrtions inethatt wigdawinefwHk. A " provi si oni ng reset

[00§§Jl[]di ti Oﬁgt S ﬂﬁls&gt%g tl%r}}élaﬁgm%ﬁ#t@/eerp{l Q(YAV%E&(%aT ®s? thetwo&k layer
aut hentic&t ron paraneters, such as user I'D or passwor

motldl B8RindSueinifar layer model 140 for a typical mobile device. A device driver
layer 142, an operatihg system layer 144 and a radio layer 146 can collectively be referred
to as a radio section. The Java/Radio Interface 148 facilitates communication between the
layers in the radio section and those in the Java section. Although the applications in this

example are shown as Java-based, they can be based on any other high level language.
-14 -



change occurs after a nobile device is provisioned for

the first tinme, or re-provisioned 15 wth new
w@aroaneloes s. The provi sioni ng process can t akeP@i/aazn03/000955

over the air or manually. In the case of the

occurrence of a provisioning reset condition, the

The 'TQ@A ée‘%u&? WichiRles 8ULRMrGAMa¥higk 8/d 156 endd Ui\f%tnApphcatmns layer
lacklist as it may no longer be’valid in light of the

152c rﬂaw@@psmémwnen dtig.. 6 poopRferati pefermachet e ayses ldentlfled as the

M BE3, TRL AT ookl IO e s

" Jav®Bflod.he 1ist of blacklisted SIDs that has not yet
been reported to the hone server. In addition,

[0034dvi ce dihscbrug-fsariber embedimerss of Qwe%matm«m@ érﬁd@tended to
d SELV
R R S i R R
partichiar embbélmrsdiwtgomfrslkdsmathe artvédthoatldepaltarg frdre thescope of the

is notified at us change o Wi rel ess network
inveghgn. Wch %SH@?WC’ %ﬁ%@ i’y RUTT S Q%BWJ?éiﬁF%‘?/i des packet
data services, it can also notify other nobile devices
of this status change so that all the other nobile
devices can clear the entry of that wrel ess network
and will not avoid data originations in that wrel ess
network. [0053] Fig. 8 illustrates the relationship
bet ween a conventional OSI network [ayer nodel 138
and a simlar |ayer nodel 140 for a typical nobile
device. A device driver 30 |ayer 142, an operating
system | ayer 144 and a radio |ayer 146 can
collectively be referred to as a radi o section. The
Java/ Radi o Interface 148 facilitates conmunication
between the layers in the radio section and those in
t he Java section. Although the applications in this
exanpl e are shown as Java-based, they can be based on
any other high level |anguage. -14 WO 2004/043098
PCT/ CA2003/ 000955 The Java section includes a Java
Virtual Machine |ayer 150 and a Java Applications
| ayer 152. The steps shown in Fig. 6 are preferably
performed at the layers identified as the radio
section, although they nay alternatively be perforned
at the Iayers identified as a Java section. 5 [0054]
The above-descri bed enbodi nents of the present
invention are intended to be exanples only.
Alterations, nodifications and variati ons may be
effected to the particular enbodi nents by those of
skill in the art wi thout departing fromthe scope of
the invention, which is defined solely by the clains
appended hereto. -15 WO 2004/ 043098 PCT/ CA2003/ 000955
VWhat is clained is:

-15-
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1. A nobile device capable of supporting packet data

services offered by wireless networks, the nobile
wa@leaisoe30eONMPri sing: 5 a transceiver for exchanBCTigA2003/000955

packet data service authentication information with

the wirel ess networks; a nmenory; a current blackli st
WhiiO¥afigd ikn the menory, the current blacklist

identifying wreless networks that do not provide

packet data services to the nobile device, the 10

cur ent cklist e| bas ous .
FRipit Rk, baf of 4pefafis SRt B YR RaC SRl By Gyircess

netmﬁﬁtthmOblﬂwd@wer@mpﬂ@i@ekl ist in response to newy

recei ved packet data service authentication

i nfaoiraracsiver, for sxchanging pasket datasvrvice agthetigation information with

scurrent blacklist includes an el enent

the% S %&é&lpﬁo’m the group consisting of: a system

|denhmﬁm@: and network identifier for each wreless

net wor k not providin acket data services to the i

ol Pt blackiist, rrovided v the. ePOryedb PR E@gﬁlst identifying
w1r€l@sts"\@'t\%oﬂ¥9tth£’tr a8y infdt 3590\9 : ﬁeékeg@a?a ﬁ{ll\éésc?c?tﬁeonfo%ﬁe device, the

[ e device; an a tiner for each wreless network

cunnmttblmhhvu bzmrrmbqsa@ ke prayitua pgeker date seivisetanthentidsitiop rejections; and

device; 20 and a flag indicating whether an

identification of a blacklisted wireless network has. .

beanpro@assiedr ifdaling ehe/Qirrend bladkiest I RIshéhs8 &Y h&Rlydeceived packet

claim1 wherein the current blacklist includes a
datagssapiesiutlenticgfiandnformiatiek| i st recei ved from a server.

25 4. A nethod of data service discovery for a nobile

devi ce having a current blacklist conprising:
2. detFetmobiladsicebshimet whekin eheadurznn glatlalest dwlu&st an element

bl acklist stored on the nobile device; 30 if
selegiegl e‘a% ihe/fTPEP GQRTHIBERGT & YT ismiiier ind Rverh Msa@ﬁer for each

w1r69'ls Gtk mof @I ?f&n@ &Qk‘fztzfﬁfﬁ sefRtdnNg tl?é%og@é:%f&tl S 3titner alalue for

attenp or a prede tern1ne perio
eaclmvhmlews snetwa:tktrmt Iprovidig g viaekdiedata kmrvm.es a ﬁssmnb]ﬂcwde‘klce an age
, %rowd S ket data servi, es to the nohile thVi ce. .
G Y g6k WECERC PR BEPTRUE NS ecky BifeseBlPredi e movile device

andd %inﬁ&hﬁﬁ w‘h@ﬁer arl RleW¥ti 2Ridh/ 1 43ANRK1BIEd VAL FeBRARR Pas been

W ess network does not provide packet data services

 passed to heemveibi | e device. 5. ' The nethod of claim4

further conprising, prior to the step of checking, the
step of determ ning whether the wrel ess network

3. SUPHHRY hebilkaliévieeoV EleBn 1 wherein the current blacklist includes a composite

current blacklist received from a server.

4. A method of data service discovery for a mobile device having a current blacklist
comprising:

detecting a wireless network;

examining the current blacklist stored on the mobile device;

if the detected wireless network is listed in the current blacklist, refraining from
making any packet data call attempts for a predetermined period of time; and ‘

otherwise, determining whether the wireless network provides packet data services

to the mobile device, and adding the wireless network to the current blacklist if the
-16 -
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5 6. The nmethod of claim4 wherein the step of

determ ning whether the wireless network provides
wpamkei3ogat a services to the nobil e device conptT/€a8%003/000955

the step of authenticating the nobile device on the

wirel ess network. 10 7: The nethod of claim4 further

wigalgs nstivork does hepravideguatietidfta samvitdsdo the ougbile derdéest i ng

of: starting an age timer associated with a wirel ess

network that is added to the current 7. blacklist;

x| ealThagnedivd @f elain drérrthassngiriaingcbrior tdthastep pidhesigng, the step of

twork | t tisfaction, of t
e tsE Hery ety SerudR PRt 4TIy b1 acki i st ed

wi rel ess network; and receiving a conposite current

l acklist fro server. 15 8. Th thod of .claim4 .
-ur t &P IB%&% Béaqﬁn t%%(L?FlthhﬁfSteB I (ga‘ﬁqn?wl‘(‘% g ?reﬁ?(: wireless
Hekvasik | prétides PadkesS BAASRrvid@s &o PIhethaUileNdeviper @firises the step of
condition. 9. The nethod of claim4 further conprising
aythepgating the grobile fevins aihe wireess EBEfsting 20 of

sending a notification to the server if a nobile

device finds a wireless network which was not

Br evilbagojhogroboleam f§racsaprigne a sea selpeekiion thetggoup consisting
& ptla}tl‘ﬁ% dg \égg ?nﬁp gssbél tg@ ‘géith R Rivd18ds HErRAE ki idRfdad to the current

services t he nobi evice; and sending a

hot i fhilasklistorlearing in e imgeassediatedy wish B avirakash net@ oflein 1ggpense to
r try:of . e s t i i

BbrBot, MoR? bty MO, BoRrF OHOL Roll SOIBRG wirces

eiworgndndyedesving oaonposity quereitdiackllist fomzzeryer.vi ces. 10. A

nmet hod of packet data service notification in a

wirel ess network, the wireless network including a

&er veFheamthaa ofwhiith & foeher cempridieg tive stp df dearipgitlss qugrent blacklist

receivi n%?)at t.he. server g.ﬁir egistration of a newWy

BERRPEE- QD PIRSBIPEE R LU et ri eving a

server-stored current blacklist identifying wreless

etwor ks that do. nqgt rovi de. packet data services to. .
The nEWITERAREPBIR  SorHEh TR GieD seiReCHpi e D s onsisting
S€ EotAmp St [tiEidation b et sehleniThl thetilefdevite filids S@irvless deovdrk @vhich

g}gs\évl pétggroe\él\ﬁ{lssg jé)lflq%%cggg glaé.}é{, %gtél s%fvic;g rto rt é: %Poﬁ)hg nde\?i)ée %ﬁg is now

providing packet data services to the mobile device; and sending a notification from the
server to other mobile devices to clear the entry of a wireless network which was
previously not providing ‘packet data services but currently is providing packet data

services.

10. A method of packet data service notification in a wireless network, the wireless
network including a server and a mobﬂe device, the method comprising:

receiving at the server a registration of a newly powered-up mobile device;

retrieving a server-stored current blacklist identifying wireless networks that do not
provide packet data services to the newly powered-up mobile device; and

sending the server-stored current blacklist from the server to the newly powered-up

mobile device for reception by and storage on the mobile device.
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