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System and Method for Maintaining a Network (‘nnnm‘ti on

Field O The Invention [0001] The present application

rel ates generally to conputer networking and QMWWEMHW”HH'
particularly to a system and net hod for naint

net wor k connection. Background O The | nvention [ QG624

In certain network connections, such as connections
made over the Hypertext Transfer Protocol ("HTTP"),

it can be Si%t%h{ﬁﬂlmth%ﬁ'fmﬁaﬁttéinffgfﬁmmd%#ﬁ I on
bet ween thé clrent an € web-ser

reduce the overhead needed to reestablish the
connection. 10 However, Network Address Transl ation
FieNAOf Thghivenons and ot her equi pnent that |ie al ong

t he connection pathway nay term nate the connection in
fogellevent Thhagrestiteappbeatien trélatas geresallyi tdl enipeteo nekwarking and more

B B A oA B 2

known to periodically send "keep-alive" packets from
the client to the web-server. Such keep-alive 15
Bacheseund 3f Heg Inxeatioh | y i ncl ude any transacti onal
LP@E) rmation and have no effect of the state of the
bet weR AN Y PRHONTH O 1SRe SemeGtigns made oygrdhe Hypertext

rmnﬁhypru&aﬂ (YT TP Y Vi€ Edn Hehl@st&To n@ﬂﬁa@r\/\@yerlﬁﬁt@]m connection between the
IS typlca

rm t he con ection. to i ]
S e Rk <t i REG e iohrethe gt Beciht feabliy e connection
Hegavet], Ndbwbrﬁtekcﬂﬁdssmfanﬂ&[oihr(ﬁﬁlﬁffs) g:h&ﬁfiybéhdtdﬂﬁr Mﬁﬂ-pment that lie along
at evay.. t her eb ?/ ement a universal strate
%‘é% ‘tfh%a Ry eaﬂln%é’h F CoB(tenaR frer iR R, e Ff-’é’§%°“°” goes
mld tseiyorad 4 preddfinediserioli ofEingt ai ni ng per si st ent
connections are ideally suited to channels where

thgﬂ er g|t Eé{)j grdgrotto (%gvré%tt Q‘;l;%gtg:w Pro et%rénl%agxpg\g}vgwggpection, it is known

theenindicaly Stehd ék&epJahveé g:;ckes ﬁmlﬂ&fdlnlentctb tipr eeh-seor.  Such keep-alive

Pz?cﬂ%%?%t actuzl;}l 1n?l{llgleoaété/v|agsea§ on m If%-rsnatgl o gi@?ﬁi& erﬁaect 0% the state of
deldataelvqrwcﬂn ﬂheepemland ehqawek-emercamd dreqmrelk;lt;sedj t@prevériiahe NAT

Qﬁg&la%’r ¥om tgl%g the ]E:onne 1on ﬁflsttl}j;%call r’Q)/(:"atg"érc:sswely send keep-alive

packets, without any regard to the actual parameters used by the NAT gateway, and thereby

implement a universal strategy to keep the connection open.

[0004] However, these prior art methods of maintaining persistent ‘connections are
ideally suited to channels where bandwidth is not constrained. Thus, in bandwidth

constrained mediums, such as wireless network channels, this strategy is wasteful of precious

- bandwidth. This prior art method is also undesirable in battery operated devices, where

aggressive delivery of keep-alive packets could quickly drain the battery.
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[0005] It is an object to provide a novel a system and

met hod for maintaining a network connection that

obviates or mtigates at | east one of the

above-identified disadvantages of the prior art. 5

[ 0006] An aspect of the invention provides a system

conprising a first electronic device including a

first network interface for participating in a network

connection. The system also includes a physical Iink

seﬁmﬁgygdﬂkqnhgﬁoﬁirst network interface. The physica

link is for carrying the net wor k connection. The link

[mlspdes €l6id pir@bect! ﬁrprbglﬂmanﬂi\ﬂeng skktem &enﬂaﬁdg ?’9 thdintaining a
onnect j.on e according to a prede

PP JPRRsE T 1 ShBRE0 0 TR o feath 81 (b, eI At identifed

dissdantageself @rtprionirc devi ce that includes a second

network interface for participating in t he network
ction,via the ectroni c deyi ce .

TOUR8E s ol & b ki eenBRE PR Bl fomPste = Hiof Sectronic

«ie‘ht:ee inchdingnd fisse netwioeke fnterfake e Iﬁngdt;aitlﬁg i atrde@rdrk Ic6iinection. The

ys C%Il ’ 1%{)] I1%cljtgcf %?ngysu[as)gbl%fct)rga%cét gle Bfrsttqeﬁaéor% mterface The physical
(hhk fisefor eartylivas the setdetkedormareon. bSFhé hifk HeRaatqeip/eit fomnefininating the
par

ey B oot POl Sor e ot PRootoi 52 B

peri od of inactivity over the physical |ink. Another,
I[@¥)S] conmoFihet §ywemoaito cluder 2 gewad elystronic deviepthet @bluges a second
gggfhg 6% eSS Ir t] evi ce

ocact)t ed on ctgﬁé%% @Qg{g th I%P?flr (iogyec?gn it i ’éiutrh%g “i‘ The second
@iﬂcly?mcp deviguis aphmblean riiet';tmxon thef pxteh@ﬁnmi\ﬁnd@ut cmteria, and send keep-
raﬁgé’lélélﬁ% th lﬂ% Vﬂ%ﬁ%%g{r&%‘cs devideJW1{mmeﬁ1\A/hﬁrgreﬁetg dor file Itxtm%rc;u?cntena
that Ts sonmewnat _ ere there
non-idle timeout. 20 In this systemthe NAT deV|ce can

W8 e o Thertmernfituncamy crigrnthat is gaterniagd hycthe secprecel¢aginic device
HDASR paﬁn'@ﬁ!ﬁrl%hﬂi’t&g efdr @@ngﬂ@ lcbRthonli1Bat SRCAR o & Bkt ‘?@én‘ﬁply a time

devi ce can be conf |gure to determ ne which of these

PEQA0f] 15ac(1§i,ty Uy thg ipRysicallink: ehnogher, lgss [samnmgn dmgtoytesiteria can be in a
ok&miyt&ﬁﬁﬁi}é’@m@orﬂ A'agreﬁnﬁraﬁﬁﬁﬂﬂ'mvnc@”tﬁah lcﬁ:agﬁlohvtﬁé ﬁhysncal link

keép-alrve signals so as to reduce the
dhat ineonfigpred & PrIn timeiaw the cenprchen Edbhe IzaT[c@mg]rqunes the resources.

@fﬁf&ﬁﬁﬂ' tlﬁg-otlhﬁltérﬁ\iﬁ:ﬂtl.é RheRhRVhSE §orﬂﬂo§is%¥e¥quér9 1sqa.e1}6|nqgie timeout.
rl Si ng a m cr Ocon‘put er and a network interface

fIB ﬂn%%)ts;fm e A gdeyicn earvhorsedte tareinatecany whrrsctipngbat daattive for more
Qhﬁcat ProdifiGe F5aHo E THY &Lorfd e@é&%b@ Abvikd O be LHE; gﬂ%}ﬁ% §@Lrmine which

I ncl udes equipnment with a timeout perio
tOé th?ﬁ%@itte&a {on anxcoheresitarighis hsimg emiptoyed alneg the physics! indt and respond

he mgf\@{:}pm&isﬁ 5.11\!’35 dgrgﬂesgaygltg réCﬁCéﬁl@qlkgﬂﬁ)Ba %k |t.h\(=:et:onnectlon bemg !

signals to the secon [ ectronic device according t
derminagadat i vel y

[0009] An aspect of the invention provides an electronic device comprising a
microcomputer and a network interface for establishing a network connection with a second
electronic device over a physical link. The physical link includes equipment with a timeout

period that terminates the connection when the connection is idle. The microcomputer is

operable to send keep-alive signals to the second electronic device according to an iteratively
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-2 ‘changing criteria to establish the tinmeout period.
Thereafter, the m croconputer sends the keep-alive
signals within the tineout period and thereby reduces
the likelihood of the equipnent dropping the

.connection due to idl eness. BRI EF DESCRI PTI ON OF THE

DRAW NGS 5 [0010] The invention will now be described

by way of exanple only, and with reference to the
acconpanyi ng drawings, in which: Figure 1 is a _
&mhg'ﬂgtci'itarin epessdish el inecat paricly s ThdRaffier, tinitréofipitgr sends the

etwork . nne n accordanc ith an, enbQdi
Reb A e oriin Tl @ oPiried R, SiveRn SruSHo P chiehtad of the
epiphot dopping the adrhiettipnaius & Mdhkss. 10 connection in
accordance with anot her enbodi rent of the invention;

Figure 3 shows the systemof Figure 1 during the

Bﬁi}ﬁﬁb‘ﬁ@%P@fOﬁ'&%f’ﬁh@ﬂAWfN@ gure 2; Figure 4 shows

set of sub-steps for performng one of the steps in

fooeojet hodhe Qhvehligh 811 ZowaBE dederibEd BYIvEayDof Q)@d‘ﬁﬁ)lct BRly, and with
ﬁ%?(srtemof Figure 1 during the perforhmance of _

P to ﬁhﬁaQﬁP’@mrw@ drayemgy, FEPRIESCRI PTI ON OF THE
| NVENTI ON [ 0011] Referring nowto Figure 1, a system

for maint afigrag ifla BeHefiatit EdpresBIRAVGRA I a sﬁjg&ﬁ%ﬂi m@htainfng a network
i ndi cat ed a) neral ]y at  30. LQ a present enbodi nent, :
syst em 30 TORRICHERW agordange wi QBC’G‘H%d"BFrPtQm © AV eRiRL;

connects to a service provider node 38 via a wreless
link 42. Nogee 3B is raCﬂt)I\deGhaEt ddpi@ing SE niedde &ft Ahin@inidd a network
that interacts wt nt 34 v

gat eway 5C6)nncictlox% ﬁlraﬁcord a{’tC%vvéS]? agﬁ.g%r Sﬂlﬁg%wgnttog%}eﬂléven ion;

Internet 54 via a backhaul 58. Backhaul 58 can be a

T, T3 or HEewyedtshews thaisysidrh of Fignte ¥ during girengerformance ofithe method
38 to I nt ef,pefoA- I Nternet 54, itself, connects to a
web-server 62 via a second backhaul 66. -3 [0012] In a
present enbodinent, client 34 is a battery operated

devi ce t hatiEye 45AQuysebAl SubrRiere STRGETPHYNEPRA o Shiiésps img method
functlonalmﬁy@ggzammﬁreless personal digital

assistant. It

Figure 5 shows the system of‘ Figure 1 during the performance of the method

in Figure 2.

DETAILED DESCRIPTION OF THE INVENTION

[0011] Referring now to Figure 1, a system for maintaining a persistent network
connection is indicated generally at 30. Ina present embodiment, system 30 includes at least
one client 34 that connects to a service provider node 38 via a wireless link 42. Node 38
includes a wireless base station 46 that interacts with client 34 via link 42 and a NAT gateway
50. In turn, gateway 50 connects to the Int_emet 54 via a backhaul 58. Backhaul 58 can be a
T1, T3 or any other suitable link for connecting node 38 to Internet 54. Internet 54, itself,

connects to a web-server 62 via a second backhaul 66.
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however, to be understood that client 34 need not be
battery operated and/or can include the construction
and functionality of other electronic devices, such as
cell phones, smart 5 tel ephones, desktop conputers or

| aptops with wireless 802.11 or bluetooth capabilities
or the Ilike. [0013] It is also to be understood that,
at |l east a portion of the connection between client

34 and web-server 62 is bandw dt h-constrained. In

$0032EM 30,In 8ipRG&ht kinBédithént! Qiedt 34V 5%!3@&? oﬁ&ﬁE@@Jvhc@ rBhat is based on
t hat ¥ need to serve a plurality of clients 34, th
1

fherempptingseryiarinindend fimchensdir ofi ah@ereheﬁs peatoatl; Geital @sswtant It is,
hé\@mﬁ% b BndeRefoli MRl k1i6R 38 nded A b@‘th?erry %f)é?ﬂ@@ﬁr?d/ért@ﬁ include the
nggse the connection between client

%We%nda‘émcta&lé}*fymfnewﬁﬁtekc%@h%tdemcm ssuelawsmﬁ:usphones smart

kdidpBbhes! Rsibg SonffitersRagiopdivtith W& 892 19325 blﬁ)&&ftﬁupgghtles or the

clients 34 can access I'nternet 54 and web-server

8keh constraints becone particularly acute when a

plurality of clients wish to access |ink 42.

Feo1sher nomne;s dléd)dtbodeQHﬁelﬂt%Sd AHat, |k Mastpd¥ior bf 8RtcoRbbclidh between

- desirabl e due t fact 15 that cllent 34 is

[GHgn éf‘yanSp‘éﬁba%eéV&r 6?0®Pal}dm*rf cgaTainas: 50 e ol ding link 42 is 2

SERRSGERNNAIN HRCRANOhREYo et 4 fS1iR! JreMEntd34, MehtiiRUE is bandwidth
nunberggf clients 34 connected to node 38 to connect

GPFAPET RIF69R torhaeits>To BEAKE 6F PR Miseathoprelspsel|that compose the

(cothct)onaﬁgﬂW&‘hSclﬁﬁﬁ BYnad Wweb-REr At ex@y BBdwidth constraints can thus
Acc d|hgg¥ cllent 34 (and other clients connected

(YT & 1B dhe Teed Wi p‘v*eah P ysHAPErating Phispi 3 pap aggess datgmet 54 and

Witblserve¥¥h. 2cigedneinams BEotde lphrtib@Y By AculiNohdnta ﬂlaaﬁ@%%ﬁ’ecms wish to
accessible to any party on Internet 54. Thu

EFGeETinkdR. JEREEIRSE PHGPHAES SUMNBHRSRieYH: 16 el due (o the fact

GRIBNEAL S0 Batwry bpefdiddent 34 via gateway 50, with
gateway 50 ° translatlng | P addresses during such

ni Catl uni et resent
0 rent AL ikl 39 R 2R e e gt ecaRad o8 hus attows a
rrixﬂ)u;i]e ﬁ)un'aber ofjélicatadiv coiit&ﬁteﬂ hEncplE: i38 ad eodnE’ctad ﬂft&ﬁa 54 though a public

he ss _of " .0.1" an

TRk iRl " ot aSigne FONAE uritnu D AsSigingsy ent 34 (anc
[oﬂﬁ:ﬂ.5]1erits kenectedstd NEeNIT) v@Htt?M/G@HS' hayatepiyatd (P addréssUshile NAT
al t tical term nate
B Rt o iR o b I AR el el et g Trfmg, i Thus, as
tetierft 3¢ @edagdes ettt 5, 86bf sorveNFE Twillabawamica@. wifh dliemt3434a gateway 50,
capfiqured_to ptain a, connegction hetween . clie 34
S sdrgend rralatngd: s foddRi J1UFBE CRED S B Een "o an”example
tudfqire Ma the Peséft aimblo@inht, ghéne BahadSthe privédte IP address “10.0.0.2”, gateway
has the private IP address 10.0.0.1 and the public IP address of “50.0.0.1” and web-server has
the public IP address “62.0.0.1”.

[0015] Like existing NAT gateways, gateway 50 is thus also configured to
.automatically terminate idle connections between client 34 and Internet 54 in order to free-up
resources for NAT gateway 50. Client 34 is configured to maintain a connection between

client 34 and web-server 62 notwithstanding the automatic termination feature of gateway 50.



10

15

20

25

Mor:e particularly, client 34 is configured to send
keep-alive packets during an idle conmrunication

period to web-server 50 according to a variable

criteria, such keep-alive packets being intended to
prevent gateway 50 from dropping the connection

between client 34 and web-server 50, but w thout

changing the state of data in client 34 or web-server

62. Such 5 keep-alive packets can be any suitable
M@ﬁkﬁimcﬂlﬁﬁl Giehi @Z( &3 {dAgurk@St! fendSIED-af%e PackeR- BRing an idle

comand a ‘conmand t hat generates a non critical error
qoggRHnication perEodstor Welv sefvera dcatereding tuesiagadel critetin sugle keep-alive

@aefgté lge@rté 19£néle%\f rep&{?‘g%%y 88frém iﬁ?@p‘ﬁu@ thé’ &nﬂ&ﬁ&?ﬁgtég@n client 34

~1n a present n% ment, the variable criteria s

P el- Sexwerafrp bvtrmlﬁm? Wagltls]ﬁle state efrdatavie glignhdhor web-server 62. Such
T r t
KEERRL YEkdls s BE ghd SHbk AP B RRRY T LR RIBIRE & “nop”
mwdm rc@mmyndlthafcmsx@te@ @ NoneCTitead | QR TRl ithe G¢rver grg command
eMTo gl ca§9n \N:\Jei ?Att YV d50a lk% eahpeefr&(:l?an m. In a present
nlnatlng t Connecti 6n between c | ent ana
mltpdgemt/ ghe SgiabRaritdriaris berdé pgtaaﬁmm@er@bm ls amve@nwoemeratlvely
@llﬂedﬁqér{“oﬁs Gl c'i)ﬁsrléle?ed’\wrrlplé?é gﬁérﬂgqmg%leﬁ 1s[e9t991@]1¢d latq5 gtﬁ)"stantlally
to- p explain certarn o ese |np ementati ons an
dagei outhe anaxemum zoapt of time ghatt MAT tewas f ¥r willc allownikd Iapse before
{é%ns’tﬁl 'Tﬁéj&)nk@cu h%@v@ex@cﬁé@é 'ﬁlrhnﬁ %‘QES 1@\?\#‘?}( %ﬂhér(fxﬁdergtgnding about
nalntalnln work connectron and Ich s
tliegt Mdhlgentenavvﬂypravldmlow n order to assist in the
expl anation of the nethod, it will be assunmed that

jgod 40Q, ibpdePRERAPeSph% CrafiNdf Bése iHPlentbnBYSisSMd3rious other
wever, it is to be understood that client 34, system

s@@e%ih af ststeredhaafernee. wilhRow deviardectq, Figiel 2nlaieh phiows gompthod for

uReddiYg AfetdoRCdbnaRtoh BEEWRich ik {BGBAtED gédeﬁmym 400. Qﬁ%ﬁier to assist
other, and that such varjations are within the sc

Brthe meplanatemef thimethod.ioniie asarpddhalimctid 40A ¢ QPéfaFFtS‘d’Y client 34

4080 sysfermiol [HARVEST WTB e LAREstOWIthALBWBY, H8eth 30 and/or method 400 -
configured to drop connecti ons where a connection is

Fai & Yaged, gpe aesdimot Mark srestheaslispusgd Breinineqmivnstion with ggch other,

bhdBatREEH Wiiai s Breal B We kEpl of e iseRiRs. of the
i nvention, according to the configuration of the

rtjcul ar T gateway. Such other_ tine period , .
E@ z eat erB“t'}lAﬁﬁ19 °P§R)é‘ﬁt‘9€“i‘ﬂ ‘?ﬂ it “BPH’Qraé%’?r@F ‘f“rﬁi\‘ﬁ“?ga‘eway 30 is
thifighped b Talbﬁpeﬁonn&ftloﬂi @8érera ddﬂﬂé’btlbﬁ s Al £t @Peajer ktfanVfiftekn minutes
@hso be assuneg tha this tjmeout ﬁé&lod i.S h

RHOh °t“8’r PeeRfiogs g %%V‘é’&,’at FEOBF ChEehigyenipp according to the

cOFkB1atiBe OF i pagtichiaf NA TR atel B8P Hikl, otiter Sigde }Q:f'lo&ieiaﬁtﬂet greater than
criteria is |loaded. As wll be discussed bel ow,

AT FEUSS; PlopTeaer thag Ty FHHieSq of ?eaQ%H“%V%fPinéﬁf) §4Wl11 also be

taQufhed thaehARinddut geAbd {siviBnowdab cRéht A4 bh B odMibE B method 400.
keep-alive packets that are sent by client 34 in order

t[(?Ol@{ event e%%gn%\lga}lrst at step 410, a set of default criteria is loaded. As will be

discussed below, the default criteria that is loaded is used by client 34 to define an initial time
period during which keep-alive packets that are sent by client 34 in order to prevent gateway

50 from dropping a connection between client 34 and an entity on Internet 54, but without
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50 ‘from dr oppi ng a connecti on between client 34 and an
entity on Internet 54, but without -5 changing the
state of data in client 34 or that entity. In the
present exanple, it wll be assuned that the default
criteria that is |loaded wll be a period of five
m nutes. (OQther exanple default periods can be seven
mnutes, ten mnutes and twelve mnutes.) [0019] Next,
at step 420, a connection is established. Continuing
with t assume
Hevenk U5 H o don BATERCTH Bttt oot DRV EAAAL, it wil be
dsBirfied Myathel @fiuk drisgpiacthieniseldaded \Fillgle e pdriodbefied mn&utes (Other
conn resent ed. b i ndi c
SemBE T ae oG S R aes LS gk e HED o
usual manner, such as by having a web-browser on - =
tﬂOﬂﬁnt 34 Mperat atep MIT,R weinegageis tebtablisher. | Gotingthgowith the present
erver 4. The bli.shnent ~of conne
f)ﬁialg f]l ge a?,]sgr\xlllecrl] éh f\lﬁﬁent g?e Vegns dor&x}egg ne&/ éil Sr%b]sgger 62. This .
efample rsl nemten&d is Figury 8t mhb@nraai thmsstldmisgaprewagtd% g dotted line
ent d in

. Hl%?lpﬁ gv]eﬁaély 6 aﬁ%d T%C C(I;e}lpornelss 8}%&116 11'1 € su% g}%?f 5)?9?%& havmg a

tvhie bpuuakr én tiRnaddl bpesamHTfanempagemat N Ib&@ecDorOwibsé‘ryer 34. The

\é\'%%lr]igllé‘g?nt.\%g F(%)néxgc.ti/logﬂo& F}g%trirgvsoe fes 9\{1?,]%91% d?altje.w %lo create am nppmg of
gladne By pﬁ@att iz hddress magepewbyt 0’ cbwe ptbi34P sidgressy althass llS I?epresented in

* ERREER) nireottont Do SRRy bR BRHSEBY gress of clen

asusngsa h0.3/8MaPpérag. “Smﬁcﬂel”asrgatmtay on’ sl@&h psblmd@rmidréss while */8”
work .tr.a c.i.s_sent ver in

ﬁ%{’ﬁ‘ﬁ%‘}ts th|e dnc&gﬂléaij gPrt on lgatewa)f %8 %g? %Seme%ﬁ(g gol czhgﬁtu?ih ?nvahe IP address

bof “1oe0. @R Il‘)]usexraﬁﬁplcmd] (dvdfrhﬂmmylon i1@0 wﬂl b)d’]paased through gateway 50

cannection.is st ab not par

rlﬂb% s Wx’lg nce cgrbme&g 1(}(03 15 opene Vi wsor ffjxsc 1% séen%ﬁe?ei ver in the

ambmdimg hr:gehhel 2834 talbe |r®|nq:dhasxmd|thae lthlsals n&rcﬂy:m tHaeple and the way

cri lished .at ste 10 is a period
S W ll-C %c?ﬂnﬁ%{ogés es{aﬁﬁ?‘heg snogaartuf‘ular?yéllggit %eep al i ve
SI gnals will be sent fromclient 34 to web-server 62
¢9030Y fi veNentnait sep. 43, rksep-elines gtelrepre sty escardipgatosthe established

Qﬂ?eﬁat gfngy ?'AE cg?ehg\ﬁ@y wég)estaﬁoh dgﬁgtﬁy\@% ? c;ci oi‘HUeanutes then at

percei ve connection 1 I'dl e | ve mnute
ptepiddkeepSilive exgnh\s ailf pg eenmﬁwm @lepteM @dW¢bsseTVéS 62 eyean five minutes.

ts'"&?ce tllx{)g ﬁ&ﬁ& aﬁnvg gﬁalg P&? Htbu e alté%gl tSBaql(e)xggitg\)@%y 5059111}’\6&1;' perceive

awal t ter ct1d
Figat wpririectivmt 100ds wlilen@t ’évecmnw@cnqn@ds 1%0cedhid fivi Usnute penod is leSS than

TRERAS! RPNl berd8 8 3oREES 58N ol AR MELRH conncction

en a ceto ol nt
dé0 ethen igateway SO smll not terminate connectlon 100 and thus connectlon 100 will be

persistent.

[0021] Method 400 will then advance to step 440, at which point a determination is
made as to whether the connection established at step 420 has been terminated. Since the five

minute interval during which client 34 sends keep-alive signals to web-server 62 is less than

. the previously mentioned fifteen minute timeout period, connection 100 will not be
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made as to whether the connection established at step
420 has been termnated. Since the five mnute
interval during which client 34 sends keep-alive
signals to web-server 62 is less than the previously
mentioned fifteen mnute tinmeout period, connection
100 will not be -6 termnated and so it will be
deternmined at step 440 that "no", connection 100 as
not. been term nated and nethod 400 wi |l advance to

einfRatdbbhd PR vhldettBRedad ste@a4@§iaysﬁﬁe&tmeétfonqrﬁﬁ :as not been
to the criteria used at step 4 will determned. In

termipatedand resthpd ORI ad‘@f’%%@ﬂ“?% carried out over a
nunber of sub-steps, 5 indicated generally at 450 on

feogRir e 4. AMtstept €90, 4bladjistmér, Gedrgl o MedcNBed Redd hihep 430 will
n has ever, heen tern1nated |f there has been

onnec
et%?’i‘%? {8 prressRt %?POBF‘PFQH fpet0et FEHCd avatee s negberqfegyb-steps,

#Bikatad geﬁehﬁy|aﬁ$30 M‘gﬁkeglo(}dt $dpl 4581 it & deferfiBied w8 Ctie connection

and thus no a nent is made to the criteria. At

e o EmE Ao Hotie PestsFhd prer spatiogotheh theimgptiiad advances to

$1E043 ] antiensase knowrf godtl chileR ishRdintatned %n(ﬂﬁnﬁ?ﬁﬂcﬂ@s@n&ﬁ & made to the
been no prior 10 term natjon of

th h
B AL IR POHBnmeRed FRYACR SEBANGREISES Bt ep 453 and

an adjustnent is nade to increase the time between
ﬂ)elzl»]very dfowehe, kbapsabi 433 St g;naét&mﬂ_elﬂuﬂ}at itherd N@s been mno prior

di scugsed herein in relatio
BERBLE: 9P Bmer Euer romaeed s tatsteet“éé W4 pofigpiment is
mldm‘eogﬂ@a’se ltesineyawedredlivég rofitieateeslalinioralte THAE, R the example
adva from step 451 to. st At ste
Phite PRYER M P BESReg EepetiDd Ohrit PALB6 cPRERAMbtfep 451 tiat
afnnédtior hbs;;xme nee:haelglahawce rayid mﬁe keRpd akill ‘d@\/aﬁd:egﬂaﬂnsstep-rm to step
un n ate e .increase is ma .
Ty B 5 B B o ST B af e beoween.

dﬂlivhrytdﬁ (keeg#zﬂ@e Iltgnzﬂs( amiﬁ g@mount and/driratb®y &&Gihmidmciebs’itls nlée at step
ncr eased. R one-nj nut e, each

T8 Db P g0 b PSR R egRreooRL B g i1 be sssumed

ﬂlur the gme hritervalyweill de ﬁﬂﬁ@s@byl’miehmduté @4kh tinfteméthe®4 (eddvades to step
be in ased. to’ m, nut es five m

85 LGSR G5k s v RSB doby B g B rorb e dpereased o

si@ nitegs Ao fiveminates.ch poi nt the keep-alive signals

are sent according to the criteria that has been

E@t&gg: : :E?%e %%ethsotdqﬂen 4aggamces f‘rgr%%tc 53 %%clkttce) rs € 4551 tt w\ﬁla% point the

ste IS a
k¢epraling sighadp ark3@nt k@ephr@ fovthe sngnalt}mt \vhd bednees&lbmheﬁ aDBeEp 453.

LERL éé. r 62 ev t.es.
?hlése c elél%?haal i VSe gsi{b‘fx?h a?ste %3{1';' {2.1& oa%né g/u%qjsoﬁlen at step 430
kmmligaﬁmwﬂﬂae\mmtlfrwntlycnpﬂ IDBVebeexchﬁ2 every six minutes. Since these
keep-alive signals pass through gateway 50, then gateway 50 will only percéive that
connection 100 is idle for six minute periods. Since this six minute period is less than the

fifteen minute timeout period that gateway 50 will await before terminating connection 100,

then gateway 50 will not terminate connection 100 and thus connection 100 will be persistent.

[0025] Method 400 will thus continue cycle through steps 430, 440 and 450 (i.e. sub-

steps 451 and 453) as previously mentioned until the criteria established at step 453 finally
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25'connection 100 is idle for six mnute periods.
Since this six mnute period is less than the fifteen
mnute tineout period that gateway 50 will await

- before term nating connection 100, then gateway 50

will not term nate connection 100 and thus connection

100 will be persistent. [0025] Method 400 will thus

conti nue cycle through steps 430, 440 and 450 (i.e

sub- steps 451 and 453) as previously nentioned until
ddnRitsQhd Hi8E irfere? bRk ARt &bt frRR o%%g’te\ﬁlé}n?d | More sﬁemf gally, once at

adjusts the tine interval beyond e ti'nmeout pe

e BhAad Hime penigs of sixiesa hingigs r%/estabhé@d,atben during esmexacycle through

§téﬂ@09§€k&ﬂame shinsl @BINbe e MWuRde! the ﬁﬁéeﬂ%xhﬁt@ ‘?181 od and thus
during the next cycle through step 430 t eep-a

conperaPn WA willhe teyavnatedyt si de the fifteen ninute

time-out period, and thus connection 100 will be

loeza)i nat eghis Jirhd)0ARh dbthsa hbmeacmeﬁeﬂmti@ox@ W0 Qe determined that

reaches step 440 it will be determned t
CHRsEEER nl%hai bernrsmnipateds andsthng Mathed 400wl qdﬁwemfsqnh@iep 440 to step

4400 athith FENANE RSt-FrloM 2b&BriAL whlP bS tc@@ed 41§Qhe ﬂEseMxQBple the

: £0|nt the | ast-known good criteria wl | oaded

HeknpVe get crisriniprieyastn@blished prekinuin a@%@d‘*-‘érwlér it e interval

bt iatteeNVASnuRR! Al thahe teP BV P ékaﬁblesélf%ﬁt ﬁlll%idl thpﬁ?me period of
the time interval -of fifteen mnutes, and thus
§?§ﬁ“ﬂ®5“4ﬁ¢%qﬁ§mexanple client 34 will Ioad the

time period of 10 fifteen mnutes as-the criteria.

[00227] MetMuiiehd40®D theendasvanies sfté;o%(sftcelategﬁﬁotao whi@Ppoint the

420 at t the ection.is es i shed

sngetop i BrsEPupR CiretaySueble P P A0 ok 16 PP @L Brfmale, i will be
sxangl tﬁat cllént\m kdopbr8 a RERTBEWItH *lebGbriverd2. 3411s_reﬁﬂ§ﬁ8$s répresented
mqpnec MAth web-server 62. Thi

S B et GUPEUET RSPy e b e el egneraly

r(Epr'E&ecmhﬁd:tlbxy 1saopiﬁ£d Rckht nfel indhépsiel ag®Nahdhg ¥ vab-bkSwser on
t he usual _nmanner,

The co
Sl ey idl 1y Broii BB Busaiodah Wil Bt 34 5pediment o
tohhdtior Dopmgeink blass haSmthQ’alt Eflevidy SWOReSELL M G{pn?g%f hc-EE}ﬁ 34’s private
VeS avi n

bl i shnment nn on 100 thus invo
05 BVl SUs S PR AT reee, o T o TERTESenifs &1 Eigys Ay having
gdteveyRoassredent 1gatedViaive6) fhatoﬂ‘\ﬂ pisifel ImdhrBssm[laﬁ 34 isTh50%9.0.1/9”,

is rep, LdinF i at ewa

PRAPEC GO o Sk oP S6vE 1ubl HE pion cv bl S riaergsents the

ihﬁivﬁiuhle;fdé'tocﬁrﬂgaitﬁway% btlﬂath llﬂaéﬁ)ed 12 0liohh 84 Qiphivatd Op BddPesd of +19.0.0.2”.
{ own u 1 C SS

Fsr HR eriolcover RERRPFORRaAO4 B B8 pagitd dhiayel gateway 59 asing this

ﬂiﬁ]ﬂﬁ@ Once bortivétiodd] 08 rdpwifdde nétRoAd 8BS Ss @ént thereover in the usual
"10.0.0.2". Thus, traffic carried over .connection

3% 1| be passed through gateway 50 using this

[0028] Method 400 then advances to step 430, at which point the keep-alive signals

are sent according to the criteria that has been established at step 460. Since the criteria that

- was established at step 460 is a period of fifteen minutes, then at step 430 keep-alive signals

will be sent from client 34 to web-server 62 every fifteen minutes. Since these keep-alive

signals pass through gateway 50, then gateway 50 will only perceive that connection 104 is
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mappi ng. Once connection 104 is opened, network

traffic is sent thereover in the usual manner. 25

[ 0028] Met hod 400 then advances to step 430, at which

poi nt the keep-alive signals are sent according to

the criteria that has been established at step 460.

Since the criteria that was established at step 460

is a period of fifteen mnutes, then at step 430

keep-alive signals wll be sent fromclient 34 to
detfoskitacemib@e pergrdy. Sintd thesrfiftven utimse pdioddeactéeabie according to the

hﬁei%g n%n t\égtmeo? %91!) aﬁ%v\éar}\r/@u\?hl attelh\/\ﬁc}é/'%?lngwaq%cqngecnon 104,

m8n gaﬂéveayfﬁ@rwm inbt temnnm cnmhectmerm@dmi thisl coRsectibn $04f willtbe @ersistent.
m nute period is acceptable according to the fifteen
bt e ti r t 10
P o ¢ et RREVBCLTE A SRk fo s BUle agyyhich point «
dét¢rminagon tie mpdde adsetoc whetbart the ncobfS:tiam ohstahmed: @n rseapt 429nhas been
4 | I thgd 400, wi |
t;egéig%%ée ?1?gemﬁllg f‘?tleg'n rggtitx e th:{z/g?(?\]ZP ac%:]t cl ent }]4 sen S lfee:]aa aléve signals
thevebrsgivanél tsracqcetahladreremlon ® thh@tfthermmhe tmmoma:&hbm reonnection 104

?ﬁéﬁc? :b]; %Q%%a@etd a%'tl &R 1t4%319 blg tegl%%ed a{ s ﬁ)aiﬁxetd no'S cgznectlon 104 as

teen mnute I nterva I ent’
s@hden tRepated analenesln@m@D wvill edvanesito s@p \4@0 62 is
acceptable in relation to the fifteen mnute tineout
Rﬁ@(‘)]Od conggd L@(ﬂ al'tog'd us‘ﬁhl:rlt ﬂ‘o!m DG Ll %Qﬁ& Ge20d s 430 will
Wi ll be determned at st e t hat

éeﬁﬁveteeu diecalbthapén 2 prssend ewho @pm steRt eﬂ) laﬁemnéphtowctl@@wnber of
WtbL.J,tep@%ﬂ@@ﬁ@d %&e&il? Rt fﬂﬁ)oon o uxLQp?’,QJ stﬁ‘l %t &0As éégﬂmtﬁegl whether the

adjustnent, i any, to riteria uUsed at ste
gaTnECtion Besesver bred terRe@wil Strﬁatheu qenepcpmeeeemeneﬂrbmdﬁmdmeb server .
83 8B Bl thnifkALd bl%g a‘ﬂU&d 0 @r mﬁcenwm&rtlogfmow tg‘k]trgtpﬁed) then the
i ndi cat ed general | X Figure 4. At step
methpd adenessip ritsa eqnﬁ dhe taﬁeknocehmét qrmahasna@tteped@@edt thus no
hBhh AR EEadeSb ﬂﬁ-ecnteti‘i% RRROGSLiRLRID ﬁh&ﬁ?ﬁ l&ih\bﬁ mat t%é £i%8&h minute
web- server . has been term nated once alread
fime gntergglyg an é‘tfﬁ?fé‘tl? Frgria Oigs walsrie s minained pnd athbis pptnéthe method

HeuriBbRRg 436¥aRERT 2t 0 step 452 and the |ast known good

criteria .is nalntalned and thus no adjustnment is

ﬂﬁ%e to the criterija. specifically, since it is
bh t hatBackat $5pr430et Wﬁ“ﬁ’t}t%‘“ ths krepalitectignals aresthymsent according

achepfirih Qreﬁé'rbécﬁz[tls@p 450 Ssifidel thebhiRria alanawésedbnﬁféd ahstep 452 is a
at thls oint the method returns to step

PYfdref fflech gomugs, HEE R EP &% heenagive een%wehbwnhfmvhelem 34 to

© kRBRerMdricr v ey gtRbSmfiRs.t Hidse ﬁlegetkee;mwe%gms paf thrBughteway 50,

criteria preserved at step 452. Since the criteria

then 2atgay 81wl qnbnheedceiye @gtecﬁpng@@opslog\ 1s 1dle for fifteen minute periods,

within the accepted fifteen minute timeout period that gateway 50 will await before
terminating connection 100. Thus gateway 50 will not terminate connection 104 and thus
connection 104 will be persistent. Method 400 will thus continue cycle as long as needed to

maintain a connection between client 34 and web-server 62 during idle period.

[0032] It should now be apparent that a change in routing of connection 104 (or other

change in the physical link between client 34 and web-server 62) could cause the timeout
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period of fifteen mnutes, then at step 430 keep-alive
signals wll be sent fromclient 34 to web-server 62
every fifteen mnutes. Since these keep-alive signals
pass through gateway 50, then gateway 50 wil |

only. perceive that connection 104 is idle for fifteen
m nute periods, wthin the accepted fifteen m nute

ti meout period that gateway 50 will await before 25
term nating connection 100. Thus gateway 50 will not

termnate Fé: Q_nlr}ge"‘e% g %g% lf{onpgﬁ Stfh% i n'tﬁeﬁ h]aQAbeWi bleviously

e perS| stent ue C e as
ds@ablishad tm@ie@ﬂteo cyates mnalgh raethash#¥c t Fomexamplee efnanother router in
{erngﬂ% rs dnt odgxc Vgsmtostger Yz%fﬁgt‘éahﬁ‘& c'oﬁ!rle@tx&le fd4o Qnd Lf?é?@ ﬁ'ﬂat router

Be appa ange 1 n routing
cn'qn;né]!etcbm’rect]dhé aftarnterominetes, thérametbod #00t rhe/ Phygrous alimels cyrite through
$ r@ d?heée%nt escAbage?c 1or\1l\ﬁgw%§1{ Xl‘ra'ent §2gndc\9éﬂ %gxggg% \‘rjna% Iﬂg torn down
dnldﬁ’&sfabli)sl‘libd bevetal timespentil @@Istetmtﬁo thfachttr@eln dpmeambbﬁ;kyo a ten minute

1&? 3 l ust ci%f)e%%pt%a& tl s§e 8%/(9 :caghsln%:ll{l{ié) #Bg Z{H:R%t/l'ﬂ%&ltlﬂ% to

ddateamlthe eﬂtemntcos}toher qmatshvmy tinkraperiods nntd Shecmqrte&t timgput period for

er@y%?%at“ﬁ;%%ﬁ? g ysic?]lqurﬁ(eo vly]e%é Q 4%6' glagd Gen Q&QJT'GQQ§ established, at

en ne at varil ous
Wwhick Doity chae shdilte@ughedﬁlt steﬁpd 4!61]) tended lae steppy#30.ndn this manner, it is

conne n. cli ng BELYe be .
TCB‘FWPE%%E&%\%S gé?tu% R 4§Qve|y a%? £ ?rel{ss{lﬂ%tzﬁqpeéﬁe 6 inorease
sdce@hr{g&@ thd @medut lbelranv&urSSofdbe eqépeeht bizat Horis the plrsical link between
gl %g g %erval is thus contenplated that step

B9t <o s E @ﬁb steps that will continue to
decrease the criteria to shorter. and shorter tine -
[8B3lods umtlid, ittihie bsmodargeed thityiamiher gabodigiertpef theipyention, normal
%%glogg‘rgd%ec?ilm? ﬂ%ggﬂ? cz{?)r}yesﬁag)?ied Il gksuﬁﬁ)tl}wﬁl%ﬂlﬁgh &Sion %ﬁ method 400.

server IS est I shé poi nt
Sticht a shelifiedstersionred atethodr409dcani b condizursd do gespendefp 215, spurious
!:onnntac %&ﬂ%r 5811 Exa&nﬁ)le ‘qultﬂ? %pl\&%g?ﬂné lataﬁ'ly&a'gslsc Ednt 64 bifflized in a

at various times decrease or
smablyas@:hﬁmm ¢fgnqthpdt4ﬂ)@ that ffasouts tiseshiatersisrfer dlivering keep-alive

%Haltalg gsg\?elgkmthag ?{e ! uﬁ% 806@@%& 51% uJ ﬂemlx%qﬁé"ﬁl@ﬁho&l dofiféction 104

-serve IS to be
beidgtesmoewdt hat , i n ot her enbodlnents of the

i nvention, normal 15 spurious connection tineouts can

_iﬁ)&ﬁ?ndl ed[t BYouf §1§H ﬁ@\m&rsf&g'tﬁdt @ MRS 8 WhichfthdBritB@dis adjusted at

a nodi f version of nmethod 400 can be
@@nﬂﬁ@ e 60 ABEY RN g e ts R eileriphat is used need

#351? culdr rlm'ﬁ?&ﬁnpbxeexﬁmﬁaﬁrtﬂe chaBfes\iE a4 ﬂﬁ}bt 450 and 460 need not
hyste esl s be utilized in a "suitably i fied

\berisiaolinesf fasbtmo@dmed fhkbe Pased Lﬂnsslmphermnmeéwa@gtefle?remems or
%@eﬂe%gﬂtg.ngok%p@é,'evlgganthmw convergence, based on splitting the various time

intervals in half, using Newton’s Method can be used. As an additional exlample, it can be

desired at steps 450 and step 460 to consider the remaining battery life of client 34, and thus

‘where the battery of client 34 has a long period of remaining life, the criteria adjustment made
at step 450 need not be as aggressive. However, where the battery of client 34 has a short

period of remaining life, the criteria adjustment made at step 450 may aggressively attempt to
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signals that client 34 has previously found effective

in reducing the |likelihood connection 104 20 being

term nated. [0034] It should al so be understood that

the rates by which the criteria is adjusted at step

450 and step 460 is not particularly limted. Further

the type of criteria that is used need not be

particularly Iimted. For exanple the changes in

criteria at step 450 and 460 need not be in a linear

ha¥s hﬁ@&htexﬁ‘ﬂ:aﬁﬁﬂﬂ iaRt tirhébub p&@sH ANfa8t &¥RpdBsible in order to preserve the
m nut e- y m nute increnents or 25 decrenents. For

Qﬂ%ﬁﬂﬁ%° dieptadar i t hii c convergence, based on splitting

the various time intervals in half, using Newon's

[desdjod cawlike dnbesheclis cdmbaddodsi cﬁ‘rtaé varicasiéatyred indCcﬂﬁponents of

desi red and s 460 to nS|

I R e P oo PRt 1 B SeApPasicto LhERG o G e art that
idgedaibkeas yf B diskliosddt feddreband dothfohgntp eﬁd/&dalﬁ:f‘natlve combinations of
remai ni n e, the criterja adjustne made e
ChSt R Bl B o) P s 54 ot o ST CPRUS nobnecessary,
hag t&@baﬂlnyoin@Jfrrbﬁfw ﬁﬁ’afr 518954 3 -450 QF d ondPinPéied @drifd time penods that client

mai ni n ife, the Iteria adjustnent made at st
3E6° RS du cemiseliet YO (retsiedigh 1D4DTnlre 2080 ApeiRed 109 can be
fRadiFkd ttheaisd| @ep%lmoiﬂ) ﬂaetrd pétfcmed @dsly AEingOthdidtiMe iperiods when
order. tq reserve t a tery life of client 34.
f@ﬁ%@?“ ‘ECﬂWPV“§H§@?§ conbi nations of the various
features and conponents of the invention have been
CbOSé}Jssed Feh&inore, iit iswialsb tb)eaeamolansend thay ﬂnh(mifgimbf the keep-alive
S}éclkle Is nl:ergi ! P arttrlctteg ?o c 1ent 94{3 %Iorr ee){jam% ﬁere ba e sEatlon 46 i is aware of the

LT B8RP ures  an nponen OF "l ternat|

aeadxb maﬁnmmSomfectidmeH)@ dsemtsutees tlmndt cxnrtpateerddswmvn umse station 46
Utelcf:oerm s?e 33/4% 4?& on [)f%alf of C?Fri}%)égn thet ea utp %Qurscfse %ns client 34 and
ﬁaﬂ4m6Byamemnﬂkycmnumkeﬁadﬂa%d@mtﬂqe4§@M6@d®ﬂdhbmbecomhwwdby

ent - 34 i ?Mﬁr t connection 100 (or connection
Tﬁhfﬂva é?m%n C§8“§3thod 400 can be nodified to
cause steps 430-460 to be performed only during those
t[(DOrifé] per i ddgnetharyariaipncdireciovintion, 10§ comsemplaied diat steps 430-460 can

):rfdmsheh l/% enk 99 Slﬁ'lor E&’ ﬁfe@% bfment'Jf a'c%m?écﬁ& L4 ﬁx% eby determine

that

erstoo the origin o t he keep-aliveé pacL ¥ ]
nl@e@pmmnahecmw fqrcsree‘éinz eep-dlvatsigals Wighn dhatipieeyt period prior to
‘@E&%lﬁhﬂ@lﬁeofshﬁt 'c&{}leétﬁ) ' SnA & O];edtra:e lrkaﬁﬁgdt& termination of the
mai ntain connection 100 as per §i st ent can be
dewiecteqh. tFurtheryench dustimeent pmpdzrsest@élslfedrmsmoepmphm b the period

e Bl fel G0l O UL N B0 TSRt o
@bngen?knggﬂﬂhdﬁoéﬁ@psnm60%460 could al so be
conduct e

[0038] While system 30 is directed to a specific type of network, it should be

understood that other types of clients, servers, and networks can be used. For example, the
invention can be applied to peer-to-peer connections and need not be limited to client/server
type relationships. Furthermore the type of physical connections that carry the connection are
not limited, and can be based on Ethernet, Intranets, 802.11, bluetooth etc. Additionally,

while the embodiments herein are discussed in relation to connections over which at least a
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web-server 62 on behalf of client 34. [0037] In

anot her variation of the invention, it is contenpl ated

that steps 430-460 can be perforned by client 34

prior to the establishnment of a connection, and

thereby determ ne the appropriate criteria for

sendi ng keep-alive signals within the tinmeout period

prior to 20 establishment of the connection and

t hereby reduce |ikelihood of term nation of the

pglq%g e& ti%gcéwﬁﬂ{ tc&%(ramgcp Cf 4 ?181!118 ’Eé ﬂﬁ&'l‘stt%o(?ie fla0 @ne' thvention is also
bl'I's I's contenplated that the period can

abpthablpmmadedtlonﬂhttelre it bmdthmrﬁtrhle@ﬁ to node 38,

t hereby obviating the need for those clients to

[g@'@j or m stePSLARARERibED emRliteSts: of AR38hveliod %reSYlﬁérﬂBd to be
s directed to a specific type of network,

ex dropibgiarigealtepsionnandr sediBeptippramat P effectsslfbyretss b>t1hP§’rﬂfssk1“ in the

artC WithGut ’demr$1§$Mé(§oﬁ@Qf € iHSB%hn WRER ?sxcﬁm?édesole‘i}h% the claims

I hvention cam be applied to peer-to-peer connections

appehdedkaetpot be limted to client/server type

rel ati onshi ps. Furthernore the type of physica

connections that carry the connection are not

limted, and can be based on Ethernet, Intranets,

802. 11, bluetooth etc. Additionally, while the

enbodi nents herein are discussed in relation to

connections over which at least a -11 portion are

bandw dt h constrained, it shoul d be understood that

the invention is also applicable to connections that

are not bandwi dth constrai ned. [0039] The

above-descri bed enbodi nents.. of the invention are

intended to be exanples and alterations and

nodi fications may be effected thereto, by those of

skill in the 5 art, without departing fromthe scope

of the invention which is defined solely by the clains

~appended hereto. -12- | LLOYD WSE CLAIMS 1. An

el ectronic device having a network interface for

communi cating with a second device via a network

connection carried by a physical link that includes 5

equi pnent for term nating said network connectlon i f

sai d network connection renalns
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idrg according to a predefined tinme-out criterion of
sai d equi pnent, said device being arranged to s
keep-alive signals on said connection; c%aracterﬁggéDVWSE
in that said electronic device has neans for sending

sai d keep- alive signals according to a plurality of
QliAM$ent tinme intervals to determne said 10

predefined tinme-out criterion of said equi prment. 2.

The device of claim1, wherein the means for sending
1keepagl EMBrSlignRicel Bavid haf@Rerk thtetgicer for n@nwhemicating with a
of said tine intervals results in said equipnent )
secondi dryvidenyias ai BetwoHn SERICSHOR HaFissl biiet dipigalnnk ghgt includes

r.edet ex m ned ti ne- ' (o) o PN B ' ; ;
B BPSREIT ATl Rl s by Hrp @t ? s80 yRRUK conpoction gemaios
idewterdingso neprdefiad treoeastiitagomnf séid Bquipaienpagel dovice being
t hereby establish a connection with the second device
a_ﬁﬁ'ége\ﬂﬁéﬁ@iqwkeepﬁ’éwﬁé&‘f%lsf’{}rsa’géﬁaﬁ’??&oﬂéep- alive signals

IS arcpﬁggtglqzécpinsﬁﬁg sHA- QletnfNadGee RS theaddfordRMiiag afd keep-
any of clains 1 to 3, wherein said criterion is a

afive defnialsedccbrding tpea ipbwtality. of T fedenti e ohtecyads e 4letermine said
mherei$.said devi.ce gasdneans to determ ne said 25
PErdsied HRg-auf FRCHEP Ph Y SV A ans conpri sing: neans

for establishing said connection with an initia

default tine period; neans for sending a keep-alive .
2si gndlhet devies df skéont Whereineths iweangulor ignding dkeepjake signals 1s

eriod; ns.for .increaskng Sai ' ' ' s
Pl TER R sl QRIS Y B B TER S I 55 hutpmen
tehnpREE JaEBonRpeed ttgetyadderamidi Baidsireguteratidedrmrsout criterion
for maintaining a |last-known good tine period if said
afistid egBiPN@t.does cause said connection to be dropped
and then reestablishing said connection and returning
to said sending step; wherein 13 LLOYD WSE said
3evi CEhe devader afiglath tloos2ndhkeapsad idveics ihgnaleans dorsigiquesting an
second devi ce, aqg to . : : : :
HTTP web-page to ‘thereby establish a connection with the second device and wherein

the means for sending keep-alive signals is arranged to send no-op signals.

4. The device of any of claims 1 to 3, wherein said criterion is a predefined time
period.
5. The device of claim 4, wherein said device has means to determine said

predefined time period, said means comprising:

means for establishing said connection with an initial default time period,

means for sending a keep-alive signal to said second device once during said
time period;

means for increasing said time period if said time period does not cause said
connection to be dropped then repeating said sending step; and

means for maintaining a last-known good time period if said time period does
cause said connection to be dropped and then reestablishing said connection and

returning to said sending step; wherein
13
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vary said tinme period for sending said keep-alive

signals over said connection during said tine perjod

for each iteration until one such tinme period causeOYD WISE
said equipnent to termnate said connection. 5 6. The
device of any of clainms 1 to 5 wherein said device is

a cl i Wit dedes iearrangedito seddirgp-abive elanils te ssidiseemndydavice, and to
R0 B4 RO Gl B LB i R L gl Bomnecion during
saick timie rpesiai dodeachderat®nbattil @ny sogetiat gdriad daustd sdid quipment to
nmeans for, reduci ng battery consunption while '
HER R SAdFPNEEHPNor edef i ned tinme-out criterion, said

means being arranged to increase the keep-alive signa

time intervals nore quickly as said battery life is

@epl efeaidevdce Thanydel/¢leimsof tahywbéren siidrdevicd & & client device, said

erein.sald device is wi rel ess devi.ce. and 5 at
PRGOS £ Sshee a A M TR SR8 Tt g X toternet
connection fromsaid wireless device to the Internet.
9. The device of any of clains | to 8, wherein said
tevi cbhg devigs %wdoity Jaigst b 9.siherginrfatdadavicecis hatieyi apgrated and
. . - .

s )R AR ALBERS ocHBADlBh WD IS il S prsRif time-ou
¢reemom ssaidn eengubpimg rdrrang€d tA ime¢dzo dhokeelphléversighaigtime intervals
ﬁredetined ti. -out.g{jterio in an el ectroni c device

17 Heckly Avtand PRSTH{ifs s 4erletdr cormunicating with a
second device via a network connection carried by a

hysical 1ink that includes equipnment for term nating
gai d P demicgorikanyorfredaimisdntoi %, vdwiedn sad Wovike commeretesodevice and

' I.dl i defi . time-auyt . .
5RO pel B3R et RS an R it evice o
the Iitemdt. keep-al i ve signals on said connection, the

nmet hod bei ng characterized in that it conprises
sendi ng said keep-alive signals fromthe device to

he ' oldi t I Lt . different .
415 PR LGSR 00, B ot Bl AR o et
4 ingevakitconnedtoni via DNes@otk Addiepsdninslatién LINYD Wubdr, said NAT
11, The nmethod ,of claim 10, wherein it includes the

‘:91“?]5 CONPHENE Is?hdrpleﬁﬁor @Wleah%n fpgminating equipment.

10. A method of determining a predefined time-out criterion in an electronic device
having a network interface for communicating with a second device via a network
connection carried by a physical link that includes equipment for terminating said
network connection if said network connection remains idle according to a predefined
time-out criterion of said equipment said device being arranged to send keep-alive
signals on said connection,

the method being characterized in that it comprises sending said keep-alive
signals from the device to the equipment according to a plurality of different time

intervals to determine said predefined time-out criterion of said equipment.

14
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saird time intervals results in said equipnent

term nating said connection thereby determning Sﬁi@YDVWSE
predeterm ned tine-out criterion of said equipnent.

12. The method of claim 10 or 11, wherein it includes

requesting an HTTP web- page to thereby establish a
1tonndbe imethodi aflvlaimel Os shoredn éndledes srostemepiddatgymining pvhen one of
signal s. . as .the keep-al.i,ve si I 13, . .
sSiyinor BiS o v Bor it i fER Eryhdin IAEUIREER terehy

A aR@fdna pred@ernlide@ime it cdériod besaidtqdpmert. cl ai m
13, wherein it includes determ ning said predefined
time period by: establishing said connection with an

(hni il g ay! %cta’irﬁeléps{ i PAwhdreinSE Rl s defRERn&lah METTP web-

Signal 'to sal d second device once during said tine '

phgd foatereby agtatdahiangnsaitdntwithethpeedond defice andisending no-op signals

peri od dges .not cause said connection to be dropped

afH@H“F%ﬁ@%ﬁ?ﬁ@ﬂ§aid sendi ng step; and maintaining a

| ast - known good tine period if said tine period does

cause said connection to be dropped and then . .

1Bees tTbiniethochef anyiaf cladmndB te b velieaein stid critgsipntipa Pegdgfined time

20 sendi ng step; during which said device is sending
%-alive signals to said second device, and varying

said time period for sending said keep-alive signals

over said connection _during.said tiHe period for %afh .
14 er dtheomethad iof chi Klsorhersimt weludey %laﬁ%léglgs%?i“gpfe efined time
Iggg%ggpnt to termnate said connection. 25 15. The

nmethod of any of clains 10 to 14, wherein said device

i s a eslabhbsitingleaid cennecSan with @o dmdaldisdaudigime period;

web-seryer and at |east a portion of said Jink .. . s
el DBBLITE A Eeeh Al e HBEa (S teeoRhdies Hisd dsFnggidghme period:
cl ai MRedfidPsatP imtREBUNE $Ad dnid§eti6e dbss MAlch@deYsaid connection to
operated and has neans for reducing battery
teahispredtthaonreppating sdisksendingistey; sl d pr edef i ned
time-out cr.iteri t he nmathod | nc [ Ny [ :
. Kebpaing & lckogh sl (1Y phOS) H LEuhRGERRR 41 guuse soid
SahéktRatth deYdrbpfed dnd tHaPteRE@Blishing said connection and returning to said
sending step;

during which said device is sending keep-alive signals to said second device,
and varying said time period for sending said keep-alive signals over said connection

during said time period for each iteration until one such time period causes said

equipment to terminate said connection.

15.  The method of any of claims 10 to 14, wherein said device is a client device,
said second device is a web-server and at least a portion of said link includes the

Internet.

16.  The method of any of claims 10 to 15, wherein said device is battery operated
and has means for reducing battery consumption while determining said predefined
time-out criterion, the method including increasing the keep-alive signal time intervals

more quickly as said battery life is depleted.
15
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15'LLOYD WSE 17. The nethod of any of clains 10 to

16, wherein said device is a wreless device and at

| east a portion of said |ink includes a wireless LLOYDWSE

connection fromsaid wireless device to the Internet.

5 18. The nethod of any of clains 10 to 17, wherein

said device is arranged to establish a network

1?783?3?};6' rglgﬁhéh%%wr%tf aél}}ss @g%?? gwﬂ_érglrrllsslaa dev1ce( celsid ')Vlreless device

andnaneleist anpéréiom dfadaid gnle G Hades nd w1rk[és§.90nn'ﬁaﬁorﬁfﬂdﬁ0(§a1d wireless

@%Cordin to any of clainms 10 to 18, wherein said |ast
HWHOthqhﬁﬁﬁﬁﬁ-criteria is determined by iteratively

decreasing said tineout criteria until said

connection is no |longer being term nated. 20. A

kﬂorrpuflm megradabf enystorﬁrdg'msma(ﬁitm rh7¢ oviteadinisagl dedee ieansnged to

SRR Age Bt rBnes BB To R Vet SHE A BT PRp R (S dguter, said

NATrOuttPcomprsind s S BENOIE OoHHetBIN@rRinhlif S EquBhREAT ONi C
devi ce having a network interface for pa11|0|pat|ng

in a net wor k connection, said deV|ce bei ng arranged to

BV C'l(}?ehﬂqea{ddvgccog' V\g%{z an tofS Al ?BW‘SC wherglnsga(%cgq% known

aving a ne participatin
time@aiced tariat mn:fekermmaleb)t ltenatlvdgldécneiln@rskldctﬁﬁﬂﬁﬁtch&ma until said
havi n h sical .link that, 1ncludes an equi pnent for
%%Wﬂ?%@ﬂ?ﬁ@cygFH 5188 feenKasSnnection i f said network
connection remains idle according to a predefined
time-out criterion of said equipnent; characterized in
20nat A giothplutergtadabkcitompe medain centhmingreatesméars for the device of

n S eep- alive nal ccordin _

S atsins Tof o5t P ot T b metnog S atop fstaizs 10 to 19,
sald 25 predefined tine-out criterion of said
eqU|pnent 16
21. A system comprising a first electronic device having a network interface for
participating in a network connection, said device being arranged to send keep-alive
signals on said connection; a second device having a network interface for participating
in said network connection; said network connection having a physical link that
includes an equipment for terminating said network connection if said network
connection remains idle according to a predefined time-out criterion of said equipment;

characterized in that said first electronic device has means for sending said keep-

alive signals according to a plurality of different time intervals to determine said

predefined time-out criterion of said equipment.
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