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TECHNICAL FIELD
[ 0002] Embodiments of the present disclosure relate to the field of communication,

and in particular to a wireless communication method and devices.

BACKGROUND

[ 0003] In standard 802.11bc, a Station (STA) can rapidly discover (i.e. rapidly obtain)
an Enhanced Broadcast Service (eBCS) through an Access Network Query Protocol
(ANQP) request and an ANQP response, or through an eBCS request and an eBCS
response. However, at present, there is no authentication information of the eBCS in the
enhanced broadcast response ANQP-element structure in the ANQP response. Likewise,
at present, there is no authentication information of the eBCS in the eBCS response
element structure in the eBCS response. Therefore, the STA cannot obtain the
authentication information of the eBCS through the ANQP request and the ANQP
response, or through the eBCS request and the eBCS response, but has to receive eBCS
info frame before obtaining the authentication information of the eBCS.

[ 0004] However, transmission period of the eBCS info frame is large, and
transmission interval is Target Beacon Transmission Time (TBTTs). At this time, for
eBCS authenticated by Public Key Frame Authentication (PKFA), waiting for the
authentication information provided by the eBCS info frame would increase
authentication delay of PKFA MAC Protocol Data Unit (MPDU), which cannot satisfy

authentication requirement of PKFA for delay-sensitive data. For Hash Chain Frame



Authentication (HCFA) without instant authentication, waiting for the authentication
information provided by the eBCS info frame would increase the authentication delay of
HCFA MPDU, which cannot satisfy the goal of HCFA without instant authentication for
continuous content distribution (e.g., real-time streaming transmission or periodic file
transmission). For HCFA with the instant authentication, the STA would discard the
received HCFA MPDU due to the large delay in the process of waiting for the eBCS info
frame, which results in data waste. In a word, there are the problems of the large data
authentication delay in the eBCS acquisition process and data loss caused by the eBCS

authentication delay in the related art.

SUMMARY

[ 0005] Embodiments of the present disclosure provide a wireless communication
method and devices, thereby reducing the data authentication delay in the eBCS
acquisition process and solving the problem of data loss caused by the eBCS
authentication delay.

[ 0006] In a first aspect, a wireless communication method is provided. The method
includes the following operations. A Station (STA) sends a first request to an Access
Point (AP). The first request is configured to request an Enhanced Broadcast Service
(eBCS). The STA receives a first response. The first response includes authentication
information of the eBCS.

[ 0007] In a second aspect, a wireless communication method is provided. The method
includes the following operations. A sending end sends an Access Network Query
Protocol (ANQP) request to a receiving end. The ANQP request includes a requested
time to termination, and the requested time to termination is a time when the sending end
requests for terminating an eBCS.

[ 0008] In a third aspect, a wireless communication method is provided. The method
includes the following operations. An AP receives a first request. The first request is
configured to request an eBCS. The AP sends a first response to a STA. The first
response includes authentication information of the eBCS.

[ 0009] In a fourth aspect, a wireless communication method is provided. The method
includes the following operations. A receiving end receives an ANQP request from a
sending end. The ANQP request includes a requested time to termination, and the
requested time to termination is a time when the sending end requests for terminating an

eBCS.



[ 0010] In a fifth aspect, a wireless communication method is provided. The method
includes the following operations. A STA sends a request frame carrying an eBCS request
element to an AP. The STA receives a response frame carrying an eBCS response
element. The eBCS request element is a unified request element for an eBCS that needs
registration and does not need association and an eBCS that needs association, and the
eBCS response element is a unified response element for the eBCS that needs registration
and does not need association and the eBCS that needs association.

[ 0011] In a sixth aspect, a wireless communication method is provided. The method
includes the following operations. An AP receives a request frame carrying an eBCS
request element sent by a STA. The AP sends a response frame carrying an eBCS
response element to the STA. The eBCS request element is a unified request element for
an eBCS that needs registration and does not need association and an eBCS that needs
association, and the eBCS response element is a unified response element for the eBCS
that needs registration and does not need association and the eBCS that needs
association.

[ 0012] In a seventh aspect, a STA is provided. The STA is configured to perform the
method in the above first aspect or various implementations thereof.

[ 0013] In particular, the STA includes function modules for performing the method in
the above first aspect or various implementations thereof.

[ 0014] In an eighth aspect, a sending end is provided. The sending end is configured
to perform the method in the above second aspect or various implementations thereof.

[ 0015] In particular, the sending end includes function modules for performing the
method in the above second aspect or various implementations thereof.

[ 0016] In a ninth aspect, an AP is provided. The AP is configured to perform the
method in the above third aspect or various implementations thereof.

[ 0017] In particular, the AP includes function modules for performing the method in
the above third aspect or various implementations thereof.

[ 0018] In a tenth aspect, a receiving end is provided. The receiving end is configured
to performing the method in the above fourth aspect or various implementations thereof.

[ 0019] In particular, the receiving end includes function modules for performing the
method in the above fourth aspect or various implementations thereof.

[ 0020] In an eleventh aspect, a STA is provided. The STA is configured to perform the
method in the above fifth aspect or various implementations thereof.

[ 0021] In particular, the STA includes function modules for performing the method in
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the above fifth aspect or various implementations thereof.

[ 0022] In a twelfth aspect, an AP is provided. The AP is configured to perform the
method in the above sixth aspect or various implementations thereof.

[ 0023] In particular, the AP includes function modules for performing the method in
the above sixth aspect or various implementations thereof.

[ 0024] In a thirteenth aspect, a communication device is provided. The
communication device includes a processor and a memory. The memory is configured to
store a computer program, and the processor is configured to invoke and run the
computer program stored in the memory to perform the method in any of the above first
to sixth aspects or various implementations thereof.

[ 0025] In a fourteenth aspect, an apparatus is provided. The apparatus is configured to
implement the method in any of the above first to sixth aspects or various
implementations thereof.

[ 0026] In particular, the apparatus includes a processor. The processor is configured to
invoke and run a computer program from a memory to cause a device on which the
apparatus is mounted to perform the method in any of the above first to sixth aspects or
various implementations thereof.

[ 0027] In a fifteenth aspect, a computer-readable storage medium is provided. The
computer-readable storage medium is configured to store a computer program that causes
a computer to perform the method in any of the above first to sixth aspects or
implementations thereof.

[ 0028] In a sixteenth aspect, there is provided a computer program product comprising
computer program instructions that cause a computer to perform the method in any of the
first to sixth aspects or various implementations thereof.

[ 0029] In a seventeenth aspect, a computer program is provided. When the computer
program is run on a computer, a computer performs the method in any of the above first
to sixth aspects or various implementations thereof.

[ 0030] To sum up, in the present disclosure, the enhanced broadcast response ANQP-
element structure is modified, or the enhanced broadcast request ANQP-element structure
and the enhanced broadcast response ANQP-element structure are modified, or the eBCS
response element structure is modified, or the eBCS request element structure and the
eBCS response element structure are modified, thereby reducing the data authentication
delay in the eBCS acquisition process and mitigating the problem of data loss caused by

the eBCS authentication delay. In the present disclosure, the enhanced broadcast request
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ANQP-element structure is modified so as to support the termination notice process for
an eBCS that only needs registration. In the present disclosure, a unified eBCS request
element and a unified eBCS response element are provided to perform the request and
acquisition of the eBCS. The unified eBCS request element is valid for both the
associated eBCS and the non-associated eBCS, and the unified eBCS response element is

also valid for both the associated eBCS and the non-associated eBCS.

BRIEF DESCRIPTION OF THE DRAWINGS

[ 0031] FIG. 1 is a diagram of an eBCS downlink (DL) process.

[ 0032] FIG. 2 is a diagram of an enhanced broadcast response ANQP-element
structure in an ANQP response.

[ 0033] FIG. 3 is a diagram of an eBCS response element structure in an eBCS
response.

[ 0034] FIG. 4 is a diagram of an eBCS info frame structure.

[ 0035] FIG. 5 is a timing diagram of a rapid discovery of an eBCS adopting a PKFA
authentication method.

[ 0036] FIG. 6 is a timing diagram of a rapid discovery of a service adopting a HCFA
authentication method.

[ 0037] FIG. 7 is a flow chart of negotiation of a termination notice process.

[ 0038] FIG. 8 is a diagram of a structure of an eBCS termination notice frame.

[ 0039] FIG. 9 is a diagram of an eBCS request element structure.

[ 0040] FIG. 10 is a diagram of an eBCS response element structure.

[ 0041] FIG. 11 is a diagram of an enhanced broadcast request ANQP-element
structure.

[ 0042] FIG. 12 is a diagram of an enhanced broadcast services ANQP-element
structure.

[ 0043] FIG. 13 is a timing diagram of negotiation of a termination notice process of

an eBCS that needs registration and associated.

[ 0044] FIG. 14 is an interaction flow chart of a wireless communication method
provided by an embodiment of the present disclosure.

[ 0045] FIG. 15 is a diagram of an enhanced broadcast request ANQP-element
structure provided by an embodiment of the present disclosure.

[ 0046] FIG. 16 is a diagram of another enhanced broadcast request ANQP-element

structure provided by an embodiment of the present disclosure.
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[ 0047] FIG. 17 is a diagram of yet another enhanced broadcast request ANQP-element
structure provided by an embodiment of the present disclosure.

[ 0048] FIG. 18 is a diagram of an enhanced broadcast response ANQP-element
structure provided by an embodiment of the present disclosure.

[ 0049] FIG. 19 is a diagram of another enhanced broadcast response ANQP-element
structure provided by an embodiment of the present disclosure.

[ 0050] FIG. 20 is a diagram of an eBCS request element structure provided by an
embodiment of the present disclosure.

[ 0051] FIG. 21 is a diagram of an eBCS response element structure provided by an
embodiment of the present disclosure.

[ 0052] FIG. 22 is a diagram of another eBCS response element structure provided by
an embodiment of the present disclosure.

[ 0053] FIG. 23 is a timing diagram of a rapid acquisition of an eBCS in a PKFA
method provided by an embodiment of the present disclosure.

[ 0054] FIG. 24 is a timing diagram of a rapid acquisition of an eBCS in the HCFA
method provided by an embodiment of the present disclosure.

[ 0055] FIG. 25 is an interaction flow chart of another wireless communication method
provided by an embodiment of the present disclosure.

[ 0056] FIG. 26 is a diagram of an enhanced broadcast request ANQP-element
structure provided by an embodiment of the present disclosure.

[ 0057] FIG. 27 is a diagram of another enhanced broadcast request ANQP-element
structure provided by an embodiment of the present disclosure.

[ 0058] FIG. 28 is a diagram of yet another enhanced broadcast request ANQP-element
structure provided by an embodiment of the present disclosure.

[ 0059] FIG. 29 is a timing diagram of negotiation of a termination notice process of
an eBCS that only needs registration provided by an embodiment of the present
disclosure.

[ 0060] FIG. 30 illustrates a block diagram of a STA 3000 according to an embodiment
of the present disclosure.

[ 0061] FIG. 31 illustrates a block diagram of a sending end 3100 according to an
embodiment of the present disclosure.

[ 0062] FIG. 32 illustrates a block diagram of an AP 3200 according to an embodiment
of the present disclosure.

[ 0063] FIG. 33 illustrates a block diagram of a receiving end 3300 according to an
6



embodiment of the present disclosure.

[ 0064] FIG. 34 is a diagram of a structure of a communication device 3400 provided
by an embodiment of the present disclosure.

[ 0065] FIG. 35 is a diagram of a structure of a device according to an embodiment of
the present disclosure.

[ 0066] FIG. 36 is an interaction flow chart of another wireless communication method

provided by an embodiment of the present disclosure.

[ 0067] FIG. 37 is a diagram of a unified eBCS request element.
[ 0068] FIG. 38 is a diagram of a unified eBCS response element.
[ 0069] FIG. 39 illustrates a block diagram of a STA 3900 according to an embodiment

of the present disclosure.
[ 0070] FIG. 40 illustrates a block diagram of an AP 4000 according to an embodiment

of the present disclosure.

DETAILED DESCRIPTION

[ 0071] Technical solutions of the embodiments of the present disclosure would be
described below in conjunction with the drawings in the embodiments of the present
disclosure. It would be obvious that the described embodiments are part of the
embodiments of the present disclosure, but not all of them. With respect to the
embodiments in the present disclosure, all other embodiments obtained by those of
ordinary skill in the art without creative efforts fall within the scope of protection of the
present disclosure.

[ 0072] Before introducing the technical solutions of the present disclosure, the
relevant knowledge of the present disclosure would be described below.

[ 0073] IEEE 802.11bc provides an Enhanced Broadcast Service DownLink (eBCS
DL), so as to enable an Access Point (AP) to broadcast data to a Station (STA).

[ 0074] It should be understood that the AP in the present disclosure may also be
referred to as an eBCS AP, and the STA may also be referred to as an eBCS non-AP STA,
which are not limited in the present disclosure.

[ 0075] In an eBCS DL process, the AP periodically broadcasts the eBCS info frame to
realize the discovery of the eBCS DL service and provide authentication information of
the eBCS (that is, the eBCS data). The present solution mainly improves a rapid
acquisition service of the eBCS in the eBCS DL process, and perfects a negotiation

process of a termination notice process.
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[ 0076] FIG. 1 provides a diagram of the eBCS DL process. As illustrated in FIG. 1,
the specific processes are illustrated as follows.

[ 0077] (1) In a scanning phase, the AP sends a beacon frame or a probe response
frame. The beacon frame or the probe response frame carries a field about a next eBCS
info frame to inform the STA of a broadcast time of the next eBCS info frame.

[ 0078] (2) After receiving the eBCS info frame at a specified time, the STA obtains a
sending time and authentication information of an eBCS data frame. Therefore, the STA
receives the eBCS data frame broadcast by the AP at a specified time so as to obtain the
eBCS.

[ 0079] It should be understood that the eBCS data frame in the present disclosure may
also be referred to as the eBCS or the eBCS data, which would not be limited in the
present disclosure.

[ 0080] (3) In addition to the above-mentioned passive acquisition of the eBCS by the
STA, the eBCS DL process also supports that the STA sends an ANQP request or an
eBCS request to actively request one or more eBCSs, so as to achieve a rapid discovery
of the eBCS. For an eBCS that needs registration but does not need association, the STA
achieves the rapid discovery of the eBCS through an ANQP request frame and an ANQP
response frame, so as to obtain the sending time of the eBCS. For the eBCS that needs
association, the STA achieves the rapid discovery of the eBCS through the eBCS request
frame and the eBCS response frame, so as to obtain the sending time of the eBCS data.
FIG. 2 is a diagram of an enhanced broadcast response ANQP-element structure in an
ANQP response, and FIG. 3 is a diagram of an eBCS response element structure in an
eBCS response. As illustrated in FIG. 2 and FIG.3, neither the enhanced broadcast
response ANQP-element structure nor the eBCS response element structure contains
authentication information of the eBCS data.

[ 0081] (4) Therefore, after obtaining the eBCS data frame, the STA has to receive
eBCS info frame before obtaining the authentication information of the eBCS data frame.

[ 0082] Furthermore, after the STA receives the eBCS data frame, for different eBCS
data authentication methods, different data authentication processes are adopted, which
are specifically divided into the following three methods.

[ 0083] a) In case of PKFA authentication, the STA needs to receive the eBCS info
frame. Then, the certificate of the AP is buffered from the eBCS info frame to
authenticate the eBCS data. In this case, the eBCS data may also be referred to as a

PKFA MPDU. The PKFA is mainly configured for transmission of occasional small data
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or time-sensitive data.

[ 0084] b) In case of HCFA without the instant authentication, the STA needs to receive
the eBCS info frame. An eBCS info interval, a HCFA base key, HCFA key change
interval information, and information such as HCFA base key disclosed in subsequent
eBCS data are extracted from the eBCS info frame to authenticate the eBCS data. In this
case, the eBCS data may also be referred to as a HCFA MPDU.

[ 0085] ¢) In case of HCFA with the instant authentication, the STA needs to receive
the eBCS info frame. A number of instant authenticators, an instant authenticator Hash
distance and instant authenticator information are extracted from the eBCS info frame to
authenticate the eBCS data. In this case, the eBCS data may also be referred to as a
HCFA MPDU. It should be noted that for the eBCS data authenticated by the HCFA,
before receiving the eBCS info frame, STA would discard the received eBCS data due to
not receiving the authentication information for the eBCS data.

[ 0086] FIG. 4 is a diagram of an eBCS info frame structure. As illustrated in FIG. 4,
the eBCS info frame contains important information about the eBCS, which mainly
includes time dimension information and authentication dimension information. The time
dimension information includes the eBCS info interval and a next time for the
transmission of the data frame (next schedule) corresponding to the eBCS identified by
each content Identity (ID). The authentication dimension information includes the
authentication certificate, the HCFA base key, the HCFA key change interval information
and the like.

[ 0087] Under the existing standard 802.11bc, the rapid discovery process of the eBCS
for different authentication methods is as follows.

[ 0088] The rapid discovery process of the eBCS adopting the PKFA authentication
method.

[ 0089] FIG. 5 is a timing diagram of a rapid discovery of an eBCS adopting the PKFA

authentication method. As illustrated in FIG. 5, the STA joins existing communication
network at the time point illustrated in FIG. 5. Transmission period of the eBCS info
frame is large, and the transmission interval is TBTTs. Assuming that the STA at this time
misses the first eBCS info frame in the figure, the STA cannot obtain the information
about the PKFA authentication in the eBCS info frame. For the eBCS that needs
registration but does not need association, the STA achieves the rapid discovery of the
eBCS through the ANQP request/ ANQP response frame, so as to obtain the sending time

of the PKFA MPDU. For the eBCS that needs association, the STA achieves the rapid
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discovery of the eBCS through the eBCS request frame and the eBCS response frame
after completing the association, so as to obtain the sending time of the PKFA MPDU.
The specific processes are as follows.

[ 0090] (1) The STA receives a beacon frame or a probe response frame, and notifies
the STA of the broadcast time of the next eBCS info frame through a next eBCS info
frame field in the frame.

[ 0091] (2) The STA achieves the rapid discovery of the eBCS through the ANQP
request frame and the ANQP response frame, or through the eBCS request frame and the
eBCS response frame, so as to obtain the sending time of the PKFA MPDU. However,
there is no authentication information of the PKFA MPDU in the ANQP response or the
eBCS response. Therefore, even though the STA can receive the PKFA MPDU, it cannot
perform authentication for the PKFA MPDU. Assuming that the certificate of the second
eBCS info frame is within a limited period, the STA buffers the PKFA MPDU and waits
for arrival of the second eBCS info frame.

[ 0092] (3) When the STA receives the second eBCS info frame, the STA obtains the
sending time and the authentication information of the PKFA MPDU, buffers the
authentication information, and performs authentication on the PKFA MPDU by using
the buffered authentication information. After the authentication is successful, the eBCS
is obtained.

[ 0093] FIG. 6 is a timing diagram of a rapid discovery of a service adopting the HCFA
authentication method. When the STA joins the existing communication network at the
time point illustrated in FIG. 6, the transmission period of eBCS info frame is large, and
the transmission interval is the TBTTs. Assuming that the STA at this time misses the
first eBCS info frame, the STA cannot obtain the information about the HCFA
authentication in the eBCS info frame. For the eBCS that needs registration but does not
need association, the STA achieves the rapid discovery of the eBCS through the ANQP
request frame and the ANQP response frame, so as to obtain the sending time of the
HCFA MPDU. For the eBCS that needs association, the STA achieves the rapid
discovery of the eBCS through the eBCS request frame and the eBCS response frame
after completing the association, so as to obtain the sending time of the HCFA MPDU.
The specific processes are as follows.

[ 0094] (1) The STA receives a beacon frame or a probe response frame, and notifies
the STA of the broadcast time of the next eBCS info frame through a next eBCS info

frame field in the frame.
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[ 0095] (2) The STA achieves the rapid discovery of the eBCS through the ANQP
request and the ANQP response, or through the eBCS request and the eBCS response, so
as to obtain the sending time of the HCFA MPDU. However, there is no HCFA
authentication information in the ANQP response or the eBCS response. Therefore, even
though the STA can receive the HCFA MPDU, it cannot perform authentication for the
HCFA MPDU. Therefore, before receiving the eBCS info frame, the STA discards the
HCFA MPDU and waits for arrival of the second eBCS info frame.

[ 0096] (3) When the STA receives the second eBCS info frame, the STA obtains the
time information and the authentication information of the HCFA MPDU. According to a
next time for transmission of the data frame (next schedule) indicated in the eBCS info
frame, the STA waits for arrival of HCFA MPDU at the corresponding time point.

[ 0097] (4) When the STA receives the HCFA MPDU, since the key for authenticating
the HCFA MPDU is not disclosed, the STA buffers the HCFA MPDU and waits for the
disclosure of the key corresponding to the HCFA MPDU. HCFA algorithm is an
algorithm with the key being delayed in disclosure. The delay of an assumed time for the
disclosure of the key relative to the HCFA MPDU reception time is illustrated in FIG 6.
After the public key is obtained at the assumed time point, the STA authenticates the
previously buffered HCFA MPDU according to a time scale. The latest time point for
disclosing the key with delay is when the third eBCS info frame is received, because key
information is contained in the field of this eBCS info frame at this time. After the
authentication 1s successful, the eBCS is obtained.

[ 0098] Technical solution for negotiation of termination notice process.

[ 0099] Referring to the termination notice process described in the 802.11bc, when the
sending end is about to terminate a certain eBCS, the specific negotiation process is
illustrated in FIG. 7.

[ 00100] It should be understood that the sending end is a device for broadcasting data.
The sending end may be an STA, and correspondingly, the receiving end may be an AP.
Alternatively, the sending end may be an AP, and correspondingly, the receiving end may
be an STA, which would not be limited in the present disclosure.

[ 00101] FIG. 7 is a flow chart of the negotiation of the termination notice process, and
the specific operations are illustrated in FIG. 7.

[ 00102] (1) When a certain eBCS is about to be terminated within a time interval less
than or equal to an eBCS termination notice time stipulated in the protocol, the sending

end would send an eBCS termination notice frame to inform the receiving end of the
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expected time to termination of the eBCS. In addition, the eBCS termination notice frame
not only indicates the time to termination of the eBCS that corresponds to the specific
content ID of the eBCS, but also indicates extension information for extension of the
eBCS, which may include a service destination address and a service extension request
method. FIG. 8 is a diagram of a structure of the eBCS termination notice frame

[ 00103] (2) If the expected time to termination of the eBCS indicated in the eBCS
termination notice frame is acceptable to the receiving end, the eBCS would be
terminated strictly according to the expected time to termination. The acceptable time to
termination for the receiving end is not stipulated in the standard 802.11bc. If the
expected time to termination of the eBCS indicated in the eBCS termination notice frame
is earlier than an actual expected time to termination of the receiving end, the receiving
end would request the extension of the eBCS according to the eBCS extension
information indicated in the received eBCS termination notice frame. The eBCS
extension request method may adopt the eBCS request or the ANQP request.

[ 00104] (3) For the eBCS that needs registration and association, the receiving end
sends the eBCS request carrying a requested time to termination, so that after a
successful request for eBCS extension, a time to termination would be carried in the
eBCS response, so that the sending end can reply to the receiving end with a new time to
termination of the eBCS, as illustrated in FIG. 9 and FIG. 10.

[ 00105] (4) For an eBCS that only needs registration and does not need association, the
receiving end sends an ANQP request containing an enhanced broadcast request ANQP-
element structure. After a successful request for eBCS extension, the time to termination
would be carried in an enhanced broadcast services ANQP-element structure contained in
the ANQP response, so that the sending end can reply to the receiving end with a new
time to termination of the eBCS, as illustrated in FIG. 11 and FIG. 12. However, in FIG.
11, there is no field related to the time to termination in the enhanced broadcast request
ANQP-element structure. Therefore, the request and negotiation of the new time to
termination of the eBCS cannot be performed, and the extension of the eBCS cannot be
achieved.

[ 00106] For the negotiation of the termination notice process of the eBCS that needs
registration and association, specific timing diagram of the negotiation 1is illustrated in
FIG. 13.

[ 00107] In an operation S1301, the sending end determines to terminate the eBCS.

[ 00108] Optionally, the termination of the eBCS includes a case that a Media Access
12



Control (MAC) broadcast is terminated and an application layer still generates a data

source.
[ 00109] In an operation S1302, the sending end generates a termination notice frame.
[ 00110] In an operation S1303, the ending end sends the termination notice frame to

the receiving end.

[ 00111] In an operation S1304, the receiving end obtains the time to termination of
eBCS, the service destination address and the service extension request method
corresponding to the content ID from the termination notice frame.

[ 00112] In an operation S1305, if the receiving end determines that the expected time
to termination of the eBCS indicated in the eBCS termination notice frame is acceptable
to the receiving end, the eBCS would be terminated strictly according to the expected
time to termination.

[ 00113] In an operation S1306, if the expected time to termination of the eBCS
indicated in the eBCS termination notice frame is earlier than the actual expected time to
termination of the receiving end, the receiving end generates the eBCS request frame.

[ 00114] In an operation S1307, the receiving end sends the eBCS request frame to the
sending end.

[ 00115] The eBCS request frame includes a content ID corresponding to the eBCS and
a requested time to termination. Optionally, the eBCS request frame includes an eBCS
request information set, and the eBCS request information set includes the requested time
to termination.

[ 00116] In an operation S1308, after receiving the eBCS request frame, the sending end
obtains the requested time to termination by parsing the eBCS request frame, so as to
obtain the latest requested time to termination of the eBCS.

[ 00117] In an operation S1309, the sending end generates an eBCS response frame.

[ 00118] In operation S1310, the sending end sends the eBCS response frame to the
receiving end.

[ 00119] The EBCS response frame includes a content ID corresponding to the eBCS, a
time to termination, a service process (SP) duration and an SP interval. Optionally, the
eBCS response frame includes an eBCS response information set, and the eBCS response
information set includes the time to termination.

[ 00120] In an operation S1311, after receiving the eBCS response frame, the receiving
end obtains the time to termination by parsing the eBCS response frame, so as to obtain

the negotiated time to termination of the eBCS.
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[ 00121] The present disclosure mainly solves the following two technical problems.

[ 00122] 1. As mentioned above, in the standard 802.11bc, the STA rapidly discovers the
eBCS through the ANQP request and the ANQP response, or through the eBCS request
and the eBCS response. However, at present, there is no the authentication information of
the eBCS in the enhanced broadcast response ANQP-element structure of the ANQP
response. Likewise, there is no the authentication information of the eBCS in the eBCS
response element structure of the eBCS response. Therefore, the STA cannot obtain the
authentication information of the eBCS through the ANQP request/ANQP response, or
through the eBCS request and the eBCS response, but has to receive the eBCS info frame
before acquiring the authentication information of the eBCS, which leads to the problems
of the large data authentication delay and the data loss caused by the eBCS authentication
delay in the eBCS acquisition process.

[ 00123] 2. For the eBCS that only needs registration, after the sending end sends the
eBCS termination notice frame to the receiving end, if the expected time to termination
of the eBCS indicated in the eBCS termination notice frame is earlier than the actual
expected time to termination of the receiving end, the receiving end would request the
extension of the eBCS through the ANQP request method according to the eBCS
extension information indicated in the received eBCS termination notice frame.
However, there is no service time to termination field in the current enhanced broadcast
request ANQP-element structure. Therefore, this element structure cannot support the
termination notice process of the eBCS that only needs registration.

[ 00124] For the above first technical problem, the present disclosure mainly adopts the
following methods to solve the technical problem. The enhanced broadcast response
ANQP-element structure is modified, or the enhanced broadcast request ANQP-element
structure and the enhanced broadcast response ANQP-element structure are modified, or
the eBCS response element structure is modified, or the eBCS request element structure
and the eBCS response element structure are modified.

[ 00125] For the above second technical problem, the present disclosure mainly adopts
the following method to solve the technical problem. The enhanced broadcast request

ANQP-element structure is modified.

[ 00126] The technical solutions of the present disclosure would be described in detail
below.
[ 00127] FIG. 14 is an interaction flow chart of a wireless communication method

provided by an embodiment of the present disclosure. As illustrated in FIG. 14, the
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method includes the following operations.

[ 00128] In an operation S1410, a STA sends a first request to an AP, and the first
request is configured to request an eBCS.

[ 00129] In an operation S1420, the AP sends a first response to the STA, and the first
response includes authentication information of the eBCS.

[ 00130] Optional method 1: the eBCS is an eBCS which needs registration and does
not need association, and correspondingly, the first request is an ANQP request, and the
first response is an ANQP response.

[ 00131] Optional method 2: the eBCS is an eBCS which needs association, and

correspondingly, the first request is an eBCS request, and the first response is an eBCS

response.
[ 00132] The ANQP request in the optional method 1 is described exemplarily.
[ 00133] In a first example, FIG. 15 is a diagram of an enhanced broadcast request

ANQP-element structure provided by an embodiment of the present disclosure. As
illustrated in FIG. 15, an enhanced broadcast services request control field is added to
enhanced broadcast services request tuples in the enhanced broadcast service request
ANQP-element structure, and request authentication information is added in the
enhanced broadcast services request control field. The request authentication information
is configured to indicate whether to request for acquiring authentication information of
the eBCS. Optionally, a value of the request authentication information is 1, which
indicates that the STA requests a rapid acquisition of the eBCS and the STA requests the
authentication information of the eBCS. The value of the request authentication
information is 0, which indicates that the STA does not request the authentication
information of the eBCS.

[ 00134] Optionally, as illustrated in FIG. 15, the enhanced broadcast services request
control field may include a requested time to termination present, which is configured for
a termination notice process of the STA.

[ 00135] Optionally, as illustrated in FIG. 15, the enhanced broadcast services request
tuples may include a requested time to termination.

[ 00136] Optionally, as illustrated in FIG. 15, the enhanced broadcast services request
control field may include a request target AP information present, and the request target
AP information present is configured for a cross-AP request process of the STA, which
would not be described in detail in the present solution.

[ 00137] Optionally, as illustrated in FIG. 15, the enhanced broadcast services request
15



tuples may include a basic service set identifier (BSSID) of a target AP.

[ 00138] In a second example, FIG. 16 is a diagram of another enhanced broadcast
request ANQP-element structure provided by an embodiment of the present disclosure.
As illustrated in FIG. 16, the enhanced broadcast services request control field is not
added to the enhanced broadcast request ANQP-element structure. Instead, the request
authentication information is added to a reserved field of the broadcast action field.

[ 00139] In a third example, no field is added in the enhanced broadcast request ANQP-
element structure, as illustrated in FIG. 11. By default, the ANQP response from the AP
carries the authentication information of eBCS.

[ 00140] In the fourth example, FIG. 17 is a diagram of yet another enhanced broadcast
request ANQP-element structure provided by an embodiment of the present disclosure.
As illustrated in FIG. 17, the enhanced broadcast services request tuples in the enhanced
broadcast request ANQP-element structure include the request authentication
information.

[ 00141] It should be noted that the above first example to fourth example are only
several examples for modifying the enhanced broadcast request ANQP-element structure,
but are not limited thereto. Lengths of various fields in the enhanced broadcast request
ANQP-element structure are not limited to the field lengths illustrated in FIG. 15 to FIG.
17 and FIG. 11.

[ 00142] The ANQP response in the optional method 1 is described exemplarily.

[ 00143] In a first example, FIG. 18 is a diagram of an enhanced broadcast response
ANQP-element structure provided by an embodiment of the present disclosure. As
illustrated in FIG. 18, the enhanced broadcast services response control field is added in
the enhanced broadcast services response tuples of the enhanced broadcast response
ANQP-element structure, and a response authentication information present is added in
the enhanced broadcast services response control field. Optionally, a value of the
response authentication information is 1, which indicates that the rapid acquisition of the
eBCS is successfully requested by the STA and the authentication information of the
eBCS is added in the enhanced broadcast services response tuples. The value of the
response authentication information is 0, which indicates that the STA cannot obtain the
authentication information of the eBCS, that is, the authentication information of the
eBCS is not added in the enhanced broadcast response ANQP-element structure.

[ 00144] Optionally, the authentication information of the eBCS includes an

authentication algorithm field, and the authentication algorithm field is configured to
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indicate an authentication algorithm for the eBCS.

[ 00145] Optionally, the authentication algorithm is, but is not limited to, one of: no
frame authentication with mandatory Higher Layer Source Authentication (HLSA),
PKFA, HCFA without instant authentication, or HCFA with the instant authentication.

[ 00146] Optionally, the authentication algorithm for the eBCS is illustrated in Table 1.
Table 1 Authentication algorithm for the eBCS
Value Authentication algorithm
0 HLSA
1 PKFA
2 HCFA without the instant authentication
3 HCFA with the instant authentication
4-255 Reserved value
[ 00147] Optionally, a corresponding value of authentication algorithm is 0, which

indicates that a requested eBCS authentication method is the HLSA and there is no
related authentication information field. The corresponding value of the authentication
algorithm is 1, which indicates that the requested eBCS authentication method is the
PKFA, and the authentication information further includes an allowable time difference,
a certificate length and a certificate. The corresponding value of the authentication
algorithm is 2, which indicates that the requested eBCS authentication method is the
HCFA without the instant authentication, and the authentication information further
includes the allowable time difference, an eBCS info interval, an HCFA key change
interval and an HCFA base key. The corresponding value of the authentication algorithm
is 3, which indicates that the requested eBCS authentication method is the HCFA with the
instant authentication, and the authentication information further includes the allowable
time difference, a number of instant authenticators and an instant authenticator list. The
instant authenticator list includes an instant authenticator Hash distance and an instant
authenticator field.

[ 00148] It should be noted that the information included in the authentication
information can be explained with reference to the contents of the standard 802.11bc,
which would not be explained in the present disclosure.

[ 00149] Optionally, the enhanced broadcast response ANQP-element structure may
further include at least one of a response target AP information present or a response
target AP info, which are configured for a cross-AP response process of the STA and

would not be described in detail in the present solution.
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[ 00150] In a second example, FIG. 19 is a diagram of another enhanced broadcast
response ANQP-element structure provided by an embodiment of the present disclosure.
As illustrated in FIG. 19, the enhanced broadcast services response control field is not
added in the enhanced broadcast services response tuples of the enhanced broadcast
response ANQP-element structure. Instead, the authentication information of the eBCS is
directly added in the enhanced broadcast services response tuples. For the authentication
information, reference may be made to the explanation of the above first example, which
would not be repeated in the present disclosure.

[ 00151] It should be noted that the above first example and second example are only
several examples for modifying the enhanced broadcast response ANQP-element
structure, but are not limited thereto. Lengths of various fields in the enhanced broadcast
response ANQP-element structure are not limited to the field lengths illustrated in FIG.
18 and FIG. 19.

[ 00152] The eBCS request in the optional method 2 is described exemplarily.

[ 00153] In a first example, FIG. 20 is a diagram of an eBCS request element structure
provided by an embodiment of the present disclosure. As illustrated in FIG. 20, an eBCS
request information set in the eBCS request element structure contains an eBCS request
info control field, and the request authentication information is added in the eBCS
request info control field. The request authentication information is configured to indicate
whether to request for acquiring the authentication information of the eBCS. Optionally,
the value of the request authentication information is 1, which indicates that the STA
requests the rapid acquisition of the eBCS and the STA requests the authentication
information of the eBCS. The value of the request authentication information is 0, which
indicates that the STA does not request the authentication information of the eBCS.

[ 00154] In a second example, no field is added in the eBCS request element structure,
as illustrated in FIG. 9. By default, the eBCS response from the AP carries the
authentication information of eBCS.

[ 00155] It should be noted that the above first example and second example are only
several examples of modifying the eBCS request element structure, but are not limited to
thereto. Lengths of various fields in the eBCS request element structure are not limited to
the field lengths illustrated in FIG. 20 and FIG. 9.

[ 00156] The eBCS response in the optional method 2 is described exemplarily.

[ 00157] In a first example, FIG. 21 is a diagram of an eBCS response element structure

provided by an embodiment of the present disclosure. As illustrated in FIG. 21, the eBCS
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response element structure includes an eBCS response information set, and the eBCS
response information set includes an eBCS response info control field. A response
authentication information present is added in the eBCS response info control field.
Optionally, the value of the added response authentication information present is 1,
which indicates that the rapid acquisition of the eBCS is successfully requested by the
STA and the authentication information of the eBCS is added in the eBCS response
information set. The value of the added response authentication information present is 0,
which indicates that the rapid acquisition of the eBCS is not successfully requested by
the STA, and the authentication information of the eBCS is not added in the eBCS
response element structure.

[ 00158] In a second example, FIG. 22 is a diagram of another eBCS response element
structure provided by an embodiment of the present disclosure. As illustrated in FIG. 22,
the response authentication information present is not added in the eBCS response info
control field in the eBCS response element structure. By default, the eBCS response
element structure from the AP directly carries the authentication information of eBCS.

[ 00159] It should be noted that different authentication algorithms correspond to
different authentication information, which is described above and would not be repeated
in the present disclosure. The information included in the authentication information can
be explained with reference to the contents of the standard 802.11bc, which would not be
explained in the present disclosure.

[ 00160] It should be noted that the above first example and second example are only
several examples of modifying the eBCS response element structure, but are not limited
to thereto. Lengths of various fields in the eBCS response element structure are not
limited to the field lengths illustrated in FIG. 21 and FIG. 22.

[ 00161] To sum up, in the present disclosure, the enhanced broadcast response ANQP-
element structure is modified, or the enhanced broadcast request ANQP-element structure
and the enhanced broadcast response ANQP-element structure are modified, or the eBCS
response element structure is modified, or the eBCS request element structure and the
eBCS response element structure are modified, thereby reducing the data authentication
delay in the eBCS acquisition process and mitigating the problem of data loss caused by
the eBCS authentication delay.

[ 00162] The following would explain the rapid acquisition process of the eBCS
adopting the PKFA authentication method.

[ 00163] In 802.11bc, the eBCS DL supports both associated and non-associated eBCS.
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It is considered that the STA rapidly discovers the eBCS through the ANQP request and
the ANQP response, or through the eBCS request and the eBCS response. For the PKFA
authentication method, in the present disclosure, the authentication information of the
eBCS is added in the ANQP response or the eBCS response, so as to realize the rapid
acquisition of the eBCS for the PKFA authentication. FIG. 23 is a timing diagram of the
rapid acquisition of the eBCS in the PKFA method provided by an embodiment of the
present disclosure, and the specific processes are as follows.

[ 00164] (1) In the scanning phase, the STA joins the existing communication network
by receiving a beacon frame or a probe response frame at the time point illustrated in
FIG. 23. Because the transmission period of eBCS info frame is large and the
transmission interval is TBTTs, it is assumed that the STA at this time misses the first
eBCS info frame.

[ 00165] (2) The STA requests the rapid acquisition of the required service content
through the ANQP request or the eBCS request according to whether the association is
needed or not. For the eBCS that needs registration and does not need association, the
STA achieves the rapid acquisition of the eBCS through the ANQP request and ANQP
response, so as to obtain the sending time of a PKFA MPDU and the authentication
information. For the eBCS that needs association, the STA achieves the rapid acquisition
of the eBCS through the eBCS request and the eBCS response after the association, so as
to obtain the sending time of the PKFA MPDU and the authentication information.

[ 00166] (3) When the STA receives the ANQP response or the eBCS response, the STA
obtains the sending time of the PKFA MPDU and the authentication information, and
buffers the authentication information.

[ 00167] (4) Finally, the STA receives the PKFA MPDU at a specified time, and
authenticates the integrity of the PKFA MPDU by using the buffered authentication
information.

[ 00168] To sum up, the timing diagram of the rapid acquisition of the eBCS for the
PKFA authentication is illustrated in FIG. 23. By comparing FIG. 5 and FIG. 23, it can be
seen that for the PKFA authentication method, the adoption of the rapid acquisition
method of the service provided by the present disclosure can save the time for the STA to
obtain the eBCS on one hand, and can improve the utilization rate of the PKFA MPDU
on the other hand.

[ 00169] The following would explain the rapid acquisition process of the eBCS

adopting the HCFA authentication method.
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[ 00170] As described above, for the eBCS DL in the 802.11bc, in the HCFA
authentication method, the STA has to wait for the eBCS info frame to obtain the HCFA
authentication information (i.e., the authentication information of the eBCS). In the
present disclosure, the HCFA authentication information is added in the ANQP response
or the eBCS response, thereby realizing the rapid acquisition of the eBCS in the HCFA
authentication. FIG. 24 is a timing diagram of the rapid acquisition of the eBCS in the
HCFA method provided by an embodiment of the present disclosure, and the specific
processes are as follows.

[ 00171] (1) In the scanning phase, the STA joins the existing communication network
by receiving a beacon frame or a probe response frame at the time point illustrated in
FIG. 24. Because the transmission period of eBCS info frame is large and the
transmission interval is TBTTs, it is assumed that the STA at this time misses the first
eBCS info frame.

[ 00172] (2) The STA requests the rapid acquisition of the required service content
through the ANQP request or the eBCS request according to whether the association is
needed or not. For the eBCS that needs registration and does not need association, the
STA achieves the rapid acquisition of the eBCS through the ANQP request and ANQP
response, so as to obtain the sending time of a HCFA MPDU and the authentication
information. For the eBCS that needs association, the STA achieves the rapid acquisition
of the eBCS through the eBCS request and the eBCS response after the association, so as
to obtain the sending time of the HCFA MPDU and the authentication information.

[ 00173] (3) For the eBCS adopting the HCFA without the instant authentication, the
information of three fields, (i.e., the eBCS info interval, the HCFA key change interval
and the HCFA base key) are added in the ANQP response or the eBCS response. For the
eBCS adopting the HCFA with the instant authentication, the information of three fields,
(i.e., the number of instant authenticators, the instant authenticator Hash distance and the
instant authenticator) are added in the ANQP response or eBCS response. After receiving
the ANQP response or the eBCS response, the STA obtains the sending time of the HCFA
MPDU and the authentication information, buffers the authentication information and
waits for receiving the HCFA MPDU.

[ 00174] (4) The STA receives the HCFA MPDU. Since the HCFA authentication
information has been obtained, the STA buffers the HCFA MPDU and waits for the
disclosure of a respective key corresponding to each HCFA MPDU. The HCFA is an

algorithm with the key being delayed in disclosure. Assuming that the disclosure time of
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HCFA MPDU key of DL eBCSI is as illustrated in FIG. 24, the STA obtains the public
key at the assumed time point and authenticates the previously buffered HCFA MPDU
according to the time scale. The latest time point for disclosing the key with delay is
when the second eBCS info frame in the figure is received, and the HCFA MPDU key
information is included in the field of this eBCS info frame.

[ 00175] To sum up, the timing diagram of the rapid acquisition of the eBCS in the
HCFA authentication is illustrated in FIG. 24. By comparing FIG. 6 and FIG. 24, it can
be seen that for the HCFA authentication method, the adoption of the rapid acquisition
method of the service provided by the present disclosure can save the time for the STA to
obtain the eBCS on one hand, and can improve the utilization rate of the HCFA MPDU
on the other hand.

[ 00176] FIG. 25 is an interaction flow chart of another wireless communication method
provided by an embodiment of the present disclosure. As illustrated in FIG. 25, the
method includes the following operations.

[ 00177] In an operation S2510, a sending end sends an ANQP request to a receiving
end. The ANQP request includes a requested time to termination, and the requested time
to termination is a time when the sending end requests for terminating an eBCS.

[ 00178] Optionally, the eBCS is an eBCS which needs registration and does not need
association, and the ANQP request is configured to request an extension of the eBCS.

[ 00179] Optionally, the sending end may be an AP and the receiving end may be an
STA. Alternatively, the sending end may be an STA and the receiving end may be an AP.

[ 00180] The ANQP request is described exemplarily.

[ 00181] In a first example, FIG. 26 is a diagram of an enhanced broadcast request
ANQP-element structure provided by the embodiment of the present disclosure. As
illustrated in FIG. 26, an enhanced broadcast services request control field and a
requested time to termination are added in the enhanced broadcast services request tuples
of the enhanced broadcast request ANQP-element structure so that the receiving end can
negotiate a time to termination of the eBCS with the sending end. A requested time to
termination present is added in the enhanced broadcast services request control field.
Optionally, a value of the requested time to termination present is 1, which indicates that
the requested time to termination exists. The value of the requested time to termination
present is 0, which indicates that the requested time to termination does not exist.

[ 00182] Optionally, a remaining part of the enhanced broadcast services request control

field is a reserved field.
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[ 00183] Optionally, the enhanced broadcast services request control field further
includes request authentication information, and the request authentication information is
configured for the rapid acquisition of eBCS to the STA.

[ 00184] Optionally, the enhanced broadcast services request control field further
includes a request target AP information present, and the request target AP information
present is configured for a cross-AP request process of the STA, which would not be
described in detail in the present solution.

[ 00185] Optionally, as illustrated in FIG. 26, the enhanced broadcast services request
tuples may include a BSSID of a target AP.

[ 00186] In a second example, FIG. 27 is a diagram of another enhanced broadcast
request ANQP-element structure provided by an embodiment of the present disclosure.
As illustrated in FIG. 27, the enhanced broadcast services request control field and the
requested time to termination present are not additionally added in the enhanced
broadcast request ANQP-element structure. By default, the requested time to termination
is carried in the enhanced broadcast request ANQP-element structure.

[ 00187] In a third example, FIG. 28 is a diagram of yet another enhanced broadcast
request ANQP-element structure provided by an embodiment of the present disclosure.
As illustrated in FIG. 28, the enhanced broadcast services request control field is not
additionally added in the enhanced broadcast request ANQP-element structure. However,
the requested time to termination present is added by using other reserved fields in the
enhanced broadcast request ANQP-element structure, such as a reserved field in a
broadcast action field.

[ 00188] It should be noted that the above first example to third example are only
several examples for modifying the enhanced broadcast request ANQP-element structure,
but are not limited thereto. Lengths of various fields in the enhanced broadcast request
ANQP-element structure are not limited to the field lengths illustrated in FIG. 26 and
FIG. 28.

[ 00189] To sum up, in the present disclosure, the enhanced broadcast request ANQP-
element structure is modified so as to support a termination notice process for an eBCS
that only needs registration.

[ 00190] An embodiment of a negotiation solution of the termination notice process.

[ 00191] In the present disclosure, the negotiation of the termination notice process for
the eBCS that only needs registration is implemented. Specifically, the specific timing

diagram of the negotiation is illustrated in FIG. 29.
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[ 00192] In an operation S2901, the sending end determines to terminate the eBCS.

[ 00193] Optionally, the termination of the eBCS includes a case that a MAC broadcast
is terminated but an application layer still generates a data source.

[ 00194] In an operation S2902, the sending end generates a termination notice frame.

[ 00195] In an operation S2903, the sending end sends the termination notice frame to

the receiving end.

[ 00196] In an operation S2904, the receiving end obtains the time to termination of
eBCS, the service destination address and the service extension request method
corresponding to the content ID from the termination notice frame.

[ 00197] In an operation S2905, if the receiving end determines that the expected time
to termination of the eBCS indicated in the eBCS termination notice frame is acceptable
to the receiving end, the eBCS would be terminated strictly according to the expected
time to termination.

[ 00198] In an operation S2906, if the expected time to termination of the eBCS
indicated in the eBCS termination notice frame is earlier than the actual expected time to
termination of the receiving end, the receiving end generates a Generic Advertising
Service (GAS) initial request frame.

[ 00199] The GAS initial request frame carries a query request field. The query request
field includes an ANQP request. The ANQP request includes an enhanced broadcast
request ANQP-element structure. The element structure includes a content ID, a
broadcast action field and a requested time to termination.

[ 00200] In an operation S2907, the receiving end sends the GAS initial request frame to
the sending end.

[ 00201] In an operation S2908, after receiving the GAS initial request frame, the
sending end generates a GAS initial response frame.

[ 00202] The GAS initial response frame carries a query response field. The query
response field includes an ANQP response. The ANQP response includes an enhanced
broadcast services ANQP-element structure. The element structure may include a content
ID, a time to termination, a request method, a service destination address, etc.

[ 00203] In an operation S2909, the sending end sends the GAS initial response frame to
the receiving end.

[ 00204] In an operation S2910, after receiving the GAS initial response frame, the
receiving end obtains the time to termination by parsing the GAS initial response frame,

so as to obtain the negotiated time to termination of the eBCS.
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[ 00205] FIG. 30 illustrates a block diagram of a STA 3000 according to an embodiment
of the present disclosure. As illustrated in FIG. 30, the STA 3000 includes a
communication unit 3010. The communication unit 3010 is configured to send a first
request to an AP and receive a first response. The first request is configured to request an
eBCS, and the first response includes authentication information of the eBCS.

[ 00206] Optionally, the eBCS is an eBCS which needs registration and does not need
association. Correspondingly, the first request is an ANQP request and the first response
is an ANQP response.

[ 00207] Optionally, the ANQP request includes an enhanced broadcast request ANQP-
element structure. The enhanced broadcast request ANQP-element structure includes
enhanced broadcast services request tuples. The enhanced broadcast services request
tuples include request authentication info. The request authentication info is configured
to indicate whether to request the authentication information of the eBCS.

[ 00208] Optionally, the enhanced broadcast services request tuples include an enhanced
broadcast services request control field, and the enhanced broadcast services request
control field includes the request authentication info.

[ 00209] Optionally, the enhanced broadcast services request tuples include a broadcast
action field, and a reserved field of the broadcast action field carries the request
authentication info.

[ 00210] Optionally, the ANQP response includes a response authentication info present.
The response authentication info present is configured to indicate whether the ANQP
response includes the authentication information of the eBCS.

[ 00211] Optionally, the ANQP response includes an enhanced broadcast services
response control field. The eBCS response control includes the response authentication
info present.

[ 00212] Optionally, the eBCS is an eBCS which needs association, and
correspondingly, the first request is an eBCS request, and the first response is an eBCS
response.

[ 00213] Optionally, the eBCS request includes an eBCS request element structure. The
eBCS request element structure includes an eBCS request information set, and the eBCS
request information set includes request authentication info. The request authentication
info is configured to indicate whether to request the authentication information of the
eBCS.

[ 00214] Optionally, the eBCS request information set includes an eBCS request info
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control field, and the eBCS request info control field includes the request authentication
info.

[ 00215] Optionally, the eBCS response includes a response authentication info present,
and the response authentication info present is configured to indicate whether the eBCS
response includes the authentication information of the eBCS.

[ 00216] Optionally, the eBCS response includes an eBCS response information set, and
the eBCS response information set includes the response authentication info present.

[ 00217] Optionally, the eBCS response information set includes an eBCS response info
control field, and the eBCS response info control field includes the response
authentication info present.

[ 00218] Optionally, the authentication information of the eBCS includes an
authentication algorithm field, and the authentication algorithm field is configured to
indicate an authentication algorithm for the eBCS.

[ 00219] Optionally, the authentication algorithm is one of: HLSA, PKFA, HCFA
without instant authentication, or HCFA with the instant authentication.

[ 00220] Optionally, if the authentication algorithm is PKFA, the authentication
information of eBCS further includes an allowable time difference, a certificate length,
and a certificate.

[ 00221] Optionally, if the authentication algorithm is HCFA without the instant
authentication, the authentication information of the eBCS further includes an allowable
time difference, an eBCS info interval, an HCFA key change interval, and an HCFA base
key.

[ 00222] Optionally, if the authentication algorithm is HCFA with the instant
authentication, the authentication information of the eBCS further includes an allowable
time difference, a number of instant authenticators, and an instant authenticator list. The
instant authenticator list includes an instant authenticator Hash distance and an instant
authenticator field.

[ 00223] Optionally, in some embodiments, the above communication unit may be a
communication interface or a transceiver or an input-output interface of a communication
chip or of a system-on-chip.

[ 00224] It should be understood that the STA 3000 according to the embodiments of the
present disclosure may correspond to the STA in the method embodiments, and the above
and other operations and/or functions of various units of the STA 3000 are configured to

respectively implement the corresponding processes performed by the STA in the method
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embodiments. For the sake of brevity, elaborations are omitted herein.

[ 00225] FIG. 31 illustrates a block diagram of a sending end 3100 according to an
embodiment of the present disclosure. As illustrated in FIG. 31, the sending end 3100
includes a communication unit 3110. The communication unit 3110 is configured to send
an ANQP request to a receiving end. The ANQP request includes a requested time to
termination, and the requested time to termination is a time when the sending end
requests for terminating an eBCS.

[ 00226] Optionally, the ANQP request includes an enhanced broadcast request ANQP-
element structure. The enhanced broadcast request ANQP-element structure includes
enhanced broadcast services request tuples. The enhanced broadcast services request
tuples include the requested time to termination.

[ 00227] Optionally, the ANQP request includes a broadcast action field, and a reserved
field of the broadcast action field carries a requested time to termination present. The
requested time to termination present is configured to indicate whether the ANQP request
includes the requested time to termination.

[ 00228] Optionally, the enhanced broadcast services request tuples include an enhanced
broadcast services request control field, and the enhanced broadcast services request
control field includes a requested time to termination present. The requested time to
termination present is configured to indicate whether the ANQP request includes the
requested time to termination.

[ 00229] Optionally, the eBCS is an eBCS which needs registration and does not need
association, and the ANQP request is configured to request an extension of the eBCS.

[ 00230] Optionally, in some embodiments, the above communication unit may be a
communication interface or a transceiver or an input-output interface of a communication
chip or of a system-on-chip.

[ 00231] It should be understood that the sending end 3100 according to the
embodiments of the present disclosure may correspond to the sending end in the method
embodiments, and the above and other operations and/or functions of various units in the
sending end 3100 are configured to respectively implement the corresponding processes
performed by the sending end in the method embodiments. For the sake of brevity,
elaborations are omitted herein.

[ 00232] FIG. 32 illustrates a block diagram of AP 3200 according to an embodiment of
the present disclosure. As illustrated in FIG. 32, the AP 3200 includes a communication

unit 3210. The communication unit 3210 is configured to receive a first request and send
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a first response to a STA. The first request is configured to request an eBCS, and the first
response includes authentication information of the eBCS.

[ 00233] Optionally, the eBCS is an eBCS which needs registration and does not need
association. Correspondingly, the first request is an ANQP request and the first response
is an ANQP response.

[ 00234] Optionally, the ANQP request includes an enhanced broadcast request ANQP-
element structure. The enhanced broadcast request ANQP-element structure includes
enhanced broadcast services request tuples, and the enhanced broadcast services request
tuples include request authentication info. The request authentication info is configured
to indicate whether to request the authentication information of the eBCS.

[ 00235] Optionally, the enhanced broadcast services request tuples include an enhanced
broadcast services request control field, and the enhanced broadcast services request
control field includes the request authentication info.

[ 00236] Optionally, the enhanced broadcast services request tuples include a broadcast
action field, and a reserved field of the broadcast action field carries the request
authentication info.

[ 00237] Optionally, the ANQP response includes a response authentication info present.
The response authentication info present is configured to indicate whether the ANQP
response includes the authentication information the eBCS.

[ 00238] Optionally, the ANQP response includes an enhanced broadcast services
response control field, and the enhanced broadcast services response control field
includes the response authentication info present.

[ 00239] Optionally, the eBCS is an eBCS which needs association, and
correspondingly, the first request is the eBCS request, and the first response is the eBCS
response.

[ 00240] Optionally, the eBCS request includes an eBCS request element structure, and
the eBCS request element structure includes an eBCS request information set. The eBCS
request information set includes request authentication info. The request authentication
info is configured to indicate whether to request the authentication information of the
eBCS.

[ 00241] Optionally, the eBCS request information set includes an eBCS request info
control field, and the eBCS request info control field includes the request authentication
info.

[ 00242] Optionally, the eBCS response includes a response authentication info present.
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The response authentication info present is configured to indicate whether the eBCS
response includes the authentication information of the eBCS.

[ 00243] Optionally, the eBCS response includes an eBCS response information set, and
the eBCS response information set includes the response authentication info present.

[ 00244] Optionally, the eBCS response information set includes an eBCS response info
control field, and the eBCS response info control field includes the response
authentication information present.

[ 00245] Optionally, the authentication information of the eBCS includes an
authentication algorithm field. The authentication algorithm field is configured to
indicate an authentication algorithm for the eBCS.

[ 00246] Optionally, the authentication algorithm is one of: HLSA, PKFA, HCFA
without instant authentication, or HCFA with the instant authentication.

[ 00247] Optionally, if the authentication algorithm is the PKFA, the authentication
information of the eBCS further includes an allowable time difference, a certificate
length, and a certificate.

[ 00248] Optionally, if the authentication algorithm is the HCFA without instant
authentication, the authentication information of the eBCS further includes an allowable
time difference, an eBCS info interval, an HCFA key change interval, and an HCFA base
key.

[ 00249] Optionally, if the authentication algorithm is the HCFA with the instant
authentication, the authentication information of the eBCS further includes an allowable
time difference, a number of instant authenticators, and an instant authenticator list. The
instant authenticator list includes an instant authenticator Hash distance and an instant
authenticator field.

[ 00250] Optionally, in some embodiments, the communication unit may be a
communication interface or a transceiver or an input-output interface of a communication
chip or of a system-on-chip.

[ 00251] It should be understood that the AP 3200 according to the embodiments of the
present disclosure may correspond to the AP in the method embodiments, and the above
and other operations and/or functions of various units in the AP 3200 are configured to
respectively implement the corresponding processes performed by the AP in the method
embodiments. For the sake of brevity, elaborations are omitted herein.

[ 00252] FIG. 33 illustrates a block diagram of a receiving end 3300 according to an

embodiment of the present disclosure. As illustrated in FIG. 33, the receiving end 3300
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includes a communication unit 3310. The communication unit 3310 is configured to
receive an ANQP request from a sending end. The ANQP request includes a requested
time to termination, and the requested time to termination is a time when the sending end
requests for terminating an eBCS.

[ 00253] Optionally, the ANQP request includes an enhanced broadcast request ANQP-
element structure. The enhanced broadcast request ANQP-element structure includes
enhanced broadcast services request tuples. The enhanced broadcast services request
tuples include the requested time to termination.

[ 00254] Optionally, the ANQP request includes a broadcast action field, and a reserved
field of the broadcast action field carries a requested time to termination present. The
requested time to termination present is configured to indicate whether the ANQP request
includes the requested time to termination.

[ 00255] Optionally, the enhanced broadcast services request tuples include an enhanced
broadcast services request control field, and the enhanced broadcast services request
control field includes a requested time to termination present. The requested time to
termination present is configured to indicate whether the ANQP request includes the
requested time to termination.

[ 00256] Optionally, the eBCS is an eBCS which needs registration and does not need
association, and the ANQP request is configured to request an extension of the eBCS.

[ 00257] Optionally, in some embodiments, the above communication unit may be a
communication interface or a transceiver or an input-output interface of a communication
chip or of a system-on-chip.

[ 00258] It should be understood that the receiving end 3300 according to the
embodiments of the present disclosure may correspond to the receiving end in the
method embodiments, and the above and other operations and/or functions of various
units in the receiving end 3300 are configured to respectively implement the
corresponding processes performed by the receiving end in the method embodiments. For
the sake of brevity, elaborations are omitted herein.

[ 00259] FIG. 34 is a diagram of a structure of a communication device 3400 provided
by an embodiment of the present disclosure. The communication device 3400 illustrated
in FIG. 34 includes a processor 3410. The processor 3410 is configured to invoke and run
a computer program from a memory to implement the method in embodiments of the
present disclosure.

[ 00260] Optionally, as illustrated in FIG. 34, the communication device 3400 further
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includes a memory 3420. The processor 3410 is configured to invoke and run a computer
program from the memory 3420 to implement the method in embodiments of the present
disclosure.

[ 00261] The memory 3420 may be a separate device independent of the processor 3410
or may be integrated in the processor 3410.

[ 00262] Optionally, as illustrated in FIG. 34, the communication device 3400 may
further include a transceiver 3430. The processor 3410 may control the transceiver 3430
to communicate with other devices, and in particular may transmit information or data to
or receive information or data from other devices.

[ 00263] The transceiver 3430 may include at least one transmitter and at least one
receiver. The transceiver 3430 may further include antennas, and a number of antennas
may be one or more.

[ 00264] Optionally, the communication device 3400 may specifically be the STA in the
embodiments of the present disclosure, and the communication device 3400 may
implement the corresponding processes implemented by the STA in various methods of
the embodiments of the present disclosure, which would not be repeated here for the sake
of brevity.

[ 00265] Optionally, the communication device 3400 may specifically be the AP in the
embodiments of the present disclosure, and the communication device 3400 may
implement corresponding processes implemented by the AP in various methods of the
embodiments of the present disclosure, which would not be repeated here for the sake of
brevity.

[ 00266] Optionally, the communication device 3400 may specifically be the sending
end in the embodiments of the present disclosure, and the communication device 3400
may implement corresponding processes implemented by the sending end in various
methods of the embodiments of the present disclosure, which would not be repeated here
for the sake of brevity.

[ 00267] Optionally, the communication device 3400 may specifically be a receiving
end in the embodiments of the present disclosure, and the communication device 3400
may implement corresponding processes implemented by the receiving end in various
methods of the embodiments of the present disclosure, which would not be repeated here
for the sake of brevity.

[ 00268] FIG. 35 is a diagram of a structure of a device according to an embodiment of

the present disclosure. The device 3500 illustrated in FIG. 35 includes a processor 3510,
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and the processor 3510 is configured to invoke and run a computer program from a
memory to implement the method in embodiments of the present disclosure.

[ 00269] Optionally, as illustrated in FIG. 35, the device 3500 may further include a
memory 3520. The processor 3510 may invoke and run a computer program from the
memory 3520 to implement the method in the embodiments of the present disclosure.

[ 00270] The memory 3520 may be a separate device independent of the processor 3510
or may be integrated in the processor 3510.

[ 00271] Optionally, the device 3500 may further include an input interface 3530. The
processor 3510 may control the input interface 3530 to communicate with other devices
or chips, and in particular to obtain information or data from other devices or chips.

[ 00272] Optionally, the device 3500 may further include an output interface 3540. The
processor 3510 may control the output interface 3540 to communicate with other devices
or chips, and in particular to output information or data to other devices or chips.

[ 00273] Optionally, the device can be applied to the network device in the
embodiments of the present disclosure, and the device can realize the corresponding
processes realized by the network device in various methods of the embodiments of the
present disclosure, which would not be repeated here for the sake of brevity.

[ 00274] Optionally, the device can be applied to the terminal device in the
embodiments of the present disclosure, and the device can realize the corresponding
processes realized by the terminal device in various methods of the embodiments of the
present disclosure, which would not be repeated here for the sake of brevity.

[ 00275] Optionally, the device mentioned in the embodiments of the present disclosure
may also be a chip. For example, it can be a system level ship, a system chip, a chip
system or a system-on-chip.

[ 00276] It should be understood that the processor in the embodiments of the present
disclosure may be an integrated circuit chip having signal processing capability. In
implementation, the various operations of the above method embodiments may be
accomplished by integrated logic circuit of hardware or instructions in the form of
software in a processor. The processor may be a general purpose processor, a Digital
Signal Processor (DSP), an Application Specific Integrated Circuit (ASIC), a Field
Programmable Gate Array (FPGA) or other programmable logic devices, a discrete gate
or transistor logic device, or a discrete hardware component. The methods, operations
and logic block diagrams disclosed in embodiments of the present disclosure may be

implemented or performed. The general purpose processor may be a microprocessor or
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the processor may be any conventional processor or the like. The operations of the
method disclosed in combination with the embodiments of the present disclosure can be
directly embodied as execution of a hardware decoding processor or combined execution
of hardware and software modules in the decoding processor. The software module may
be located in a Random-Access Memory (RAM), a flash memory, a Read-Only Memory
(ROM), a Programmable ROM (PROM) or an Electrically Erasable EPROM
(EEPROM), a register and other storage medium mature in the art. The storage medium
is located in the memory, and the processor reads information in the memory and
completes the operations of the above methods in combination with its hardware.

[ 00277] It is understood that the memory in embodiments of the present disclosure may
be volatile memory or non-volatile memory or may include both volatile and non-volatile
memory. The non-volatile memory may be an ROM, a PROM, an Erasable PROM
(EPROM), an EEPROM, or a flash memory. The volatile memory may be an RAM
which serves as an external cache. By way of illustration but not limitation, many forms
of RAM are available, such as a Static RAM (SRAM), a Dynamic RAM (DRAM), a
Synchronous DRAM (SDRAM), a Double Data Rate SDRAM (DDR SDRAM), an
Enhanced SDRAM (ESDRAM), a Synchlink DRAM (SLDRAM), and a Direct Rambus
RAM (DR RAM). It should be noted that the memory of the systems and methods
described herein is intended to include but not be limited to these and any other suitable
types of memory.

[ 00278] It should be understood that the memory described above is exemplary but not
limiting. For example, the memory in embodiments of the present disclosure may also be
a SRAM, a DRAM, a SDRAM, a DDR SDRAM, an ESDRAM, an SLDRAM, a DR
RAM, etc. That is, the memory in embodiments of the present disclosure is intended to
include but not be limited to these and any other suitable types of memory.

[ 00279] Embodiments of the present disclosure also provide a computer-readable
storage medium for storing a computer program.

[ 00280] Optionally, the computer-readable storage medium can be applied to the STA,
the AP, the sending end or the receiving end in the embodiments of the present
disclosure, and the computer program enables the computer to execute the corresponding
processes implemented by the STA, the AP, the sending end or the receiving end in
various methods of the embodiments of the present disclosure, which would not be
repeated here for the sake of brevity.

[ 00281] Embodiments of the present disclosure also provide a computer program
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product including computer program instructions.

[ 00282] Optionally, the computer program product may be applied to the STA, the AP,
the sending end or the receiving end in the embodiments of the present disclosure, and
the computer program instructions enable the computer to execute the corresponding
processes implemented by the STA, the AP, the sending end or the receiving end in
various methods of the embodiments of the present disclosure, which would not be
repeated here for the sake of brevity.

[ 00283] Embodiments of the present disclosure also provide a computer program.

[ 00284] Optionally, the computer program may be applied to the STA, the AP, the
sending end or the receiving end in the embodiments of the present disclosure. When the
computer program is run on the computer, the computer executes the corresponding
processes implemented by the STA, the AP, the sending end or the receiving end in
various methods of the embodiments of the present disclosure, which would not be
repeated here for the sake of brevity.

[ 00285] In the present disclosure, a unified eBCS request element and a unified eBCS
response element are further provided to request and obtain an eBCS. The unified eBCS
request element is valid for both associated eBCS and non-associated eBCS, and the
unified eBCS response element is also valid for both the associated eBCS and the non-
associated eBCS.

[ 00286] It should be understood that the eBCS request element is also described as an
eBCS request element structure and the eBCS response element is also described as an
eBCS response element structure, which would not be limited herein.

[ 00287] The unified eBCS request method would be described in detail below.

[ 00288] FIG. 36 is an interaction flow chart of another wireless communication method
provided by an embodiment of the present disclosure. As illustrated in FIG. 36, the
method includes the following operations.

[ 00289] In an operation S3601, an STA sends a request frame to an AP, and the request
frame carries an eBCS request element.

[ 00290] In an operation S3602, the AP sends a response frame to the STA, and the
response frame carries an eBCS response element. The eBCS request element is a unified
request element for an eBCS that needs registration and does not need association and an
eBCS that needs association, and the eBCS response element is a unified response
element for the eBCS that needs registration and does not need association and the eBCS

that needs association.
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[ 00291] The eBCS request element is the unified request element for the eBCS that
needs registration and does not need association and the eBCS that needs association,
which may refer to that the eBCS request element is applicable to both the eBCS that
needs registration and does not need association and the eBCS that needs association.
Similarly, the eBCS response element is the unified response element for the eBCS that
needs registration and does not need association and the eBCS that needs association,
which may refer to that the eBCS response element is applicable to both the eBCS that
needs registration and does not need association, and the eBCS that needs association.

[ 00292] For convenience, the eBCS request element is referred to below as a unified
eBCS request element and the eBCS response element is referred to as a unified eBCS
response element. The unified eBCS request element may also be directly referred to as

the eBCS request element, and the unified eBCS response element may also be directly

referred to as the eBCS response element.

[ 00293] Optionally, the unified eBCS request element is carried in a GAS initial request
frame for the eBCS that needs registration and does not need association, that is, the
request frame carrying the eBCS request element is the GAS initial request frame. For

example, Table 2 illustrates an example that the unified eBCS request element is carried

in the GAS initial request frame, but is not limited to this:

Table 2 Action Field Format of the GAS Initial Request Frame

Order Information

0 Category

1 Public Action

2 Dialog Token

3 Advertisement Protocol Element

4 Query Request Length

5 Query Request

6 Multi-band (optional)

7 Common Advertisement Group (CAG) Number
(optional)

8 GAS Extension (optional)

9 Unified eBCS request element (optional)

[ 00294] Optionally, the eBCS response element is carried in a GAS initial response
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frame for the eBCS that needs registration and does not need association, that is, the
response frame carrying the eBCS response element is the GAS initial response frame.
For example, Table 3 illustrates an example that the unified eBCS response element is
carried in the GAS initial response frame, but is not limited to this:

Table 3 Action Field Format of the GAS Initial Response Frame

Order Information

0 Category
Public Action

Dialog Token
Status Code
GAS Comeback Delay

Advertisement Protocol Element

Query Response Length

Query Response (optional)
Multi-band (optional)

©O©| O Nl o O | W N

GAS Extension (optional)

=
o

Unified eBCS response element (optional)

[ 00295] Optionally, the unified eBCS request element is carried in the eBCS request
frame for the eBCS that needs association, that is, the request frame carrying the eBCS
request element is an eBCS request frame.

[ 00296] It should be understood that the eBCS request frame is also described as an
eBCS request, which is not limited herein.

[ 00297] Optionally, the unified eBCS response element is carried in the eBCS response
frame for the eBCS that needs association.

[ 00298] It should be understood that the eBCS response frame is also described as an
eBCS response, which is not limited herein.

[ 00299] Exemplary, FIG. 37 is a diagram of a unified eBCS request element. As
illustrated in FIG. 37, the unified eBCS request element may include an enhanced
broadcast services request tuples, and the enhanced broadcast services request tuples
include an enhanced broadcast services request control field, a broadcast action and a
content ID.

[ 00300] It should be understood that which field of the unified eBCS request element
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carries the enhanced broadcast services request control field is not limited in the present
disclosure.

[ 00301] Optionally, the enhanced broadcast services request control field includes a
requested time to termination present. The requested time to termination present is
configured to indicate whether the eBCS request element includes the requested time to
termination. The requested time to termination is a time when the STA requests for
terminating the eBCS.

[ 00302] For example, when a value of requested time to termination present is 1, it is
indicated that the eBCS request element includes the requested time to termination.
When the value of requested time to termination present is 0, it is indicated that the eBCS
request element does not include the requested time to termination.

[ 00303] It should be understood that which field of the unified eBCS request element
carries the requested time to termination present is not limited in the present disclosure.

[ 00304] Optionally, if the requested time to termination present is configured to
indicate that the eBCS request element includes the requested time to termination, the
requested time to termination may be carried in the enhanced broadcast services request
tuples as illustrated in FIG. 37, which is not limited thereto.

[ 00305] Optionally, the enhanced broadcast services request control field includes a
broadcast MAC address present. The broadcast MAC address present is configured to
indicate whether the eBCS request element includes the broadcast MAC address. The
broadcast MAC address is the MAC address of the AP.

[ 00306] For example, when a value of the broadcast MAC address present is 1, it is
indicated that the eBCS request element includes the broadcast MAC address. When the
value of the broadcast MAC address present is 0, it is indicated the eBCS request element
does not include the broadcast MAC address.

[ 00307] It should be understood that which field of the unified eBCS request element
carries the broadcast MAC address present is not limited in the present disclosure.

[ 00308] Optionally, if the broadcast MAC address present is configured to indicate that
the eBCS request element includes the broadcast MAC address, the broadcast MAC
address is carried in the enhanced broadcast services request tuples as illustrated in FIG.
37, which is not limited thereto.

[ 00309] Optionally, the enhanced broadcast services request control field includes
request authentication information. The request authentication information is configured

to indicate whether to request for acquiring authentication information of the eBCS.
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[ 00310] For example, when a value of the request authentication information is 1, it is
indicated that the authentication information of eBCS is requested. That is, rapid
acquisition of the eBCS by the STA is supported. When the value of the request
authentication information is 0, it is indicated that the authentication information of
eBCS is not requested. That is, rapid acquisition of the eBCS by the STA is not
supported.

[ 00311] It should be understood that which field of the unified eBCS request element
carries the request authentication information is not limited in the present disclosure.

[ 00312] Optionally, the enhanced broadcast services request control field includes a
request target AP information present. The request target AP information present is
configured for a cross-AP request process of the STA.

[ 00313] For example, when a value of request target AP information present is 1, it is
indicated that the eBCS request element includes a target AP BSSID. When the value of
the request target AP information present is 0, it is indicated that the eBCS request
element does not include the target AP BSSID.

[ 00314] It should be understood that which field of the unified eBCS request element
carries the request target AP information present is not limited in the present disclosure.

[ 00315] Optionally, if the request target AP information present is configured to
indicate that the eBCS request element includes the target AP BSSID, the target AP
BSSID may be carried in the enhanced broadcast services request tuples as illustrated in
FIG. 37, which is not limited thereto.

[ 00316] Exemplary, FIG. 38 is a diagram of a unified eBCS response element. As
illustrated in FIG. 38, the unified eBCS response element includes enhanced broadcast
services response tuples, and the enhanced broadcast services response tuples include an
enhanced broadcast services response control field, a content ID, and a broadcast service
transmitting.

[ 00317] It should be understood that which field of the unified eBCS response element
carries the enhanced broadcast services response control field is not limited in the present
disclosure.

[ 00318] Optionally, the enhanced broadcast services response control field includes a
response authentication information present. The response authentication information
present is configured to indicate whether the eBCS response element includes
authentication information of the eBCS.

[ 00319] For example, when a value of the response authentication information present
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is 1, it is indicated that the eBCS response element includes the authentication
information of the eBCS. When the value of the response authentication information
present is 0, it is indicated that the eBCS response element does not include the
authentication information of the eBCS.

[ 00320] It should be understood that which field of the unified eBCS response element
carries the response authentication information present is not limited in the present
disclosure.

[ 00321] Optionally, if the response authentication information present is configured to
indicate that the eBCS response element includes the authentication information of the
eBCS, the authentication information of the eBCS may be carried in the enhanced
broadcast services response control field as illustrated in FIG. 38, which is not limited
thereto.

[ 00322] Optionally, the enhanced broadcast services response control field includes an
eBCS request state, and the eBCS request state is configured to indicate whether the
eBCS request is successful.

[ 00323] For example, when a value of the eBCS request state is 1, it is indicated that
the eBCS request is successful. When the value of the eBCS request state is 0, it is
indicated that the eBCS request is not successful.

[ 00324] It should be understood that which field of the unified eBCS response element
carries the eBCS request state present is not limited in the present disclosure.

[ 00325] Optionally, the enhanced broadcast services response control field includes a
time to termination present. The time to termination present is configured to indicate
whether the eBCS response element includes a time to termination.

[ 00326] For example, when a value of the time to termination present is 1, it is
indicated that the eBCS response element includes the time to termination. When the
value of the time to termination present is 0, it is indicated that the eBCS response
element does not include the time to termination.

[ 00327] It should be understood that which field of the unified eBCS response element
carries the time to termination present is not limited in the present disclosure.

[ 00328] Optionally, if the time to termination present is configured to indicate that the
eBCS response element includes the time to termination, the time to termination may be
carried in the enhanced broadcast services response control field as illustrated in FIG. 38,
which is not limited thereto.

[ 00329] Optionally, the enhanced broadcast services response control field includes an
39



eBCS SP duration present. The eBCS SP duration present is configured to indicate
whether the eBCS response element includes the eBCS SP duration.

[ 00330] For example, when a value of the eBCS SP duration present is 1, it is indicated
that the eBCS response element includes the eBCS SP duration. When the value of the
eBCS SP duration present is 0, it is indicated that the eBCS response element does not
include the eBCS SP duration.

[ 00331] It should be understood that which field of the unified eBCS response element
carries the eBCS SP duration present is not limited in the present disclosure.

[ 00332] Optionally, if the eBCS SP duration present is configured to indicate that the
eBCS response element includes the eBCS SP duration, the eBCS SP duration may be
carried in the enhanced broadcast services response control field as illustrated in FIG. 38,
which is not limited thereto.

[ 00333] Optionally, the enhanced broadcast services response control field includes an
eBCS SP interval present. The eBCS SP interval present is configured to indicate whether
the eBCS response element includes the eBCS SP interval.

[ 00334] For example, when a value of the eBCS SP interval present is 1, it is indicated
that the eBCS response element includes the eBCS SP interval. When the value of the
eBCS SP interval present is 0, it is indicated that the eBCS response element does not
include the eBCS SP interval.

[ 00335] It should be understood that which field of the unified eBCS response element
carries the eBCS SP interval present is not limited in the present disclosure.

[ 00336] Optionally, if the eBCS SP interval present is configured to indicate that the
eBCS response element includes the eBCS SP interval, the eBCS SP interval may be
carried in the enhanced broadcast services response control field as illustrated in FIG. 38,
which is not limited thereto.

[ 00337] Optionally, the enhanced broadcast services response control field includes a
response target AP information present. The response target AP information present is
configured to indicate whether the eBCS response element includes the response target
AP information.

[ 00338] For example, when a value of the response target AP information present is 1,
it is indicated that the eBCS response element includes the response target AP
information. When the value of the response target AP information present is 0, it is
indicated that the eBCS response element does not include the response target AP

information.
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[ 00339] It should be understood that which field of the unified eBCS response element
carries the response target AP information present is not limited in the present disclosure.

[ 00340] Optionally, if the response target AP information present is configured to
indicate that the eBCS response element includes the response target AP iOnfo, the
response target AP info may be carried in the enhanced broadcast services response
control field as illustrated in FIG. 38, which is not limited thereto.

[ 00341] Optionally, the response target AP info includes the eBCS SP duration, the
eBCS SP interval, a next schedule, and authentication information. The eBCS SP
duration is configured to indicate a duration of the eBCS. The eBCS SP interval is
configured to indicate an interval of the eBCS, and the next schedule is configured to
indicate a next time for allocating the eBCS.

[ 00342] Optionally, the authentication information of the eBCS includes an
authentication algorithm field, and the authentication algorithm field is configured to
indicate an authentication algorithm for the eBCS.

[ 00343] Optionally, the authentication algorithm is, but is not limited to, one of: HLSA,
PKFA, HCFA without instant authentication, or HCFA with the instant authentication.

[ 00344] Optionally, the authentication algorithm of eBCS is illustrated in Table 1.

[ 00345] Optionally, if a value corresponding to the authentication algorithm is 0, it is
indicated that the requested eBCS authentication method is the HLSA, and there is no the
related authentication information field. If the value corresponding to the authentication
algorithm is 1, it is indicated that the requested eBCS authentication method is the PKFA,
and the authentication information further includes an allowable time difference, a
certificate length and a certificate. If the value corresponding to the authentication
algorithm is 2, it is indicated that the requested eBCS authentication method is the HCFA
without the instant authentication, and the authentication information further includes the
allowable time difference, an eBCS info interval, an HCFA key change interval and an
HCFA base key. If the value corresponding to the authentication algorithm is 3, it is
indicated that the requested eBCS authentication method is the HCFA with the instant
authentication, and the authentication information further includes the allowable time
difference, a number of instant authenticators and an instant authenticator list. The instant
authenticator list includes an instant authenticator Hash distance and an instant
authenticator field.

[ 00346] It should be noted that information included in the authentication information

can be explained with reference to the contents of the standard 802.11bc, which would
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not be explained in the present disclosure.

[ 00347] To sum up, in the present disclosure, the unified eBCS request element and the
unified eBCS response element are further provided to request and obtain the eBCS. The
unified eBCS request element is valid for both associated eBCS and non-associated
eBCS, and the unified eBCS response element is also valid for both the associated eBCS
and the non-associated eBCS.

[ 00348] As mentioned above, in the present disclosure, the unified eBCS request
method is provided. However, in the related art, there are a request method only for the
eBCS that needs association (hereinafter referred to as a first eBCS request method) and
a request method only for the eBCS that needs registration and does not need association
(hereinafter referred to as a second eBCS request method). Therefore, the STA and AP
need to determine which eBCS request method to adopt before performing the request of
the eBCS.

[ 00349] Optionally, the STA and the AP may use the same method to determine which
eBCS request method to adopt. Alternatively, the STA determines which eBCS request
method to adopt and indicates to the AP which eBCS request method to adopt.
Alternatively, the AP determines which eBCS request method to adopt and indicates to
the STA which eBCS request method to adopt.

[ 00350] Optionally, each eBCS request method corresponds to a unique index.

[ 00351] For the sake of convenience, in the present disclosure, the request method for
the eBCS that needs registration and do not need association and for the eBCS that need
association can be referred to as a unified eBCS request method or a target eBCS request
method.

[ 00352] Optionally, the unified eBCS request method replaces the first eBCS request
method or the second eBCS request method. That is, the first eBCS request method in the
related art is replaced by the unified eBCS request method. Alternatively, the second
eBCS request method in the related art is replaced by the unified eBCS request method.
For example, indexes corresponding to the first eBCS request method would correspond
to those of the unified eBCS request method in the present disclosure, as illustrated in
Table 4.

Table 4 eBCS Request Method

Index for the eBCS

Meaning Remarks
Request Method
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0 No negotiation

] . eBCS request by STAs that are
Request using Unified ) ] )
1 associated or not associated with
EBCS Request frames
the broadcaster

Request using EBCS EBCS request by STAs that are

Request ANQP-elements | not associated with the broadcaster

o Out of band request. The
Request as defined in ]
3 mechanism and address are

EBCS info frame
indicated in the EBCS frame

4-255 Reserved

[ 00353] Optionally, as illustrated in Table 5, indexes of the unified eBCS request
method are different from those of the first eBCS request method and the second eBCS

request method.

Table 5 eBCS Request Mode

Index for the eBCS

Request Method Meaning Remarks
0 No negotiation
L Request using EBCS EBCS request by STAs that are
Requestframes associated with thebroadcaster
5 Request using EBCS EBCS request by STASs that are

Request ANQP-elements | not associated with the broadcaster

o Out of band request. The
Request as defined in )
3 ) mechanism and address are
EBCS info frame o ]

indicated in the EBCS frame

eBCS request by STAs that are

Request using Unified ) ] ]
4 associated or not associated with
EBCS Request frames
the broadcaster

5-255 Reserved

[ 00354] To sum up, in the present disclosure, the unified eBCS request method is
provided. However, in the related art, there are the request method only for the eBCS that

needs association and the request method only for the eBCS that needs registration and
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does not needs association. A certain eBCS request method to be adopted can be flexibly
determined or indicated through the technical solution provided by the present disclosure.

[ 00355] FIG. 39 illustrates a block diagram of a STA 3900 according to an embodiment
of the present disclosure. The STA 3900 includes a communication unit 3910. The
communication unit 3910 is configured to send a request frame carrying an eBCS request
element to an AP and receive a response frame carrying an eBCS response element. The
eBCS request element is a unified request element for an eBCS that needs registration
and does not need association and an eBCS that needs association, and the eBCS
response element is a unified response element for the eBCS that needs registration and
does not need association and the eBCS that needs association.

[ 00356] Optionally, for the eBCS that needs registration and does not need association,
the above request frame is a GAS initial request frame.

[ 00357] Optionally, for the eBCS that needs registration and does not need association,
the above response frame is a GAS initial response frame.

[ 00358] Optionally, for the eBCS that needs association, the request frame is an eBCS
request frame.

[ 00359] Optionally, for the eBCS that needs association, the response frame is an eBCS
response frame.

[ 00360] Optionally, the eBCS request element includes a requested time to termination
present. The requested time to termination present is configured to indicate whether the
eBCS request element includes a requested time to termination. The requested time to
termination is a time when the STA requests for terminating an eBCS.

[ 00361] Optionally, the eBCS request element includes an enhanced broadcast services
request control field, and the enhanced broadcast services request control field carries the

requested time to termination present.

[ 00362] Optionally, the eBCS request element includes the requested time to
termination.
[ 00363] Optionally, the eBCS request element includes enhanced broadcast services

request tuples, and the enhanced broadcast services request tuples include the requested
time to termination.

[ 00364] Optionally, the eBCS request element includes request authentication info. The
request authentication info is configured to indicate whether to request the authentication
information of the eBCS.

[ 00365] Optionally, the eBCS request element includes an enhanced broadcast services
44



request control field, and the enhanced broadcast services request control field carries the
request authentication info.

[ 00366] Optionally, the eBCS request element includes the enhanced broadcast services
request tuples, and the enhanced broadcast services request tuples include the enhanced
broadcast services request control field.

[ 00367] Optionally, the eBCS response element includes a response authentication info
present. The response authentication info present is configured to indicate whether the
eBCS response element includes the authentication information of the eBCS.

[ 00368] Optionally, the eBCS response element includes an enhanced broadcast
services response control field, and the enhanced broadcast services response control
field includes the response authentication info present.

[ 00369] Optionally, the eBCS response element includes enhanced broadcast services
response tuples, and the enhanced broadcast services response tuples include the

enhanced broadcast services response control field.

[ 00370] Optionally, the eBCS response element includes the authentication information
of the eBCS.
[ 00371] Optionally, the eBCS response element includes the enhanced broadcast

services response tuples, and the enhanced broadcast services response tuples includes
the authentication information of the eBCS.

[ 00372] Optionally, the authentication information of the eBCS includes an
authentication algorithm field, and the authentication algorithm field is configured to
indicate an authentication algorithm for the eBCS.

[ 00373] Optionally, the authentication algorithm is one of: HLSA, PKFA, HCFA
without instant authentication, or HCFA with the instant authentication.

[ 00374] Optionally, if the authentication algorithm is the PKFA, the authentication
information of the eBCS further includes an allowable time difference, a certificate
length, and a certificate.

[ 00375] Optionally, if the authentication algorithm is HCFA without the instant
authentication, the authentication information of the eBCS further includes the allowable
time difference, an eBCS info interval, an HCFA key change interval, and an HCFA base
key.

[ 00376] Optionally, if the authentication algorithm is HCFA with the instant
authentication, the authentication information of the eBCS further includes the allowable

time difference, a number of instant authenticators, and an instant authenticator list. The
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instant authenticator list includes an instant authenticator Hash distance and an instant
authenticator field.

[ 00377] Optionally, the STA 3900 includes a processing unit 3920, and the processing
unit 3920 is configured to determine to request the eBCS by adopting a target eBCS
request method. The target eBCS request method is a unified eBCS request method for
the eBCS that needs registration and does not need association and the eBCS that needs
association.

[ 00378] Optionally, the target eBCS request method corresponds to a unique index.

[ 00379] Optionally, the target eBCS request method replaces the first eBCS request
method or the second eBCS request method. The first eBCS request method is only for
the eBCS that needs association, and the second eBCS request method is only for the
eBCS that needs registration and does not need association.

[ 00380] Optionally, the index of the target eBCS request method is different from
indexes of the first eBCS request method and the second eBCS request method. The first
eBCS request method is only for the eBCS that needs association, and the second eBCS
request method is only for the eBCS that needs registration and does not need
association.

[ 00381] Optionally, in some embodiments, the communication unit may be a
communication interface or a transceiver or an input-output interface of a communication
chip or of a system-on-chip. The processing unit may be one or more processors.

[ 00382] It should be understood that the STA 3900 according to the embodiments of the
present disclosure may correspond to the STA in the method embodiments, and the above
and other operations and/or functions of various units in the STA 3900 are configured to
respectively implement the corresponding processes performed by the STA in the method
embodiments. For the sake of brevity, elaborations are omitted herein.

[ 00383] FIG. 40 illustrates a block diagram of an AP 4000 according to an embodiment
of the present disclosure. The AP 4000 includes a communication unit 4010. The
communication unit 4010 is configured to receive a request frame carrying an eBCS
request element sent by an STA, and send a response frame carrying an eBCS response
element to the STA. The eBCS request element is a unified request element for an eBCS
that needs registration and does not need association and an eBCS that needs association,
and the eBCS response element is a unified response element for the eBCS that needs
registration and does not need association and the eBCS that needs association.

[ 00384] Optionally, for the eBCS that needs registration and does not need association,
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the above request frame is a GAS initial request frame.

[ 00385] Optionally, for the eBCS that needs registration and does not need association,
the above response frame is a GAS initial response frame.

[ 00386] Optionally, for the eBCS that needs association, the request frame is an eBCS
request frame.

[ 00387] Optionally, for the eBCS that needs association, the response frame is an eBCS
response frame.

[ 00388] Optionally, the eBCS request element includes a requested time to termination
present. The requested time to termination present is configured to indicate whether the
eBCS request element includes a requested time to termination. The requested time to
termination is a time when the STA requests for terminating an eBCS.

[ 00389] Optionally, the eBCS request element includes an enhanced broadcast services
request control field, and the enhanced broadcast services request control field carries the

requested time to termination present.

[ 00390] Optionally, the eBCS request element includes the requested time to
termination.
[ 00391] Optionally, the eBCS request element includes enhanced broadcast services

request tuples, and the enhanced broadcast services request tuples include the requested
time to termination.

[ 00392] Optionally, the eBCS request element includes request authentication info. The
request authentication info is configured to indicate whether to request the authentication
information of the eBCS.

[ 00393] Optionally, the eBCS request element includes an enhanced broadcast services
request control field, and the enhanced broadcast services request control field carries the
request authentication info.

[ 00394] Optionally, the eBCS request element includes enhanced broadcast services
request tuples, and the enhanced broadcast services request tuples include the enhanced
broadcast services request control field.

[ 00395] Optionally, the eBCS response element includes a response authentication info
present. The response authentication info present is configured to indicate whether the
eBCS response element includes the authentication information of the eBCS.

[ 00396] Optionally, the eBCS response element includes an enhanced broadcast
services response control field, and the enhanced broadcast services response control

field includes the response authentication info present.
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[ 00397] Optionally, the eBCS response element includes enhanced broadcast services
response tuples, and the enhanced broadcast services response tuples include the

enhanced broadcast services response control field.

[ 00398] Optionally, the eBCS response element includes the authentication information
of the eBCS.
[ 00399] Optionally, the eBCS response element includes the enhanced broadcast

services response tuples, and the enhanced broadcast services response tuples includes
the authentication information of the eBCS.

[ 00400] Optionally, the authentication information of the eBCS includes an
authentication algorithm field, and the authentication algorithm field is configured to
indicate an authentication algorithm for the eBCS.

[ 00401] Optionally, the authentication algorithm is one of: HLSA, PKFA, HCFA
without instant authentication, or HCFA with the instant authentication.

[ 00402] Optionally, if the authentication algorithm is the PKFA, the authentication
information of the eBCS further includes an allowable time difference, a certificate
length, and a certificate.

[ 00403] Optionally, if the authentication algorithm is the HCFA without the instant
authentication, the authentication information of the eBCS further includes the allowable
time difference, an eBCS info interval, an HCFA key change interval, and an HCFA base
key.

[ 00404] Optionally, if the authentication algorithm is HCFA with the instant
authentication, the authentication information of the eBCS further includes the allowable
time difference, a number of instant authenticators, and an instant authenticator list. The
instant authenticator list includes an instant authenticator Hash distance and an instant
authenticator field.

[ 00405] Optionally, the AP 4000 includes a processing unit 4020, and the processing
unit 4020 is configured to determine to request the eBCS by adopting a target eBCS
request method. The target eBCS request method is a unified eBCS request method for
the eBCS that needs registration and does not need association and the eBCS that needs
association.

[ 00406] Optionally, the target eBCS request method corresponds to a unique index.

[ 00407] Optionally, the target eBCS request method replaces the first eBCS request
method or the second eBCS request method. The first eBCS request method is only for

the eBCS that needs association, and the second eBCS request method is only for the
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eBCS that needs registration and does not need association.

[ 00408] Optionally, the index of the target eBCS request method is different from
indexes of the first eBCS request method and the second eBCS request method. The first
eBCS request method is only for the eBCS that needs association, and the second eBCS
request method is only for the eBCS that needs registration and does not need
association.

[ 00409] Optionally, in some embodiments, the communication unit may be a
communication interface or a transceiver or an input-output interface of a communication
chip or of a system-on-chip. The processing unit may be one or more processors.

[ 00410] It should be understood that the AP 4000 according to the embodiments of the
present disclosure may correspond to the AP in the method embodiments, and the above
and other operations and/or functions of various units in the AP 4000 are configured to
respectively implement the corresponding processes performed by the AP in the method
embodiments. For the sake of brevity, elaborations are omitted herein.

[ 00411] Those of ordinary skill in the art would appreciate that the various example
units and algorithm steps described in connection with the embodiments in the present
disclosure can be implemented in electronic hardware or a combination of computer
software and electronic hardware. Whether these functions are performed in hardware or
software depends on the specific application and design constraints of the technical
solutions. Those of ordinary skill may use different methods for each particular
application to implement the described functionality, but such implementation should not
be considered outside the scope of the present disclosure.

[ 00412] Those skilled in the art would clearly appreciate that, for convenience and
brevity of description, the specific operating processes of the above-described systems,
devices and units may refer to the corresponding processes in the aforementioned method
embodiments and would not be repeated herein.

[ 00413] In several embodiments provided in the present disclosure, it should be
understood that the disclosed systems, devices and methods may be implemented in other
ways. For example, the above-described embodiments of the devices are only schematic,
for example, the division of the unit is only a logical function division, and in practice,
there may be another division method, for example, multiple units or components may be
combined or integrated into another system, or some features may be ignored or not
performed. Furthermore, the coupling or direct coupling or communication connection

between each other illustrated or discussed may be indirect coupling or communication
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connection through some interface, device or unit, and may be electrical, mechanical or
other form.

[ 00414] The units illustrated as separate components may or may not be physically
separated, and the components displayed as unit may or may not be physical units, that
is, the units and the components may be located in one place, or may be distributed over
multiple network units. Part or all of the units can be selected according to the actual
needs to achieve the purpose of the embodiments.

[ 00415] In addition, various functional units in the embodiments of the present
disclosure may be integrated in one processing unit, or various units may exist physically
alone, or two or more units may be integrated in one unit.

[ 00416] The functions may be stored in a computer readable storage medium if
implemented in the form of software functional units and sold or used as stand-alone
products. In view of this understanding, the technical solutions of the present disclosure
can be embodied in the form of a software product in essence or the part that contributes
to the related art or the part of the technical solutions. The computer software product is
stored in a storage medium and includes instructions that enables a computer device
(which may be a personal computer, server, network device, etc.) to perform all or part of
the operations of the methods described in various embodiments of the present
disclosure. The aforementioned storage medium includes a U disk, a removable hard
disk, a ROM, a RAM, a magnetic disk or an optical disk and other medium capable of
storing program codes.

[ 00417] The above-mentioned is only the specific implementation of the present
disclosure, but the scope of protection of the present disclosure is not limited thereto.
Any variation or substitution readily conceivable by those skilled in the art within the
scope of the technology disclosed in the present disclosure shall be covered by the scope
of protection of the present disclosure. Therefore, the scope of protection of the present

disclosure should be subject to the scope of protection of the claims.
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CLAIMS

1. A wireless communication method, comprising:

sending, by a Station (STA), a first request to an Access Point (AP), wherein the first
request is configured to request an Enhanced Broadcast Service (eBCS); and

receiving, by the STA, a first response, wherein the first response comprises

authentication information of the eBCS.

2. The method of claim 1, wherein the eBCS is an eBCS which needs registration and does
not need association, and correspondingly, the first request is an Access Network Query

Protocol (ANQP) request, and the first response is an ANQP response.

3. The method of claim 2, wherein

the ANQP request comprises an enhanced broadcast request ANQP-element structure,
the enhanced broadcast request ANQP-element structure comprises enhanced broadcast
services request tuples, and the enhanced broadcast services request tuples comprise request
authentication information,

wherein the request authentication information is configured to indicate whether to

request for acquiring the authentication information of the eBCS.

4. The method of claim 3, wherein the enhanced broadcast services request tuples comprise an
enhanced broadcast services request control field, and the enhanced broadcast services request

control field comprises the request authentication information.

5. The method of claim 3, wherein the enhanced broadcast services request tuples comprise a
broadcast action field, and a reserved field of the broadcast action field carries the request

authentication information.

6. The method of any one of claims 2 to 5, wherein the ANQP response further comprises a
response authentication information present,
wherein the response authentication information present is configured to indicate

whether the ANQP response comprises the authentication information of the eBCS.

7. The method of claim 6, wherein the ANQP response comprises an enhanced broadcast
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services response control field, and the enhanced broadcast services response control field

comprises the response authentication information present.

8. The method of claim 1, wherein the eBCS is an eBCS which needs association, and
correspondingly, the first request is an eBCS request, and the first response is an eBCS

response.

9. The method of claim 8, wherein

the eBCS request comprises an eBCS request element structure, the eBCS request
element structure comprises an eBCS request information set, and the eBCS request
information set comprises request authentication information,

wherein the request authentication information is configured to indicate whether to

request for acquiring the authentication information of the eBCS.

10. The method of claim 9, wherein the eBCS request information set comprises an eBCS
request info control field, and the eBCS request info control field comprises the request

authentication information.

11. The method of any one of claims 8 to 10, wherein the eBCS response further comprises a
response authentication information present,
wherein the response authentication information present is configured to indicate

whether the eBCS response comprises the authentication information of the eBCS.

12. The method of claim 11, wherein the eBCS response comprises an eBCS response
information set, and the eBCS response information set comprises the response authentication

information present.

13. The method of claim 12, wherein the eBCS response information set comprises an eBCS
response info control field, and the eBCS response info control field comprises the response

authentication information present.

14. The method of any one of claims 1 to 13, wherein the authentication information of the
eBCS comprises an authentication algorithm field, and the authentication algorithm field is

configured to indicate an authentication algorithm for the eBCS.
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15. The method of claim 14, wherein the authentication algorithm is one of: no frame
authentication with mandatory Higher Layer Source Authentication (HLSA), Public Key
Frame Authentication (PKFA), Hash Chain Frame Authentication (HCFA) without instant

authentication, or HCFA with the instant authentication.

16. The method of claim 15, wherein if the authentication algorithm is the PKFA, the
authentication information of the eBCS further comprises an allowable time difference, a

certificate length, and a certificate.

17. The method of claim 15, wherein if the authentication algorithm is the HCFA without the
instant authentication, the authentication information of the eBCS further comprises an
allowable time difference, an eBCS info interval, an HCFA key change interval, and an HCFA
base key.

18. The method of claim 15, wherein if the authentication algorithm is the HCFA with the
instant authentication, the authentication information of the eBCS further comprises an
allowable time difference, a number of instant authenticators, and an instant authenticator list,

wherein the instant authenticator list comprises an instant authenticator Hash distance

and an instant authenticator field.

19. A wireless communication method, comprising:

sending, by a sending end, an Access Network Query Protocol (ANQP) request to a
receiving end, wherein the ANQP request comprises a requested time to termination, and the
requested time to termination is a time when the sending end requests for terminating an

Enhanced Broadcast Service (eBCS).

20. The method of claim 19, wherein the ANQP request comprises an enhanced broadcast
request ANQP-element structure, the enhanced broadcast request ANQP-element structure
comprises enhanced broadcast services request tuples, and the enhanced broadcast services

request tuples comprise the requested time to termination.

21. The method of claim 19 or 20, wherein the ANQP request comprises a broadcast action

field, and a reserved field of the broadcast action field carries a requested time to termination
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present,
wherein the requested time to termination present is configured to indicate whether the

ANQP request comprises the requested time to termination.

22. The method of claim 20, wherein the enhanced broadcast services request tuples comprise
an enhanced broadcast services request control field, and the enhanced broadcast services
request control field comprises a requested time to termination present,

wherein the requested time to termination present is configured to indicate whether the

ANQP request comprises the requested time to termination.

23. The method of any one of claims 19 to 22, wherein the eBCS is an eBCS which needs
registration and does not need association, and the ANQP request is configured to request an

extension of the eBCS.

24. A wireless communication method, comprising:

receiving, by an Access Point (AP), a first request, wherein the first request is
configured to request an Enhanced Broadcast Service (eBCS); and

sending, by the AP, a first response to a Station (STA), wherein the first response

comprises authentication information of the eBCS.

25. The method of claim 24, wherein the eBCS is an eBCS which needs registration and does
not need association, and correspondingly, the first request is an Access Network Query

Protocol (ANQP) request, and the first response is an ANQP response.

26. The method of claim 25, wherein the ANQP request comprises an enhanced broadcast
request ANQP-element structure, the enhanced broadcast request ANQP-element structure
comprises enhanced broadcast services request tuples, and the enhanced broadcast services
request tuples comprise request authentication information,

wherein the request authentication information is configured to indicate whether to

request for acquiring the authentication information of the eBCS.

27. The method of claim 26, wherein the enhanced broadcast services request tuples comprise
an enhanced broadcast services request control field, and the enhanced broadcast services

request control field comprises the request authentication information.
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28. The method of claim 26, wherein the enhanced broadcast services request tuples comprise
a broadcast action field, and a reserved field of the broadcast action field carries the request

authentication information.

29. The method of any one of claims 25 to 28, wherein the ANQP response further comprises
a response authentication information present,
wherein the response authentication information present is configured to indicate

whether the ANQP response comprises the authentication information of the eBCS.

30. The method of claim 29, wherein the ANQP response comprises an enhanced broadcast
services response control field, and the enhanced broadcast services response control field

comprises the response authentication information present.

31. The method of claim 24, wherein the eBCS is an eBCS which needs association, and
correspondingly, the first request is an eBCS request, and the first response is an eBCS

response.

32. The method of claim 31, wherein, the eBCS request comprises an eBCS request element
structure, the eBCS request element structure comprises an eBCS request information set, and
the eBCS request information set comprises request authentication information,

wherein the request authentication information is configured to indicate whether to

request for acquiring the authentication information of the eBCS.

33. The method of claim 32, wherein the eBCS request information set comprises an eBCS
request info control field, and the eBCS request info control field comprises the request

authentication information.

34. The method of any one of claims 31 to 33, wherein the eBCS response further comprises a
response authentication information present,
wherein the response authentication information present is configured to indicate

whether the eBCS response comprises the authentication information of the eBCS.

35. The method of claim 34, wherein the eBCS response comprises an eBCS response
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information set, and the eBCS response information set comprises the response authentication

information present.

36. The method of claim 35, wherein the eBCS response information set comprises an eBCS
response info control field, and the eBCS response info control field comprises the response

authentication information present.

37. The method of any one of claims 24 to 36, wherein the authentication information of the
eBCS comprises an authentication algorithm field, and the authentication algorithm field is

configured to indicate an authentication algorithm for the eBCS.

38. The method of claim 37, wherein the authentication algorithm is one of: no frame
authentication with mandatory Higher Layer Source Authentication (HLSA), Public Key
Frame Authentication (PKFA), Hash Chain Frame Authentication (HCFA) without instant

authentication, or HCFA with the instant authentication.

39. The method of claim 38, wherein, if the authentication algorithm is the PKFA, the
authentication information of the eBCS further comprises an allowable time difference, a

certificate length, and a certificate.

40. The method of claim 38, wherein if the authentication algorithm is the HCFA without the
instant authentication, the authentication information of the eBCS further comprises an
allowable time difference, an eBCS info interval, an HCFA key change interval, and an HCFA
base key.

41. The method of claim 38, wherein if the authentication algorithm is the HCFA with the
instant authentication, the authentication information of the eBCS further comprises an
allowable time difference, a number of instant authenticators, and an instant authenticator list,

wherein the instant authenticator list comprises an instant authenticator Hash distance

and an instant authenticator field.

42. A wireless communication method, comprising:
receiving, by a receiving end, an Access Network Query Protocol (ANQP) request

from a sending end, wherein the ANQP request comprises a requested time to termination,
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and the requested time to termination is a time when the sending end requests for terminating

an Enhanced Broadcast Service (eBCS).

43. The method of claim 42, wherein the ANQP request comprises an enhanced broadcast
request ANQP-element structure, the enhanced broadcast request ANQP-element structure
comprises enhanced broadcast services request tuples, and the enhanced broadcast services

request tuples comprise the requested time to termination.

44. The method of claim 42 or 43, wherein the ANQP request comprises a broadcast action
field, and a reserved field of the broadcast action field carries a requested time to termination
present,

wherein the requested time to termination present is configured to indicate whether the

ANQP request comprises the requested time to termination.

45. The method of claim 43, wherein the enhanced broadcast services request tuples comprise
an enhanced broadcast services request control field, and the enhanced broadcast services
request control field comprises a requested time to termination present,

wherein the requested time to termination present is configured to indicate whether the

ANQP request comprises the requested time to termination.

46. The method of any one of claims 42 to 45, wherein the eBCS is an eBCS which needs
registration and does not need association, and the ANQP request is configured to request an

extension of the eBCS.

47. A wireless communication method, comprising:

sending, by a Station (STA), a request frame carrying an Enhanced Broadcast Service
(eBCS) request element to an Access Point (AP); and

receiving, by the STA, a response frame carrying an eBCS response element,

wherein the eBCS request element is a unified request element for an eBCS that needs
registration and does not need association and an eBCS that needs association, and the eBCS
response element is a unified response element for the eBCS that needs registration and does

not need association and the eBCS that needs association.

48. The method of claim 47, wherein for the eBCS that needs registration and does not need
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association, the request frame is a Generic Advertisement Service (GAS) initial request frame.

49. The method of claim 47 or 48, wherein for the eBCS that needs registration and does not

need association, the response frame is a GAS initial response frame.

50. The method of claim 47, wherein for the eBCS that needs association, the request frame is

an eBCS request frame.

51. The method of claim 47 or 50, wherein for the eBCS that needs association, the response

frame is an eBCS response frame.

52. The method of any one of claims 47 to 51, wherein the eBCS request element comprises a
requested time to termination present,

wherein the requested time to termination present is configured to indicate whether the
eBCS request element comprises a requested time to termination, and the requested time to

termination is a time when the STA requests for terminating the eBCS.

53. The method of claim 52, wherein the eBCS request element comprises an enhanced
broadcast services request control field, and the enhanced broadcast services request control

field carries the requested time to termination present.

54. The method of claim 52 or 53, wherein the eBCS request element comprises the requested

time to termination.

55. The method of claim 54, wherein the eBCS request element comprises enhanced
broadcast services request tuples, and the enhanced broadcast services request tuples comprise

the requested time to termination.

56. The method of any one of claims 47 to 55, wherein the eBCS request element comprises
request authentication information,
wherein the request authentication information is configured to indicate whether to

request for acquiring authentication information of the eBCS.

57. The method of claim 56, wherein the eBCS request element comprises an enhanced
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broadcast services request control field, and enhanced broadcast services request control field

carries the request authentication information.

58. The method of claim 53 or 57, wherein the eBCS request element comprises the enhanced
broadcast services request tuples, and the enhanced broadcast services request tuples comprise

the enhanced broadcast services request control field.

59. The method of any one of claims 47-58, wherein the eBCS response element comprises a
response authentication information present,
wherein the response authentication information present is configured to indicate

whether the eBCS response element comprises the authentication information of the eBCS.

60. The method of claim 59, wherein the eBCS response element comprises an enhanced
broadcast services response control field, and the enhanced broadcast services response

control field comprises the response authentication information present.

61. The method of claim 60, wherein the eBCS response element comprises enhanced
broadcast services response tuples, and the enhanced broadcast services response tuples

comprise the enhanced broadcast services response control field.

62. The method of any one of claims 59 to 61, wherein the eBCS response element comprises

the authentication information of the eBCS.

63. The method of claim 62, wherein the eBCS response element comprises enhanced
broadcast services response tuples, and the enhanced broadcast services response tuples

comprise the authentication information of the eBCS.

64. The method of any one of claims 59 to 63, wherein the authentication information of the
eBCS comprises an authentication algorithm field, and the authentication algorithm field is

configured to indicate an authentication algorithm for the eBCS.

65. The method of claim 64, wherein the authentication algorithm is one of: no frame
authentication with mandatory Higher Layer Source Authentication (HLSA), Public Key

Frame Authentication (PKFA), Hash Chain Frame Authentication (HCFA) without instant
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authentication, or HCFA with the instant authentication.

66. The method of claim 65, wherein, if the authentication algorithm is the PKFA, the
authentication information of the eBCS further comprises an allowable time difference, a

certificate length, and a certificate.

67. The method of claim 65, wherein, if the authentication algorithm is the HCFA without the
instant authentication, the authentication information of the eBCS further comprises an
allowable time difference, an eBCS info interval, an HCFA key change interval, and an HCFA
base key.

68. The method of claim 65, wherein if the authentication algorithm is the HCFA with the
instant authentication, the authentication information of the eBCS further comprises an
allowable time difference, a number of instant authenticators, and an instant authenticator list,

wherein the instant authenticator list comprises an instant authenticator Hash distance

and an instant authenticator field.

69. The method of any one of claims 47 to 68, wherein before sending, by the STA, the eBCS
request element to the AP, the method further comprises:

determining to request an eBCS by adopting a target eBCS request method,

wherein the target eBCS request method i1s a unified eBCS request method for the
eBCS that needs registration and does not need association and the eBCS that needs

association.

70. The method of claim 69, wherein the target eBCS request method corresponds to a unique

index.

71. The method of claim 70, wherein the target eBCS request method replaces a first eBCS
request method or a second eBCS request method,

wherein the first eBCS request method is only for the eBCS that needs association,
and the second eBCS request method is only for the eBCS that needs registration and does not

need association.

72. The method of claim 70 or 71, wherein the index of the target eBCS request method is
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different from indexes of a first eBCS request method and a second eBCS request method,
wherein the first eBCS request method is only for the eBCS that needs association,
and the second eBCS request method is only for the eBCS that needs registration and does not

need association.

73. A wireless communication method, comprising:

receiving, by an Access Point (AP), a request frame carrying an Enhanced Broadcast
Service (eBCS) request element sent by a Station (STA); and

sending, by the AP, a response frame carrying an eBCS response element to the STA,

wherein the eBCS request element is a unified request element for an eBCS that needs
registration and does not need association and an eBCS that needs association, and the eBCS
response element is a unified response element for the eBCS that needs registration and does

not need association and the eBCS that needs association.

74. The method of claim 73, wherein for the eBCS that needs registration and does not need

association, the request frame is a Generic Advertisement Service (GAS) initial request frame.

75. The method of claim 73 or 74, wherein for the eBCS that needs registration and does not

need association, the response frame is a GAS initial response frame.

76. The method of claim 73, wherein for the eBCS that needs association, the request frame 1s

an eBCS request frame.

77. The method of claim 73 or 76, wherein for the eBCS that needs association, the response

frame is an eBCS response frame.

78. The method of any one of claims 73 to 77, wherein the eBCS request element comprises a
requested time to termination present,

wherein the requested time to termination present is configured to indicate whether the
eBCS request element comprises a requested time to termination, and the requested time to

termination is a time when the STA requests for terminating the eBCS.

79. The method of claim 78, wherein the eBCS request element comprises an enhanced

broadcast services request control field, and the enhanced broadcast services request control
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field carries the requested time to termination present.

80. The method of claim 78 or 79, wherein the eBCS request element comprises the requested

time to termination.

81. The method of claim 80, wherein the eBCS request element comprises enhanced
broadcast services request tuples, and the enhanced broadcast services request tuples comprise

the requested time to termination.

82. The method of any one of claims 73 to 81, wherein the eBCS request element comprises
request authentication information,
wherein the request authentication information is configured to indicate whether to

request for acquiring authentication information of the eBCS.

83. The method of claim 82, wherein the eBCS request element comprises an enhanced
broadcast services request control field, and the enhanced broadcast services request control

field carries the request authentication information.

84. The method of claim 79 or 83, wherein the eBCS request element comprises the enhanced
broadcast services request tuples, and the enhanced broadcast services request tuples comprise

an enhanced broadcast services request control field.

85. The method of any one of claims 73 to 84, wherein the eBCS response element comprises
a response authentication information present,
wherein the response authentication information present is configured to indicate

whether the eBCS response element comprises the authentication information of the eBCS.

86. The method of claim 85, wherein the eBCS response element comprises an enhanced
broadcast services response control field, and the enhanced broadcast services response

control field comprises the response authentication information present.

87. The method of claim 86, wherein the eBCS response element comprises enhanced
broadcast services response tuples, and the enhanced broadcast services response tuples

comprise the enhanced broadcast services response control field.
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88. The method of any one of claims 85 to 87, wherein the eBCS response element comprises

the authentication information of the eBCS.

89. The method of claim 88, wherein the eBCS response element comprises enhanced
broadcast services response tuples, the enhanced broadcast services response tuples comprise

the authentication information of the eBCS.

90. The method of any one of claims 85 to 89, wherein the authentication information of the
eBCS comprises an authentication algorithm field, and the authentication algorithm field is

configured to indicate an authentication algorithm for the eBCS.

91. The method of claim 90, wherein the authentication algorithm is one of: no frame
authentication with mandatory Higher Layer Source Authentication (HLSA), Public Key
Frame Authentication (PKFA), Hash Chain Frame Authentication (HCFA) without instant

authentication, or HCFA with the instant authentication.

92. The method of claim 91, wherein, if the authentication algorithm is the PKFA, the
authentication information of the eBCS further comprises an allowable time difference, a

certificate length, and a certificate.

93. The method of claim 91, wherein if the authentication algorithm is the HCFA without the
instant authentication, the authentication information of the eBCS further comprises an
allowable time difference, an eBCS info interval, an HCFA key change interval, and an HCFA
base key.

94. The method of claim 91, wherein if the authentication algorithm is the HCFA with the
instant authentication, the authentication information of the eBCS further comprises an
allowable time difference, a number of instant authenticators, and an instant authenticator list,

wherein the instant authenticator list comprises an instant authenticator Hash distance

and an instant authenticator field.

95. The method of any one of claims 73 to 94, wherein before receiving, by the AP, the eBCS

request element sent by the STA, the method further comprises:
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determining to request the eBCS by adopting a target eBCS request method,
wherein the target eBCS request method is a unified eBCS request method for the
eBCS that needs registration and does not need association and the eBCS that needs

association.

96. The method of claim 95, wherein the target eBCS request method corresponds to a unique

index.

97. The method of claim 96, wherein the target eBCS request method replaces a first eBCS
request method or a second eBCS request method,

wherein the first eBCS request method is only for the eBCS that needs association,
and the second eBCS request method is only for the eBCS that needs registration and does not

need association.

98. The method of claim 96 or 97, wherein the index of the target eBCS request method is
different from indexes of the first eBCS request method and the second eBCS request method,

wherein the first eBCS request method is only for the eBCS that needs association,
and the second eBCS request method is only for the eBCS that needs registration and does not

need association.

99. A Station (STA), comprising a communication unit, wherein the communication unit is
configured to:

send a first request to an Access Point (AP), wherein the first request is configured to
request an Enhanced Broadcast Service (eBCS); and

receive a first response, wherein the first response comprises authentication

information of the eBCS.

100. A sending end, comprising a communication unit, wherein the communication unit is
configured to:

send an Access Network Query Protocol (ANQP) request to a receiving end, wherein
the ANQP request comprises a requested time to termination, and the requested time to
termination is a time when the sending end requests for terminating an Enhanced Broadcast

Service (eBCS).
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101. An Access Point (AP), comprising a communication unit, wherein the communication
unit is configured to:

receive a first request, wherein the first request is configured to request an Enhanced
Broadcast Service (eBCS); and

send a first response to an Station (STA), wherein the first response comprises

authentication information of the eBCS.

102. A receiving end, comprising a communication unit, wherein the communication unit is
configured to:

receive an Access Network Query Protocol (ANQP) request sent by a sending end,
wherein the ANQP request comprises a requested time to termination, and the requested time
to termination is a time when the sending end requests for terminating an Enhanced Broadcast

Service (eBCS).

103. A Station (STA), comprising a communication unit, wherein the communication unit is
configured to:

send a request frame carrying an Enhanced Broadcast Service (eBCS) request element
to an Access Point (AP); and

receive a response frame carrying an eBCS response element,

wherein the eBCS request element is a unified request element for an eBCS that needs
registration and does not need association and an eBCS that needs association, and the eBCS
response element is a unified response element for the eBCS that needs registration and does

not need association and the eBCS that needs association.

104. An Access Point (AP), comprising a communication unit, wherein the communication
unit is configured to:

receive a request frame carrying an Enhanced Broadcast Service (eBCS) request
element sent by a Station (STA); and

send a response frame carrying an eBCS response element to the STA,

wherein the eBCS request element is a unified request element for an eBCS that needs
registration and does not need association and an eBCS that needs association, and the eBCS
response element is a unified response element for the eBCS that needs registration and does

not need association and the eBCS that needs association.
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105. A Station (STA) comprising a processor and a memory, wherein the memory is
configured to store a computer program, and the processor is configured to invoke and run the

computer program stored in the memory to perform the method of any one of claims 1 to 18.

106. A sending end comprising a processor and a memory, wherein the memory is configured
to store a computer program, and the processor is configured to invoke and run the computer

program stored in the memory to perform the method of any one of claims 19 to 23.

107. An Access Point (AP) comprising a processor and a memory, wherein the memory is
configured to store a computer program, and the processor is configured to invoke and run the

computer program stored in the memory to perform the method of any one of claims 24 to 41.

108. A receiving end comprising a processor and a memory, wherein the memory is
configured to store a computer program, and the processor is configured to invoke and run the

computer program stored in the memory to perform the method of any one of claims 42 to 46.

109. A Station (STA) comprising a processor and a memory, wherein the memory is
configured to store a computer program, and the processor is configured to invoke and run the

computer program stored in the memory to perform the method of any one of claims 47 to 72.

110. An Access Point (AP) comprising a processor and a memory, wherein the memory is
configured to store a computer program, and the processor is configured to invoke and run the

computer program stored in the memory to perform the method of any one of claims 73 to 98.

111. A chip comprising a processor, wherein the processor is configured to invoke and run a
computer program from a memory to cause a device on which the chip is mounted to perform

the method of any one of claims 1 to 98.

112. A computer-readable storage medium for storing a computer program that causes a

computer to perform the method of any one of claims 1 to 98.

113. A computer program product comprising computer program instructions that cause a

computer to perform the method of any one of claims 1 to 98.
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114. A computer program causing a computer to perform the method of any one of claims 1 to

98.
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