; €3eNR6T: G BRI SK ASSESSMENT METHOD BACKGROUND OF THE | NVENTI ON * GOOOO2*
1. 'Field of the Invention The present invention relates to the construction
of a security policy as to an information system and the risk assessnent
of the information system 2. Description of the Related Art
progression of information and comuni cati ons technol ogy, inf mmmm@m,”mﬂ”m
security of information systens belonging to certain organlzatlons

assum ngTLEPEr PAnEHE INVENEEAN years, attention is being given to THE"
significance of security policies in particular. In the governnent of
Japan, for exanple, the CatRh®H AFIFIIMENT MERHOMal Securl ty Af“ww ’ﬁlmﬂm]mmm
Crisis Managenent issued "Cuidelinesfor Information Technol ogy

Pol i cy" BACKGRPUNDROOG, THRd INNENGERNr al government mni stries preparaobor
information security policies. Various kinds of guidelines for preparing
securitylpoFiieildsofiatbebdeneptaposed i nternationally. Anong the gl obal

gui delines receiving attention in recent years is a British standard call ed
BS7799. Part 1Tbé phesest andeent hars @ st dearo itied wded tirudtSOn B$72399 was
established in 1995 by British Standards Institution (BSI). This BS7799
defi nes bandarient pbldont rel td ani teferfaksonr efyeterd todasheontiskl s) , a
summary of best practice in information security. BS7799 consists of two
parts, oasBastmgéntexécuheonngvirdaeline t@stemf ormati on security nmanagenent
and Part 2: specifications for an information security system Part 1 shows
t he best 2pr aesteeptppavodi nget Relgtuedehirne for advi sing nmanagenent. Part 2
provi des the standard that defines how a managenent franmework is eval uated

and certified Wothcom of regess s Rad tofl (BSFAR%-1bn hasl berruhnehydedsi n 1 SO
as 1SO 17799. Part 2 of this BS7799 chiefly provides requirenents for an

| SM5 (I nteerBbiegypeeHrbimabBagesentiSysbeninkFbameweek, sgndefgt ai | ed
controls that present specifics of the controls on
belonging to certain organizations is assuming importance. In
recent years, attention is being given to the significance of
security policies in particular.

In the government of Japan, for example, the Cabinet
Office for National Security Affairs and Crisis Management
issued "Guidelines for Information Technology Security Policy"
in July, 2000, and the central government ministries prepared
information security policies.

Various kinds of guidelines for preparing security
policies have been proposed internationally. Among the global
guidelines receiving attention in recent years is a British
standard called BS7799. Part 1 of this standard has also been
included in ISO.

B87799 was established in 1995 by British Standards

Institution (BSI). This BS7799 defines fundamental control



information security. The requirenents for an | SM5 framework pertain to the
system's security policy, control objectives, controls, docunent control,
record managenent, and so on. This BS7799 al so requires that the
appropriate scope of the information security managenent system be

determ ned and a proper risk assessnent be perforned in establishing a
framework. Fig. 2 shows an overview of the establishnment of a franmework. As
shown i nithis (Hlags apfeatredttmpab,centseeln)i t ¢ poinayy p$ weft pedctAtest ep 2,
the scope of the information security managenent systemis determ ned.

| nci dent ahl ynfokmatdbagsamirsta.quotation of Fig. 1 in Part 2 of BS7799. 2
At step 3, a risk assessnent is undertaken. At step 4, individual risks are
managed. At stBp7%99cootsbbtsbpEctwuesannd, cont Parts 10 érecupienent ed on
the information security managenent system are selected. At step 6, a

st at enenguaticappki €abi Lntyrhaciappbgcngithemenayenenobpadt Pues amd control s
sel ected above is prepared. As above, in establishing a mnagenent
framewor kpekt fiisa€ssast fakr ko dafbrragisacsectyipgl k¢ytand pesforma risk
assessnment (step 3). Conventionally, the security policy has been
constructadwBytREe BH St PEartival, pepditiagstieé AN ddIfidadondsystag and
conditions of an ideal information system humanly by various neans. The

securitynppahiereand thgereondtdeinge PitHdedafirmtinen systie@shave heen used
to performarisk assessnment humanly by hand. To performa risk assessnent

typiCaLIMahsge&@ﬁ%fﬁgﬁewéfu@@%&did&@édﬁ%@%@&k&fi@af@@éehfaraaqcéasset
val ues" to/of the infornmation assets (property) be identified to determ ne
the degreg, @f 17i8k7799-1) has been included in ISO as ISO 17799.

Part 2 of this BS7799 chiefly provides requirements for
an ISMS (Information Security Management System) framework, and
detailed controls that present specifics of the controls on
information security.

The requirements for an ISMS framework pertain to the
system's security policy, control objectives, controls,
document control, record management, and so on. This BS7799
also requires that the appropriate scope of the information
security management system be determined and a proper risk
assessment be performed in establishing a framework.

Fig. 2 shows an overview of the establishment of a
framework. As shown in this diagram, at step 1, a security
policy is defined. At step 2, the scope of the information
security management system is determined.

Incidentally, this diagram is a quotation of Fig. 1 in

Part 2 of BS7799.



For exanple, in "Quidelines for Informati on Technol ogy Security Policy"
ment i oned above, the risk assessnent is defined as one of the procedures
for risk analysis. The risk assessnent as enployed in the docunent is
performed as follows (1) Initially, investigate the threats surrounding the
3 information assets. The threats are classified into physical threats,
technical threats, human threats, etc. The physical threats include

i ntrusion, desBrustépm, andifski bgsessThatt eehmdartakerat At wélewdd -

unaut hori zed access and tappi ng. The human threats include operation

m st akes indbusidng lextiséist bor, mandgadsconduct. (2) Performa risk assessnent
on each threat. The assessnent is nade fromthe frequency of occurrence of
that threat andttheepcal ecohtdahngejentiusesamflieponheoihreatbeccurs . By
intuition, the product of the frequency of occurrence and the scal e of
danmage typbdahkytes ¢hehmgmiftoutdetdfont becnirsky randdersemia)sy steny emti ona

ri sk assessnents have been conducted humanly by hand. Incidentally, the
present kBlerter.has proposed, in Japanese Patent Application Nos.

2000-1 64819 and 2001-132177, apparatuses and nethods for creating a
security policxthytemld,ng stuemées dfoappgabapalion fenenrs,yiandtgeaspi ng
the current conditions fromthe responses. As enployed in the present
appliCatb@ﬂtr%@rg@abé@ﬁh@esénaehaht&@1@0%egebyeauabaeési@nF@épakéas but

al so ot her organizations including governnment and mnunicipal institutions
and various ingerpesedj ons «s4eh 1asHioYNdahh 08§emdst AWM wdHISK idss@ssnent s

have conventionally been executed humanly by hand based on constructed
securitycpakh¢ias apddkhieneondikbiars t9f pbhechnhanmptir-eBrayat enBx 4
assessment (step 3).

Conventionally, the security policy has been constructed
by acquiring actual conditions of an information system and
conditions of an ideal information system humanly by various
means. The security policy and the conditions of the
information system have been used to perform a risk assessment
humanly by hand.

To perform a risk assessment typically requires that
"threats, " "vulnerability," "impact, " and "asset values" to/of
the information assets (property) be identified to determine
the degree of risk.

For example, in "Guidelines for Information Technology
Security Policy" mentioned above, the risk assessment is
defined as one of the procedures for risk analysis. The risk

assessment as employed in the document is performed as follows:

(1) Initially, investigate the threats surrounding the



It is desirable, however, that risk assessnent could be executed
automatically based on the configuration of the information systens when
_the configuration is clear fromthe information such as the conditions of
the information systens . The reason is that the automatic execution could
| i ghten user effort. In addition, it is convenient that the controls on the
informati on systens could be nodified based on the results of the risk
assessnenhfobebolensaszdas i oMheartarpettoa ned lrssed it tineor phybticad
configuration. The reason is that the nodifications to the controls could
be speedthyeaheckeschnt cel ftetteat SUMMABRY Ohrddiss) NMENTI ONeTheyph.eaént

i nvention has been achieved in view of the foregoing. It is thus an object
of the pthsesntsi nventdeniherexeett edastra&tasspsan@nfabased. ommiee security
policy and the configuration of the current informati on system To achieve

the foregetngiebieehrehbe pheseat L1A¥EBLHONZPAONEEESs dahliSkapssagSTENt
nmet hod conprising: a first conversion step of converting a security policy

and i nf offBt hoRagysheants! ahedubaf epaRht08ni At ot akék| stpdatagf or mat based
on a predeterm ned application programmng interface, the first data format

bei ng a data;Eerppt hAahendedohaucti sk assessnent; and a risk assessnent
step of executing 5 a risk assessnent based on the security policy and

i nformation-syssenpEelalbRdai P{ ok MR LO9skOMY €54 6o Nen £ONVET SN i nto the
data format intended for risk assessnent facilitates executing a risk

assessmeglsekBmBALL i cUREhe YRSA LHE FreKudSSESSEENLCLPrEXEEULEdLhY

program the data can be supplied to the programas is. The present

Lgé??}ngpgﬁﬁgfg&9%%%ﬁ§céﬁéxh?aﬁm%%%e§§@%%%§”EBQﬁQﬂF§%%&%%& SOERLLSI ng: a
p of nodifying elther one or both of the security policy
and the By intuition, the product of the frequency of occurrence and

the scale of damage typically is the magnitude of the risk.

In this way, conventional risk assessments have been
conducted humanly by hand.

Incidentally, the present inventor has proposed, in
Japanese Patent Application Nos. 2000-164819 and 2001-132177,
apparatuses and methods for creating a security policy by making
inquiries to organization members, and grasping the current
conditions from the responses.

As employed in the present application, "organizations"
refer to not only business enterprises but also other
organizations including government and municipal institutions
and various incorporations such as foundations.

As above, risk assessments have conventionally been

executed humanly by hand based on constructed security policies

and the conditions of the information systems.



information-systemrelated informati on based on the result of assessnent at
the risk assessnent step; a second conversion step of converting either one
_~or both of the security policy and the information-systemrel ated
information nodified at the nodification step into a second data format
based on the application progranm ng interface, the second data format
being a data format intended for securit goljcy construction; and a

si mul ati on st eptofs sasfigrak sy éoyﬁﬁﬁratt%ﬁ asl 3lo assQmsmanthgeed dohet he
security policy and information-systemrelated information in the second
dat a forsuecuthd evhowpsicalilnt bashd dat Aheorpnfignrehded P6rtbecurity
policy construction facilitates performng a sinmulation in constructing a
securi tyipébrmptipn prsteoal when videsm adnd igundtdidron si slgenf sreedtby a
program the data can be supplied to the programas is. The present

i nvent i onnébgmapioni slesh Elset heraywl ity ariskfethe dedeymadritomeryhbdmswher ei n
the sinmulation at the sinmulation step checks if security is provided.
Because ®hesoehsconis duvedt ithbe, antonst possidiut ton fdovd ddti ghlitenefitest of the
configuration nodified by the risk assessnent on security. The present

i nventi orféibst.provides a security policy construction nethod including the
second ri sk assessnent nethod nentioned above, further conprising a
security policyncadadituchj oht siepafvaonsttr wtiatnghieheosedurlist ynpahiecy
reflecting a result of the sinulation. Because of such configuration, it is
possi bl eih@orpRbkeoh shetewsutdulad Hehaotiskeasisessaent e trheudersbiEuct i on
of the security policy. The present invention also provides a program for
maki Ng at6enpid el eeecata bbFste GONMMErR iXhsShep & r EONNEd tdaeEbhher one
or both of a security policy and information-systemrel ated infornmation

into a daha kesi@tihgt epdedghiobtibak am&eSSd@¥n is that the
modifications to the controls could be speedily checked for

effects.

SUMMARY OF THE INVENTION

The present invention has been achieved in view of the
foregoing. It is thus an object of the present invention to
execute a risk assessment based on a security policy and the
configuration of the current information system.

To achieve the foregoing object, the present invention
provides a risk assessment method comprising: a first
conversion step of converting a security policy and
information-system~related information into a first data
format based on a predetermined application programming
interface, the first data format being a data format intended

for risk assessment; and a risk assessment step of executing



based on a predeterm ned application programrng interface. The present

i nvention al so provides a conputer program product conprising a conputer

. usabl e nmedi um havi ng conput er readabl e code thereon ,including program code
for making a conputer execute a first conversion step of converting either
one or both of a security policy and information-systemrel ated i nformation
into a data format intended for risk assessnent based on a predeterm ned
appl i cat Bonipkogeasmbngninbasédcen 7he Becausbyoposich sodfiguration, it is
possi ble to convert the security policy etc. into the data format intended
for riskia§eemshenh-sYhetepreséatednvehvipatabsocpnoertded.a program for
maki ng a conputer execute a second conversion step of converting either one
or both of a sBoercoyvensicy amdoitherdata oheosyst eimtehdeadfonf okakti on
into a data format intended for security policy construction based on a

pr edet er asnedsmppti fatidntptogr arptngingt er fask. aFhespmesent Iimvention al so
provi des a conputer program product conprising a conputer usable nedi um
havi ng cpapttenlaeadaidre thedeisherssors snarct Udi agepubgdany cogeoteampaki ng a
conput er execute a second conversion step of converting either one or both
of a secuhetyapal cay nadsuppdiedt tontsyspeaygraenabedisnformation into a data
format intended for security policy construction based on a predeterm ned
application progeaimadeht Anechaden SUsb EooFi@es alioon ifsachkbkakaent
converting the security policy etc. into the data format intended for
securitympehbay £@AShEHCEdMs BdthPerd @iodilTy ca tSiofllsalkion £l Ro8QRFEhYCt i Ng
the security policy. BRI EF DESCRI PTION OF THE DRAWNGS Fig. 1 is a

cogcgthéhtHéagéa@1ébowbag 8rrtekK 3s&€ssEPNboLPEyaLh@NLAE an embodi ment;
an

information-system-related information based on the result of
assessment at the risk assessment step; a second conversion step
of converting either one or both of the security policy and the
information-system-related information modified at the
modification step into a second data format based on the
application programming interface, the second data format being
a data format intended for security policy construction; and
a simulation step of performing a simulation as to security
based on the security policy and information-system-related
information in the second data format.

The conversion into the data format intended for security
policy construction facilitates performing a simulation in
constructing a security policy. In particular, when the
simulation is performed by a program, the data can be supplied
to the program as is.

The present invention also provides the foregoing risk



Fig. 2 is an explanatory diagram show ng an overvi ew of the establishnent
ofa BS7799 franmework, a quotation of Fig. 1 in BS7799 Part 2. DETAILED
DESCRI PTI ON OF THE PREFERRED EMBCDI MENT Herei nafter, an enbodi nent of the
present invention will be described with reference to the drawings. Fig. 1
shows a conceptual diagram for explaining a risk assessnent operation
according to the present enbodinent. Initially, a security policy
construcktkeasphegeame8hednsivhegtsnatiecyintyapobhcytlO@heSyethuaaseourity
policy construction program 8 preferably uses a programthat the present

i nvent or shap daseksbed sBcdapapese PabenteApplication No. 2001-132177. This
security policy construction program8 outputs not only the security policy
10 but al so a Bdcaest ystiem déhaighsat ior ornmat s gosasisate 43 fihed care used
for the security policy construction. The information asset 13 is

i nf or mat ik & htkcabifnghé e ndarfurgurian wodof iéhey phermati asssyshem: Thi s

i nformation includes systeminformation, network information, and

i nf or mat banskthatiggvers human resources, facilities, and equipnment. The
systeminformation chiefly concerns the host and clients of the information

system and thepgepbwesknt n{QuaRtion w@ocg%bg@é@téoge@&riw {Béﬂ\epk- 9
The current system 12 is information on the organization's outline,

structur %,ongtt:?ucyﬂ.bﬁ I dREE P AGlHHdeSe & Hh QTR S0 LONEEEN ingg P%lge

organi zational architecture on the execution and nmai ntenance o

securityny BItEBXedT%oGBU?PEtﬁ%%F ég}ng@iéﬁﬁgt QesEEEQEE?t FBgi%SEt 13

correspond to an exarrpleo the 1nfornati on-systemrelate
construction step of constructing the security policy
reflecting a result of the simulation.

Because of such configuration, it is possible to reflect
the result of the risk assessment on the construction of the
security policy.

The present invention also provides a program for making
a computer execute a first conversion step of converting either
one or both of a security policy and information-system-related
information into a data format intended for risk assessment
based on a predetermined application programming interface.

The present invention also provides a computer program
product comprising a computer usable medium having computer
readable code thereon ,including program code for making a
computer execute a first conversion step of converting either
one or both of a security policy and information-system-related

information into a data format intended for risk assessment

based on a predetermined application programming interface.



information as stated in the clains. The security policy 8, the current
system 12, and the information asset 13 are in a data format defined by the
security policy construction program (a data format intended for security
policy construction). While the present enbodi nent deals with the case
where the security policy 10 is constructed by the security policy
construction program 8, the security policy may be constructed manual ly. An
external APl iBtenhaeeofléuich acpfogrnaatfion, conver poagibhe tsecwnviertpol i cy
10, the current system 12, and the information asset 13 into a data format

i nt ended ther s&tskiag$RISIBNELaccith rYet datheE sped ftheahdeast®f @ sk
predeterm ned APl (Application Progranm ng Interface). Here, the

pr edet er giskedsABhti.s a protocol including the data format intended for risk
assessnent, the data format intended for security policy construction, and
conversion rul egebetyeen: tihestfionmalso Jiwtidss o préfeanr &serta@modi nent,
"converting into a 10 data format intended for risk assessnent according

to the specidpeadt enscatean PEEEdRERIIHAL A StEBTRT SofiPe EOMNE LM f rom t he
data format intended for security policy construction, defined by the

f or egoi ng,ARL bb@htcg‘ﬁad%é‘ufi)tfg'{”’%blii ;ygm? nff@hrmal b nasses s Mol il 1

shows the converted data as data 16 r risk assessnent. In the present

enbodi ment,.e o325 3285 TBRL Al 395-AM20 12 nBLAGERR fs%u%%ugo&gr@ risk

assessnment, is used to execute a risk assessnment automati call pr esent

enbodi e, L3 chanact sLizecd 0 bbateLbendaLa LRl et andghlie o Lhis

ri sk assessment program S I ne m o n “such an
APl is dﬁkk@??ac%he security policy 10, the current system 12, and the
i nformation asset 13 can be converted according to this APl so that the

convert ed Sec%héyggg'séﬁ%{ A0 E1€1 AT SRRl L edy Lo Lhe ¢ 'ustl‘geras%%s%%‘?n”t
program 20. The ri assessnent program executes a ri sk assessient based
on the securit¥ golicg 10, the cur rent Sé%éen]%éﬂ ang t he inforngﬁion asset
13. The Pr8S8St &RBBATRERE Ge&PUPRER PREPLESESRASF e "ARILEIr CORPESEEssent
rogram 20 i s rogramfor executing,a risk assessnent. under BS7799
gen?ioneaeggapggpco%e Qhereon ,gncluglng program code for making a
computer execute a second conversion step of converting either
one or both of a security policy and information-system-related
information into a data format intended for security policy
construction based on a predetermined application programming
interface.
Such configuration facilitates converting the security
policy etc. into the data format intended for security policy

construction and performing a simulation in constructing the

security policy.

BRIEF DESCRIPTION OF THE DRAWINGS
Fig. 1 is a conceptual diagram showing a risk assessment

operation of an embodiment; and



The risk assessnent program 20 executes the foregoing risk assessnent.

Then, it outputs the result of the assessnent, or a risk assessnent report
22. In the risk assessnent, controls are al so selected as appropriate based
on the result of the risk assessnent. This 11 is parallel to the
description of Fig. 2. Depending on the result of the selection,

nodi fications are also made to the current system 12 and the security
policy 10. FigFid. shaws anhexpbdhbiedydatagasmcomywiols adaae24.iewnotfhe
present enbodi nent, the external APl interface 14 converts the controls
data 24 theoeshebtasbméotnaf a MENUEY fremeswolk,i tay quoitiacy onopst Fugti on.

Fig. 1 shows the converted data as controls data 26. The present enbodi nent
i s charatt éni ged70a Phat 2he controls established in the process of risk
assessnment can be reflected on the construction side of the security
policy. As shown in Fig. 1, a security sinulation program 30 perforns a
security sinulation by using the controls data 26. This security simulation

program gfiThsrapppegeamrpfreonperf oHAT REERERRADI BMBONTIEENTO Security strength
on the basis of the security policy and the controls to check if efficient,

effective secupbtyihsrpesyidedmbbaihbat s esant peabodt Meitantith security
sinmul ati on program 30 perforns a sinulation based on the data (controls

data 26)pthatskefbeat Githereesubhcef tbhenei gkarssgssment. A sinmulation
result 32 is the result of the sinmulation that reflects the controls

adopted by thepigsky as%ﬁﬁﬁssrgeabncgﬁitaaiiayé@imnfcsle%ﬂﬁla%ieaﬁab@ig&ed for
security policy construction so that a security policy reflecting BS7799

standar dgskgscRBstr upkedt WohhataekhihY: td2the present embodiment.

Initially, a security policy construction program 8
constructs a security policy 10. Such a security policy
construction program 8 preferably uses a program that the
present inventor has described in Japanese Patent Application
No. 2001-132177.

This security policy construction program 8 outputs not
only the security policy 10 but also a current system 12 and
an information asset 13 that are used for the security policy
construction.

The information asset 13 is information indicating the
configuration of the information system. This information
includes system information, network information, and
information that covers human resources, facilities, and
equipment. The system information chiefly concerns the host
and clients of the information system, and the network

information the configuration of the network.



As shown in Fig. 1, in the present enbodi nent, the security policy
construction program 8 may be manually instructed of the strength of the
security policy based on the simulation result 32. This allows the
construction of a security policy conformng to BS7799 standards. As has
been described, in the present enbodi nent, the data format intended for
security policy construction, the data format intended for risk assessnent,
and the converthencuutestbeyseen these dafarhatihen somreheefined in the form
of the API. The result of the risk assessnent can thus be reflected on the
const rucbirganotathenseconkiynpel styuchera, result ,This isnjpassattient o refl ect
the result of the BS7799 risk assessnment on the security policy so that a
BS7799- basetlugesuthfyrpatioy tencensfingctbd wryhniastliohyl As above,
according to the present invention, an application programm ng interface
pert ai ni agchattheudat an fidrareizeicnitamtednfiona i nis&nassessimehte andutrhéydat a
format intended for security policy construction is defined, and the data
formats poeiegnverted on the basis of the application programm ng
interface. Ri sk assessnment can thus be conducted snoothly. Besides, the
result of the Thekcassessnepsteanlbeandcoh@oiafetmation aaseetrisy
sinmulation to reflect the result of the risk assessnent on the construction
of a secubirt¥spehtiCyo Mareq¥mpleac€otHengnkorhheiphesgbtennyenbies, a
program for converting the data formats based on the description of the 13
appli cat i QRoRPRAGLBAMEBIst At 84T Beechs Promisledrni skcasseyspBitcgnd, security
policy construction can thus be perforned snoothly. 14 at is clained
is: 1. AchbSkupsegesapatefel o cOMUd Sid¥h roth thiidrSta sGvansier ghep of
converting- a security policy and information-systemrelated information

into a fupsh Aatad aeFRheRaseenan & 8deheh hped ARl Satd PP rBHegRamm ng
(a data format intended for security policy construction}).

While the present embodiment deals with the case where
the security policy 10 is constructed by the security policy
construction program 8, the security policy may be constructed
manually.

An external API interface 14 is a program for converting
the security policy 10, the current system 12, and the
information asset 13 into a data format intended for risk
assessment according to the specifications of a predetermined
API (Application Programming Interface).

Here, the predetermined API is a protocol including the
data format intended for risk assessment, the data format
intended for security policy construction, and conversion rules
between these formats.

That is, in the present embodiment, "converting into a

10



interface, said first data format being a data format intended for risk
assessnent; and a risk assessnent step of executing a risk assessnent based
on said security policy and information-systemrelated i nformation
converted. 2. The risk assessnent nethod according to claim11, further
conprising: a nodification step of nodifying either one or both of said
security policy and said informati on-systemrelated i nformati on based on

t he resullataf fassessimehnéndeédsapd risk assessmemt ateprdangecondheonver sion
step of converting either one or both of said security policy and said

i nf or mat spacsystem ot adv€dai ptedebtroineddhPitdrafesai donmodnvechaingn st ep
into a second data fornmat based on said application progranm ng interface,
sai d secHndmddteadd ba fatrmzdi ngt anded £ droseatriny @ededy ¢onsseeat Loy, pol i cy
construction; and a sinulation step of performng a sinulation as to
securi t ydbasedd dny sadiad feeedaity ARSI cyo atrtte iddtar ifetriman- syiseanedefated
information in said second data 15 format. 3. The risk assessnent nethod
accordi ngisk sseésEenwhermigl daisthosismihat convatrted dashnmubatiaoa $tep
checks if security is provided. 4. A security policy construction method

i ncl udi ngotheisksksassessnent net hod according to claim2 or 3, further
conprising a security policy construction step of constructing said
security policynrefd petkBgtaenigsiitedd, SardskidBEH dnht Bro§rRrogoam f or
maki ng a conmputer execute a first conversion step of converting either one
or both gfpageaNrddy RRldGrand +nERradid ohesys! ang ekat ed Lptenpation

into a data format intended for risk assessnent based on a predeterm ned
appl i cat} op; P 0gL 89BLRGnE NLEEERE i cally. The present embodiment is
characterized in that the data format understandable to this
risk assessment program 20 is defined in the form of the API.
When such an API is defined, the security policy 10, the current
system 12, and the information asset 13 can be converted
according to this API so that the converted security policy 10
etc. are supplied to the risk assessment program 20.

The risk assessment program 20 executes a risk assessment
based on the security policy 10, the current system 12, and the
information asset 13. The present embodiment deals with the
case where this risk assessment program 20 is a program for
executing a risk assessment under BS7799 mentioned above.

The risk assessment program 20 executes the foregoing
risk assessment. Then, it outputs the result of the assessment,
or a risk assessment report 22.

In the risk assessment, controls are also selected as

appropriate based on the result of the risk assessment. This
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6. A program for making a conmputer execute a second conversion step of
converting either one or both of a security policy and

i nformation-systemrelated information into a data format intended for
security policy construction based on a predeterm ned application
programm ng interface. 7. A conputer program product conprising a conputer
usabl e nedi um havi ng conputer readabl e code thereon ,including program code
for maki hg pacempafetp ekecdeecaiptisth cbnVegsi dan NRapEmdimpnvertlieg eit her
one or both of a security policy and information-systemrel ated i nformation
into a daetaufbr péit that endedtfion, ringlifssetsorat abasatisonmadpr édetbem ned 16
application programmng interface. 8. A conputer program product conprising
a conput enrusabl sy seeh U hadi e senputisy pehitap|ld -codégt hersdmvs ichel udi ng
program code for making a conputer, execute a first conversion step of
convertimgdefihdrdene es bohhrofisadseguk#ty policy and

informati on-systemrelated information into a data format intended for risk
assessnent based wre prpsedet envddide@ppltihcatkoarpa bR BIMTIMEG rifiaicey idce. 17
A AL, A9. A& . A9(. A9 . AL3. AL . A& A& A5. A9. A9 . A ;. A& . AF. A& ?VYIS

)\ %] wr mefvkeakce) € abealredlscad calxnl aabaa]« ahta] £atwat dajiealda] €akcal cal ca
] ca] ca] ca] ca] ca]ca]caljcalU calcalc<alca!' )*,-DECY ?2zX %V

} xsni d_ZkbéaL@e%,C@&pﬁ&y@]oe@}&@]&a]om] ca] galicaheakcal € AovalGaleenheakcal cal ca
] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca!

KKADB7p/ k% xspt9o7Zk] qalgapeal ca] ca] caj ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]c
a)J ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca! %Zu(d/ CD_?x3;

r#_hl}xsni d_z]tga] sadsal cabaabaahedt cad calsal cal ral cal £al el calgal cal ca cal
ca] ca] ca] ca] ca]ca]ca] ca]ca] ca] calca]ca! 1b<t' Y4l Z J&

(et dogikealoaleapealagion) aakogkoakeal ool cal ealaalealen) ealcaloal cal ca

] ca] ca] ca] ca] caJ ca caJca]calcalcal (! _I'diTrr2"L UL HUBHHASUSSS

VBeE0 éﬂéé?&ﬁ—ém £aLCa gg*gg gg%gg]ggg%gg{sg‘%a;&gé‘m{g%sﬂwlCal ca] ca

ca] ca] caJcaJ caJca]Jca]ca

Tt 1 | * *ox***x L)+ +O0++++ \ i

cal cal o] ca] ca ST RaTRaf Rl 6d] oy oB) dayabt ey MGl EG R CR cal <2l B
o-5-m--~. . k....(IN[/] . . .

ggo=0iOgéffﬁﬁfTﬁBif%fﬁ&fﬁﬁ>§ﬁ%ﬂi§fﬁﬁ@af¥af%%T%éfgﬁf§ht@ﬁfﬁhf@&fcéfCa]ca]ca]

cal cal cakal cal cal o) eaheabeal sl gl cal 9 £aloleglarlaal galpdnnayeasases

7H7778=8| 888+9999999: } xsni d Z] ] ca] ca] ca] ca] ca] ca] ca] cal.ca] ca] ca] ¢ca] ca] ca]ca
| 6] cal CHTTAMOA AT 4b £ RAFEh] CRpEaoat et ap s s ar gls sbeRkigh el ool
Lo ><| <<<=>=5===3>| >>>>, ?h?7?? @?@I@%Vstnid_Zg]ca]ca]ca ca] ca] ca] ca] ca] ca]
ca]ca]caP@é}E&]éaﬂcépéafeaféafgaFEaf afka}EafE }Eéf%%]c%}gﬁfﬁéféa]ca]ca!PAA
ABCBBBB5CSCCCD@z DDD1 Ef EEEEFPFdFj F~FFFGTGGGG xsni d_Z] ] ca] ca] ca] ca] ca] ca] ca]
ca] ca] cafealEafr¥ajeaPEayédp€ea] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]
cal GHH H-HHH) 1 : 1t 111*JdJJJIKUK- KaKi KKK- Lf LLLMNMVWWN} xsni d_Z] ] ca] ca] ca] ca] ¢
a] ca] ca] ca] ca] £a] elag careageh] enpediranta) tag cageas £y calmaleblen] cal calcal c
a] ca] ca] ca! NO?O~000 P3PVPPQQIJKYK- KaKi KKK- Lf LLLMNMVMWN} xsni d_Z] ] ca] ca] ca] ca
] ca] ca] crFoglen] 4] pal taina] T o ivw] lod]icw] dalscal ca)] thpcdpta] ¢apoafoapcal cal ca
]calcalcalca?Y A" 10% & ()-10% & ()- 10% & ()-'{ " YWOU (& ()-

LLI 4940%16té&26) -that reflects the result of the risk assessment. A

&109% & ()-LIdEL: '10% & ()-L:!'10% & ()-L10% & ()-10% & ()-L10% & ()-L10% & (
)-S ) dEL@AMQYE&ioh- k8Osl 10938 &5 6) th3%red QY & €) £RE simulation that

10% & ()-!-10% & ()-L10% & ()-)\ %dEy510% & ()-9s310% & () -9l 1M 10% & () - 9f
[:110% &ré¥i8cts! LAY 8ok rbts1Q80BLEN- NybEhd0¥Esk) asSed OEnE) - BRI () -

simulation result 32 can be used for security policy
construction so that a security policy reflecting BS7799

standards is constructed with facility.
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10( 10( 10(:s10% & ()-97'10% & ()-' CY

dEbCL! 109%&' ()- F10%& ()-L,:!10%& ()-L9:!10%& ()-310% ()-L !'10% () -
?zdEbC- 109%&' () - L+10%& ()- V)

109 ()-Ls""110%& ()-LI% ! 10%&k ()- S#109%&' ()-XdE:/ 10 10;

S10%&' ()- 7L10%& ()-5109%& ()- 310%& ()-L1!109%& ()-"/ 10%& ()- %V xY:/
10109%&' ()-L109%& ()-L"!2109% ()- 109 ()-L 10%& ()-10% ()- 10 KdE:/

10L, ' ' 109%&' () - R4 Q¥URwhH) i F1Q%R () r LimEQSMKe f9rtl 680 ment QUi seKDAEL 4
100f)1109%& ()-"'-109%& ()-LI%0%& ()-LS# 109& ()-9L!109&' ()-L3!'10%& () - DBJE:
[ 10L5! 10%®Ri €y -G d tIOURK i(9rr b1 EGRR' § JnaklOd&an)ralldp instructed of the

109& ()-LI+ 110% ()-7pbC 10910 & ()-9'110W & ()-9'110%W & ()- 10 10 10;
10%&' () - #108RgCh-pf kthEbEecurity policy based on the simulation result
1099@10% & ()-99110% & ()-310%W & ()-9,10% & ()-9&10% & ()-93 g

109 & () 39ZudibG 100Ysh 4 09 dn st 98 & )o Pl g 196 & Dy fod DR () -9

10%6 & ()-9F 110% & () - (d/ dELC

10&/ : ! 10%&fb)mIng0%&REY79910%68a4)d9) 10% & ()-9' 1 10 & ()-9% 109 & () -/ _
dYNC

As has been described, in the present embodiment, the data
format intended for security policy construction, the data
format intended for risk assessment, and the conversion rules
between these data formats are defined in the form of the API.
The result of the risk assessment can thus be reflected on the
construction of the security policy. As a result, it is
possible to reflect the result of the BS7799 risk assessment
on the security policy so that a BS7799%-based security policy
is constructed with facility.

As above, according to the present invention, an
application programming interface pertaining to the data format
intended for risk assessment and the data format intended for
security policy construction is defined, and the data formats
are converted on the basis of the application programming
interface. Risk assessment can thus be conducted smoothly.
Besides, the result of the risk assessment can be incorporated
into a security simulation to reflect the result of the risk
assessment on the construction of a security policy.

Moreover, according to the present invention, a program

for converting the data formats based on the description of the
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10 10" 10" 10"@

109 & ()-97109% & ()-96' | 1096 & ()-s310% & ()-9110% & () - ?x3; dEYNC 10

L109& ()-9' ! 109& ()-L!109& ()-L '!109%& ()- 9mLOY%& () - 109%& ()-; r#_hdEYNC 10
L@L0% ()-9& ! 109& ()-L 109& ()-L'!109% ()-L'!109% ()- 109 () - h1bdEYNC 10
| +109& ()-9f ) 109& ()-L "' 1109 ()-LF9% ! 109 ()- @10% ()-L9!Z

109 () - <t dEYNC 10

L7' | 109&applliTat 10U pp a3 idRig( int tZFAUE (- Drbd%Ried).- OR1O%& () -' YbC 10L
109& ()-109& ()-LMLO% ()-L 109 ()- 10p 10p 10p; 10%é& () - 4l dEbC

10LY' ! 10%&'sepstm@t0%URY( pe@Mi tQoR0( ) cyl QUR'sEructa%l Chnl thQ%Rbe) - Z JAEBC
10998 109& ()-Lf# 1109 ()-9 ! 109& ()-LYMLOY& ()-Lf' 1109 ()-L ' !109%& ()-&
* dEbCpbeEbEHeUR 'sfpodhly .

109& () --109& ()-L+109& ()-9):!109%& ()-9' :!1109%& ()- !(! _!alblc!d!!xnmbC

10" 3& 109 ()- 10 10 10, ;

S109&' ()-710%& ()-9510%&' ()-93:!10%& ()-!!12"L"""dEnbC

10" F9! 109& () - @O0%& () - 9109%& ()-° '

& 1098 ()- 1098 ()- &10%&' ()-"". #Ut###IENDC

10" 1 109 ()- f& 109& ()- 109 ()- YL09%& ()- S109% ()-LL10% () - #$U$S$SS

VDY EnbC

10+109& ()-L)!109& ()- ' !109& ()- Y& 109& ()- #& 109%& ()-s! 109%& () - DYBAAME&U
&&dENDC 10L8! 109%&' () - 5&! 10%&' ()- 39! 10%&' ()-" 1&! 10%& ()- "/

109& ()-L-:!109%& ()-&&&&&&/' ;' t' bC 103 109%& ()- @O%& ()- &L!109%& () -

109& () -
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10 10 10S;s10%& ()-t'""1(o(z((dEbC

101 109%&' ()-sff109%& ()-" "L!10%& ()-sY9!10%& ()- @! 10%& ()- 9L!'10%& ()-((()g
)))! *dEbC 10" 9®! 109& ()- #9! 10%& ()- " '9!1109%& ()- 9! 109%& ()-"y

109&' ()- " s9!'10%& ()-!*,*c****+dEbC 10L

410%&' ()- 010%&' ()- -9!'10%& ()-L+M 109 ()-)109%& ()- 'f1l0%& ()-+J+j +l +mtn+o
+++bC 109! 10% & ()-10% & ()- 10 10 10y;

s10%&' ()wWh8z10%R-(2i0&0%R5() - ++), b, ,,-dEbC 109, 10% & ()-10% & ()-9

10% & ()-10% & ()-9&10% & ()-9 10% & ()--5-m---..dEbC

10SHI0W & () - & ! 10% Bsk ) af¥esdDA R 1@tR&] comprising:

10% & ()-99GL0% & ()-310% & ()-..k.... (/" dELC 109/10% & ()-9-9g

10% & () - +10W & f{)rs)) e si)or9steblO¥6 Soriye St Lhd HOKe&ul)i+d/ p61086: O;
0<0=0dYNC 10 10" 10" 10",;s10% & ()-97

10% & () af8 10P6 Shd )+ O3+ $ 1OLBK- £ 1 QAU ¢ Yreartli HO AL EYNEst0data

10% & ()-&L0% & ()-9 :110% & ()-9

109 & () r810%E Ebhye8830% SpLpdditd 1RABARA2dEYNCCA01 SA 087 8 tamSing

10% & ()-9F: 1109 & ()-9,'110% & ()-9& 10% & ()-9 10% & ()-2203: 3s333dEYNC

10 9) interface, said first data format being a data format intended
10% & ()-9"MIOW & ()-s%WO0W & () -&#10% & ()-9 1:110% & ()-9Y:110% & ()-3"4K

44445dEYNC, 10; 98" 109 §hén B3’ LAQW & () - &1

10% & ()-/10% & ()-& F10% & ()-9+:110% & () - 5KENSOBP5666 7bC

10&&&! 1096& () 5 SAPAPE& £ e MdOTPE& fdp of OoxdQut 10 Y@ L0 & {de SO & () -
based on said security policy and information-system-related
information converted.

2. The risk assessment method according to claim 1,
further comprising:

a modification step of modifying either one or both of
said security policy and said information-system-related
information based on the result of assessment at said risk
assessment step;

a second conversion step of converting either one or both
of said security policy and said information-system-related
information modified at said modification step into a second
data format based on said application programming interface,
said second data format being a data format intended.- for
security policy construction; and

a simulation step of performing a simulation as to

security based on said security policy and

information-system-related information in said second data
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7H7778=8| 8dEbC
10L! 9! 109%6&' () - &FMLO%& () - D! 10%h&' () - &9! 109%8&' () - &F&! 109%6&' () - &,
109%%&' ()-| 888+99g999dEbC
10-10%& () -+9! 109%& ()-& & 109%& ()-'9'10%& ()- | %40%& ()-f#10%& ()-9: S
©s::::::dE/ 105 105F, ;
10%3&' ()-79!10%& ()-s510%& ()-3@0%& ()-&1!'109%& ()- /10%& ()-::"';c;
D ><X Yo rk@3L: ' 109 () - 109 ()-9 109%& ()-L '"!'109% ()-L'!'109% () - L 10%&' ()-
105><| <<<=>=s=dE:/ 105L@A0%& ()-L9g
109 ()-L3' ! 16%&ThY- r10%RAE}ebOAONE fidthod! 10%8+() n§=E532h a2adE; /
105L) 109&' ()-L" 109%&' ()-L%lO%&' ()-Lf#:!10%& ()-L !:T10%& ()-LY!'10%& ()->>.7
h??? @QEwhel@3L5mML0%& () -L3-10%& ()-L1 109%& ()-L/
109 ()-9-M10%& ()-9+: 1 10% () - RE@E@ @@ @PAALC 105 109&' ()- L& 1 109%& () -

10%& ()- 10 19a§LQYs&%QY@%&MLZ%O‘?J&Q)sfrﬁ@@&@ﬁ@ﬂ@ p.checks
1059f : | 10%&' ()-L 4109& ()-LY 1100& ()-9@ 109& ()- & 1658° () - L5

109& () Q@gD@d ) 1109%& ()-L'' 1109 ()-L% ! 10%& ()-#10%& () - Ls!
109&’ ( 9Y I T09&! E%%z%%%%zf EEJEbC i

105610%&' 9

109%&’ () - E(E)EEEE é&f‘:%% Ji%%y fog}agfg )( g 100&' 1:5%/ t]“Q’)é& %l%glfc?v@he
109& () A8k 19paeaement J%P%|¢fmhpgmim2 or 3, further comprising

L 110% & ()-s10% & ()-&10% & ()-& 10%& ()- 10 10 10YS;

UR - 0 0
il DAL T
L TS b T S o) 5
JJJK"K#K$K%K_§¥”R program for making a computer execute a first
conversion step of converting either one or both of a security
policy and information-system-related information into a data
format intended for risk assessment based on a predetermined
application programming interface.

6. A program for making a computer execute a second
conversion step of converting either one or both of a security
policy and information-system-related information into a data
format intended for security policy construction based on a
predetermined application programming interface.

7. A computer program product comprising a computer
usable medium having computer readable code thereon , including
program code for making a computer, execute.a first conversion
step of converting either one or both of a security policy and

information-system-related information into a data format

intended for risk assessment based on a predetermined
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intended for risk assessment based on a predetermined

application programming interface.
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