1 SECURI NG A LI NK BETWEEN DEVI CES BACKGROUND 10001] In general, wreless
comuni cation is insecure and vul nerable to attacks. Various techniques
may be enpl oyed to secure a wireless communication link or to make it 5

| ess vul nerable to attacks. For exanple, cryptographic techni ques nay be
enployed to secure a wireless communication link. In symetric-key systens
(al so known as "secret- key systens"), d single, conmon cryptographic key
is stored by two comuni cation devices. In public-key systens (al so known
as "public-private pair systens"), each comrunication device stores its
own private key and freeSgCURING AWLBSKIBSIWEENPHRVICEKSY. 10 [0002]

Various security concerns exist with the use of cryptographic techniques.
For exangle secrets need to be shared between the two conmuni cation

devi ces i Aéi nd authenticated manner. Especially in the case of
mobi | e devices, it maybe desirable to have only those two devices know the
secret ant009dl r eluganeral.iveirdless spmanmication iiobscureeamd voinegble torftteelsat i on
Technol ogy;. (. i ni.strator. Al it may.be desirable.to.verif hat the
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t he devi ces. [0003! US2002/ 076054 di scl oses how a public key used for
creating &CC8ESkIVHAlshemanuniRaipnlink; 8 symewtickey sysigas kdso koyises se@dt-by a

Wi rel ess ] » i i.c.-key used
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transm tt delvitgs. thhpuldicclgyssypeimst(albokhdven wd frelbiisprivar phinalstbas®daoh t he DHCP.
The access point .creates the sessiaon shared, key hased on the lic key
A tho. afBROEEasEt NSO 58S PUHES Sk v ot SRBPUS ATE Ko
public keiﬁj As a result, it becones possible to safely share the session

shar ed Re{00R2} or  ¥RTiQRSCSPeRHy/coRCeHRA SFeT VIRt B5e MfcyitiesTapiHe tepfipigpess SFor
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for permttl encrypted conmuni cati ons WO stations
oper abl e waithententedypdinen Bdpganily hntke tisatof acahdlptdceiocy, wphayose desirable to have

only those two devices know the secret and not require the intervention/involvement of an
Information Technology (IT) administrator. Also, it may be desirable to verify that the
15 devices share a secret without exposing that secret to others, and to use the secret to

generate a key to secure a communication link between the devices.

[0003] US2002/076054 discloses how a public key used for creating a session shared
key is inserted into a packet transmitted by a wireless terminal to an access point based on a
DHCP. A public key used for creating the session shared key is inserted into a packet

20 transmitted by the access point to the wireless terminal based on the DHCP. The access
point creates the session shared key based on the public key and the wireless terminal
creates the session shared key based on the public key. As a result, it becomes possible to
safely share the session shared key K for privacy and/or authentication between the wireless

terminal and the access point.

25 [0004] US2004/184606 discloses a method for permitting encrypted communications
between two stations which are operable with encryption algorithms that accept encryption

keys having work factors with different values.




keys having work factors with different values. 2 SUMVARY [0005] In a main
aspect, the present invention provides a nethod for securing a

conmmuni cation link between a first device and a second device, the nethod
conprising: generating a first cryptographic key; generating a second
cryptographic key that differs 5 fromsaid first cryptographic key;

appl ying a hash function to packets comfuni cated over said conmunication
link to create a hash result; and applying said hash function to said first
cryptographi ¢ key, said second cryptographic key and said hash result to
generate SUMMARY cryptographic key to be used to secure said conmuni cation
link. [0006] In a further aspect, the present invention provides a device
conpri si ngjpo8] 10 GO &pbdiMRe pREGT AR PRHSHES WhiGiho SRk tectlami e 1s able
to establish a communication Iink wth another device; a proceSsor; and a
menory abFemmyniseierclidobwaennirsedeces abl esdoynd daiick, hreovebebeompyising: code
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over said comunication link 15 (106) to create a hash result, and neans to
appl y sai 8eifaemmugiretion il tp geatel ahpshstesult apd eppjyimgishid hesly funstiprtossadiigt
crypt ogr aphi . j . er at i phi ¢
ey [O00TTEFPHAES, B RecoRT dnpRibanic LoPERSRA Bl kil i ecrBhAPL BBHE
machi ne r eggadaraphioiedi to e aoediol ssturg ssiddemmmmictiex &akit abl e in a processor of
the device of any one of 20 clains 7 to 11 to cause said device to generate

a first crouuepgr aphi furkeyaspg@ledrdcit i50GRIRE préviddtaiirRRoMmplishg! hat
differs fromsaid first cryptogra hlc_kg%,_appuﬁéa.hash function to
packet d0cspmimunicatieningsyfce ghre ch atidslgvice iablg torestahbsiheporaayicatian
create a g al j .4, fi
Cr vt ogr ani puSiel aa A8 o BRMatech ol AIASHoL RIS o Bt S fhrl i Buatie vy
gener at e aaitl procdssor,ypidagda pleats sadyprisbg means to generate a first cryptographic key,

means to generate a second cryptographic key that differs from said first cryptographic key,

means to apply a hash function to packets communicated over said communication link

15 (106) to create a hash result, and means to apply said hash function to said first
cryptographic key, said second cryptographic key and said hash result to generate a third

cryptographic key.

[0007] In yet a further aspect, the present invention provides a machine readable
medium comprising code means executable in a processor of the device of any one of

20 claims 7 to 11 to cause said device to generate a first cryptographic key, generate a second
cryptographic key that differs from said first cryptographic key, apply a hash function to
packets communicated over a communication link with another device to create a hash
result, and apply said hash function to said first cryptographic key, said second
cryptographic key and said hash result to generate a third cryptographic key.




BRI EF DESCRI PTI ON OF THE DRAW NGS [ 0008] Enbodi nents of the invention are
illustrated by way of exanple and not Iimtation in the figures of the
acconpanyi ng drawings, in which |ike reference nunerals indicate
correspondi ng, anal ogous or simlar elenents, and in which: 5 [0009] Figure
1 is a schematic diagramof an exenplary system [0010] Figure 2 is a
flomchart of an exenplary nethod to be i3mpl enmented by the devices in the
systemof Figure 1; [0011] Figure 3 is a flowhart of an exenplary nethod
for establishing a secret between two devices; 10 [0012] Figure 4 is a

f | owchar t BRIERDESGERPITZON OETREDRAWDERSr ating a symetric key froma
secret; [0013] Figure 5 is a flowhart of an exenplary nethod for

gener at | nm@sfymhibb&m'fe%’s oftﬁ@ﬁhv[e&%ﬂdre ﬁhﬂh‘ﬁt%d@ ey ik agKe dhagsam of the
exenpl ary systemof Figure 1. 15 [0 It %e appreciated that for

si nplici tmimior@ iralhe figurss of thewsccrrapano’mg ckawnga,tls whadiolnke tieferentse nitingtales have

not necess been drawn to sc F n{p qn di mensi ons of sone
of the eI %eﬁp Hé%(&ﬁi]%%’tsé’aswaéte% dt]ﬁlevy g?ements for clarity.
4 DETAI LE CRI TI 001gén he fo%j 8%.g¥§ajled descri ption,

numer ou fic E@Fﬁ PPN AR SXEa §X§ﬁHFOV|de a thorough
under st andi ng. of enbodi ments of the i nvention. However w il be

under st 0oHPI t hoEigues 2 israflewighprtatian exsmplapemathed fhbe mﬂﬂ@“@ﬁ%ﬁ]’ Hénts of
the 5 '”VEQ%E qn@ﬁyaﬁgnp&@%%%%qd wi t hout these specific details. In other

i nst ances, I-kno pr ocedur es, conponents and circuits have

not been ?ﬁﬁg{)' Dok S5 Lhby 3T Mo PRI ol BReREgs] KBRS of the

i nvention 17] {%er efce | S ha fefat i ¢
di agr am obeMeﬂmmé\aéas,

10 [0012] Figure 4 is a flowchart of an exemplary method for generating a symmetric key

from a secret;

[0013] Figure 5 is a flowchart of an exemplary method for generating a symmetric key;

and
[0014] Figure 6 is a block diagram of the exemplary system of Figure 1.

15 (0015} It will be appreciated that for simplicity and clarity of illustration, elements
shown in the figures have not necessarily been drawn to scale. For example, the
dimensions of some of the elements may be exaggerated relative to other elements for

clarity.




system according to sone enbodi nents of the invention. A system 100
includes a nobile 10 device 102 and a wireless smart card reader 104.
Mobi | e device 102 and smart card reader 104 are able to conmuni cate over a
wi rel ess comruni cation link 106. A non-exhaustive list of exanples of

wirel ess | ocal area network standards for w rel ess communication link 106
includes the Institute of Electrical and El ectronic Engineers (IEEE) for
Wrel ess LAN MAC and Physical l|ayer (PHY) 802.11 a, b, g and n
specifications or future related 15 standards, the Bluetooth(r) standard,

t he Zi gbe®HUALLANDESCRIRTION: | i ke. [0018] A smart card 108 is shown
inserted into smart card reader 104. Smart cards are personalized security

devices, dgfibped Byt RsldwiRd 8Gilad aReapihraRgmbiots SR MAlMBSre &8 forfhii! | shed

by the International Oganization for Standardization. A smart card may
have a f order faprovide gfthoroughewidersendingeicenwdierds ofibe avsehdrc dheluestes it

devi ce. The 1 d 20 i .1 ncl b
or o0r amred hPE RuGERENT b tnofo Ll JL i S i Bastr TP emeF bl fRCac e, and
may i nchugdeeatistemay BE bRidtiedioilitut Ehefe sperifiy REARS M ofBHnSlancHSREICRESHN

decryption logic. A smart card may include a connector_for powering the
seni condudicdiodgdupeadusacqpenomentseng cikatisdiave pefheen deacribed i detrilae aspktonal

devi ce. é%&ﬁ&?@%%ﬁ@b&nu%ﬂ%ﬁﬁ?@ﬁ&'1L%Q0tionality may be enbedded in a

devi ce having a eren ormtactor and different conmuni cation
pr°t°C°|’|édﬂ? exa #@ a_ Uniy Hgﬁy Seﬁia . Bus USB% gevice. The person
whose secllTtY i nFSIRALE S REGEES 1o Riehas ¢ sEhSPats FRerml O LTIy car d
reader 104ydi@h, dcdexdirgftb Gaink @thbadihdnts ¢HitBé indehtionS | 4 Bystdifl 1 00 idBEey Pind¥EESages
sent by device 102. [0019] For exanple, nobile device 102 may be able to

send arll fevies V& edwmirclegtomassemdender D4aMebilgdavicse03and smatt cadarer | 1,
for eXanpl By alclleicH Chifinilald Stk RUAFeIdRLSANR iR 1 168 SAMIR kM)
) al nopll e ar e

protocol I S use e- mal nessages recelve device
encr ypt ed lisisifregampky ofieineless Blglairéd ranvadki dand arda ictomirsessionmikegatige hiak at ed

by the se ( of the e-mail ssage. The e-mai|l nmessage al so_includes the
session k 6 IMCHEP @ﬁ%ﬁ%@mgﬁ%aﬁ@m Fleckegjc Epgingers ﬁ’%@ESif‘érn .He@ﬁ%fl cei pt
of an enciyRESHd Phi&Edl layer (PHY) 802.11 a, b, g and n specifications or future related

15 standards, the Bluetooth® standard, the Zigbee™ standard and the like.

[0018} A smart card 108 is shown inserted into smart card reader 104. Smart cards are
personalized security devices, defined by the [ISO7816 standard and its derivatives, as
published by the International Orgamization for Standardization. A smart card may have a
form factor of a credit card and may include a semiconductor device. The semiconductor

20 device may include a memory that can be programmed with a secret key and with an
authentication certificate, and may include a decryption engine, e.g., a processor and/or
dedicated decryption logic. A smart card may include a connector for powering the
semiconductor device and performing serial communication with an external device.
Alternatively, smart card functionality may be embedded in a device having a different

25 form factor and different communication protocol, for example a Universal Serial Bus
(USB) device. The person whose security information is stored on smart card 108 may use
smart card reader 104 for identification and to digitally sign and/or decrypt messages sent
by device 102.

[0019] For example, mobile device 102 may be able to send and receive e-mail
30 messages via an e-mail server (not shown). If, for example, the Secure Multipurpose

Internet Mail Extensions (S/MIME) protocol is used, e-mail messages received at mobile




nmessage, nobile device 102 may extract the encrypted session key and send

it to smart card 5 reader 104 via communication link 106. Smart card
reader 104 may send the encrypted session key to smart card 108, and the
decryption engine of smart card 108 nay decrypt the encrypted session key
using the recipient's private decryption key, which is stored in smart

card 108. Smart card reader 104 may retrjeve the decrypted session key from
smart card 108 and forward it to nobile device 102 via conmmunication |ink

106 so thatvisebold gredaviyprd udig hAInEAis gIehbdBin Wi ar@tRhy 8dsién R&} éen@ﬁﬁ&lage
The smart card 108 nmay prevent unauthorized use of the recipient’s private

decrypt i obyResschierraldh ¢-mag mesarsea Thassweil tessage plep inshides theewssian ket i on

nunber (Pl |1 owi.ng t:he decrypti 0 ti to
proceed. [Eg%%%%d élyiﬁg :ﬂgeriﬁlb?gfkg{’ ad%eég%ﬁnﬁllgtf Peg Ig nél%lt 0rf &" {% 89T§ﬁte§ errng"ln nmessage
bei ng sentmdayagephabbite de’i/iﬁ:e e\ eextes theehirysted saskion k&P andBsndindmartvash of
the contents of the e-mail nessage to smart card reader 104 over

comuni cat$dar 104.Wa sommuniegiien B%]? 40¢. c3mat cardeadsy 1 ¢hway send the grasvated snar t
d 108,
conder s SEELRTY sRACHA0R, Sdlhs Blorih Ul Irs Al i AN AK R

108 may t keayptedsassionekeg |uglmgaa]i1e stipieat’s Heivite dscrgpmorc]eaydwh&ade stoked4n smhtch
may forward .t t%m)bllcf g %ﬁ 20 102 via communj cat.i o nk 106 sothat
A4 LFASTR &

mobi | e de¥idd %o ifRaysegiry e e drenmicdsession ey QU sHECEd he

e- nai | S€Nny¥&hand £FFaY it TRbLiIICA VLB VR YorRfBNR Mo IMAUL (¥ tBRIndbiR delicet he
recipient's private signing key by requiring that a password or PIN be

suppl i 88 BE6% caredecaymt dh wgelvﬂbe-ma@inmﬁgagepélﬂatsmnqani Piroveeprevfi0211 The
unencrypted n ke oul.d be sent.sec r nication. link 25
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party fromefsghdli@tkifigatidiemmess (M)@%u%ﬁlm&mﬂ'éﬁﬁ it \ddcirytioh @Peration
Simlarly, the hash to be signed should be sent authentically over

comuni catt® Biecegdak 106 from smart card reader 104 to nobile device 102 to
prevent a third party from nodifying the hash and thereby causing smart
card 108 {0020 oduSembarky, tnadde élgasilsn@aalrhasml c}nfailen@mgerhemg sehebyhasbilof t he
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smart card reader 104 over communication link 106. Smart card reader 104 may pass the
hash to smart card 108, which may produce a digital signature from the hash and the
sender’s private signing key, which is stored in smart card 108. Smart card 108 may then
pass the digital signature to smart card reader 104, which may forward it to mobile device
20 102 via communication link 106 so that mobile device 102 can transmit it along with the e-
mail message to the e-mail server. Again, smart card 108 may prevent unauthorized use of
the recipient’s private signing key by requiring that a password or PIN be supplied before

allowing the signing operation to proceed.

[0021] The unencrypted session key should be sent securely over communication link
25 106 from smart card reader 104 to mobile device 102 to prevent a third party from
retrieving the session key from communication link 106. Similarly, the hash to be signed
should be sent authentically over communication link 106 from smart card reader 104 to
mobile device 102 té prevent a third party from modifying the hash and thereby causing
smart card 108 to produce a signature using a hash different from the hash of the intended
30 message. Smart card reader 104 and mobile device 102 may each store a common,
symmetric key and use a symmetric algorithm to secure communications over |

communication link 106. Alternatively, smart card reader 104 and mobile device 102 may




symmetric key and use a symetric. algorithmto secure comuni cati ons over
communi cation link 106. Alternatively, smart card reader 104 and nobile
device 102 may 6 store their own private keys and each other's public keys,
and use an asymmetric algorithm conmbined with a symetric algorithmto
secure comuni cations over comunication link 106. [0022] In order to
establish the symmetric key used to secure conmuni cati ons over 5

comuni cation |ink 106, nobile device 102 and smart card reader 104 may use

the fol | owloRgtheR oR@chrivat liekt tisd Eaheehdri pubBc k z;ﬁsma?r{aaxste afhasyrhigbtiie abyoritianWhi ch
reference is additionally made. [0023] At 20 a link between nobile

devi ce 10gomhined Fathta yaMRCtHe algerithnolp sesureasmapiniogtiens ovenpemmunicaieylie, f or
exanpl e, qp eless comuni cation |ink 106. 10 [0024] At 204, a short secret
S is establi'shed locally at nobile device 102 and smart card reader 104.

Any net ho establi,sh the secr and aut he tically is
sui t abl e. ?%iﬁll ocﬁ] r>9ler tojepta qu’r{égﬁffm?ﬁgl lieléfélsﬁcg{o ¥‘F§ﬁﬂ’é‘ﬁ’tun8:1a PRI ¥ ecr et
does nog E@lﬂﬁiuhﬁzaﬁ&yhnk Y& VTR IevIRE 10N BT MBA £RA r&iMeATVS MAPHBRLE ON

Technol ogy (IT) adm ni strator. Moreover, since the user of mobile device

102 and sid Wln&mthodaéﬁelﬂu&med/ﬂmthe Bewelarne i Figuradt teouhich rafsremaar e 2 on an
as- neededa(§ﬁ0§ﬂ1 establlshnent of the secret ought to be a sinple
pr ocedur e n exéhp ary method to establish the short secret S using a

Cé!sf glb??/s %l ‘gog,'ﬁ hedgigh%cf‘tel %&eﬁg%?%ﬁhgﬁoﬁvf% lhgéﬁggrtni%%a@ gacgeﬁﬁ&% ISE: 29351 eader

104 may ogeHblisAed OTRis liak ey v f&@@@:ﬁﬁlreemréwsmomnﬁﬁ&ﬁwnl1ﬁml1@9 the short
secret S locally on 20 nobile device 102 and smart card reader 104. [0026]

Once the TMECt I ap Zb@ta"‘&%ﬂ BRI § & HBKliGRd 3:&%112 'ﬁﬁnﬁﬂﬂ%&e\ﬁ‘% szraga%{aﬂlm has

been established and t’he short secret S ha n established |locally on
mobi | e devamdaedd®? 104ndny methoddacstablishdbe stiodtsecimt S beniraly nagd pitheiticpllpmess to

Sener e Syghigny BED LR A P o S,y
mvolvement or intervention by an Information Technology (IT) administrator. Moreover,
since the user of mobile device 102 and smart card reader 104 will perform the method of
15 Figure 2 on an as-needed basis, the establishment of the secret ought to be a simple
procedure. An exemplary method to establish the short secret S using a display 110 is
described hereinbelow with respect to Figure 3.

[0025] Establishing the connection between mobile device 102 and sniart card reader
104 may occur before, after or concurrently with establishing the short secret S locally on

20 mobile device 102 and smart card reader 104,

10026] Once the connection between mobile device 102 and smart card reader 104 has
been established and the short secret S has been established locally on mobile device 102
and smart card reader 104, a “bootstrapping” process to generate a strong secret from the
short secret § is mitiated at 206. For example, the short secret § may originate at smart card
25 reader 104, and once it has been shared with mobile device 102, mobile device 102 may
initiate the bootstrapping process by sending an appropriate message (or just a packet) to

smart card reader 104 over communication link 106.

[0027] The bootstrapping process involves at least one public key algorithm, at least
one symmetric key algorithm, at least one hashing function, and any other security or non-
30 security related information such as a compression algorithm. A non-exhaustive list of

examples of public key algorithms includes Diffie-Hellman (DH) on a large prime-order




25 reader 104, and once it has been shared with nobile device 102, nobile
device 102 may initiate the bootstrappi ng process by sendi ng an
appropriate nessage (or just a packet) to smart card reader 104 over
comuni cation |ink 106. [0027] The boot strappi ng process involves at | east
one public key algorithm at |east one symetric key algorithm at |east
one hashing function, and any other secUrity or non 30 security related
i nformation such as a conpression algorithm A non-exhaustive |ist of
exanpl es @hitpghlubend Y ah g0 Elibhes ch%'(ﬂ@?ﬁd@bf faiteoklehbiiaievidd) 02 feqcstar ge
I p

prinme-order 7 finite group and DH on an e tical curve (EQC group. At

208, nobi femgeyarteard paderetifesliss of fip sinportad plgedthmsy SdddP, st eard repderok04) ¢ s
support ed hi B f rd. r-b04 sends a list of its
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selects t gori tQ. used_in the subseguen 5 ste of. t he met hod
ondsends M8 Dot eh o1 mhinEdph doteelS e gRrime o bs sk e Soorieatior

104. The sepeet thel nikidarant RERds anGh#idRiondf tRORIQEed aEorRME & fBarbeH kdadkey

al gorithns e@ﬁﬂ the paraneters or the name of the elliptic curve group,

s

or the pril dgorthes ndeder ar ge prine-order finite group); b) a
sel ected symmetric key algorithm (e.g. Advanced Encryption Standard (AES)
and 10 t he akeye witwe,selpcted puplickddat] gorithms ypg.i tho pSuaettay o thOEShe ofthet he
like); and.,c). a sel ected hash function (e.q,, ,Message Di t 5 5),
Seout e riaSHEtiG BuRE aFTion i e aAn R gaiet o 198° BRES UE T eaedT b 214,
nobi |l e device 102 and smart card reader 104 each_generate the sa
Ssymmetric k@/? ﬁle?t?fgmmsﬁ@ﬁﬁwﬁ%@m ©.g, Adienerd AT IRipY; %mfﬁtrc% FSidetai |
her ei nhgl g Wiytyelor TEAR Pata Eriptl RadbiardXDEHOor (RRKLE afigVi Ce 102 and

smart card reader 104 each generate the sane 'symmetri’c key K2, as

described i ' %ﬂ;%. i i r C elt .
Generati ng E}%ﬁ%%ggih%gy noﬁgégbggﬁ%%%gﬁ%%gé(aiﬁ§?§%%9%§%%ﬁ%$% °F9“%}th
gener at i ngSHAYHMBHARZS56k eythi2ike]. 00301 At 216, nobile device 102 and smart
card reader 104 each hash all the packets

[0029] At 214, mobile device 102 and smart card recader 104 each generate the same

symmetric key K7 from the short secret S, as described in further detail hereinbelow with
15 respect to Figure 4. At 216, mobtle device 102 and smart card reader 104 each generate the

same symmetric key X2, as described in further detail hereinbelow with respect to Figure 5.

Generating symmetric key K/ may occur before, after or concurrently with generating

symmetric key K2.

[0030] At 216, mobile device 102 and smart card reader 104 each hash all the packets
20 sent and received during the generation of symmetric keys K7 and K2 to produce the hash

result . For example, the selected hash function may be applied to the packets as the

packets are sent and received, so that this is concurrent with generating the symmetric keys

K1 and K2. In.another example, the packets may be stored in a buffer and then the selected

hash function may be applied to the packets after the symmetric keys K7 and K2 have been
25 generated.

[0031] Once symmetric keys K/ and K2 have been generated, and mobile device 102

and smart card reader 104 have produced the hash result A, mobile device 102 and smart

card reader 104 each generate the same symmetric key K3 from K/, K2 and the hash result

H. For example, the selected hash function may be used to combine keys K/ and X2 and
30 the hash result / into X3. |




20 sent and received during the generation of symmetric keys KI and K2 to
produce the hash result H For exanple, the selected hash function nay be
applied to the packets as the packets are sent and received, so that this
is concurrent with generating the symmetric keys KI and K2. 1n another
exanpl e, the packets may be stored in a buffer and then the selected hash
function may be applied to the packets d#fter the symetric keys KI and K2
have been 25 generated. [0031] Once symetric keys KI and K2 have been
gener at ed 0632y NDBimemctity/keyeK 1 fidy tadhthesu¥ad to ot cogadienicalifds hvaye produced
t he hash result H, npbile device 102 and snart card reader 104 each
gener at e cHBEMIRFRLAR Ked96.c key K3 from K], K2 and the hash result H. For
exanpl e, the selected hash function nay be used to conbi ne keys KI and K2

and 30 th@03hsh Refugnee s now vakg to BighGoB hidyimadlowebait ef aikg<emplaryhen be
dt | cat i L cati link 106. [0033
soet 0 S PG A VS LSS Rkl 0P s B80Rht,

met hod Gothesiabedions it 302, GRE HRY Xb@b whefoh VM2 ey 8% or ABEVuHABIGipat SOMe
enbodi nents of 5 the invention. At 302, a user may press a button 112

(Fi gur e 1yo@porankef smayt ead readen Pt whidnysdheayse Ge shorhpacred &y for example, 104,h
whi ch '||“5>§%§ k| v 15 58"
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appr opr i ateayaypeh it appropriara apflivatien deviobée §0vce GaiSCangirighke sHoordecigeSicehbe S t 0
be shown on disglar %ig may occur, before, after or concurrently wth
openi ng t AROH AR BisPIaN &0 may ogew bedere; affer oRcorsHrRlywih cgeningtheppprentiatence

the shqpt ,3615da8bn on BRBiIIPAERSI@W on display 110 and the appropriate
application has been opened on nobile device 102, the user may copy the

hor t ‘ . ; : ; .
Tt comptusaR oS fhetBly stk ShhyBell e fof BUNET 1 1 Andihe diptolifAe) "
i | [ ust r at epplicatibn basteeedt optiivel ansaobiledeviret 162 ille b nhdyr Sipy ThelshodisgiresS f t he

8-digit ssphrase that i.s the shaort _secret S, Although this exanple uses a
g p?he zg)pﬁlcatfon on moblfe &ewece 102 at 308 using an mput compo%ent of mob?le drerxrf)lce

102, for example a keyboard 114. As illustrated in Figure 1, the user has entered the first 3
15 digits of the 8-digit passphrase that is the short secret S. Although this example uses a
numerical value for short secret S, any type of value may be used providing the value can
be shown 1n display 110 and inputted using the input component of mobile device 102.
Since the short secret § is short, it is simple for the user to copy the secret to the application
on mobile device 102. However, the short secret .S is too short to be suitable for use as a
20 reliable symmetric key. Copying the short secret S to the application on mobile device 102
may result in mobile device 102 initiating the bootstrapping process (an example of block
206 of Figure 2) at 310, for example, by sending an appropriate message (or just a packet)

to smart card reader 104 over communication link 106.

[0035] - To protect the short secret S from prying eyes, at 312, smart card reader 104
25 may clear display 110 once smart card reader 104 receives the message or packet sent by

mobile device 102 to initiate the bootstrapping process.

[0036] Smart card reader 104 may also implement a timeout, and if, as checked at 314,
the message or packet initiating the bootstrapping process has not been received by smart
card reader 104 within the predefined period of time, which may be calculated, for

30 example, from the time that the secret S is first shown on display 110, smart card reader 104
may clear display 110.




nunerical value for short secret S, any type of value may be used providing
the value can be shown in display 110 and i nputted using the input
conponent of nobile device 102. Since the short secret Sis short, it is
sinple for the user to copy the secret to the application on nobile device
102. However, the short secret Sis too short to be suitable for use as a
20 reliable symetric key. Copying the short secret S to the application on
nobi |l e device 102 may result in nobile device 102 initiating the

boot st r appeBY] pr 0CB8S s cerdatiles 104 hi¥ Qedted &BSapf 1 &iselareard reader 308 mafyor

exanpl e, by sending an appraopriate nessage (or just a packet) to smart
card readépPtigmilyshey aawnrasniidentiabpassihky rm@m)[\@b%]n dreplpy btQgrthetfe short
secret S f i t : I

i spl ay 1E00eE ek P URRlay 0B nof BN EEAE GETRGE oo T uEERE
by nobil erdenvice 102 to initiate the bootstrappi ng process. [0036] Smart
card reader 104 may also inplenent a tinmeout, and if, as checked at 314,

t he nes3aqeo3s paR‘éﬂireﬂcl@iiéﬁ@ﬁh{lﬂett@ﬁiglﬁm,ﬁkﬁ@pﬁia%vwhﬁﬁﬁﬁnBz?éindplﬂ?f been
received by smart card reader 104 within the predefined period of tine,

whi ch nay Terihedyos genprating sygmetac ksafpifom theshert besratiShel hetragthedhel Bgwedt S i s

first sho Yol K 4 i y 110. 9
[0037] " oneur 284 B SR Mol Ac paThin-RRLE ol BR0Rle Aol T5PRR R KRR
reader 104lesmiped apUiShiPatehyNs Q2263 8B0-Jablohi déintariatiofsufibd SPEK Eatsdiesd) argal ue
on display 1 gg that .a snooper |ooking at_ display 110 will not know

whet her t FBIURPAF 18 EERFTafing,Tyaymatng key K/ feord theshert setetant . 5 [ 0038] Ref er ence

is now nade to Fi%yre 4, which is a flowhart of an exenplary nethod for

gener atlithd0&3Pinet dhe meshoddnclpdes pertion AR to tedmpdameptediemabilhdryicflORi gure 4
isb d [MyreNA - i al EKE
1 Ao S BT e TG ol Y RIS T,

t he SPEKEhaeptescssimef tisaidetedd Sanf ohe gthe selettad) pshifatedyral gorkieyis. KForfexamiplehe
0039] The pethod includes a portion 400 to he

short secr, S.. 10 :
i npl ement égtthsﬁelﬁgsql Lléblg:&ﬁy@égo_m@n or generating symmeg"lc key K1 is DH on a large
prime-order finite group for a particular prime p, the function £, when applied to the secret

15 §, results in a generator of the group. U.S. Patent No. 6,226,383 discusses factors to
consider when selecting function f. Similarly, at 412, smart card reader 104 has possession

of the secret S and the selected public key algorithm for generating symmetric key K/.

10040} At 404, mobile device 102 generates a random number R4 in the range of 2 to
p-1. Then at 406, mobile device 102 generates a short-term public key P; by raising the

20 generator f{S) to the power R4 within the group and sends public key P; to smart card

reader 104. In the example of DH on the large prime-order finite group for p, this is

calculated as follows:

R
Pr=£9) * modp

10041] Similarly, at 414, smart card reader 104 generates a random number Rp in the
25 range of 2 to p-1. Then at 416, smart card reader 104 generates a short-term public key P>

by raising the generator f{S) to the power Rp within the group and sends public key P> to

mobile device 102. In the example of DH on the large prime-order finite group for p, this is

calculated as follows:




and a portion 410 to be inplemented by smart card reader 104. At 402,
nobi | e device 102 has possession of the secret S and one of the selected
public key algorithms. For exanple, if the selected public key algorithm
for generating symetric key KI is DHon a large prine-order finite group
for a particular prime p, the function f, when applied to the secret 15 S,
results in a generator of the group. U B} Patent No. 6,226,383 discusses
factors to consider when selecting function f. Simlarly, at 412, smart
card reag?; %9 RRas osseSS|on of the secret S and the selected publlc key
al gorith Por‘éenépg fng symetric key K. [0040] At 404, nobile device 102
generates a randon1nunber RA |n the range of 2 to p-1. Then at 406, nobile

gener at or 11GH ¢ o Prte BieRe il GTRRIe K 4 30 cantreBhdb et Aoty p1 1o

smart card reader 104 I n the exanple of DH on the | arge prine-order
finite groubidleye’, andisending edp @mbelpéma@ 1§mppescur before, @8pr guconoiifecttly041]
Simlarly, at 414, smart card reader 104 generates a random nunber RB in

the 25 rangg %ﬁeratlﬁg%lﬁ'randoﬁhﬁlﬁlnﬁér RA& msBIR deviean g2 bﬁ@gﬁ{erﬁ ABREKAL B
short-term public key P2 by raising the generatorf(S t he power

wi thin shen@Eadmgan mﬁ@r@%hﬁqdaey P2 to nobile device 102. In the
exanpl e of DH on the Iarge prinme-order finite group forp, this is

cal cul ated_as_ foll ows: 0042] Cenerating the random nunber RB at smart
card readéd?048bs afé?aci;@ﬁbﬂ%flwﬁ@e 107 fpasigengeaiingthe spdonemambsg R4 anddasppi | e
devi ce 102 may occur before, after or concurrently wth generating the
random numdzeiveRpublic haybP 4, enabéieideeicd 02 gardrgenesyadmergic kapKi/at key, Rithe 5 and
sending it to smart card reader 104. [0043] Once nobile device 102 has
gener at i ngxarhple cdRdben thedirge pRMmeanrder{aste greupeiov pothp aphinstricdsey#2! isnobi | e
devi ce 102 rat a symTetrl c key KI at 408. In the exanple of DH on
the | arge %lg\l gog ¥ nite group for p, the symretric key Kl is

R
10 KI=P; * modp =S RpRa mod p

[0044) Once smart card reader 104 has generating the random number Rg and has

received public key P, smart card reader 104 gencrates the symmetric key K7 at 418. In

the example of DH on the large prime-order finite group for p, the symmetric key K/ is

calculated as follows:
R
15 KI=P; ® modp =f(S)RARB mod p

[0045] Since the operations on the elements of the group are commutative, the two
calculations (at mobile device 102 and smart card reader 104) yield the same symmetric
key. Generating the symmetric key K/ at mobile device 102 may occur before, after or
concurrently with generating the symmetric key K7 at smart card reader 104.

20 j0046] Reference is now made to Figure 5, which is a flowchart of an exemplary
method for generating symmetric key K2. The method of Figure 5 is based on well-known

Diffie-Hellman exponential key exchange techniques.

[0047] The method mcludes a portion 500 to be implemented by mobile device 102
and a portion 510 to be implemented by smart card reader 104. At 502, mobile device 102
25 has possession of one of the selected public key algorithms, which may be the same as or

different from the selected public key algorithin used to generate symmetric key X/. For




calculated as follows: 10 KI =P2 RA nod p =f(S) RBRA nod p [0044] Once

smart card reader 104 has generating the random nunber RB and has received

public key PI, smart card reader 104 generates the symetric key Kl at 418.

In the exanple of DH on the large prinme-order finite group forp, the

symmetric key KI'is calculated as follows: 15 K1=PI RB nod p =f(S) RARB

mod p [0045] Since the operations on thklel ements of the group are

comut ative, the two calculations (at nobile device 102 and smart card

reader 104jamyplelifthchelesadpuslyakst dgdrithidyr géoenging simehetitckeSARMRIIH onlkey Kl

at nobil e device 10 y occur_before, after or _concurrently wth,

gener at i n&f%%ﬂ%%ﬁéf 5?136 RERRPEET aparlipRlak Pritys B, nebilfadevicsd U295 pergassion of

Ref er ence i t L QI L& hei-S1.an.f h fmplary
alkRoWRVpuFRLRd %%ngﬂaﬂﬁl 7€ 2he g*%ﬁ %nglaﬁlgf %t?g@bﬁﬁ%}t eird %ﬁg@% a3

met hod for generating synetric key gure Is based on
wel | - knowpossBssidn af-thitdlertad mbjio kenhigatithoe for gendratinges vimandint §ee&2. [ 0047] The
nmet hod i ncludes a portion 500 to be inplenented by nobile device 102 and a

borti onsSifhdsp DAl 504 SHRHHGARRY 185 BberfiBl Qrﬁﬁgrgg{e@gﬁgpﬁg t}%géngae{@@ the

device 10 has' possession of one“o se _ gorithns,
whi ch maybe tTRn$28586, dotRle dedict 165 gBterfttOMHiPCIeRR T?ﬁﬁ@ge)pﬁﬂ)ﬂf Pafléit téle

T
al gorithmused to generate symmetric key K|. For exarpl e,” i

sel ect ed pedriter KeythelpgRet RPRYitEh HIERSEPdIANSnE&YFIPEE kb e PRRY siidrt bsrd PHAdep a
| arge prine-order finite group for a particular prinep, nobile device 102

has posseg$64.0ln thé exanie ofDH @uidcilsige drigrnedatiite krafp fobp, Bisdsipaloated har | y,
at 512, rs’nrtmrt card reader 104 has possession of the selected public key
al gori t hmiesgenerating symetric key K2. 5 [0048] At 504, mobile device
102 generates random nunber RC in the range of 2 to p-1. Then at 506,
nobi | e 1gdeyizce dndieperates a short-termpublic key P3 by raising the
generator T to the power RC within the group and sends public key P3 to
smart card reader 104. In the exanple of DH on the | arge prine-order

finite groomasf or pSiniftdrs;, hiss 1012 btk 84@Geatfer 104 generates a random number Rp) in the

range of 2 to p-1. Then at 516, smart card reader 104 generates a short-term public key P4
by raising the generator T to the power Rp within the group and sends public key P4 to
mobile device 102. In the example of DH on the large prime-order finite group for p, this is

15 calculated as follows:

P4EIRD mod p

{0050] Generating the random number R at smart card reader 104 and generating
public key P4 and sending it to mobile device 102 may occur before, after or concurrently
with generating the random number R at mobile device 102 and generating public key P3

20 and sending it to smart card reader 104.

[6051] Once mobile device 102 has generating the random number R~ and has

received public key P4, mobile device 102 generates a symmetric key K2 at 508. In the
example of DH on the large prime-order finite group for p, the symmetric key K2 is

calculated as follows:

25 K2=P4"C mod p= e o P




follows: 10 P3=T "nodp [0049] Simlarly, at 514, smart card reader 104
generates a random nunber RD in the range of 2 to p-1. Then at 516, snart
card reader 104 generates a short-termpublic key P4 by raising the
generator T to the power RD within the group and sends public key P4 to
nobi | e device 102. In the exanple of DH on the large prinme-order finite
group forp, this is 15 calcul ated as fb2l ows: P4=TRD nodp [0050]
Generating the random nunber RD at smart card reader 104 and generating

o concur BTy QRERRel st FLA bR A SR RESHEAL ANy Ce 102

and generatin Li.c P3 20, an nding it.to smart card,r er. 104.
0051 onCeseiio PYidic i s ARl dPhEH g br e SIS s “RE A has
recei ved ghedxafpleads 14 on iRbial R (HENE-6R1cL ARItOSBEH 8r9sS tiRk SHIMRTE k&y kK2¥ K2 at
508. In the exanple of DH on the |large prine-ordéer finite group for p, the
symet r i c cieylaikd ap llogest cul at ed as fol | ows: 25 K2=P4 RC nodp = DRC nod p 12
[ 0052] Once snart card reader 104 has generating the random nunber RD and
has regekyegpﬁ%bgﬁ&hgggﬁﬁ§p spget card reader 104 generates the symmetric
key K2 at 518. In thHe exanple of DH on the large prine-order finite group
for p, the symmetric key K2 is calculated as follows: 5 K2=P3RD nodp= cR1l
modp [ 00589058] nceSike thepweratioonen the dlémecnds efitbe grwupfara ¢renguietiye, drectwo

comrut at i he t | cul ati.ans ;(at .nohi | e, dewi.ce and smart .card
o ntor 108 5towhtihs' WinoGH SN Lo0MRa Sy TBRY ek TH et e 805 SERPC R ey 1o
at nobi | ekégvGeeerdithg thayyrmeetic KReRY & mafik@levies 10Z ARG WS Befare, Wilehor

generating the S){HTTE'[ ric key K2 at smart card reader 104.
concurrenfly with generating the symmetric key K2 at smart card reader 104,

10 [0054] Figure 6 is a block diagram of system 100, according to some embodiments of
the invention. For clarity, some components of mobile device 102 and smart card reader

104 are not shown in Figure 6 and are not described explicitly below.

[0055] Mobile device 102 includes an antenna 602 and smart card reader 104 includes
an antenna 622. A non-exhaustive list of examples for antennae 602 and 622 includes

15 dipole antennae, monopole antennae, multilayer ceramic antennae, planar inverted-F
antenmae, loop antennae, shot antennae, dual anteﬁnae, omnidirectionale antenna and any

other suitable antennae.

[0056] Mobile device 102 also includes a communication interface 604 coupled to
antenna 602. Smart card reader 104 includes a communication interface 624 coupled to

20 antenna 604. A non-exhaustive list of examples for standards with which communication
interfaces 604 and 624 may be compatible includes 802.11 a, b, g and n and future related
standards, the Bluetooth® standard, the Zigbee™ standard and the like.

100571 Mobile device 102 also includes a proceésor 606 coupled to communication
interface 604 and to keyboard 114. Mobile device 102 also includes a memory 608, which
25 may be fixed in or removable from mobile device 102. Memory 608 may be coupled to
processor 606 or partly embedded in processor 606. Communication interface 604 and
processor 606 may be part of the same integrated circuit or in separate integrated circuits.
Similarly, processor 606 and memory 608 may be part of the same integrated circuit or in

separate integrated circuits.




10 [0054] Figure 6 is a block diagramof system 100, according to sone
enbodi nents of the invention. For clarity, sone conponents of nobile
‘device 102 and smart card reader 104 are not shown in Figure 6 and are not
described explicitly below [0055] Mobile device 102 includes an antenna
602 and smart card reader 104 includes an antenna 622. A non-exhaustive
list of exanples for antennae 602 and 6P® includes 15 di pol e ant ennae,
nonopol e antennae, multilayer ceram c antennae, planar inverted-F

ant ennae, [0058p anSmanaerd reddek 1941 hlea iradydes d procastoe 6@ eouplsdto dbimatinicatiah e

antenna and any _ ot her it ant ennae. [ 0056] Mbhile device 102 al so
i ncl udes Hl‘ac%?ﬁﬁﬂ afiﬂs@f? lnls gé‘b utEl e aéﬂcag@)reagﬁﬁ]é}tir%sogg@u Sfart card

reader 10¢hched 9@%&@@9@&@&1@&&&5 A EEm! @ggarr@d&vcp}e%ge 1@42§4@ﬁ&f§nna

604. A non-exhaust’ive exanpl es or stan
conmmuni cab2®may ibatcenflet wspréCessat 6 62 parntiyyentbed dahipatrodes@r 66| udes 802 11 a,

b, g an gjpand fu ure rrﬁl atqezg 3tandardmt he BI uet th%rrn st and the
Zi gbeeT 18%“"? TP REN PHESSLT MObTRE 88648 ireetply FHH‘E a
processor 0591656?[ iR i8d gl dCHIIHE| SiatilaAy, prbEgs%rf@%%nﬁ% ng@@ﬂﬁ gﬁft%f 114.
Mobi I'e device 102 al so includes a nendry 608, which y be din or
r enovabl ethersemenpibgrateddavinit er marmmnﬁegra&@&lmys be coupl ed to processor

606 or partly enbedded in processor 606. Comrunication interface 604 and
processor [@568] may Abenpahbustifve listeofeanmplen fargradessbre 606atid 626rinéndssepmnatle

t ted t Larly, 608 b t
of ¢ b RSP CHUDI § et Sotl RCERRRS. § flagrbnuinetor stopemuss
[ 0058] 16MERIS(Had Ebrisiad Blstri@ibradeBQriMALYESSC Parfdl 1B 8RS OFurfiRfinSRUMoBE bR

comuni cation” interface 624, to display 110 and to button 11 Smart card
reader 1040Ghyhoihyohybepargof mﬁtnpﬂlyatmpemﬁp otegrated loctit eSIC) or oy beapvabl e

fromsmar r coupl ed to processor 626 or
partly en%mﬁgf%iﬁp%?‘ég%o&s gglﬁcé{zrl‘éd%g W t'i on i nterface 624 and
processor art e sa | nte rat CI rc in separate

i nt egr at egﬁ%&@ ﬁ“r’i"l‘3 ‘rST FPéX/ be part of

combination of the followmg.

15 a) semiconductor devices such as registers, latches, read only memory (ROM), mask
ROM, electrically erasable programmable read only memory devices (EEPROM), flash
memory devices, non-volatile random access memory devices (NVRAM), synchronous
dynamic random access memory (SDRAM) devices, RAMBUS dynamic random access
memory (RDRAM) devices, double data rate (DDR) memory devices, static random access

20 memory (SRAM), universal serial bus (USB) removable memory, and the like;

b) optical devices, such as compact disk read only memory (CD ROM), and the like; and
c) magnetic devices, such as a hard disk, a floppy disk, a magnetic tape, and the like.

[0061] Memory 608 may store executable code 609 which, when executed by
processor 606, may cause mobile device 102 to implement relevant portions of any or a

25 combination of the methods of Figures 2, 3, 4 and 5.

[0062] Memory 628 may store executable code 629 which, when executed by
processor 626, may cause smart card reader 104 to implement relevant portions of any or a

combination of the methods of Figures 2, 3, 4 and 5.

[0063]  The preceding explanation uses the example of mobile device 102, smart card
30 reader 104 and wireless communication link 106. However, embodiments of the invention

are equally applicable to any two devices {not necessary mobile devices) where the security




the sane integrated circuit or in separate integrated circuits. [0059] A
non- exhaustive |ist of exanples for processors 606 and 626 includes a
central processing unit (CPU), a digital signal processor (DSP), a reduced
instruction set conputer 10 (RISC), a conplex instruction set conputer
(ASC and the like. Furthernore, processors 606 and 626 nay be part of an
application specific integrated circuitl4ASIC) or may be a part of an
application specific standard product (ASSP). [0060] A non-exhaustive |i st
of exanpleBanmﬁhQWMﬁyeﬁﬂﬁ@ﬁmanmﬂﬁﬁﬁnMnkbmﬂasmﬁmyﬂyummhhnémhmﬁmomaWME

foll ow ng sem.conduct r devi ces such as registers, |atches, read
only nennpﬁlfﬁ&%ﬁpo i un @Dectrical |y erasabl e programmble read only
menory deyices (EEPROM, flash nenory devices, non-volatile random access

menory de&‘?‘lﬁé ( Wﬂaé\mcertélyrfeﬁmﬁ glithe lwﬁ&ﬁﬂ bayedirgn mustated gudrdersrihed SDRAN)
devi ces, 3§ﬂ§ ry i dat a
rate ( DDR) merzror y¥ evl %Ceailgﬂ%g g%s?lglﬁ{?%% cl)l % t%aﬁsd sﬁwtsdﬁﬂ n(%%; %ﬁpgﬁh?sfer sal
seri al Busf (td8BYy slalrow thiel aet. Henspthyref@adiotbeamdeds@pd lhat dmtappaidedewmesre such
as conpact_di read oply nmempry (CD th@ and the like; and c) magnetic
devi ces, Emfgéoﬂ“ﬁﬁ?ﬂsﬁﬂg@gg%kﬁﬁgﬁﬁ9 GRS 5 magnetic tape, and the like.
[ 0061] annry 608 may store executabl e code 609 which, when executed by
processor 606, may cause nobile device 102 to inplenent rel evant portions
of any or a 25 conbination of the nethods of Figures 2, 3, 4 and 5. [0062]
Menory 628 nmay store executable code 629 which, when executed by processor
626, may cause smart card reader 104 to inplenent rel evant portions of any
or a conbination of the nethods of Figures 2, 3, 4 and 5. [0063] The
precedi ng expl anati on uses the exanple of nobile device 102, smart card 30
reader 104 and w rel ess communication |ink 106. However, enbodi nents of the
invention are equally applicable to any two devices (not necessary nobile
devi ces) where the security 14 and/or authenticity of the conmmuni cation
link (not necessarily wireless) between the two




devices are possibly unsatisfactory. [00641 While certain features of the

i nvention have been illustrated and descri bed herein, many nodifications,
substitutions, changes, and equivalents will now occur to those 5 of
ordinary skill in the art. It is, therefore, to be understood that the

appended clains are intended to cover all such nodifications and changes.
15 Caims: 1. A method for securing a cbdmunication Iink (106) between a
first device (102) and a second device (104), the method conpri sing:
gener at i n€laindst r st crypt ographi c key; 5 generating a second cryptographic
key that differs fromsaid first cryptographic key; applying a hash

function to ,packe comuni cated aver said nication.lin 109) to
croate a hadhipbS o SeaRPRA GRS Tl IO R a S besiged  pradg
Crypt ogr apéod Ve SBUY tRemeiMEd coimyRtiagr aphi ¢ key and said hash result to
generate a third cryptographic keébto e used 10 to secure said

communi cat i on E¢nskatingGeirst QyptPaaphistieyd of claim 1, wherein said packets
were co ni cated qver said. comunicatiaon Link £106). durin ener.ation of
oai 11 Petoryprisgn Sl o GRTBUERERSY Wu s bR i 1 SREEBRER ke
crypt ographi ¢ kgplying a hiblefuietiowb gické&th sbrilinkni2hted b Bari conifibtdtiongim@r at i ng
said first crggtographic key 15 conprises an exchange of public keys

bet ween sai d1Ppxtercregias hasheasylty anthd sai d second device (104) over said
comuni cation | ik id.. | J hared by
said first dev?@g%F%é%?%%ﬁﬁﬁ@%?@¥§5%§%%§§§€5@35¥Eﬁﬁf?“%ﬁf#ﬁéﬁﬁethod of any
one of cl ai neyftograpiic kehendsaid ashaeaili toGenahd atBied oo peigyphigiedfbibe usddey

conpri ses an exchan of public keys between said first device (102) and
sai d sé@ondtof@“ﬂ%ﬁﬁ@@“@ﬁﬁﬁyaBW%ﬁm%épé)connunication link (106). 5. The
met hod of claim 3, wherein generating said first cryptographic key

conpri ses2, The method of claim 1, wherein said packets were communicated over said

-

communication link (106) during generation of said first cryptographic key and during
generation of said second cryptographic key.

3. The method of claim 1 or claim 2, wherein generating said first cryptographic key
15 comprises an exchange of public keys between said first device (102) and said second
device (104) over said communication link (106), said public keys based on a secret shared

by said first device (102) and said second device (104).

4. The method of any one of claims 1 to 3, wherein generating said second cryptographic
key comprises an exchange of public keys between said first device (102) and said second

20 device (104) over said communication link (106).

5. The method of claim 3, wherein generating said first cryptographic key comprises:
applying a function to said secret to obtain a generator element of a mathematical
group;
raising said generator element to a first random number to obtain another element of
25 said group;
sending said other element over said communication link (106);
receiving over said communication link (106) a further element of said group, said
further element having been created by raising said generator element to a second

random number; and




applying a function to said secret to obtain a generator elenment of a

mat hemati cal group; raising said generator elenent to a first random
nunber to obtain another elenment of 25 said group; sending said other

el enent over said communication |ink (106); receiving over said

comuni cation link (106) a further elenent of said group, said further

el ement havi ng been created by raising @i d generator elenent to a second
random nunber; and 16 raising said further elenent to said first random
nunber to obtahmﬁmgmddﬁhﬂﬁiehnmmpb@gmabhhﬁn&ﬁynmﬁbmﬁhebmhimmﬁﬁﬂﬁ any one of
claims 1 to 5, wherein generating said second cryptographic Kkey conprises:
5 raising a‘%ﬂﬁ%ﬁa ngtor el enent of a mathematical group to a first
random nunber to obtaln anot her el ement of said group; sending said other

el ement oyerrys a&%&m ofiabl aBind kS Widksin a&%ﬁﬂg@gld%@andsc@ ographic
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apply said hash function to said first cryptographic key, said second cryptographic key and
said hash result to generate a third cryptographic key.




