Description Title of Invention: ELECTRONI C FI LE SENDI NG METHCD Techni cal
Field [0001] The present invention generally relates to an electronic file
sendi ng rwOhoto78kaBe particul arly, the present inventi oRCTaPzNLB028 a

met hod of sending an encrypted electronic file. This patent application
clainms priority fromJapanese Patent Ap plication No. 2008-332456 filed on

Decenber 26, 2008, the contents i re in corporated herein by

ref erence. Background Art [0002] (ﬂ@%qphl ectronic file via a
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met hod has t"l“ﬁd‘lﬁhhﬁl"ﬁ‘ﬁﬂddramac‘( Al'l of the data constituting the

el ectronic remalns 1 n, for exanple, servers that relay the electronic
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Di scl osure oﬂ}dd«g&mm&i&chm cal Problem [0004] When the electronic file

is encrﬁ(?(iﬁ gr t he .abave-descri bed drawback thO]sH?nder of the

el ectr o B4 8 CeEUPHE HlGhiH OB GEPN BFWOE S (RORIETeif of a

password nec emaomc ttide deengplly HMheahmr ampdledroaicandit. dfhicelédttamic lecendngg t o

t he techniqu i comail
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personal conpemeans in, frs eﬁ&@ﬁlﬂomvm th@s @éawtht: eledeeniy prailtang ieersily p@@@lsed by

el ectroni c fiylgird geg@Nt froma nobile phone. Here, since the password is

sent to_a nobile phone network as it s, the password may possibly be

accessédVby ?%Wl s Rrghlemy s knqwypin the Pﬁlilt‘h%f}éﬁté]%q FedPic{ilpae Bht

\%curreﬂt 1bc aﬂﬁtﬂfedwﬂﬁreﬁcﬁroﬁl@ﬂﬁaimw@%ﬁeﬁthﬁ)cﬂgﬁeﬁmr dct@rdinao feaeth@iue [ 0005]
en the above ectronic f.ile sendi 1s.continu
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recei ver ar e coetgofi ofgbke ¢mryperhgjecttdnée plesswor d. [ 0006] The password tends to
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password i stypgPaant ]QO%JIIT@@E%] Iﬂ?a@sﬁﬁwﬁm deplisgtiomRybicasen ﬁc%ﬂoée]cf’dﬁé@

particularly bove- nenti oned necessity of the password
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Technical Problem

[0004]  When the electronic file is encrypted to overcome the above-described drawback, the
sender of the electronic mail needs to inform the receiver of the electronic mail of a
password necessary to decrypt the encrypted electronic file. According to the technique
disclosed in Patent Document 1, while the electronic mail having an encrypted
electronic file attached thereto is sent from a personal computer, the password
necessary to decrypt the encrypted electronic file is sent from a mobile phone. Here,
since the password is sent to a mobile phone network as it is, the password may
possibly be accessed by a third person. Thus, the technique disclosed in Patent
Document 1 cannot securely communicate the password to the receiver.

[0005]  When the above-mentioned electronic file sending method is continuously employed,
in particular, over a long time period, both the sender and the receiver are required to
manage the password.

[0006]  The password tends to be vulnerable to dictionary attach(for example, in the case of a

short character/number string or a meaningful character string), since the password is



the receiver. [0007] In light of the alove, it is an object of an aspect of
the i nnovations herein to provide an electronic file sending nethod for
secur el y wotowAss44y sending an electronic file to a rec®CrarP200800528G on to
Probl em [ 0008] An electronic file sending nethod relating to an enbodi nent
of the present invention includes: sending an electronic mail including an
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et B e 15 Al G RRRBK Hoin IFERLYLIGBL: dififk ARENSON! REANGHKRIRS
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recei ving apparatus. [Q009] An electronic file sending nmethod relating to
anot her embodolaHondko Prablemsent i nvention includes: recei vi ng at a
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file from a sendi ng apparatus; receiving at the receiving apparatus froma
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i nvent i[o00Y] S dﬁselgaairﬁadﬁw sbhmhglﬁles}ajal&eraﬁﬁgtcenmwumbbaknem/nefrthapaeaﬁi ng in

ore than Onenv%lfl on 1 udgoge]:'c]éli 11(1 atzlstecels':in}:r)lo p aratu)s an egctr nic maal 11 1 &k %I agram
illustrating an exerrp} ary gont | %ura onef PRESHAAICAYT 6n SyS% mFélat | ng

to a first erbogpiedetecudnit lide bomsaewndmg\appﬂratoﬂ redigvigf ovthe irgreiing apparaaus
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recei ving apparatus 1 a managenent server server 140.
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encrypted electronic file, using the password, to store the electromc file in a temporary
storage region; and performing by the receiving apparatus an operation on the
electronic file stored in the temporary storage region, by referring to the permission
and prohibition information.
Best Mode for Carrying out the Invention

[0010]  The following describes in detail the present invention with reference to the attached
drawings. Each constituent of the present invention is designated with the same
reference numeral when appearing in more than one drawing.

[0011] (First Embodiment)

Fig. 1 is a block diagram illustrating an exemplary configuration of a communication

system relating to a first embodiment of the present invention. As shown in Fig. 1, a
communication system 100 mainly includes a sending apparatus 110, a receiving
apparatus 120, a management server 130, and a mail server 140. These apparatuses and

servers are configured connectable to a communication network 150 including the



phone, a personal digital assistant (PRA) or the |ike. The sending
apparatus 110 sends an electronic nmail having an encrypted electronic file
att ached whepaw3440 t he recei ving apparatus 120 vi a t he PCOARLNOD/O0ERE0ON
network 150. [0013] Simlarly, the receiving apparatus 120 nmay be, for
exanpl e, a personal conputer, a nobile phone, a PDA or the like. The

recei vi ng appaegietl Th 20miReianes nstwark h$) saminelnledadell @nd Avberdomkd® t he

el ectronic mail .sentt fromthe sending apparatus 110. [0014] The nmil server
140 recei ves Wi*HY eV Q8 uni cati on network 150 the el ectronic mail sent
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appar at us 11QppRatube20 eGehyEdHEmaRR I MSwdA0 50 @ t he communi cati on network
150. | <The.internal structures t he sending and recejvin
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sendi ng appamasbile phdk¥, aFiA o2thedika. Dheoekeiding@pparutiub [1 26 tecaivesgiaale exanmulary
i nternal strugh i, ol okl PP R E. ARRALALHESAA e SRS GRALAG, ARpar alus 110
mai nly includes a contro ?process section %m a stor gg Jecti on 230, a
communil@@kdl on Teandibsereed 040 sevdivas diashé eymewoichioon EEGork] B0 elPpieorst ondge

section 230 SLANRS. the\s@AAIRE Ypath O] AT, TRE (s HRGEUGI G 1aRPhIGARLY RHPT Ogr ans
used to provide the electronic file sending nethod relating to the first em

bodi ment of #eEIBREIRPIFATINENiR B, copmpumeation pelvask 19¢he nmanagenent server
130 (omnoois I emRinifgeBORAEBEL SI(LEikferafadWort] REbisaR © detypt the elewrs@bt to

t he receiving. appar at 20. [.0018] The, co i cation sect]o 40 _sends an
lect roni o miis BRYRwLy BESputing tohpdiot HCTTHGh Saie BPRALS T 18 T he
managenent secoearingl 3fpacatus ¥ \Ha ke, coumaericdtioe neontrk @60.of t he control / process
sectio | i i i r t of the
oper at irigﬁs per or‘l” ?f%%;@%tﬂl?g&%ﬁft%ﬁ%%“8%%@3“’%%‘?% Wﬁ%{gﬁf gﬁ? € user of the
sendi ng apparnageme s¢iviie sender), under the control of the

control / processhs gfitin@NudéQre $482Wndif}eagpaRtdsOlfopr ocess section 220
controls the storage sectijon 2 he "comruni cat.i on section 240, and the

di spl ay secti gn2-258 atbéocil%%qlgr%l@?i’ﬁﬁb%@a?g BhEXHRRleySArIal YrysiyG ol Bersfading
el ectronic fiapgars@nditig method relating to the first embodi ment of the
xecutes the aeprraag fom§PoblARTR b BhetCo iR TbIEHBR EEEROER S50, o™
control the stomagdlsecimonni2zdmn seetigo?ifliandatlisphysediond0240 and the
the ot 420 8ni T Beascd b FR Bkt PFURBR R Bl UIRUBEEEIRRIN, 1 Por " e
present i nvemeLms Weddn prayédeibe elepigonie fitmisnding aprdharhie]atge ke first em-
bodiment of the present invention, a public key of the management server 130 (or the
receiving apparatus 120), and an electronic file to be sent to the receiving apparatus
120.

[0018]  The communication section 240 sends an electronic mail to the receiving apparatus
120, sends a password to the management server 130 or the like, under the control of
the control/process section 220.

[0019]  The display section 250 displays the result of the operations performed by the
control/process section 220 to the user of the sending apparatus 110 (the sender), under
the control of the control/process section 220.

[0020]  The control/process section 220 controls the storage section 230, the communication
section 240, and the display section 250 to realize operations necessary to provide the
electronic file sending method relating to the first embodiment of the present
invention. Specifically speaking, the control/process section 220 executes the ap-

plication programs stored on the storage section 230 to control the storage section 230,



electronic file, sending the electronig nmail having the encrypted
electronic file attached thereto, and sending a password necessary to
decrypt tweenn7gfaBed el ectronic file. [0021] "The i nt ePQRNIPH0P/0E28X e of

t he managenent server 130" Fig. 3 is a block diagramillustrating an
exenplary internal structure of the managenent server 130. The managenent
server 130 mehddomihmsitatii@ssedtichoTHOrBU/ Ry Giglap sé?cﬁﬁh 'Q@(m tBdBby Realifiny Menbgat i on
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, thereby
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appar at us
[ 0025] "The |0ﬂm@1msqateswlmélewﬁ ipg appreeatpe LK @¢W1@$ﬁ@mﬁqugothelhkg froml s a

bl ock di agr ampd JehiigbphdrR@s 200)S%8BhRAMhidRd RitAdle BLUAE UpFarRhs 1H® recei ving
apparatus 120. The recei ving ap paratus. 120 mainly includes a

cont rol / pr océ¥8dugthe ggctiope mail &g @Fé@féﬂg@%ﬂmﬁatuszb?  EECEMEMP A kSH Tod t i on
430, and a dltl‘idlleaé}{vﬁlg@bp@ﬁ]tu§4®0 ap@0&aling the p%is@d’oa@&) tﬁe@édeﬁznngk%@afamrlez@)a

[ di I ide th
o ect r o 1 eTBh TRy Tet ouor aTaETHE™ bR R e e AR B The
present i nvestorage sacttbnad Xgoretizk eperefiotshnecessagity pryideghaclattomid 4. [ 0027]

The communi C%‘Eﬂoﬁﬁg ﬁ%&%ﬁ?&aé‘%’w tﬁT ﬁ%‘?&ﬁlgl)(#]ﬁgnp(yf Lé‘gregé}ﬂflﬁs%hﬁ&’ﬁ %‘%géiﬁ ggt I on

410 toreceive t ectron romthe sen appar at us |ve
the el ect r oniSBeaklg thercomrelrosash sesane At 0 seqcytes theamplieion) Rrezrems stiosssaior d

from the manageasnke §RL¥L B33 &bondBHht RRrAdekBetion 330 and the communication
section 320, thereby realizing operations necessary to provide the electronic file
sending method relating to the first embodiment of the present invention, which
include, for example, receiving the password or the like from the sending apparatus
110 and sending the password to the receiving apparatus 120).
[0025]  "The internal structure of the receiving apparatus 120"
Fig. 4 is a block diagram illustrating an exemplary internal structure of the receiving
apparatus 120.
The receiving apparatus 120 mainly includes a control/process section 410, a storage
section 420, a communication section 430, and a display section 440.
[0026]  The storage section 420 stores a variety of information including application
programs used to provide the electronic file sending method relating to the first em-
bodiment of the present invention and a secret key of the receiving apparatus 120.

[0027]  The communication section 430 is controlled by the control/process section 410 to



[0028] The display section 440 displays the result of the operations
performed by the control/process section 410 to the user of the receiving
appar at usw02010(a7B3r ecei ver) under the control of the c®aTHIBRPPEGECESS
section 410. [0029] The control/process section 410 controls the storage
section 420, the communication section 430 and the display section 440 to

realize the @mrxatth@alscmgﬁ@ﬁﬁﬂrfmrﬁ me@émhgepﬁaheuﬂﬂpwcewb@hé ¢lb@roh@neing
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the electr Oﬂlsélctfoln|460$1&dildiel‘tgspmt feodon Idt@tofmhlizawhm@egﬁnm ab&eﬁsaﬂyas(cpmbels t he
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and mail ser ﬁEzﬁ 03;39 %Q S %ﬁ)@ed (Fﬂ Be s@r%@@@&ﬁﬁ' @@l th léoﬁtwllﬂ% §t@1ta§§ sdcBi€n 420,

1
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and mail ser &I@r@nlre@maﬁwnf&@lw Orane thg deplpppiceion Aﬂ% t%@ﬁw FglinBe fsdop-
relating to theiohi ﬁ&iessﬁfﬁt)@quﬁﬂﬂé tHefeldcienierfas @éHdning@tﬂibd @élam{gqa?el?d filsh eth-St €p

Al , a dedicate atlonlsmstalle ance i.n the se

Sbparat e 13600 ARoL e pragnt iavanbRh b ingfhR R BB s Sy RERE dehnanicy
appar at us 11®1au]sfe<$rnahrb apdipkiappdrbon 1$Qchndisg Opiibliekay) tottiee maeRkmeatserver
electronlcfl ot ver Y er of the
receivin appgg tn(ar %ﬁ%ﬁgb %S%'Jrﬁ?l%&nﬁle%angw #%IIVE%WaS an exanpl e of
t he cré8@¥d el@ﬁprﬂw@ftheEk@ctr@roeﬁk]senﬁmgnsqt@pi>A3 t he sender X designates

the el ectroni qﬂe'fbﬁ‘oxﬁfﬁ% g%ﬁerﬁl"l‘ﬁ/ 8L8AbLQRE 6pdrhdichs 1ﬁUlucY@E!' if @& RiSHRdi ng s
desired, on the dedica appl i cation. S%em fically speaking, the display

section 250 é?nql%%@ﬁé|Pﬁ’§0fé?f;5]at?ya%§0@wn6ﬁa§% %}gﬁgenarw%dw@ofzrswmﬁeans of
t he dedi cat e@oa;mintcatl on. Wiile the w ndow 502 | s being displayed, the
sender rags.the electr 501.to a.fiel t he wi ndow 502
0 or adfoil SeThe RafathaRBpucd befnetine So R Syttt lehdatk M di00s )
In a step A4an¢ltraﬂ$ervd£sr13ﬁ alddighat es, on the dedi cat ed application, the

el ect rom ol FRdASR. LG INRGSI Bl Yafoss RERTHEUGHN, 2. WBERURE T €

(here, the recefver 51 I ca @5 sen I nput’'s the
el ectroni ¢ maPparayed € and etrm?élagféwt@ rm?lllsthérSa130|aﬁ€1éﬂ%ﬂth%gltemmw gle

field 504. sending method relating to the first embodiment of the present invention.

[0032] Inastep Al, adedicated application is installed in advance in the sending apparatus
110.

In a step A2, a sender X, who is the user of the sending apparatus 110 uses an ap-
plication such as Office(r) to create an electronic file to be sent to a receiver Y, who is
the user of the receiving apparatus 120. Fig. 5 shows a Word(r) file 501 as an example
of the created electronic file.

[0033] Inastep A3, the sender X designates the electronic file 501 as an electronic file for
which secure sending is desired, on the dedicated application. Specifically speaking,
the display section 250 of the sending apparatus 110 displays a window 502 by means
of the dedicated application. While the window 502 is being displayed, the sender X
drags the electronic file 501 to a field 503 within the window 502 in order to designate
the electronic file 501 as a to-be-sent file.

[0034] In a step A4, the sender X designates, on the dedicated application, the electronic



Furthernore, the sender X designates, qn the dedicated application,

mani pul ati ons which the receiver Y is permtted to performor prohibited
from per fworbrg7e4a3t he el ectronic file 501. Specifical | pCEPR20/OEG230F Or
exanpl e, the sender X does not check a "viewing restriction"” field 505 when
permtting the receiver Y to performall of the manipul ations on the

el ectronic finh#l fldiess &’la tdeeivet W 1sf'p'tﬁ(fhtteﬂh6opﬁﬂt(ﬂelfﬂé((hehﬁﬂié&e&d‘l&r 'YV)i ew ng
restriction” fie es .to lCtYOI’] on
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limt the numbera"uﬁertdedﬂsstmlaeom'lfefddﬁ%l c file 501 can be viewed, the sender

X checks a "y, %Mr&‘%@‘#emﬂ@é%@%i@%@e gf? tﬂe%ﬁgﬁtehgb@ﬁ&ufyh‘%ﬁ E@Zté dfie number

of times the electronic ' : VI ewe esires to
prohi bit the vdligcthe sererver iY| ie pemitted Brpcsiermer prohikited framy eer§ernaeg oxthehecks a

‘printing” fieglBoROfile SHIMS #}é’é’lh&’ally' sEezﬂﬁﬁg $@1ﬂ§§@fn ﬂﬁssjeﬁ@e?r X QoL Rick ad

cllpboard mani pul. ati on gn ronic.file er checks a
"cli pboard raRiEHHEEN RO 1 %géﬁy eHI'H@“PWPSrﬂ?'FaEeF?iﬁer ‘g(i’“ﬁa?ﬁe f}s]tg?‘lder X

in the above nmmipwdtians os tier @ettamic' e &3l .ng per m ssi on and prohi bition

i nformation” Vi |on " h|b| on i f hon.i s used
in order to 8‘1 ttﬁe e{aﬁsen%ersg%q%ro %I%)en: hg ?1 rﬁﬁf:%tﬂ%ﬁg&h%{féﬁ?%ﬁh% thtehe
oper ations ( ﬁemiepéﬂ desirgno)put brame watylcben pe ﬂfeanm'eplulbtyortshé theedesitsppic tdedAlt he
el ectronic fif@e0her msﬁ»&%'ﬂnh&h%%ﬁ{%ﬂyﬁ%n&sothé @l%urérﬁc il §01C&ﬂtbre0'

function will be described I'n connection Wt second di nent .
[0035] In a Jidsdate senpgder %%‘H’&élﬁs ¥ ‘ilnblawowp&e@vﬁs}wnﬁmwm fleldéé)c? et
the el eg t ; oningmbet 6 thids thoeleeirdta FiRy 501rRh &k vadvddoIfake {dhder X@egidRtid ON
passwor I nt

f| rmati. o e 510. ternati,vely, ,the
Fedt cat ed apdrohibi HE ey eIe SpbBPE B minsGhity gaie RS a BRuer d° and
usi ng t he gefietdi(sd Spaitsiy ifdhasendbieX desireg pd pmhlma;ssl\tphodrd madipaation eqther i ng

the sender X iaubnBithe SE HERRYANE o REZ Rl B34 JRANG s e

decryption passwor Xi mum en th in the
crypt osyst emlis e@forr{lmme]lputr’oyéheﬁeelﬁews in th@@baefdmeemeeds spistias aYlﬁwmguses t he

decryption pass¥Rligh hﬂlpﬁ%hﬂﬁtlcgﬁﬁﬁfrﬁtaﬁgn"' This h@exﬁh@?eﬁ@sé&q @rﬂpﬁr}éﬁﬁouf&ﬂemﬁ

el ectronic file 501 designated as the to-be-sent her nor.e
dedi cat ed appPiREEON Shusedi eigEhicedloW e seldst &8 sPetrgli(permsipand/ qrrpr%wthen

t he dedi cat E@paﬁﬁbmsC(@iaMQiM@ﬁbﬂ@)rtﬁﬁt&ﬁa}abé pdrformee BY itd receildia of @it diduin@ur! y
identify an

ctroni fiI.e 511. Further.nore,
the. ded, cat el TOSePo e RERYHES 1 Ratge B Sk sk R s B o 1 ¢
key of the nmnagmnemﬂnwehaeecona(embbdmmnace of the public key of the
manage 1Seny&rs 3 ey of
The P ediis] g EichTRs, (he\Spatk SRR ARRYLEARLARLTR o Fal RERURMCTREY 1
t he nanagene%p | Shargiapfterapferfedo s Biet'demyRtianenassvaid a8 o Oflhen%t@eel ver Y,
the view ng pagswiosd! Rd 300l AkLhitRilyl, 8 debich@tBplifon hh§ thichgatident i fier,

and the encr ygr}d%gﬂ}g ggr{ey &%}nlgoanpass?v&slgr ng using the generated password as the decryption
password, without requiring the sender X to input the decryption password. In this
manner, the decryption password can be a common key having the maximum length in
the cryptosystem used.

[0036] In astep A6, the dedicated application uses the decryption password input or
generated in the step AS to encrypt the electronic file 501 designated as the to-be-sent
file. Furthermore, the dedicated application can compress the electronic file 501. In
addition, the dedicated application generates a file identifier that can uniquely identify
an encrypted (and compressed) electronic file 511.

Furthermore, the dedicated application encrypts the decryption password using the
public key of the management server 130. In place of the public key of the
management server 130, the dedicated application may use the public key of the

receiving apparatus 120.



[0037] In a step A6, the information sent fromthe sendi ng apparatus 110 to
t he managenent server 130 is received by the managenent server 130 via the
comuni cawpaniogs4er k 150. Furthernore, the encrypted decCTypaonosp3sswor d
is decrypted by using the secret key of the managenent server 130 (the
secret key that is associated with the public key used by the sending

agggg at :.IS 110\)fterﬂﬁs ahd éslidated ztﬁpﬁczdﬁmrsyﬁnsj Mhpmmgﬁrﬁkmwvaelmbﬂﬁl ned.

t. st
WOThe 1o RHERERY T RERRs Yoty S e g R RS BRE PRt Eart oo
and the decr f«pltrnamnnphsﬁmmntaﬁee, sidgheehdryptesdacymtongnsswidarh. each other in a
dat ab 0 [ 1
ata azg(,)ﬁjhglﬂﬁ’{l'te(e‘bl ent nﬁﬁ()ﬁ st gﬁoﬁ?thétsgﬁcﬂﬂge a;ﬁ%&&%eﬂ&%%erﬁ Ea?'efﬂeﬁ? y

speaki IS use el ectron
address of theveeb#) 1§éqceve(1tbﬁéhq m@%wnw@é\ﬁrdé@ Vrtheeeip@sicatiQreetypdini ng

per ni ssi on angopreiHelthdreOe 'eﬂ&%t@&ﬂb&? @@ﬂpgsﬂ%@egay@ypt@dlbpaﬁﬁwe@e%@

stored in the database 330a in”as I 0039]
Back to the ¥8£ LRANAZeTHgHY S%ﬁﬁff?&%ﬂﬁ&%ﬁ‘%&m asﬁoﬁlaé?d tth &E ]é‘i

dedi cat ed ap updd pathe eendenaspasitusel €5t Aoniesultghd datgptioaviangydrl earem:r ypt ed

el ectronic f'oL%me%ll attached thereto. The electronic mail 512 is sent to
the receiving apparatus 120 via the mail server 140. [0040] "The operations
per f or e@B%et eenubdegquent sep\i'h theagdgramoatcunail 2@iressdf theereomnagébntileand nai |

servers 130 qngl;#40 t}(ebﬁ&% én!éﬁﬁfsmf)ﬁgh&kfoﬁhh%h i!n?orﬁﬁﬁ% eah@?ﬁe de@ﬂy i®REPLI On

of the electronic nail ? ecei ver fromt sendi appar at us

110 in the stPapwasd aﬁ@ﬁ@f%ﬁa@@%@ﬂ%ﬁh@mPﬁwr}%é@gb%éé%whﬂ Offéicé| ver Y
i's registeregaasf &e@ﬁﬁg@gecﬁdsteswsgg@ﬂmty s@eﬂ&@g tHe3fle ili@1tiGier B 18EBS 4 S

d wh th t 0041] F 6
Sohemt i cai | Jerinddfs SesEiqimtd sl S lErirg e R Rk RE b ol ng
appar at us 12@ddmsh)! the vieanagperemidsicancdrprolibisien viebsnd B30 aaddhdddderfpiont he
el ectronic f:g%i&w%?di‘ e%%rgq“ﬁﬂﬂgfi{l&%aﬁE '3§@a{n )58 tfohrﬂh ﬁg’?@%{dﬁﬁﬁﬁeﬁ’f the

pr esent i nventi on emsn enerates an
el ect r dPY30] rralBaCB@fltherTQﬁemﬁlpﬁg) the @@nden@mﬂa@uism 1i0t § sl arrfethﬁatﬂl@ de@C@teqk@p (a

data sequenc %)wzltﬂﬁtseh&s HENERhRANDRS pziha%g 6111@ ‘éﬁ&‘ybﬂéﬁ QUIBLHIC Bile IMEatiRh&Y Part
of the electronic mail 601, for _exanple ther “i ncludes_the URL of the

websi t e t hat B0 Hsselegiranisinail ﬁé%ISéf:ntaloaléf‘dlieE%ﬁf@a aabfﬁrlﬁuéé?@ 8k ramgilever ) .

In the first sewbodiorent, the URL is the URL of the managenent server 130,
for ex . rrana enent. ser 130, sends .t he ctroni il 601 to the
Fece vitln oad e EORSG T RESY R Gt ERES e Tt BT B par ik 0
recei ves the aed ewilseniess I¥iand330 (sdore uGemrepieatiingp ca@plefaddim t he sendi ng
apparatus 110,6y}R. Oétﬁ“ﬁ d}’%é é&fo‘ﬁ% m&ﬁ‘gddr@% s dffthSrefdi flfogne{f@%&{d{ﬁ g

apparatus 120 cann e encrypted ectroni c attached to the
recei ved el e@PPBALE lh(ﬁm thsﬂzp Af), eenanaggipent spper h%(b@daesaé@t@@tthwcwgrsmr d.

[0043] In a st Eﬁeﬁﬁereﬁfw alu@&Qit HeNdaRRPRERAtsUS el 260, TRGE 1488 s RARGIKQOI C

mail 601 sent C(I'CCCIVCI'eY is not registered as a user.

[0041]  Fig. 6 schematically illustrates the operations performed between the receiving
apparatus 120 and the management and mail servers 130 and 140 for the electronic file
sending method relating to the first embodiment of the present invention.

In a step B1, the management server 130 generates an electronic mail 601 including,
for example in its main part, a token (a data sequence) that is generated based on
random information. The main part of the electronic mail 601, for example, further
includes the URL of the website that provides an installer of a dedicated application (a
viewer). In the first embodiment, the URL is the URL of the management server 130,
for example. The management server 130 sends the electronic mail 601 to the
receiving apparatus 120.

[0042]  In astep B2, the receiving apparatus 120 receives the electronic mail 512 sent (in the

step A8) from the sending apparatus 110, via the mail server 140. At this stage, the



step Bl) fromthe nmanagenent server 13Q The electronic mail 601 has the
token and the URL in its main part, as discussed above. [0044] In a step
B4, the rwoedwar73i3clicks the URL witten in the main p&RCT/Jetood/hes230

el ectronic mail 601, such that the receiving apparatus 120 uses the URL to
access the managenent server 130 to downl oad an installer 602 of the

dedi cat ed appédebaigd @pafatuhbetzs@i @WBbt)opkh € dnb@pf@lfwfgﬁﬁﬁi&tﬁB o1 vettachddto thet er
this, the receivi

20, he downl oaded I ler 602
etal e e Y BRRG s o e R Eb RiSe S BRI MRS e’ of e
i nst al I[004% sﬂomte:f@htMIepelB&g appaaiund L@ kdceive 602 e@etrematnwl @H sesy(mrtier i c
key pair, i nsf%g AL G l’naﬁl g&%%rgtseﬂ%@%@%ht@@ cofi ! 236@‘[?81% g?t ke, 'dh‘& key

604. The gener secret icrt store er nor e,
at the time éhe‘tjﬁelnﬁétf&llﬂlpalt Hedlsﬁ%%@dﬁle}’V%OZ causes the display section

440 to [004549' ayina seH @%e@&%er@@h@l@dhé BRUSHE el A&hd RGHR onhé ettt the
token witten i.n the ﬁart .of the eleg? oni ¢ ”@ki&é shown as a
step B6. [o04¥l &5 E“c?@%}tt IV INERRPHAWS AP Ughs they 8|a8%f“'§% ®appl i cation
(the viewer) ,managanatte¢1~v87],30ttbeloamtqadahemktaikedBmibmleapmbate@hp;ﬂi&m@ﬂdlse to
the mnageneniev&e?{ 1% t}]1‘3191’ama{ %ﬁeﬁg s%ltr%eg 1?8 yAéer%th@grr&e g %I{ptél%%ﬁfifz‘%)p B5 and

the result obtalne encr ypt oken'in ' using the
secret key Gese@mehed@ﬂnlpmeﬂhest@teep%@ 1n$uatlelnen<#tdma€|dw,pph¢@odéﬂlecymveed)

appl i CZE)(')AQS']‘ B¢ tﬁ@ﬂﬁileto@ tﬁehﬁstﬁi@%gﬁ&ﬁﬂhs §§t@%%r5 %%Qnétﬁ%r%@f@éhe‘rﬁ%n in the

step B6 w thout encryption. [(04 I'n publ ic key and the
encrypt ed t oREMPEHc ktewﬁtrt lﬁ@th‘féé‘@r% ﬁge%ﬁﬂ@wé@éen%@oa?@oe@eéw@& K t he

nmanagenent S%OX!eThe]g%Qerath%e&@ﬂl@@eﬁ'(Bﬂﬁ 1rﬁ§1[dt¢}‘stﬂ>1%@ decrypts the encrypted

o T e Say bLhe 250 HeBuifirioTeal® BEivTy $oFuY
correct regi sé displdy usiedloguedioxttios ade cequpste thetredever tochps thhekewkeites ént
fromthe nanage Jﬂ?ﬂ a?t%fYﬁJelé‘%%nﬁ&n%tE%Oftaggh(ﬁl/n aft(hgeé %gl sters the receiver Y

as a user. Speci @é) ver 130 stores the
el ect r dP04/ ] maiPn eriapleden offthe Hst letféhw@dlcmt@mpph%wpmmeweewy ippstgpddei ati on

wi th each ot If'l%adtﬁat%@@edl@ét@(pgﬁﬁlc endif) tOTHRGhandRE SNt SERBY Iﬁp%{evﬁt@hgum ic

key is stored on the datab 330a in association with the electronic mail
address of t K&y é%é?%%tedfm ta% SER B thscies Hughtpined BY eRgrypiig the ke dppuy. | n

thi s manner, ii e supeB6 GG ﬁlbrsaérbﬂ&yCﬁO3tg|@ﬂerﬁt%d€1h werstep BS Adenmytietgdthe 0049]
In the step th the ubl i c ke erated b the
nstarl o ncdatigtaeggtiin S5Ys oL mBY ReiEntRveli o BE VR ERU Y dletr at oo
by the dedi catepdtapithduteatriyptior t he Vi eV\er) install ed by the installer. In

the st ?g()t n’atIH% st ?)nst ea u\hh'c?(e gtﬁ/gbégttéﬂfen S@ﬁttf(gth e IteQellq'ﬁ ut the

t oken, y be reque ted cated application installed
by the i nst alpearatus b0 eRapgsli v day th%elan@ﬁemear seayati W8t Thshmanaggmeptsepyert o the

initial use qfp td@&yﬁt@rﬁ{d GRf p@é’&i tok&@0RBdived" ﬂ@mQH@fe@éﬂvﬁ%Sappﬁfaﬁ@rlQ@%}b@i
the recel v "Rl “@1,11?@ a’ﬂmhe o RAE e 3 Bhi RETeCERE: %?is‘?aa”d 140
(after user YR gy Judg
correct registered user when the decrypted token matches the token sent from the
management server 130 in the step B1, and registers the receiver Y as a user.
Specifically speaking, the management server 130 stores the electronic mail address of
the receiver Y and the public key in association with each other in the database 330a.
In other words, the received public key is stored on the database 330a in association
with the electronic mail address of the receiver Y, as the correct public key of the
receiver Y. In this manner, the user registration of the receiver Y is completed.

[0049] In the step B5, the secret key and the public key are generated by the installer
according to the above description, but may be instead generated by the dedicated ap-
plication (the viewer) installed by the installer.

In the step B6, the receiver Y is requested by the installer to input the token, but may
be instead requested by the dedicated application installed by the installer, for example,



As descri bed above, the managenent serwer 130 judges whether the receiver Y
is registered as a user at the nanagenent server 130 when receiving the

el ectroniworzaido7addr ess of the receiver Y fromthe sendiP@/Jamowness 110 in
the step A6. Here, a case is assuned where the receiver Y has al ready been
regi stered as a user. [0051] Fig. 7 schematically illustrates the

oper ati ons pat fherimedl d@at/mmftdﬂ@nbﬁmhaim@ala@@afra_bupplicaﬁomnd t he managenent

d . 130 nd 14 t | di t hod
el at T AR0RE" Y R e PP R bRl o PE T R B O s DS P P I% B Rent
receiver Y haad aiaulead/yerléi@randdéD$ztf&1raderasgiatra1t)aris ca@splstedin as a step d,

the receiving [%o bg,gg[z tﬁ@é&i&%n&ﬁ&%ﬁer Sy @%@s@ Antfe P&Qﬁrg ?‘égs -

server 130 has t e pubI correspon e secret
t he dat abase '@3gered ppaysqr af Hlednzgtaéﬁn@ﬁ seltVﬁrelﬂbwh@hlteé@V@ﬁphq @a@m@p mee

viewer) is a%ﬂdﬂé?é(ﬁﬂh@ﬁecélh@r YQR)% WeREndaRP ﬁ‘;?;ﬁﬁré:iﬁs 120 tHdgtep BRGEHYRY a Yase is
atterrptstooenth ﬁlyted Ctajirogciy ile 511rece|ved|nt e mail

512, by using StuHE’ W eTPSHEE]Y | IFerteeitifed 95 BT sends to the
nmanageneotil]serfigr7 scBémhiallglibetmerile aqmdtmagiﬁérﬁ@&eﬂdﬁﬁﬁeeﬁyhﬂ@célhmgr ecei ver

.Y (1. €., thea lag‘rgtﬁlgé g@(;) gncf%' Imam grrgen% 1% man%e gl% I a1n| | e0 %qhé %’J%ﬁt%)i{]}lg fﬂe

identifier ex ' Fom FRETE foamet et ronlc
step C4, t he semhegentot rdetingto thesﬁrsustOdlh@nWﬂ the prgeerttiifviegtion.ecei ved from

the receiving S%M%@Féééwé@? h%§ a@ea!ﬁ %e&rpre%fs?éf&d &4 ﬁ'ste? rhg%ﬂ'oxﬁ}ir?% 4 v15 Sﬁnthe

addresses stored (I n n association wt he recel
i dentifier, a%&wg%ma&u& H’é) lb?ééhﬁ et ket @ornd tb%gtanmmeahsmrlé%é%th@o

det erm ne m@h?lﬁdkéﬁ@@o@@w@ahfg to@hd seafb€k&56030h thé'l@até&.@s@BY@{ hY whi gh Itsh
recel v rom e re V1 a ncl ud n o er. Wor ds e
oo v Son as g e AR R A L he bty IR T lea s tr Sl itny (T he
sender X as appmauue(tto r’lémeemer%ﬂtmtap@mpehtl@demqpmbs&&srohwefﬂeI5éd:t ronic

file that is é@g{ggg ﬁdgﬁ[%%??qﬂ% ﬂ]ié”l\% \fv&l e identifier received fromthe

recei vi ng appar nju glngthat the receiver Yis a
cor r ectl0¢&dei Ver stapHel. ikmugentissndsiorthemang@ment seavard 3 thadledivongamabase 330a

a decryption aQ&%&V@éﬂhf}ﬁ% thd 1%@1%1(1{ @5@‘ hGe %Ie@tl?orﬁ@ hallhdaRso6t @b QR Y'j‘ t he
received file identifier_in a st Furt hernore, the pmnagenent server

130 extract s 2P i tﬁédeaaflsvfa%@ctséér&m%ebwpﬁeé el@@ﬁf‘)‘@éﬁﬂ‘b?l]the recei vi ng

appar atjogs4120 18 Ta&tdché( ithie teagsinefr BBjer il B0 a&s Gled Alleii@dhiifiet Fectived rregahyer Y.
In addition, the. enen lecr t|on assword 701

130
by usi ng ¢ ne PO TEAREUNE0Y B e dh i IR TR e R i B M e
receiving aplﬂmﬂ¢m$7n®@§sqcm156]with1thar®t:@pdﬁ&; idehtgiereqel seanchesappacctiigd 120
recei ves the;g &?Jeﬁ%ﬁﬂlaﬂéﬁ SWREGed Q)Zde RSy gé’{ﬁ‘ér tﬂiélleé’t?&n‘?@'m%ﬁ hiesd §GRL Vi ng

appar at us 12 uses the secret }ér stored on the recelvi ng agrfarat us 120
to decrypt t HeceBISE Ny pthech ipsessived Olmtine reqsiRmbipremtE Ko indladege bt 9thes on

password 701.yH@S e hiha@estRefrér 13N RIAYELHRESBS recbi®ethe Gy &@lgnﬁt&dﬂn@'&ﬁé’\m d
701 to decryp ted electronic file 511 at}tleglhed he electronic

t encry
mai | 512, é?lg%{/ 13 eﬁbref%}éeréylg)dts ,pglﬁlin&teﬁ? 19 accesg it ectronic fllte that 1s

uniquely identified by the file identifier received from the receiving apparatus 120.

[0055]  When judging that the receiver Y is a correct receiver, the management server 130
extracts from the database 330a a decryption password 701 stored (in the step A7) in
association with the received file identifier in a step C5. Furthermore, the management
server 130 extracts from the database 330a the public key 604 of the receiving
apparatus 120 stored (in the step B8) in association with the receiver Y. In addition, the
management server 130 encrypts the decryption password 701 by using the public key
604, and sends an encrypted password 702 to the receiving apparatus 120.

[0056] In astep C6, the receiving apparatus 120 receives the encrypted password 702. The
viewer activated on the receiving apparatus 120 uses the secret key 603 stored on the
receiving apparatus 120 to decrypt the encrypted password 702, thereby obtaining the
decryption password 701.



As is apparent fromthe above descriptign of the steps C2 to C7, the

recei ver needs to have the viewer activated in order to decrypt the

encrypt edweleaxa7dadc file. In addition, every tinme the PCEMR2009/0E23es tO
decrypt the encrypted electronic file, the viewer needs to access the
managenent server to obtain the password necessary for the decryption.

Ther ef go@57]whdn atshp CRER VieweaneedseictypBonrpBageneTl] tsaesept thdOndrppted der t o
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this configur é&'ﬁg%a{rgﬁ fﬁo%[l]ﬂ%rabg dé‘s@ﬁfé:( (MG Qepd @f?déf‘?%hé’fé%@ﬁeﬁ%%di td & by
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el ectronic fik@y tﬁq%ot%]vleé&r desfes ltcb@&rﬂb@h(eeenc}ﬁﬁecf 41 fonRMIRHhER Rwpheddie
present invention c %ﬁm%Pgecurely encrypt an Iectron#c file and thus
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file iteeds. ‘V—knedermﬂ&gemam tisefing eembetimenas thd pilesana irvendar canfhighiy el ect r oni ¢
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el ectronic Wmdna@éiﬂérﬁS@)/er dnd th@OWAs i@, GREAY Bt B@ingaaﬁsmnéd bram deeork

management server e to this 1 server
g aet ne 8 % THs b e R GhekOp i gtk ME il PRI TR sl VST 11 om
t he _recel ver degiypt thlaendriypted paksmwoid wehow ndottagpoptmgtseoni keynai | addr ess
recei ved fromgAg s ngf%agén?enrt gér'vé&% xoﬁ@gatﬁytaqma bERbA ¥ shi Cl?@ve%% #;b%g S e

a correct recelver OIS tl ng to ecrypt a recei ve
an el ect r oni degiypigng e ea¢ryptsfl ylesti@rap hideisinef the pianagespnt sxiverreademgagges the

desi gnat ed b?a@wﬁﬁd‘ﬂ&fesﬁfy m@hﬁetﬂe@ﬂb@pfeule@ecum@ PR &SNS nbf MARAPeSRd ON
fromthe sen the receiving apparatus via the nanagenent

appar a
server is coﬁlfﬁ%?lélﬂ%g‘?l%f‘gtf)l ication prograns installed at the ap

The management server receives, from a sender of an electronic file, information
identifying the electronic file (for example, a file identifier) and information
identifying a correct receiver for the electronic file (for example, the electronic mail
address of the receiver) and manages the received information. A receiver sends, to the
management server, information identifying an electronic file that is desired to be
decrypted (a file identifier) and information identifying the receiver (an electronic mail
address), to request an encrypted password from the management server. In response to
this request, the management server compares the file identifier and the electronic mail
address received from the receiver with the file identifier and the electronic mail
address received from the sender, to reliably and automatically judge whether it is a
correct receiver who is attempting to decrypt a received file. Therefore, an electronic

file is reliably obtained only by a correct receiver designated by a sender of the



paratuses. Therefore, both the sender apd the receiver are saved from
becom ng aware of a password and further not required to nmanage a password.
As a conswquenas344she first enbodi nent of the present i BCEAIPRONOEGASD
transmt an electronic file securely and reliably to a correct receiver.

[ 0059] The first enbodi nent described above is the nost preferable

enbodi ment, whefrénia fipasswor d necessary to decrypt an electronic file is

ted b bl K d ted b t
cor r sepondi nd TS EnDrE ik O SRR Phugs 1S RS RUREE Wl ey 1o
decrypt the elheemamagnmntfseher nsscwdcﬁgcpbsedppdndtldemgmnednﬁyﬂasﬂsatrtiga ap-
asymmetri cal ﬁfa}'lﬁfeé)g%éfe‘f’%?e ﬁb‘?ﬂ‘ﬂﬁ%@n% Gnd %%Ekgvqup@ga@e&'ﬁf% &@ﬂltg:]%re

nanagenent S rver bet ween the nmanagenent server
recei vi ng apphparuyordod iughesat requied £ H@tlag@rﬁm?ai%wﬁt of the present

I Invetntl on | fs/semoédngaﬁleﬁcet &e@u@@%@od&ﬂﬁérﬁt&éﬂ%‘tﬁ)}ﬁ@%ﬁf ﬂv&ﬁﬁﬁ%ﬁtﬁ"t%nirﬁt decrypt an
electronic file is e u3|ng secret key

crypt osyst em® efﬁ@%‘ﬁ? ?fyﬁ’f‘?gy%‘%gré %;ﬁ C%réftc? CREY cryptosystem between

t he sernodIsg aplparfatmbbﬂﬂnandeidﬂﬁe@abta@eﬂﬂmtm@epr&éraﬁlaﬁmbbmntdme vetteddpa AG,
the sending geRAIf KAk, #OERny [A FRluBRCHRS BRviy BTGLRL g, ELRgl o ©

file 501, usés a Second secre 0 encr ITs
sends to the dremipige Ensingarseeet K@@Oﬂ@epdndﬂ@ttoeleét:méﬂlﬁkey tbm$ maedthby usi ng

the second s ‘]?)%s%rclf B¥essh tor@@ ?ﬂﬁ%ﬁeoﬁ%ﬁﬁé?ﬂe gsge%cﬂfggerdyaﬂhﬁe&?ﬁte@ '?)?rLﬁéi?ltge d
first secret ke usi n cond secret taln rst “secr et
key. This fi ra@tm@éé%lt Crwétgksxsenetbewwnéhﬁ Steﬁémﬁé‘ﬁa%jé‘i‘fﬁ At 0 at (hgmanggergenty

decryption pass¥prb dnd HeRfeehltBPmAdagehRar &i-asa30 hh@ﬂﬁ-,ee@&ﬂﬁg amaz{tag ua) 110
and t he managenment ?}f?etyé't%% need .to have t he second

advance. [006TVCR" O4yRY, Of st RiEEH {‘Wsnt?‘?élcléﬁl%l?l %ﬁga&ﬁ u%hef% and
t he managenemphsss@rd aecedAdy tol da:ctyipealsﬂemcﬁﬁc fitene emurippted akcbgiearﬁ)tecew adeg W th

a secret key, dtoas "a third secret key" for the sake of
intelli ib| Iléé}&l&%fhgjt&r er ‘secret key (here referred to as "a fourth

secret [Re4Y1) dnshagnseiof Bpesedretkesicrypteyystar qweﬁmélersee@ng/ amrapqohlr(hmsﬂs 120

sends to the yBAKILERRE: SBY 850,13 ¢he AB) thdl sSRIEL, k@Y eﬂi@ﬁﬁ{&té?ﬁ'r py using
the fourth secret Key td ehe t'oken S}eaflpc ptte?j bygl?sppn : third gr fourth

secret key. IS?Ff?tH‘é‘Yé‘P &l the plecta Y tu@éa\?e@nﬁ@ecre@ewa?ecwwé e

e R cr épt ed th iﬁﬁﬁ se@etrl?tyd&eyseb&s WwSh& ghahfienieat faetrtferseo g fikesected kﬁﬂi)é@ﬁyptgdl e

thir secret e ec encr te t oken the thir or

four i socr b RRpe i ERS IR Kb chrg TR i G B Rt Pk 8Bl

server 130 efficstyptrst kelyebydsomye savong sssetdey, thybuasi thg firstesetrhi ray. §hxsrf3$t key
d ds th i tus, 120.

and sends %%&Qﬁ{]eé% &0red RO PR e H%ﬁ?é’é‘f&ég 132(?% {é}g?ésr??tﬁ VPG GRRR dy?e D

In the step recei ving app at us e encr(Kpte
decryption pdSsubeigiasy the ﬁermglrtgr?@p@uamsdlgee@&e Repgepeyserich | dtheeedde oy i on

passwor d. Thegefehii setgfé@ké}egledd\(/hﬁ[g appar atus 120and t he managenent server

L S hlE i R B R aR e 0 Sop PR S D

file control 930 denid 4tep B7, the public key is replaced with a secret key (here, referred to as "a
third secret key" for the sake of intelligibility) and another secret key (here, referred to
as "a fourth secret key") are used. Specifically speaking, the receiving apparatus 120
sends to the management server 130 the third secret key encrypted by using the fourth
secret key and the token encrypted by using the third or fourth secret key. In the step
B8, the management server 130 decrypts the encrypted third secret key by using the
fourth secret key to obtain the third secret key, and decrypts the encrypted token by
using the third or fourth secret key to obtain the token. In the step C5, the management
server 130 encrypts the decryption password by using the third secret key and sends
the encrypted decryption password to the receiving apparatus 120. In the step C6, the
receiving apparatus 120 decrypts the encrypted decryption password by using the third

secret key to obtain the decryption password. Therefore, the receiving apparatus 120



and/ or prohibits) operations (manipulatpons) a receiver of the electronic
fileis allowed to performin the electronic file sending nethod relating
to the fiwetomiadsnent. Note that the foll owi ng descri prCironoioes23sot
i nclude a detail ed explanation of the conmon features shared by the first
and second enbodi nents. [0063] Fig. 8 schematically illustrates the
oper at i ons ilaﬁdit}d:&daﬂalgeﬂhhﬁ sehec13®™nded th hhe: the nslirthgset®t kodinradhvatceng to the
second @@ di \rrgg f thg rﬁzent invention. Here, a case is assumed where
the red hé) 8}93 en registered as a user at the managenent
server 130. Imcazoshm)tom secomkersemiimentXa d@@bgﬂlmr@c;ctmidfﬂe Cdetdcblsaieemiits
application, I he
ahBr %\%Eg)(lﬂé% ?ge'rétﬁ)nggu% Qﬁ Qb Q?ec% tFIOf { %1ec§rbﬁ[ﬂc FRE | S 31115%8%

step A3. In a ste eS| ates ectronlc mali

of a recei velto ppféerPsinglg plegtraadc fils sspding trw@qdi rﬂ@ﬂ(l&@r@e find epbedimeat. v) |
simlarly to thN§e ﬁia@ﬂw%ﬂoﬁiﬁ@ﬁ@ﬁfdﬁﬁbﬁ dodsheot SRR &étﬁﬁaleﬂﬁl@hﬁﬁ)n@%@

ul ati ons the receiver Ce edtg erfor (31 roh|b|tedfrom

per f or m ng oﬁo?lﬁe)nefF%tE]Eeﬁéﬁﬁg F’Yf}@ figpipan §fg TS? 5 Yhe step A4. [0064] In
a step 03]t hﬁjlgléthchalheﬁbaﬂppﬂlﬂs&atelsdfb mﬁlohhﬁlclmﬂpdlﬁn e egﬁﬁeﬂilatfﬂadsdihdﬁrgy ption
password to %1 (fh%/dor la%%ngo% 0%8”813%%@1611& QF th%\é)?%ts\{lt?lpl{/é:nttlﬁlnl ﬁer%oal C%i,gzs gnat ed

as a tobe- semt y o1 the cated
appl i cation sewdsd wltﬁrmﬂnermmgé(rﬂmﬁtalrsedryv@en 1@sterefies eluextat theincanagéthent
address of thgykeegjver Y, the view ng perm ssion and prohibition

i nformation, the fiTe identifier, and the encrypted de cryption password,

simlarly to tlRe sepdpl. A senier Frdlprguigsnen g@r@?é}ca@é@Pﬂi‘%@%éB%qui@@eﬁﬁ eces
of informati (501 la@a&&se-seﬁmmﬂﬁwﬂyaa ﬂqﬂ@ﬁ@p' Abem 2hVP2] the @@ﬂeﬁmde@lrg\nwasr, h the

steps A6 and A 0065 he he dedi.catfed a ation _can

2ol on t ho. S MBI s o aroepys aiboy BERTIGR © aneh Bt B ie
original el ectaedrr &)fsimdabPi. the steptAdle Fustixrdsre, thivesehddreX designaods tbeip-
encrypted el r me,of the
el ectronic fl%fa1 logg ifi‘iﬁjell\%rran]tjs pggng])ttgg dr?‘% é}ng)% ?&Hﬁlt%ﬁeérgiﬁfgﬁrﬁ%g | I e 801, a
header porti 6lcBORC sinnidariyde mhe st¢eA4802b. The header portion 802 al so
has a heggglgr &9%@tépr]§|3 GRd dié@ﬁba&é@l%pph%m%hﬁ&stﬂhé"ﬂ{;ﬁu bi %&eﬁa@é’d Jb%lé;yp%oﬁn' que

format. Thé header E)rprtlon can al so_have netad or exanpl e,
the net adat a PBBHOIEQENCHA! (¢ ﬂil‘?ﬂ‘ SIPRIEISO hercdsstianistiarP L desegnateders @olpyr i ght s

and t he edit ibeRef fﬁé Q:Jirymﬂﬂy toh@e %ﬁ%r Alfe € thiid, ke cﬁ@ﬂcateﬁﬁ@pl%h@d@érﬁis%&ﬁe may
be encrypted as wel nt en a step ™4,

fil
Phe dod! Pt oat g Senb BoR e U Bonic AL ARRSS A eaEeetends o Vilameser b Co
el ectronic fipkeni8don aid prohiditidnhiefemetiors ithd fileridlantifier.taihe tetamporyp8d e

el ectroni ¢ ng’gﬁg%aés%mﬁhﬁg B4nd Rg% e%c"?hé’hﬁ F%Hi%ﬁ{ s%H{ez 6%ﬁgro\éls et he mai |

server 104. he r I Vi ng appar at us
dedi cat ed appase aweﬂrpf(ltﬂhenw@wer@e senq Rpanney as desgiiped-abpve in @me@t@pW@z The
receiver Y umstéﬂgegyh@\gv to open the encrypted electronic file 801, which

'St ec?b&%ﬁi r}n ttl?eestgpl Bgttilg gecﬁcateci app%catlon can assign the same file name to an

encrypted electronic file 801 as the original electronic file 501. In other words, the file
name of the encrypted electronic file 801 can be made the same as the file name of the
electronic file 501 (Imporant.doc).

In the encrypted electronic file 801, a header portion 802 has a file identifier 802b.
The header portion 802 also has a header 802a indicating that the electronic file 801
has a unique format. The header portion 802 can also have metadata 802c. For
example, the metadata 802¢ can include information representative of the copyrights
and the edition history of the electronic file 501. The metadata 802¢ may be encrypted
as well as the original file content 803.

[0066] In astep D4, the dedicated application sends an electronic mail 804 having the
encrypted electronic file 801 attached thereto, similarly to the step A8. The electronic

mail 804 is received by the receiving apparatus 120 via the mail server 104.



[0068] In a step D6, the encrypted elegironic file 801 has the sanme file
name as the electronic file 501, but has a unique format and cannot be

si npl y opEgediv/admever, the second enbodi nent of the pr@EEAP20090E&230 on
saves the user from becom ng aware of this fact, and an operating system
(OS) 805 executes the open manipulation for the electronic file 801 as
descri heeh7|n tiha sfdp“])il\dshdﬂ@cel[vﬁ@@@])arhfms d26h&pth@?led1bzl&ed H}b;ﬂi@ﬁﬁorﬁ@ﬁe viswer)
configured to noni at acti vatl eratl on e OS 805.
when det ect i Agtut SRR S GE RSSO heP B Bob e pYekS 5
activated by enmpmewﬁpnmﬁﬁﬂa:ﬂﬂﬂll svhegheis idcatved lrbslls®¢b0trnnlk:hmalb$i1§1n of the
encryp 46@68@ eqhLQ wgq) Fglileeelﬁ%te& %gct}/dn e é%%@@layﬂfe shﬁ@%ﬂéﬁ[m@&’soﬂﬁet o repl ace

the operations of articular application
807 with theebﬁ@@l@@|f1é¢1§01oﬂ9ubha§mWeﬁ@mat@ﬁ@em%bgsmmé%qn@dé{ow@ﬁ the OS

805 acti vat esheMeedd ém&iﬂu‘h@ﬁﬁff rtlhég"ﬂeﬁéﬂt IRen®i Q& BB uberdRfml bQontiR€aware

el ectronic fil .8%% t Vi ewer (\%)5 t hat t eOS805 ctivates the
particul ar aﬁBﬁP% - ah Sﬁ?Per?tHé%SXS?m ézbs)e’“é‘ﬁ‘élesl} eSPHBAAPI A ‘ﬁ%b% tﬁtﬁ’ cal |
the uni que hetbktromid il e8BOB. de&ﬂﬂﬂeﬂ]mth’e fallswizg. D8, the activated particul ar
appl | Cﬁg@ﬁﬁcesn a.s eé)qé’gﬁ}tle( N ? els %0 %oﬁurggj ?)urllgmp ! %Rafﬁlgca o 5&%8’8% 805 in

or der S wever
oper ati ons obp@ﬂa@ombjl fhedORNBOS. Mebler! detentiog st aaz@ttwalalrypmieqaﬁm fhect, W(Plﬁfré)ad,

the operatio RB7 (Psf acttlbgteél' B%r %éeoﬁl (895 \Wﬂgﬁ’ is%pgagatec\f\’ﬂésgﬁ oh %hec@ﬂeh%‘fl tﬁy'@lc 1!

hook, are actually perfo uni g det er m nes "whet her
the header pémr@m@éﬂzf%% th%‘ée‘éﬁc%%mt@ae%ﬁgkb%ﬁpéeﬁlaqeéh%ﬂerﬁaglsmén header
8P2at ( addedf |A|(P1tngtﬁiu$é 203 daiﬁ%d by ﬂlerpak@dummtpppcatnbﬁ 867 WeHhthd @pdrm)r@mﬁ ayﬁt eg
electronic 111 e rti.o oes n eader
5058, e, unilee ROMkMIBHE05 6 D6 Dirg St HIrOS RES &St ghdl by &f BEdocs
not have thet(mmecwenﬁlon ibe)(of .tee elegtuohireBlet80d] the keewel 806 demncts tialt the BDE0F s a

normal  \Wor d( a%/\b‘;a Ei%; ?ﬁﬂcﬁlﬁﬁa Ol ébgsg&i‘@t Ec‘f‘(r)rh%gﬁéé t%’lﬁ%ﬁl%&??o y the

OS 805 for a Prexecut her” ‘wor erations of
t he API nodultl@@aqueelu)qknmdvée $%p D9 are perforned). On the other hand,

when t hgpfigadap a@@érpt[bé@ 'iheg&%v%é pﬁﬂﬁuﬁ?éﬂﬁfoaﬁ”&?@m ﬁqbgkéé REANSHROOK AR e 809
judges that the el ectronjc f eun@&ﬁaﬁ orrmat and a step DI O

and any subs®HiPard tteps o@éd?iof%’a“b@%%%? €01 Hedile 1pasep U a step
D O the vi ehelve BQ6the toperatiihsofehd@ied Ml wh@lu§O9 nsemntyq)eﬁbﬁnémmmﬂe nt

130 fonth h f
Tent o, iesiopSPhhe MBlave BROLEOIE soboEaEI A% s BRRERE RS ons
descri bed i narwhldy paformedt He wtigypshdCk mtﬂlleiﬁ)%dﬂerpemdsovhmlwrlﬂgﬁ licader
management  SeLMeh shaQr th“ésen%r;fé)ge?f{%]éctrohﬁefﬂlé BBEhY{ Mg h@&%ﬁggﬁéyéﬁlﬁ(ﬁaﬁe ntREGLY €S

fromthe managenent server e encrypted passwor fore, the
vi ewer 806 (ke indelgtien tedbk asaseruiodhaseTytedelpetranieligd®dy pt i on password 701

simlarly to tWﬁerﬁih@ Iheé&r BAbn 82 Slobdgot haee bhE‘hleﬁt{ér 8635 Y hidikIhdoR lQRiley pt
tSB(i eg f%yr);:?' ﬂ gﬁﬁglglgﬁlgﬁ elét(;or%g ile é@lecli(%? not ' %It e ut%qltlehteorr%gte ((%ter JOuI’ngS tthI e
the electronic file 801 is a normal Word(r) file) and the operations that are normally
performed by the OS 805 for a Word(r) file are executed (in other words, the op-
erations of the APl module called in the step D9 are performed).
On the other hand, when the header portion 802 has the header 802a, the unique hook
module 809 judges that the electronic file 801 has the unique format and a step D10
and any subsequent steps described below are performed.
[0071]  Inastep D10, the viewer 806 (the unique hook module 809) sends to the
management server 130 the electronic mail address of the receiver Y and the file
identifier, similarly to the step C3. In response to this, the operations described in
relation to the steps C4 and C5 are performed by the management server 130. As a

result, the receiving apparatus 120 receives from the management server 130 the

encrypted password 702. Therefore, the viewer 806 (the unique hook module 809)



When the receiver Y is not registered ag a user by the managenent server
130, the steps Bl to B8 described with reference to Fig. 6 are perforned..
[0072] Thwofeoldwow4ag describes in nore detail the operarCoag0o2pisesored in
the steps D8 to DO, with a particularly great focus on the APl hook.
"Ceneral idea of the APl hook" The follow ng first describes the general

i dea of the ABlaildapkdedriptioRfassta@ddol fioilalgpd itealtdpoDo, I%Jhoglﬁ@rthd: aéeypame and

f | | [
hopi 1 cat | ons e BhodeeS BEGBHYERD I RbrE e Bk it Subfetheone o
all of the APRlectrowulfidsSQ, emataekytbyheaﬂeW| n order to cause the OS to

execute a panihitharedHBEYoRodesiiRe ﬁ%tgﬁor}gegggﬁan gahigalamaTake as an

exanple an application t
W ndows(r). TFises Eépq)ﬂ%@aiembe@é\ﬁ@rrafem% @ ﬁ@r péns described in Fig.

9, whi ghoBg henﬁfe'fgmwgld&dﬂ%g At B6realelail Be bEAGKISHRYALIAN AR QEFEDS RY a

general applicatio In.a e 0, an ation 901 designates a file
nane, calls Q@r Sraftisy ygegaﬁéf ‘E}‘ﬁé)ﬁéﬁfggk ﬁ K-I'n a step 920, the

appl i cati on 90Gedesal gaabvese AR hodeht i fi er of the opened file (HANDLE),
call's a ReadFije il and.optahns e, contients of Adg gpened file. In a step

930, the appllcatlon uses ose o release the finished file.
As is apparent(1f ABhstaids fabdpplicagon Paigron Intetiecedadireless tandotlegvnrd €% ar e

managed by t I?@nc%n?ﬁ@t @a.'ﬂdoetlﬂﬁiz@cpf?)l ét&@ta*)@'ibaagﬁs @ MR (YS?JA 1V§19 QFpli%gﬁén to use

OS functions. In other words, E ation 901 accesse devi ces and
®

resources by CPEYUES{9gsther Ny a@b@f Abd progles Bﬁ@ﬁ@fl.b@(r@ Q%Hb‘krd?r HEBYSeshed
APl's. [0073] tKe2DS Ao bie%htemfpaﬁﬁ’d@artfﬁﬁﬂmmaeﬁfedaﬁnhb gafreh Qﬁ IRf6gham i s descri bed

in an executa file o hea |cat|on 0 f activation
of the ool aoke B ot Sa APt gleRl %flﬁgﬁmfamﬂ@ e oe’St ' Ve
APl s requi reCthylow&(e) dat lamatoadomg@ieradm;leumnm opgratnns alkestribed ksFigh?, wlddi esses

of the APls gﬁlem%cm%&r%st i-'flépleac?égekﬁlog%%ﬁrohg&gb%5' &%&?al%ﬁ?ﬁéa%?ﬁl on

program In t in such
a manner t hat Inuamtqpééﬁom@pﬂléata)m%ﬁcdemnmma fife Mg, Falbras@reaFile ARBandi n t he

ap plicationoBEQor @) Inad"sté}pﬁ(ﬂrtﬂeoe{f) ﬁ.f:atlo%oll d@m&hﬁl@stﬂhé)'iﬂeﬁﬁfl%ftﬁé Sr&el is
actual ly performed. Here, tp eat e as al ready bheen pl aced

on the menor yil§ HTAYPAKY e allp e@ﬁaﬁlFltes%(PhéP%obta@sélilfo@mtfinhOﬁh@ opgied tieJRiaque
program frag rmpt%(),nmé Ublﬁ)caﬁalﬂ9@EuSe@SHB(BsEHdndHBMI&@&I@@@Qfeeﬂﬁlﬂﬂé&(fﬂE abl e
nmenory space Ki n%ei %f ormation

ety eosenine. s Gy ST the BOR BRIAGM. BRFRS: lfelBe A Rafid blhe
entity of Crelm@S@Dé a@(Pthe app]iMOn9020ralvgaynahlﬂsysomctléﬂlﬂedumﬁﬁéumbh&adm can be

per f or med. Tla'tﬁr WordsE ]Eh%r ﬁ%gﬂcatn%n@él aftp Ese@%ﬁe’wé@y aﬁ'& f&bﬁh&%j@&esﬁﬁéh{y que,

when an application at to cal unction su eat e e API,
a uni que opetQﬁt?Qa?ntomﬁ‘éféﬂn@ﬁefaﬂ@i@dhf%hlH}l‘éhﬁhﬁ@érPIISed from out si de can be

al ter anm&ql y (%FAfH%f HEAPIs Th&l B@@fkaﬁmﬁﬂﬁ(ﬁl aeMEn &RIBsdrbedt ANe:RQuthblR fIBEPr Y

of the "Creat l(lae app 1czﬁfo|n progra}n At the time of activation of the application program, an OS
places on a memory the entities of the APIs required by the activated application
program, and links the addresses of the APIs on the memory with API calls described
in the application program. In this way, the memory is rewritten, as shown in Fig. 10,
in such a manner that, in response to a description of "Call CreateFile API" in the ap-
plication program, an operation of "Call a function at Ox6fff00a0" is actually
performed. Here, the entity of CreateFile has already been placed on the memory in
advance.

[0074]  (3) Here, as shown in Fig. 11, a unique program fragment (module) can be inserted
into the program executable memory space and the linking information between the
API names and the addresses may be rewritten. In this way, a different operation than
the entity of CreateFile API, which is originally intended to be called, can be

performed. This is referred to as "API hook". By utilizing this technique, when an ap-



originally intended to be called, and thus can request the
originally-intended CreateFile APl to performoperations, if required. In

t he abovewothw/aB43hook is generally described. [0075] PDeEtR2U02005230
description of the operations perforned in the steps D8 to DIO' Fig. 12 is
a flowdiagramillustrating the operations perforned in the steps D8 to DIO
with a focus pﬁﬂatﬁdﬁl atte@pls. to Il Bn OSf faneR@esuto asFCg:&tePﬁe@ml d@niqudlopdigiont ep D8,

t he partlcul%r Ilca ion 07 desi nate (f ; il ane and att ts to
o1 "o ear oFPrs B4 FR gPRup hs R BRE Rt b e BRNRAER R A Aol
however, in mhekBtﬁpbmmpwtHuﬂogﬂemamnbﬂswuﬁnyhbmlﬁCqm@FﬂeéﬁﬂhUduﬂem809
called by th i fi

ook modul e SH8 4LL ARERUT0 BELAIRUTRR 0RRER LR, Y oBRRAN) Apnd JTLILENE o
el ectronic f#ﬂﬂt@BQﬁ@Wﬁ%@%@%ﬁwﬂéﬂimﬂﬁ% a step D9-2, the unique hook nodul e

809 desi gnat gs tHeh®ol&lemt APT Bbokah gbh@aigp@nreshdd | e 801, calls ReadFile API
and obt t he, con of. the opened file. The. uni que ok dul e 809
r eads tﬁ@ﬂﬁeadgk égF%ﬁmgﬁ@o @ePH@“E@EHF?%W?@fFVEE9@@&B§WﬁEHBdetecting
that the el eCchgmll2Qs hiflogv @@dramafudtheing Iﬂlﬂ}h{ﬁrzfti@hﬂrﬁérforin’edtnlﬂ ehestepp 3 O D the
uni-que_hook gl &, 808 KBRS Syt BRAASTRAL s 351 Y8 Tip B Bs Shect roni c

mai | address 0 € recei ver and ’er I''s manner, the
uni que hook mﬂﬂuubwSmﬂkﬁb@a$%k¢$mmﬁwsH@fﬁamageae@aﬁ@£@W€¢Gi@@fﬂhEﬂ@A@iypted
password 702 1n O¥deflo dcbds thd &ﬁtéﬁ'i‘ bl fﬁ&%tﬁ@f}uh&véﬁé? iHeE fe gpncrypt ed

B t
electronic file 801 to obtain the content | ect rom%bt { 1e 501 on the
nmenory. The 6{%@%@6&@@}1&@%@0@? mpﬁ@ee%p%e@lﬂqﬂrhwhﬁ ﬁPé hseliaﬁegoeéfpaﬁ% and

retained on tsbeclﬂeﬂ@rsxpemﬁgmm aflquesﬁ@kaﬁ@dm@@@@ﬂes,lgr@fw alfié ﬁzﬁrﬂ@@anp t he

Poove "t e RieSal! BB Bt e e IRTR e B3 125 SR 682 Jufes fe‘{é'% D degiop

DI, the un|qnmuhmohknmddkéoeﬂgmgmaﬁﬂhenkhuﬁanﬁhbmmpﬁwdﬂ&ﬂﬁgemﬂnﬂhﬂdFﬂer
130 th ' t
€ Vi ewyig Hl%rdﬂt%ﬁﬁé @E SQLQPPMQA Qé&?&ﬁlé Fﬂfg'[ﬂ?@hé 8809&881%9 869 ?eattipﬁlr?s gp

A7) in a5500|ation W
hi bi ti on i nf deader porion$08 gl thealestionicdile RBL.i Wheyr datedting thatplmeltﬁ}romtvefﬂgender X

in the step Q8 hhs fe unﬁft@@oﬁf’a)c -in RO Dﬁy tﬁ@ﬁ@lﬁﬁé Htg)ktrﬁochhg 80@&%’(1&/%%3' ew ng
per m ssi on and prohlbltlon i nformation, the uni hook npdul e can

pernit and/ ofM4FREHNGI s piel 0dbe £lgelrone F’éﬂﬁéiilfeé% th? BiFFIYEY ?fcsmﬁﬂhfgfﬂ@. ven

oper ati ons (ﬁwntlﬁ&ﬂmﬂl)ﬂﬂs m@ﬂhetr,l B8 unité AboKGEdElk ISPY 0Btaths TRuMh el radnagemend t he
li ke) on the elec ly as intended by the sender X. Fig

TYEr #%)Otﬁ r €130 oeci( :
13 i | lustr3tf'8s %F%%Vp%%ﬁﬁ¥8lfea "ze such a control. Fig. 13 is a flow
di agram i | | ustAfatrithig, thbrenigpe hatk mndule 809 dedrypts ke alciypiolealettiwaivi fpalRat ton

performed by Bﬁ?h h%%ISht\éﬁtr oﬁﬂ#l@&?&n‘?&@fe@@)‘l%g{thé fehld PF e ©bRGIIBhen bt ©

sendi ng met ho e secon he pr esent | nvention.
[0078] As deélaer«tlﬁé@nw‘gl@ém@ﬁ fieed apé reseped @mtharmwmt@amowy sorges

activated, thgiepeitiefitfed to the particular application 807, on the memory, as shown as a
step D10-1.
In the above, the steps D8 to D10 are described.

[0076]  Subsequently, in a step D11, the unique hook module 809 also receives from the
management server 130 the viewing permission and prohibition information stored (in
the step A7) in association with the file identifier. The viewing permission and pro-
hibition information is equivalent to the information input by the sender X in the step
D2 (i.e., step A4).

[0077] By referring to the received viewing permission and prohibition information, the
unique hook module 809 can permit and/or prohibit the receiver Y to perform/from
performing given operations (for example, edition, printing, clipboard manipulation
and the like) on the electronic file 501, exactly as intended by the sender X. Fig. 13 il-
lustrates in detail how to realize such a control. Fig. 13 is a flow diagram illustrating

the operations to limit the clipboard manipulation performed by the receiver on the



of the APl nodul es called by the appligagtion 807 are replaced with the
operations of the unique hook nodul e 809 based on the API hook techni que.

| f the rewoei208¥07¥44pr esses the "Crl" key and the "C' kePCIraP20$0&R3El in
order to performclipboard mani pul ation at this stage, the application 807
calls Setdip- BoardData APl in a step E2. Actually, however, in a step E3,

the uni que herktromiddileind89cketdetinsile'Jeading heth@nelatihg tapplsecatlieatboditent
presents an e%ﬂlgr st getor the like to the receiver Yin a step E4. In
t hi s manner, FEce VeV s prohibited from performing clipboard

mani pull@@7&n oks ddverimEdedbvveince thel prth@lar aBphdatian BY7 ist dvavatpd| the apdratmon807

ond 5 seri es OpenbdfieceaEd b MGpplitfion b7 afe SERLLEHIh Bedpefllat B O
el ectronic filecusgue fopkdeadule3% bpspdor el hagktecangiue er ent nane. | n

response to thegR r&Rivesat ﬂ)r%sse& AR &kl K@%d&ﬁéjs@@k&yﬁﬁ aLk'thCElﬁth@é’r tgodul e 809
to perform un| ue ratjons to $rohhb|t th ctron 5811Pfrom bei ng

op
printed out g%élélp A pHiRHPRLAIIRIS SHgh! ce ’tcﬁ%mb%(ﬁ ‘Fa”ﬁa%e&
receiver Y rrmahﬂ)mAm ik ££ieﬂi B2 p@ctﬁaityntheeﬂ 1mmt¢;u]Eatth@mathctdkenodule

el ectronic fISbS gm "%a{ﬂu} a%d?h Rh on I?%tresggts aﬁa{]ropmegg e&ﬂ Eﬂ( e APl

nodul es correspon 0 the nani p i ons e uni rodul e
809 may form@h@re@ﬂeerc%ﬁﬂas©PEHe AP m)dul es. If such is the case, the

result of the gpgE ﬁ{ahﬁ)&sth@ eéewaer @P S rﬁ)[{ﬁﬁiﬁi'te?lsfrdrﬁ pEﬁ&I’t‘ﬁlﬂggh %a}dﬁaﬁggﬂahgﬁt ion

807 by the uni no he menory eturni ng back to
Fig. 8, the Qﬁ?]éﬁ@e%%kc%(mle 809 nonitors whet her the particul ar

ap p:c ication 8Q§tzmgaﬂl§z &h@@p‘h@hﬁor{ go70&t1e tetDE Q[PI?N@ﬁmlgﬁeleéthﬁﬁci 1|t11téesor1 gcei ver OIY
ertTrorns a rt.i cul ar mani a a ends
Phe. det ecti bResclp Be phMEHR hiiminel SER Ereatdise. Wil waf & ng
the uni que h(vdienmtmzhléceroﬁ‘iﬂgfﬂeémsedndned)tdHstaesanedtmg:@mmltffaemt\mmemﬁetpmw
dentifi

i dentifier of, h*ége ﬁbﬁ& 1fs°ﬂillls9xtf 'hoSk @We%e%ﬁﬁﬁ%%&bﬁ%od&n%og@(} hQIIP sl p@?&' ve

of a partlcular tion
is perfor rredpperetlertﬁdmrdsblat@teéqﬂm@ filghe! Framaipereprinteboytar sa3d wilgres t he
mani pul at i on gigd@fiBkJeon (mani pul ation log) in association with the

identifier of the electronic file on the database 33Qa. Furthernore, the
sender X can 4&beothesbands thegerciver % aay e Pespitied i peifPrime vebmaniaylaionsar at us

110 to know whatke érectidnid ﬁlﬁelS(D)mSInhBMQaib?ﬁme@ﬁfefa(ppMOB)SOU Iaeusneeeimeftod‘dlsgn t he
electronic file the, se t hi,s

3.
manner ot he SEREOTIEA e THRe oD uF AE DR LopErPUTR SR By e e ver
Y on the el ethaalito thd ABI medulehf such isthndase, Meaewlttdiehe ppreatmins whihe ARIThe

mani pul at i ong, @ ke sefefa?hér“ﬂgﬁ gth@@ﬁgﬂcat'fdi{ 5 BE Sini h@‘ﬁoﬁlﬁ@%ﬁﬁle%o%ﬂ tﬁ&cess the

managenent server sendi ng appara us to change the
vi ewi ng per mE@KH- and prohi bition information stored on the nmanagenent

server [4@®)i n RRsSAfigHaLR® Mgt 8 thélemtid hesksmaduldBY9 tioiRers &shether the
particular application 807 calls an API, to detect, for example, that the receiver Y
performs a particular manipulation (a particular API is called) and sends the detection
result to the management server 130. Specifically speaking, the unique hook module
809 can send to the management server 130 the identifier of the electronic file and ma-
nipulation information indicative of a particular manipulation (as well as the time at
which the manipulation is performed) as shown as a step D12. The management server
130 stores the manipulation information (manipulation log) in association with the
identifier of the electronic file on the database 330a. Furthermore, the sender X can
access the management server 130 through the sending apparatus 110 to know what
manipulations have been performed by the receiver Y on the electronic file the sender
X has sent, as shown in a step D13. In this manner, the sender X can track the manip-
ulations performed by the receiver Y on the electronic file sent by the sender X and the

time at which the manipulations are performed.



shown in a step D14. [0081] According 4 the first enbodi nent described
earlier, it is only a correct receiver Iintended by a sender who can receive
and open W 2el0a08440ni c file sent fromthe sender. Howev@CT/JPep/eos23n still a
chance that the correct receiver may pass the obtained electronic file to a
third person who is not intended by the sender. According to the second

enbodi mBo¥o] t eithesedM (he s&ﬂ@ﬁxii:faﬂﬁc&@@ﬁe M fathdi kervas1 3 thidugh tiehe
electronic fi I e _obt ai ned ﬁ]])() e{%ﬁé #(C) | nst ead, . t he recgei.vi ng1 alp arat us
enpl oys APl HESRNGHRA S Hi0Hg Chitgedhr Yig pingepeamissiop shs erahifison ifpipigtiop o
uni que hook rmgkd én the anianpiandieereactyihaskoelacioh wathiiderftifless anAtinRIEY Y (a

tenporary stq a\gnma&l OB)14 Therefore, the content of the electronic file

obt ai ned bﬁ/ e decr p?lon is not kept as a file in an externally readable
f or mat .[008{]ot h%c‘ﬂomgi@ the figst ehodinenbdescrbedegagliary ib i QnlY p rerred regebieed on t he

EE”?LY but i %tﬁﬁeﬂﬁychpl rf&ﬂdérﬂv}ﬁ) c'fa'n&@&n%t a{?l][’daﬁ@n ﬁﬁ?ﬁlet@ﬂﬂolﬁélﬁtb At ﬁoﬂ&h@sé%ti;éﬂ(h

urt her nore, e s for . u] ations at nm 0SSi a e

content of t "@V%El}eéﬁ}sétJ ligG an“sel}hﬁ tg‘“scqrchéreé&lﬁﬁfr‘?layﬁg i 4 ﬁﬁ%& clipboard

mani pul ati on e&lﬁ:ﬁ’oﬂil@(ﬁﬂ@td) aothirt! persor Mbioyis @t ihfeaded hethe sermler.pul at i ons can be
ccording tothe $eécond em € there(211 aratug does not

permtted and/[Q d J g gé) ghl blb&?{q) Phl n th|§ é? %thg gecon ?I ment

of the present |nverrl§| on can preven e con ' ectro |Ie
from bei ng | éidkdlk eleciranhefile@beiinadriyy depryatian. dssteadq@leAPtelhmglapmatyes t he

uni que hook ’éﬁ-ﬁ%y@ AP HIBR R rdMast Hg'”tﬁ(!i eﬁé??pt@@éﬂeb&éﬂlé‘fﬂeas%l%étctﬁé hrﬁﬂu&l%dks APl's

and notifies e ‘managenent serve hi s manner,
managenent sé&psle @F&FVPR%@E eacrmfeéﬁk%@maflﬂee@ba v@morh(%tﬁmﬁpw %r@fa@ﬁ and a

time in assogéabh)0Mhateioie, BRECONRINABT the AfecBohi@ 1M bbtaid¥d BG @%Sd;‘dcf}@)ubﬂ% not

managemnent rver he ender I ab rack t
T oul ati ongepas (8 it B gRafe bl gfenPPid: i SenniBas o
mani pul at i on eleatrdnit tide isiskedd petheanemealy byt ishet stenaehmerﬁxem stolegeetgion swrhi ¢
file. Brief Qgg%f p&ékpn of Drawings [0082] [fig. 1]Fig. 1 is a block

S

diagramillu i'ng an exenplary configuration of a commu nication system
relating to a Hurthstmespdsbel Abdnfor e mpeipplabersrthati napeprsiony, lepl thy.copengof 2 is a

bl ock di agr ampd éléd%ﬁini@ﬁlb%cﬁ@s ﬁl@éﬂ@bﬁr 1ﬂtﬁtg%8% 1pl§6a'fd‘ﬁfaﬁ 1p81a8bn re3RRYLND
apparatus 110. [fig.3 di agram il | ust ratpl ng an exenpl ary

internal str tSPBtﬂEFr‘é‘e%‘PrYaSOrFBWé %%?éﬁ%m@é?w C&@be peiedsignd/qy limditsds 5 bl ock
di agram i | | ugproaibiite@). ﬁﬂth@«emyqlﬂaergecbm @hb@limsiitrofelicisresedt inveri@iedavi pd@yvent

apparatus 120.[fi g. Lg..5 schematically jillustrates the operations

per formed bet J%)ﬁlgeél?égﬁgie}‘leﬁtrg?)lﬁglrl%frﬁ %gﬁﬁglﬁﬁﬁégenent and mai|l servers for
an el ectroni c Ihitheeresanidingparetuhdbe A®I hodlncpuses thérenifjiie Bookembdde teempnivdr t he
present invegij.ai; ﬂ{ef a&m%ld?'agph&uéﬁ PAMBAPR ALY Yolifids4hd FBhER nllPse?P& R oS

performed between ecel vin
calls. In thls manner, the management server can keep a record of a receiver, a ma-

nipulation, and a time in association with each other. As a result, by accessing the
management server, the sender can easily and reliably track the manipulations (for
example, file open, viewing, printing, clipboard manipulation, and the like) performed
by the receiver on the electronic file.
Brief Description of Drawings

[0082] [fig.1]Fig. 1 is a block diagram illustrating an exemplary configuration of a commu-
nication system relating to a first embodiment of the present invention.
[fig.2]Fig. 2 is a block diagram illustrating an exemplary internal structure of a sending
apparatus 110.
[fig.3]Fig. 3 is a block diagram illustrating an exemplary internal structure of a
management server 130.
[fig.4]Fig. 4 is a block diagram illustrating an exemplary internal structure of a

receiving apparatus 120.



appar atus and nmanagenent and nmai|l servegs for the electronic file sending
nmethod relating to the first enbodi nent of the present invention.

[fig. 7] Fiwgo 201000Bgat i cal |y illustrates the operations perfipraredosnat ween
t he receiving apparatus and the nmanagenent and mail servers for the
electronic file sending nethod relating to the first enbodi nent of the

present i nverpﬁg@ 1g [4 écﬁeﬁ]lt'fdaﬂl 1§usﬁ§f&§@l?ééﬁéﬁdtioﬁs bé&&%{eﬁ%%eha%eﬁkﬁﬁg ations
included in an e fauré(gnlc flle sendi tl"l?ef E?Od r Iatln second

enbodi nent o@PPar’i%mb BrpageRrBh#NdgRal TEhge C@%@%@ﬁéﬁq rIn§‘7t od
illustrates aelflﬂlﬂéetol’tﬂﬁﬂrsﬁ)élﬁb&hh@ﬁt ¢fahé pfeaad 11b5ena01gener al ap plication.

[fig. 10] Fi asche Lew illustratin ea of dynamc |ink
(i 1) Fi gtk ARy paG el ordF it bl sRiRy 2 BRT K
[fig.|2]Fig. apparates and mevagdivegt and kil wt/erraif(prrﬂge tlh@rqmreﬁ@tsemhsg petlfodr red in

the steps DerélgmgQtﬁéﬁfs?ans&ﬁﬁieh%mﬁe[ofe's&tmq method relating to the

second enbodi ment resent | nvention 1 focus on APl hook.
[fig.|3]Fig. [H37]Hge WWW&W&%H&@ G@etcrp&fa,twgs Pﬁ@rﬁﬁérbstwﬁéhq BVt t he
clipboard na aﬁpﬁhﬂu%ﬁ&ﬂlel@@infagérﬁaﬁ ahy Hﬁ.ﬂrS@ﬁ@fSVf@f tHe Rl Bofic 1d §eQ1lahfg théthed i n

t he el ectronlcl flleF%Eeg E{g n@tho frﬁ ating.to the second enbodinent of the
present i nveRtrEHE ©ORRS BELHRBOGMEALO! the Presgil ivGRHYMi cati on system 110

sendi ng appalfig. Bﬁlg.%)schememcaillygllmmassma@eﬂﬁmnmaglenﬁnan slectwaiic fik0 mai |
server 150 comn ﬁl@{hoff@elgtﬁg% 8319 Qi d f?l? ;§0re§%,n{ L@GEsS _section 230,

330, 420 storage conmuni ca n se ron 250, 440

di spl ay sect ilog983gd @é@mb@@élysm@tl‘ateé\ﬂéﬂ@é trediopeitation a@]ﬁ?rrr@étbb’@rgen@w ap-
parti cul ar a@g]:étﬁﬁti on 809 uni que hook nodul e( hook nodul e)d ains [C aim1l]
An electronic_file sending nmethod, conprisin sending an el ectronic mail

i ncl udi ng an LB&EPIe-d8 iop schepstic viemy 1usyatngthe Wepal dgraaipipkt us: encrypti ng
at the sendi ngg.appFag.atlusa scHeamsive et ﬂlln@ﬂraﬂn‘g theries 8aAYI hooldecr ypt t he

encrypted el ?P 5 Qﬁh‘lg 15|1|S & ﬂ%\r)]vddlgge%gr(ljll 1ﬁgstrat1ng e rpzpattlons performed in the steps D8
to D10 of the electronic file sending method relating to the second embodiment of the
present invention, with a focus on API hook.
[fig.13]Fig. 13 is a flow diagram illustrating the operations to limit the clipboard ma-
nipulation performed by a receiver on an electronic file in the electronic file sending
method relating to the second embodiment of the present invention.
Reference Signs List
[0083] 100 communication system

110 sending apparatus

120 receiving apparatus

130 management server

140 mail server

150 communication network

220, 310, 410 control/process section

230, 330, 420 storage section

240, 320, 430 communication section

250, 440 display section

330a database

806 viewer(dedicated application)

807 particular application

809 unique hook module(hook module)



password to a server fromthe sending apparatus; receiving at a receiving
apparatus the electronic nail sent fromthe sendi ng apparatus; receiving at
t he servewohw/espsypt ed password fromthe sendi ng appaPaTUB2008/e@23pt i ng
the encrypted password, and thus obtaining at the server the password; and
encrypting at the server the password and sending the encrypted password
fromthe server to the receiving apﬁﬂgﬁﬂw$. [Cdaim?2] The electronic file
sendi ng nethod as set forth in d ai erein sending the encrypted
passworgii@ 1t he server Ageddife SRNEhdEe ARRRIEIASHsHE LUdeS using a public
key to encrypt at the sewgtn% f par at us the &assmord |n|ng t_the
server the password i ncFlid8s 2psichgonc Sadiagluga R SRETAPERS airAyc fiee o a
public key to decrypt akn&hgag@ﬁMﬁg the encrypted password, and sending the
encrypted password fromthe server 1o = esa1 ag¥a1%Q€rtatrlils |Sncl udes
using a public key of (HEDPER VR 51566%%5? 0P8 A THEY Pver t he
password. [C ai m 3] Theleety@cthecmcwptqdlekcsremhfﬂgamrbtemdmgahe seryftedth in
Claim 2, further conpri th each other, at
the server (i) file |delDsdls 1ﬂ§39%%?%?#%?P%%§?§h%%??ﬂa&& the encry
electronic file and (i |Iy0¢eee|at/e¥ecwdmt4pp§ﬂiaﬂ@ thwlettmq HAil e Ao Elﬁng a
correct receiver of theegima Mﬁﬁﬁgnelectronlc file; sendlng a data sequence
to the receiver identified. g the receiver identif i nf ormat.i on;

recei ving from the recdfHAHYE AbS et tisthe £ngriRed pss P“?ﬁ?mﬁ © ¥t ed dat a
sequence that is generatpparaby, disiyping tisearcetptédepascwondespiomds olgainmgetdiehe
public key of the receléh%ﬁﬂ% %&ﬁ;&s %nd (I'1) the public key of the
recei vi ng appar at us; en 't data sequence sent to the receiver

mat ches a data sequencemhamﬂnsaﬁhﬁaﬂwedhbya$9@ﬂy@1hﬁg¢mg@%eﬁ@ﬂyﬁﬁbd dat a

sequence by using the pulld&diem gk, SEIQ’%I‘{Oe[ﬁ@l‘éébl%g%Bglraﬁfsus storing at the
server the public key of the receiving apparatus in association with the

recei véFldRent i fying i nFsratertionis. filp exniing wpthenas gtdeih Briflein il whagidi ng
met hod as set forth in g@ﬂ@ngthe(anatypsedlpatsm&d 1 thetsbBer fr@ﬁip:hé sdnidgig recei ving

at the server fromthe f egr%!ru\éllrl?cguc?ep smg a pubflc 2(6 d %Ce%lcyy%g at the sending

apparatus the password,

obtaining at the server the password includes using a secret key corre-
sponding to the public key to decrypt at the server the encrypted
password, and
sending the encrypted password from the server to the receiving
apparatus includes using a public key of the receiving apparatus to
encrypt at the server the password.

[Claim 3] The electronic file sending method as set forth in Claim 2, further
comprising:
storing, in association with each other, at the server (1) file identifying
information identifying the encrypted electronic file and (ii) receiver
identifying information identifying a correct receiver of the encrypted
electronic file;
sending a data sequence to the receiver identified by the receiver
identifying information;
receiving from the receiving apparatus at the server (I) an encrypted
data sequence that is generated by using a secret key corresponding to
the public key of the receiving apparatus and (II) the public key of the
receiving apparatus; and

when the data sequence sent to the receiver matches a data sequence



identifying information identifying theggencrypted electronic file that is
received at the receiving apparatus and (ii) user identifying information
i denti fyiwgQ 2a10u584430f the receiving apparatus; and det ePgiCAaP2g9/ats2sthe
server whether the user of the receiving apparatus is the correct receiver
of the encrypted electronic file based on (I) the file identifying
information identifyinghitheobnimey pt ddegbirtd theRheyplell data(skdyentdBy t&agtheer

identifying information at is.for identifying the correct receiver of the
encrypted el ectronic fﬂﬂ%ﬂg%ﬁy?%%Tr?§“3@%%%%g? dSWTP%aVﬁgs?WPEﬁFB% S fying
information, (l111) the kegeéitheadcdiving appreratus fryasagriatronfwithrtieireseiveand (1V) the

user identifying infor [Welp” i the server sends to the receiving
apparatus the encryptega%gggﬁgﬁg%%ﬁ%gﬂhhen determ ning that the user of the

recei vilklpiagbar at us i s Hieeelecyiopisdile pendang method @ sgt fong) inmne G [CdeimsdrPd: fil e
sending nethod as set fmfhé dompeRmeof Cainms 1 to 4, further conprising:
when the receiving apparatus opens the enc%% ted.electron%ﬁgfile i.ncl uded

in the el ectronic mail,<aWaE AGhe SENFL M ARCErAV NG RBYarS (M Let St il ser ver
a request signal requesitiémiyinpénfoassivaridentifeingithd éegrgted dlectromefileiting is
apparatus fromthe server..th ncr 4 S rd; .and_ decryptin t the
recei vi ng appar at us thé%%%%¥§%$gﬁeé$%§gﬁg ?é%gﬁﬁ%?sﬁgmdggﬁéy?ﬁggBﬁg%&grd,
wher ei n sendi ng the enddgpifgdgpasevlitie foconinghgpsieseandt o t he recei vi ng

apparatus is in responsgdRidiigal GE R j:los{)hé?lflertﬂtﬂaeusreﬁgfjl‘ﬁ\gtrec%i\gﬁggﬁﬁ}atﬁshg
appar at t

server fromthe receiving atus. [Caim®6] A server_for sferring a

password that is necesdhf (oSt Reevghe! tha crsirpiohelesrarieEie asedon (1) terflym a
sendi ng apparatus to a ji@aiybngoapRAALSIfyihaehsaRAeIpMa aBRAnal e, §BNKY Ng
an el ectronic nail |nclgdﬁqg,$%ﬁ¢eggé%&%$q.ekﬁctr nh% ﬁbye,h%hgnfgcelv!ng
B et e eey oo eaiig IR boaaiiii e bt s art
encrypted state; a decrypti i hat d.jn the
encrzgted state to obté?ﬁ&%ﬁgﬁéﬁgﬁﬁﬁﬁﬁ%ﬁgﬁ%ﬂg&ééﬁ%ﬁﬁgq@%ggﬁﬁﬁgﬁ%é' encrypts
t he password and sendi rfgrm#foneard (i) & Yesidowiisingdnionaatias siheioty appar at us.

[Claim7] A sending appas ai§ seAISGIR RBeivAgMBhira®s Ml dErypR&t fa0fvdidhysends
an electronic mail |nclud|Q? an. . .. ,
when determining that the user of the receiving apparatus is the correct

receiver.

[Claim 5] The electronic file sending method as set forth in one of Claims 1 to 4,
further comprising:
when the receiving apparatus opens the encrypted electronic file
included in the electronic mail, sending from the receiving apparatus to
the server a request signal requesting the password;
receiving at the receiving apparatus from the server the encrypted
password; and
decrypting at the receiving apparatus the encrypted electronic file, by
using the password, wherein
sending the encrypted password from the server to the receiving
apparatus is in response to the reception of the request signal at the
server from the receiving apparatus.

[Claim 6] A server for transferring a password that is necessary to decrypt an
encrypted electronic file from a sending apparatus to a receiving
apparatus, the sending apparatus sending an electronic mail including
the encrypted electronic file, the receiving apparatus receiving the
electronic mail, the server comprising:

a receiving section that receives from the sending apparatus the



encrypted electronic file;, and a passwgfd sending section that sends to a
server a password that is necessary to decrypt the encrypted el ectronic
file, thewpassvgsadbei ng in an encrypted state, wherei nPCHEPpA%845030d i n t he
encrypted state sent to the server is decrypted by the server so that the
password is stored on the server, and the password stored on the server is
encrypted by the serveqmandnaemhnémXﬁmf@@@kying apparatus [Claim8] A
recei ving apparatus for ece|V|n ct roni i.ncl crypted
Crectrontc Frietrom a eSOl akRR B SR ERhyord% SRl SRELY
section that receives tdwieltheqgiasonird; amgli | ; and a password receiving section

that receives a paSSV\DI’adsehﬁﬁg sk o%%ﬁﬁ%ﬁé@éts&ﬁeﬂﬁ%b{ﬂta gfg@mﬁﬂgﬁ%%a&g ted

electronic file, froma serv at sto asswor e“rece
password being in an eﬂﬁ¥vwﬂéépﬁﬁa?%ﬂwﬂﬁép@ﬁﬁu%he password stored on the

server [Crifbtai ned by t@@aﬁﬁmy@ﬁmg@&myﬂhh@glan encrypt ed passmord gener at ed
by the sending apparatus. | I recei vi ng apparatu recei ving an
el ectronic mail includity? ﬁe‘@h‘bﬁﬁ‘? tt“értlth@ﬁ S@E%{%%}h?leg?qnﬂ%mﬁﬁmﬁ%dl%ﬁm ng
apparatus, the rece|V|ngc@@nﬂnakmﬁngﬁﬂenamjng an electronic file by

decryptl ng the encrypt ed a%lssords chﬁ Itlg{l that[]gendg?oeawr aﬁﬁ?w@rd%ﬁat 1S .
COI'T'pI’I Si ng. a mai | rece| 1 'ng sec O%I recel ves th roni c nuai |

passwor d receiving schknﬁmmﬁaodﬁ@&ﬁﬂhesmﬂmaﬁidegemueﬁkaﬂpaQSWﬂndbmmgt is
necessary to decrypt thﬁaﬁ@ﬁ&¥P&ggmﬁj%%Eﬁgplc file;, a permssion and
n

prohi bition information receiv section that receives fromthe server
per nm ssion and prohi bi tth%ﬁaﬁSWP@rlﬁah‘? FITYHEH Taleistly @ heosBieats arPsdY s

plerm tted t]? Ibe |oer1;I OrWﬁQs&VerQbQﬁutbhé}%Q%\fzdSﬁgﬁ heteamnnBe f@véreghdon t he
electronic file; a decryptin ction that decrypts t ncrypte

olectron o filo by meardtebtorna posd ot tes it & BERHE Sleeraor o 4
tenporary storage regi amecantgappenfuer m ng section that perforns an

oper at '[éﬂnr?% jthe el ect r&?éc‘én&%?pgﬁ%h&dfo Hsc&@ﬁlr%a%@?é%%%h% Iﬁ{ P{n@Hidides lon, by

referri 0 the perm ssion a The
recei ving appar at us as esetypfedrel¢stionicdilafignoa sepdergeippasaie ncanpssing: cul ar

application calls an AR @R MNechiGPBLNG LG tﬁ@@lre&%rﬁgnﬁhe%d onic file,
t he decrypting section calls a unique hook nodul e based APl hook, and in

the tenporary storage r%@?ﬁ%mfﬂﬁ%“ﬂﬂgaﬁﬁoﬂgﬁﬁﬂﬁﬁﬁﬁ$%P6%8Pyb@§t¥ﬁﬁaﬂﬁﬂy

to decrypt the encrypted electronic file, from a server that stores the
password, the received password being in an encrypted state, wherein
the password stored on the server is obtained by the server decrypting
an encrypted password generated by the sending apparatus.

[Claim 9] A receiving apparatus for receiving an electronic mail including an
encrypted electronic file from a sending apparatus, the receiving
apparatus generating an electronic file by decrypting the encrypted
electronic file, the receiving apparatus comprising:

a mail receiving section that receives the electronic mail;

a password receiving section that receives from a server a password
that is necessary to decrypt the encrypted electronic file;

a permission and prohibition information receiving section that receives
from the server permission and prohibition information indicating an
operation that is permitted to be performed or prohibited from being
performed on the electronic file;

a decrypting section that decrypts the encrypted electronic file by
means of the password to store the electronic file in a temporary
storage region; and

a performing section that performs an operation on the electronic file



encrypted electronic file to store theoglectronic file and returns a
content of the electronic file to the particular application. [Caim1l1]
The receiwDnrglippasat us as set forth in Caim 10, wherePATURZYNISQ3e hook
nodul e returns the content of the electronic file to the particular
application in the tenporary storage region, wthout generating the content
of the electronic file dt@}e@.irfﬂh&@éinﬁir@y&gﬂageﬂ@g@ﬂ by fef@tiny ighe poenisgeei vi ng
apparatus as set forth ||a C]ahrtn wherein the performng section calls a
uni que hook modul e based EROHPIORSERTHER: a particul ar application is

acti vatf€thim[lQ] ai m 13] THe reegeny apgrappas &t (etheis et 9.orhdieinn C ai m 12,

wher ei n when the particylar, dﬁagﬁédlﬁ%gﬁ&tféﬂlchﬁs ﬁPAf}f)&oHﬁi ‘fé)rereﬁc%% aﬁor ation

operation that is prohibite erm ssion and bition

t he uni que hook nodul e qnétylpmse ectiogici file.ghe éeqrmtlwt:ﬁl@ma&ﬁ aAPsIvE daek on.

[ A ai m 14] The recei Vi ndodPB4sal UE 48 1ok, dn@rth in daim 12 V\,her ei n when

the particular application calls a given ‘APl _nodul e %‘}Q?% ratio that
t

is permtted by the perPil&sEBROLEYSBISATIHIT G YHIY HE RN
hook nodul e forwards thacoatdd detioh fije westodRhe aeckubric ﬁreohnﬂeéwrmsa doﬂtd‘nhe

particul ar application e tion gi ven APl nodul e.
[ aim15] The receivi nogft%epégg?t} ngcsfﬂ:egoggt (l)cru? ra%ﬂh%ﬁlenof Clains 9 to 14,

furt hedChompri si ng a seldimerisieg eppamatithat ses émthsint(dainh &0,drevan  mani pul at i on
information in dicati ”Qh@ufﬁgﬂé H&ﬁl@hb@&le P& HEBDnRN b e QﬁEfr%lg‘flﬁ@tostﬁ&t '60”

on the electronic file stored in the tenporary storage region, [Caim1l
The recei ving appar at usPaicukappligatinn imthetemprraty sIQAE ot WEhoRENi pul at i on

information sent fromt @aﬂgtmg:oﬁ@ﬁtmﬁebﬁc@érﬁ& atk 1ﬁ&ﬂ;&ﬁ sERigeaegioand t he

endi n r.at is al],owed.to ew t he I on formation stored on
She L edeBRRADE o o D77 TS kit YR S R BT ERPHAT Y o of
Clains 9 to 16, wherei nh¢ paqure’rmg sstiom calydh yriqle heiokinomlulanbaaedrat iAdh hbek
stored on the server, %ﬁéﬂrsaigﬁ&éﬁﬂqs QJUQ/Q{CQI t| on infornmation stored

on the server is determne [Q ai m 18] The
recei vilh@pimpgar at us as H@tre«f@vmg appﬁr@in@a&ﬁet @rrﬁn lmiilglm 2. Whersiher ei n t he

perm ssi on and prohi bi typp thé‘EélﬁH@l’éf MPLERESR D Gn 2O hi RN BE & Mﬁéatﬁdrpm the
server the perm ssion and bition informtion when the encrypted

electronic file is reaorhatalﬁam&l%tee@wf%erPﬁwswﬁ@ﬁolb@ﬁ%mﬁgﬂ%wap@ﬁat. on

on the el ectronic file unique hook module returns a failure to the particular application.

[Claim 14] The receiving apparatus as set forth in Claim 12, wherein
when the particular application calls a given API module for an
operation that is permitted by the permission and prohibition in-
formation, the unique hook module forwards the call to the given API
module and returns to the particular application a result of an operation
of the given API module.

[Claim 15] The receiving apparatus as set forth in one of Claims 9 to 14, further
comprising
a sending section that sends to the server manipulation information in-
dicating a manipulation performed by the performing section on the
electronic file stored in the temporary storage region.

[Claim 16] The receiving apparatus as set forth in Claim 15, wherein
the manipulation information sent from the sending section is stored on
the server, and
the sending apparatus is allowed to view the manipulation information
stored on the server.

[Claim 17] The receiving apparatus as set forth in one of Claims 9 to 16, wherein

the permission and prohibition information is stored on the server, and



stored in the tenporary storage regionpgby referring to the perm ssion and
prohibition information. [Caim19] An electronic file sending nethod
conpri si YO 208088448 ng at a recei ving apparatus an el ect PemiJe20080523incl udi ng
an encrypted electronic file froma sending apparatus; receiving at the
receiving apparatus froma server a password that is necessary to decrypt
the encrypted el ectronithe péhnessidreard profigitah ihfoemst@aaitored 9n R kS dér om

t he server perm ssion a,[nd .Br(%ui ition i nfor%Bti on indicating an operation
that is pernitted to be“Perfo SEN8% “5hbi t ed from being perforned on
the el ¢Ctaimni8¢ file; debhreyptdinigg byparites neweiarimig cappaCatims Otthe 7 emaryipt ed

f' ectronic file, using b serngmp%ﬁ prbRibRi riﬁ:ﬁghﬁsﬁ&ﬂ BT RRIsEetfon!ieeivs @
enporary storage region; and performng by the receiving“apparatus an
operation on the el ect riRin ¢herserer Sheqrea@ispionafe Prad#iBpamjorstasiopgediendeyl on, by
referring to the perm seslb%t@%@gogﬁifngqg @Rd,iapfior mat i on.
the performing section performs an operation on the electronic file
stored in the temporary storage region, by referring to the permission
and prohibition information.
[Claim 19] An electronic file sending method comprising:
receiving at a receiving apparatus an electronic mail including an
encrypted electronic file from a sending apparatus;
receiving at the receiving apparatus from a server a password that is
necessary to decrypt the encrypted electronic file;
receiving at the receiving apparatus from the server permission and
prohibition information indicating an operation that is permitted to be
performed on or prohibited from being performed on the electronic file;
decrypting by the receiving apparatus the encrypted electronic file,
using the password, to store the electronic file in a temporary storage
region; and
performing by the receiving apparatus an operation on the electronic
file stored in the temporary storage region, by referring to the

permission and prohibition information.



