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Field of the Invention 5 The present invention relates to a systemfor
securely transferring digital tokens by electronic nmeans and lmmwmmmmﬂmmﬂ
conducting floe sane. Back;~araund of the Invention 10 There

wel | known probl ens associated with the Use of bank notes and coi figyssIhese

i ncl ude cl unsi ness, |ack of |ongevit forgery, transportation and
protection costs, and anm.&gﬂéﬂﬁﬂgﬂwmom person to

per-son by el ectroni c nneans. is anticipated that digital token will have
a signifi Ca'T“tle%&Bf@le'Ilﬂ[gé .@ﬁ_ future provi ded that security issues can be
su~ci ent | Sonme attenpts have been nade to provide digital

t oken such as the Mondex schene trialled in Swindon in the IJnitcd Ki ngdom
This rrleth used a_classical asymretrical encryption key. The sender of
the el ectrori’€ RIFSsNt érrverltmncl@tns;rw gystemdars transferping | digitak etpkenanialy t he
receiver reg i nsf nessage by decrypting with 2 0
a private ke!yé?ﬁls’%ct |ssddtnrg| gﬁéﬂtlétée) v @ux* tﬁoﬁ"é’y“ is represented as a

conbi nati on of nunerical val ue, currency type, a serial nunber and ot her
adm ni str at ti i nf tion. . This representation was protected so that its
i ntended no %MMar ntai ned, and its replication can, be 2 5
prevented. 'This was achi eved using a conbi nati on of two nethods. Fi rstly,

a conventional digital l(%nature ~cras used, with a digitally signed token
abl e tolbe T@G@eﬂms@ﬂﬂw tinewn godilens assqciatedwith dins mldfybaﬂlepomtmdlgomi Wi th

a signizag 0 ve the a thentr city of t si gnat ur e.
Secondl y, net h ﬁ.n@l\?t\g% }eﬁ“yd%é'&‘ iac%r?ﬁ?'tget"ﬂé N RSP ‘E‘ﬁéﬁ%‘gﬁffﬂ"&?
out si de t he aséaurigatdlityi tbOthﬁ@f& dirbbH B 8V her@i M berioh By Rlctinid h&mBe Tt 35 O
resi stant encl, osure in which the digital token is stored a><xd the neans

for perf or nAcped F%E%F%ﬁﬁ“@ hmqlmﬁ%ﬂefmgh@ﬁlﬂﬂamrtwsml red
an exchange jQfiedt4h b od €spective pfu'ties. |~A-~~~Ad 2

'mes q, ~e ~1 ~e ~~ ~gut¥i@?éﬁ%§dcﬁ&§| Sadvant ages. These is a need to know with
absol ute50e<ta| nty the public key of the receiving paify In a face to face

situation this trveI ai ghtforward. However it was djtlxeult and
uncertain i 1rs Vﬁf‘?‘ﬂ’?fsg 1o %‘QV'QF\g‘a il token, uckr s tﬂﬁéé‘?‘}dﬁh sgheme
revocati oa gadlledrih Swisted ﬁl%@m&@m o 1S nRHRl! sk BYclysh

approach is di~cult to use and su-~ec romt e same wel ?fnown ealt~ of
any public €Bgyptipoakey. udhe ecmgige vEthe tlettamir digital ke encrppte mfmaagu Whthtdte

control of rivate ke a person is i ed with
pubticl pri vg’p é {%&’ !5'54‘53 r?cﬁle'%refﬁs/ eﬁsathﬁggﬁ%lf %ht%'“ﬁf EHHF%'@‘M

or may ROt hervardeyne patty 10 receives a public key vvrthout know ng the
validity of the key: The issue of the publicl pdvate key pair does not have
a way to ooratrol when the receiver can use the private key to decrypt
Nei t her pat PEei ¥

The presort qrﬁ@gkﬁloﬁgseeiigggﬁ%%\%i) 3 sg‘? &#kggh@ogégﬁlglfg%ﬁf from
at | east oneuwercyttyymrs e seliia anhwdvet agbsthcx&tdnahstla&mrmfohh@taomemhecﬂ?fseﬁteﬁﬁn

I nvention 2 0 It 8:h‘%d{)lld be un r@tood dr at throu%hout tlus specitcation the

word token (€ PEUEFITHSY thatifs g egmrrlaﬁlwe ined: Mg walsaHen gan b, 1 n

this copseXiprevante@K € ThRAYyak CRRIEN tusflzl B odeh Tﬁﬁiﬁl{cﬁ gi ¥RURAS' SF
rewardl loyalty points etc. A token ugaa be a |scre?e t%’emt at maly‘s%'h

exchanged i pRyantiona) digitaksignature kas used], with patigitadlly pigned tuklee rablcatm bb ecdacmed t e m

that is transi sentati.ve.of thev e it such
as the armu%? tﬁ(?}efag rg%ﬁéomcggyﬁapc{st%sq tﬁé‘umﬂt}’c% Q %ts e pect
of the presanmmm@rdﬂtms@mme | SeefHdy irhlebda veaté Leda e‘o(h"ns&@&ht{ ®k¥n is pever
transferri ng‘a légn‘% by el ectronic neans, the system conprising at

l east: a se P‘é’gmt patw 0 Erﬁcr%tﬁoﬂmm@mam Bhis omyitpEmeR) 35 wuakheyai tagapss

t anper - §§si %és@dtatnt%naoﬁix@ﬁtw&h %&gﬁa B GE" &ﬁfdhmt?}g%g t'it%} ﬁ%glﬁl‘%}g'tf‘g the

ability to process and store In. t1on r |ng to
di gi tal tokenptogmpbinsivhotiorsari dotsekle Trardsadtibas sequired anexcliangd of patilici keys be

di gi tal tOK‘?ﬁer@?pré%‘i;e” . 3
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" domain only with other token hol ders, means for said token hol dezs to
comuni-cate outside the digital token handling domain only with
predeterm ned trusted third parties, includiung one or nore gusted
authorities responsible for the adm nistyation of encryption matters; 5
means for encrypting and decrypting se e comuni cati ons between token

hol ders within the digital token handling domain, and between token hol ders
and the predeterz~nined third parties; whereby, in use, digital token
transfers n be.secu%nl erformed within the digits! token_handling

donai n. 10T teshmiang,syf rpthe fallowing dimdyantagss.c There is amoed it knawiand | s
pzbw ded aalibRitd @ltafn : SRR Rl I ' t - Lesy st ant
store for sto_rie{lg di g@gﬁ%‘ggﬁé co%r%hﬁng%?qPo%%ﬁ%&%
comuni cat Yelatvelyt stwiaightfodiaridt aHotweken itl bra$ diffikiln Grod Qificitaianifytwi tdinsatingor
nor e o%ﬁer t aken hol ders_fvr the t%ansfef of digital token to one of said
ot her tokeR NS ABRE 2L HiRecstipB AL FRvariion 6 Heisiue tg compTTRiss abibe grblic
out si de_t Neeydli giud Morkdek SppaRklid ARFEANTS BsORid/ sifekd R Yfis Sadlh RARL kit S
third parties including communication for recelpt of a decryption key;, 2 4
means for EfeSloppof agy subilic &ey ipfrassgictiee systent o oo veae ialsospmblemst witle the

hol ders w this [ Qital. token handling domain,. and with t .

pr edet er ni %‘gué% ] %P?lgdﬂﬁ’g’l}lf&’gg?tec SHtET d‘h%%g%l"?%‘?“ BTSN g ﬂ“ﬁgdg?&t%k@f

di gi tal topansheaedondivyy éfOcontplithgdeRe HYTRYs MRl R0nay n60BE uy@l €0ne

corrarrunf' catio~n with other token holders within the digital token handling
domai m-And "GPYES 2ePRlive KoY rwithavy knovas the (validity of cthe Uke- s the issye of the
exehaage o e i f Setrok-8 to
conmuni cat g“%‘%ﬁﬁ*ﬁﬁ%ﬁ?gud{’% %E)gﬁlgﬁé ﬁa‘;r’l%f}tlong o}mﬁml g‘ci n tﬁ%n?ag?‘!hsgq% a
di gital cagphiver eyt deagpid eNeitter gacth can kparifiraind ehforde Oviieneafeetyptiby cithiekereans
far said tgoken hol ders to commuz~xcate outside the digital taken handling
domain is Pf%he formof a di gital cashier that resides within the token
hol der . 4 Preferably the nmeans for encrypting acrd decrypting secure
communi cations is in the formof a control neans resident within each token
hol der 15pr dfhepsgs ingesttionsatiisoP nrewds a splation dwt deesoradistffer fom at least oane of
pre-prograrm&gd{gg&mgi &f 5 encrypting and decrypting comruni cation to and
fromthe respective |gg|'t al cashier_ Preferably the control means controls
stores digital tokens according to a pre-progranmed net hod based on
information,encrypted within co ni cations wth other token hol ders and

pr edet er m cur}L %&“&?“é’é@‘?%@ nﬂj ferably the val ue of each type of
digital token within the secure digital token handling domain remnains
constant except where digital tokens are added to the sere digital token

hao~dl i29g d6skauid bsyundesstonddapthergheutthissped fgagion the worddojsen tsyisest odnena|
t ok - t he, . i git k i ' i nk
trusted i i Efion Ao RE LR \ld Slo SRR b0 AP Bl 1

provi de eactickeBkgift ValcHas, miwtabd/Ro yaleg pyiftsi ) Kepkéo tadiBe aidisotkete ity thatgnay
encrypted cglgng’ni cation wth other token holders. Preferably each token
y

handi er hasO®Y Biehanger Mtrstnauch srm tidet pAdERLNly. 2 fRkeae@nlo ITple i S
provi ded by gagdy %Htsrh&glygu NUehiativd HeARPILKAL ST HEY EADIRLE 20THIGRIRL bNY 2

nmessage encrypted w ey derive romthe 1dezrtification of the
respectdve twkmny bahgémnasferred.

According to a first aspect of the present iavention there is provided a system for
securely transferring digital tokens by electronic means, the System comprising at least:
a secure digital token handling domain comprising a plurality of tamper-resistant
30  electronic token holders, each token holder having the ability to process and store
information relating to the transfer of digital tokens;

means for said token holders to communicate within the digital token handling



2 5 According to a third aspect of the present izrvention there is provided
a net hod of exchange of digital tokens including the steps of providing a
secure digital token handling domain conprising a plurality of
tanper-resistant electronic token holderg, each token holder having the
ability to process and stvxe izrformation relating to the transfer of
digital tokens; a first of the token holders (DTH ) communicating with a
second of t ”t’%R’é’H‘Yfgl%?f§°’€m°1¢%§, by an exchange of one or nore

encrypt ed nessaggsansdhe . ni,cati zr i th .
correspondi ng pr egaé“tser_n%ﬁ?(ﬁeg {P&’sﬁeg"[}"ﬁh g‘%?ry g He ﬁgﬂv\d‘_){c%"_ﬁ?dlmg
decrypt i on dasyain wnhewithrpredeenmingt auited iRt pyimes, ackiginpobrieabn abrd yubiae
second t0kear1]1 holtder ena Iei%dtﬁc%p,ti.on .of one of the encrypted nessages
sent by thée thatttics gesponsibl forihe giministration, PEPEAR MAYEBH nessage i ncl udes

t he digistal tokag | e &rwéin?iﬁ el { S f e nsf er
of a currency, thgmtléoggﬁénie{r@%%iaﬁg &an rmﬁggtegﬂ(l) aé@lﬁ‘?éﬁ@@tl@?a%‘?gé%r %aog{eg

wher ei n t r difdess wathin the digigilttakert basiling aclonraih, mgd thetwden tokat Jipldert adsthage

i ncl udes adding the nt to a store of currency in the second token

hol der . lod]g'rL'e‘fWé 'a%“f@‘g‘?ﬁé’% 1is provided with an identification m 1.
Preferably DTH2 whergliy\h Q6 dvaith) @Red bk | GAHEO Sl sl

met hod further .incl uggs_the 2g?_{ep ofe%q?jiﬁrfg{s ({arﬁl}jsetéebghgu%,t R?Fi ty S?{é%/ﬁﬁdﬁgg t he
1 SAH1 tekenhandling dojagin. key capabl e of decrypting a message
encryptgd with a public key derived fromID 1. Preferably the first public
key includes or is derived frozz~ a tenporal value. Mre preferably the
first privadecokding its aca@midl @pett of €@es rosent thvantiRs S:RELIs ReviET & dighal bokche
first publigc gey. 2 .0 Preferably the nethod includes the steJ~ of providing
the DTH2 wil%) T couppsng ahlepsfat e key capabl e of decrypting a message

encrypted with aaﬂkhgk}'- J . eferably the second public
key includes or i er_%&ggﬁ%%g%fggggﬁggg}ﬁggsg . Preferabl y th,e second
private key is cepabimcationdewayptfongnablimes sammuaivatigptweithini & hdighal sskennd
publi c ,key,, 2 Pr.ef er abl LB&? nmet hod i ncl udes st of pravi di he
Bive witth, odhnh EorREesd e ord oo, Oher ok hiedHBF it rhister chebbic
that can betoRettoydne®A saidioftttr tdlenhyeRE ri cal encryption key or a decryption

key derived fromthe symetrical key (hereafter symmetrical decryption
key). Preferabl ycanpauripgting meaes fanenaphing samkmipidatiop ayuttde thd digitabtakgni n

the DTH2. . I Ve 1.k i.cal e~ner.yption | is 3.0 generated
by DT, pryingpéfontd i BRI sl Rk b 8aloR Aop5oER, oo
in DTH2. Al foerevaipt uEh gecripiionReyet ri cal decryption key is generated by

DTH2. Preferably thtghrret hod i1 ncl udes the step of DTHl praqviding DTI~2

with 1B Pref er @55 fohensamtmgand decmypiing propiforosnpppications voth tokepholders
encrypti ng hg; SHOTRS L . WeyZ ; I WETMAToN ic..key
derived from) B 1to tprtgg‘%n e gﬁ?lé)?gl?ﬁelh%?%@ggmg%rrgssage.d%l\/jg}ril iul|Sﬂr;'séf erably
the public key ie¢onifiolanades ifor dostradtima theestprer af digitiali éokeRy efeordinisytoDT iHpe-

provides DTHL with §he.fi.r ency y,pt ed nessage.. .Prefergbl e netho
further i ncPQgteErped.method 0315‘3 {%l? ‘i?gfrﬂ‘bmfai‘é’gfw?}éf’ﬁ’&éé%?ﬁﬁ]oi%@ P’oﬂ‘c
decrypt t hedifitilstok&iR4nARhe WoARHS AdPpreeteRlifbd trhfi6d ABArtiECR) erBOfS 36RhifeON
key and 1D2. ~0 Preferably DTHL di splays 1D2 and the anount of taken to be
transf &% ede’tcbﬂ-l!ge‘cffldl@.al%%rrnbl y DTH 1 receives eon~nation to proceed
with the transfer of the digital token. Preferably the digital token is
encrypted with a public key derived fromB72. Mre preferably the public
tey is al soPnb&ridbtydhef ma;safdr&tmbl(ﬂden\é}ﬂﬂdm tolcoIEmBthﬁt%rﬁhlxiyi thbaligieal ntykni on
ey is used tq.degrypt .the ezzcrypted nessage sent from DTHL to DTH2 to
obtain a s&%ﬁ&“@ﬁ@%@ﬁﬂ%’& ﬂh%é’é’& a digita} cashipt thatrsgsidessin gachtokenchaldasnet r i cal
decryption key to decrypt the second encrypted nessage to obtain the
digital token to be transferred. 20 Preferably DTH2 displ ays the

i nf or mexQ onPrséamatdy nlexd nieansdfayi sasl tokek dunldersatoséommmend cat@oafsiteathk ydigiEt2oken

e e PRl R bBhaiR's e Koo gl SloniP i ebidtes S B2 o Bider ' P! 2V
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2 5 According to a fourkh aspect of the present invention there is provided
a' net hod of exchange of digital tokens including the steps of providing a
first digital token holder (DTH 1 ) having a stare for holding di gital
tokens and a first identification {1D1);4providing a second digital token
hol der {DTHZ) having a store for holding 3 O digital tokens and a second
identification (ID2); providing the DTH2 wiith a private decrypti 8n ke
Capabl e of By& thig gneans for caeraptingcand deeypting W%‘eﬁm‘ﬁu?@%”%’gr‘? °f‘¥om

1D2; DTf T i Vi l,% Ce1 ) i nformation concerning the

digital tok%fgla{og&gfeﬁ%ﬂ?’gﬁs ertr‘ggﬂf%aﬁpg‘lfn%'l encrypting the digital token

with the public key derived fromID2 to provide an 5 encrypted nessage;

DTHI providin ~TH2 with the encrypted nessage; D fH renovi t he,digital

t oken from ?‘Fge Yreacky rcopire]; mgpns; gRERES W‘é‘“ s¥nd E“ﬁ‘é’“&%@?@lﬁ&%ﬂﬁ'ﬂ%ff? 0

decrypt ¢ heuRek: ; A 8hthé Rlpdcke Rightat dastagst €7 red; 1
g hlégglﬁ‘tgcll&ﬁﬁﬁﬂt 3 tho&n& oo al@ fdithé Rlsp

Q DTH2 addi ng en to 1ts store of digital tokens. Preferably
the information received concerning the digital token to be transferred is

an identificat.i f the token. Alternativel he infaornatiq ]

concer ni ng ?Wiﬁ@?q{gﬁ}e nfrel MeRns Loqippls %{?Fﬁﬁﬂig‘etﬁpf/w °‘E&P‘%°é§‘8g?‘f %p%feﬁrﬁ%'gfegr red,
the amount fReHMsddsh nft@Etior endryRéEwithincofitRivdatigng With dtigt takien holders ronn
the store of digital tokens involves deducting the anount of currency

t r ansf er r ed2ndpredatemrineifusted pastise of currency held as a token in the store
for holding digital tokens of DTHL. 2 O preferably adding a digital token
to the ore of digital tokens involved adding the anmount of currency

t r ansf er r ed Pieferably theevalicepl @8k Bipend digital wkeniwithinfthe seouendigital dokenrhahgling

stored. Preferably the public key derived froml D2 | so _be .derd.v from
a tenporal famaE remains genstant exEPt whege fl}gi“f’]ﬁo{é?‘ﬁé&‘i a%ggi{%&‘eﬁp‘é"é%ﬂ‘ty nt\(/’g i on

there is prqyi (ﬂ??&gﬁ“ Iekkddathi Oifﬁﬂﬁoi"lﬂi {aE tdl@nsnass

di gi tal casﬁ%‘ﬂ@gu‘gjlrﬁ%ﬁt ea;gg)%%é of -. p%esi di lrt%l gm?i rst di igfal cash hol der
(D011 ) havirergoedSton thefsecurdidigitaliokenihgndlini, doolesriey 2 sink trastedbihifd Rty gi t al
cash and a first identification (1Dl); providing a second digital cash

hol der ?ECHZ) having a store for holding digital 3 0 tokens in the form of
di gi tal caslpraBdbs tRE6RNGE ke Hisfel GathbAfies(préVdde eath ftokteatholden shtba deatyption t y
providing the DCHI with a first prjivate key capabl e of d;ﬁ gti ng a nessage
encrypt ed wikei for useh desryiptipg ersrypiestomranicaion with ptiss foken d%?/ a _ 8_
tenporal value; providing the DCH2 with a second private key capabl e of
decrypting a nessage encrypted with a public key including ID2 and the

current dat eprafeshbly &yitokin hadllerhaya unique identification.
20
Preferably the decryption key provided by each trusted authority is a private key capable of

decrypting a message encrypted with a public key derived from the identification of the

respective token holder.

25  According to a third aspect of the present invention there is provided a method of
exchange of digital tokens including the steps of:
providing a secure digjtal token handling domain comprising 2 plurality of
tamper-resistant electronic token holders, each token holder having the ability to process
and store information relating to the transfer of digital tokens;
30 a first of the token holders (DTH1) communicating with a second of the token
holders (DTH2) by an exchange of one or more encrypted messages, the second token

holder communicating with a corresponding predetermined trusted third party to obtain



capabl e of encrypting a nessage that can be decrypted using a symnetri cal
decryption 5 key; ~CHl providing DCH2 with TD1; |7C~i 2 encrypting the.
symmetrical key and 1D2 using a public key including 1D 1 and the current
date to provide a first encrypted nessage; DCH2 providing DCH 1 with the
first encrypted anessage; 10 DCH 1 usi n'g5't he first decryption key to
decrypt the first encrypted nessage to obtain the sy~nnnetrical key and
1172; DCH1 a dwgyplioigepn anount of digital cash to be transferred to DCHZ;
DCHL encrypting the anpunt of digital cash with the ?%em*retri cal key to

produce a secondVisteinythegsnestiva gecryntiprkeyl obkinedpby the saeondctokery hoMerypt ed
» rY it . ;
Chir d enory ErmieR MBiBESP Y B 0t ihd Intrilrcd Migskilfes Rl 67 b B (bR hUEL® @

message; DGiierdindhe oneenchiptedanessage ihclades the digitalrtekef. di gi t al cash; DCH2
usi ng the second decryption key to decrypt the third encrypted nessage to 2
O obtain the second encrypted nessage; DCH2 using the symetri cal
decryption e Qaicf/iRb di A1 BRERRYFRRE WA JESERERACH he KidhndiiGngmouNt
of digital token to transfeéri; and DCH2 addi ng t({ﬁr‘eaasarmuﬁ "to its'rslt oregof

di gi tal casim amowt Bf ehreensyItangiamal, wwhepdin yrangfert dfaheadigitak tokén akcgiding tocthsh
transferred, preferably DCH2, acknow edgin ceipt of . the digital cash to
porl . Pr et Re piEate Rl e e it ¥ etopecef sty dn 468 SRR
aspect of t{RepPrsgant i nvention there is provided a nmethod of controlling a
first di gital token holder (DTH 1 ) to transfer a digital token to a
second10 ~ 9 digital token hol der {DTHZ), said DTH 1 having a

communi cat i J84 r’fg:ig :ALd | i I epfdrah10! 9RY i

di gi tal tokg{r%g angstggglﬁr{lg? I elr)l‘tﬁlaﬁ (@g?%h?%ﬁ?tl@a?lg?bﬁ{eg %@?ri ng alS
second i denprovided withnen(idéRficatiecEd/i ng a private decryption key capable o~
decrypting a nessage encrypted 5 with a public key derived from D1,
sending Dl to DTH2 using the conmunication nmeans; receiving a first

encrypt ed npa3asily P ReMbldutii RIS thOSEY B & FritQfustiaiSion#e pfovifing thet he

first encrypted nessage using the private ‘decryption key to obtain a
synmret ri®al DA witlpa fise povatekeyrapile ofdearypting atnessage encrypiechwith a pbblin ey

using the 1Q s trical (K r ecrvpti.on .k jcal
oy and | D28 RaTar R Rronly B FE e R TaeS B B et Bpuh ¥ PG

t r ansf er r edvilge DMore prefitabily el gt privatediegiié edpablelo€ deatbptingt dtiesygmaicryptal key
to produce a second encript ed nessage; encrypting the second encrypted

nessage wi t With thefirst publiskeyler i ved from ID2 to J.5 provide a third encrypted
nmessage; sending the third encrypted nessage to DTH2 using the

comuni cati on neans; and renoving the digital token fromthe store of

di gi t al 20 ok @rferaBlyhdrethod inmdudes the. stepvofiprdvidiag dot DDH2 twith pseserdprivate/kest i on

there i i ded thod of controlli first digital t
(o111 1)t Grerblcht e Pt AP R Y B ot e Rt
(DTH2),  sai gnd3borkd RBKE Rey Thef@BTBHS B&ved Troi®a BngoRdl VAR PréfErablgitha\@cimd h

DTH2, a store for holding digital tokens and a first identification
private key is capable of decrypting a message encrypted with the second public key.

25  Preferably the method includes the step of providing the DTH2 with a symmetrical
encryption key capable of encrypting a message that can be decrypted using the
symmetrical encryption key or a decryption key derived from the symmetrical key
(hereafter symmetrical decryption key). Preferably the symmetrical encryption key is
permanently stored in the DTH2. Alternatively, the symmetrical encryption key is

30  generated by DTH2. Preferably the symmetrical decryption key is permanently stored in
DTH2. Alternatively, the symmetrical decryption key is generated by DTH2.



(1D ~), said DTH2 having a second identi$cation (1D2); 2 5 receiving a
private decryption key capable of decrypting a nessage encrypted with a
public key derived from 1171; receiving ID2 from DTH2 using the

comuni cati on neans; encrypting a symmetrical key capable of encrypting a
nmessage that can be decrypted using the symetrical key or a decryption key
based an the symmetrical key 3 0 and | L7T"using a public key derived from
rT~2 to provide a first encrypted nessage; sending the first encrypted
nmessage to Diéfetablyitigmethed imehidedihe steh 0N DTER Mo viging DIHWwah #9EONd encrypt ed
message from DTH2 using the comuni cati on neans; _ S 0_using the private
decryption key to decrypt the second encrypted nessage to obtain a third

encrypted npggagsly M8 igidn SurfeMEdad rémk ! Q rypt
the third encrypt gd nessa%de] to obt a‘lsdr?gea{h%?%?‘téglrr)?ggen @%@%Eﬁﬂ‘%&gﬁ
DTH2; and 5 eadnptivg keyandilhi tusingtaopudbiic key térévedtfione DT tolp@ividel a fivkemsypted
According t ei ght aspe f the present .invention there is provided a
net hod o cg%eggzhgﬁ %ﬁe %‘cﬁﬂﬁ’ix 8’8?3&%&%%&%“%@%@’(%?@?“? ¥alpg.ansfer a
digital token to a second digital token holder (DTH2), said DTH having a

conmmuni cation means for communicating with DITH2, a store for hol ding
di gital tok&¥referablyDFH2 provides IXTER]i wish the first eDiypted miessaBa. HPrefeantily theanathabnd

identificati I recejvin ri vat e dec tion k capabl e of
decrypting gg%pegs}g‘ée eéntg? ftﬁp_e?ilgﬁ 'és%ﬁfq g”&@%‘r“?‘\/gé’ 1“?‘?O 18“’3@‘?]& ng
1D1 to DTH2 mﬁ‘mﬁ@dﬁﬁesag@mﬂvﬂﬁﬁﬂ{els%nﬁ&fhﬁﬁénc%ﬁb@ﬁ MidTH2a first encrypted

nmessage érom DTH2 using the communi cation nméans; decrypting the first
encrypt% nmessage using the private decryption key to obtain ID2; receiving

an anount ofp &g, f ~J2 '

anount  of dingr;i tal 15,?%?32k@m&{lﬁgaﬁ%uﬁf@k%(;@gg%\%gﬁf thohe F‘Bﬁgf%‘gédz*’%f’g?‘?m de a
second encr Potfedblyd¥EH ) eccetves donfmatien eirocdd evity tip tracsfrastahe digitdl OE&R
using the e uni cati gn ns;. and deducting the annpunt fromjihe store of
digital tokéeft er,&gfé(o‘g i‘ﬁ@tﬁ" PR _e‘Ef‘(théfl_"f_‘é We%éﬁ?di"rﬂ%éﬁgi oMore here
i's provi ded peferablyesk Sfblis K8y fslsbidegved feddh  tertichltvaluct oken hol der (DTH 1)
to receive a digital token Troma second digital token holder (DTH2), said

DTH hal¥bPng a comuni cation neans for communicating vwith DTH2, a store for
hol di ng di gigt & n nd a,first jdenti$cation ([f32), said.Df Vi ng
a second i dé’%&?ﬁ@ﬁ? ‘g?f%fﬂ%ﬁﬁ}(cy ’§§Jéedf ‘89&%‘9’5&@‘3 Snﬁé F‘Sgsa'é%ﬁ'}gfff’%‘rﬁ@ég%’
capabl e of d¥THY s oB@irAa ¥ecshd KhcRPRAVREREeM Plfai DT 40es Wershmafbtddabi Xi

ID 1; receiving |D2 from DTH2 using _the comruni cati on neans; . 11
encr ypt az~g 92¢ryption ksyrtg decryphihe seqeay eperypiod messagemta phtainghe digitabivken 14 bet

encrypted NBSSaESed.
20

Preferably DTH2 displays the information contained in digital token transferred.
Preferably DTH2 acknowledges receipt of the digital token to DTH1. Preferably DTH1
displays the receipt.

25  According to a fourth aspect of the present invention there is provided a method of
exchange of digital tokens including the steps of:
providing a first digital token holder (DTH1) having a store for holding digital
tokens and a first identification (ID1);
providing a second digital token holder (DTH2) having a store for holding
30  digital tokens and a second identification (ID2);
providing the DTH2 with a private decryption key capable of decrypting a
message encrypted with a public key derived from ID2;



sending the first encrypted nmessage to DTH2 using the conmuruication neans
recei ving a second encrypted nessage from hTH2 using the comuni cation-5
nmeans; using the private decryption key to decrypt the second encrypted
nmessage to obtain an anount of digital token transferred from DTH2; and
addi ng the amount to the store of digita} tokens, 10 Detail ed Description
of Preferred enbodinents In order to provide a better understandi ng of the
pr esent inventing ﬁrefﬁrgsﬁaenbodinents wi |l now be described in greater
detail, by way Rleeevingdi2y  with reference to the acconpanyxn~g

dzaui ngs | IR deoiVib i Brntarloh GrGRERRL g BR GRS L he Aol YS! O
for securely transtferring digital tokens el'ectroni ¢ neans according to a
pref en~ed fI¥¥MRof the present invention;, Figure 2 is a schematic

repr esent aty of 4a.digital en hql der sho interacting with 2.0 other
conponent st[g&?{ e gigetﬁF (S‘fg‘ﬁ{ gﬁﬁcﬁ "YE& 'gFé’Hﬁﬂc ggf Qﬂé’cggﬁ?@r&ﬁ?é‘) Brovidean
shomﬁngseXQha@g@dgkggﬂﬁrypted nmessages between tokens hol ders according to

a preferred form of the'.r'rethod of the present invention. 2 5 Referrizrg to
Fi gure 1, ther e B Ehwxiding B E2owith thefeocrypted muessages r ansf erring di git al

t okens by el ect R peans. . The . em.10 i ncl udes. ecure token handling
donmai n 12, one y%f??%@g@’%@ﬁ%ﬁ%?ﬂ?tﬁ%orﬁr‘?gE{@@F@F‘%re trusted third
parties 20. Trudyed mgm at&%pt%nace@rts d%b@?t the WS ESPtedthedagafol btsin thd he

t oken handl |,n%édorra| n 12 includes a plurality of sécure tanper resistant

el ect r oni c %glabtpkenteisinsfersed; | n Figure 1 there are a plurality of trusted 3
0 authggities 1 ; i ' a(é ; at | east one token
source 22 and ag)ﬁgg‘%&%%g&?g %%@ﬁ@@%#ﬁ& - {%}fl{eol*[gg%{en handl i ng donai n
12 is configured to enable digital tokens to be passed only between token

hol ders 14 wi t hi he taken handli{ng donain 12. Thys, sybject_to. the
except i on Ficmblitee °thm@°ﬁﬁ%e‘?n°6§u%méﬁaf5 doken tf%etr%lﬁfemee it &g
taken remaiidéntHRAMPOY the YIRHEA I Rabed Hdlinfolk S0 RELEE iR emifdiHeeigi t he
amount of tokens wthin the 5 token handling domain 12 remains constant.
The only ndekesris e amdunhofa Cwkey tebatdstried, the amonntfodningghetaker t oken
handliig domain 1 Zis by one of the trusted third parties 20. |If a person
ravi sheés to add noney to the pool of funds in their token holder 14, it is
t aken fromRefeabteRiiovip theaipeyl HReM o thel staftdsailifitl tdi@hs idvolves dadicties 14

wi thin the token handling domain 12 tlsrough one of the token sources 22,
such as a rfhepmgentQfiaumspcy Sansferted Ag d¥hRE fromride stare phEWRERSY held@ig %R ash

is renoved :Er i 112 by renoving it fromone of the
t oken hol dedristﬁl@&{n]aﬁ?xtl?ési&%g@%%lewg%ga %o]ale'n sink 24 where it is converted
to a conventional form such as cash or an el ectronic deposit ants a bank

account. If_a_person pru chases . a digital ticket. froman, el ectranic ticker
vendor 2% hePTferahdy adding;a disgtal fpkepHe W%Orf)ti’&dﬁﬁ‘?édo %ﬁ“ﬂgﬁfeéﬁ@ﬁ% i thin
a new t akenmandof Berd Ry Wallsfied f 4'¥kbn réprdieilide B inolufit HUARRASE Surfdiél
transferred to one&g}' tg?at%ken ho%ldersﬂ%fl. Referring to Fi gur?ez, a gecure
di gital toksterefbol der 14 is described in nore detail. The token hol der 14
includes a digital cashier 26 for interfacing with other token hol dexs 14

wi thin the token handling domain 12 or trusted third parties 20 ar a

trusted autPefdrdbly e puBliOkdynderivel sionhdZigiay Ao bt derivadcfrord @ateraptrakenus| ot 30
for holding digital tokens. The tqken sl ot 30_rn31¥ al.so hal,d, one or Lr(gre
encr ypionl dBEsoyding A &&fik aspestepinthe; Rresant dpnention dhera is prodded aqmethod (i her

secure ”emé%hﬁirﬁgvﬁo? %ﬁ@ﬁ&%ﬁ%@ﬁé foﬂ'}ﬁ.dﬁﬁ*‘ﬁf %?glixgélgsﬁgg HRYstdiRoff OF exanpl e,

non vol atile ne error correctio gl tal® cashier 26 and
taken sl ot 30 argoediig ofirgctifiyal xastoholdet (MEHDEhBng a stdre foohokdilg digital

m croprocessor. . The_.m cc-.apr peessor, crypt.s and aypts the

conmuni cati?ﬁ’ggnsdf‘t@%@“_&i"sidf%‘a £33 ﬁP@F‘%‘; .‘X‘%@c@m&gﬁﬁmans 28 controls the

digital tokens ShQkRihd &sdddfd H@fﬁnca%h%ldép(@@mmam%&@m?c Mﬁommgaigm?d _
h ken holders 14 within

nmet hod i nvol ving encrypted communi cation wth other to

the di git al tokemsan tipfomnrof dizitahensprand dsecondiidratifioationed2hi rd 3 0 parties 16
or 20 to ensure seeun&RACRANSSy 8£ov%i9é bRl DERH DN 2 1St Firded Bby ERKER So! der

14 is

deerypting a message encrypted with a public key derived from ID1 and optionally a



made physically tanper resistant so as to reduce the possibility of
interference and fraud ocau~z~g. 13 The token holder x4 tray be in the
formof a nobilelcellular telephone SIIVI card with the tel ephone that the
SIMcard is within acting as an interface between the user and the tvl Cen
hol der 14. The tel ephone may al so provide the communi cati on neans between
the digital 5 cashier 26 and other the t0ken holders 14. Alternatively the
t el ephone could function as the cashier 26. The digital token holder 14 may
t ake sone athporabuile@bl e fozm such as for exanple a key ring. The transfer

of iiiformatiozx between t t oken hol ders 14 wil | r ef.er abl rise a
wireless 1 D com‘aéwséﬁ? p&i"%ﬂéﬁ asecqnprivais key, cagable ﬁ"r%%/‘}%)%mé"?s“ﬁ%di 0

frequency Gl ;N0 edpRbd ¢ scal ki

Al ternati vﬁ%@dﬁgﬁﬁ %@“ﬁ‘éﬁ&@?ﬂg&ﬁ’ggﬂﬁ%?‘ggﬁ%n o%ieé}atg%ﬁ?%hegi%aet%r K,
i ncl udi ng aapatile bf toeryptingas mestage that i hadecr3pied paingi mgynBngaigdsdecyiption a
nmet hod go f.or the exchange of digital tokens in the ~ 5 formof digital
cash be WeelWYa first cashltoken holder (ATH 1 ) and a second cashl t oken

hol der (DTH2). BachH)draNidRk Y wialier, DCH 1 and DCH2, receives a
respective private kéy f zKl and frK2, specific to that digital cash hol der

from a respect i IeCH 2 enceypting throsymmetrigal key andriD2 nginga pullisdeayiipelpding g 1

cash bal der ctive identifi i and ~2. The private keys,
PrKlI and Pr%gqg? %ﬁ?é&é" P@oé”n@tarﬁljs{r‘!’en(s‘égé’é%%ggs%%nti fication, ID 1 and 1D2
of the cash hol dpCH2dvillingDCBCwAthane fisst esipnedineysapele such es the current
date_ Steps 42 and 44 show the respective cash hol de

DCH and DCH2
recei vilfy t oday' BCHH| ysingthecrsbdectypiion ksyto deeryphthe: VEF?‘?’W‘F&HWSH@G to
respective ;@M’t e d TA2. Each of 2 5 the cash hol ders
stone the r%‘gt%gtéﬁffdse p%%%ltkéy}é%y rKl1 and FrK2 for the duration of the day
0z ot her period DCHIimeesiving antinount ofaligipl cashtte bk epniferebiotDEHAM t he

respective trust uthority. . The rnethpd.af, prqvidi.ng t ' may
be for exannpl e;ﬁgﬁ'ﬂpﬁmt ths B’F"’P‘Ffeogié#aho‘iagéﬂuhbm |cae¥“'|}/‘%in€ic|e ®

est abl i shedpMdhét d dRohEeReFited Redsapst ed authority, whereupon it downl oads
and stones ?he private key. It is preferred that the communication 3 0 for

the dovifi oadi ng BCHIkncpymtingthe seeynd enceypted message with g pyhljc key mhudmedig £ py

the trusted apthority using. a.publii. pt the private key PrKl or
PrKk2, the eFl’E:ct| tcg‘ae%rdfa§at?g’r(kvé§e?h‘é@%‘gﬁﬁ%ﬁ?ﬁ%g%b the respective cash
hol der, wher eupom(H1 providaiF»HEHRAvittsiheghied enclypted messdg@zi vat e key hel d

wi thin the respective token hol der. Wen the rﬁii%ﬁqc,lti ve owners of the cash

handl ers DCHL an®Ghtgedigtirgthggaouat Femisstaors 8 fe¥ng the transfer of
an amount of di gi;j(;fﬁ f'wﬂ&éﬁgﬁ&%ﬂ | defypPteGrd ed@ypitb®meaape ol der
DCH2 the process o ?Fflgu gwfconti nuaes fr%’tn?ste{g%& At stétia)}p’)ls 46 DCHl1 sends
its i dendi f iobwin tha s¢dohd tencripfied® mesdsaget ep 48 DCH2 receives ID1. It is not

essential that 1 e encrypted, ,although.it,is,pr r t a
basic | evel of eWt"F‘Hﬁ lbé Syoptn H&gaﬁg&o%ge dradg‘g(rgér&)@g Sieg&{tﬁlsgﬁca public
key and pri yadsGadbqd obtain the BB 0nt of degithl tHkeh iddrarsfgani@andl ers within the cash
handl i ng domain12. In addition to the 10 cash holder's idenrification, the
name of the respdEHYaddingthecnaunt todts stgrepbgizgal ¢sbyi ded. Each cash hol der
can generate or has stored a symmetrical encryption key and symetri cal
decryption key. The synunetrical decryption key is the sane as or is

der i ved2fr orpréfeebByDCH2lisplHahg e ampphi efidigiey cashitensferiednet ri cal keys may
be fixed for each holder or may 15 be generated each tinme a symetrical key
set is required. At step 50 the symmetrical encryption key (Sym K. ey2) and
the identifi i H@%Fﬂ : itabbdnd t@ Dp1.i ¢ key derived
fromthe idelﬁtl [ altgfjon 0 %d&ﬂ@aﬁl?‘é?%&%egﬁg&?ﬁ%ﬁgu{srgent date to foz~n a
first encrypted message (MSGL). At step 52 the first extcrypted nessage,
MBC7rl is sepnt.to.t i r.st. cash hol der DCH1( The public key derived froax~
| D1 and todig'cge“&]ﬁﬁ% ‘%Wﬁ?”fs CHFCHP4s PuK (1D 1, date). At step 54, the
first cagh holder DCHl receives the first encrypted nessage MSG _ At step

56 DCH1l decrypts the first encrypted nessage using, private key PrKlL to
obtain, at sxwrtbeg te Hesixthnaseet @félrhekery,sensyﬁ\'%gﬂzgth?ra 1§ H%W‘é%‘%tai ‘F‘F'E‘ﬁ‘%i(gn of

DCH2, ) D2. 2Qntrolling a first digital token holder (DTH1) to transfer a digital token to a second




At step 60 the user of DCH 1 enters the ampunt of distal cash to be
transferred to the second cash hol der DCH2, such as by keying the anount
into a key pad of DCH . This step nmay occur earlier in the process, such
as prior to step 46. At step &, the anount of digital cash entered is

di spl ayed to the user to receive confirngtion of the transfer. 3 0
Confirmation may sinply be in die formof pressing an K button or nmay
involve the entry of a personal identification nunber. pace a confirpation

of the tranligitnl {oken chadilere (DTHR)S ispidt NGk nbaviny de COMMRYHCITAR IEES IRE
: t i t he..sy.zz~nget Lical ) . . - i h
ST e i S S 5,550 N e o n B A

64. The sequdD), &€ DIRIEKhvivpss agendMdedtificatibh@D2ncrypted using a public key
derived from5 n2 and the current date (PuK (IDS), date)), at step 66, to
produce a third TEsRYIpS @cprivake deqytivodsey apablecy) HB&%“F%F“&?]E?‘?%’P‘%@I
nmessage -M5G3. ash holder DCH2. At step 70, the anount
is deducst ed r%ﬁﬁﬁ%kee&?[egygfgﬁﬁﬁpgftal token within the d-cash slot 30. 10
Second cash hol dendibgH21 teDEdHZasirghthe témanicatton/mead; nessage MSG3 at step

ol der- s pr | vat dORIYINBARBBIPIR fees I SR DL WHHE PpPar et
step 74. The priyat@ikehd Bt BRriRbenetdabd u§i1 the eiva® deBrypbn kepforshtiin

downl oad a new private key every tine it is used (or as determ ned) _
This way pra smnmekizaskey eammbley ofienntyptinges massage thatosdndbel daerypigd swing they . A

privat Gey _nmay .n be destroyed i lately upon. r I . a new key,
but ma CPoe éﬁ"ﬁ’ﬂé&cﬁgﬁﬂy ar ﬁgf“frm%d]fq(etyfmgg%eqn ‘?‘ﬁ&“@&‘ﬁ‘%@g&&% grlg%1 ens caused by
i nst ant aneous ke&cﬁ@ﬁ%ﬁﬂﬁ%ﬁb@&ﬁxo&ﬂiﬂ?tﬁé @iithiabkdnAto betedsferded toDTHR2ep 76,
t he second encrypted nessage MS& is decrypted usj glgkt he secopnd symet.ri cal

key or second syeReEYRtingathedigits]otokem wily they syrmgtiicar kak to R5ahice RFFnd; hat
t he anmount Qﬁ§ R ived by DCH2 this anmount can be added to the store
of digital cCas %gl%fgslggg’m—lz s d-token slot at step 78. The ampunt of

t okezr received escrgitiig thy eetohd ehérgpted enessage 8Gtht opahlivikayrdetived foneld% @nsf er
of d-cash has occurred. Preferably the second 2 5 cash hands er DCH2 sends
an acknbwl eBEYiea Bird eASYPEL 1953285 step 82. The receipt may be encrypted
using the same | gy@ mmmry@' B Afesddzd hs DIHDbsidd thb donpiuiEiibntmedDEH?.
The receipt is recelkrtﬁg%mat step 84 and gi splayed by DCI~ 1 at step $6.
Optional |y @i anount of d-cash transferred may only be deducted fromthe
store of e-cash once.the recei h b r ke . variations on this
procedure nay ocewqwsagﬁq@%ﬁ%&ﬁ’gﬁ%&?’%@eﬁ% eremlﬁ%é' user of DCl-12
enters the anount in a "|ease pay roe this tunount request". The procedure

i's .. 16_ substantially the same with the dii~ergences bei.ggdl ir&ﬁ&dgf
f ol | ows20 DCHcpriang tona seeenth espectelothe pIesspt WYRRYAR PHEOYEPG M The

process then pr i t.0..5t t 1t Pedeli@ At tok@Y frbm £5oidt ed
wi thin the Wﬁ%@@%%&i}%%ﬁ‘%@%‘é@% o(%m\j\ﬁth cSym Keyg and 1172. Step_ 60 is
t her ef or e naligitqtokeedhaldert P TEZ)U NI AXTHE chavirgnta HprDCHRcationt MsaBh Bt he

confumati on of the transfe the a nt .is still requi . The

pzocess t herfORBRENGABE with bggilz @bsé(ﬂeg%o fimﬂr?sbgli’?i}ovgi ?%‘g ??‘n‘g‘tﬁ‘é‘%ﬁ%“ﬁ ere

it is desi rqﬁ?;)osﬁ@mqﬁmgyecgﬁmﬁeﬁm%mml to DCH2. This p~ncedure
ol T ows. [ i i

occurs as f ~"he dentification of ~2 must be known tv ~. 0O the
user of 2BCH 1. Thieesiving abpsivate deeryplion key tavableenf ¢RCRIMEPE 2 MGHRES SPHIM
nunber if the..cash handler. is.i e fon~n of a nobile tel ephone. Steps 4~
to 58 are orﬁv‘[ﬂféaﬂl?l}cglfﬁytq%gvﬁ(?gg%s@’At step 60 in addition to the entry of
the anmount of d- casdiving IDD &vai PTH2sBGHAe thiemudieatiorf ineatts; on o~ DCH2, ZD2
will have to either be entered by the user ox, far exa

l e, recal rom
the tel ephone or @cmpEas® symmelicpl key pgle jof W‘@é?ﬁl‘:ﬁsﬁ%‘g %ra{)gg’sfsbf as
15 is step 7 4, | 294 BAMusé€ b thd syimEchlkdys
decrypted us‘?eﬁgﬁ)ép%z?%{h%rm@%gc%%hrﬁl%aggmt%ﬁe S rcn’[~etri)£(§!:'iaflh key Xxs not
used i n 3Ithi safriDdasinghputilicdey Berivedt from 102 tapiovideiafirstensrypiadTaess2gfay occur

by text transfer, sych as.using short nes Vi VY O

net hod of deri vi nif“a’ﬁ’& q?%lgﬁ‘f F‘B‘%}E’ﬁ‘gm"ﬁaée E°?1§€§?§151?§§ﬁ? @%ﬁ@ﬁg‘“&ﬂﬁg; and
publ i c key Prichivipth fRudR RRyyphel méRageLKGIIE2 ading therdoymiufication tians;ok en
hol der's identification use the al gorithm nethod described in the identity
directory-less public key cryptographic system described in UK Pat ent
Application GB2370471. A, description of this (IDPKC) is also pzavided at
the CT1~G www. cesg. gov. uk/ technol ogyl i d~pkd. This cryptography 2 5 net hod
allows for the generation of the cash holder (identity) specific private
key by the trusted authorities az~d the public key derived froma cash

hol der identification and the current date by the cash hol der. Anot her

. " 4 o o N o o, [ ———




poi nts, redenption points, bonus points, etc, the manner is identical to
handl i ng cash _ 17 _ except instead of anpbunts of cash beiztg exchanged
anounts of points are being exchanged. Wiere a digital token holder is
capabl e of storiztg nore than one type of token, a record of each type of
token is stored against or within the tokgn so that for exanple, loyalty
points are not added to cash. rn additioxx, where the currencies are 5

di fferent national, currencies, such as for exanple US dollars and Singapore

dol lars, these fHFiRE thy payate dessyption keyse dseryat theesoopgd eBemMBed AMessans: 10 | er
i dentifying i£. US dollar cash and Singapore dollar
cash. Wereo%ﬁ@%%ﬁgﬁgégbgﬁﬁ%éi@& gift vouchers etc. that are discrete

itezzrs that canusingythéeaybthemricabdegadt détiation lagatond tnibe hitkdi éncypoed ar
to those outlined above, with the exception that eac igital taken is kept

e, W] h
separ at e f r GIFFHEREK opfnig;a digital spkepdransferpd fromdTHZ and of each token is
di scretesand int . . g token to contain a
di gi tal eSsi ghat urg&i%ggﬁa%}g%é&%ﬂt @ﬁﬁ?&%{:%&%&al&?ﬁ%é itemrepresented by
the token can be verified when it is exchanged at a token sink for the item
it represents. FEurthernor ~uvhep . a digital token is.transferred to, a
second di gi ﬁgﬁ*’r{i&geﬁ %F’@gf W@ﬂﬁ}}‘%@ ivegiien E‘l’?"‘? SORTMES ok ethed; 8 e
so that the ouxstﬁmi@% alfiist &i%lﬁﬂn«ékéa gbrd;ei (PHENt Rtk  iitaPitkeA T Whgbodd1e

e

token represents. Tt nmay also b esirable to protect the digital token

f r om damagedigitabrtokere ddder; (DRHR)Yh saids PTA) ihasthg? a0 copmmpication| mikens ey be

stored wthin each digitaltoken holder, i,n.a &a [, Xesist aztt. . SO
t hat t hié\b con %?ﬁ%’%ﬁ“’gé"eﬁ‘ P g heSHC S%r %ﬂ@ﬂ"ﬁdﬁ@@?ﬂc‘aﬁa@q gcgiﬁgt ngﬁggg%mof
t he encrypt e pdae DI Havldlp al secodicidbaifibaBseDie encrypted. version of the
token can then be stored anywhere inside the cash holder or left wth a

service provi der recgpane o psivatecderpmsign thew capatie of decraptive afmessagmeEmtel out
of the tom%ﬁpﬁﬁﬁﬂictﬂ%?dgﬁx?&ﬁ)mtlﬁ?- 2 5 encrypted token can be matched

agai nst the reco stored I n the token hol der as proof of authenticity. The
hash record wi || stiakmg H¥l toddDH2 dsinydlre ddmemohigationlmeanken i s transferred out.

Shoul d ere be any.repli.cation of the encr di gi.fal token the .
repli ca{Lgon i s s&fferd Fﬁé‘tg‘é‘?ﬂ}pta% iessage E@Eﬁgﬁgﬁd’é}n ti‘%‘éo%“l%té% B 1
not be consi der eQe¥@hiish MeSirkiQnciyptedanéssitusiiy e pHURE deaDpioi Koy t3Qbike
authenticity of a token can be checked using its digital signature, where
if the digitlBR;signature is invalid the token will not be accepted_ Upon
verification of the.authenticity.. .- of ato it dded to the
digital token sl 5{30_31‘,’153@813ﬁwguﬁooffﬁfgltgk%g&ko‘eﬁ%ﬂéﬁ%ﬁ{“my 2‘;‘ sent confirming
that the digital dnekgfing @i DaovRoTVdigtdl rtokent with fal publlicdieyi degived doan N2 ltder s

token slot. S 'Were a receiver initiated transfer of a digital token
occur s, 20Ohe RraYiHBa seeondicasmypied myestagat out | i ned above. In the place of
requesting an amupk;of pdi Qi &5Hhed" fEsAES 0 DTisA dtle Rk Wnibalikakion
requests a specirr?#c lgggtlhtga%%lgign. e x}1i\|srss€é:3c?gi t al tokgen hol de~c | ooks up
a list of takens;arnd possesses and finds the appropriate digital token and

reduests confirmafion.of the transfer of the token. The rest of the
procedure is the H‘é“%qlﬁa?‘ﬂﬁﬂt%p‘@gﬁ’oﬁg‘?f °g‘fi‘gi‘f1a§1°?%ﬁ' cash being transferred

substituted wth the tokez~_ This process car,, be further enhanced by the
sender rendering the token invalid by damagi ng data contained w thin ';Pge

di gi t al 2Bokehccosdion tas binthgspect ofthe presenttipeengion there 15iRspYwded 8 mpthog
a . . ‘ gt _
ST b as cRRBNEE § e SRR e (5 ENR iebhifd o it ool it £ 36eohd

overl used. |digithlonolexatiplder (DEH2)keid | BTHS etlaving eat camnenicatiam raeeeat fort he
damaged digital token can, be used to allow re-entry into th vent..w .t hout
having to pas¥maumesingnvith WHie stare f hﬁﬁf%ﬁﬂ‘@%‘?ﬂj‘.%&gﬁf HEREGEOR, <
over the ent i) @Eﬂiﬁﬂizh%ﬁga%@fbnﬁ‘?déi’xﬁbﬁ‘éitﬁ:ﬁ’r B2y} viThere a token is valid
for multiplerede~npt~ions, Tt can be represe(nt ed as a nunber of single use
di gi tal Xbkens. |rctiking « aseatt hecryptieniey capabtcoof decryingde mdseagle anerypkdt of
a single toke Condi tions. agsociated wth the token can be represented as
i nformation Wﬁh?%‘ggﬁ%‘é’hﬁ%"f Eﬁ”‘fﬁ%ﬁtoken. Far exanple, if~ a season ticket
is represented thageivhg 19206 DTHIKGYINERB comaluadation nikpy; opr i at e

acconpanyi ng condition. O her conditions mght include a digital token that
is non-transferable, a digital token that represents single entry for a
group of people, or a digital tokexl with Ganditi OnS On the entrants such
as



age, nenbership oz sone other qualification of the token holder etc. 30 The
digital token with an associ ated set of conditions, can represent the
conditions as additional data, for exanple, using XMr, RISF or sinply nanme
and val ue pairs. .19 In the sinplest case, where the condition is
attached to the identity of the token owner, the token will include a
representation of the requir~nent prior to digital signing. For exanple,
nontransferabl e condition rnay be represented by the inclusion of the
identity 5 of teacptpg D1 voken publickey d@efedrfeom dR2 o provivdef & first ancryptad e

pl ace, a cﬁg&% u; conducted to ascertain the token transferability. Only
the digital R&H hol der with a corxect identity or a special redenption
devi ce (such as sandingeid firgt dicHptell méRKRToPTH udifip el OWBGlitRA RRhs t he
transfer. 10 Wien the coxidition relates to attrl%utes of the owner of the
token, then it efdiviBg aecend anorypied mpssagsviiem DITEhusing Hhe comarmigatign

di gi tal lgy gh&ﬂ?d attribute certif cite or a physical equivalent to prove
satisfaction of'the conditions. For exanple, a digitally signed age
certificate nay wsimgothevprilete décriptiont kdsetd Bedryshotsschid! érffired Mesdageuent
which is restricted by age.. Alternatively the tqoken holder may show their
drivers |ic&tids aBta“‘PB“'s‘b‘grﬁﬁ@%t“ﬂ‘@Ptﬂa&fFf fromyJaTH& andgent i fi cation to

satisfy this require . i jgital tokens not being
able to be transferre@aﬁﬂ?ﬁﬁ?ﬁyos%lggﬁdg%ﬂ%??gf&fo'en envi ronment and only
froma token source to a token sink. 2 0 Wien the condition relates to the
time agcb pl ace. redenptian, then additional functionality can be included
for thedi gres ORET LN Qf 3 relore LIpQAIments, o i dity of redenption in

col |l aboration with the redeem ng token sink. An exanple of a sequence of

events for a token to go fromtoken holder one to token 2 5 holder two to
gai n ent r ankeorde te pr beitter wrdstatagdingiod the presemt-invention spraferred awbedimepts g

specific digihtal taoken T. DIHL recejves. the reques eqli st
of tokens i%‘%gé‘geb%scgegm}n lgigf]%’%eer t‘ﬁeﬁ“ag’ﬁr‘%&‘&r? at éma’liegllpg’l&ﬁgﬁgffcl}éﬁl?ég’gm. The
user of DTHiccompatiyimg dratvingt,ig whidken to be transferred and the recipient of
the token. U sing the public encryption key derived fromDTH2's 1 D2 and the
currentlMate the - 20_token is encrypted, which is represented as PB(1D2
date) (T). ?hpcn /T ' ha. SERY el lins apstaProk&guest
Qfar the ngl esslatgyd_gcthﬁlﬁ géu%leggcsgfm%oﬁlew da?/ %{S%gll fo? gfcgr?le 1%\%/11%%3? n{gmpubl ic
encryption kgyledmmicmdarfsraoerding to aipeferfed fart afithopre@fiHinvention; and t he
current date. Optionally, DTH2 could ~, rst 5 encrypt the request within
symmetric key so that the ansverer cazr be encrypted with the sytrrnetric
key so that FiéBré 81i§ hakchanARNepdSHdRh - ofHNibSl thREEhNEE Ha/mEiRREAcEhE vith
message fromDTH2, DTHL sends the requested information to DITH2. If the
symet r2@ kether eomponientd efithesysm oBigmesle his key to encrypt the requested
informatiota and send it encrypted back to DTH2. Wen the 1 D conditions
are verified the digital token is redeened. If the request needs physical
proof to shPwikd®isd dcheraticediggramibhowinglexcliangd bf dntryptddanessipes betsuees tokemd
response can tal Ge the formaqf inspectjon of a _docunent, by .a person or a
machi ne scafAidey ageardigs & ¢ prefarred fory ofthe mcthod of thereseRtiRYPI®% der 1 eadi ng
the information 15 within a smart card or so forth. Mdifications and
variations may be nade to the present invention wi thout departing fromthe
basi ¢ i 2%entReferioptodigire 1 Shete isrsrahivini asystemnt Ofay secmelyucrmsfepringr digitab gpkens by
receiving th ri.vate key fromt trusted aut hority. ther t.h ' i ng
downl oaded SIECHOHS THENS e Sgermy, E&t}]‘aﬁaﬁﬁ%‘ﬁe anﬁm?hﬂa‘?f‘n&f%“ﬁ%ﬂﬁgkéﬁe g
hol der, it mivty traSted AtRbRRH Q8 an® o6t more trusted third parties 20. Trusted authorities 16

are also trusted third parties. The token handling domain 12 includes a plurality of secure

tamnper Tesistant electronic token holders 14. In Figure 1 there are a plurality of trusted
30 authorities 18. The trusted third parties 20 include at least one token source 22 and at least
one token sink 24.



when required azrdlor at predeterm ned intervals. Such nodifications and
variations are intended to be included within the concept of the present
invention, the nature of which is to be determ ned fromthe foregoing 25
description and appended claims_ - 21 CLAIMS: 1. A systemfar securely
transfezzing digital tokens by electronic neans, the system5 conprising: a
secure digital token handling donrxain cedgrising a plurality of
tanper-resistant el ectronic token hol ders, each token hol der having the

abi ity o PregqSRePhlaRl Bbmain B BIGRARGB i kthidightl thitdhs!th Hoadded Sty
digital tokens; neans for sard token horders to comyunicate within the

di gi tal tokerbetveedtokap Hdldet rtdi within(the tolien thandlingr daesie 1. 2hoThkess Subjess 4a<he or

sai-d token holders tp c nj cate outside the digital to . ' in
onl y i th pr GACEUPRReaEr Jelosa o D TG of Fehpn g SHRHERkeh dnithe™
trusted aut hQphithils WRELMESAiBIA thich rkfe@nBdidbuttehby, dd oWt of Rkieypivithin the
matters; means for encrypting and decrypting secure communicati ns_bet\ggen
t oken 15 Hol deken hendlngmdarnain d gemains caristant. h%hmwl)ﬁgnaammp H‘,’hl‘t‘ih%lt"g@\’/ﬁe@ﬁ

t oken hol ders _and the.pzedeterm ned.third parfi es, P iy tal
t oken transf éPgrE%ov@%ggb@quls;nﬁgﬂlggr%Hm@ {%{Isﬁ)io#gagfhg%?cht oEeﬁarg%ln [i ng
domai n. 2 0 2f ahehkh bashes & 6@T Mofiey (oQh€ haolrof fimdatie tigsimtokdiehotdarist, itds taken d

t oken hol ders to conmunicate within the digital Iokenklgﬁgldl i4n .. donpi nki s in
the form of offemdi woaventiparl Bpneyhsourqesdadded o thair Holees) JAqEithin dre jolcor
syst em accor di_ng;. e ' eﬂ‘/@ﬁfr- t Ragadhfle siRilg tbhaken
2 5 hol ders %ﬁg@%ﬁ%gﬁg t@&taglll[gréel?t&ge c?ﬁkgl ta &tk(r)hl%é%ﬁlﬁandl i?}cgigl c_?omai nis.in
the for miaf aAdiogiatiaTeltarNiachinet Hiltewisesiaste 3s remokedSom tiee toberchrndingidomain 12 A

system accordi ng to, any.one of _cl aim 3 erein, t.he ans. .
encrypting and FEOMASH! figmase of g‘eéﬁkﬁn#@%&%{ﬁ'\é\gy’fo%"qeﬁ ® ﬁg(ﬁﬁﬂd?}é(gjfh where it
control meansig @aideRto blivinthll &RA) shakecdinl ek, elbutroficsdepbsinime adsaikng

to claim4, wherein each control neans operates according to a 2z

pr e- pr ogr anmeatcoeth &k persosmurshesds agligitalitickst frgmianslecieninigke yendos tignupber
fromthe respegtive digital eas>zier. .Db, Gl Bl aPhdnalifd abdit 12
wherein the cB g%s%@pgg ﬁ%*g?%?%lr&e%&a%ﬁgﬁh% taken accor1 ing to a

pr e- pr ogregmegntiRideacidresie puhased had GRistored enone/gfitbeitokert inlders bdmuni cat i ons
wi th other token hol dezs and predetertnine~i trusted parties. 7_ A system
according to any one of clains 1 to 6, wherein the anount of digital token
within the segufgadh & fidhel i KBider | 4 TRAREHGATRAGE dewdleThe
where 10 di gi ?‘éf oé(g;nﬁ%lé“ea%éé%%c‘é}g%{gpgg%gredgfgi tal token handling donain
by a source pis@athelde: 14 eekltdes atdigital lashier26rfoy interfaging wish othek token §o d
fromthe secure digital token handl.ing donnain.by a.si t '

party. 8. A sydtx delgFchan “Eﬁ)g‘?ﬂ‘%ﬁl Pr %%ﬁt&? g?‘ﬁy?%cso#goro% &En%%ga@lﬁs ég
authoritigg proyd @RedRol@aCTy Aok finddel 8 @skewisidl 30 fIeksMiigi digitdt egkehnrThestekem
decrypting encrypted conmmuni cation with other token hol ders, 9..A1&,s%s enn
according to elotH@rmay alsenholdopncgor mpke AicFYPEaBdeeyREI Kekiy Aterpaiye ﬁitkﬁﬁse
identification, 20 10. Syst e r.di L L Rer. Wherein the
decryption keimﬁlr &ﬁ%?fg%éb@%g%%%é%%%@g%%tﬂ%ﬁ%@s% private key capable
of decrypting a nessage encrypted with a public key derived fromthe
identification of the respective taken hol der % 5 11. A i&c_xritﬁlH tl_”l%an.rh
hol der conpr i skhegokan Fletzit may, be.fap erample foavalatile mgmany 8t PRECaPSi ¢ at

tokens; 55 digital cashier 26 and token slot 30 are controlled by a control means 28 in the form of a

microprocessor. The microprocessor encrypts and decrypts the communications of the
digital cashier 26. The control means 28 controls the digital tokens stored in the token slot
30 according to a pre-programmed method involving encrypted communication with other
token holders 14 within the digital token domain 12 and pre-determined trusted third
30  parties 16 or 20 to ensure secure exchange of digital tokens. The digital token holder 14 is
made physically tamper resistant so as to reduce the possibility of interference and fraud

occurTing.



communi cation. neans for enabling communication within a digital token
handl i ng domain only with one or nore other token holders for the transfer
of digital token to one of said other token holders; 3 0 comunication
means for enabling conmunication outside the digital token handling domain
only with predeternmined trusted third paRties x~ncluding conununication for
recei pt of a decryption key; - 23 neans fox encrypting and decrypting
secure comuni cations with token holders within the digital token handling
domain, and with the predetermned third parties; control neans for

cont rol | i nd he tekenthgldsr 4 may getimthetfole nf 2 awbie/délhdarttelephone STMr cagt withlk

t hod of i.cati W th oth t ok hol d ithin t 5
gl al 1 o agpE e AR STAXarE it bovte db A inefieS Persuie R g 4 6 1o
ensur e secholeeks HAngtelephiordi Gay dbo Hrolids the chdnmubidhtioh hithnd B& B L diital

accordigg to.claim1l, wherein the nmeans for said token holders to

communi 2 at &8 O fnd theg thg token holien 1Aa dtemagvely tes telephonencaulibfilnotion af  a
digital 10 I - ag) i t hol der . . di gi tal Kk
o der acomrar e 2d. i G 3a bNoBAE bR sliSe HEE: it forh Bt S o <"

t oken hol dexample akey rimgruni cat e out si de the digital token handling domains

isinthe fortmof a digital cashier that resides within the token hol der.
15 14. A digital token holder according to any one of clai~nns 11 to 13,

wher ei n t heLERAASES Of in@HRTHOE bag ame%ﬁﬁyﬂah&g 1%%}(13%%’&&@%8@% is in

the formof a control neans resident wthin each to A
di gi t al 0t okkemuhgicaéen suwbmsdhe dnfrasred |cainmubikatiom er eddiv Faqlency ndmmiunicativis

i - d net hgd of i d .
Gocrypt: ng L8 ihd e st LOMRE " ANERRERL s n GBS R BliGiepian 16
A digital tekenchkphsrmnetanb iftliding @ mivbakieildar néh@yei N the control neans

controls 2 5 stores digital token according to a pre-progranmed net hod
based on infonsnation encrypted wi thin connmuni cations vaith other token

hol ders ang %}EB% | &S i Qi ¢ hal.

accordi ng ?: 6%%? ne og%g‘fagléﬁéhﬂs Fg{‘:ﬁ?’% 4\%}%0%&eﬁéx%%g%%&#§§ﬁha§flg§lﬁegi tal
t oken Wbt hiform bedipitalucash deigiceala firskeshtoken dibldes (UTHE) fnd £ 8edond cagdimskant
except vvheregigia% token is added to the secure digital token handling
domai n by 5‘0 b redetermned trusted third party or digital token is
renoved firomthe secure digital token _ 24 handling domain by a sink
trusted third party. 1$. A digital token holder according to claim 17,
wher ei n t h&agmdigital eash diotdey IPEH 1 aad MACH2,i resciyes aviesective privavk key Rd{ dead wi t h

a decrypti ey f.or use i.n dec {ng 5 encrypted ni.cation with other
token hol ders? Sbeeifiq b} i BRIt o ‘8&%‘?‘6’1 tﬁg@%ﬁ?{h@%ﬁ@{\g, ms 1

| to 180 whespeitiveRyaciiach@litiholddtans b eéspb@iveadentificition] HeNid At TRAprivdle 20. A
digital token hol der accozding to clainn 19, wherein the decayption key

provi ded bycPadEK{ and P2 arn daivied froms the rewmectivecidpntificatignaiPé aad B2 afykr i ng a

message e”%éiﬁﬁ ' ' [ { ' I f{.Gat ¢ t he
respegt ive to eﬁ%%f%gbkﬁm%&o%ﬁ{gf%g%ég% %ﬁm%%g?%déldaﬁgk%t% ?j

i ncl udi ng tahd 4dtshpw thé rdspeqtive whshi inddar BEHURAd D2 adceivirigatndiiasn glivag kep mai n
Coken hol aBr<h s R iRsoReivefy omshereoeaes weEBREY BALRATAI TOER AT ng
to theabr ansé &&h ﬁ&ld@ﬂsgi&@ﬂmetr@f;&gigg%%le REy PG 4RFERO TG 6 BEraG ST RE 68y | NY

with a correspondi ng predetermn
or other period of time or until a new private key is sent from the respective trusted

authority. The method of providing the private key may be for example; on powering up
of the cash holder, communication is established with its respective trusted authority,
whereupon it downloads and stores the private key. It is preferred that the communication
30 for the downloading of the private key is encrypted. This may be for example by the
trusted authority using a public key to encrypt the private key PrK1 or PrK2, the encrypted

private key then being sent to the respective cash holder, whereupon it is decrypted using a



trusted third party to obtain a decryption key; 2 0 a first of the token
hol ders (DTl 1 ) comrunicating with a second of the tokexx hol ders (DTH2)
by an exchange of one or nore encrypted nessages, wherein the respective
decryption key obtained by the first and second token hol der enabl es
decryption of the encrypted nessages seﬂg by the ether token hol der,
wherei n one of the encrypted nessages Tnctudes an anount of digital token
to be transferred fromthe first 2 5 token holder to the second token

hol der; tr fimed privatexpeythell within the reépediivp toladn lioddeen according to the encrypted
r~nessage including the anount. 22. A nethod according to claim 21, wherein
the method further includes the step of a 3 0 ~rst trusted authority

provi di ng timgenDitred ‘?é&‘w cﬁvnfefsr 8f Y cash! ﬁ'anglfe\‘a TREEP 5 OhCHRC L g %
nmessage encrypted w public key derived firoman identification of DTH
1. (1D 1 ) wransactigpinveBring\theetrinster ad car athount toff digisal rtoleed, frwhetﬁlemaslt heldbe st

Ger  vecd fr DARLE 8 3 BPUE T e phet oiiRex TEMBRE LB P B (LS, or e
of clai ms 2% MCHP Sendd/8 iRintifiéAHn 1B RODCHIC| ACRS 48 DURI2SeaIVATDR! Wik @by t he
DT~-T2 with a second B)ZI vate key capabl e of decrypting a nmessage encryEt ed

with a publessentiaythatelDl bal enerypicdnalthwugh iif iscprefeomnd dhatDitHeast 1apbgsic jesel

met hod acc i np,. erein,t second | e of
decrypti ng%ga1 ssageﬁéee%crypgg’%lﬂyx]et r"‘".lhll%tB Rey Q}%ﬁlfzﬁg%f‘gc?é é%é&gp%)

t enpor al vabmenondo all diptal dhsh ﬁaidm@lwaﬁmhamn hargliap vowam 12 I hdditian t3khd 0 25,
wherein_the t hod, i.ncl udes the step_of I’OVIdIn he DTH2 wi,ith a
synnet?‘Pcalca'?Et}f’l‘geéﬁéﬁ?"é‘ tigatiopnthe pame gfths r §‘§W§§“§g‘ﬁ‘;ﬁmh%ﬁyb@ya’§ﬁ%@eéld usi ng
the symetrical key or a decryption key derived fromthe syrz~nmetrical key
(hereinafter symetrical decryption key). 15 27. A nethod according to

cl ai m 26, \Hacheash htohbr sanrgenenatecn hakstgred 8 smmmwpbomkwndmmwts A

e

et

symret ri calgyg@fdiidal bﬁ&yﬂtﬁ)ﬁ Ke§. ABE hﬁ@ﬂerﬁiebe‘oﬂéﬂéﬁmom&demwz 5
30. A nethod according to either c a|m27 or 28, wherein the symre rical
decr ypiPon heegenpetegesich imedja symmpiizakiey st ipraquiedsc AdSkPny of

i th Tor. et Rl RETAe (R HEREn DR %@l o s@“ Berein

t1xe met hoduiblit kg derivid! fisin 3hd tientificionbf DU, dDE ra;mltilmglrtdnEdmymfoxm ai cal
key and >D2_using a public key_derived fron&sl D1 to rovi de i rst
encrypt ed i@k %{Wted rg@gsagg::{M e alp 32 dhs h%“cﬂﬁ’t THPSTES | PSR ®he

public keyc.%hg_ﬁ?&lt i %ég?ﬁ:v%f_oﬂép%@ﬁg&gﬁkn\\/ﬁlﬁ@n 151 34 tapatdands aeRendi ng

to either alm erein rovides DTHL with the fast
encrypt2éd nasagkg@D13dmte). A net hod according to claim34, wherein the nethod
further includes the step of DIH 1 using the first decryption key to
decrypt the first encrypted nessage to obtain the 10 symmrletrical key and

102. 36. A Rettepd4atedist dash helded BCHI%cmWQ&h@EﬁtH&bﬁtedm&agyM&@lam t he
anount of token to >ae transferred tv DTH2. 15 37. A li‘accor |ng to

clai m 36, wiep 86 PGH Hdeorymte theckrst GHTyDIademPIASe LS P %i QDA o
of the armu&%P of tﬁ%%‘i‘ﬁéﬁﬁ nsgﬁl???étaggm;ﬂmgﬁﬁd}qﬁ& 1®@2,90h2i m 37, wherein

t he anopunt di’qgi en | a pu ey derived fi~om
| D2. 2@%39. A nethod according to claim 38, wherein the public lcey is also

derived ficogma tenporal value. 40. A net hod cording to clai erein
the decryQx PoSER&P the useredf PEHY sufer, they Fpoust & g}%‘ﬂ/fﬁsg&o 3’5 E}?"%‘gh‘% ¥i{]ezom
DTH to DTHdbRd eidhHolieR DRG R RHLAKY Ryt 4B 85868 into a key pad of DCH1. This

step may occur earlier in the process, such as prior to step 46. At step 62, the amount of

digital cash entered is displayed to the user to receive confirmation of the transfer.

30 Confirmation may simply be in the form of pressing an OK button or may involve the
entry of a personal identification number. Once a confirmation of the transfer is received

the first token holder, DCH1 encrypts the amount using the symmetrical key Sym.Key2



41. A nmethod according to claim40, wherein DTH2 uses the symetri cal
decryption key to decrypt the second encrypted nessage to obtain the
digital taken to be transferred. 3 0 42. A nethod accordizrg to claim4l,
wherei xI DTH2 di splays the anbunt of digital token transferred. 27 43. A
met hod according to either claim4l or 43, DT1~2 acl rnow edges receipt of
the digital token to DTI 1 44. A nethod~ ébording to claim43, wherein DTHL
di splays the receipt. 5 45. A nethod according to any one of clains 21 to
44, wher ei n abtainag; %m the seodreicakls hélder, tohgrothics isskesndaineapid Th@REE (MITR)tapken

i ncl udi ng an, anpunt of cun~ency transferrred, wherein transfer of the
di-gi.tal token*acctording to the encrypted nessage includes addi ng the anount
to a store of currency in the second token hol der and deducti ng the anount
froma 10 store of currency in the first token holder. 46. A nethod df

exchange of Thegeeand anctypted messageMBG2 tis then tengypted uping wiptblig key dérivell fdngi t al

ken hokderpy,D hav f | ding digital tok d ~
7Tt dent PP et G Tl i Grel iy 4eS sbocpievere miiny Remmed der

(DTH2) havi noessagetMs@3f or hol ding digital tokens and a second
identification (1D2}; providing the DTH2 with a private decryption key
capabl e of decrypting a nessage encrypted Wth a public key derived from

| D2; DTI~Xr LV 1 ~T1 recekw,Ng an _anount of digjtal token to
be transferred ![1065[1#&;; biﬁ))g en%ﬁ?%ﬁeﬁﬁg&bﬁgs pecgpd 8‘?%31"%1“%&!%4\ Mth
dte public ki Wethenaduntis dedutiad fiom e Storelef digitaE ke RitBE B & tadesiotBoH

provi di Tg DTH2 wth the encrypted nessage; DTHL deducting the anount from

its store of digital token; 2 5 DTlI~2 using the decryption key to decrypt

Do hay bt SkobmpaAH foldr DRSS Robile: APRMAL cfbyint Abed RIS JQudd 11°TRE

DTH2 addi ng the amount to its store o
accor di ng t Geeandi castiiigndidndeeariypts thremesshge MSI3aninpaeeondcisk holder Sprigatd kéy t he

digital tok be trapsfezr is an identification qof the token 48. A

met hod accpﬁﬁﬁ%g(’ £ 50‘%’%_ SE%‘?’I%&W@W&’P% W%agﬁmmﬁ‘ SR TAe e yatseyanay ng

2 8_ the di detdetédifetic |s§st&:ﬁQsA edtoPdSWRIOE & Ye td fc%gé\te?\%'hﬁga itihe
o clarm 48, rei

anount form ng,the token. 49. met hod according t erein
r emovi ng>t he&'Se] §irias| detesmined)-1 r diais wey Brivate keyvéredinly veed anskewbichiprovides

deducting t A ditinof r TH2..frot~n the.stqore of

currency helhﬁdas a%gﬁe%%ﬁgﬁ{éﬁcéygag@i ?%P &r(grcc)’&g‘li ﬁ%“‘aﬁ‘ ‘étlre ya‘fp% Jﬁ%cr\ét Dglfa B 1.
50. A net hodegcbutr iapdret storellafomnad Berioth6f @linfe. a THisOtdnahvdi® keeblbms tdagsedt By e of
digital 7.4 .tokens inyolyed addiarrllg t he amount of currency transferred to a

t oken repr edBHEIRRFOpRke-SRsiINEtagrand comgpiication failwresy stored. 51. A nethod of
exchange of digital tokens in the formof digital cash including the steps
of 15 providing a first digital cash holder (DCH ) having a store for
hol di ng28i gidtaktepok@nthei secomb ehogmedf mdssgid MSG2sis devtypted using the second

o o2 PRt i O et BB dechion Yoy &5 Hroalks 16 rrmbie Now dhat "9 °

the amount has been received by DCH2 this amount can be added to the store of digital
cash kept in DCH2’s d-token slot at step 78. The amount of token received is displayed to
the vser at 80 to confirm that the transfer of d-cash has accurred. Preferably the second

25  cash handler DCH2 sends an acknowledgment of the receipt at step 82. The receipt may
be encrypted using the same level of encryption as transfer of ID1 from DCH1 to DCH2.
The receipt is received at step 84 and displayed by DCHI1 at step 86, Optionally the
amount of d-cash transferred may only be deducted from the store of e-cash once the
receipt has been recejved.

30

Variations on this procedure may occur. A first variation may be where the user of DCH2

enters the amount in a “please pay me this amount request”. The procedure is
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20 The method of deriving the identity specific private key (PrK1 and PrK2) and public key
PuK1 and PuK2 may be, for example, are derived from the token holder's identification

use the algorithm/method described in the identity directory-less public key cryptographic
system described in UK Patent Application GB2370471. A description of this (IDPKC) is
also provided at the URL www.cesg.gov.uk/technology/id-pke/. This cryptography

25  method allows for the generation of the cash holder (identity) specific private key by the
trusted authorities and the public key derived from a cash holder identification and the
current date by the cash holder. Another identity based encryption method that may be
used is described at the URL http:/crypto.stanford.edu/ibe/.

30 The exchange of digjtal tokens other than cash is similar to the method outlined above.
Where the tokens are non-cash currencies such as air mileage points, loyalty or reward

points, redemption points, bonus points, etc. the manner is identical to handling cash
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manner so that the contents of each token can be encrypted. A hash can be taken of the
encrypted token and kept in the hardware. The encrypted version of the token can then
be stored anywhere inside the cash holder or left with a service provider. When the
encrypted token is retrieved and transferred out of the token holder the hash of the
25  encrypted token can be matched against the record stored in the token holder as proof of
authenticity. The hash record will then be removed when the digital token is transferred
out. Should there be any replication of the encrypted digital token the replication is
sent to the same digital cash bolder, the replication will not be considered valid due to
its hash not being there anymore.
30
The authenticity of a token can be checked using its digital signature, where if the digital
signature is invalid the token will not be accepted. Upon verification of the authenticity
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or a special redemption device (such as a specific digital token sink) is allowed to accept
the transfer.

10  When the condition relates to attributes of the owner of the token, then it will be
necessary for the owner to show the redeemer a digitally signed attribute certificate or a
physical equivalent to prove satisfaction of the conditions. For example, a digitally
signed age certificate may be provided if the token represents entrance to an event which
is restricted by age. Alternatively the token holder may show their drivers licence or

15  some other form of physical identification to satisfy this requirement.

This may result in some digital tokens not being able to be transferred within the secure

digital token environment and only from a token source to a token sink.

20 When the condition relates to the time and place of redemption, then additional
functionality can be included for the digital token holder to check the validity of

redemaption in collaboration with the redeeming token sink.

An example of a sequence of events for a token to go from token holder one to token

25  bholder two to gain entrance to an event is provided below:

DTH2 sends a request for a specific digital token T.
o DTHI receives the request and looks up the list of tokens it possesses and finds the
appropriate digital token T.
30 e Theuser of DTHI confirms both the token to be transferred and the recipient of the

token.

» Using the public encryption key derived from DTH2's ID2 and the current date the
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10971 109&' () - attributes of the digital token owrer using public encryption key derived from the
identification of DTHI1, ID1, and the current date. Optionally, DTH2 could first
5 encrypt the request within symmetric key so that the answer can be encrypted with

the symmetric key so that it remains confidential.

» Having received the encrypted message from DTH2, DTH1 sends the requested
information to DTH2. If the symmetric key is included, DTHI can use his key to
encrypt the requested information and send it encrypted back to DTH2. When the

10 conditions are verified the digital token is redeemed.

If the request needs physical proof to show the attribute of the user of DTH1, then the
request and response can take the form of inspection of a document by a person or a

machine scanning a magnetic strip of a card or smart card reader reading the information
15  within a smart card or so forth.

Modifications and variations may be made to the present invention without departing
from the basic inventive concept. Such modification may include the timing of
receiving the private key from the trusted authority. Rather than it being downloaded at
20  the start of the day or upon power-up of the token holder, it may be downloaded as and

when required and/or at predetermined intervals.

Such modifications and variations are intended to be included within the concept of the
present invention, the nature of which is to be determined from the foregoing

25  description and appended claims.
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1. A system for securely transferxing digital tokens by electronic means, the system
comprising:

a secure digital token handling domain comprising a plurality of tamper-resistant
electronic token holders, each token holder having the ability to process and store
information relating to the transfer of digital tokens;

means for said token holders to communicate within the digital token handling
domain only with other token holders,

means for said token holders to communicate outside the digital token handling
domain only with predetermined trusted third parties, including one or more trusted
authorities responsibie for the administration of encryption matters;

means for encrypting and decrypting secure commminications between token
holders within the digital token handling domain, and between token holders and the
predetermined third parties;

whereby, in use, digital token transfers can be securely performed within the

digital token handling domain.

2. A system according to claim 1, wherein the means for said token holders to
communicate within the digital token handling domain is in the form of a digital cashier

that resides in each token holder.

3. A system according to either claim 1 or 2, wherein the means for said token
holders to communicate outside the digital token handling domain is in the form of a
digital cashier that resides within the token holder.

4, A system according to any one of claim 1 to 3, wherein the means for encrypting
and decrypting secure communications is in the form of a control means resident within

cach token holder.

5. A system according to claim 4, wherein each control means operates according to a
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communications with other token holders and predetermined trusted parties.

7. A system according to any one of claims 1 to 6, wherein the amount of digital
token within the secure digital token handling domain remains constant except where

10  digital token is added to the secure digital token handling domain by a source
predetermined trusted third party or digital token is removed from the secure digital token
handling domain by a sink trusted third party.

8. A system according to claim 7, wherein the one or more trusted authorities provide
15  each token holder with a decryption key for use in decrypting encrypted communication
with other token holders.

9, A system according to either claim 1 or 8, wherein each token handler has a
umique identification.

20
10. A system according to claim 9, wherein the decryption key provided by each
trusted authority is a private key capable of decrypting a message encrypted with a public
key derived from the identification of the respective token holder.

25 11.  Adigital token bolder comprising at least:
a tamper-tesistant store for storing digital tokens;
communication means for enabling communication within a digital token
handling domain only with one or more other token holders for the transfer of digital
token to one of said other token holders;
30 communication means for enabling communication outside the digital token

handling domain only with predetermined trusted third parties including communication

for receipt of a decryption key;
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12. A digita) token holder according to claim 11, wherein the means for said token

holders to communicate within the digital token handling domain is in the form of a digital
10  cashier that resides in each token holder.

13. A digital token holder according to either claim 11 or 12, wherein the means for
said token holders to communicate outside the digital token handling domain is in the
form of a digital cashier that resides within the token holder.

15
14. A digital token holder according to any one of claims 11 to 13, wherein the means

for encrypting and decrypting secure comununications is in the form of a control means
resident within each token holder.

20 15. A digital token holder according to claim 14, wherein each control means operates

according to a pre-programmed method of encrypting and decrypting communication to
and from the respective digital cashier.

16. A digital token holder according to claim 14, wherein the control means controls
25  stores digital token according to a pre-programmed method based on information

encrypted within communications with other token holders and predetenmined trusted
parties,

17. A digital token holder according to any one of claims 11 to 16, wherein the amount
30 of digital token within the secure digital token handling domain remains constant except
where digital token is added to the secure digital token handling domain by a source
predetermined trusted third party or digital token is removed from the secure digital token
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10 20. A digital token holder according to claim 19, wherein the decryption key provided
by each trusted authority is a private key capable of decrypting a message encrypted with a
public key derived from the identification of the respective token holder.

21. A method of exchange of digital tokens including the steps of:

15 providing a secure digital token handling domain comprising a plurality of
tamper-resistant electronic token holders, each token holder having the ability to process
and store information relating to the transfer of digital token;

each of the token holders communicating with a corresponding predetermined
trusted third party to obtain a decryption key;

20 a first of the token holders (DTH1) communicating with a second of the token
holders (DTH2) by an exchange of one or more encrypted messages, wherein the
respective decryption key obtained by the first and second token holder enables
decryption of the encrypted messages send by the other token holder, wherein one of the
encrypted messages includes an amount of digital token to be transferred from the first

25  token holder to the second token holder;

transferring the amount of digital token according to the encrypted message
including the amount.

22. A method according to claim 21, wherein the method further includes the step of a

30  first trusted authority providing the DTH1 with a first private key capable of decrypting a
message encrypted with a public key derived from an identification of DTH]1 (ID1).
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10
| 26. A method according to any one of claims 21 to 25, wherein the method includes
the step of providing the DTH2 with a symmetrical key capable of encrypting a message
that can be decrypted using the symmetrical key or a decryption key derived from the
symmetrical key (hereinafter symmetrical decryption key).
15
27. A method according to claim 26, wherein the symmetrical key is permanently
stored in DTH2.

28. A method according to claim 26, wherein the symmetrical key is generated by
20 DTH2.

29. A method according to either claim 27 or 28, wherein the symmetrical decryption

key is permanently stored in the token holder,

25 30. A method according to either claim 27 or 28, wherein the symmetrical decryption
key is generated by DTH2
31. A method according to any one of claims 1 to 30, wherein the method includes the
step of DTH1 providing DTH2 with ID1.

30 32. A method according to any one of claims 1 to 31, wherein the method further
includes the step of DTH2 encrypting the symmetrical key and ID2 using a public key
derived from ID1 to provide a first encrypted message.
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the first encrypted message.

35. A method according to claim 34, wherein the method further includes the step of

DTHI1 using the first decryption key to decrypt the first encrypted message to obtain the
10  symmetrical key and ID2.

36. A method according to claim 35, wherein DTH1 displays ID2 and the amount of
token to be transferred to DTH2.

15 37. A method according to claim 36, wherein DTHI receives confirmation to proceed

with the transfer of the amount of digital token.

38. A method according to claim 37, wherein the amount of digital token is encrypted
with a public key derived from ID2.

20
39. A method according to claim 38, wherein the public key is also derived from a

temporal value.

40. A method according to claim 39, wherein the decryption key is used to decrypt the
25  encrypted message sent from DTH1 to DTH2 to obtain a second encrypted message.

41. A method according to claim 40, wherein DTH2 uses the symmetrical decryption
key to decrypt the second encrypted message to obtain the digital token to be transferred.

30 42. A method according to claim 41, wherein DTH?2 displays the amount of digtal
token transferred.
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43. A method according to either claim 41 or 42, DTH2 acknowledges receipt of the
digital token to DTH]1.

44. A method according to claim 43, wherein DTH1 displays the receipt.

45. A method according to any one of claims 21 to 44, wherein the digital token is for
the transfer of & currency, the token including an amount of currency transferred, wherein
transfer of the digital token according to the encrypted message includes adding the
amount to a store of currency in the second token holder and deducting the amount from a

store of currency in the first token holder.

46. A method of exchange of digital tokens including the steps of:

providing a first digital token holder (DTH1) having a store for holding digital
tokens and a first identification (ID1);

providing a second digital token holder (DTH2) having a store for holding digital
tokens and a second identification (ID2);

providing the DTH2 with a private decryption key capable of decrypting a
message encrypted with a public key derived from ID2;

DTH] receiving ID2;

DTH]1 receiving an amount of digital token to be transferred to DTH2;

DTH]1 encrypting the amount of digital token with the public key derived from
ID2 to provide an encrypted message;

DTH1 providing DTH2 with the encrypted message;

DTH1 deducting the amount from its store of digital token;

DTH2 using the decryption key to decrypt the encrypted message to obtain the
amount of digital token to transfer;

DTH2 adding the amount to its store of digital token.

47. A method according to claim 46, wherein the information received conceming

the digital token to be transferred is an identification of the token.

48. A method according to claim 46, whetein the information received concerning
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from the store of currency held as a token in the store for holding digital tokens of
DTHI1.

—

50. A method according to claim 48, wherein a digital token to the store of digital
10  tokens involved adding the amount of cumrency transferred to a token representing the

amount of currency currently stored.

51. A method of exchange of digital tokens in the form of digital cash including the
steps of:
15 providing a first digital cash holder (DCH1) having a store for holding digital
tokens in the form of digital cash and a first identification (ID1);
providing a second digital cash holder (DCH2) having a store for holding digital
tokens in the form of digital cash and a second identification (ID2);
a first trusted authority providing the DTH1 with a first private key capable of
20  decrypting a message encrypted with a public key derived from [D1;
providing the DCH2 with a second private key capable of decrypting a message
encrypted with a public key including ID2 and the current date and a symmetrical key
capable of encrypting a message that can be decrypted using a symmetrical decryption
key,
25 DCH1 providing DCH2 with ID1;
DCH 2 encrypting the symmetrical key and ID2 using a public key including ID1
and the current date to provide a first encrypted message;
DCH2 providing DCH]1 with the first encrypted message;
DCH1 using the first decryption key to decrypt the first encrypted message to
30  obtain the symmetrical key and ID2;
DCH1 receiving an amount of digital cash to be transferred to DCH2;
DCH1 encrypting the amount of digital cash with the symmetrical key to
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and the current date to provide a third encrypted message;
DCH1 providing DCH2 with the third encrypted message;
5 DCH1 deducting the amount from its store of digital cash;
DCH2 using the second decryption key to decrypt the third encrypted message to
obtain the second encrypted message;
DCH?2 using the symmetrical decryption key to decrypt the second encrypted
message to obtain the amount of digital cash to transfer; and

i0 DCH2 adding the amount to its store of digital cash.

52. A method of controlling a first digital token holder (DTH1) to transfer a digital
token to a second digital token holder (DTH2), said DTH1 having a communication
means for communicating with DTH2, a store for holding digital token and a first
15  identification (ID1), said DTH2 having a second identification (ID2);
receiving a private decryption key capable of decrypting a message encrypted
with a public key derived from ID1;
sending ID1 to DTH2 using the communication means;
receiving a first encrypted message from DTH2 using the communication means;
20 decrypting the first encrypted message using the private decryption key to obtain
a symmetrical key capable of encrypting a message that can be decrypted using the
symmnetrical key or a decryption key based on the symmetrical key and ID2;
receiving an amount of digital token to be transferred to DTH2;
encrypting the amount of digital token with the symmetrical key to produce a
25  second encrypted message;
encrypting the second encrypted message with a public key derived from [D2 to
provide a third encrypted message;
sending the third encrypted message to DTH2 using the communication means;

and

30 deducting the amount from the store of digital token.

53. A method of controlling a first digital token holder (DTH]) to receive a digital
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means for communicating with DTH2, a store for holding d1g1tal tokens and a first

identification (ID1), said DTH2 having a second identification (ID2);

receiving a private decryption key capable of decrypting a message encrypted
5  with a public key derived from ID1;
receiving ID2 from DTH2 using the communication means;
encrypting a symmetrical key capable of encrypting a message that can be
decrypted using the symmetrical key or a decryption key based on the symmetrical key
and ID1 using a public key derived from ID2 to provide a first encrypted message;
10 sending the first encrypted message to DTH2 using the communication means
receiving a second encrypted message from DTH2 using the communication
means;
using the private decryption key to decrypt the second encrypted message to
obtain a third encrypted message;
15 using the symmetrical key or decryption key to decrypt the third encrypted
message to obtain an amount of digital token transferred from DTH2; and
adding the amount to the store of digital tokens.

54. A method of controlling a first digital token holder (DTH1) to transfer a digital
20  token to a second digital token holder (DTH2), said DTH1 having a communication
means for commnunicating with DTH2, a store for holding digital token and a first
identification (ID1), said DTH2 having a second identification (ID2);
receiving a private decryption key capable of decrypting a message encrypted
with a public key derived from ID1;
25 sending ID1 to DTH2 using the communication means;
receiving a first encrypted message from DTH2 using the communication means;
decrypting the first encrypted message using the private decryption key to obtain
ID2;
receiving an amount of digital token to be transferred to DTH2;
30 encrypting the amount of digital token with a public key derived from ID2 to
provide a second encrypted message;

sending the second encrypted message to DTH2 using the communication
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deducting the amount from the store of digital token.

55. A method of controlling a first digijtal token holder (DTH1) to receive a digital
S  token from a second digital token holder (DTH2), said DTH1 having a communication
means for communicating with DTH2, a store for holding digital tokens and a first
identification (ID1), said DTH2 having a second identification (ID2);
receiving a private decryption key capable of decrypting a message encrypted
with a public key derived from ID1;
10 receiving [D2 from DTH2 using the communication means;
encrypting ID1 using a public key derived from ID2 to provide a first encrypted
message;
sending the first encrypted message to DTH2 using the communication means
receiving a second encrypted message from DTH2 using the communication
15  means;
using the private decryption key to decrypt the second encrypted message to
obtain an amount of digital token transferred from DTH2; and
adding the amount to the store of digital tokens.

20



