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Field of the Invention 5 The present invention relates to a system for
securely transferring digital tokens by electronic means and a method for
conducting floe same. Back;~araund of the Invention 10 There are several
well known problems associated with the use of bank notes and coins. These
include clumsiness, lack of longevity, forgery, transportation and
protection costs, and an inability to transfer directly from person to
person by electronic nneans. It is anticipated that digital token will have
a significant role in the future provided that security issues can be
su~ciently addressed. J. 5 Some attempts have been made to provide digital
token such as the Mondex scheme trialled in Swindon in the IJnitcd Kingdom.
This rrlethod used a classical asymmetrical encryption key. The sender of
the electronic digital token encrypts a message with a public key, and the
receiver recovers the digital token transfer message by decrypting with 2 0
a private key. In this trial the value of money is represented as a
combination of numerical value, currency type, a serial number and other
administrative infornnation. This representation was protected so that its
intended monetary value is no.aintained, and its replication can, be 2 5
prevented. 'This was achieved using a combination of two methods. Firstly,
a conventional digital signature ~cras used, with a digitally signed token
able to be redeetn~erl by the receiver by electronically depositing it with
a signizag third party who verifies the authenticity of the signature.
Secondly, methods were used to ensure the token is never unenerypted
outside the secure environment. This environment is usually a tamper 3 0
resistant enclosure in which the digital token is stored a><xd the means
for performing the cryptographic function are housed. Transactions reduired
an exchange of public keys of the respective pfu'ties. I~A~~~~Ad   _ 2_
'mss q,~e ~ff~ f~~ ~e following disadvantages. These is a need to know with
absolute ce<tainty the public key of the receiving paify In a face to face
situation this was relatively straightforward. However it was ditlxeult and
uncertain if two transacting 5 parties are far apart The question of
revocatioa can arise due to compromise of the public key. The Mondex
approach is di~cult to use and su~ec$ from the same well known probleat~ of
any public key in~asr:udure system. 'there were also ~ problems with the
control of the publiclprivate key pair. Once a person is issued with a
pubticlprivate key pair, there is no way of controlling when the keys may
or may not be used One patty 10 receives a public key without knowing the
validity of the key: The issue of the publiclpdvate key pair does not have
a way to ooratrol when the receiver can use the private key to decrypt.
Neither patty can specify and ettforoe when decryption c~ take place. 15
The presort invention seeks to provide a solution that does not suffer from
at least one o f these disadvantages. Brief Descri~tioa of the Present
Invention 2 0 It should be understood drat throughout tlus specitcation the
word token is used to rncan a representation o f something having value. In
this context, a token nay represent crib, tickets, gift vouchers,
rewardlloyalty points etc. A token caa be a discrete item that may only be
exchanged intact, such as a ticket. Alternatively, a token can be an, item
that is transient and merely representative of the value of the item, such
as the amount of 2 5 currency being transfecred According to a ~trst aspect
of the present invention there is provided a system for securely
transferring digital tokens by electronic means, the system comprising at
least: a secure digital token handling domain comprising a plurality of
tamper-resistant 3 0 electronic token holders, each token holder having the
ability to process and store in.fvrmation relating to the transfer of
digital tokens; means for said token, holders to communicate within the
digital token handling   _ 3 



domain only with other token holders, means for said token holdezs to
communicate outside the digital token handling domain only with
predetermined trusted third parties, includiung one or more gusted
authorities responsible for the administration of encryption matters; 5
means for encrypting and decrypting secure communications between token
holders within the digital token handling domain, and between token holders
and the predeterz~nined third parties; whereby, in use, digital token
transfers can be securely performed within the digits! token handling
domain. 10 According to a second aspect of the present izwention there is
pzbwided a digital token holder comprising at least: a tamper-resistant
store for storing digital tokens; communication means for enabling
communication within a digital token 15 handling domain only with one or
more other taken holders fvr the transfer of digital token to one of said
other token holders; communication means for enabling conununieation
outside the digital token handling domain only with predetermined trusted
third parties including communication for receipt of a decryption key; 2 4
means for encrypting and decrypting secure comznunicativns with token
holders within the digital token handling domain, and with the
predetermined third parties; control means for controlling the store of
digital tokens according to a pre programmed method of encz~ypted
comamunicatio~n with other token holders within the digital token handling
domain and predetermined trusted third parties to ensure secure 2 5
exehaage of digital tokens. Preferably the means for said token holders to
communicate within the digital token handling domain is in the fornn of a
digital cashier that resides in each token holder. 3 0 Preferably the means
far said token holders to commuz~xcate outside the digital taken handling
domain is in the form of a digital cashier that resides within the token
holder.   4_ Preferably the means for encrypting acrd decrypting secure
communications is in the form of a control means resident within each token
holder. Preferably each control means operates according to a
pre-programmed method of 5 encrypting and decrypting communication to and
from the respective digital cashier_ Preferably the control means controls
stores digital tokens according to a pre-programmed method based on
information encrypted within communications with other token holders and
predetermined trusted parties. 1. 0 preferably the value of each type of
digital token within the secure digital token handling domain remains
constant except where digital tokens are added to the sere digital token
hao~dling domain by a source predetermined twisted third party or digital
tokens are removed from the secure digital token handling domain by a sink
trusted third party. ~.5 Preferably the one or more Ousted authorities
provide each token holder with a decryption key for use in decrypting
encrypted communication with other token holders. Preferably each token
handler has a unique identi;hcation. 20 Preferably the decryption key
provided by each trusted authority is a private key capable of decrypting a
message encrypted with a public key derived from the idezrtification of the
respective token holder. 



2 5 According to a third aspect of the present izrvention there is provided
a method of exchange of digital tokens including the steps of providing a
secure digital token handling domain comprising a plurality of
tamper-resistant electronic token holders, each token holder having the
ability to process and stvxe izrformation relating to the transfer of
digital tokens; a first of the token holders (DTHI ) communicating with a
second of the token holders (DTl-I2) by an exchange of one or more
encrypted messages, die second token holder communicatizrg with a
corresponding predeternained trusted third gamy to obtain   _ 5_ a
decryption key; wrherein the respective decryption key obtained by the
second token holder enables decryption of one of the encrypted messages
sent by the ~rst token holder, wherein the one encrypted message includes
the digital token. 5 Preferably where the digital taken is for the transfer
of a currency, the token including an amount of currency transferred,
wherein transfer of the digital token according to the encrypted message
includes adding the amount to a store of currency in the second token
holder. 10 Preferably the DTH 1 is provided with an identification m 1.
Preferably DTH2 is provided with an identification ID2. Preferably the
method further includes the step of a first trusted authority providing the
1 S A~`H 1 with a first private key capable of decrypting a message
encrypted with a public key derived from ID 1. Preferably the first public
key includes or is derived frozz~ a temporal value. More preferably the
first private key is capable of decrypting a message encrypted with the
first public key. 2 0 Preferably the method includes the steJ~ of providing
the DTH2 with a secozrd private key capable of decrypting a message
encrypted with a public key derived from IU2. Preferably the second public
key includes or is derived from a tennporal value. Preferably th,e second
private key is capable of decrypting a message encrypted with the second
public key, 2 5 Preferably the method includes the step of providing the
DTH2 with, a symmetrical encryption key capable of encrypting a message
that can be decrypted using the symmetrical encryption key or a decryption
key derived from the symmetrical key (hereafter symmetrical decryption
key). Preferably the symmetrical encryption key is permanently stored in
the DTH2. Alternatively, the symmetrical e~neryption key is 3 0 generated
by DTH2. Preferably the sylnmet~ical decryption key is permanently stored
in DTH2. Alternatively, the symmetrical decryption key is generated by
DTH2.   Preferably the method includes the step of DTH1 providing DTI~2
with 1D1. Preferably the method further includes the step of DTH2
encrypting the symmetrical encryptiozt key and ID2 using a public key
derived from )D 1 to provide a first encrypted 5 message. More preferably
the public key is also derived from a temporal value. Preferably DTH2
provides DTH1 with the first encrypted message. Preferably the method
further includes the step of DTH 1 using the f rst decryption key to
decrypt the first encrypted message to obtain the symmetrical encryption
key and 1D2. ~0 Preferably DTH1 displays 1D2 and the amount of taken to be
transferred to 1~'fII2. Preferrnbly DTH 1 receives eon~mation to proceed
with the transfer of the digital token. Preferably the digital token is
encrypted with a public key derived from B72. More preferably the public
key is also derived from a temporal value. 1. 5 Preferably the decryption
key is used to decrypt the ezzcrypted message sent from DTH1 to DTH2 to
obtain a second encrypted message. Preferably DTf-i2 uses the symmetrical
decryption key to decrypt the second encrypted message to obtain the
digital token to be transferred. 20 Preferably DTH2 displays the
information contained in digital token transferred. Preferably DTH2
acknowledges receipt of the digital taken to DTHl. Preferably DT~1 displays
ihc receipt. 



2 5 According to a fourkh aspect of the present invention there is provided
a method of exchange of digital tokens including the steps of providing a
first digital token holder (DTH 1 ) having a stare for holding di gital
tokens and a first identification {1D1); providing a second digital token
holder {DTHZ) having a store for holding 3 0 digital tokens and a second
identification (ID2); providing the DTH2 with a private decryption key
Capable of decrypting a message encrypted with a public key derived from
1D2;   DTfT 1 receiving TD2; DTH 1 receiving information concerning the
digital token to be transferred to DTH2; DTH 1 encrypting the digital token
with the public key derived from ID2 to provide an 5 encrypted message;
DTHI providing 1~TH2 with the encrypted message; D'fHl removing the digital
token from its store of digital tokens; DTH2 using the decryption key to
decrypt the encrypted message to obtain the digital token to transferred; 1
Q DTH2 adding the digital token to its store of digital tokens. Preferably
the information received concerning the digital token to be transferred is
an identification of the token. Alternatively the information received
concerning the digital token is the amount of a currency to be transferred,
the amount forming the token. 15 Preferably removing the digital token ronn
the store of digital tokens involves deducting the amount of currency
transferred to DTH2 from the store of currency held as a token in the store
for holding digital tokens of DTH1. 2 0 preferably adding a digital token
to the store of digital tokens involved adding the amount of currency
transferred to a token representing the amount of currency currently
stored. Preferably the public key derived from ID2 may also be derived from
a temporal value_ 2 5 According to a fifth aspect of the present invention
there is provided a method of exchange of digital tokens in the form of
digital cash including the steps of-. providing a first digital cash holder
(D011 ) having a store for holding digital tokens in the form of digital
cash and a first identification (ID1); providing a second digital cash
holder (DCH2) having a store for holding digital 3 0 tokens in the form of
digital cash and a second identification (ID2); a first trusted authority
providing the DCH1 with a first private key capable of decrypting a message
encrypted with a public key derived from 1D 1 and optionally a   _ 8_
temporal value; providing the DCH2 with a second private key capable of
decrypting a message encrypted with a public key including ID2 and the
current date and a symmetrical key 



capable of encrypting a message that can be decrypted using a symnnetrical
decryption 5 key; ~CH1 providing DCH2 with TD1; l7C~i 2 encrypting the
symmetrical key and 1D2 using a public key including 1D 1 and the current
date to provide a first encrypted message; DCH2 providing DCH 1 with the
first encrypted anessage; 10 DCH 1 using the first decryption key to
decrypt the first encrypted message to obtain the sy~nnmetrical key and
1172; DCH1 receiving an amount of digital cash to be transferred to DCH2;
DCH1 encrypting the amount of digital cash with the symmetrical key to
produce a second enczypted message; 15 DCH1 encrypting the second encrypted
message with a public key including ID2 and the ciurent date to provide a
third encrypted message; DCHl providing DCH2 with the third encrypted
message; DCH1 deducting the amount from its store of digital cash; DCH2
using the second decryption key to decrypt the third encrypted message to 2
0 obtain the second encrypted message; DCH2 using the symmetrical
decryption key to decrypt the second encrypted message tv obtain the amount
of digital token to transfer; and DCH2 adding the amount to its store of
digital cash. 2 5 Preferably DCH2 displaying the amount of digital cash
transferred. preferably DCH2 acknowledging receipt of the digital cash to
DCHI . Preferably DCH 1 displays the receipt. 30 According to a sixth
aspect of the present invention there is provided a method of controlling a
first di gital token holder (DTH 1 ) to transfer a digital token to a
second   _ 9_ digital token holder {DTHZ), said DTH 1 having a
communication means for communicating with DTH2, a store for holding
digital tokens and a first identification (I11), said DT~I2 pairing a
second identification (ID2); receiving a private decryption key capable o~
decrypting a message encrypted 5 with a public key derived from ID1;
sending ID1 to DTH2 using the communication means; receiving a first
encrypted message from DTH2 using the communication means; decrypting the
first encrypted message using the private decryption key to obtain a
symmetrical key capable of encrsrpting a message that can be decrypted
using the 10 symmetrical key or a decryption key based on the symmetrical
key-and ID2; receiving information coz~ceming the digital token tv be
transferred to DTI~2; encrypting the digital token with the symmetrical key
to produce a second encrypted message; encrypting the second encrypted
message with a public key derived from ID2 to J.5 provide a third encrypted
message; sending the third encrypted message to DTH2 using the
communication means; and removing the digital token from the store of
digital tokens. 2 0 According to a seventh aspect of the present invention
there is provided a method of controlling a first digital token holder
(DTfI l ) to receive a digital token from a second digital token holder
(DTH2), said DTl~1 having a communication means for cocnnxunicating with
DTH2, a store for holding digital tokens and a first identification 



(IDI~), said DTH2 having a second identi$cation (ID2); 2 5 receiving a
private decryption key capable of decrypting a message encrypted with a
public key derived from 1171; receiving ID2 from DTH2 using the
communication means; encrypting a symmetrical key capable of encrypting a
message that can be decrypted using the symmetrical key or a decryption key
based an the symmetrical key 3 0 and IL71 using a public key derived from
rT~2 to provide a first encrypted message; sending the first encrypted
message to DTHZ using the communication means receiving a second encrypted
message from DTH2 using the communication means;   _ s o_ using the private
decryption key to decrypt the second encrypted message to obtain a third
encrypted message; using the symmetrical key or decryption key to decrypt
the third encrypted message to obtain a digital token trazasfe~red rom
DTH2; and 5 adding the digital token to the store of digital tokens.
According to an eight aspect of the present invention there is provided a
method of contzolling a fZrst digital token holder (DTH1) to transfer a
digital token to a second digital token holder (DTH2), said DTHI having a
communication means for communicating with DTH2, a store for holding
digital token and a first identification (ID1), said DTH2 having a second
identification (ID2); receiving a private decryption key capable of
decrypting a message encrypted with a public key derived from )D1; sending
1D1 to DTH2 using the communication means; 15 receiving a first encrypted
message from DTH2 using the communication means; decrypting the first
encrypted message using the private decryption key to obtain ID2; receiving
an amount of digital token to be transferred to DT~T2; encrypting the
amount of digital token with a public key de~.ved from ID2 to 2 0 provide a
second encrypted message; sending the second encrypted message tv DTH2
using the eomznunication means; and deducting the annount from the store of
digital token. According to a ninth aspect of the present iz~ventiori there
is provided a method of controlling a first digital token holder (DTH 1 )
to receive a digital token from a second digital token holder (DTH2), said
DTHl having a communication means for communicating vwith DTH2, a store for
holding digital tokens and a first identi$cation (lf3Z), said D'fH2 having
a second identification (ID2); 3 0 receiving a private decryption key
capable of decrypting a message encrypted with a public key derived froixi
ID 1; receiving ID2 from DTH2 using the communication means;   _ 11_
encryptaz~g ZL~ 1 using a public key derived from 1D2 to provide a first
encrypted message; 



sending the first encrypted message to DTH2 using the commuruication means
receiving a second encrypted message from hTH2 using the communication 5
means; using the private decryption key to decrypt the second encrypted
message to obtain an amount of digital token transferred from DTH2; and
adding the amount to the store of digital tokens, 10 Detailed Description
of Preferred embodiments In order to provide a better understanding of the
present invention, preferred embodiments will now be described in greater
detail, by way of example only, with reference to the accompanyxn~g
dz~awings, in which: 15 Figure I is a schematic representation of a system
for securely transferring digital tokens by electronic means according to a
prefen~ed form of the present invention; Figure 2 is a schematic
representation. of a digital token holder shown interacting with 2 0 other
components of the system of Figure 1; Figure 3 is a schematic diagram
showing exchange of encrypted messages between tokens holders according to
a preferred form of the method of the present invention. 2 5 Referrizrg to
Figure 1, there is shown a system 10 for securely transferring digital
tokens by electroiuc means. The system 10 includes a secure token handling
domain 12, one or more trusted authorities 16 and one or more trusted third
parties 20. Trusted authorities x 6 are also trusted third parties. 'The
token handling domain 12 includes a plurality of secure tamper resistant
electronic token holders 14. In Figure 1 there are a plurality of trusted 3
0 authozities 1$. The trusted third parties 20 include at least one token
source 22 and at least one token sink 24.   -12 The token handling domain
12 is configured to enable digital tokens to be passed only between token
holders 14 within the taken handlitng domain 12. Thus, subject to the
exception described below, the number ox value of each type of digits(
taken remains constant. Where the digital tokem represents a currency, the
amount of tokens within the 5 token handling domain 12 remains constant.
The only manner in which a token is added to or removed froze the token
handling domain 1 Z is by one of the trusted third parties 20. If a person
ravishes to add money to the pool of funds in their token holder 14, it is
taken from a cozwentional money source tmd added to their token holder 14
within the token handling domain 12 tlsrough one of the token sources 22,
such as a machine similar to an 0 Automatic Teller Machine. Likewise cash
is removed From the token handling domain 12 by removing it from one of the
token holders 14, it is provided to a token simk 24 where it is converted
to a conventional form, such as cash or an electronic deposit ants a bank
account. If a person pru chases a digital ticket from an electronic ticker
vendor, the number of tickets of the type purchased remains constant within
a new taken handling domain 12 15 until a new ticket is purchased and
transferred to one of the token holders 14. Referring to Figure 2, a secure
digital token holder 14 is described in more detail. The token holder 14
includes a digital cashier 26 for interfacing with other token holdexs 14
within the token handling domain 12 or trusted third parties 20 ar a
trusted authority 18. 2 0 The token holder 14 also includes a token slot 30
for holding digital tokens. The token slot 30 rnay also hold one or more
encryphonldecryptivn keys. Alternatively the keys may be stored in another
secure memory of the token holder. The token slot 30 may be, for example,
non volatile memory with error correction. The 2 5 digital cashier 26 and
taken slot 30 are controlled by a control means 28 in the form of a
microprocessor. 'The micc-aproeessor encrypts and decaypts the
communications of the digital cashier 26. The control means 28 controls the
digital tokens stored in the token slot 30 according to a pre-programmed
method involving encrypted communication with other token holders 14 within
the digital token domain 12 and pre-determined misted third 3 0 parties 16
or 20 to ensure secure exchange of digital tokens. The digital token holder
14 is 



made physically tamper resistant so as to reduce the possibility of
interference and fraud ocau~z~g.   13_ The token holder x4 tray be in the
form of a mobilelcellular telephone SIIVI card with the telephone that the
SIM card is within acting as an interface between the user and the tvlCen
holder 14. The telephone may also provide the communication means between
the digital 5 cashier 26 and other the token holders 14. Alternatively the
telephone could function as the cashier 26. The digital token holder 14 may
take some other suitable fozm, such as for example a key ring. The transfer
of iiiformatiozx between the token holders 14 will preferably rise a
wireless 1 D comzz~unication such as the infra-red communication or zadio
frequency communication such as using the Bluetootli standard,
Alternatively it may be modulated communication over a telephone network,
including a mobile/cellular netwozk. Figure 3 (spanning 3 pages) shows a
method 40 for the exchange of digital tokens in the ~ 5 form of digital
cash between a first cashltoken holder (ATH 1 ) and a second cashltoken
holder (DTH2). Each digital cash holder, DCH 1 and DCH2, receives a
respective private key f zKl and frK2, specific to that digital cash holder
from a respective trusted authority TA1 and TA2, 2 0 respectively. Each
cash balder has a respective identification, IG 1 and ~2. The private keys,
PrKI and PrK2 are derived from the respective identification, ID 1 and 1D2
of the cash holders DCT~I and DC~2 and a temporal value such es the current
date_ Steps 42 and 44 show the respective cash holder DCHl and DCH2
receiving today's private key PrK1 and PrK2, respectively, from the
respective trusted authozity TA1 and TA2. Each of 2 5 the cash holders
stone the respective private l~ey PrK1 and FrK2 for the duration of the day
oz other period of time or until a new private key is sent from the
respective trusted authority. The rnethod of providing the private key may
be for exannple; on powering up of the cash holdez, communication is
established with its respective trusted authority, whereupon it downloads
and stones the private key. It is preferred that the communication 3 0 for
the downloading of the private key is enczypted, 'his may be for examplE by
the trusted authority using a public key to encrypt the private key PrK1 or
PrK2, the encrypted private key then being sent to the respective cash
holder, whereupon it is deczypted using a   14_ fixed pzivate key held
within the respective token holder. When the respective owners of the cash
handlers DCH1 and DCH2 agree upon a transaction involving the transfer of
an amount of digital token fiwnn the cash holder 5 DCH 1 to the cash holder
DCH2 the process of Figure 3 continues from step 46. At step 46 DCH1 sends
its identification )D1 to DCH2. At step 48 DCH2 receives ID1. It is not
essential that 1D 1 be encrypted, although it is preferred that at least a
basic level of encryption be used. This may be for example to use a public
key and private key set common to a11 digital cash handlers within the cash
handling domain 12. In addition to the 10 cash holder's idenrification, the
name of the respective trusted authority may be provided. Each cash holder
can generate or has stored a symmetrical encryption key and symmetrical
decryption key. The synunetrical decryption key is the same as or is
derived from the symzz~etrical encryption key. The syriunetrical keys may
be fixed for each holder or may 15 be generated each time a symmetrical key
set is required. At step 50 the symmetrical encryption key (Sym.K.ey2) and
the identification of DCH2, ID2 arc encrypted using a public key derived
from the identification of DCH 1, ID 1 and the current date to foz~n a
first encrypted message (MSG1). At step 52 the first extcrypted message,
MSC7r1 is sent to the first cash holder DCH1( The public key derived froax~
ID1 and today's date is written 2 0 as PuK (ID 1, date). At step 54, the
first cash holder DCH1 receives the first encrypted message MSGI _ At step
56 DCH1 decrypts the first encrypted message using private key PrKl to
obtain, at step 58, the symmetrical key, Sym.Key2 and the identification of
DCH2, )D2. 25 



At step 60 the user of DCH 1 enters the amount of distal cash to be
transferred to the second cash holder DCH2, such as by keying the amount
into a key pad of DCHl . This step may occur earlier in the process, such
as prior to step 46. At step G2, the amount of digital cash entered is
displayed to the user to receive confirmation of the transfer. 3 0
Confirmation may simply be in die form of pressing an QK button or may
involve the entry of a personal identification number. pace a confirmation
of the transfer is received the first token. holder, DCH1 encrypts the
amount using the syzz~metrical key Sym.Key2   _ 7.5_ - obtained fZam the
second cash holder, to produce a second encrypted message (MSG2) at step
64. The second encrypted message MSGZ is then encrypted using a public key
derived from 5 m2 and the current date (PuK (IDS), date)), at step 66, to
produce a third encrypted message MSG3. At step 68 the third encrypted
message MSG3 is sent to a second cash holder DCH2. At step 70, the amount
is deducted fronn the store of digital token within the d-cash slot 30. 10
Second cash holder DCH2 receives the third encrypted message MSG3 at step
72. The second cash handler decrypts the message MSG3 using second cash
holder's private key PrK2 to produce the second encrypted message MSG2 at
step 74. The private key may be deleted if the system is configured to
download a new private key every time it is 15 used (or as determined)_
This way private keys are only used once, which provided added security. A
private )Gey may not be destroyed immediately upon receipt of a new key,
but may be stoned for a period of tiz~ne. This can avoid problems caused by
instantaneous key destruction and communication failures. 2 0 At step 76,
the second encrypted message MSG2 is decrypted using the second symmetrical
key or second symmetrical decryption key to produce the amount. Nov~r that
the amount has been received by DCH2 this amount can be added to the store
of digital cash Kept in DCH2's d-token slot at step 78. The amount of
tokezr received is displayed to the user at 80 to confirm that the transfer
of d-cash has occurred. Preferably the second 2 5 cash hands er DCH2 sends
an acknowledgment of the receipt at step 82. The receipt may be encrypted
using the same level of encryption as transfer of 1171 from DCH1 to DCH2.
The receipt is received at step 84 and displayed by DCI~ 1 at step $6.
Optionally the amount of d-cash transferred may only be deducted from the
store of e-cash once the receipt has been received. ~o Variations on this
procedure may occur. A first variation may be where the user of DC1-I2
enters the amount in a `lease pay roe this tunount request". The procedure
is   .. 16_ substantially the same with the dii~erences being listed as
follows. DCH2 rnay initiate the process by asking for the ID of DCH1. 'The
process then proceeds with step 46. At step 50 the amount may be encrypted
within the first encrypted message along with Sym.Key2 and I172. Step 60 is
therefore not required as the amount has been sent by DCH2, although 5 the
confumation of the transfer of the amount is still required at step 62. The
pzocess then continues as descz~bed above. Another vaziation may be where
it is desired to asynchronously send token $om DCHI to DCH2. This p~ncedure
occurs as follows. ~`he identification of DCT~2 must be known tv ~. 0 the
user of DCH 1. This may be, foz example, in the form of a mobile phone
number if the cash handler is in the fon~n of a mobile telephone. Steps 4~
to 58 are omitted from the process. At step 60 in addition to the entry of
the amount of d-cash to transfer to DCH2 the identification o~ DCH2, ZD2
will have to either be entered by the user ox, far example, recalled from
the telephone or SIM card's memory. Step 64 is omitted in this process, as
15 is step 76. Step 74 is varied in that the message sent firom DCH 1 is
decrypted using PrK2 to produce the amount as the syrcmt~etrical key xs not
used in this pmcess. The transfer of information in this manner znay occur
by text transfer, such as using short message service (SMS). 2 0 'xhe
method of deriving the identity specific private key {PrKl and PrK2) and
public key PuKl and PuK2 may be, for example, are derived from the token
holder's identification use the algorithmlmethod described in the identity
directory-less public key cryptographic system described in UK Patent
Application GB2370471. A, description of this (IDPKC) is also pzavided at
the CT1~G www.cesg.gov.uk/technologylid~pkd. This cryptography 2 5 method
allows for the generation of the cash holder (identity) specific private
key by the trusted authorities az~d the public key derived from a cash
holder identification and the current date by the cash holder. Another
identity based encryption method that may be used is deseiibed at the U'RL,
http:!lerypto.stanford.edulibe/. 3 0 The exchange of digital tokens other
than cash is similar to the method outlined above. Where the tokens are
non-cash currencies such as air mileage points, loyalty or reward 



points, redemption points, bonus points, etc, the manner is identical to
handling cash   _ 17_ except instead of amounts of cash beiztg exchanged
amounts of points are being exchanged. Where a digital token holder is
capable of storiztg more than one type of token, a record of each type of
token is stored against or within the token so that for example, loyalty
points are not added to cash. rn additioxx, where the currencies are 5
different national currencies, such as for example US dollars and Singapore
dollars, these forms of currency are kept separate ~by using an identifier
identifying the type of token, ie_ US dollar cash and Singapore dollar
cash. Where the tokens are tickets, gift vouchers etc. that are discrete
itezzrs that can only be 10 exchanged intact, again the method is similar
to those outlined above, with the exception that each digital taken is kept
separate from other digital tokens so that the value of each token is
discrete and intact. Zt naay be desirable for each token to contain a
digital signature so that the authenticity 15 of the item represented by
the token can be verified when it is exchanged at a token sink for the item
it represents. Furthermore, ~uvhen a digital token is transferred to a
second digital token holder, it may be desirable to look inside the token
so that the user of the second digital token holder can confirm what the
token represents. It may also be desirable to protect the digital token
from damage/interference, in which case a fixed 2 0 symmetrical key may be
stored within each digital token holder in a tamper xesistaztt manner so
that the contents of each token can be encrypted. A hash can be taken of
the encrypted token and kept in the hardware. The encrypted. version of the
token can then be stored anywhere inside the cash holder or left with a
service provider. When the encrypted token is retrieved and transferred out
of the token holder the hash of the 2 5 encrypted token can be matched
against the record stored in the token holder as proof of authenticity. The
hash record will then be removed when the digital token is transferred out.
Should there be any replication of the encrypted digital token the
replication is sent to the same digital cash holder, the replication will
not be considered valid due to its hash not being there anymore. 30 The
authenticity of a token can be checked using its digital signature, where
if the digital signature is invalid the token will not be accepted_ Upon
verification of the authenticity   -18_ of a token, it is added to the
digital token slot. ,At this point an acknowledgment may be sent confirming
that the digital token can be removed from the first digital token holders
token slot. S 'Where a receiver initiated transfer of a digital token
occurs, the method is similar to that outlined above. In the place of
requesting an amount of digital cash, the second digital token holder
requests a specific digital token. The first digital token holde~c looks up
a list of tokens its possesses and finds the appropriate digital token and
reduests confirmation of the transfer of the token. The rest of the
procedure is the same with the 1 Q amount of digital cash being transferred
substituted with the tokez~_ This process car,, be further enhanced by the
sender rendering the token invalid by damaging data contained within the
digital token, such as by modification of the digital signature. If the
damage is canducted in a known manner, the validity of the token can 15
still be assessed but it can also be determined that it has been handed
overlused. If, for example, the token is used as entrance to an event, the
damaged digital token can be used to allow re-entry into the event without
having to pass a new entry token to the person leaving. Once the event is
over the entire digital token can be deleted. 2 0 viThere a token is valid
for multiple rede~npt~ions, it can be represented as a number of single use
digital tokens. In this case the redemption process is identical to that of
a single token. Conditions associated with the token can be represented as
information in 2 5 accompanying the token. Far example, if~ a season ticket
is represented then the digital token can include an appropriate
accompanying condition. Other conditions might include a digital token that
is non-transferable, a digital token that represents single entry for a
group of people, or a digital tokexl with GanditiOnS On the entrants such
as 



age, membership oz some other qualification of the token holder etc. 30 The
digital token with an associated set of conditions, can represent the
conditions as additional data, for example, using XMIr, RISF or simply name
and value pairs.   .19 In the simplest case, where the condition is
attached to the identity of the token owner, the token will include a
representation of the requir~nent prior to digital signing. For example,
nontransferable condition rnay be represented by the inclusion of the
identity 5 of the digital token holder. Before token transfer can, take
place, a check is conducted to ascertain the token transferability. Only
the digital token holder with a corxect identity or a special redemption
device (such as a specific digital token sink) is allowed to accept the
transfer. 10 When the coxidition relates to attributes of the owner of the
token, then it will be necessary for the owner to show the redeemer a
digitally signed attribute certif cite or a physical equivalent to prove
satisfaction of the conditions. For example, a digitally signed age
certificate may be provided if the token represents entrance to an event
which is restricted by age. Alternatively the token holder may show their
drivers licence or 15 sonne other farm of physical identification to
satisfy this requirement. This may result in some digital tokens not being
able to be transferred within the secure digital token environment and only
from a token source to a token sink. 2 0 When the condition relates to the
time and place of redemption, then additional functionality can be included
for the digital token holder to check the validity of redemption in
collaboration with the redeeming token sink. An example of a sequence of
events for a token to go from token holder one to token 2 5 holder two to
gain entrance to an event is provided below: DTH2 sends a request for a
specific digital token T. DTH1 receives the request and looks up the list
of tokens it possesses and finds the appropriate digital token T. 3 0 . The
user of DTH1 eon~rms both the token to be transferred and the recipient of
the token. U sing the public encryption key derived from DTH2's ID2 and the
current date the   - 20_ token is encrypted, which is represented as PB(1D2
date) (T).  When DTH2 receives the encrypted toke~a it will send a request
Q far the necessary attributes of the digital token owner using public
encryption key derived from the identification of DTHI, ID1, and the
current date. Optionally, DTH2 could ~,rst 5 encrypt the request within
symmetric key so that the ansverer cazr be encrypted with the sytrrmetric
key so that it rerrrains confidential. Having received the encrypted
message from DTH2, DTH1 sends the requested information to DTH2. If the
symmetric key is included, DTHI cea~ use his key to encrypt the requested
informatiota and send it encrypted back to DTH2. When the 1 D conditions
are verified the digital token is redeemed. If the request needs physical
proof to show the attribute of the user of DTI-I1, then the request and
response can talGe the form of inspection of a document by a person or a
machine scanning a magnetic strip of a card or smart card reader reading
the information 15 within a smart card or so forth. Modifications and
variations may be made to the present invention without departing from the
basic inventive concept. Such modification may include the timing of
receiving the private key from the trusted authority. Rather than if being
downloaded at 2 b the start of the day or upon power-up of the token
holder, it rnay be downloaded as and 



when required azrdlor at predetermined intervals. Such modifications and
variations are intended to be included within the concept of the present
invention, the nature of which is to be determined from the foregoing 25
description and appended claim,s_   - 21 CLAIMS: 1. A system far securely
transfezzing digital tokens by electronic means, the system 5 comprising: a
secure digital token handling donrxain comprising a plurality of
tamper-resistant electronic token holders, each token holder having the
ability to process and store ' information relating to the transfer of
digital tokens; means for said token holders to communicate within the
digital token handling 10 domain onl~r with other token holders, means for
said token holders to communicate outside the digital token handling domain
only with predetermined trusted third parties, including one or more
trusted authorities responsible for tk~e administration of encryption
matters; means for encrypting and decrypting secure communications between
token 15 folders within the digital token handling domain, and between
token holders and the pzedetermined third parties; whereby, in use, digital
token transfers can be securely performed within the digital token handling
domain. 2 0 2. A systenn according to claim 1, wherein the means for said
token holders to communicate within the digital token handling domain is in
the form of a digital cashier that resides in each token holder. 3. A
system according to either elairn 1 or 2, wherein the means for said token
2 5 holders to communicate outside the digital token handling domain is in
the form of a digital cashier that resides withixa the token holder. 4, A
system according to any one of claim 1 to 3, wherein the means for
encrypting and decrypting secure comrnurucations is in the form of a
control means resident within 3 0 each token holder. 5. A system according
to claim 4, wherein each control means operates according to a   _ zz_
pre-programmed method of encrypting and decrypting communication to and
from the respective digital eas>zier. b. A system according to claim 4,
wherein the control means controls stores digital 5 taken according to a
pre-programmed method based on information encrypted within communications
with other token holdezs and predetertnine~i trusted parties. 7_ A system
according to any one of claims 1 to 6, wherein the amount of digital token
within the secure digital token handling domain remains constant except
where 10 digital token is added to the secure digital token handling domain
by a source pzedetermixred trusted third party or digital token is removed
from the secure digital token handling donnain by a sink trusted third
party. 8. A system according to claim 7, wherein the one or mere trusted
authorities provide 15 each token holder with a decryption key for use in
decrypting encrypted communication with other token holders. 9. A systenn
according to either claim 1 or 8, wherein each token handler has a unique
identification. 20 10. A system according to claim 9, wherein the
decryption key provided by each trusted authority is s private key capable
of decrypting a message encrypted with a public key derived from the
identification of the respective taken holder. 2 5 11. A digital token
holder comprising at least: a tamper--resistant store for storing digital
tokens; 



communication. means for enabling communication within a digital token
handling domain only with one or more other token holders for the transfer
of digital token to one of said other token holders; 3 0 communication
means for enabling communication outside the digital token handling domain
only with predetermined trusted third parties x~ncluding conununication for
receipt of a decryption key;   - 23 means fox encrypting and decrypting
secure communications with token holders within the digital token handling
domain, and with the predetermined third parties; control means for
controlling the store of digital tokens according to a pre programmed
method of encrypted communication with other token holders within the 5
digital token handling domain and predetermined trusted third parties to
ensure secure exchange of digital tokens. 12. A digital token holder
according to claim 11, wherein the means for said token holders to
communicate within the digital token handling domain is in the form of a
digital 10 cashier that resides in each token holder. 13. A digital token
holder according to either claim 1 x or 12, wherein the means for said
token holders to corn~municate outside the digital token handling domains
is in the fortm of a digital cashier that resides within the token holder.
15 14. A digital token holder according to any one of clai~nns 11 to 13,
wherein the means for encrypting and decrypting secure communications is in
the form of a control means resident within each token holder_ 2 0 15. A
digital token holder according to claim 14, wherein each control means
operates according to a pre-prograzzuned method of encrypting and
decrypting cozx~munieation to and from the respective digital cashier. 16.
A digital token holder according to claim 14, wherein the control means
controls 2 5 stores digital token according to a pre-programmed method
based on infonsnation encrypted within connmunications vaith other token
holders and predetermined trusted parties. 17. A digital token holder
according to any one of claims 11 to 16, wherein the amount 3 0 of digital
token within the secure digital token lzandllng domain remains constant
except where digital token is added to the secure digital token handling
domain by a source predetermined trusted third party or digital token is
removed firom the secure digital token   _ 24 handling domain by a sink
trusted third party. 1$. A digital token holder according to claim 17,
wherein the one or more trusted authorities provide each token holder with
a decryption key for use in decrypting 5 encrypted communication with other
token holders. 19. A digital token holder according to any one of claims 1
I to 18, wherein each token ' handler has a unique identification. 10 20. A
digital token holder accozding to clainn 19, wherein the decayption key
provided by each trusted authority is a private key capable of decrypting a
message encrypted with a public key derived from the identification of the
respective token holder. 21. A method of exchange of digital tokens
including the steps of 15 providing a secure digital token handling domain
comprising a plua~ality of tamper-resistant electronic token holders, each
token holder having the ability to process and store information relating
to the transfez of digital token; each of the token holders communicating
with a corresponding predetermined 



trusted third party to obtain a decryption key; 2 0 a first of the token
holders (DTI 1 ) communicating with a second of the tokexx holders (DTH2)
by an exchange of one or more encrypted messages, wherein the respective
decryption key obtained by the first and second token holder enables
decryption of the encrypted messages send by the ether token holder,
wherein one of the encrypted messages includes an amount of digital token
to be transferred from the first 2 5 token holder to the second token
holder; transferring the amount of digital token according to the encrypted
r~nessage including the amount. 22. A method according to claim 21, wherein
the method further includes the step of a 3 0 ~rst trusted authority
providing the DTT~ 1 with a first private key capable of decrypting a
message encrypted with a public key derived firom an identification of DTH
1. (1D 1 ).   _ 25_ 23. A method according to claim z2, wherein the best
private key is capable of decrypting a message encrypted with a public key
derived frtam >D 1 and a temporal value. 24. A method according to any orxe
of claims 21 or 23, wherein the method includes 5 the step of providing the
DT~T2 with a second pzivate key capable of decrypting a message encrypted
with a public key derived from an identification of DTH2 (ID2). 25. .E1
method according to clainn 24, wherein the second private key is capable of
decrypting a message encrypted with a public key derived from B72 and a
temporal value. 3. 0 26. A, method according to any one v~ claims 21 to 25,
wherein the method includes the step of providing the DTH2 with a
symmetrical key capable of encrypting a message that can be decrypted using
the symmetrical key or a decryption key derived from the syrz~metrical key
(hereinafter symmetrical decryption key). 15 27. A method according to
claim 26, wherein the symmetrical key is permanently stored in DTH2. 28. A
method according to elaun 26, wherein the symmetrical key is generated by 2
0 DTIT2_ 2~. A method according to either claim 27 or 28, wherein the
symmetrical decryption key is permanently stored in the token holder. 2 5
30. A method according to either claim 27 or 28, wherein the symmetrical
decryption key is generated by DTH2 31. A method according to any one of
claims X to 30, wherein the method includes the step of DTHl providing DTH2
with ID1. 3 0 32. A method according to any one of elaim,s 1 to 31, wherein
tlxe method further includes the step of DTH2 encrypting the symn~.etrical
key and >D2 using a public key derived frond ID1 to provide a first
encrypted message.   26_ 33. A method according to claim 32, wherein the
public key is also derived from a temporal value. 5 34. A method according
to either claim 32 or 33, wherein DTH2 provides DTH1 with the fast
encrypted message. 35 _ A method according to claim 34, wherein the method
further includes the step of DTH 1 using the first decryption key to
decrypt the first encrypted message to obtain the 10 symnrletrical key and
1D2. 36. A method according to claim 35, wherein 17TH1 displays m2 and the
amount of token to >ae transferred tv DTH2. 15 37. A method according to
claim 36, wherein DTH1 receives confirmation to proceed with the transfer
of the amount of digital token. 38. A method according to claim 37, wherein
the amount of digital token is encrypted with a public key derived fi~om
ID2. 20 39. A method according to claim 38, wherein the public lcey is also
derived ficom a temporal value. 40. A method according to claim 39, wherein
the decryQtion key is used to decrypt the 2 5 encrypted message sent fzom
DTHI to DTH2 to obtain a second encrypted message. 



41. A method according to claim 40, wherein DTH2 uses the symmetrical
decryption key to decrypt the second encrypted message to obtain the
digital taken to be transferred. 3 0 42. A method accordizrg to claim 41,
whereixl DTH2 displays the amount of digital token transferred.   27_ 43. A
method according to either claim 41 or 42, DT1~2 aclrnowledges receipt of
the digital token to DTI 1 44. A method according to claim 43, wherein DTH1
displays the receipt. 5 45. A method according to any one of claims 21 to
44, wherein the digital token is for the transfer of a currency, the token
including an amount of cun~ency transferrred, wherein transfer of the
digital token according to the encrypted message includes adding the amount
to a store of currency in the second token holder and deducting the amount
from a 10 store of currency in the first token holder. 46. A method df
exchange of digital tokens including the steps of providing a first digital
token holder (DTH 1 ) having a store for holding digital tokens and ~
i'irst identification (TD 1 ); 2 5 providing a second digital token holder
(DTH2) having a store for holding digital tokens and a second
identification (ID2}; providing the DTH2 with a private decryption key
capable of decrypting a message encrypted With a public key derived from
ID2; DTI~X receiving ID2; 20 DT~T1 receiving an amount of digital token to
be transferred to DTH2; DTH 1 encrypting the amount of digital token with
dte public key derived ;from 1D2 to pzovide an encrypted message; DTHI
providing DTH2 with the encrypted message; DTH1 deducting the amount from
its store of digital token; 2 5 DTI~2 using the decryption key to decrypt
the encrypted message to obtain the amount of digital token to transfer;
DTH2 adding the amount to its store of digital token. 47. A method
according to claim 46, wherein the information received concerning 3 0 the
digital token to be transfezred is an identification of the token_ 48. A
method according to claim 46, wherein the information received concerning
2 8_ the digital token is the amount o a currency to be transferred, the
amount forming the token. 49. A method according to claim 48, wherein
removing the digital tokens from the 5 store of digital tokens involves
deducting the amount of cuaency transferred to DTH2 frot~n the store of
currency held as a token in the store for holding digital tokens of DT~I1.
50. A method according to claim 48, wherein a digital token to the store of
digital 7.4 tokens involved adding the amount of currency transferred to a
token representing the amount of currency currently stored. 51. A method of
exchange of digital tokens in the form of digital cash including the steps
of 15 providing a first digital cash holder (DCHI ) having a store for
holding digital tokens in the fozm of digital cash and a first
identification (D1); providing a second digital cash holder (DCH2) having a
stare for holding digital 



tokens in the form of digital cash and a second identification ()T72); a
f.~rst trusted authority providing the DT'I~ x with a first private key
capable of 2 0 decrypting a mes$age encrypted with a public key derived
from 1~ 1; providing the DCH2 with a second private key capable of
decrypting a message encrypted vcrith a public key including ID2 and the
current date and a symmetrical key capable of encrypting a message that can
be decrypted using a symmetrical decryption key; 25 DCH1 providing DCH2
with ~D1; I7CH 2 encrypting the symmetrical key and TD2 using a public key
including ID 1 and the current date to provide a first encrypted message;
DCH2 providing DCH1 with the fixst encz~pted message; DCHI using the first
decryption key to decrypt the fast encrypted message to 3 0 obtain the
symumetrical key and ID2; DCHl receiving an amount of digital cash to be
transferred to DCH2; DCHl encrypting the amount of digital cash with the
symmetrical key to   - 29 produce a second encrypted message; DCH1
encrypting the second encrypted message with a public key including TD2 and
the current date to provide a third encrypted message; DCH1 providing DCH2
with the third encrypted message; 5 DCH1 deducting the amount from its
store of digital cash; DCH2 using the second decryption key to decrypt the
third encrypted message to obtain the second encrypted message; DCH2 using
the symmetrical decryption key to decrypt the second encrypted message to
obtain the amount of digital cash to transfer; and 10 DCH2 adding the
amount to its store of digital cash_ 52. A method of controlling a first
digital token holder (DThI1) to transfer a digital token to a second
digital token holder (bTH2), said DTH1 having a communication means for
communicating with DTH2, a store for holding digital token and a first ~ 5
identification (ID 1 ), said DTH2 having a second identification (ID2);
receiving a private decryption key capable of decrypting a message
encrypted with a public key derived from rDl; sending rDl to DTH2 using the
communication means; receiving a rst encrypted message from DTH2 using the
conununication means; 2 0 decrypting the first encrypted message using the
private decryption key to obtaui a symmetrical key capable of encrypting a
message that can be decrypted using the symmetrical key or a decryption key
based on the symmetrical key and ID2; receiving an amount of digital token
to be transferred to DTH2; encryptiza,g the amount of digital token with
the symmetrical key to produce a 2 5 second encrypted nnessage; encrypting
the second encrypted message with a public key derived from 1:D2 to provide
a third encrypted message; sending the third ezrcrypted message to DTH2
using the communication means; and 



3 0 deducting the amount from the store of digital token. 53 . A, method of
controlling a first digital token holder (DTl-I 1 ) to receive a digital
- 3 0 token fz-om a second digital token holder (DTI~2), said DTH1 having a
cozamunication means for communicating with DTH2, a store for holding
digital takers and a first identification (ID 1 ), said DTH2 having a
second identification (ID2); receiving a private decryption key capable of
decrypting a message encrypted 5 with a public key derived from 1171;
receiving TD2 from DTH2 using the communication means; encrypting a
symmetrical key capable of encrypting a message that can be decrypted using
the symtr~etrical key or a decryption key based on the symmetrical key and
I171 using a pubiie key derived from ID2 to provide a first enc~ted
message; 10 sending the first encrypted message to DTHZ using the
corrnnunication means receiving a second encrypted message from DTH2 using
the communication means; using the private decryption key to decrypt the
second encrypted message to obtain a third encrypted rrxesssge; 15 using
the symmetrical key or decryption key to decrypt the third encrypted
message to obtain an amount of digital token transferred fzom DTIf2; and
adding the amount to the store of digital tokens. 5.4. A method of
controlling a first digital token holder (DTH1) tv transfer a digital 20
token to a second digital token holder (DTI~2), said DTHl having a
coirzmunication means for communicating with DTH2, a store for holding
digital token and a first identification (TD1), said DTH2 having a second
identification (ID2); receiving a private decryption key capable of
decrypting a message encrypted with a public key derived from 1D1; 25
sending ID1 to DTH2 using the communication means; receiving a first
encrypted message from DTH2. using the communication means; decrypting the
first encrypted message using the private decryption key to obtain IIa2;
receiving an amount of digital token to be transferred to DTI~2; 3 0
encrypting the amount of digital token with a public key deri~red from ID2
to provide a second encrypted message; seeding the second encrypted message
to DTH2 using the communication   - 31 means; az~d deducting the amount
from the store of digital token. 5 5. A method of eontr oiling a first
digital token holdez~ (DTH 1 ) to receive a digital 5 token from a second
digital token holder (DTH2), said DTH 1 having a communication means for
communicating with DT~i2, a store for holding digital tokens and a first
identification (IDI), said DTHZ having a second identification (ID2);
receiving a private decryption key capable of decrypting a message
encrypted with a public key derived from lDl; 10 receiving ID2 from hTH2
using the communication means; encrypting ID 1 using a public key derived
from ADZ to provide a fixst encrypted message; 



sending the first encrypted message to DTH2 using the communication means
receiving a second encrypted message from I5TH2 using the communication 15
z~neans; using the private decryption key to decrypt the second encrypted
message to obtain an amount of digital token transferred from DTH2; and
adding the amount to the store of digital tokens. 20
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