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BACKGROUND
L Field
[0002] The following description relates generally to wireless communications

and, more particularly, to transmission of protocol data units.

II1. Background

[0603] Wireless communication systems are widely deployed to provide various
types of communication content such as, for example, voice, data, and so on. Typical
wireless communication systems can be multiple-access systems capable of supporting
communication with multiple users by sharing available system resources (e.g.,
bandwidth, transmit power, ...). Examples of such multiple-access systems can include
code division multiple access (CDMA) systems, time division multiple access (TDMA)
systemns, frequency division multiple access (FDMA) systems, orthogonal frequency
division multiple access (OFDMA) systems, and the like.

[0004] Generally, wireless multiple-access communication systems can
simultanecously support communication for multiple mobile devices. Each mobile
device can communicate with one or more base stations vig transmissions on forward
and reverse links. The forward link (or downlink) refers to the communication link
from base stations to mobile devices, and the reverse link {or uplink) refers to the
communication link from mobile devices to base stations. Further, communications
between mobile devices and base stations can be established vig single-input single-
output (SISO) systems, multiple-input single-output (MISO) systems, multiple-input
multiple-output (MIMO) systems, and so forth.
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summary is not an extensive overview of all contemplated cmbodiments, and is
intended to neither identify key or critical elements of all embodiments nor delineate the
scope of any or all embodiments. Its sole purpose is to present some concepts of one or
more embodiments in a simplified form as a prelude to the more detailed description
that is presented later.

[0008] In accordance with one or more embodiments and corresponding
disclosure thereof, various aspects are described in connection with a method for
tracking success of a control protocol data unit transmission. The method can include
identifying a transmission of a control protocol data unit. Additionally, the method can
include incrementing a counter as a direct correlation of the identified transmission for
the control protocol data unit.

[0009] Another aspect relates to a wireless communication apparatus that

comprises an recognizer that identifies a transmission of a control protocol data unit as
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protoco! data unit as well as increment a counter as a direct correlation of the identified
transmission for the control protocol data unit.

[06013] According to an aspect, a method that facilitates tracking success of a
control protocol data unit transmission that includes authenticating a control protocol
data unit. The method can further include producing a notice for a module that sends
the control protocol data unit to reset a counter upon successful authentication of the
control protocol data unit,

[0014] Another aspect relates to a wireless communication apparatus that
comprises a confirmer that authenticates a control protocol data unit. The apparatus can
also comprise a constructer that produces a notice for a module that sends the control
protocol data unit to reset a counter upon successful authentication of the control
protocol data unit.

[0015] Yet another aspect relates to a wireless communication apparatus that
comprises means for authenticating a control protocol data unit as well as means for
producing a notice for a module that sends the control protocol data unit to reset a
counter upon successful authentication of the control protocol data unit.

[0016] Still another aspect relates to a machine-readable medium having stored
thereon machine-executable instructions for authenticating a control protocol data unit.
There can also be instructions for producing a notice for a module that sends the control
protocol data unit to reset a counter upon successful authentication of the control

protocol data unit stored upon the medium.
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BRIEF DESCRIPTION OF THE DRAWINGS
[06019] FIG. 1 is an illustration of a wireless communication system in
accordance with various aspects set forth herein.
[0020] FIG. 2 is an illustration of a representative system for communication of
a protocol data unit in accordance with various aspects set forth herein.
[0021] FIG. 3 is an illustration of a representative system for communication of
a protocol data unit with an example detailed transmitter in accordance with various
aspects set forth herein.
[0022] FIG. 4 15 an illustration of a representative system for communication of
a protocol data unit with an example detailed transmitter in accordance with various
aspects set forth herein.
[0023] FIG. 5 is an illustration of a representative system for communication of
a protocol data unit with an example detailed receiver in accordance with various
aspects set forth herein.
[0024] FIG. 6 is an illustration of a representative communication configuration
with a common counter in accordance with various aspects set forth herein.
[0025] FIG. 7 is an illustration of a representative communication configuration
with separate counters in accordance with various aspects set forth herein.
[0026] FIG. 8 is an illustration of a representative methodology for transmitting

a protocol data unit in accordance with various aspects set forth herein.
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illustration of a representative system for conmunication of
that can be employed in conjunction with the various systems and methods described
herein.
[0031] FIG. 13 is an illustration of an example system that facilitates counting at
least one operation upon a protocol data unit transmission in accordance with various
aspects set forth herem.
[0032] F1G. 14 is an illustration of an example system that facilitates processing

with regard to reception of a protocol data unit transmission in accordance with various

aspects set forth herein.

DETAILED DESCRIPTION
[0033] Various embodiments are now described with reference to the drawings,
wherein like reference numerals are used to refer to like elements throughout. In the
following description, for purposes of explanation, numerous specific details are set
forth in order to provide a thorough understanding of one or more embodiments. It can
be evident, however, that such embodiment(s) can be practiced without these specific
details. In other instances, well-known structures and devices are shown in block

diagram form in order to facilitate describing one or more embodiments,
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[0034] As used in this application, the terms “component,” “module,” “system,”
and the like are intended to refer to a computer-related entity, either hardware,
firmware, a combination of hardware and software, software, or software in execution.
For example, a component can be, but is not limited to being, a process running on a
processor, a processor, an object, an executable, a thread of execution, a program,
and/or a computer. By way of illustration, both an application running on a computing
device and the computing device can be a component. One or more components can

reside within a process and/or thread of execution and a component can be localized on
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[0025]FIG 7 is an illustration of a representative conmuni cation
configuration with separate counters in accordance with various
aspects set forth herein. [0026]FIG 8 is an illustration of a
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(e.g., data from one component interacting with another component in a local system,
distributed systern, and/or across a network such as the Internet with other systems by
way of the signal).

[0035] Furthermore, various embodiments are described herein in connection
with a mobile device. A mobile device can also be called a system, subscriber unit,
subscriber station, mobile station, mobile, remote station, remote terminal, access
terminal, user terminal, terminal, wircless communication device, user agent, user
device, or user equipment (UE). A mobile device can be a cellular telephone, a cordless
telephone, a Session Initiation Protocol (SIP) phone, a wireless local loop (WLL)
station, a personal digital assistant (PDA), a handheld device having wireless
connection capability, computing device, or other processing device connected to a
wireless modem. Moreover, various embodiments are described herein in connection
with a base station. A base station can be utilized for communicating with mobile
device(s) and can also be referred to as an access point, Node B, or some other
terminology.

[0036] Moreover, various aspects or features described herein can be
implemented as a method, apparatus, or article of manufacture using standard
programming and/or engineering techniques. The term “article of manufacture” as used
herein is intended to encompass a computer program accessible from any computer-
readable device, carrier, or media. For example, computer-readable media can include
but are not limited to magnetic storage devices (e.g., hard disk, floppy disk, magnetic
strips, etc.), optical disks (e.g., compact disk (CD), digital versatile disk (DVD), ezc.),
smart cards, and flash memory devices (e.g., EPROM, card, stick, key drive, etc.).
Additionally, various storage media described herein can represent one or more devices
and/or other machine-readable media for storing information. The term “machine-
readable medium™ can include, without being limited to, wireless channels and various
other media capable of storing, containing, and/or carrying instruction(s) and/or data.
[0037] Referring now to Fig. 1, a wireless communication system 100 is

illustrated in accordance with various embodiments presented herein. System 100
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a conponent dedee foe coromphicatmg oger wireless communication system 100. As depicted,
maobile device 116 is in communication with antennas 112 and 114, where antennas 112
and 114 transmit information to mobile device 116 over a forward link 118 and receive
information from mobile device 116 over a reverse link 120. Moreover, mobile device
122 is in communication with antennas 104 and 106, where antennas 104 and 106
transmit information to mobile device 122 over a forward link 124 and receive
information from mobile device 122 over a reverse link 126. In a frequency division
duplex (FDD) system, forward link 118 can utilize a different frequency band than that
used by reverse link 120, and forward link 124 can employ a different frequency band
than that employed by reverse link 126, for example. Further, in a time division duplex
(TDD) system, forward link 118 and reverse link 120 can utilize a common frequency
band and forward link 124 and reverse link 126 can utilize a common frequency band.
[0039] The set of antennas and/or the area in which they are designated to
communicate can be referred to as a sector of base station 102. For example, multiple
antennas can be designed to communicate to mobile devices in a sector of the areas
covered by base station 102. In communication over forward links 118 and 124, the
transmitting antennas of base station 102 can utilize beamforming to improve signal-to-

noise ratio of forward links 118 and 124 for mobile devices 116 and 122. Also, while
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Cont & ni ng. SOl O PRAG L CUTIGEd IORG aihiar W oL potoco ata it

[ 0037] Ref er FoRgkaRRW, bhfing a thansisdioh 8F £ 8sntRP PIUNce@E, Réh HY 6 81er 100 i's
illustrated in accordance with various enbodi nents present ed herein.

Syst em 100 merepamindibyoge o Epeduallyt the coymter gan suipass & dieshpld vabis apdithus gl e
antenna groups: ..F9k ;8%&My €, one antenna group can include antennas
104 and 106, another group can conprise antennas 108 and 110, and an
addi ti onal ¢#W3p can Tkclecdeerd0¢ eamadledt 1 RID and/dr coTitwo! RIDY éranslsrreal e

illustrated r a,gro t enna
can e ut 1 9B BEeR o000 adoR e SRY B LneB e Shol RlDERAFRGRS.
include a tlaamamchm@fcanhmlwdeaMt@mgmeu readivediiataris a eaivl DDUNWttedmigiag
inturn co 'sea luralit s associ ated with signal
transni ssi off ¢ %Har}s B HHFC %’@teg andotggﬁg GP%SWFFBH% 2a‘i218rp§°‘{|*°e a fotice for
nul tipl exer s,mgdiarneyl, aicarssmARARIN) ik S4AE fre coMbR PDASIo rBeCa tounts uhbd |
be appreci at ed b%gone skilled in the art. [0038]Base station 102 can

comuni cat e SvGcessi gathepticatignofithasanioJRINY c Mhea (ldransmitter 202 receives the

notice, then the counter can be reset to a base value, commonly zero. According to one

implementation, the transmitter 202 is part of a base station 102 of Fig. 1 and the
receiver 204 is part of the mobile device 122 of Fig. 1.
[0043] Now referring to Fig, 3, an example system 300 is disclosed for

communication of a control PDU between a transmitter 202 and receiver 204, The



as nobile device 116 and nobile device 122; however, it is to be
appreci ated that base station 102 can communi cate with substantially
any nunber. jcke devices simlar to nobile devices .
Mobi | e deJ?Qe‘ﬁﬁgé and 122 can be, for exanple, ceIIuIa%}ﬁﬁ%Qgg%a%
smart phones, | aptops, handhel d conmuni e@ati on devi ces, handhel d
conputing devices, satellite radios, gl obal positioning syst ens,
PDAs, and/or any other suitable device for conmunicating over

wi rel ess comhaﬁilﬁauo@@aﬂa%ﬂm dnuiSat ARG PRI arddRRichiG APV ¢L10 18
i n conmuni cation with antennas 112 and 114, where antennas 112 and
114 transm tecoaiggr?6 comidenifindior b Gantavision LG dvesunter For therr bt | | nk 118
and receive ve erse

120. " Nor cov iU BER Ao LhaR B3 AR drBURSR RHT I i sl
104 and 10620&hﬁﬁﬂuﬁhﬁhﬂuamki&ﬁnaﬁdcmﬁ@bﬁDmﬂﬂmt&mnﬂhﬁhﬂﬂmn@ﬂ1&&mmvm

nobi | e devi 122 qv a_forwa nk 124 and receive |nforna1|on
from nobi | e g‘é%nccé’ ig et {eﬁalidg‘ifé‘ﬁpgg aPI?rHW%GZ%“tE‘i“ﬁC‘ﬁloflr"@ﬁ‘tfe‘f?éjmer

di vi si on duplex A({ad} cayisd refitneti 66 W fi@ndvhiftkr 2028w the YedelvicZ 20Pand the

di fferent frequency band than that used by reverse link 120, and
forward |i nEOWSY caBhe BABNGY0ZCHi f f erent frequency band than that

enpl oyed by igrMpr se | iplevke G is Hagsith Erectiybd | '

di vi si on dupI exIa TDD) syest emlsijorsil/vargqutkl Lecgllg %ﬁ ?gel\{/bé?%ﬁeécFﬁﬁlgarisﬁ%r
can utili zeand/eoh emw@%ﬂén&¢ﬂ®mhﬁH@ﬁﬂmﬁdﬂﬂﬂmdS¢Mmmn@24ﬂanﬂnﬁaherse
link 126 can, 9&%&9 The 12

ant ennas angfﬁ%hb%e g??ﬁ In KL% ﬁ@§M§?g£g95| ?tgm? %ﬁ%&ﬁﬁpgéte
can be ref eitiraedommulaSatmnssamctt@uccejsﬁba%esta@ﬂ){manﬁﬂﬁomlﬂwsy@i)éﬁmn)bﬁa

mul ti pl e ant ennas. can, he ed to ¢ ni cate devjices in
sechor of coRuRaaR Bl fanTay pabs BRI oo 20% e o
over forwar gudceitksilykdRivande. ézé]omﬁl&ﬂy b 2Bsiol PDUY. FRLEPOAR iPhotREB&ted
station 102 can utilize beanformng to inprove signal-to-noise ratio

of forward PefesSeamoushal time in ap anpseriate l9EVItcnd thelgkeathgn 2 gepeat so,
while 8 ba i

devices 1 16§§n03t5%d2&2 (]:J g'?[t% %#%aljéédr ;IE% gﬁfiﬁg{ﬁ%ﬁr ou?}% %ﬁ fgﬁscgiglg ?Hastohgl?a %B&As@
coverage, mbloim amdéwls (e, therageivetRid)y wnng vdeth the ramsniigsiguib ;remferte(d ITes s

f ' 2y
Simgl e ant onBos AT Tt R4 raB PR bR AR bOR BRI PERIRE S r

2, an exarrplsm:cwﬁﬂem 200 is disclosed for comruni cating a protocol

data unit (P nvetio ration re transmtted
bet ween devil ]and ?8% ‘i“ﬁi‘i’r:@‘l(‘}@’g *éseflé%%%?ia’én% B AR SIS y |

reception. kﬁb&@s}éﬁﬂ AbEREif8g & GhelenPR8imAB khePevidblol Saln@teitd MAPMkLisad
successfully - a transnitter 202 can attenpt to resend the PDU or to
send a cont FEPOEpEplsgied by tpromypwscates I8¢, Horvayes merarcamplek eeikodifients
using | ess EESOUIGERAuING i Bftia? c 0
determ ne how %atnry tiem::ls1 th 1 %Bémgéﬁporlac% HA? %%E(Fl{san Ztﬁ%&e‘a gogq%u?]
count er reagtnssssansigple t?tbmmsmoiltdms t-heitizle PDR srenasfe andifferedt moaivarh at

conmmuni cat i e and eset cedure can .he

i npl enent ed %l? B'%ﬁ?‘ﬁ‘h&%r é’§§ Iriné%% T ‘ﬁ'g]ﬁﬁ CHRTBUE ‘Qtiﬂns flﬁé)ugﬁjﬁglrf&?i giich
control PDUchmgm,catmnR&diecb Eilmi;grsi%nommaxah uaplkmavdsedg@atrm@l@g%gatou 208
check) to a ,receiver one, enbodi nent, the

transmtter d%*zﬂ%Qﬁrewﬁafhaeréiﬁiilglalsﬁsiepm(ﬂe @transgni%wégw spefessful.

recei ving umig46f 0 r espeBftolRE 308 oPSraRed thsdt tRORS MR tdPbhse falue, such as
recogni zer 206 can function to identify a transm ssion of a control

PDU. An aggPegeiRsp azoBrematiomibatdhwnts asugeswikiransmissiogi Madtiple counters can
correl ati onpferdiR& thﬁﬁ@ﬁ ifeisederh BANSMeSSHOR aieosregérg't% GRLE (?Arrdﬂff&%gum

4
data unit. For exanp eacg time ’a transm ssi cont
occurs, t hetrau&messman il‘ be evaluatorGpé nanmwgbﬂieah@ererﬁwemtaa hhq/detemene to

counter can kP8R IIGQ 1$e%hrgép%n§/eaap5f§ esar:!kn it tish L rans ér gom%he

evaluator 304 to the controller 306 on which counter should reset.




[ 0043] Now referring to Fig. 3, an exanple system 300 is disclosed for
communi cation of a control PDU between a transmtter 202 and receiver

204. The @Og(fgg}g%%gter 202 can facilitate conmuni cati EBTRIfszoﬁSIEMG
at a

and/or contro and a recogni zer 206 can identify t

transm ssion occur. A counter can then tge incremented with regard to
a transfer attenpt for a PDU control PDU by an aggregator 208;
commonly the counter is increnented by one for each transfer attenpt.

A receiver Zfgrcan colbgedfedig td F%D@,faﬁrexé’rﬂﬂeﬁf‘e’iéngﬁm RRRERR f3f €
authentication with a confirnér 2I0." A notice can be returned to the
transnitt er CRORUREHANAE cpriead PP Dergaenzrignsingtes dundrreeedsr B4 rA comtrdd
to zero. [O P i : I i . not
collect t heg';érﬂans eér/n?%ﬁ(# “(})errél'?) ﬁ{e%g)?@é%’ \gllél'? Q%“Aff&ggosr f%sff? ﬁ{%ﬁﬁ% %fﬁnﬁﬂﬁl%
respondi ng tangfcsotes@irteabf tha systéme deld. ok epuritérecat tleen $mirickenen®@4vidangard

attenpt to resend.informati nu tinmes before declayi t hat
cormuni ca i Bre FRi f SR ORI DL s el PO cOREo Rl R
300, a commufingatiOmcizented By bricfas bash tAnsfetRsipt. t Fitlexihfle tRERINBItts2 04
respond that the PDU is successfully received %e.g. commonly as a
control PDUPO2 fan initially sead e OIS Thiptespanss i aebigansforred, thensgongpbRIAe cap be

time, in an;appy ARk idlechRhiRlf thadRds 4 PRblehkR coBfBicRidERe Alceiver 204 can
solicitation can be transferred. The comruni cator 302 can function to

solicit a reelpshbe PPlbindéprsorital EDleang, perfote aprsewiajesutizppngatigp snthwhi ch
the transm ssj ' r err e Ln.-0Bking a
ot er mnat 1 o 210 T AMSHE G Be rhlliGed RARONRERAR B R LTINS
eval uat or 36dd tharolgerusete teturdetterzaione if a transm ssion i s

successful . _Acgerdi ng.to one enbodi he eval yuator can receive
and process [®4ggs ponsEORBPE 30‘?‘883' S%Vﬁﬁ&%é’&%ﬁ?‘%ﬁ#%‘ra%@m o Vh? ,
nor e conpl erDeERELNENUS: [E@tkdIRMBEAE!ingR d If Slittitatias id dt fdvidtl Reh Ris

partial response. Additionally, the eval uyator can process nultiple
communi cat i BA%IRIC for frensyrigsioprang incxementing of be cPwEite PRITiaNs cpddeselyver s

and the eva"[ﬂ@&%@,%&ﬂlcﬁl@%t dei @Jnfﬂe%n%!aﬁﬁke%ﬁﬁ%ﬁit&i% hORN Sy Fimes

successful and which comunications failed. The system 300" can
i mpl ement s drersmipan attigmptsgheddacor. 208 does not increment the counter

until it i Sélg)gbﬁr m neg b%kaﬁée?ﬂﬁm&scjto% f;esa \Ql%@ o%%ecc%ﬁrﬁtaﬁaltﬂer [391946] A
controll er an operate to rese € counter to a base vafue, such
as zero, uporranshetdersainstabs threshdidt [fithetheesshald & mtioee&ss qual to, greater

transm ssi on. ltiple counters.can be retained throu t he m
S00 whor o fiter 80 by B AP RiSSRE srCod Rt Smrpu B n e O AR
The eval uat ghe B4neam0a@nags obbetedd bérdrBNteriGioativn dush anchedighifm ne to
whi ch counter a received response applies. An instruction can

transfer fr&FepRotiayaf haramesescysipmerEiie Lo thesrunegs gldviricaty
counter shoyldf&s&ttwicekOr one transmission).

[0050] If it is determined from the comparison that the there is not successful
communication (e.g., the counter is above the threshold), then a setter 406 can trigger
radio link protocol rest based upon the result of the comparison. According to one
embodiment, the result that facilitates implementation of the setter 406 is when the
threshold and the counter are equal or when the counter surpasses the threshold. In
addition, the counter can function in different implementations. For instance, the
counter can account for PDU transmissions — PDU, control PDU, and the like.
However, separate counters can be kept for a PDU transmission and control PDU
transmission, thus there can be a control protocol data unit specific counter.
Additionally, the transmitter 202 can use the controller 306 of Fig. 3 to reset the counter

to a base value upon the trigger of the reset.



[0047] Now referring to Fig. 4, an exanple system 400 is disclosed for
communi cation of a control PDU between a transmtter 202 and receiver
204. A coRrfé QesRskcomonly is several bytes in size, E'E’r'l%sﬁﬁloél&%l g
for fast comrunication while using few resources of the system A
counter can then be increnmented with regard to a transfer attenpt for
a PDU/ control PDU by an aggregator 208; commonly the counter is
incremented by one for each transfer attenpt. For exanple, the

transmtter gh@g can 'I@N're%‘éﬂri}ﬁ SERid, §aﬁ%mﬂgi§ sPstdr® SPPR AR clofed B
transferred then a control can be sent to assist in determning

if there |sp@cw@s|&eﬁbtaﬁleé8mtd@pp@wl PRU e 6ol PRYsap dp censidersdta
t he PDU and
€ an é&ehff‘&%er &p A%Hsn%&f re ; qun‘rPFR éé ﬁ%r%ﬁ%%\%ﬁ%ﬂsm t %‘a 202

with a confirner notice can
fromthe recetiver20204paaldy thtmlghmtees capanuibentioe! B pednifo czferRiDU occurs,

{he. PDU’ cont FEPERE 08 EIE Rt i er ot oL Ae <ot D5 kL Rrrate ey

provi ded, tbenrdiigly.s possible for transm ssion and incrementing of
t he counter to_conti nue endl essly. Therefore, a calculator 402 can

det er ni ne alt%tkshol dThereivd 2%021%@9 ﬁ%ﬂ?ﬁat‘%‘@@ ip prisEiRi cebed fnedtlénpt s

shoul d occuUgm;tlAP43 AcRahanaa2030HCAIMED gPﬁ'Uets %ut!éiédt% e reEét?erCé%‘d%@ r
after being incremented against the threshold. If the threshold

not net (e. gbtainggifi retains tl@ﬂﬂ%ﬁ}@y lcpéﬂéwra@t én gddltgwethe@h@tqqéﬁm can scan the
Lransii ssi OB6AR 9GS WacHATIRN AAOERGARLE LM The: fah Ancer

404 can al so operate to per mverr suc as c Ing |
i ncr enent i n§Da&f bt hipulteo Hod. eExanmdmdsnufmptncmpefolrmat(cmcgn inciilde andntatnetr is

ot er i nod. PIRSHEL HEREDRDOFCEBIT AL, e EhBRAo S oGr, FRIL LA g e ' °

comuni cati gRe.(e.g9., the counter is above the threshold) then a
setter 406 can trlgger radio Link protocol rest based upon the res

of the conp&l¥33bn. ~“ActsPHiiiiy! £ emeuERpdaicBneolicelsd PPEL 16 PoFBRIC that !
facilitates pipyips eaRAL AL t@ @n chofrg@ r&:@ﬁ%ﬁindﬂ@cdn%rﬁ‘t@eﬂ Otcgl?détmatddn

and the counter are equa when t he counter Sur passes
t hr eshol d. Flﬁomfdhlﬁ A doesrr@t eeint Ban gaer 1 iheptifiesh then tht qofl’érreerrtZIO can

i npl enent at I {. P

transm ssi ong’ -Sanlggﬁ{: néctgﬁtu?o %E’Eiﬂhﬁ @%nﬁﬁl fe?%% ﬁﬁ%\%ﬁu@éf“f"g‘i‘%‘ c%%mtanon
count er s canandtheckikpt Afconstac8bRi 2 caansspassd wrica fio tlmaotrdnsm[tter such that
transm ssi on thus ftther£ can be a contro roto C@E ﬁta uni t SB cific
count er. AdGIEPUEIRALRS nofifecangseh R ERPZOPTSHLOUNRT L EIE PSS REALHR P& 306
of Fig. 3 tqaﬁmaérzoheh@@gmrﬁmlﬁgmsbase val ue upon the trigger of
the reset. {0051] Now referring to Fig. 5, an exanple. system 500

i s discl osec[i“qsé proc@@‘glr‘hfﬁ”@ﬁt%Eteaﬁn’é‘(fxlﬁBEJeaH’%ﬁWd*@Bﬁp?éﬂ igstesed g

control PDUgcaRnpe s&ﬂ@ﬁde@?@%@m@ﬁﬁﬁ' getv?eehﬁ@ﬁné?ﬁtt?%ﬁl o b BRI d4tBikh
202 can attenpt to transfer a form of PDU to a receiver 204,

typical ly tRhcouglenwpytreds feronPRHiaade p@rtrol RBUa Ay aPREds traysmttepibythe
occurs, ar ?e%%%{ 7 a @9@&%@2 LBt h&%ﬁ:ﬂ@d I BB el P BhsRAILRIRL OF

208 can increnen er “accord
attempted. If after a specified delay a response is not received, then the transmitter 202

can attempt to send another PDU transmission.

[0055] As disclosed in the configuration 600, a control PDU 1s transferred
containing at least some information of the PDU initially sent. The counter 602 can
then be incremented with a value of ‘2°, thus representing the value of the sending of the
initial PDU and the sending of the control PDU. Various other embodiments can be
practiced with regard to PDU transfer. For instance, two separate counters can be
implemented; one counter for when a PDU is transferred and another for when a control

PDU is transferred.



[ 0052] The receiver 204 can use an obtainer 402 in order to collect
the PDU emtted fromthe transmtter 202. Otentinmes, a PDU is

di rected tv?o&&h@n&%é—‘se' ver, and the obtainer 502 retains E?%B%%dgﬁho

| ocal storage. In addltlon t he obtai ner 502 can scan ?

bl ock nalicious content. Identlflcatlomg nf ormati on can be extracted
fromthe PDU by a puller 504. Exanple identification information can
i nclude an Internet Protocol address of the transmtter 202, to what

matter a copjosg] PDU tigd t%@l%lﬁe@@@ éahefnékw&feralggéﬁﬂt@to%ﬁ{rﬁﬂnﬁwe ®4Ppean

authenticate the collected PDU. It is possible
t r ansf er r ed andjorenirplddIY éxthe resewey eWhidmdge Eihélowrﬁonﬁﬁﬁﬁﬁozll@oélsﬁhhgh‘fb

determ ne t n'?%een éstg cO u}lﬁlat% ﬁkg_ey c%ﬁtr&cﬁfU ts P 186€ éﬁ recta%cﬂﬂat%ﬁﬂe?r s

identified, confrrmer an er to the
transm tter aROpts tandrshaie. haddRidd, annﬁaual mtwlgndﬁdcdmammmimm,sccand t he

Such that 1 BEEREPOROG TR EPREtT REpAR o buu il g PR aTE CtmPLD.

The notice ©mbe ﬁrﬁip-pﬁdpria& rubftthet &R Mbistaey mad4 tHeRb @ tan Be et th €ro 208
10054] Now referring to Fig. 6, an exanple confjguration 600 is

di scl osed sHBRPHYCE @ééfawacrc?ﬁ%aﬁlﬁﬁ&ﬁ%ra%@ﬂ&ﬁn betansiared biakam and ¢ feast
202 and reC%aﬁ/@JcmZQﬂm\enré&n@r SEIARE rtAH LSRG R oh ) the cilddl DY, Ben the

control PDU. a PDUis transmtted to the recei ver 204, a counter
602 can be #rﬁmﬁg@é@m wiurh dw coheter G2PDiEerp aah st itoresens thetinidpigtlad.

If aft er a f%g] fied fﬁ}/dl ﬂgélﬁg&gy ?eghﬂl eggﬁrb{ﬁ%ﬁgg Xr?edof.ntuﬁl%rbughe

transmtter can at end ano ansmi ssion.
[ 0055] As di smlthmsleldgiemfdrrh@nmg]fmgmaatandrtimﬁ@l@a,wiag hﬁesr‘emc(ak arkelDh) rhaking

transferred cont.ainin st _some inforpation PDU initially
sent . The carmur Bt bBRenRolurBheh R o fHHRE wiiegidts
thus represeng i AEdENRavdlvuods (HIeMS padirdigted r&mibﬂldbp@he@%@eg the
sending of the control PDU.  Various other enbodi nents can be

practi ced wFe gage! Brobebifto argpkiret wpdelsspch; as Sexpiian nefwisks g gacipated by
counters cap {ifydk IR ﬂ%ggadBaﬂ;E’ﬁn GRHA L Sre EP%)BU it aorP R ak §lassaﬁers iléCh

transferred and anot her r when a control transferre
[ 0056] The t rasppot vestoragthows (TNaKe), sevbreat classtfenpsechtas nethods rifasaddo

the PDU as “neural network™ methodologies, fuzzy logic methodologies, and other approaches

that perform data fusion, etc.) in accordance with implementing various automated
aspects described herein. In addition, these techniques can also include methods for
capture of logical relationships such as theorem provers or more heuristic rule-based
expert systems.

[0058] Now referring to Fig. 7, an example configuration 700 is disclosed
showing a sequence of communication between a transmitter 202 and receiver 204 with
multiple counters. A PDU counter 702 can track a number of times a PDU is
transmitted. For instance, initially a PDU can be sent and the PDU counter 702 can be
incremented by one. If a response of success is not obtained from the receiver 204, then
the transmitter 202 can send a control PDU. When the control PDU is transferred, a
separated CPDU counter 704 (e.g., control PDU counter) can be incremented, such that
the PDU counter 702 and the CPDU counter 704 keep different counts. Multiple
attempts of sending a control PDU can be attempted and with each transmission the
CPDU counter can be incremented. It is to be appreciated that multiple attempts of
sending the PDU as well as the control PDU can be practiced. When a link is

considered broken, when a PDU of a different sequence number is transferred, etc., the



and/ or control PDU to the receiver. While the disclosed configuration
600 highlights three attenpts to communi cate the control PDU, it is
to be appr\,@((;!z(ﬁg/?%éahat other attenpts can be made. In adgitiB8ss7010
artificial 1nt I gence techni ques can be used to determ ne how many
times an attenpt should be nmade (e.g., determning a threshold). Once
an appropriate nunber of attenpts are nmade, the counter can be reset
to zero and a link between the transmtter 202 and receiver 204 can

be consi der péwogkt%ﬁmmﬁd;%r HRYEDT @aure&%a cad fe lteEb@ (E8CRINES ze¥94héioes
return a confirmation to the control PDU, then the transmtter

can return PRY oyntar &2 162 tq bwhen onemBDEY s smsterted anédheriPRT eoumﬁﬁrt'mél
PDU. [0057] Ar.td Hocgepc} ccntelligence techniques can enpl oy one of
nunmer ous net hodol ogi és for |learning fromdata and then draw ng

i nferences HIdPbr nakRefgrideteFigs. r&aﬂndﬂ]snatleidatognbstcdatdrgrmammiclayon of

Vr kov Mbdel B CE ARARY SR TRDS: BT ot B Br el The B B AR mor o

gener al pr obabiolblsiesarg Gapin sl demad:ea 85 a Sdiieh oﬁ@;@ayﬁﬁalbamnm@w@f &8l
e.g., created by structure _search usi nﬁ a_Bayesi an nodel score or

appr oxi mat i appredistethat the metiofolagies arg peliniediydpeprdes ecty aspapRipge san,

(SVM),  nont] i BG@knce Iv@&%nfe lofFdre éﬁ'&dauﬁéﬁ@%&éa?qﬁ%fﬁeﬁ{&sas LE/&S
"neural network” mnethodol ogies, fuzzy logic net | ogi es, and ot her

appr oaches pmrrp@bmﬂmtﬁmaamffm that shews apd Hescribrsidventan cRonikarhple, those

i npl enentin I n n,

t hese t echnlgla}&%{shgﬂgﬁd a gg@%@% gﬁgﬁﬁpgecdgéﬁo{rpﬁgthpﬂl% 'dodéflgg% “tféh?

rel ati onshi ps re@msbntaisastalmnemmmmieueé states m@nhfmnbh 8d inG statd daprasied

Conti gur at 1 SIFees e B B e LBRT Gob e FanEReE RRMRRRR  on

bet ween a t aapsdintd wrh doransle eR6&diMeHts204 Wi th multiple counters. A
PDU counter 702 can track a nunber of tines a PDUis transmtted. For

i nstance, i H%PhI |y aN%@fe%Wg%Fgeﬁtana?ﬁwlﬁ@qﬂmo@auﬁ%}s dirglpsediar be
i ncrenent ed cfymAfRatinofa BT %ﬁ@@%ﬁtr@ﬁﬁl‘}?&Eﬁ&zéesanﬂ(a%teﬂfﬁhﬁ‘f rif—mef romt he
recei ver 204, then the transmtter 202 can send controlg

t he cont rol c@PUURIsattongnsfcesssiad, Aazovsré?ranaabedse@lnﬁ)tna@@mmsrmsmmﬂan(d@ﬂgra
control PDU ; C th

702 and ¢ he CPHD s taf R B! (RN oo 6 abaE ookt £ RBRE
of sendi ng &aloopdni@ esteblishedat dyentaiorzanm:heclarﬂmqaevfotdmdahmhgm bbmsmmsmfbn
t he CPDU co# er 1can e |ncremantfed. It is,to he a rec‘t@gd

ml tiple at @?&5&02 BT 8?:&%&58?%0 SOt eqelhs ealS, Fe o o oo
be practi ceebchMfeR, ahd thdhkd. SAIGRAGH RN, 8drd¥al ke Meniyail ArRBiseibn 8f a

di fferent sequence nunber is transferred, etc., the 13 PDU counter
702 and/ or €PREEBBY-counter 704 can be reset (e g., reset to zero,

the PDU coupg@iij 702 rBRek sécsh r%}%nﬁn&%}ﬂea%é ﬁ%uh%@é&fcﬁf&@é&n%&ﬂoﬁ Be

CPDU counter 704 is reset to zero, etc erring to Figs
and 9, met hddotayified tr#@hra@anmg%tﬂipmqrﬁrqt aﬂtb nWblfle RDuoEN g¢rdrmed as ac’@ﬂmg
PDUs. Wi | e'to l%unpey,rlp?§§ ge %Jpr cﬁa%t B&erﬁgn’a%x %eac%%ﬁtfp \pcl’n mcifude resetit

met hodol ogi es are Shown an escCr | as a série acts 1o
be under st oddt cannteyatp;zmmpaﬁ e:tdmtlﬁcaainoh béa mtﬁ@ﬁbirmMmar(egm ﬁicrdmf:rmﬁ@d
by the order, of ggtg as sone ac H cor dance r/lth one o

more enbodi MSHPEMELEILY F negatye ?lffaleeémat dsqrbSalyig Mae e Brer SREP VAl d

other acts fHeduhtB9! THES W BshedOsmiEl BEPDTNE cBntrdf DT RKARRISion bHASE
skilled in the art will understand and a&grem_ate t hat a net hodol ogy

coul d al t er AasgroBiacoptes b PR sadeantadl PR S uppsgdssm. i nterrel at ed st at es
or events, gl as 'nAq'es%B@ste%aﬁjb@%@Héd ﬁ@ﬁ%‘h’(&i‘iﬂe 8h whdn héﬂré{&ﬁﬁs@*ﬁﬁd

acts can be required to m&ﬁgmsnt a net hodol ogy i n accor ance wi t
one or nor e iekysigitadatastionf Ofhsiaesppesesan bergsetl an ditgmigng Hrthetxammpission

met hodol ogy ; 800 dsshud! 5 GlB8 88 LA ocEATHHY:GRLL 0T fhe PR ARIALLs sSR!
{(e.g., an intended receiving unit collects a transmission). The check 810 can include

receiving a response from the solicitation and evaluating the received response; a result



[ 0061] Bl ock 806 can represent increnenting a counter as a direct
correlation of the identified transmssion for the control PDU Wile

comonly RephakAB@ses adding to a counter, it is to bepapRLShHkALER

that increnenting the counter can include resetting the counter to
zero upon identification of a successful4transm ssion (e.g.,
incrementing the counter with a negative nunber that has an absol ute
val ue equal to a current value of the counter). There can be one

counter for oPRYeGatea Mt § Olhe PR ARERISSE ABs A8cMBh] rASMESRA) AhSe
counters of PDU and control PDU transm ssion. %0062 ] A response can be

solicited fuenhiadpeeiniasiibe rapmasianiesuceenBi K dhegrnsmissipmivspegessdel, at
action 808. ﬂﬁﬂqmg&ﬁﬂgpaﬁlﬁq&ﬁpﬁagaﬁggfn determning if the
stul.

transm ssion IS succes 0 can occur that determines if
the transm $§&168h is slicwaswbmissipei 1sg10¢ swncssiul ginchabic thewsaoldicagbaitintpared

| | ect Th h
Cosponse v ShEREEE PR ot PEntiRiS CuThr LT shreRind® Ful SRC T dPomuas
a result 14foksd Hﬁ)u&ilﬁk&lﬂhctd)typ(cﬁllg as a fuetidnasRoasR oﬂ}&tc@ﬁ]paMQe ey
successful transm ssion) nin

det
transnlsS|oﬂ“??u@ﬁ%%§§§Wﬁ$anﬂ$tW' %rgﬁgﬁg§g%gh°ﬂ q§h@8§§§$8ﬁ-“¥ﬁeﬁ’

the counter :&aiinP ehdubB§dt oBdur ARéd ﬁfbn%at?on c[ag%@%&t%aﬁlsrhﬂ%d L ROSOBESI ON 1S
not successful, then the threeshold can be conpared to the counter

after incr e#bmewfglféherfesk@nkd t@meseAtmé@l@pB@en@emsﬂan@ oprluneieact §18 that
d i : f
eterm ne i t,inbRaeleshiod 319 ch& t@h%ﬁg vahbhy gé ot gtﬁee Ireg{l‘%ﬁit B ot @

result of the conpari son coun han
t hreshol d, ifcltdaeveaoddb.er is equal to the threshold etc.). If

resetting s not gccur n.informati o n b t
action 820. T@%@ﬂver ?wgﬂ@p@gg bt ﬂ&§xgnp@§@$Mx?ﬁgﬁ8§@ é%ﬁ 3f°5te
reset can O@edtessilg aasa)ue@acBPmU ahd/eAtbntroCPDIUE Thes bl bkt gGoddntrelr t o

a base val ue u triggering the reset that can include event 820.
[ 0064] Now ; 1ol fage P%giﬁ.a@t » COIPMRY ACAOBIPARIEf BY B PRIy teRIOfor g response so

di scl osed f QliraREr@8S@h i &QAShﬁﬁ(ﬁ% Ritksang/ HEnt?ff&Qﬁ&P&atzPQH bem&é&ea
can be collecting a control Brotoco data unit at act 902, comonly

acconpani ed figyr the sefleictst rantrad RDLbat agtione¥)doths édetifiention dpts wiut bewsed im
earn a transfleaEhel nbect GERATNUbar LAGH Lhfigiird data can be

extracted from ecte ntrol “ataction 904; the

i denti fi catil@5SHat a cArmobetadsfiU e b evabhied mhdguthentiodted @ atidorad0fpslich e

that sends t h% e%(s)t?re a I‘E:CCIVDIEJPDU is at a correct location. At block 908, there can be
producing a notice for a module that sends the contro] PDU to reset a counter upon
successful authentication of the control PDU. There can be transferring of the notice to
the module at action 910.
[0066] It will be appreciated that, in accordance with one or more aspects
described herein, inferences can be made regarding tracking PDU transmission, tracking
control PDU transmission, efc. As used herein, the term to “infer” or “inference” refers
generally to the process of reasoning about or inferring states of the system,
environment, and/or user from a set of observations as captured via events and/or data.
Inference can be employed to identify a specific context or action, or can generate a
probability distribution over states, for example. The inference can be probabilistic—that
is, the computation of a probability distribution over states of interest based on a
consideration of data and events. Inference can also refer to techniques employed for

composing higher-level events from a set of events and/or data, Such inference results

in the construction of new events or actions from a set of observed events and/or stored



[ 0065] A col | ected PDU can be eval uated and aut henticated at action
906, such as to ensure a received PDUis at a correct |ocation. At

bl ock 908y¢ hRkAsgan be producing a notice for a nodul

t he contr(;T PDUto0 reset a counter upon successful aut Eg%ﬁ?@g@ﬁgﬂﬁof
the control PDU. There can be transferrisng of the notice to the
nmodul e at action 910. [0066]It will be appreciated that, in
accordance with one or nore aspects described herein, inferences can
be made regardit i el BiohdPBld &éﬁ@wegﬁé@t@d irf él@s‘é‘iérﬂﬂarﬂ%&ﬁ% Ry
transm ssion, etc, As used herein, the termto "infer" or "inference"
refers genelapthgr thoctens apd deia sempfromens onbavgrahbesut ansrdatarouices. ng
states of t stem

observati onEﬁ’ azlycapt u%%yalﬁéaé%g%%%&gﬂ%? or ng%m&{l? pgﬁr:%ﬁ%%%ogﬁ “Be
enpl oyed t oiricigniakinganfspecisiperaitiop tesdmmouniasibh ofiPDUs acdior (gmtteirIHNés a

probabi lity,distri r st at for nf.er enc

beor obabi | P o Aifef BSifon csEiene B 168 st d BelePye et 8

di stri buti ophwical frat@tes v@ﬂ{emme@be phralesedasen upommau@afpgnmﬁan Qfesietat @
and events. Inference can also refer tq techni ques enpl oyed_ for

conposi ng hPYHESeT B FiCellont dorpyRiaed it e f‘é’%ﬁ‘\’ﬂ%“&ﬁﬁ?)cé@“‘dﬁtlséra“%@h

i nference rggetadid it ﬂo'ﬂﬁltéhﬁékﬂoriﬁﬁ{ i au%elnﬁ%f@eéﬁwssha@ Earﬂfetlhm%r fifeom a
set of observed events and/or stored event data, whether or not
the events &eand st whichsedh infrenressee médﬁplercanjum’f@mwﬁmye vaioys einbediments

t he events e or several event and data sources.

[ 0067] Accorgdyégﬂﬁ%ﬂoadé%gicé%fﬁgrggne or nore nethods presented above
can incl ude[t9aB] ng i nfigr Bnces 11kmet1rztt'a)inmf agdbde donTauitioo it 6ilndtesPDUS

be.made ol BUBBURGuoRkef ot Mobsare O Hyu e CRraf o8 Fa ety

period par amtgﬁ:il mme’@k iHpeRe) arﬂeeéiﬁkeﬁt@@@tﬂcﬁaﬁdx@n and @8ifb@i tﬁﬂmléctlons
savi ngs, etcg. I%Jébe appreci ated that the foregaoi ng exanples are

i|lustrati v@erqenﬁ%lgu CTSAIPAFES, ARV Etfeled) ths treeived steral and dtgdtizepthe

i nferences E&ﬁ‘ﬁhcﬁ@@s@@aﬁ @gﬂalﬁrsar}lﬂ@s NRRB&Er 10@2‘@5‘1‘1 68 f%gmyl@f SNANEGS
are made in conjunction wth the various enbodi nents and met hods
descri bed he&cever afO@egpmpyse adniodulater il P04 hatrcan domodiflata rasoived synehels ce
1000 that f Vi C 0
conpri ses alrurer L ARy iATTNGRR 1O Bl Rufd ki, BrehrR0bde s

a recei ve aptogcasar c(eriinated hmma)y,zmgnnfopm‘tfonrrﬂmvteybymbwalcl(]omaﬁd/bhereon
(e.g., filters wnconver etc.) t recei ved sj

it gi 11 EEePHRE R TRD AUTHRR GNP bo sBtsTitterudF atSoemat it i ot02
can be, for oex@mpre copordMBlof iRBRE ¥Blice 1800, 6a/dr & PRIREIEEhA IBrmdLat or
1004 t hat cg% denodul at e recei vedp‘s)%nbol s and provide themto a

processor FIRRGPD FREMELYY BstiY s D mensiist BéyBRtiamiys tragsmissiondy

processor deghsak&doie aa@@wﬂme'o@mwaﬂ eﬁt%ﬁmﬁ% RYick €68 EE to
1002 and/or generati n@l information for transmssion by a transmtter

1016, a pr obesmueciattrbihaidbnirnsmittesd81oandrithe @C@w&ﬁ%mm@fzh the iahsmitter
devi ce 1000, f\&dég &fgggfe%a%}rzoa B?iﬁé’?%%@@{, i dﬂﬂ o%fz%wmd

recei ved by recei enerates I nforma 1T ansm ssion by
transm tt er dikOddb entétied. control S one or nor e corrponents of nobile

SRR NERE T R O

recei ver 2068p&itivelykouBled BOpYOYREor [DDEINAGRE c@h SOretRtSE Ba ErahstnifAdH] received

distinct enEizlitta Izgf%rmatlon related to available channels, data associated with analyzed signal
and/or interference strength, information related to an assigned channel, power, rate, or
the like, and any other suitable information for estimating a channel and communicating
via the channel. Memory 1008 can additionally store protocols and/or algorithms
associated with estimating and/or utilizing a channel (e.g., performance based, capacity

based, ezc.).



[ 0069] Mobi | e device 1000 can additionally conprise nenory 1008 t hat
is operatively coupled to processor 1006 and that can store data to
be transmyéeshsnfQsei ved data, information related to E?hﬁ?ﬁ&&nmo
channel s, data associated with anal yzed signal and/or interference
strength, information related to an assiggned channel, power, rate, or
the Iike, and any other suitable information for estimating a channel
and comruni cating via the channel. Menory 1008 can additionally store
protocol s ayger al 9ok ikilnoSapssRtdBthRdhdMddsOSt(E. gameﬂﬁr;amb/spﬂescnbed
utilizing a channel (e.g erformance based, capacity ase etc.).
16 [0070] | thwmwdbéeﬁlﬁ&ré@ﬁ é@ntqﬁra@rltqﬁéolaahe@emw,@re@ woluderkathr y

1008) descr Y

ronoty, o Can e an nofa Ren B MR o Aol 9@‘0‘&“&
of il ustr aticowry amdnslode tedchontdamicongy (R@Mbmaigrdmafhimrﬁow CP&%DMI&CI ude

or agr ammabl EOReRH pEsresty SRR B RO P it Tatl sty PRRBRGHER YD o

fl ash menor flash\adradry] & ofilmymegtan feludd eandamdorssateass; (MY, whidRAM ,
whi ch acts as external c@ che nmenmory. Bg way of illustration and not
limitation, 3Fnk PR SASHIETR REMNHY £ &Jwgtwémﬁn%@o@w@ﬁpﬁ%w ”PAM
(SRAM , dyn%llﬁbl%Mnﬁm'ﬂ]s SIRNRE YRR SusEAM QQR@VM ynafBUR R/

rat e SDRAM ( DDR SDRAM’, enhanced SDRAM ( ESDRAI nchl i nk M
(SLDRAM) , amdichiongks DIRANDGHREA. (orirbaNyta rarn SDRev FYDR GHIR A9¥1), tenleanced

i cod 1o, SPRee AR Skl DRRIERLTR TR S KepBRARE! N0

[ 0071] Pr oceISRRAM)OZhi snefrory h#S of prersabjestesly sterooarpl raeth@dsnemm@ﬂécttar 1010

d/ 1 f f b
Stat i on 1o2oar Byt ond g Rovizbis FEVERY,5 20k AR E b=t REmBees: nougn

the transm {gogy) 1016 Pr&‘@sd’rﬁ@ﬂ@ﬁlfaﬂﬂerb@&@tnfr‘aﬁncdugl%ﬂfalr&wgﬁxhﬁ1010 and/or
regator 1012 that a counte

transm ssi on and notlf g
i ncr enent edan HRECEIERY, Qé%t £ ng%ﬁuc’é‘é‘ﬁnﬁi’&? ShiEem 2 dassidiong P% OfRBb]r pd
devi ce 1000¢sthddilcidulitdem cBAPHe IR &oggfﬂ% %l‘i’éimt]t&]i@l@n‘?lhé Je@ogmzer

transmtter 1016 that transmts a sign , base CQ
di f f er ent i all0kf@ay ideytifyf e trpm@t@m@nd@ogﬁgbe @gaqga@n fobﬁfb%tmoumbbd e

dovi ce. el CinoflidiRonc donbehad, ﬁg{;&ehagmgﬁpa%&gg%@r VBB GcRELFRAIAT

1006, it is to be appre recogni zer or aggregat or
1012 can befiptiet cafiprpeocmsddatod 0TE and tha: tramsrbﬂzﬂer ¥l 6pho tesswtss: sgnat

Faci 1t at os CaomhCRhet s Rrenie ) Byafinb ot i plons o B

station lloae\(}i&a( g, F‘\ﬂiﬁhﬁ@ﬁdepﬁtddtas bemgle&jﬂ{a’&&f&@n&l@ﬁbéﬁ%& 1?(?]@1&@%%13
recei ves si gna S romone o 11 e evl] ces rou a
plurality ofipnr%%f&rzwdfaﬁmaﬁlﬁag1Oﬂgowegfoaﬁ&gr%d%qré%?rﬁ@tb@rpéﬁfﬁmmqr 1006

transmts tgrf REnRRer floclRbS (R bkdvydevi ces 1104 through a plurality
of transmit antennas 1108. Recei ver ‘1110 can receive information from

recei ve ant 8dak 1106Figntl isgn dpsiratianed WY%@E & E0Gthatfagilitaes gommunication

denodul at or I i t -

i nformati onO%%%]%Ptn(r:@ i ﬁlﬁgﬁ g&ﬁ@ﬁ%? org&g(%%r{l ﬂ%%? Eéggt’d%qlat egp‘éyrf’bol S
are anal yzetechiyeal ipﬂdesseiNeslslgrm(B}@am oamomaorsmnbilade\ncnstmm ﬁmmghssor
descri bed ab ard to, Fi

ve, r.e g }dﬁ V\:g Q i.S_coupl e a
monory 11160 LRI St BrE TP BITRObCiRe b Bet D Gd b G ‘& eioBaar
(e.g., pil oh))oréﬁm‘mbgdehwam dfoarthﬂongiea plariBes tehsen ghtbnnad A1 68 tRechi@er 1110
transmtted to or %EI ved

can recewe information from receive antennas 1106 and is operatively associated with a
demodulator 1112 that demodulates received information — example information can
include a PDU and/or control PDU. Demodulated symbols are analyzed by a processor
1114 that can be similar to the processor described above with regard to Fig. 10, and
which is coupled to a memory 1116 that stores information related to estimating a signal

(e.g., pilot) strength and/or interference strength, data to be transmitted to or received



from nmobil e device(s) 1104 (or a disparate base station (not shown)),
and/ or any other suitable information related to perfouning the
various agg,d ‘ functions set forth herein. [00731 14
is furtheﬁ%gd&g/ﬂ%ggto a confirnmer 1118 and/or a constrgé?@rgﬁ)ﬁ@%ér.ume
confirnmer 1118 can authenticate a received PDU and t he constructer
1120 can create a notice for a sending unit with regard to success of
a communi cati on. Although depicted as being separate fromthe
processor LidhmdtiicliSybQsPRodRATElakadh b 8hidd\GoCRABR TR o kiSorn
and/ or constr_ucntle.r ell\élpa(sz)g% bg paartr',%.oa]c pr oc_eéso _01114 %’r a nu#ﬁ%rerof
processors fugblediownation re@zd jorpegformg shrowsionnactirasyiddundtioad st Hrth
conmmuni cat i H%ei%ySt em 1200. The wi rel ess comuni cation system 1200
depi cts one base station 1210 and one nobil e device 1250 for sake of
brevity. Ho{0#78r, it Drscdsrheélbpfadck ahpibdithatcosfaiee in 18200/0ean

i ncl ude nore than base statio nd/ or, nore than o bi | e

devi e, wheFUIsROtd 2ot caer A PEEelrgs « OB P ALVFLEE can be
subst ant i al tohsEhdttd 13RO 8in dkdté @ heie b OB TR ¥ithagRrSbahiess k310 and
nobi | e device 1250 described below In addition, it is to be

appr eci at edQRHnipHva. MaprdrlcpEiad 4 heips pensiln frem deanrecsssep3dl 4 dris to
enpl oy the gyshedBaddhiShe donfirBBd 118 adddr ARG Rfer TRINQM D Hhit 3
descri bed hergqpﬁ to faci Efterlltle Wi re?gss rcom’runl&:(lggf%lE on tﬁé’r egﬁgﬂogeesganr.
100751At baskl4sramumberaocessossf (hptcshdanh for a nunber of data streans
is provided a dat. Wrce. ! o atransmt.(TX) data ogessor
1514 Chocor B & atBEtbEs L ebmlily el i bich LB T
over a respettievscoaminaiidasion Iystedial 200pepieBI90 bask 2tkfof 02 Maind one a@ddYde and
interleaves ,the traffic data stream based on a particul ar codi

scheme sel o434t PP frdke Gyt FRRR ol bri6yr AR RutedMay A FOG B Phe
coded data fRIudearh Hal SnsSEaseAMUGAMIRE nvk hbiPbRXashiIM debichi diRteidat a

usi ng orthogonal frequency division nultiplexing (OFDM. t_echgj{é&ues.
Addi ti onal | §ddtiona} base Haterzepd/or mpeilqdavises saprsspastanginlpamilaeey dfhergnt
diviston MithhRLERER b Miion' 2 IPast tbisileARyV 340RlSRa bIEM m Aaicidle
di vision nultiplex ( . e pilot data is typically a known dafa
pat t er n t hatti§ to borappressted thahbase kiabom | Zi@raneior mrbilcdavided 266 exh eaplopothe | e
devi ce 1250_t

esti | _response. Lhe l.tiplexed .pilot..and
coded data ?Bg’?emesgg}ggglta'?ﬁgé;?@ gﬁrﬁngg’ﬁ egloﬁ%gﬁ SF :353 dfsg%? ,heéfi}ﬁéooﬁ%mh%te
mapped) basedrcs @npantidativh deraixtdent i on scheme (e.g., binary
phase-shift ing (B , quad ur hase-shi ft keyjin QPSK) ,
Fh phase. shi F00%by g AnrebbsHon Gl s o fgembthie B atr e o
(M QAM , et grokide@ hiemt £htd Qurdehal 2 #od Rarshiq RN HAa Prodddsier Mk adriting to
synbols. The data 18 rate, coding, and nodul ation for each data

stream can HeCHEN: BRHCtHBrerA st PRINGMted OV eI IRERECHYC 4uFeand. dBY dpig

processor 1g3Qessor 1214 formats, codes, and interleaves the traffic data stream based on a
particular coding scheme selected for that data stream to provide coded data.
[0076] The coded data for each data stream can be multiplexed with pilot data
using orthogonal frequency division multiplexing (OFDM) techniques. Additionally or
alternatively, the pilot symbols can be frequency division multiplexed (FDM), time
division multiplexed (TDM), or code division multiplexed (CDM). The pilot data is
typically a known data pattern that is processed in a known manner and can be used at
mobile device 1250 to estimate channel response. The multiplexed pilot and coded data
for each data stream can be modulated (e.g., symbol mapped) based on a particular
modulation scheme (e.g., binary phase-shift keying (BPSK), quadrature phase-shift
keying (QPSK), M-phase-shift keying (M-PSK), M-quadrature amplitude modulation

(M-QAM), efc.) selected for that data stream to provide modulation symbols. The data



[00771The nodul ati on synbols for the data streans can be provided to
a TX M MO processor 1220, which can further process the nodul ation

synbol s ( §y@2008fi8%s:O0FODM . TX M MO processor 1220 then ggpylb Hﬂ.—
nodul ation synbol streams to NT transmitters (TMIR) 12

1222t. In various enbodi nents, TX M MO @ ocessor 1220 applies
beanf orm ng weights to the synbols of the data streans and to the
antenna fromwhich the synbol is being transmtted. [0078] Each

transm tter rat2 28dihe Gl y.r%ﬂul@ﬁ&l ok £ ARAStrBarh 8SPRCAc iy Y AlsurSbi@m t o
provide one or nore anal g(g signals, and further conditions (e.g.,

ampl i fies, Pefargied or pRMdeHELAPVEISE) 28he anal og si gnal s to provide a
modul ated sygpg sul tﬂ@rﬁo& th;l ﬁéﬁ?o?'tl%‘da‘?a"&rear%g '\%o E‘é?ih[}‘%él‘gizt

Further, NT nodul ated sig mtransmtters
are transm MO pmwwﬂﬁmt@ndasanjfmm ptdmmsdlydwm&dmmop symbplece gyiry.

0079] At noby d smtt ed si S are
oo veu b O RV BB ol 5 BUR BAAES MR B ST DL B g e
from each aﬁamﬁaezieﬁmmlmawd@gh 1228 Ihersmtstehibedm&ﬁﬁ! TEMIMREVR)
1254a t hrough | 254y, ecej ver 1254 co d|t|% % ., filters,

Bt b olsg

anplifies, RMICHSRIRE FATOFRIS B Htgh{Ado ggctd@tfégc%wnd to

condi t i Onedtkﬁzlaﬁf@:ﬁha ﬁ&nmﬂtﬁ@sﬁmﬁﬁ&mgﬂfﬂs&iﬂ{eaher processes the
sanples to B@é’\“ de a correspondin recei ved" synbol stream [0080] An

RX data protMs8br 1268nchanyeigen \2E2 aeedivey vrdarecepise a AisReqtize eymyled stream
synbol str e%ﬁxfnﬁé’ﬁhé\!ﬁ ﬂ&@%ﬁﬁ%ﬁﬁa@gﬂ)ﬁﬁﬁ& &%Hdlﬂ%%a(thIé G ﬁﬁesr &%Lver

processi ng technique to provi etecte ‘dat a
processor 126&Dumranvedishtbe ahaogesigods tnq)mmodmateﬁ sigmd)stetabacfhr det ect ed

synbol stre m o kecove ffl atas eam The
processi ng By Wsﬁogtovef) 8&@&%? E[B%roéf{) %‘ﬂﬂﬁtﬁgwnﬁ% PR &pnsmitiers
performed by22X thiold momssxeﬁsnﬁa&ﬁfrarm r bteflgdsa 2p40E 050N 2114 at

base station 1210 [ 0081] A processor 1270 can periodically determ ne
whi ch pr ecoti*Ry t¥a¥rix to utilize as discussed above. Further,

processor 1Zg9fan fOA{‘iHbIﬁfeede@wE @Yﬁf %t%ah%nt@@%@ﬂ@&ﬁ@i@%lh SleMecefed
matri x i ndex portion and a rank val e portion. [0082] T reverse |ink

nmessage canDbEdnphteams\aiiagivougly pdr and thafaseived $1§liiﬁi f@g’eﬁaéll‘il pgerting 252 is
cormuncat, Ak, SUGLET R STRLIRY ok ey ol SURE P
recei ves tr aedrditoond & @, filters, amplifies, and downconverts) a respective signal, digitizes the
conditioned signal to provide samples, and further processes the samples to provide a
corresponding “received” symbaol stream.
[0080] An RX data processor 1260 can receive and process the Ng received
symbol streams from N receivers 1254 based on a particular receiver processing
technique to provide Ny “detected” symbol streams. RX data processor 1260 can
demodulate, deinterleave, and decode each detected symbol stream to recover the traffic
data for the data stream. The processing by RX data processor 1260 is complementary
to that performed by TX MIMO processor 1220 and TX data processor 1214 at base
station 1210.
[0081] A processor 1270 can periodically determine which precoding matrix to
utilize as discussed above. Further, processor 1270 can formulate a reverse link
message comprising a matrix index portion and a rank value portion.
[0082] The reverse link message can comprise various types of information

regarding the communication link and/or the received data stream. The reverse link

message can be processed by a TX data processor 1238, which also receives traffic data



19 for a nunber of data streans froma data source 1236, nodul ated by
a nodul ator 1280, conditioned by transmtters 1254a through 1254r,

and transrjdb@g gk to base station 1210. [0083] At ba§@T@g%ygﬂ0m
1210, the nodul ated signals fromnobile device 1250 are received by

antennas 1224, conditioned by receiversi9222, denodul ated by a
denodul at or 1240, and processed by a RX data processor 1242 to
extract the reverse |link nmessage transmtted by nobile device 1250.

Further, preagessabelad3taGataiy ﬂ@ﬁa&iaiaheu@&uzmh@dulaﬁa%@genddmator 1280,
determ ne which precodl ng.matrix to use for determning

t he
beanf or mi ngSRRSHLRES bY [romsEulisss beda dypegn Badr, &Wéltfflfz’mﬁf'éia%‘idﬂiﬂr'@éft stgtiong . |
control, cogsg nate, manage, etc.) operation at base station 1210 and
nobi | e devi ce 1250, respectively. Respective processors 1230 and 1270
can be assotli88kd wi tAt basersatyon1i230, thmwd_lzmdsﬂgaﬁs fommeotplc dgviae 250des

and data. PLIGESPON idd0) 2. ART0NR, ALAGLISLLUMERIRUIALL 0nS Lo

derive frequenc response oSt e upl?l nk and
downl i nk, r depehddtmel2g0, a[nﬂ@&ﬁ]aéstd bﬁaR(xdm:apmd@satlamﬁtotdmhcﬂﬂﬁhereverse

enbodi nent s..descri bed her ei bg n(gL%rae g in hard

sof tware, fiPniRAF8Ee FASE ﬁ’é”o Foe ‘ﬁyPYE‘&ﬁ%iﬂr ‘?‘Eﬁ‘?l""’CCSS
thereof . FotheaxhadtchvaeRaddtplieRMh@WhRA prdcb@np hRGHSS uBdfod BétbEnikiapR ke
inplenented within one or nore application specific integrated

circuits (Abpaefprmige gieighfs. si gnal processors (DSPs), digital signal
processi ng f’(ﬁ)‘ﬂhfes (qgggé%orb PFRILATIRPLE JiRH €. d%é!ﬁtfo?scogﬁli-rgﬁ?) mahige! d

programebl e gate arrays GAs), processors, control
m cr o- cont r ekl)epeation @b@m&%@séaﬂ‘sandamﬁrele demeiiiﬂmespwnmig Rewegived

to perform ns i ped r C i.nat i t. her eof .
[ 0086] When bilEess 12 A G984 begs L Do Pt %F%‘?H prel
ni ddl ewar e progranctamieoaie] dap. dgn@ssoc@ﬁ:eowd emi)ecasagmpextfsmn tdneyutatians i@e

stored in a . machj ne-readabl e. medi um such a a ent.
PRSP o S A iy AR e et R o
progr am a [-@@ygdnm@ a subroutine, a nodule, a software package, a
cl ass, ﬁ conbl nation of instructi ons, data structures, or

program st a{ hts. Atédage yedprgond thatrihgambasirperisdaseribed beteay ca be
segnent or gnhahdwed f akdviii, tsomargaﬁ:tﬁ{%ge @rﬂgél%at%%ﬁlro\éb&gor any

information, data, argunents, paraneters, or nenory con
| nf or mati on corablg%tmrth@eofp Fonwbar éwsre 1ma&8menfetim, twowlmmlgs‘@ dan be

or e ded, oSS k3, BRSO oH L B B S T
signal processors (DSPs), digital sagnal processing devices (DSPDs), programmable
logic devices (PLDs), field programmable gate arrays (FPGAs), processors, controllers,
micro-controllers, microprocessors, other electronic units designed to perform the
functions described herein, or a combination thereof.

[0086] When the embodiments are implemented in software, firmware,
middleware or microcode, program code or code segments, they can be stored in a
machine-readable medium, such as a storage component. A code segment can represent
a procedure, a function, a subprogram, a program, a routine, a subroutine, a module, a
software package, a class, or any combination of instructions, data structures, or
program statements. A code segment can be coupled to another code segment or a
hardware circuit by passing and/or receiving information, data, arguments, parameters,
or memory contents. Information, arguments, parameters, data, efc. can be passed,

forwarded, or transmitted using any suitable means including memory sharing, message

passing, token passing, network transmission, efc.



20 [0087] For a software inplenentation, the techniques descri bed
herein can be inplenmented with nodules (e.g., procedures, functions,
and so onkyd bakfessd orm the functions descri bed herei npeTh@0888d74@" €
codes can be stored in nenory units and executed by processors. The
menory unit can be inplenented within t¥e processor or external to
the processor, in which case it can be conmunicatively coupled to the
processor via various neans as is known in the art. [0088]Wth

refer fence_ t mol@?]g. é%u Fdrlag,ugﬁvmtimgiehﬁmat_i?y a’f]eetaahla&@@? daiivedfhbrat @a}bels
transferring of a _and determning if the transfer .is sugcessful.
For exanpl eMR§BEHEEH YipFodulss fee%si H%Cé?re?sé%ﬁwﬁ%ﬁ% 5 ¢y thgt P?f? he

mobi | e devi gfctibds deSerfv@d BERAPANE Goal £E cddedbarSeSk KB i]n?lQ&m')r? units and
represented as including functional blocks, which can be functional
bl ocks t hat c¥espice §& nroctssast Topmemep ek dd ippleacpiedwibindhe proefssaner e,
or conbi nat | I o T , '

| ogi cal grog%%ﬁ%n§§%§£8%§% ggtg$%%' c%%%ﬁ%é%%@ﬂkﬁégg%gE&g%%%§g%

conj unct i onproeessoi s vamme mchugpscaknogmau pheregt. 1302 can i ncl ude an

or ot ocol daltoBhi ¢ 130A” RRB e e e OB v 1o gD e

i ncl ude an ah@cférﬁhg:afaplomhfﬂaaateuﬁigrngiime eaRMriGicesSRaU M@ explé system
direct correlation of the identified transm ssion for the contro

protocol dat 80QsfnEesidos leapiop g rnetinoymetile G Bapitiglotsepregatcarisd

I ncl ude an @*se&ﬁ 3008l rpAABAREA inf108ing BIeitHaNbB8ks, hich 8arl bARARERSI ON
is successful, an electrical conponent for conparing the counter

af ter i ncr ehiockd thef ragrasens fungtiqnh ireslhokried by @ processore badbyare oafomlangisnent

for trigger %H%Qeo@"fezg,t ﬁ%ﬁ%ﬁé B3 308 fidlieOF Gttt Hbgholtfgge@t?iﬁﬁel' d

agai nst the coun ctrical “cornponen orce

t hreshol d, aompdreatsithat adn o imp@ngnttidnorFor esehtd, igidzhgroomnni 82 daa a
base val ue u triggering the reset, .and/ or an.el ectri cal ,conpopent
or sol i of ¢ 11 o S LY GO mPga S ateal B o PG ER & TR s
i's transfer pad13dheVERERINES]dgfeaisiBGhihd) 1 SI2tRR McNid8@n kfectid® component for
transm ssion i s successful; these conponents can_integrate as part of

the el ectri &MFCIREHPYAEAHNIGSE 2 dHeG CPTginting of the iderdificd Sppymisonfop st r ol
protocol datg,plotdeaPdat2Btt Ploct he el ectrical conmponent for
increnentin%]a counter as a direct correlation of the identified
transmi ssi of0¥88F t he Eemigioh! groupineclHi02 dan alsamcluda 80d¢ctuenl corppenident
entities, a MR L ' -
i L e i A S
associ at ed woirtteralffecintico@htingoporenhssicaddievaneh didQ6cal Winpaestforn as

being external to menory 1308, it is to he understopd that one or

Tor 6 of el eCAREcting REQaRS b 1050l o Bsnrrrsts TR Cisan e Rty
1308. 21 [ QR8WiLAIWoRipdaenk Q)rEistgblisMag thd thitshdl@t-a@didchical @Yipoedht IA0esctiat
ef fectuates processing of a PDU and perforns at | east one operation

in rel ati on theFopntet i9e hapaypdyspondrigasrpp s et aplpr anedophical campopehfor

1400 can reghe@ifls leGdnke RAH LIl ayoﬁ QnnandRRIsh R RAW £fmstebled | e T O
be appreciated that system 1400 is represented as i ncluding
functional Iéspenss is wshil ghdetamitieg f tiredtanemiskion sgukesssilatheseeqomponents can

¢ {i o ' ) .
thoreof (e, oCefean s Sy ine oSEREATaheRicich Mah Y GRERE) bEconyo
1402 of el egtratveatate anip d3lEintng/or Hetel@aivabmimponent dayj ingreheing afeounter as a

i nstance, | i cal roupi 40 an i ncl.ud n elecgtrical ,conp t
for ant hent okt e it S e S ion A o o G50 a1 e
| ogi cal groupinagpchddR chimits] dhalthidligea i dttRGhIY, GHtert ORIOAR Mclidera memory
producing a notice for .a nodule that sends the control protocol data

unit to res étm?ath_ébﬁﬁm@ﬁnﬁﬁ%étﬁpf@ L’?@'&é@%‘lﬂﬂg f‘ﬁ@fﬁ%ﬁﬁ%ﬁ’fqddﬂﬂb@ethl control
protocol  datgmpiichts488and PRBIIWINR shoGh cabeitl Q¥RhA1% ARG CABS At 8% be

understood that one or more of electrical components 1304 and 1306 can exist within

memory 1308.



transferring the notice to the nodule, an electrical conponent for
collecting the control protocol data unit, and/or an electrical

conponent w@®hoogXd4eCcting identification data from the $ETAUSHbOsk7010
control protocol data, the identification data is used In

transferring the notice to the nodul e; Zlhese conmponents can integrate
as part of the electrical conponent for authenticating a control
protocol data unit 1404 and/or the electrical conmponent for producing

a notice fofooaopodul erdrhiag (SERAB, ilNStre0d isradystefmalios Glat fddctiategi t t o
reset a counter upon successful authentication of the control

prot ocol daPRCtming c1aBBU 4d reraEpeh farione APSTEHasn relpiipn;ta & the fensfoppy | e
shown as beingegid. et ftakarthfle r@ﬁ@eﬁm 406 0% rebilie éthJsP;t)é?@aIW@fﬁéE%@ll& hat

el ectrical conponents 1404 and 1406 can exi st hi n“nmenory
[ 0092] What Hardcchdiin tefsanprdsiateddbd westemd ttie scpassantpd esinolidiog dunstionmdr e

embodi ment Sy Lte Lfich Uhin 6 'ilt?t?dﬂdﬂﬁbc i %éf)h'e% t ?Bﬁb F Yx‘teedyb
Ty net ho Vposes

concei vabl e conbi nati on o onen S Or 0g e
of descri bi pgpctsher, a]‘fmaefrmntomﬂnedmanmmfrﬁeglt ﬁnn'hm'e) (ﬂmtenﬂél@ﬂdtdhaieya

kill in th ar can r at man rt her conbi.nat.io and
ot at 1 onpefiel g R e o R e A o SRR Cor 1 e
descri bed efadidyRipical goepihft 402006 itcuderbReRical dompbdht &rtaBihaiticass a

nodi fications and varjations that fall within the spirit and scope of
t he appendefPHICAPIRECOR Wit Hiffe MarepveR diedegiet eraunie 1P He cangpeipde an

"incl udes” bl%ctHéﬁ%ﬂnBo&h{ ReproldiEngs hetidogok Ags&lié Bl &Hdﬁ%e E&Rrof hRdtd%Bi

such termis intended to be inclusive in a manner simlar to the term
22 "conpri sil#gtniat regbapeuntirngon suscéssfubpphaticdiontsd heenptrapedoed data
transitional p@&% inaclaim 23 CLAIMS 1. A nethod for
faC|I|tat|ng racki ng success of a control protocol data unit
transm ssi o[ﬂ09ihcl udi Tig: logitl tgmlpmgaltfmhgamalmnﬂndﬁ arpa’[ﬁitm@borﬁt&tnantdm t;

a notic t

o ocol daraRIE g npalst e itk AR Bt SionS Rt br tfreRenink Goatrob

of the cont p@tocBI @kOGMH, afl@b@anbMctrical component for extracting identification data from
the collected control protocol data, the identification data is used in transferring the
notice to the module; these components can integrate as part of the electrical component
for authenticating a control protocol data unit 1404 and/or the electrical component for
producing a notice for a module that sends the control protocol data unit to reset a
counter upon successful authentication of the control protocol data unit 1406, as
independent entities, and the like. While shown as being external to memory 1408, it is
to be understood that electrical components 1404 and 1406 can exist within memory
1410.
[0092] What has been described above includes examples of one or more
embodiments. It is, of course, not possible to describe every conceivable combination
of components or methodologies for purposes of describing the aforementioned
embodiments, but one of ordinary skill in the art can recognize that many further
combinations and permutations of various embodiments are possible. Accordingly, the
described embodiments are intended to embrace all such alterations, modifications and
variations that fall within the spirit and scope of the appended claims. Furthermore, to
the extent that the term “includes” is used in either the detailed description or the

claims, such term is intended to be inclusive in a manner similar to the term



2. The nethod of claim1, further including transferring the notice
to the nodule. 3. The nmethod of claim1, further including

col | ecti ngvt b@sgsugssy ol protocol data unit. 4. The net poedustoogbanim 3,
further including extracting identification data fromthe coll ected
control protocol data unit, the identif?kation data is used in
transferring the notice to the nodule. 5. A wreless conunication
apparatus, including: a confirnmer that authenticates a control

prot ocol dat@mmistng” antbomprising’ais itompsdtedeherenifiated ps o dunstional woddiic e
for a nndulq_that sends the control protocol data unit to reset a
counter upofi®®fccessful authentication of the control protocol data
unit. 6. The apparatus of claimb5, further including an emtter that
transfers the notice to the nodule. 7. The apparatus of claimb5,
further including an obtainer that collects the control protocol data
unit. 8. The apparatus of claim?7, further including a puller that
extracts identification data fromthe coll ected control protocol data
unit, the identification data is used in transferring the notice to
the nodule. 9. A wireless comunications apparatus, including: neans
for authenticating a control protocol data unit; and means for
producing a notice for a nodule that sends the control protocol data
unit to reset a counter upon successful authentication of the control
protocol data unit.



24 10. The apparatus of claim9, further including neans for
transferring the notice to the nodule. 11. The apparatus of claim9,
further including neans for collecting the control protocol data
unit. 12. The apparatus of claim 11, further including nmeans for

ext racttAgMPdentification data fromthe collected control protoco
data unit, the identification data is used in transferring the notice
t o t he lmodulemethegd forfaeiitating &aeking susicessrpd @icanirelavpiegolstatirwnit transmassion,
nachin§-%§§€ tabl e instructions for: authenticating a control

protocé} atd unit; and producing a notice for a nodul e that
sends the cemhesticafing®heeettol hadtacdldata vnd; ssglSet a counter upon
successful authentication of the contrqgl protocol data unit. 14. The
machi ne- r ea8HBIMEINgBAICLRS B agneduls that sends hsepnirplgreiarelglalaiittodescbms

for tr @-glfk{t(%{ Jgoﬁng&%c{%gsffﬁlﬁu%l%?lﬁEﬁio?llr}git}?%&%rgl ].I;rogo%ol (ﬂ?&?‘,u'ﬁ?cm ne-readabl e

medi um I nc instructions for collecting the
control protocol data unit. 16. The nmachi ne-readabl e nmedi um of cl aim
15, further jncluding instructions for extracti identiLication dat a
from tRe colNEGtPLT AR, E?r&ese&ﬁuda%& Gansfgring fRaopgein e Fedicon
data is used in transferring the notice to the nodule. 17. In a
W rel ess communi cati on system an apparatus including:

3. The method of claim 1, further including collecting the control protocol data unit.

4. The method of claim 3, further including extracting identification data from the
collected control protocol data unit, the identification data is used in transferring the notice to

the module.

5. A wireless communication apparatus, including:
a confirmer that authenticates a control protocol data unit; and
an constructer that produces a notice for a module that sends the control protocol data

unit to reset a counter upon successful authentication of the control protocol data unit.

6. The apparatus of claim 5, further including an emitter that transfers the notice to the
module.
7. The apparatus of claim 5, further including an obtainer that collects the control

protocol data unit.

8. The apparatus of claim 7, further including a puller that extracts identification data
from the collected control protocol data unit, the identification data is used in transferring the

notice to the module.

0. A wireless communications apparatus, including:
means for authenticating a control protocol data unit; and
means for producing a notice for a module that sends the control protocol data unit to

reset a counter upon successful authentication of the control protocol data unit.



a processor configured to: authenticate a control protocol data unit;
and produce a notice for a nodul e that sends the control
protocol data unit to reset a counterzhpon successful authentication
of the control protocol data unit. 25 18. The apparatus of claim
17, the processor is further configured to transfer the notice to the

Cont i gied 150 AaTTRFCHAR & @ liing Ko e PRERTRnk By MR e

appar apnegulef cl aim 19, the processor is further configured to extract
identification data fromthe collected control protocol data unit,
the identification data is used in transferring the notice to the

modul €4 } 2 1Th€‘ﬁﬂﬁ}aﬂﬁsdo# Rind Q%Hﬁ&@%&iﬁ'&n@ ﬁ%ﬁ:{fé a9 c&ﬁg:ﬁ%gng%n&o okl

protocol data unit transm ssion substantfially as inclarml
as her datadesci i bed with reference to the acconpanyi ng draw ngs. 22.
A wirel ess communi cati on apparatus as clainmed in claim5

substantially as hereindescribed with reference to the acconpanyi ng

dr ayvi ngs. 2fe a@;aﬂtﬁ@&ﬁﬁﬁnppﬂ%& %{dhﬁﬁhgg ARRABE bﬁ&ra%ﬁngld%hﬁﬁ@btiioﬁ data
claim9 substantially as hereindescribed with reference to the
acconpémyi thg colitestddrapsirol protocol data unit, the identification data is used in transferring the

notice to the module.

13. A machine-readable medium having stored thereon machine-executable instructions
for:

authenticating a control protocol data unit; and

producing a notice for a module that sends the control protocol data unit to reset a

counter upon successful authentication of the control protocol data unit.

14. The machine-readable medium of claim 13, further including instructions for

transferring the notice to the module.

15. The machine-readable medium of claim 13, further including instructions for

collecting the control protocol data unit.

16.  The machine-readable medium of claim 15, further including instructions for
extracting identification data from the collected control protocol data unit, the identification

data is used in transferring the notice to the module.

17. In a wireless communication system, an apparatus including:
a processor configured to:
authenticate a control protocol data unit; and
produce a notice for a module that sends the control protocol data unit to reset a

counter upon successful authentication of the control protocol data unit.



25

18.  The apparatus of claim 17, the processor 1s further configured to transfer the notice to

the module.

19.  The apparatus of claim 17, the processor is further configured to collect the control

protocol data unit.

20.  The apparatus of claim 19, the processor is further configured to extract identification
data from the collected control protocol data unit, the identification data is used in transferring

the notice to the module.

21. A method for facilitating tracking success of a control protocol data unit transmission
substantially as claimed in claim I as hereindescribed with reference to the accompanying

drawings.

22, A wireless communication apparatus as claimed in claim 5 substantially as

hereindescribed with reference to the accompanying drawings.

23. A wireless communications apparatus as claimed in claim 9 substantially as

hereindescribed with reference to the accompanying drawings.



