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Information to be verified is encrypted according to a first time stamp to obtain
a first ciphertext

v

An authentication request carrying the first ciphertext and the first time stamp is
sent to the server

v

An authentication response corresponding to the authentication request and sent
by the server is received, the authentication response carrying the second
ciphertext and the second time stamp

v

The second ciphertext is decrypted according to the second time stamp to obtain
the authentication result of authenticating the information to be verified by the
server

FIG. 3
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A first key is generated according to the first time stamp and a preset key
generation algorithm

A first transformation processing is performed on the first time | ——S4011
stamp to obtain a first parameter

A second transformation processing is performed on a preset | ——S4012
initial key and the first parameter to obtain the first key

L S401

v

The information to be verified is encrypted according to the first key to obtain
the first ciphertext

v

An authentication request carrying the first ciphertext and the first time stamp is
sent to the server

v

An authentication response corresponding to the authentication request and sent
by the server is received, the authentication response carrying the second
ciphertext and the second time stamp

v

A second key is generated according to the second time stamp and the preset
key generation algorithm

The first transformation processing is performed on the second |[——S4031
time stamp to obtain a second parameter

The second transformation processing is performed on the preset [ ——S54032
initial key and the second parameter to obtain the second key

v

The second ciphertext is decrypted according to the second key to obtain the
authentication result of authenticating the information to be verified by the
server
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An initialization request for an algorithm file is received, the initialization
request being used for requesting invocation of an algorithm task in the
algorithm file

v

Information to be verified is encrypted according to a first time stamp to obtain
a first ciphertext

v

An authentication request carrying the first ciphertext and the first time stamp is
sent to the server

v

An authentication response corresponding to the authentication request and sent
by the server is received, the authentication response carrying the second
ciphertext and the second time stamp

v

The second ciphertext is decrypted according to the second time stamp to obtain
the authentication result of authenticating the information to be verified by the
server

v

An initialization result of the algorithm file is determined according to the
authentication result

i_In response to that the authentication result indicates passing of the | S5021
| authentication, it is determined that the initialization result of the
I algorithm file is that initialization is successful, and the terminal is I

allowed to invoke the algorithm task in the algorithm file

Fr————e—e— e e e e ——— — —

| In response to that the authentication result indicates not passing of | S5022
| the authentication, it is determined that the initialization result of

I' the algorithm file is that initialization is failed, and the terminal is I

I forbidden to invoke the algorithm task in the algorithm file
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An initialization request for an algorithm file is received, the initialization request
being used for requesting invocation of an algorithm task in the algorithm file

v

Information to be verified is encrypted according to a first time stamp to obtain a
first ciphertext

v

A time synchronization request is sent to the server, a time synchronization response
sent by the server is received, and time synchronization between the terminal and
the server is performed according to the time synchronization response

v

An authentication request carrying the first ciphertext and the first time stamp is
sent to the server

v

An authentication response corresponding to the authentication request and sent by
the server is received, the authentication response carrying the second ciphertext and
the second time stamp

v

The second ciphertext is decrypted according to the second time stamp to obtain the
authentication result of authenticating the information to be verified by the server

v

State information of the authentication result is determined

When the authentication result is obtained, the system time of the |~ S6021
|| terminal after the time synchronization is obtained as a third time stamp

v

The state information of the authentication result is determined L $6022
according to the third time stamp and the second time stamp

In response to the authentication

v result being invalid

It is determined that the initialization result of the algorithm file is that initialization
is failed

/\ S603

In response to the authentication

result being valid
A

An initialization result of the algorithm file is determined according to the

authentication result

I In response to that the authentication result indicates passing of the |

S5021
: authentication, it is determined that the initialization result of the r

| algorithm file is that initialization is successful, and the terminal is

| allowed to invoke the algorithm task in the algorithm file |

| In response to that the authentication result indicates not passing of | $5022
| the authentication, it is determined that the initialization result of the |
| algorithm file is that initialization is failed, and the terminal is |
| _ _forbidden to invoke the algorithm ask in the algorithm file _ _ |

/—\ S502
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The authentication request carrying the first ciphertext and the first time stamp
and sent by the terminal is received

v

The first ciphertext is decrypted according to the first time stamp to obtain the
information to be verified

v

The information to be verified is verified to obtain the authentication result

v

The authentication result is encrypted according to the second time stamp to
obtain the second ciphertext

v

The authentication response carrying the second time stamp and the second
ciphertext is sent to the terminal, the authentication response being used for
instructing the terminal to obtain the authentication result according to the
decrypted second ciphertext
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The authentication request carrying the first ciphertext and the first time stamp
and sent by the terminal is received

v

The first key is generated according to the first time stamp and the preset key
generation algorithm

The first transformation processing is performed on the first
time stamp to obtain the first parameter

|, —sg011

The second transformation processing is performed on the preset
initial key and the first parameter to obtain the first key

,—s8012

v

The first ciphertext is decrypted according to the first key to obtain the
information to be verified

v

The information to be verified is verified to obtain the authentication result

v

A second key is generated according to the second time stamp and the preset
key generation algorithm

The first transformation processing is performed on the second
time stamp to obtain a second parameter

v

A second transformation processing is performed on the preset
initial key and the second parameter to obtain the second key

,—S8031

|, — 58032

v

The authentication result is encrypted according to the second key to obtain the
second ciphertext

v

The authentication response carrying the second time stamp and the second
ciphertext is sent to the terminal, the authentication response being used for
instructing the terminal to obtain the authentication result according to the
decrypted second ciphertext
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A time synchronization request sent by the terminal is received

v

A time synchronization response is sent to the terminal, the time
synchronization response being used for instructing the terminal to perform
time synchronization with the server

v

The authentication request carrying the first ciphertext and the first time stamp
and sent by the terminal is received

v

The first ciphertext is decrypted according to the first time stamp to obtain the
information to be verified

v

The information to be verified is verified to obtain the authentication result

v

The authentication result is encrypted according to the second time stamp to
obtain the second ciphertext

v

The authentication response carrying the second time stamp and the second
ciphertext is sent to the terminal, the authentication response being used for
instructing the terminal to obtain the authentication result according to the
decrypted second ciphertext

FIG. 9
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[ Terminal | S1001 | Server

The terminal receives an initialization request for the
algorithm file, the initialization request being used for
requesting invocation of the algorithm task in the
algorithm file S1002
T —

The terminal encrypts the information to be verified
according to the first time stamp to obtain the first
ciphertext $1003

The Terminal sends a fime Synchronization requestfo | 11me synchronization;
the server request > S1004

— — |
1Time synchronization ™The server receives the time synchronization request

- fesponse sent by the terminal, and sends a time synchronization
S1005 ' response

The terminal receives the time synchronization response
sent by the server, and performs time synchronization
between the terminal and the server according to the

time synchronization response S1006
] HE— _ Authentication
The terminal sends an authentication request carrying request

l

S1007

the first ciphertext and the first time stamp to the server

1

' The server decrypts the first ciphertext according to the first
i time stamp to obtain the information to be verified

i i S1008
! The server verifies the information to be verified to obtain
' the authentication result

! i S1009
1

1

1

1

1

1

1

1

1

1

1
The server encrypts the authentication result according to
the second time stamp to obtain the second ciphertext

Authenticati ’ S1010
urefsmolr(iselon The server sends an authentication response carrying the
/_\51011 'SP | second time stamp and the second ciphertext to the terminal

The terminal receives the authentication response
corresponding to the authentication request and sent
by the server, the authentication response carrying the

second ciphertext and the second time stamp S1012

The terminal decrypts the second ciphertext according
to the second time stamp to obtain the authentication
result of authenticating the information to be verified
by the server
1
The terminal determines state information
of the authentication result
S1014 i In response to the authentication result being invalid

The terminal determines that the initialization result
of the algorithm file is that initialization is failed

S1015 i In response to the authentication result being valid

~S1013

The terminal determines an initialization result of the algorithm S1016
file according to the authentication result .

| In response to that the authentication result indicates passing of the |
| authentication, it is determined that the initialization result of the |
| algorithm file is that initialization is successful, and the terminal is |
| allowed to invoke the algorithm task in the algorithm file _|{ |—S1017

| In response to that the authentication result indicates not passing of |
| the authentication, it is determined that the initialization result of |
| the algorithm file is that initialization is failed, and the terminal is |
| forbidden from invoking the algorithm task in the algorithm file |
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S1106

The ciphertext 1 and plaintext of the
time stampl are sent to the server

A
Based on the initial key and
the received system time
stamp, a decryption key key1
is obtained through the preset
key generation algorithm

Ciphertext 2 and system time
stamp 2 are sent to the terminal
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A
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The ciphertext 1 is decrypted,
and the authentication result is
calculated according to the
domain name and the identifier

Authentication
result

S1108

The current time stamp 2 of
the server is obtained

ystem time
stamp 2

v
Based on the system time
stamp 2 and the initial key, a
decryption key key?2 is
obtained through the preset key
generation algorithm

/\51109

:

The authentication result is
encrypted using the key2

Based on the system time
stamp 2 and the initial key,
the decryption key key?2 is
obtained through the preset

key generation algorithm, and
the ciphertext 2 is decrypted

Determine
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