MOBILE TOKENIZATION HUB
CROSS-REFERENCES TO RELATED APPLICATIONS

[0001] This application is a non-provisional application of and claims
priority to U.S. Provisional Application No. 61/823,836 titled “MOBILE
TOKENIZATION HUB?, filed May 15, 2013, which is herein incorporated by

reference in its entirety for all purposes.
BACKGROUND

[0002] Embodiments of the invention are directed to the generation,
use, management, and protocols surrounding tokens over multiple payment
channels using different devices, and in particular, to a mobile tokenization
hub.

[0003] Increasingly, payments are made using a variety of different
channels, including non-traditional payment channels such as mobile devices.
At the same time, security and PCI compliance concerns has driven the
adoption of tokens and tokenization to limit the exposure of sensitive data

(e.g., at merchant systems and/or over the Internet).

[0004] Different payment channels may support different types of
mobile devices, and different mobile devices may support different types of
tokens. Additionally, existing payment infrastructure and transaction entities
(e.g., acquirers, issuers, merchants, etc.) may require or expect particular
types of payment data to process transactions. However, existing systems do
not adequately account for these differences in mobile devices and payment
infrastructure to allow for the efficient use and management of different types

of tokens.

[0005] Embodiments of the invention address these and other

problems, individually and collectively.
SUMMARY

[0006] Embodiments of the present invention relate to systems and

methods for implementing a mobile tokenization hub (also called a



“tokenization cloud” or “Visa® tokenization cloud” (VTC)) with a common
tokenization capability (CTC) module (or system) that may provide common
tokenization between a number of different entities, for a number of different
purposes. For example, the CTC module can provide and store tokens for
mobile payment transactions, transit transactions, digital wallet applications,
merchant point of sale (POS) applications, personalization services, account

and token management systems, and the like.

[0007] A method, in accordance with an embodiment of the invention,
comprises receiving a token request from a mobile device. The method
further comprises identifying device information associated with the token
request and determining a type of token corresponding to the device
information. The method further comprises sending a request for the type of
token; receiving a token having the requested type; and returning the token to

the mobile device.

[0008] A system, in accordance with an embodiment of the invention,
comprises a mobile tokenization hub server computer in communication with
one or more mobile devices and a CTC module. The mobile tokenization hub
server computer comprises a processor and a non-transitory computer
readable storage medium including instructions stored thereon which, when
executed by the processor cause the processor to implement a method of
receiving a token request from a mobile device, identifying device information
associated with the token request, determining a type of token corresponding
to the device information. The method further comprises sending a request
for the type of token to a CTC module configured to communicate with the
mobile tokenization hub server computer; receiving a token having the
requested type from the CTC module; and returning the token to the mobile

device.

[0009] A further embodiment of the present invention comprises a
method for requesting dynamic identification information. The method
comprises receiving a request for dynamic identification information
associated with a token from a registered system and transmitting the token to
a common tokenization capability module that includes a de-tokenization



module that converts the token into an account identifier. The method further
comprises receiving the account identifier from the de-tokenization service,
transmitting the account identifier to a payment processing network to
generate the dynamic identification information, receiving the dynamic
identification information from the payment processing network; and

transmitting the dynamic identification information to the registered system.

[0010] In accordance with an embodiment, tokenization provides a
number of advantages, including serving as an additional security layer to
sensitive information, such as a PAN and, in effect becomes a substitute to
the PAN. Having a substitute to the PAN data has become increasingly
important as security breaches have become more prevalent. If a PAN is
comprised, a user is typically required to open a new account, migrate
account settings, wait to receive a new payment card, etc. However, if a
token is compromised, the token can be replaced without impacting the
consumer experience. Additionally, by handling tokens, instead of sensitive
data, tokenization also serves to lessen the PCI compliance burdens on

merchant systems by allowing the merchant to store a proxy to the PAN.

[0011] Additionally, centrally providing tokenization services can
simplify and standardize the use and provisioning of tokens across a variety of
different systems and mobile devices, including for both secure element (SE)

and non-secure (non-SE) element mobile payment implementations.

[0012] These and other embodiments of the invention are described in

further detail below.
BRIEF DESCRIPTION OF THE DRAWINGS

[0013] FIG. 1 shows an overview of a system according to an

embodiment of the present invention.

[0014] FIG. 2 shows a block diagram of a mobile tokenization hub and
common token capability module according to an embodiment of the present

invention.



[0015] FIG. 3 shows example processes of token generation and

provisioning according to an embodiment of the present invention.

[0016] FIG. 4 shows a process of token generation and provisioning

according to an embodiment of the present invention.

[0017] FIG. 5 shows a method of provisioning tokens for different types

of mobile devices according to an embodiment of the present invention.

[0018] FIG. 6 shows a secure element (SE) and static token activation

flow according to an embodiment of the present invention.

[0019] FIG. 7 shows a sequence diagram of token activation according

to an embodiment of the present invention.

[0020] FIG. 8 shows a secure element (SE) and static token activation

flow according to an embodiment of the present invention.

[0021] FIG. 9 shows sequence diagram of token generation according

to an embodiment of the present invention.

[0022] FIG. 10 shows a sequence diagram of token updating according

to an embodiment of the present invention.

[0023] FIG. 11 shows a non-secure element (non-SE) and dynamic
token user/account registration flow according to an embodiment of the

present invention.

[0024] FIG. 12 shows sequence diagram of user/account registration

flow according to an embodiment of the present invention.

[0025] FIG. 13 shows a non-secure element (non-SE) and dynamic

token generation flow according to an embodiment of the present invention.

[0026] FIG. 14 shows a non-secure element (hon-SE) and dynamic

token generation flow according to an embodiment of the present invention.

[0027] FIG. 15 shows a non-secure element (hon-SE) and dynamic

token generation flow according to an embodiment of the present invention.

[0028] FIG. 16 shows a method of generating dynamic identification

information for tokens according to an embodiment of the present invention.



[0029] FIG. 17 shows a method of determining token presence on a

mobile device according to an embodiment of the present invention.

[0030] FIG. 18 shows a block diagram of a system according to some

embodiments provided herein.

[0031] FIG. 19 shows a block diagram of an exemplary system

comprising a server computer in accordance with some embodiments.

[0032] FIG. 20 shows an exemplary diagram of a financial transaction

in accordance with some embodiments.

[0033] FIG. 21 shows an exemplary mobile device in accordance with

some embodiments provided herein.

[0034] FIG. 22 shows an exemplary payment device in the form of card

in accordance with some embodiments.

[0035] FIG. 23 shows examples of subsystems or components.
DETAILED DESCRIPTION

[0036] The following disclosure may provide exemplary systems, devices,
and methods for conducting a financial transaction and related activities.
Although reference, may be made to such financial transactions in the
examples provided below, embodiments are not so limited. That is, the
systems, methods, and apparatuses described herein may be utilized for any

suitable purpose.
[0037] I. Definitions

[0038] Before discussing specific embodiments and examples, some

descriptions of terms used herein are provided below.

[0039] As used herein, an “access device” may be any suitable device for
communicating with a merchant computer or payment processing network,
and for interacting with a payment device, a user computer apparatus, and/or
a user mobile device. An access device may generally be located in any
suitable location, such as at the location of a merchant. An access device

may be in any suitable form. Some examples of access devices include POS



devices, cellular phones, PDAs, personal computers (PCs), tablet PCs, hand-
held specialized readers, set-top boxes, electronic cash registers (ECRS),
automated teller machines (ATMs), virtual cash registers (VCRS), kiosks,
security systems, access systems, Websites, and the like. An access device
may use any suitable contact or contactless mode of operation to send or
receive data from, or associated with, a payment device and/or a user mobile
device. In some embodiments, where an access device may comprise a POS
terminal, any suitable POS terminal may be used and may include a reader, a
processor, and a computer-readable medium. A reader may include any
suitable contact or contactless mode of operation. For example, exemplary
card readers can include radio frequency (RF) antennas, optical scanners, bar
code readers, or magnetic stripe readers to interact with a payment device

and/or mobile device.

[0040] As used herein, an “authorization system” may refer to a system, a
device, or components of a device that may utilize information to determine
the probability or likelihood that a transaction is fraudulent. Although the term
“‘merchant processor” may be referred to separately from an “authorization
system” in portions of this disclosure, in some embodiments they may
comprise one and the same system or systems that may perform substantially
the same functionality, but in relation to different components of the system
(e.g. providing information to a merchant or an issuer). In some
embodiments, authorization systems may quantify the probabilities or
likelihood of a fraudulent transaction by generating a “risk score.” In some
embodiments, the authorization system may approve or reject a transaction.
An exemplary embodiment of an authorization system is provided in U.S. Pat.
No. 7,809,650 to Bruesewitz et al. entitled “Method and System for Providing
Risk Information in Connection with Transaction Processing,” which is hereby
incorporated by reference in its entirety. It should be understood that

embodiments are not so limited.

[0041] An “authorization request message” may be an electronic message
that is sent to a payment processing network and/or an issuer of a payment
card to request authorization for a transaction. An authorization request

message according to some embodiments may comply with ISO 8583, which



is a standard for systems that exchange electronic transaction information
associated with a payment made by a consumer using a payment device or
payment account. The authorization request message may include an issuer
account identifier that may be associated with a payment device or payment
account. An authorization request message may also comprise additional
data elements corresponding to “identification information” including, by way
of example only: a service code, a CVV (card verification value), a dCVV
(dynamic card verification value), an expiration date, etc. An authorization
request message may also comprise “transaction information,” such as any
information associated with a current transaction, such as the transaction
amount, merchant identifier, merchant location, etc., as well as any other
information that may be utilized in determining whether to identify and/or

authorize a transaction.

[0042] An “authorization response message” may be an electronic message
reply to an authorization request message generated by an issuing financial
institution or a payment processing network. The authorization response
message may include, by way of example only, one or more of the following
status indicators: Approval -- transaction was approved; Decline -- transaction
was not approved; or Call Center -- response pending more information,
merchant must call the toll-free authorization phone number. The
authorization response message may also include an authorization code,
which may be a code that a credit card issuing bank returns in response to an
authorization request message in an electronic message (either directly or
through the payment processing network) to the merchant's access device
(e.g. POS equipment) that indicates approval of the transaction. The code
may serve as proof of authorization. As noted above, in some embodiments,
a payment processing network may generate or forward the authorization

response message to the merchant.

[0043] As used herein, a “communications channel” may refer to any
suitable path for communication between two or more entities. Suitable
communications channels may be present directly between two entities such
as a payment processing network and a merchant or issuer computer, or may

include a number of different entities. Any suitable communications protocols



may be used for generating a communications channel. A communication
channel may in some instance comprise a “secure communication channel,”
which may be established in any known manner, including the use of mutual
authentication and a session key and establishment of an SSL session.
However, any method of creating a secure channel may be used. By
establishing a secure channel, sensitive information related to a payment
device (such as account number, CVV values, expiration dates, etc.) may be
securely transmitted between the two entities to facilitate a transaction.

[0044] As used herein, the term “comprising” is not intended to be limiting,
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but may be a transitional term synonymous with “including,” “containing,” or
“characterized by.” The term “comprising” may thereby be inclusive or open-
ended and does not exclude additional, unrecited elements or method steps
when used in a claim. For instance, in describing a method, “comprising”
indicates that the claim is open-ended and allows for additional steps. In
describing a device, “comprising” may mean that a named element(s) may be
essential for an embodiment, but other elements may be added and still form
a construct within the scope of a claim. In contrast, the transitional phrase
“consisting of” excludes any element, step, or ingredient not specified in a

claim. This is consistent with the use of the term throughout the specification.

[0045] As used herein, an “electronic wallet” or “digital wallet” or "mobile
wallet" can store user profile information, payment information (including
tokens), bank account information, and/or the like and can be used in a
variety of transactions, such as but not limited to eCommerce, social
networks, money transfer/ personal payments, mobile commerce, proximity
payments, gaming, and/or the like for retail purchases, digital goods
purchases, utility payments, purchasing games or gaming credits from gaming

websites, transferring funds between users, and/or the like.

[0046] As used herein, “identification information” may include any suitable
information associated with an account (e.g. a payment account and/or
payment device associated with the account). Such information may be
directly related to the account or may be derived from information related to
the account. Examples of account information may include a PAN (primary



account number or “account number”), user name, expiration date, CVV (card
verification value), dCVV (dynamic card verification value), CVV2 (card
verification value 2), CVC3 card verification values, etc. CVV2 is generally
understood to be a static verification value associated with a payment device.
CVV2 values are generally visible to a user (e.g., a consumer), whereas CVV
and dCVV values are typically embedded in memory or authorization request
messages and are not readily known to the user (although they are known to
the issuer and payment processors).

[0047] As used herein, a “mobile device” may comprise any electronic
device that may be transported and operated by a user, which may also
provide remote communication capabilities to a network. Examples of remote
communication capabilities include using a mobile phone (wireless) network,
wireless data network (e.g. 3G, 4G or similar networks), Wi-Fi, Wi-Max, or any
other communication medium that may provide access to a network such as
the Internet or a private network. Examples of mobile devices include mobile
phones (e.g. cellular phones), PDAs, tablet computers, net books, laptop
computers, personal music players, hand-held specialized readers, etc. A
mobile device may comprise any suitable hardware and software for
performing such functions, and may also include multiple devices or
components (e.g. when a device has remote access to a network by tethering
to another device - i.e. using the other device as a modem — both devices
taken together may be considered a single mobile device). A mobile device
may also comprise a verification token in the form of, for instance, a secured
hardware or software component within the mobile device and/or one or more
external components that may be coupled to the mobile device. A detailed

description of an exemplary mobile device is provided below.

[0048] As used herein, an “online purchase” can be the purchase of a digital

or physical item or service via a network, such as the Internet.

[0049] As used herein, a “payment account” (which may be associated with
one or more payment devices) may refer to any suitable payment account

including a credit card account, a checking account, or a prepaid account.



[0050] As used herein, a “payment device” may refer to any device that may
be used to conduct a financial transaction, such as to provide payment
information to a merchant. A payment device may be in any suitable form.
For example, suitable payment devices can be hand-held and compact so
that they can fit into a consumer's wallet and/or pocket (e.g., pocket-sized).
They may include smart cards, magnetic stripe cards, keychain devices (such
as the Speedpass™ commercially available from Exxon-Mobil Corp.), etc.
Other examples of payment devices include cellular phones, personal digital
assistants (PDASs), pagers, payment cards, security cards, access cards,
smart media, transponders, 2-D barcodes, an electronic or digital wallet, and
the like. If the payment device is in the form of a debit, credit, or smartcard,
the payment device may also optionally have features such as magnetic
stripes. Such devices can operate in either a contact or contactless mode.

An exemplary payment device is described below.

[0051] The term “transaction data” may include any data associated
with one or more transactions. In some embodiments, the transaction data
may merely include an account identifier (e.g., a PAN) or payment token.
Alternatively, in other embodiments, the transaction data may include any
information generated, stored, or associated with a merchant, consumer,
account, or any other related information to a transaction. For example,
transaction data may include data in an authorization request message that is
generated in response to a payment transaction being initiated by a consumer
with a merchant. Alternatively, transaction data may include information
associated with one or more transactions that have been previously
processed and the transaction information has been stored on a merchant
database or other merchant computer. The transaction data may include an
account identifier associated with the payment instrument used to initiate the
transaction, consumer personal information, products or services purchased,
or any other information that may be relevant or suitable for transaction
processing. Additionally, the transaction information may include a payment
token or other tokenized or masked account identifier substitute that may be
used to complete a transaction and protect the underlying account information

of the consumer.
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[0052] As used herein, a “server computer” is typically a powerful computer
or cluster of computers. For example, the server computer can be a large
mainframe, a minicomputer cluster, or a group of servers functioning as a unit.
In one example, the server computer may be a database server coupled to a
Web server. An example of a server computer is described with reference to

a Payment Processing Network 26 in FIG. 19.

[0053] As used herein, “short range communication” or “short range wireless
communication” may comprise any method of providing short-range contact or
contactless communications capability, such as RFID, Bluetooth™, infra-red,
or other data transfer capability that can be used to exchange data between a
payment device and an access device. In some embodiments, short range
communications may be in conformance with a standardized protocol or data
transfer mechanism (e.g., ISO 14443/NFC). Short range communication
typically comprises communications at a range of less than 2 meters. In
some embodiments, it may be preferable to limit the range of short range
communications (e.g. to a range of less than 1 meter, less than 10
centimeters, or less than 2.54 centimeters) for security, technical, and/or
practical considerations. For instance, it may not be desirable for a POS
terminal to communicate with every payment device that is within a 2 meter
radius because each of those payment devices may not be involved in a
transaction, or such communication may interfere with a current transaction
involving different financial transaction devices. Typically the payment device
or the access device also includes a protocol for determining resolution of
collisions (i.e. when two payment devices are communicating with the access
device simultaneously). The use of short range communications may be used
when the merchant and the consumer are in close geographic proximity, such

as when the consumer is at the merchant’s place of business.

[0054] Embodiments of the present invention relate to systems and
methods for implementing a mobile tokenization hub with a common
tokenization capability (CTC) module that may provide tokenization services
to various entities in various contexts. For example, the CTC module can
generate and store tokens for mobile payment transactions, transit

transactions, digital wallet applications, merchant point of sale (POS)
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applications, personalization services, or any other service that may be
associated, compatible, or implemented with a token or tokenization. The
CTC module can interface with, and provide services to, payment processing
network (PPN) systems and/or third party systems that provide and/or
consume tokenization services. The mobile tokenization hub may include a
service layer, which can connect or communicate with the CTC module to
manage tokens and provide common tokenization services to wallet

providers, issuer payment applications, and/or PPN reference applications.

[0055] Each application or entity may use tokens that are formatted or
otherwise customized to that particular application and/or to the user, device,
entity, and/or payment channel over which the token is transmitted. For
example, a token stored in a secure element of a mobile device may be
formatted differently than a token stored on a non-secure element of a
different mobile device. Similarly, a token generated by one issuer may use a
different numbering scheme than a token generated by a second issuer. This
presents a token generation and management challenge to ensure that when

a token is requested, the token that is generated and returned is formatted

appropriately.
[0056] Il. Token Format
[0057] Embodiments of the invention can provide a token to a number

of different systems and the token format may change depending on the type
of system, entity, or device requesting a token, the type of token being
requested (e.g., static or dynamic), and the context of the token request. For
example, a token format for a secure element (SE) device to be used in a
transaction can include a token that comprises a static element and a
dynamic element. The static element of the token format may comprise a
static or non-changing identifier, for example, a primary account number
(PAN) substitute (i.e., static account substitute). The dynamic element may
be generated using the static element, other consumer account, or device
information, or may be received from a third party for one or more

transactions.

12



[0058] In some embodiments, tokens may be formatted according to
the format of the account identifier the token is being used to substitute.
Token format can include any configuration, including 16 or 19 digits and be
defined for a particular type, length, uniqueness, and association rules. A
token can be associated with a primary account number (PAN), bank
identification number (BIN), or product. For example, the token may be a
sequence of N numeric or alphanumeric characters, where N is an integer
representing the length of the sequence. The value of N may vary depending
on the length of the account identifier being substituted. For example a token
representing a PAN may be a 19 digit sequence. In some embodiments, the
base of the numeric or alphanumeric system may also vary, including binary,
decimal, hexadecimal, etc.

[0059] In some embodiments, the dynamic element can comprise
Track 2 data or be generated using Track 2 data. For example, the Track 2
data can exclude a PAN, but may include a dynamic card verification value
(dCVV), cryptographic data, and near-field communication (NFC)/POS data.

[0060] Additionally, a token can be static or dynamic, either of which
can be used in or associated with payment transactions. For example, if a
token is stored on a mobile device, the token may be activated and sent from
a mobile device during a payment transaction to initiate the transaction. A
static token can have a long lifetime, and may be stored in a secure element
(or other secure memory) of a mobile device. In another embodiment, the
static token may never expire. A dynamic token can have a shorter lifetime
that can be valid until the end of a configured timeline. Once expired, the
token may not be reused and reissued. Dynamic tokens can be persisted
(i.e., stored) in non-secure element (non-SE) devices (i.e., devices that do not

use a secure element to initiate or store a transaction).

[0061] In some embodiments, a token can be formatted such that it can
be passed to a merchant’'s POS terminal from a device without making
changes in the terminal or requiring changes to message formats supported
by the terminal. The terminal may be able to create authorization requests
based on the information received from the device, including the token. A

13



token can provide information for printing a receipt, returns, chargeback, and

other merchant requirements.

[0062] A token can follow a standard format irrespective of the
submitting channel and device capability. Examples of some channels and
device capabilities can include near-field communication (NFC) and
transmitting data via QR Codes.

[0063] As described above, the lifecycle of a token can be managed by
the tokenization hub. In an embodiment, the token lifecycle can be managed
by a CTC module, including processes for creation, re-issuing, or expiration.

[0064] A token can comply with other entities’ requirements. For
example, tokens can comply with requirements from banks (e.g., acquirer or
issuer), third parties, international standards (e.g., EMV global standard), or
digital wallets. The token may include numerous identifiers, including an
issuer bank identification number (BIN), a wallet identifier, or a user account

identifier.

[0065] A token can support merchant / acquirer checks and satisfy
transaction routing decisions to help determine where to send information
(e.g., international, national) before, during, or after a transaction. The token
can comply with an expiration date check at an acquirer level, fraud checks,

and acquirer analytical reporting.

[0066] A token can be mapped. For example, the token can
correspond or map to a device, wallet, account, card, or consumer. In an
embodiment, multiple wallets, multiple devices, and multiple consumers can
correspond with one or more tokens. Additionally, multiple devices may map
to the same token. In embodiments, a one device to many token mapping or
a many device to one token mapping may be available. For example, tokens
may be channel specific such that a token may change depending on the
request channel for the token, response channel the token is returned to for a
transaction, transaction channel in which the token is used to initiate a
transaction, etc. Accordingly, a token may change depending on the channel
being used and multiple different tokens may be generated from the same

underlying data based on the channel used for the token.
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[0067] In some embodiments, multiple primary account numbers
(PANSs) can be mapped to a single static token. The mobile tokenization hub
can allow the registered entities, including an issuers, wallet provider, or
reference applications to register multiple PANs for the same static token
using a PAN sequence number (PSN). In some embodiments, the static
token can be pre-provisioned in the consumer’s device during device
manufacturing. The mobile tokenization hub can send the PAN details to the
CTC module and capture the PAN generated by CTC for that PAN. The
information can be sent to the consumer through issuers, wallet provider, or

other reference application.

[0068] Multiple devices can support a single PAN. The system can
support registration of more than one device for the same consumer and

account number in order to facilitate transaction from any of the devices.

[0069] A token can be numeric, alphanumeric, hexadecimal, binary, or
include any other combination of characters, identifiers, or information that
may be used to transfer information. For example, the token can be a 19 digit
alphanumeric sequence of digits and characters. In another example, the
token can be a known consumer element, like a personal identification

number (PIN) or password.

[0070] Embodiments of the invention provide several advantages. For
example, in a traditional transaction, personal account number (PAN)
information is exposed to various elements involved in the transaction
lifecycle like wallet providers (payment processing network, issuers, and third
party), merchants, gateways, and processors. Introducing tokens in place of
actual PAN can reduce the exposure and may minimize security implications
for the merchants and wallet providers. This can be beneficial because if a
token is compromised, the PAN and/or the underlying financial instrument can

remain uncompromised.
[0071] [ll. General Architecture

[0072] Embodiments of the present invention relate to systems and
methods for implementing a mobile tokenization hub with a common

tokenization capabilities (CTC) module that may provide tokenization for
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various entities in various contexts. For example, the CTC module can
provide and store tokens for mobile payment transactions, transit
transactions, digital wallet applications, merchant point of sale (POS)
applications, personalization services, and the like.

[0073] FIG. 1 illustrates a system 100 according to an embodiment of
the present invention. As shown in FIG. 1, a mobile tokenization hub 102 can
serve as a central provider of a plurality of token-related services, such as
102a-102g, for various entities. For example, the mobile tokenization hub can
include modules for account registration, token registration, token
provisioning, de-tokenization, token removal, audit/reporting, and token
lifecycle management. As described above, tokens can be used in place of
account information to more securely conduct transactions (such as mobile
payment transactions, transit transactions, etc.) and to remove merchant
systems and wallet providers from PCI compliance issues. However, making
tokens widely available and simple for consumers to use, requires
coordination of many different entities, from issuing banks and payment
processing networks to mobile device manufacturers and mobile network
operators, each potentially with their own data format, communication, and
security requirements. As described herein, mobile tokenization hub 102 can
interface with these various entities to manage and coordinate tokens and

token services.

[0074] To use services offered by the mobile tokenization hub, entities
(e.g., consumers, wallet providers, issuers, etc.) can register with the mobile
tokenization hub. For example, participant registration module 102a can
provide interfaces through which entities can provide registration information
and other configuration requirements to integrate with the mobile tokenization
hub 102.

[0075] In some embodiments, an administration user interface may be
implemented to perform the registration and configuration functions for each
participant. For example, the interface can help enroll participant systems
(e.g., issuer, wallet provider systems) to use the mobile tokenization hub. The

interface can also help manage end system public keys to exchange
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information between mobile devices or partner applications and the mobile
tokenization hub. The interface can also help define configuration parameters,
which may defined globally or on a participant-by-participant basis, such as
time to live (TTL) of tokens, services subscribed to such as token
provisioning, account holder registration, credential store, channels, and other

services.

[0076] In some embodiments, when an entity registers with the mobile
tokenization hub, they can be assigned a unique identification number.
Participating entities can include an issuing financial institution, PPN-branded
wallet, third party wallet provider, third party payment application provider,

merchants, or transit authorities providing transit applications.

[0077] Participant registration information may be captured by
participant registration module 102a to register an entity with the mobile
tokenization hub. The information can include client business identifier (BID),
partner platform identifier (e.g., generated, sourced), partner platform name,
partner platform type (e.g., wallet application, web application), integration
type, integration information (e.g., web service connector (WSC) or
federated), services subscribed (e.g., token provisioning, account holder
registration enrollment, credential store, token life cycle management), and

channels enrolled (e.g., NFC, online, etc.).

[0078] In some embodiments, participant registration module 102a may
also receive and store token transaction configuration information. The
system can store the configuration parameters for token generation and
provisioning, such as token expiry interval, maximum number of tokens to be
provisioned for a given account holder or device combination in a given day,
maximum number of tokens to be provisioned to given account holder or
device in a single request, and maximum transaction amount allowed for a
single token. Each participant may provide different transaction configuration

information.

[0079] In some embodiments, consumers and/or issuers and wallet
providers can register their accounts and mobile devices through one or more

interfaces provided by account/card registration module 102b. Account/card
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registration module 102b can implement registration and enrollment
requirements specified by the mobile tokenization hub, CTC module, payment
processing network, or other participants. These requirements can include
collecting device information and consumer information during registration

and enrollment.

[0080] In some embodiments, the account/card registration module can
provide a service registration interface and/or a client application program
interface (API), which can enable the issuer application, wallet application, or
PPN reference application to register consumer devices and accounts,
request new tokens, deactivate tokens, deregister consumer devices, request
token to PAN mapping, or request PAN to token mapping. The APl may
receive the information for each consumer. The information can include
partner platform identifier (a unique identifier registered within the tokenization
cloud service enrolled for use of such service), application identifier (a unique
identifier as recognized by the initiating application or service within the
partner platform), version number, application name, MSISDN, PAN, CVV2,
expiry date, and PAN nickname (alias). Other information may include UUID,
IMEI, IMSI, or other mobile application identifier (e.g., MAID), OS type/version
(e.g., I0S / Android etc.), static token (e.g., for devices having static token
stored in secure element), consumer credentials (e.g., last 4 digits of
SSN/DOB for consumer account validation), consumer first name, last name,
consumer address, ZIP code, and device registration identifier (generated
while installing the payment application). A static token may be received if the
mobile device has a secure element and the static token is stored in the

device.

[0081] In some embodiments, account/card registration module 102b
can provide an interface for receiving device information, used to uniquely
identify each mobile device registered with the mobile tokenization hub.
When the participating entity is an issuer, an issuer-provided or PPN-provided
wallet application may be used. The system may capture device information
during registration and compare it to device information captured during
subsequent transactions to confirm the requests are coming from a valid

source or a legitimate mobile device owner. If activation request is coming
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from any third party wallet provider with proper user name and password, then

the request may be considered as a legitimate request.

[0082] A validation process may be implemented to determine device
uniqueness. The system can validate the registration request by verifying the
device identifier. If the device identifier is present, the account can be
associated to an active token. If the device/account/token combination is
active for the same wallet provider/issuer/reference application in the system,
then the system may reject the request. The request may be an activation or
registration request. The system can send an appropriate message like

“device already registered and active” to the requesting application.

[0083] In some embodiments, account/card registration module 102b
can provide a device deregistration interface that enables issuer/wallet
providers to a deregister a consumer device. The device may be deregistered
by providing information, including partner platform identifier, application
identifier, version, and MSISDN. Other information can be provided as well,
including UUID, IMEI, IMSI, and mobile application identifier (MAID).

[0084] In some embodiments, account/card registration module 102b
can further include an interface to receive account holder information from a
participating entity and validate the account holder during registration. In
some embodiments, the mobile tokenization hub can validate account holder
details by checking the user credentials against the account on the file details
provided by an issuer either through a data feed to the payment processing
network (PPN) or using a web service message published by the issuer. In
some embodiments, participating entities may perform account holder
verification, including issuers, PPN branded wallets, and white labeled third
party wallet providers. The mobile tokenization hub can support one or more
verification methods for the qualified participating entities. One method may
include verification of account number, CVV2, expiry date based on data
provided to the PPN through file by the participating entity. Another method
may be real time web service integration message to the participating entity to
verify account holder information including account holder first name, last

name and last 4 digits of social security number (SSN) or data of birth (DOB).
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Another method may be direct verification of the account holder by the issuing
financial institution with account holder credentials with an online banking

system.

[0085] During registration, account holder credential persistence may
be provided by account/card registration module 102b. The system may
store the consumer’s account and device details including user credentials
received through the registration process in the credential database 110a by
communicating with a credential database registration API for successful
activation or registration requests. Account holder credential information can
include a partner platform identifier, MSISDN, PAN, CVV2, expiry date, PAN
nickname (alias), UUID, IMEI, IMSI, MAID, consumer credentials (e.g., last 4
digits of SSN/DOB for account validation), consumer first name, last name,

consumer address, or ZIP code.

[0086] In some embodiments, during registration a default account may
be designated. For example, the consumer may designate an alias of an
account in their payment application as a default account to use in a
transaction where no account, or account alias, is selected. In some
embodiments, a consumer's default account, or an alias corresponding to that
account, can be stored in credential database 110a. When a consumer
initiates a transaction without selecting an alias, the payment application (e.g.,
wallet application, issuer application, or payment processing network
reference application) can request a token associated with the default account
from the mobile tokenization hub. The mobile tokenization hub can query the
credential database 110a for the default account and, if a default is

designated, return a corresponding token or to request a new token.

[0087] As shown in FIG. 1, mobile tokenization hub 102 can also
include a token provisioning module 102c which can enable the mobile
tokenization hub 102 to integrate with a provisioning service, such as a mobile
provisioning system (VMPS), trusted service manager (TSM), and/or mobile
gateway, to securely write token information on a consumer's mobile device’s

secure element.
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[0088] In some embodiments, token provisioning module 102c may be
configured to provision tokens into the secure element that are generated by
an external entity, such as an issuer or wallet provider systems, once the
tokens have been received and registered by the CTC module 104. The
mobile tokenization hub can provision the token information in the consumer

device’s secure element by communicating with a mobile gateway API.

[0089] In some embodiments, mobile tokenization hub 102 can also
include an audit/reporting module 102f can provide data auditability, reporting,
performance, business analytics, and other related services for the mobile
tokenization hub 102, CTC module 104, and/or payment processing network
110. The mobile tokenization hub can provide an audit end to end token
request and response activity. In some embodiments, the mobile tokenization
hub may also provide a transaction logging API. Issuer and/or wallet
providers can use the API to provide details of the transactions made by
mobile devices to the mobile tokenization hub. The transaction data can be
used for loyalty programs. The information may include partner platform
identifier, application identifier, MSISDN, transaction identifier, transaction
amount, transaction date/time, merchant identifier, merchant name, merchant
city, merchant street, merchant country, merchant zip, UUID, IMEI, or

merchant address.

[0090] In some embodiments, the mobile tokenization hub can provide
a periodic report to list the dynamic tokens generated and assigned to the
devices and which have not been used and/or have expired. This report can
be provided to CTC module and used to recycle tokens as needed. For
example, unused tokens may get reassigned to a different application/PAN in
the future after they are expired. Information can include a partner platform

identifier, application identifier, PAN, and token.

[0091] Additionally, in some embodiments, the mobile tokenization hub
102 can publish specification documents and API for external systems (e.g.,
wallet provider, issuer payment, reference applications) to integrate with the
mobile tokenization hub. In an embodiment, the issuer and/or wallet provider

can enhance its payment applications by using a client software development
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kit (SDK) published by the mobile tokenization hub 102 to make a secure
connection to the mobile tokenization hub and to use mobile tokenization hub
services. Similarly, the issuer and/or wallet provider can also enhance client
payment applications (e.g., mobile wallet applications) by using a client SDK
to connect to the mobile tokenization hub and request for new tokens while
initiating transactions. In some embodiments, integration between the mobile
tokenization hub and issuer or wallet provider systems can happen through a
web service integration (WSI) infrastructure with dual factor authentication

(e.g., user name/password and X509 certification).

[0092] As shown in FIG. 1, mobile tokenization hub 102 may
communicate with a CTC module 104 that may generate, activate, store,
and/or de-tokenize tokens. In some embodiments, CTC module 104 can be
implemented on a server computer within a payment processing network.
The CTC module 104 can include a plurality of service modules, such as
modules for token activation 104a, token generation 104b, card/account
registration 104c, and de-tokenization 104d. The CTC module may control the
logic behind how the token is generated. In some embodiments, the CTC
module can generate a token in response to a request from the mobile
tokenization hub 102 and respond with the token back to the mobile
tokenization hub which may in turn pass the token to, e.g., a requesting
mobile device associated with a consumer, a wallet provider, an issuer
system, or other connected system or service. In some embodiments, the
CTC module 104 may store tokens generated by a third party, such as an

issuer system.

[0093] In some embodiments, the mobile tokenization hub may act as
an orchestration layer or gateway through which other systems and services
can request a token, send a token, establish controls with a token, adjust
controls associated with a token, and request other services and/or access
other systems. As shown in FIG. 1, the mobile tokenization hub 102 can
interface with mobile devices 106 and mobile device manufactures 108, a

payment processing network 110, and a plurality of third party systems 112.
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[0094] Mobile devices 106 can include devices with secure elements,
and devices without secure elements. Devices with secure elements may
securely store static and/or dynamic tokens within the secure element.
Dynamic tokens may be stored in memory on devices that do not include a
secure element. Depending on how a dynamic token is stored, different
payment controls and lifecycle controls may be applied to the dynamic token.
For example, if the dynamic token is stored within mobile OS memory, the
token may be generated with a shorter lifespan and be valid for lower value
transactions. In some embodiments, multiple tokens may be requested and
persisted in a mobile device based on the partner configuration as part of the
enroliment. Token lifecycle management may decide when to expire or

request a new set of tokens.

[0095] In some embodiments, the mobile tokenization hub can receive
a request from mobile device manufacturers 108 for a plurality of tokens to be
used to pre-provision mobile devices prior to shipment. As described further
below, once a consumer purchases a mobile device with a pre-provisioned
token, the consumer can send a request through the mobile device to the
mobile tokenization hub 102 to activate the token and register a card account
with the token. In some embodiments, payment processing network 110 can
include a credential database 110a that stores device information for each
customer, a provisioning service/mobile gateway 110b that can securely
transmit tokens to mobile devices, and a payment control service 110c that
can provide lifecycle or other control data for tokens. In some embodiments, a
mobile device may not include a pre-provisioned token, and the consumer can
send a request to the tokenization hub directly, or through a third party
partner, such as a network operator 112a, issuer system 112b (such as an
issuer-specific mobile app), and/or a mobile wallet app from a mobile wallet

provider 112c.

[0096] In some embodiments, payment control module 110c can
provide payment controls for tokens to mobile tokenization hub 102. Payment
control module 110c may define payment controls, such as to set amount rule
to accept exact transaction amount, the merchant category code (MCC) rule

or time rule. Mobile tokenization hub 102 may maintain the payment control
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rules in token lifecycle management module 102g and pass the payment
control rules to CTC module 104. Payment control rules may include one or
more of a partner platform identifier, application identifier, token, payment
control type, value or operation (e.g., add, delete, update). In some
embodiments, the mobile tokenization hub 102 can associate a payment
controls with a token for a particular amount of time. The payment control

may expire when the token expires.

[0097] In some embodiments, the credential store can provide an API
to allow applications to register or add consumer device/account details, edit
consumer device/account details, delete consumer device/account details, or
retrieve consumer device/account details. The API can allow applications to
store consumer device, account, and credential details. The API may be able
to receive information for each consumer. The information can include an
application identifier, application name, partner platform identifier, MSISDN,
UUID, IMEI, IMSI, static token / dynamic token, PAN, CVV, consumer first
name, last name, consumer address, ZIP Code, or consumer credentials.
The credential database can be PCI compliant and implement security

standards.

[0098] The API can also enable applications to edit/update consumer
account/device details by providing an application identifier, IMEI, MSISDN, or
PAN. An application can delete consumer account/device details by providing
application identifier, IMEI, MSISDN, or PAN. The application may also
retrieve consumer account/device details by providing application identifier,
IMEI, MSISDN, or PAN.

[0099] In some embodiments, the mobile tokenization hub may be
implemented on a cloud server or a plurality of servers in a cloud
environment. Secure communication between applications, transaction
entities, and the mobile tokenization hub 102 can be effected through a
secure connection (e.g., secure sockets layer (SSL), transport security layer
(TSL)). In some embodiments, the mobile tokenization hub can support
multiple tokenization cloud instances configured to run in parallel to improve

performance and/or to serve different geographical locations. The mobile
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tokenization hub can provide an interface to internal/external applications to
request all the tokens and their attributes assigned for a given PAN and from
a given date. Information can include a partner platform identifier, application
identifier, PAN, and from date. The mobile tokenization hub can provide an
interface to internal/external participating applications to request details for a
specific token and PAN combination, such as attributes assigned. The mobile
tokenization hub can provide an interface for registered internal/external
applications to request authorization and settlement data for a given

token/PAN combination and date range.

[0100] FIG. 2 shows a block diagram of a mobile tokenization hub and
common token capability module according to an embodiment of the present
invention. As shown in FIG. 2, in addition to the modules shown in FIG. 1, a
mobile tokenization hub server may include additional modules, such as a
token request interface 102h. Token request interface 102h can receive
token requests from consumers, issuers, wallet applications, and/or other
payment processing network services and/or third party services. Token
requests can include: requests to generate a new token, requests to register
or update an existing token, requests to de-tokenize a token, requests to
generate dynamic identification information (dCVV), and other token-related

requests.

[0101] In some embodiments, the token request interface 102h may
allow the issuer/wallet provider to specify configuration details for tokens. The
token request interface 102h can receive a token configuration file associated
with a particular consumer, a set of consumers, and/or a service provider.

The token request interface 102h can pass the token configuration file to a
token configuration module 102i which can parse the token configuration file
and store the token configuration settings in a credential database or other
storage system. When a token request is received, the mobile tokenization
hub may look up the requestor in the credential database to identify token
configuration settings associated with the requestor. In some embodiments,

the token configuration settings can include:
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¢ How many new tokens are to be assigned to a given consumer’s
account/device on each token request (e.g. 1 to 5 to allow a consumer

to make a purchase even in the absence of a data connection);

e Auto assignment of new tokens once the available active tokens

reaches certain limit on a device;
¢ Validity time frame for each token;

e Token validity time period for low ticket transactions (e.g., 1 day or 3

days etc.);

e Token validity for high ticket transactions (e.g., only once, not more
than once in 6 hours, once per day); or

e Low ticket / high ticket limits (e.g., less than $1000, greater than
$3000).

[0102] As described further below, in some embodiments, mobile
tokenization hub 102 can receive a bulk registration file from a service
provider (such as a wallet provider or issuer) to register a plurality of existing
consumers with the mobile tokenization hub. The token request interface
102h can receive the bulk registration file and send the bulk registration file to
a bulk registration module 102j, which parses the bulk registration file to
identify consumers included in the file and to determine a type of token or
tokens to be generated for each consumer in the bulk registration file. In
some embodiments, the bulk registration file may include token configuration
settings or may include a pointer to a token configuration settings file provided
previously, or concurrently with, the bulk registration file. The mobile
tokenization hub can then send requests to the CTC module 104 to generate

tokens according to the bulk request file and the token configuration file.

[0103] In some embodiments, tokens may be distributed in response to
bulk token requests without assigning a PAN (PAN-less tokens) to the tokens.
The tokens can be distributed to device manufacturers which can
preconfigure the tokens in the mobile devices during manufacturing. The
CTC module may maintain each of these PAN-less tokens in an inactive state

until an activation request from the mobile tokenization hub request is
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received. Token activation module 104a, may then activate the tokens
according to the activation request. In some embodiments, the CTC module
may deactivate or disable a token on a request from the mobile tokenization
hub.

[0104] In some embodiments, device information module 102k can
receive mobile device information during registration and interface with
credential database 110a to store the device information. The device
information can be associated with a consumer and with any tokens that are
associated with the consumer. As described above, device information that
may be received during registration can include an application identifier,
application name, partner platform identifier, MSISDN, UUID, IMEI, IMSI,
static token / dynamic token, PAN, CVV, consumer first name, last name,
consumer address, ZIP Code, and/or consumer credentials. The device
information may also includes a device type identifier which may indicate

whether the device includes a secure element.

[0105] In some embodiments, a dCVV module 102l can generate a
dCVV value for a token. The mobile tokenization hub 102 can receive a
request from a registered system for a dCVV value for a token. The mobile
tokenization hub send a request to the CTC module 104 to de-tokenize the
token (using de-tokenization module 104d) and return the corresponding
PAN. The dCVV module 102| can then generate a dCVV value for the PAN
and return the dCVV value to the registered system. In some embodiments,
the dCVV module 102I can send a request to a payment processing network
to generate a dCVV based on the de-tokenized PAN.

[0106] In some embodiments, dCVV module 102| may be configured to
generate other types of identification information, such as a pseudo card
security code (CVV2) and expiration date for the token during a token request.
Both the CVV2 and expiration date can be provided to the requesting
application and the CTC module. The requesting application or its user can
use the token, CVV2, and expiry date to make the transaction and CTC can
validate the values with the mobile tokenization hub provided values during
de-tokenization. The mobile tokenization hub can also de-tokenize the
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identification information to obtain the real CVV2 and expiration date values
corresponding to the PAN, which may be provided to the issuer for

authentication.

[0107] Mobile tokenization hub 102 can include a token type module
102m that is configured to identify the type of token requested (e.g., static or
dynamic) based on the source of the token request. For example, based on
device information stored in the credential database 110a, the token type
module can determine if the requesting device is a mobile device with a
secure element or a mobile device without a secure element. If the request
originates with a mobile device with a secure element, then static tokens can
be generated to provision into the secure element. If the requesting device
does not include a secure element, a dynamic token with a predetermined
time to live (TTL) value can be generated. In some embodiments, during the
set time limit, the device can initiate any number of transactions using the
assigned dynamic token. If the request comes from another internal or
external system, the token type can be decided based on configuration setup

during a partner registration.

[0108] In some embodiments, an unregistered device module 102n can
detect that a consumer's account has been installed on multiple devices, but
each device has not been registered. For example, a consumer may install a
mobile wallet app on their smartphone and register the smartphone and a
payment account with the mobile tokenization hub 102. The same consumer
may subsequently install the mobile wallet app on their tablet computer. If the
consumer then attempts to perform a transaction using the mobile wallet app
on the tablet computer, the device information provided with the transaction
data will not match the registered device information. The unregistered
device module can then return a message to the consumer through the tablet
computer prompting the user to register the tablet computer before the

transaction can be completed.

[0109] Token generation module 104b may generate tokens in
response to a request from the mobile tokenization hub. In some

embodiments, the token generation module 104b can select the token from a
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numbering scheme and activate the token. For example, with a static token,
then the CTC module can create an association between the token and one
or more account identifiers. With a dynamic token, the CTC module can set
controls and make a pairing available to a payment processing network in
order to complete the transaction processing. The CTC module can assist
with de-tokenization during a transaction authorization using a de-tokenization
module 104d.

[0110] In some embodiments, token maps module 104e can maintain
token to PAN mappings for consumers registered with the mobile tokenization
hub. As described above, the mappings can include many tokens to one PAN
as well as many PANSs to one token. In some embodiments, token maps
module 104e can maintain mappings for externally generated tokens as well.
For example, when mobile tokenization hub 102 receives a token generated
by, e.g., an issuer, through token request interface 102h, the externally
generated token may be forwarded to CTC module 104. Token maps module
104e can update its token mappings for the corresponding consumer to
include the externally generated token. In some embodiments, an externally
generated token may be accompanied by one or more of a partner platform
identifier, application identifier, version, PAN, or token attributes. The system
can register the tokens in CTC system by communicating with a CTC
registration APl and send the response back to the issuer or wallet provider

application.

[0111] In some embodiments, token generation rules module 104f can
receive rules from a registered system for generating tokens. For example,
the rules may include a type of token, a format of the token, security and
storage requirements for the token. In some embodiments, token generation
rules module may include payment control rules that are to be automatically
associated with newly generated tokens. In some embodiments, each
registered entity can maintain a set of rules that are commonly used when
requesting new tokens. For example, an issuer may request tokens be

generated of a particular length with a particular range of BINs.
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[0112] FIG. 3 shows example processes of token generation and
provisioning according to an embodiment of the present invention. As shown
in FIG. 3, tokens can be generated by CTC module 104 and then provisioned
to mobile devices 106. In some embodiments, the CTC module can generate
the token in response to a token request associated with a mobile device.
Depending on the type of mobile device associated with the request, the
mobile tokenization hub can request a different type of token. For example, in
system 300, CTC module 108 can generate and send 302 a token to mobile
tokenization hub 102 to be delivered 304 (i.e., provisioned) to a mobile device.
As described above, the mobile tokenization hub can include a token
provisioning module that enables the mobile tokenization module to directly
provision the token to a mobile device, or to interface with a mobile gateway
or a trusted service manager (TSM) system to provision the token to the

mobile device. Any other provisioning methods may be implemented.

[0113] System 306 shows a process of token generation and
provisioning in a mobile device according to another embodiment of the
present invention. As described above, the token can be generated by the
CTC module 104 in response to a request from mobile tokenization hub,
issuer, and/or mobile wallet provider and can be generated based on rules
established by the requesting entity and/or by the payment processing
network. For example, an issuer and/or wallet provider can send a request to
the mobile tokenization hub through an application programming interface
(API) to receive token information (e.g., to receive a token that has already
been generated or to request a new token be generated). The issuer and/or
wallet provider can then provision the token(s) to the mobile device directly, or

through a trusted service manager server (TSM).

[0114] In some embodiments, the payment processing network, mobile
tokenization hub, CTC module, and issuer can have various roles and
responsibilities. For example, account registration can be managed by the
payment processing network (PPN) and/or mobile tokenization hub. Token
generation can be managed by the PPN and/or CTC module. Token
provisioning can be managed by the PPN and/or mobile tokenization hub.

Token lifecycle management can be managed by the PPN and/or mobile

30



tokenization hub. Token mapping can be managed by the PPN and/or CTC
module. Dispute resolution can be managed by the issuer. Device and/or
account holder data persistence can be managed by the PPN and/or stored
credential database (SCD).

[0115] FIG. 4 shows a process of token generation and provisioning
according to an embodiment of the present invention. As shown in system
400, the issuer and/or wallet provider may generate and send 402 a token to
a mobile tokenization hub. The issuer and/or wallet provider can instruct the
mobile tokenization hub service to provision 406 the tokens to the mobile
device. The issuer and/or wallet provider can also request to register the
token with the CTC module using the mobile tokenization hub API to provide
registration information for the tokens. In some embodiments, the registration
information can include one or more of a partner platform identifier, version

number, primary account number (PAN), token, and/or token attributes.

[0116] In some embodiments, the payment processing network, mobile
tokenization hub, CTC module, and issuer can have various roles and
responsibilities. For example, account registration can be managed by the
issuer. Token generation can be managed by the issuer. Token provisioning
can be managed by the PPN and/or mobile tokenization hub. Token lifecycle
management can be managed by the issuer. Token mapping can be
managed by the PPN and/or CTC module. Dispute resolution can be
managed by the issuer. Device and/or account holder data persistence can

be managed by the issuer.

[0117] Alternatively, or additionally, as shown at 408, the issuer and/or
wallet provider can generate and provision 410 tokens to mobile device(s)
through a trusted service manager server (TSM), mobile gateway, or other
provisioning service. The issuer and/or wallet provider may also send 412 a
copy of the token to the mobile tokenization hub to be stored 414 in the CTC
module data store. When the issuer and/or wallet provider requests to store a
copy of the token in the CTC module, the issuer and/or wallet provider can

provide registration information to register tokens with the CTC module. The
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registration information can include one or more of a partner platform

identifier, version number, PAN, token, and/or token attributes.

[0118] In some embodiments, the payment processing network, mobile
tokenization hub, CTC module, and issuer can have various roles and
responsibilities. For example, account registration can be managed by the
issuer. Token generation can be managed by the issuer. Token provisioning
can be managed by issuer. Token lifecycle management can be managed by
the issuer. Token mapping can be managed by the PPN and/or CTC module.
Dispute resolution can be managed by the issuer. Device and/or account
holder data persistence can be managed by the issuer.

[0119] IV. Token Generation and Provisioning

[0120] As described above, not all token requests may request the
same type of token. For example, a token request from a mobile device with
a pre-provisioned token in its secure element may be an activation request,
whereas a mobile device that has not be pre-provisioned may request a new
token. The mobile tokenization hub can determine whether the device
contains a secure element (SE) or non-secure element (non-SE), and alter
the processing based on that determination. For mobile devices with a secure
element, the token requests may be for static tokens that may be usable for
an extended period of time, while a token request from a mobile device
without a secure element may be for a dynamic token that is limited in how
long it is active or the types or amounts of transactions for which it may be
used. Also, depending on how the token will be used, the token itself may be
formatted differently. For example, a transit token may have one format while
a token for a credit card account may have a different format. As described
further below, embodiments of the present invention may determine the
appropriate token to generate and provision to fulfill a given request. This
simplifies the process for requesting tokens and makes it easier for

consumers and partner systems to obtain and use tokens in more processes.

[0121] FIG. 5 shows a method of provisioning tokens for different types
of mobile devices according to an embodiment of the present invention. At

step 500, a token request is received by the mobile tokenization hub.
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Embodiments of the invention can provide different processing and treatment
of data from mobile devices, including non-secure element (non-SE) mobile
devices and secure element (SE) mobile devices. The processing can be
differentiated at a central entity, such as a payment processing network (e.g.,

Visa®), mobile tokenization hub, or any other entity in a transaction flow.

[0122] At step 502, device information associated with the token
request can be identified. For example, when a token request is initiated, a
payment application on the mobile device can capture device information and
include the device information with the token request to the mobile
tokenization hub. Additionally, or alternatively, device information
corresponding to the requesting device may be stored in a credential
database, for use in validating subsequent transactions. In some
embodiments, the credential database can be queried to determine device

information associated with the token request.

[0123] At step 504, the mobile tokenization hub can determine a type of
token corresponding to the device information. For example, the credential
database can differentiate between the SE and non-SE devices and inform
the mobile tokenization hub as to whether a request is associated with a SE
device or non-SE device and the type of tokenization that should be
implemented. In some embodiments, the type of token may be determined
based on the types of previous tokens provisioned to the mobile device. As
described herein, token types can include static, which may be stored on a
secure element of a mobile device, and dynamic which may be stored in

memory on the mobile device.

[0124] At step 506, a request is sent to the CTC module to generate a
token of the determined type. For example, if it is determined that the request
originated at a device with a secure element, a request for a static token may
be sent to the CTC module, whereas if it is determined that the requesting
device does not include a secure element, a request for a dynamic token may
be sent. Alternatively, if the request originated from a device with a secure

element with a pre-provisioned token, an activation request can be sent to the
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CTC module to associate the pre-provisioned token with a PAN and activate

the pre-provisioned token.

[0125] At step 508, the requested token is received. The request token
is of the requested type and may be generated according to one or more
token generation rules based on the device, the payment application, the

channel over which the request was received, etc.

[0126] At step 510, the requested token is returned to the requesting
device. In some embodiments, a provisioning service may be used to open a
secure connection to the device and store the token in the device's secure
element. In other embodiments, the token may be encrypted and returned

directly to the device or through the payment application.

[0127] In some embodiments of the present invention, a mobile
tokenization hub may receive a token request associated with a first mobile
device, wherein the first mobile device includes a secure element, and receive
a token request associated with a second mobile device, wherein the second
mobile device includes a non-secure element, and the mobile tokenization
hub may be capable of differentiating the first mobile device and second
mobile device, such that a first token generated for the first mobile device is

different than a second token generated for the second mobile device.

[0128] In an SE mobile device, a “PAN substitute” can be received from
a tokenization system (e.g., a mobile tokenization cloud or mobile tokenization
hub) and a dynamic token can be constructed on the mobile device using the
PAN substitute or other information. In an embodiment, an application on the
mobile device that is in communication with the SE can generate the dynamic
token in a tokenization system. The dynamic token may be generated using
any available information including, in some embodiments, a combination of

dynamic and static data available to the application.

[0129] In an embodiment, a static token can be embedded at the time
of manufacturing a mobile device, and the static token may later be activated
and authenticated by a consumer. Accordingly, the original equipment
manufacturer (OEM) can incorporate the static token with the device or the

static token may be provided by a mobile network operator (MNO) or other
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party at or before the time of ownership by the consumer. The consumer may
then enter information to confirm the account holder’s identity. A dynamic

token may be provided after the mobile device is manufactured.

[0130] In an non-SE mobile device, a “PAN substitute” and dynamic
element can be received from the mobile tokenization hub. For example, the
CTC module may generate and/or transmit the data to the mobile device via a
gateway. The dynamic element may be generated based on the PAN
substitute or based on other device, transaction, and/or consumer information

available to the mobile device.

[0131] As described further below with respect to FIGs. 6-15, the
mobile tokenization hub can provide different processing depending on the
token request received and device associated with the token request. For
example, if a token request is received from a device that includes a pre-
provisioned token stored in a secure element, the mobile tokenization hub can
provide token activation processing. If the token request is received from a
mobile device with a secure element, but without a pre-provisioned token, the
mobile tokenization hub can provide tokenization and provisioning services. If
the token request is received from a device without a secure element, the
mobile tokenization hub may determine that a dynamic token is to be
generated and provisioned and provide tokenization and provisioning services
in response. As such, token requests can be differentiated by the mobile
tokenization hub based on device information and different tokenization

services may be provided, as appropriate.

[0132] FIG. 6 shows a secure element (SE) and static token activation
flow according to an embodiment of the present invention. The payment
application may be associated with an issuer and/or provided by a payment
processing network. In some embodiments, a mobile device that includes a
secure element may initiate transactions using a static token stored on the
secure element. The static token may be provisioned in the secure element
at the time of manufacturing, or may be provisioned after the mobile device
has been purchased by a consumer. After the tokens have been activated,

transactions may be initiated using the mobile device through a near-field
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communication (NFC)/point of sale (POS) terminal, using an issuer payment
application and/or a payment processing network (PPN) reference application.
The transaction data type can include a chip transaction which may include
Track 2 data, a dynamic card verification value (dCVV), an application

cryptogram, issuer application data, and a running serial number (ATC).

[0133] In the example shown in FIG. 6, the mobile device 600 includes
a static token provisioned in the secure element of the device that has been
preconfigured. In some embodiments, the consumer may have downloaded
the payment application from an application store associated with the mobile
device and/or the consumer's mobile network operator. In some
embodiments, the consumer can login to the application using credentials
previously provider to the issuer and/or payment processing network and the
application can authenticate the user based on the login credentials. In some
embodiments, a wallet provider or issuer payment application may have
registered with a mobile tokenization hub, they may receive a partner
application identifier, they may have done bulk registration for existing
consumers, and the consumers may have downloaded the wallet provider or

issuer branded payment application in the device.

[0134] At 602, the consumer can register the mobile device through the
application with the issuer 608 via the internet 604 by providing a consumer
credential and/or information about their mobile device. At 606, information
about the user device can be captured. This may include the static token or
various device identifiers, including Mobile Station International Subscriber
Directory Number (MSISDN) and International Mobile Station Equipment
Identifier (IMEI).

[0135] At 610, the issuer can access registration web services at a
mobile tokenization hub via a secure connection (e.g., SSL). The information
may be passed in an encrypted payload. In some embodiments, two factor
authentication may be used to provide additional security to the connection.
For example, the two factors can include a username/password and a

public/private key interchange. At 614, the mobile tokenization hub can
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communicate with the CTC module to activate the static token and associated
the static token with a PAN.

[0136] In some embodiments, the device information captured at 606
can be provided to the mobile tokenization hub by the issuer 608. The device
information can be mapped to the tokens associated with the device. This
can be used to provide an additional verification check when a transaction is
initiated using the token. If the transaction is initiated from a different device,
the transaction can be rejected or additional information can be required from
the consumer before completing the transaction. At step 5, the mobile
tokenization hub can communicate with a credential database at a payment
processing network. The captured consumer information and/or mapping

information can be transmitted and stored in the credential database.

[0137] FIG. 7 shows a sequence diagram of token activation according
to an embodiment of the present invention. At step 1, the consumer initiates
account registration using their mobile device 700. The consumer initiates the
account registration through a payment application 702 on the mobile device
700. In some embodiments, the payment application 702 can be an issuer
application, a payment processing network application, or a mobile wallet
application. The application can access and retrieve the static token from the
secure element of the mobile device. The user can then be presented with
one or more accounts associated with the application from which the
consumer may select to register. In an embodiment, the user can enter the
card information to register with wallet provider or issuer application. For
each new card, the application can generate a new identifier, such as a PAN
sequence number (PSN), to distinguish multiple PANs associated to the same
token. During registration, the payment application 702 can capture mobile
device details for mobile device 700. This may include the static token or
various device identifiers, including Mobile Station International Subscriber
Directory Number (MSISDN) and International Mobile Station Equipment
Identifier (IMEI).

[0138] At step 2, the payment application 702 sends a registration
request to the mobile tokenization hub 704. In some embodiments, the issuer
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application sends the registration request, including the token, PAN, PSN, and
device information, to the mobile tokenization hub 704 through an API. At
step 3, the mobile tokenization hub 704 determines based on the device
information that the device includes a pre-provisioned token and initiates
token activation in CTC 706. The mobile tokenization hub 704 can send a
request to CTC 706 to activate the static token and associate the PAN with
the token and the PSN.

[0139] At step 4, the CTC 706 activates the token and associates the
token with the PAN and PSN. The CTC 706 can validate the static token and
store the association of the PAN, token, and PSN. The CTC can store the
PAN, issuer BIN, and product information within the CTC module for future
processing. At step 5, the mobile tokenization hub can persist the device
information previously captured at step 1. The mobile tokenization hub can
persist the device information in credential database in a payment processing

network.

[0140] At step 6, after the device information has been stored and the
token has been activated, a status response can be sent to the payment
application 702. At step 7, a response message is returned to the user's
mobile device, confirming that the device has been activated with an active
token and is ready to perform transactions through the payment application

702. If activation was unsuccessful, an error can be returned.

[0141] FIG. 8 shows a secure element (SE) and static token activation
flow according to an embodiment of the present invention. In the example
shown in FIG. 8, the mobile device 800 includes a secure element, but the
secure element has not been pre-provisioned with a token. The token may be
generated and provisioned to the device after device purchase. The consumer
may download a payment application to the mobile device 800 to register the
mobile device and receive a token. The payment application can authenticate

the user based on the login credentials provided by the user.

[0142] At 802, the consumer can download the payment application
from an online retailer over the Internet 808, such as an online application

store associated with the mobile device or the consumer's mobile network
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operator. At 804, the consumer can initiate registration through the payment
application. In the example shown in FIG. 8, the payment application is a
mobile wallet application and the consumer initiates registration with an
associated wallet provider. However, in alternative embodiments, the payment
application may be associated with an issuer or a payment processing

network.

[0143] At 810, information about the user device may be captured by
the wallet provider 812. The information can include various device
identifiers, like an MSISDN, carrier, or IMEI. At 814, the wallet provider can
access registration web services via a secure connection (SSL) at a mobile
tokenization hub on a payment processing network 816. Although the mobile
tokenization hub is shown as integrated with the payment processing network,
in some embodiments the mobile tokenization hub may be implemented
separately. The information may be passed in an encrypted payload. In some
embodiments, two factor authentication may be used to provide additional
security to the connection. For example, the two factors can include a
username/password and a public/private key interchange. At 818, the mobile
tokenization hub can send a token generation request to the CTC module. At
820, the mobile tokenization hub can store consumer information provided in
804 and device information captured in 810 in a credential database.
Consumer and device information can be mapped to the newly generated
token and used as an additional verification check when a transaction is
initiated. If consumer or device information provided during a transaction
using the token does not match that stored during registration, the transaction
may be rejected or additional information may be required from the consumer.
Once the token has been generated and the consumer and device information
stored, the token can be sent from the CTC module to the mobile tokenization
hub. At 822, the tokenization hub can open a secure connection to the mobile
device 800 through a mobile provisioning service, such as TSM 824, and the

newly generated static token can be written to the device SE.

[0144] FIG. 9 shows sequence diagram of token generation according
to an embodiment of the present invention. At step 1, the consumer initiates

account registration on mobile device 900 through a payment application 902.
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In some embodiments, the payment application can be a mobile wallet
application, an issuer-branded application, or a payment processing network
reference application. In some embodiments, multiple accounts can be
registered on the same device, and the user can select the account from the

payment application to register.

[0145] At step 2, the payment application can send a registration
request to the mobile tokenization hub 906. The payment application can
send PAN and device information to the mobile tokenization hub through an
API. At step 3, the mobile tokenization hub 906 can determine based on the
device information that the mobile device includes a secure element and
initiate token generation in CTC module 908. The mobile tokenization hub
can send a request to the CTC module to generate static a token to be stored
in the mobile device's secure element and register the PAN for the token.
Multiple tokens can be generated for one device, one for each account
registered with that device. In some embodiments, multiple accounts
registered with a device can be associated with the same token and a PSN

can be used to distinguish between accounts.

[0146] At step 4, the CTC module 908 can generate a new token and
map the token to the PAN and device information. In some embodiments, the
CTC module 908 can store the PAN, issuer BIN, and/or product information
within CTC module for future processing. At step 5, the mobile tokenization
hub 906 can persist the device information in a credential database in the
payment processing network. The device information can be mapped to the
tokens and/or accounts registered for the device and used as an additional

verification mechanism, as described above.

[0147] At step 6, the mobile tokenization hub can initiate a request to a
provisioning service 904 to provision the token information in the device. At
step 7, provisioning service can open a secure connection to mobile device
900 and provision the token in the mobile device’s secure element. At step 8,
after the token has been provisioned in the device, a success/status response
may be sent to the payment application 902 from the mobile tokenization hub
906. At step 9, a confirmation message can be sent to the mobile device
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indicating to the consumer that the mobile device has been activated with an
active token ready for transactions. The mobile device is then ready to make

transactions using the static token through the payment application.

[0148] FIG. 10 shows a sequence diagram of token updating according
to an embodiment of the present invention. The mobile device 1000 may
have secure element to which token information has been provisioned. If the
token has been compromised, or the consumer adds an account, or otherwise
initiates a token update process, a new token may be provisioned to the
consumer's mobile device 1000. At step 1, the consumer can initiate an
update through the payment application 1002. The payment application may
be a mobile wallet application, issuer-branded application, or payment
processing network application. At step 2, payment application 1002 sends an
update request including one or more new PANs and device information to
the mobile tokenization hub 1006 through an API.

[0149] At step 3, for each PAN update request, the mobile tokenization
hub 1006 can request a new static token from CTC module 1008. In an
embodiment, the mobile tokenization hub can treat the update request as a
new static token generation request. The mobile tokenization hub can send a
request for each new PAN to the CTC module to generate a token and
associate the new PAN with the new token. At step 4, the CTC module 1008
can generate a new token and store the association with the new PAN. At
step 5, the mobile tokenization hub can persist the device information in a

credential database.

[0150] At step 6, the mobile tokenization hub 1006 can initiate a
request to a provisioning service 1004 to provision each new token
information to the device. At step 7, the provisioning service can provision
each new token in the mobile device’s secure element. At step 8, after the
tokens have been provisioned in the device, the mobile tokenization hub can
send success or status response to the payment application. In some
embodiments, where multiple tokens are being provisioned to the same
device, the mobile tokenization hub can send status updates after each token
has been provisioned, or can send a single update after all tokens have been
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provisioned reflecting the status of each token. At step 9, a confirmation can
message can be sent to the mobile device 1000 indicating that the mobile
device has been loaded with one or more new static tokens ready for
transactions through the payment application.

[0151] FIG. 11 shows a non-secure element (non-SE) and dynamic
token user/account registration flow according to an embodiment of the
present invention. Because the mobile device 1100 does not include a secure
element, a dynamic token with a limited lifecycle may be provided to the
device to complete a transaction. The mobile device may include a payment
application, such as a wallet application, issuer payment application, or PPN
application. The payment application can authenticate the user based on login

credentials provided by the user.

[0152] As shown in FIG. 11, at 1102, the consumer can download the
payment application from an online application store. At 1104, the consumer
can register the mobile device with the application provider, such as a wallet
provider 1108, payment processing network, or issuer. At 1106, information
about the mobile device can be captured, this information may include device
identifiers (e.g., MSISDN, carrier, IMEI). At 1110, the wallet provider can
communicate with the mobile tokenization hub. The mobile tokenization hub
may be located as a cloud format for cloud registration. The wallet provider
can access registration web services via a secure connection (SSL). The
information may be passed in an encrypted payload. The mobile tokenization
hub can store the mobile device and consumer information in a credential
store. At 1114, after mobile device and consumer information has been
stored, shared secret registration can be transmitted between the mobile
tokenization hub and a push notification cloud 816. The shared secret
registration information can include a code provided by the mobile
tokenization hub or may include a question provided by the mobile

tokenization hub and an answer provided by the consumer.

[0153] In some embodiments, the shared secret setup interface can be
provided through an API enables payment application providers (issuers,

wallet providers, payment processing networks, etc.) to setup shared secret
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(e.g., set of N questions) as an additional security measure when dynamic
tokens are requested during transactions. For example, each token request
can challenge the user with a configured shared secret and validate the
response. The request may originate from non-SE device issuer payment

application or wallet application.

[0154] FIG. 12 shows sequence diagram of user/account registration
flow according to an embodiment of the present invention. At step 1, a
consumer initiates account registration through a payment application, such
as wallet application 1200. The payment application may alternatively include
an issuer payment application or a PPN reference application. The application
can authenticate the user based on login credentials provided by the user.

The user can select the account from the application to register.

[0155] At step 2, application provider 1202 can send a PAN and device
information to the mobile tokenization hub 1204 through an API. At step 3, the
mobile tokenization hub 1204 can determine based on the device information
whether the mobile device is associated with an account. If the mobile device
is not already registered, the mobile tokenization hub can push a notification
to the payment application to setup a shared secret. For example, the setup
can include a set of 3 questions sent to the consumer through the wallet
application 1200. At step 4, the consumer may input shared secret answers,
e.g., to the set of questions provided in step 3. The payment application can
encrypt the answers and send the response to the mobile tokenization hub
through an APL.

[0156] At step 5, the mobile tokenization hub 1204 can persist the
device or platform information to a credential store 1206. At step 6, once the
credentials have been updated, an activation response can be sent to the
application provider confirming registration. At step 7, the application provider
can send confirmation to the user through the payment application. Once
confirmed, the device is activated and ready for transactions using dynamic

tokens through the payment application.

[0157] FIG. 13 shows a non-secure element (non-SE) and dynamic

token generation and transaction flow according to an embodiment of the
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present invention. As described above with respect to FIG. 12, a consumer
with a mobile device that does not include a secure element can download
and install a payment application 1300, such as a wallet application, issuer
payment application, or payment processing network application. The
application can authenticate the user based on login credentials provided the
user. The device may be already registered in the mobile tokenization hub
with a valid account. Because the mobile device does not include a secure
element, it is not associated with a static token. Instead, the mobile device

needs to request a dynamic token to complete a transaction.

[0158] In some embodiments, a mobile device that does not include a
secure element (non-SE) may be used with a dynamic token. The mobile
device may be a personal computer (PC) that includes a payment application.
The payment application can include an issuer payment application, a wallet
provider application, and/or a PPN reference application that enables the
consumer to perform card not present (e.g., an online) transactions. When a
transaction is initiated, the transaction data may include a PAN, expiration

date, and/or card verification value (CVV).

[0159] In some embodiments, a non-SE mobile device may be used
with a dynamic token. The mobile device may include a payment application,
such as an issuer payment application, a wallet provider application, and/or a
PPN reference application. The non-SE mobile device may perform chip
transactions using the dynamic token. Transaction data for the chip
transaction may include Track 2 data, a dCVV, an application cryptogram,
payment application data, and an ATC. In some embodiments, the payment
application at the mobile device may generate a QR code (e.g., Quick
Response Code, bar code) that includes the dynamic token. The transaction
data type can include a chip transaction which may include Track 2 data, a

dCVV, an application cryptogram, issuer application data, and an ATC.

[0160] At 1302, the consumer requests a token from the mobile
tokenization hub 1310. Using the shared secret information created during
registration, at 1304 the mobile tokenization hub sends a challenge request to
the consumer application through a push notification cloud. At 1306, the
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consumer enters the secret response created during account registration to
the tokenization hub. At 1308, if the secret response returned at 1306 is
correct, the tokenization hub sends a dynamic token to the consumer

application.

[0161] At 1312, the consumer can initiate a transaction with a merchant
1314 using the token. For example, the token may be packaged into a QR
code and displayed on the mobile device. The consumer may then scan the
displayed code on a merchant point of sale terminal. Alternatively, the token
may be transmitted from the user device to the merchant POS using NFC or
other radio frequency communication. The transaction may also be
performed online from the payment application, without requiring any
interaction with a merchant POS. At 1316, the merchant 1314 can submit the
transaction with the dynamic token to the merchant's acquirer 1318. Because
the dynamic token is formatted to match the expected account identifier, no
modifications are required to the merchant or acquirer systems to use the
token. At 1320, the acquirer 1318 submits the transaction with the token to a

payment processing network (PPN) 1322.

[0162] At 1324, the PPN recognizes the dynamic token as a PAN
substitute. For example, a portion of the token may include a code that
indicates the token is a token. The PPN sends a request to the CTC module
for the PAN associated with the token. The request may include transaction
data (such as consumer and device information) received from the mobile
device via the merchant and acquirer. The CTC module may verify the
transaction request by comparing the device information against device
information associated with the token. If the CTC verifies the transaction, it
can look up the PAN associated with the token, and return the PAN to the
PPN. At 1326, the PPN can process the transaction using the PAN retrieved
from the CTC with issuer 1328. The PPN can provide a response back to

acquirer and merchant indicating if the transaction has been approved.

[0163] FIG. 14 shows a non-secure element (non-SE) and dynamic
token generation flow according to an embodiment of the present invention.

At step 1, consumer initiates a transaction, for example by selecting an
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account alias in a wallet application, issuer payment application, payment
processing application, or other digital wallet on the consumer's mobile device
1400. At step 2, the payment application 1402 sends a request for a dynamic
token to mobile tokenization hub 1406 through a mobile tokenization hub API.
The payment application can include a PAN alias, device information and

purchase amount in the new token request.

[0164] At step 3, the mobile tokenization hub 1406 can retrieve shared
secret details of the device from a credential store 1408. The shared secret
details can be provided by the consumer during device registration, as
described above. At step 4, the mobile tokenization hub can select at least
one of the shared secret question and send it to the payment application. At
step 5, The payment application can display the secret question to the user on
the mobile device 1400. At step 6, the payment application receives the
consumer's response to the secret question and, at step 7, encrypts the
response and sends the response to the mobile tokenization hub 1406.

[0165] At step 8, the mobile tokenization hub 1406 can verify the
response to the shared secret provided by the consumer. If the response is
correct, the mobile tokenization hub can determine, based on the device
information, a type of token to generate for the device and can then send a
request to CTC module 1410 to generate a new token of that type and
register the PAN for the token. In this example, the mobile tokenization hub
can determine that the device does not include a secure element and can
send a request to the CTC to generate a dynamic token for the device. At
step 9, the CTC module can generate a new token and store the association
of the new token with the PAN. The CTC can store real PAN, issuer BIN, or
product information within CTC for future processing.

[0166] At step 10, mobile tokenization hub 1406 can send a request to
a payment control module 1410 to create a payment control for the token.
The payment control may be based on the amount of the transaction. At step
11, the mobile tokenization hub can send the dynamic token to the payment
application 1402. At step 12, the payment application 1402 can submit the
transaction with the dynamic token received from the mobile tokenization hub
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1406 to the application provider 1404. The transaction may then be

processed as described above with respect to FIG. 13.

[0167] FIG. 15 shows an alternative non-secure element (non-SE) and
dynamic token generation flow according to an embodiment of the present
invention. In the embodiment shown in FIG. 15, a dynamic token may be
generated and sent to the consumer's mobile device 1500 without first
confirming the consumer's identity using a previously supplied secret answer.
Similar to FIG. 14, at step 1, a consumer initiates a payment process by
selecting an alias account corresponding to a payment account in a payment
application 1502, such as a wallet application, issuer payment application, or
other digital wallet. At step 2, the payment application can send a token
request to an application provider 1504, such as a wallet provider or issuer
system. The token request may include a PAN alias, device information and
purchase amount. At step 3, the application provider 1504 sends the token
request and device information to a mobile tokenization hub 1506 through a
mobile tokenization hub token request API. At step 4, the mobile tokenization
hub 1506 can determine, based on the device information, a type of token to
generate for the device and can retrieve PAN details from a credential store
1508. For example, the credential store may include a data structure that

maps account aliases to account identifiers.

[0168] At step 5, the mobile tokenization hub can send a request to the
CTC module 1510 to generate a new token having the type determined in
step 4 and register the PAN for the token. In some embodiments, before
sending the request to the CTC module, the mobile tokenization hub can
compare device information provided with the token request to device
information provided when the consumer first registered an account. If the
device information matches, the token request is sent to the CTC module
1510. If the device information does not match, additional authentication
methods may be performed to confirm the consumer's identity. At step 6, the
CTC module 1510 can generate new token and store the association with the
PAN. At step 7, the mobile tokenization hub can send a request to a payment
control module to create a payment control for the given PAN, e.g., based on

the purchase amount included in the transaction data.
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[0169] At step 8, the mobile tokenization hub can deliver the generated
dynamic token to the payment application provider. At step 9, payment
application provider can send the token to the payment application. At step
10, the payment application can submit the transaction with the dynamic
token received from mobile tokenization hub. The transaction may then be

processed as described above with respect to FIG. 13.
V. Bulk Requests

[0170] In some embodiments, token requests may be received in a bulk
format. For example, a device manufacturer may send a bulk token request
for tokens to pre-provision to many different mobile devices prior to delivery to
consumers. In some embodiments, wallet providers, issuers, and/or a PPN
reference application can send bulk token registration requests to the mobile
tokenization hub to register all the existing customers’ device/card information
in the mobile tokenization hub. The bulk token request may include a bulk

registration file.

[0171] In response to receiving a bulk token request, the mobile
tokenization hub can call a credential store service for each consumer record
present in the registration file to validate card information and persist device
information and other consumer information in the credential store. The
mobile tokenization hub can then send a request to the CTC module to
perform bulk token activation/generation. For each device with SE and pre-
provisioned token present in the bulk registration file, mobile tokenization hub
initiates token activation in CTC. For each device with SE (no static token in
the device), the mobile tokenization hub can initiate token generation in CTC.
The CTC can the activate/generate tokens and associate PANs, where
known, with the tokens. The mobile tokenization hub can then send a bulk
provisioning file to a provisioning service (such as a mobile gateway or TSM)
with the generated tokens and corresponding mobile device information. The
provisioning service can then securely connect to each mobile device and
provision the tokens to the mobile devices’ secure elements. Upon successful
provisioning, a confirmation message is received from each mobile device,

and the provisioning service provides a response file to the mobile
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tokenization hub that indicates the status of each provisioning operation. The
mobile tokenization hub can deliver registration response file to wallet
provider, issuer, or reference application with details. The details may include
one or more of a total number of registrations present in the request file; a
number of successful registrations; a number of unsuccessful registrations;
details for unsuccessful registrations; and device registrations pending for

provisioning and estimated provisioning time

VI. Dynamic ldentification Information Generation

[0172] FIG. 16 shows a method of generating dynamic identification
information for tokens according to an embodiment of the present invention.
Embodiments of the invention may provide for generation of dynamic
identification information, such as a dCVV value or other dynamic verification
value provided by a transaction processor, for a token received from a

registered system.

[0173] At step 1600, the mobile tokenization hub can receive a request
for dynamic identification information associated with a token from a
registered system. In some embodiments, the mobile tokenization hub may
provide services for verifying a dCVV associated with a token received from a
registered service or entity, or may generate a new dCVV and provide the
new dCVV to the requesting service or entity to be used to validate

transaction data.

[0174] For example, some issuers, wallet providers, acquirers, or other
entities in a transaction may validate transactions by using a dCVV
comparison during a transaction to ensure a transaction is legitimate.
However, when substitute tokens with account identifiers that were not
present at the initiation of a transaction, a new dCVV may be required in order
for a transaction to be able to be verified by currently existing transaction
systems. Accordingly, the mobile tokenization hub may determine a
replacement dCVV to substitute in an authorization request message,
transaction request, or other transaction information in order for an issuer,
wallet provider, or other entity to authorize, authenticate, or continue with the
transaction. Accordingly, in some embodiments, the mobile tokenization hub
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may request a new dCVV value be generated by the CTC during a

transaction.

[0175] In some embodiments, a dCVV value can be requested for a
token at the time the transaction is initiated. The mobile tokenization hub can
publish an application programming interface (API) to allow a registered
system (e.g., wallet provider, issuer, mobile device, or other entity which has
previously registered for service with the mobile tokenization hub) to request a
dCVV value for a token from the mobile tokenization hub in order to validate

the transaction as legitimate.

[0176] In one embodiment, the mobile tokenization hub can translate
the received token into a real account identifier (e.g., PAN) by communicating
with a CTC de-tokenization API. As shown in step 1602, the mobile
tokenization hub can transmit the token to a common tokenization capability
module that includes a de-tokenization module that converts the token into an
account identifier. The CTC module to de-tokenize a token into an account

identifier associated with a consumer account (e.g., a PAN).

[0177] At step 1604, the mobile payment hub receives the account
identifier from the de-tokenization service. As described above, the account
identifier may be a PAN. In some embodiments, the mobile tokenization hub
may authenticate the requestor prior to either requesting de-tokenization or
performing any operations on the de-tokenized account identifier (e.g., the
mobile tokenization hub may request additional information from the
requesting entity). In some embodiments, the mobile tokenization hub may
communicate with the payment processing network through a dCVV API to
request a dCVV value for the real account identifier (e.g., PAN) that is

determined or translated through the de-tokenization process.

[0178] At step 1606, the mobile tokenization hub transmits the account
identifier to a payment processing network to generate the dynamic
identification information. In some embodiments, the mobile tokenization hub
may be integrated with the payment processing network. In such
embodiments, the mobile tokenization hub may include a dCVV generation

module to generate the dCVV value. At step 1608, the mobile tokenization
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service may receive the dynamic identification information from the payment

processing network.

[0179] At step 1610, the mobile tokenization hub can transmit the
dynamic identification information to the registered system. For example, the
mobile tokenization hub may provide a dCVV value associated with the
account identifier to the requesting application or transaction entity so that the
transaction can be validated or verified using based on the dCVV value for the

substituted account identifier.

[0180] In some embodiments, a mobile tokenization hub may interact
with a CTC module on behalf of the other services, servers, or transaction
entities. However, in other embodiments, the other services, entities involved
in the transaction, or servers may communicate directly with the CTC module.
For example, in some embodiments, registered systems may be provided with
an interface to the CTC, which may provide a more limited number of services

to the registered systems than the mobile tokenization hub.

[0181] In some embodiments, the dCVV can be generated and sent
with transaction data to an issuer for authorization. The issuer can generate a
dCVV for the de-tokenized PAN and compare it to the dCVV generated by the
mobile tokenization hub to validate the token. In some embodiments, an
acquirer system, payment processing network, or wallet provider may similarly
validate a token by generating a dCVV for the de-tokenized PAN and
comparing it to the value received from the mobile tokenization hub. If the
dCVV generated by the mobile tokenization hub matches the dCVV generated
by the issuer, acquirer, payment processing network, or wallet provider, then

the transaction is validated.

VII. Token Presence and Verification

[0182] FIG. 17 shows a method of determining token presence on a
mobile device according to an embodiment of the present invention. At step
1700, the mobile tokenization hub can receive a request a request to initiate a
transaction through an application on a mobile device. The application can

include a wallet provider, issuer, and/or payment processing network
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reference application. The request can be initiated by the user by selecting
an "alias" for the account. For example, the user may designate a debit card
account with an alias of "checking account” or other easy to remember
designation.

[0183] At step 1702, the mobile device can be queried for active tokens
for the account associated with the alias. For example, in response to the
request, the mobile tokenization hub may open a secure connection to a
secure element on the mobile device and determine whether there are any
tokens associated with the account. If there are tokens, the mobile
tokenization hub can determine whether the tokens are still active. For
example, the mobile tokenization hub can determine if the tokens have
expired, have reached a preset spending limit, or whether the tokens are
eligible for the current transaction (e.g., whether the amount of the transaction
is within a preset range of values for the token). Additionally, or alternatively,
the application the application may query the device’s secure element and/or
application memory to determine if there are any tokens associated with the
account. If one or more tokens are identified, then the application can
determine whether the tokens are active and/or available for the current

transaction.

[0184] At step 1704 it is determined that no active token is associated
with the account alias. For example, all tokens found may be expired or not
eligible for the transaction (e.g., because the tokens' spending limits have

been reached or the amount is not within the tokens' pre-set spending range

of values).

[0185] At step 1706, a secure connection with a mobile tokenization
hub server computer is established initiate a new token request for the
selected account alias. At step 1708, a token request is transmitted for one or
more new tokens associated with the account to the mobile tokenization hub

server computer.

[0186] The system can verify token presence. When a consumer
initiates a transaction by selecting an account nickname (alias) in the wallet

provider, issuer, PPN reference application, the application can check for the
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token in the device’s secure element and then in application memory. If no
valid token found for the selected account, a secure connection can be
established with the mobile tokenization hub. A new token request can be
initiated for the selected account nickname (alias).

[0187] A token validity update interface can be provided. The system
may provide an API to the requesting applications (internal/external) to update
token validity timeframe (extend or reduce) by providing token details. The
information can include a partner platform identifier, application identifier,

token or new validity timeframe.
VIII. Exemplary Systems

[0188] Provided below is a description of an exemplary system in which
embodiments provided herein may be utilized. Although some of the entities
and components may be depicted as separate, in some instances, one or
more of the components may be combined into a single device or location
(and vice versa). Similarly, although certain functionality may be described as
being performed by a single entity or component within the system, the
functionality may in some instances be performed by multiple components
and/or entities (and vice versa). Communication between entities and
components may comprise the exchange of data or information using
electronic messages and any suitable electronic communication medium and

method, as described below.

[0189] As used herein, an “issuer” may typically refer to a business
entity (e.g., a bank or other financial institution) that maintains financial
accounts for the user 30 and often issues a payment device 32 such as a
credit or debit card to the user 30. As used herein, a “merchant” may typically
refer to an entity that engages in transactions and can sell goods or services
to the user 30. As used herein, an “acquirer” may typically refer to a business
entity (e.g., a commercial bank or financial institution) that has a business
relationship with a particular merchant or similar entity. Some entities can

perform both issuer and acquirer functions.

[0190] An exemplary financial transaction system is shown in FIG. 18.

The system 20 may include one or more merchants, one or more access
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devices 34, one or more payment devices 32, one or more acquirers, and one
or more issuers. For example, the system 20 may include a merchant having
a merchant computer 22 that comprises an external communication interface
(e.g. for communicating with an access device 34 and an acquirer 24), system
memory comprising one or modules to generate and utilize electronic
messages, and a data processor (for facilitating a financial transaction and the
exchange of electronic messages); an acquirer having an acquirer computer
24 that comprises an external communication interface (e.g. for
communicating with a merchant computer 22 and a payment processing
network 26), system memory comprising one or modules to generate and
utilize electronic messages, and a data processor (for facilitating a financial
transaction and the exchange of electronic messages); and an issuer having
an issuer computer 28 that comprises an external communication interface
(e.g. for communicating with a payment processing network 26), system
memory comprising one or modules to generate and utilize electronic
messages, and a data processor (for facilitating a financial transaction and the
exchange of electronic messages). The external communication interface of
the merchant computer 22 may be coupled to an access device 34 (such that
information may be received by the access device 34 and communicated to
the merchant computer 22) or, in some embodiments, the access device 34

may comprise a component of the merchant computer 22.

[0191] As used in this context, an “external communication interface”
may refer to any hardware and/or software that enables data to be transferred
between two or components of system 20 (e.g., between devices residing at
locations such as an issuer, acquirer, merchant, payment processing network
26, etc.). Some examples of external communication interfaces may include
a modem, a network interface (such as an Ethernet card), a communications
port, a Personal Computer Memory Card International Association (PCMCIA)
slot and card, or the like. Data transferred via external communications
interface may be in the form of signals which may be electrical,
electromagnetic, optical, or any other signal capable of being received by the
external communications interface (collectively referred to as “electronic

signals” or “electronic messages”). These electronic messages that may
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comprise data or instructions may be provided between one or more of the
external communications interface via a communications path or channel. As
noted above, any suitable communication path or channel may be used such
as, for instance, a wire or cable, fiber optics, a telephone line, a cellular link, a
radio frequency (RF) link, a WAN or LAN network, the Internet, or any other

suitable method.

[0192] As would be understood by one of ordinary skill in the art, any
suitable communications protocol for storing, representing, and transmitting
data between components in the system 20 may be used. Some examples of
such methods may include utilizing predefined and static fields (such as in
core TCP/IP protocols); “Field: Value” pairs (e.g. HTTP, FTP, SMTP, POP3,
and SIP); an XML based format; and/or Tag-Length-Value format.

[0193] As shown in the exemplary system 20 in FIG. 18, information
from the payment device 32 may be provided to access device 34 either
directly (e.g. through a contact or contactless interface) or indirectly thorough
a user computer or mobile device 36 (e.g. in an e-commerce environment or
other indirect transaction) via network 40 (such as the Internet). In some
embodiments, the user computer or mobile device 36 may interact with the
payment processing network 26 (or other entity in the system 20) via the
network 40 to form a first communications channel, such as through an
Internet Protocol Gateway (IPG) 27. The IPG 27 may be in operative
communication with the payment processing network 26. Although the IPG
27 is shown as being a separate entity in FIG. 18, the IPG 27 could be
incorporated into the payment processing network 26, or could be omitted
from the system 20. In the latter situation, the first communications channel
could directly connect the payment processing network 26 and the user
computer or mobile device 36. In general, providing communication from the
user 30 to the payment processing network or other entity may enable a
variety of increased functionalities to the user 30, such as advanced
authentication and verification methods (particularly in e-commerce and
similar transactions), examples of which are described in U.S. Ser. No.
12/712,148 filed on July 16, 2010 and U.S. Ser. No. 13/184,080 filed on July
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15, 2011, each of which is incorporated by reference herein in its entirety.

However, embodiments are not so limited.

[0194] In some embodiments, an electronic or digital wallet (i.e. “e-
Wallet”) may be utilized as a payment device for conducting a financial
transaction. As shown in FIG. 18, such exemplary systems may comprise an
electronic wallet server 29, which may be accessible to the user 30 via
network 40 (either directly connected or through an IPG 27) and may also be
in operational communication with a merchant and/or with a payment
processing network 26 (or in some embodiments, the electronic wallet server
29 may comprise a part of the payment processing network 26). The
electronic wallet server 29 may be programmed or configured to provide some
or all of the functionality associated with conducting transactions using an
electronic wallet, including maintaining an association between the user’s e-
wallet and one or more payment accounts (such as a bank account or credit
card account) in E-Wallet database 31. To provide electronic wallet services
(i.e. the use of the electronic wallet associated with a payment account to
conduct a financial transaction), the electronic wallet server 29 may further
provide a web interface (e.g. through one or more web pages) to receive and
transmit requests for payments services and/or may provide an application
program interface (API) (shown as electronic wallet client 37) at the user
computer apparatus 36 to provide the web service. This process is described
in more detail in U.S. Ser. No. 61/466,409 filed on March 22, 2011, which is
incorporated herein by reference in its entirety.

[0195] As noted above, the user’s electronic wallet may be stored in the
E-Wallet database 31, which may include information associated with the
user’s payment accounts can be used in conducting a financial transaction
with a merchant. For example, the E-Wallet database 31 may include the
primary account numbers of one or more payment accounts (e.g., payment
accounts associated with a credit card, debit card, etc.) of the user 30. The e-
wallet may be populated with such information during an initial enroliment
process in which the user 30 enters information regarding one or more of the
payment accounts that may be associated with various issuers. Once the

payment account information is added to the E-Wallet database 31, the user
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30 may perform transactions by utilizing only his e-wallet. When a user 30
performs a transaction using his electronic wallet, the user 30 need not
provide the merchant with payment account information, but may instead
provide the electronic wallet information. This information may then be
included in an authorization request message, which in turn may be provided
to payment processing network 26. The payment processing network 26 may
then access the user’s e-wallet via a request to the electronic wallet server 29,
or may have direct access to the e-wallet database 31 so as to obtain the
corresponding payment account information indicated by the information in

the authorization request message.

[0196] The electronic wallet client 37 may comprises any suitable
software that provides front end functionality of the electronic wallet to the
user 30. For example, the electronic wallet client 37 may be embodied as a
software application downloadable by a computer apparatus or mobile device
32 (e.g., a mobile phone). In some instances, the electronic wallet client 37
may provide a user interface (such as a series of menus or other elements)
that allows the user 30 to manage his electronic wallet(s) (i.e. the electronic
wallet client 37 may enable interaction with the electronic wallet server 29,
and thereby the e—wallet database 31). In some embodiments, the electronic
wallet client 37 may store data in a computer readable memory for later use,
such as user 30 preferences or identifiers associated with funding sources

added to the electronic wallet.

[0197] A payment processing network 26 may be disposed between
the acquirer computer 24 and the issuer computer 28 in the system 20. The
components of an exemplary payment processing network 26 are described
below with reference to FIG. 19 for illustration purposes. Furthermore, the
merchant computer 22, the acquirer computer 24, the payment processing
network 26, and the issuer computer 28 may all be in operative
communication with each other (i.e. although not depicted in FIG. 18, one or
more communication channels may exist between each of the entities,

whether or not these channels are used in conducting a financial transaction).
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[0198] The payment processing network 26 may include data
processing subsystems, networks, and operations used to support and deliver
authorization services, exception file services, and clearing and settlement
services. For example, the payment processing network 26 may comprise a
server computer, coupled to a network interface (e.g. by an external
communication interface), and a database(s) of information. An exemplary
payment processing network may include VisaNet™, CYBERSOURCE,
AUTHORIZE.NET, PLAYSPAN, etc. Payment processing networks such as
VisaNet™ are able to process credit card transactions, debit card
transactions, and other types of commercial transactions. VisaNet™, in
particular, includes a VIP system (Visa Integrated Payments system) which
processes authorization requests and a Base Il system which performs
clearing and settlement services. The payment processing network 26 may

use any suitable wired or wireless network, including the Internet.

[0199] Although many of the data processing functions and features of
some embodiments may be present in the payment processing network 26
(and a server computer therein), it should be understood that such functions
and features could be present in other components such as the issuer
computer 28, and need not be present in the payment processing network 26,

or a server computer therein.

[0200] With reference to FIG. 19, an exemplary server computer 200 in
payment processing network 26 is shown. The exemplary server computer
200 is illustrated as comprising a plurality of hardware and software modules
(201-209). However, it should be appreciated that this is provided for
illustration purposes only, and each of the modules and associated
functionality may be provided and/or performed by the same or different
components. That is, exemplary server computer 200 may, for example,
perform some of the relevant functions and steps described herein with
reference to the payment processing network 26 through the use of any
suitable combination of software instructions and/or hardware configurations.
It should be noted that although FIG. 19 illustrates all of the modules located
on a single device, the disclosure is not meant to be so limited. Moreover, a

system for implementing the functionality described herein may have

58



additional components or less then all of these components. Additionally,
some modules may be located on other devices such as a remote server or
other local devices that are functionally connected to the server computer
component(s).

[0201] The exemplary server 200 is shown as comprising a processor
201, system memory 202 (which may comprise any combination of volatile
and/or non-volatile memory such as, for example, buffer memory, RAM,
DRAM, ROM, flash, or any other suitable memory device), and an external
communication interface 203. Moreover, one or more of the modules 204-209
may be disposed within one or more of the components of the system
memory 202, or may be disposed externally. As was noted above, the
software and hardware modules shown in FIG. 19 are provided for illustration
purposes only, and the configurations are not intended to be limiting. The
processor 201, system memory 202 and/or external communication interface
203 may be used in conjunction with any of the modules described below to
provide a desired functionality. Some exemplary modules and related

functionality may be as follows:

[0202] The communication module 204 may be configured or
programmed to receive and generate electronic messages comprising
information transmitted through the system 20 to or from any of the entities
shown in FIG. 18. When an electronic message is received by the server
computer 200 via external communication interface 203, it may be passed to
the communications module 204. The communications module 204 may
identify and parse the relevant data based on a particular messaging protocol
used in the system 20. The received information may comprise, for instance,
identification information, transaction information, and/or any other information
that the payment processing network 26 may utilize in authorizing a financial
transaction or performing a settlement and clearing procedure. The
communication module 204 may then transmit any received information to an
appropriate module within the server computer 200 (e.g. via a system bus line
250). The communication module 204 may also receive information from one
or more of the modules in server computer 200 and generate an electronic

message in an appropriate data format in conformance with a transmission
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protocol used in the system 20 so that the message may be sent to one or
more components within the system 20 (e.g. to an issuer computer 28 or
merchant computer 22). The electronic message may then be passed to the
external communication interface 203 for transmission. The electronic
message may, for example, comprise an authorization response message
(e.g. to be transmitted to a merchant conducting a transaction) or may be an

authorization request message to be transmitted or forwarded to an issuer.

[0203] The database look-up module 205 may be programmed or
configured to perform some or all of the functionality associated with retrieving
information from one or more databases 216. In this regard, the database
look-up module 205 may receive requests from one or more of the modules of
server 200 (such as communication module 204, authorization module 208, or
settlement module 209) for information that may be stored in one or more of
the databases 216. The database look-up module 205 may then determine
and a query an appropriate database. The database update module 206 may
be programmed or configured to maintain and update the databases 216,
such as authorization database 215. In this regard, the database update
module 206 may receive information about a user, financial institution, a
payment device, and/or current or past transaction information from one of the
modules discussed herein. This information may then be stored in the

appropriate location in the database 210 using any suitable storage process.

[0204] The report generation module 207 may be programmed or
configured to perform some or all of the functionality associated with
generating a report regarding a user, an account, a transaction or
transactions, or any other entity or category of information with regard to
system 20. This may include, for instance, identifying patterns (such as
patterns that indicate a fraudulent transaction or transactions) and generating
one or more alerts that may be sent (e.g. via communication module 204 and
external communication interface 203) to one or more entities in the system
20, including the user, merchant, or issuer. The report generation module
may also, for example, request information from one or more of the databases

216 via database look-up module 205.
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[0205] The authorization module 208 may be configured or
programmed to perform some or all the functionality associated with
authorizing a financial transaction associated with an authorization request
message. The authorization request message may be generated by a
merchant computer 22 and may be associated with a transaction involving the
payment device 32. The authorization request message may include any
suitable information that may be used to authorize or identify the transaction,
and may be generated by the merchant computer 22 in response to an
interaction between a payment device 32 or a mobile device 36 and an
access device 34). The authorization module 208 may, for instance, be
programmed or configured to compare the information received by via the
authorization request message with stored information at the server 200 or a
database 210 (such as comprising verification values). In some
embodiments, if the received and stored values match, the authorization
module 208 may authorize the transaction (or may be more likely to authorize
the transaction) and may instruct the communication module 201 to generate
an authorization response message. The authorization module 207 may also
be programmed or configured to execute any further operations associated
with a typical authorization. As shown in FIG. 19, various additional modules
210-212 may also be present in the server computer 200. For example, as
described above with respect to FIG. 1, the payment processing network may
include a provisioning service module 210 that can securely connect to one or
more mobile devices to provide or update tokens stored on the mobile
devices. The payment processing network may also include a payment
control module 211 which, as described above, can be used to place limits on
tokens, such as lifecycle limits, spending limits, etc. The payment processing
network may also include a dCVV generation module 212 which, as described
above, may be used to generate dynamic identification information for a

transaction that uses a token.

[0206] The payment processing network 26 may include one or more
databases 216, such as authorization database 215. Each of the databases
shown in this example may comprise more than one database, and may be

located in the same location or at different locations. The authorization
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database 215 may contain information related to a payment device 32 and/or
a payment account, as well as any other suitable information (such as
transaction information) associated with the payment account. For example,
the authorization database 215 may comprise a relational database having a
plurality of associated fields, including a primary account identifier (e.g. a
PAN), an issuer associated with the account, expiration date of a payment
device 32, a verification value(s), an amount authorized for a transaction, a
user name, user contact information, prior transaction data, etc. In some
embodiments, the authorization module 208 may utilize some or all of the
information stored in the authorization database 215 when authorizing a

transaction.

[0207] The databases 216 may also comprise a number of additional
databases. For example, as described above with respect to FIG. 1, the
payment processing network may maintain a credential database 220 that
includes device information, account information, and other credentials that

can be used for authentication and validation.

IX. Exemplary Methods

[0208] Methods for example financial transaction systems 20 are described
below with reference to FIG. 20, and with further reference to the system
elements in FIGs. 18 and 19. The methods described below are exemplary in
nature, and are not intended to be limiting. Methods in accordance with some
embodiments described herein may include (or omit) some or all of the steps
described below, and may include steps in a different order than described

herein.

[0209] A typical credit card transaction flow using a payment device 32 at an
access device 34 (e.g. POS location) can be described as follows. (Note that
embodiments of the invention are not limited to credit card transactions, but
may also include other types of payment transactions including prepaid and
debit transactions). A user 30 presents his or her payment device 32 to an
access device 34 to pay for an item or service. The payment device 32 and
the access device 34 interact such that information from the payment device

32 (e.g. PAN, PAN substitute (token), verification value(s), expiration date,
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etc.) is received by the access device 34 (e.g. via contact or contactless
interface). As shown in FIG. 20, the merchant computer 22 may then receive
this information at step 401 from the access device 34 via the external
communication interface. The merchant computer 22 may then generate an
authorization request message that includes the information received from the
access device 34 (i.e. information corresponding to the payment device 32)
along with additional transaction information (e.g. a transaction amount,
merchant specific information, etc.) and at step 402 electronically transmit this
information to an acquirer computer 24. The acquirer typically represents,
and vouches for, the merchant in financial transactions (e.g. credit card
transactions). The acquirer computer 24 may then receive (via its external
communication interface), process, and at step 403 forward the authorization
request message to a payment processing network 26 (such as the server

computer 200 shown in FIG. 19), for authorization.

[0210] In general, prior to the occurrence of a credit-card transaction, the
payment processing network 26 has an established protocol with each issuer
on how the issuer’s transactions are to be authorized. In some cases, such
as when the transaction amount is below a threshold value, the authorization
module 208 of the payment processing network 26 may be configured to
authorize the transaction based on information that it has about the user’s
account without generating and transmitting an authorization request
message to the issuer computer 28. In other cases, such as when the
transaction amount is above a threshold value, the payment processing
network 26 may receive the authorization request message via its external
communication interface 203, determine the issuer associated with the
payment device 32, and then at step 404 forward the authorization request
message for the transaction to the issuer computer 28 for verification and
authorization. As part of the authorization process, the payment processing
network 26 or the issuer computer 28 may analyze a verification value or
other datum provided by the payment device 32. The verification value may
be stored at the issuer or the payment processing network 26 (e.g. in one of
the databases 216). Once the transaction is authorized, at step 405 the

issuer computer 28 may generate an authorization response message (that
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may include an authorization code indicating the transaction is approved or
declined) and transmit this electronic message via its external communication
interface to payment processing network 26. At step 406, the payment
processing network 26 may then forward the authorization response message
via a communication channel to the acquirer computer 24, which in turn at
step 407 may then transmit the electronic message to comprising the

authorization indication to the merchant computer 22.

[0211] In the credit card industry, the authorization indication typically takes
the form of an authorization code, which is five or six alphanumeric
characters, by convention. It serves as proof to the merchant and the card
holder that the issuing bank or payment processing network has authorized
the transaction, and may be used by the merchant or the card holder as proof
of authorization if the issuing bank later disputes the transaction, such as
during settlement. The authorization code is not the same as the card
verification value (or the dCVV value described below) because it does not
have the same purpose as the card verification value, which is to serve as
proof that the card was presented to the merchant when the transaction was
conducted, and cannot be entered into the CVV field of a merchant POS
terminal or merchant website (which only accepts 3 or 4 numeric digits). The
authorization code is also not the same as a 3-D Secure datum since it does
not have the same purpose as the 3-D Secure datum, which is to serve as
proof that the card was presented to the merchant when the transaction was
conducted.

[0212] When a user 30 wishes to make an online purchase with a merchant
over the Internet (i.e. e-commerce), a similar method as described above with
reference to FIG. 20 may be performed except that the user 30 may use his
computer apparatus or mobile device 36 to provide information associated
with a payment device 32 (e.g. account number, user’'s name, expiration date,
verification value, etc.) into respective fields on the merchant’s checkout page
(e.g. functioning as an access device 34). The access device 34 may then
provide this information to the merchant computer 22, and steps 401-407 may

be performed.
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X. Exemplary Payment Devices

[0213] Provided below are descriptions of some devices (and components of
those devices) that may be used in the systems and methods described
above. These devices may be used, for instance, to receive, transmit,
process, and/or store data related to any of the functionality described above.
As would be appreciated by one of ordinary skill in the art, the devices
described below may have only some of the components described below, or

may have additional components.

[0214] With reference to FIG. 21, a block diagram of an exemplary mobile
device 36 is shown that may be used in some embodiments. In some
embodiments, the mobile device 36 may be a notification device that can
receive alert messages, a payment device that can be used to make
payments, an access device (e.g. POS device) that may receive information
from a consumer to conduct a transaction, and/or a multi-purpose general use
device. The exemplary mobile device 36 may comprise a computer readable
medium 36(b) that be present within the body (or outer casing) 36(h), or the
computer readable medium 36(b) could be detachable from the device (e.g.
the computer readable medium 36(b) could comprise an external memory that
could be connected through a physical interface such as a USB connection,
or the data could be hosted remotely and accessed wirelessly by the device -
e.g. the data could be hosted and stored at a remoter server in the “cloud”).
The computer readable medium 36(b) may be in the form of a memory that
stores data. The memory may store information such as financial information,
transit information (e.g., as in a subway or train pass), access information
(e.g., access badges), serial numbers, mobile account information, and any
other suitable information. In general, any of this information may be
transmitted by the mobile device 36 (such as to an access device 34), via any
suitable method, including the use of antenna 36(a) or contactless element
36(g). The body 36(h) may be in the form a plastic substrate, housing, or

other structure.

[0215] In some embodiments, the mobile device 36 may further include a
contactless element 36(g), which is typically implemented in the form of a
semiconductor chip (or other data storage element) with an associated
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wireless transfer (e.g., data transmission) element, such as an antenna.
Contactless element 36(g) may be coupled to (e.g., embedded within) the
mobile device 36 and data or control instructions that are transmitted via a
cellular network may be applied to the contactless element 36(g) by means of
a contactless element interface (not shown). The contactless element
interface functions to permit the exchange of data and/or control instructions
between the mobile device circuitry and an optional contactless element
36(g), or between another device having a contactless element (e.g. a POS
terminal or a payment device). Contactless element 36(g) may be capable of
transferring and receiving data using a short range wireless communication
capability. As noted above, mobile device 36 may comprise components to
both be the interrogator device (e.g. receiving data) and the interrogated
device (e.g. sending data). Thus, the mobile device 36 may be capable of
communicating and transferring data or control instructions via both cellular
network (or any other suitable wireless network - e.g. the Internet or other

data network) and short range communications.

[0216] The mobile device 36 may also include a processor 36(c) (e.g., a
microprocessor) for processing the functions of the phone 36 and a display
36(d) to allow a consumer to see phone numbers and other information and
messages. The mobile device 36 may further include input elements 36(e) to
allow a user to input information into the device, a speaker 36(f) to allow the
user to hear voice communication, music, etc., and a microphone 36(i) to
allow the user to transmit her voice through the mobile device 36. The mobile
device 36 may also include an antenna 36(a) for wireless data transfer (e.g.,

data transmission).

[0217] FIG. 22 shows an example of a payment device 32” in the form of a
card. As shown, the payment device 32" comprises a plastic substrate 32(m).
In some embodiments, a contactless element 32(0) for interfacing with an
access device 34 may be present on, or embedded within, the plastic
substrate 32(m). Consumer information 32(p) such as an account number,
expiration date, and/or a user name may be printed or embossed on the card.

A magnetic stripe 32(n) may also be on the plastic substrate 32(m). In some
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embodiments, the payment device 32" may comprise a microprocessor and/or

memory chips with user data stored in them.

[0218] As noted above and shown in FIG. 22, the payment device 32” may
include both a magnetic stripe 32(n) and a contactless element 32(0). In
some embodiments, both the magnetic stripe 32(n) and the contactless
element 32(0) may be in the payment device 32”. In some embodiments,
either the magnetic stripe 32(n) or the contactless element 32(o) may be

present in the payment device 32”.
[0219] XIl. Subsystems and Components

[0220] The various participants and elements described herein may
operate one or more computer apparatuses to facilitate the functions
described herein. Any of the elements in the above-described Figures,
including any servers or databases, may use any suitable number of

subsystems to facilitate the functions described herein.

[0221] Examples of such subsystems or components are shown in FIG.
23. The subsystems shown in FIG. 28 are interconnected via a system bus
445. Additional subsystems such as a printer 444, keyboard 448, fixed disk
449 (or other memory comprising computer readable media), monitor 446,
which is coupled to display adapter 482, and others are shown. Peripherals
and input/output (1/0O) devices, which couple to I/O controller 441 (which can
be a processor or other suitable controller), can be connected to the computer
system by any number of means known in the art, such as serial port 484.

For example, serial port 484 or external interface 481 can be used to connect
the computer apparatus to a wide area network such as the Internet, a mouse
input device, or a scanner. The interconnection via system bus allows the
central processor 443 to communicate with each subsystem and to control the
execution of instructions from system memory 442 or the fixed disk 449, as
well as the exchange of information between subsystems. The system
memory 442 and/or the fixed disk 449 may embody a computer readable

medium.

[0222] Any of the software components or functions described in this

application, may be implemented as software code to be executed by a
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processor using any suitable computer language such as, for example, Java,
C++ or Perl using, for example, conventional or object-oriented techniques.
The software code may be stored as a series of instructions, or commands on
a computer readable medium, such as a random access memory (RAM), a
read only memory (ROM), a magnetic medium such as a hard-drive or a
floppy disk, or an optical medium such as a CD-ROM. Any such computer
readable medium may reside on or within a single computational apparatus,
and may be present on or within different computational apparatuses within a

system or network.

[0223] The above description is illustrative and is not restrictive. Many
variations of the invention will become apparent to those skilled in the art
upon review of the disclosure. The scope of the invention can, therefore, be
determined not with reference to the above description, but instead can be
determined with reference to the pending claims along with their full scope or

equivalents.

[0224] One or more features from any embodiment may be combined
with one or more features of any other embodiment without departing from the

scope of the invention.

[0225] A recitation of "a", "an" or "the" is intended to mean "one or
more" unless specifically indicated to the contrary.

[0226] All patents, patent applications, publications, and descriptions
mentioned above are herein incorporated by reference in their entirety for all
purposes. None is admitted to be prior art.
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CLAIM

1. A method, comprising:

receiving, by a tokenization hub server comprising a token
request interface, a token type module configured to identify a type of token
requested based on a device type, and a token provisioning module, a first
token request from a first application on a first mobile device via the token
request interface, the first mobile device comprising a secure element and the
first token request comprising a first device type identifier;

determining, by the tokenization hub server, based on the first
device type identifier in the first token request, first mobile device information
comprising information indicating that the first mobile device has the secure
element;

determining, by the token type module in the tokenization hub
server, a static token corresponding to the first mobile device information;

sending, by the tokenization hub server, a first request for the
static token to a CTC module;

receiving, by the tokenization hub server, the static token from
the CTC module;

returning, by the token provisioning module in the tokenization
hub server, the static token to the first mobile device;

writing the static token to the secure element in the first mobile
device;

receiving, by the token request interface in the tokenization hub
server, a second token request from a second application on a second mobile
device comprising a non-secure element, the second token request
comprising a second device type identifier;

determining, by the tokenization hub server, based on the
second device type identifier in the second token request, second mobile
device information comprising information indicating that the second mobile

device does not have a secure element;
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determining, by the token type module in the tokenization hub
server, a dynamic token corresponding to the second mobile device
information and a time to live value associated with the dynamic token;

storing, by the tokenization hub server, the time to live value
associated with the dynamic token;

sending, by the tokenization hub server, a second request for
the dynamic token to the CTC module;

receiving, by the tokenization hub server, the dynamic token
from the CTC module;

returning, by the token provisioning module in the tokenization
hub server, the dynamic token to the second application on the second mobile
device; and

storing the dynamic token in the non-secure element in the
second mobile device.

2. The method of claim 1, wherein returning the static token
to the first mobile device further comprises:
sending the static token to a provisioning service, wherein the

provisioning service opens a secure connection to the first mobile device.

3. The method of claim 1, further comprising:
persisting, by the tokenization hub server, the first mobile device

information in a credential database in a payment processing network.

4. A system comprising:

a mobile tokenization hub server computer comprising a
processor and a non-transitory computer readable storage medium including
instructions stored thereon which, when executed by the processor cause the
processor to implement a method of:

receiving a first token request from a first application on a
first mobile device via a token request interface, the first mobile device
comprising a secure element and the first token request comprising a
first device type identifier;

determining based on the first device type identifier in the

first token request, first mobile device information comprising
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information indicating that the first mobile device has the secure
element;
determining, by a token type module, a static token
corresponding to the first mobile device information;
sending a first request for the static token to a CTC
module configured to communicate with the mobile tokenization hub
server computer;
receiving a first static token from the CTC module;
returning, by a token provisioning module, the first token to the
first mobile device;
receiving, by the token request interface, a second token
request from a second application on a second mobile device comprising a
non-secure element, the second token request comprising a second device
type identifier;
determining based on the second device type identifier in the
second token request, second mobile device information comprising
information indicating that the second mobile device does not have a secure
element;
determining, by the token type module, a dynamic token
corresponding to the second mobile device information and a time to live
value associated with the dynamic token;
storing the time to live value associated with the dynamic token;
sending a second request for the dynamic token to the CTC
module;
receiving the dynamic token from the CTC module; and
returning, by the token provisioning module, the dynamic token

to the second application on the second mobile device.

5. The system of claim 4, wherein returning the static token
to the first mobile device further comprises:
sending the static token to a provisioning service, wherein the

provisioning service opens a secure connection to the first mobile device.
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6. The method of claim 4, wherein the method further
comprises:
persisting the first and second mobile device information in a

credential database in a payment processing network.
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