Method and Device for Providing and Obtaining Graphic Code Information, and Terminal

Technical Field
The present application relates to the field of information processing technologies, and in
particular, to a method, device, and a terminal for providing and obtaining graphic code

information.

Background

With the rapid development of mobile communication technologies and terminal technologies,
a terminal can be installed with a variety of applications to provide increasingly abundant functions
for a user. In related technologies, most applications would not provide sensitive graphic code
information involved in the applications to other applications due to security concerns.

For example, in a payment application scenario like shopping, a user may quickly and
conveniently make a payment operation by using an offline payment code supplied by the
application Alipay. At present, Alipay has tremendous advantages over other Internet companies in
terms of payment technologies using offline payment codes and in terms of the number of users.
Therefore, all maobile terminal manufacturers would like to access the Alipay offline payment code
function. In the process of providing an Alipay offline payment code to a mobile terminal
manufacturer, however, a third party may steal the offline payment code, or intercept critical data

generated from the Alipay offline payment code so as to counterfeit a similar graphic code.

Summary

To overcome the problems in current technologies, the present application provides a method,
device, and a terminal for providing and obtaining graphic code information.

According to a first aspect of some embodiments of the present application, a method for
providing graphic code information is provided. The method is applicable on a device comprising a
first module, a second module, and an interface module, wherein the interface module corresponds
to the second module. The method comprises:

the second module verifying through the interface module whether the first module is a trusted
module;

the second module receiving target user information and verifying whether the target user
information is in a logged-in state on the second module, wherein the target user information is
pre-associated with the interface module; and

after verifying that the first module is a trusted module and the target user information is in the
logged-in state on the second module, the second module generating graphic code information and

transmitting the graphic code information to the first module through the interface module.



According to a second aspect of some embodiments of the present application, a method for
providing graphic code information is provided. The method is applicable in the second module and
comprises:

verifying, through the interface module, whether the first module is a trusted module;

receiving, through the interface module, target user information and verifying whether the
target user information is in a logged-in state on the second module, wherein the target user
information is pre-associated with the interface module; and

after verifying that the first module is a trusted module and the target user information is in the
logged-in state on the second module, generating graphic code information and transmitting the
graphic code information to the first module through the interface module.

According to a third aspect of some embodiments of the present application, a method for
providing graphic code information is provided. The method is applicable on the interface module
and comprises:

receiving encrypted session information sent by the second module and transmitting the
encrypted session information to the first module;

transmitting a decryption result from decryption of the encrypted session information by the
first module to the second module, for the second module to verify whether the first module is a
trusted module according to the decryption result;

sending pre-associated target user information to the second module, for the second module to
verify whether the target user information is in a logged-in state on the second module; and

receiving the graphic code information generated by the second module after the second
module has verified that the first module is a trusted module and the target user information is in the
logged-in state on the second module, and transmitting the graphic code information to the first
module.

According to a fourth aspect of some embodiments of the present application, a method for
obtaining graphic code information is provided. The method is applicable on the first module and
comprises:

receiving encrypted session information sent by the second module through the interface
module;

decrypting the encrypted session information, and transmitting a decryption result to the
second module through the interface module, for the second module to verify whether the first
module is a trusted module according to the decryption result;

receiving graphic code information provided by the second module through the interface
module; the graphic code information being provided after the second module has verified that the
first module is a trusted module and target user information pre-associated with the interface

module is in a logged-in state on the second module.



According to a fifth aspect of some embodiments of the present application, a method for
providing graphic code information is provided. The method is applicable on a terminal comprising
a terminal payment application, a third-party payment application, and an interface module, wherein
the interface module corresponds to the third-party payment application. The method comprises:

the third-party payment application verifying through the interface module whether the
terminal payment application is a trusted application;

the third-party payment application receiving target user information and verifying whether the
target user information is in a logged-in state on the third-party payment application, wherein the
target user information is pre-associated with the interface module; and

after verifying that the terminal payment application is a trusted application and the target user
information is in the logged-in state on the third-party payment application, the third-party payment
application generating graphic code information and transmitting the graphic code information to
the terminal payment application through the interface module.

According to a sixth aspect of some embodiments of the present application, a device for
providing graphic code information is provided. The device is applicable on a terminal comprising
an interface apparatus and a first apparatus, and the device comprises:

a trustworthiness verifying module configured to verify, through the interface apparatus,
whether the first apparatus is a trusted apparatus;

a user information verifying module configured to receive target user information through the
interface apparatus and verify whether the target user information is in a logged-in state on a second
apparatus, wherein the target user information is pre-associated with the interface apparatus; and

an information transmitting module configured to generate graphic code information and
transmit the graphic code information to the first apparatus through the interface apparatus after it
has been verified that the first apparatus is a trusted apparatus and the target user information is in
the logged-in state on the second apparatus.

According to a sixth aspect of some embodiments of the present application, a device for
providing graphic code information is provided. The device is applicable on a terminal comprising a
first apparatus and a second apparatus, and the device comprises:

an encrypted session information receiving module configured to receive encrypted session
information sent by the second apparatus and transmit the encrypted session information to the first
apparatus;

a decryption result transmitting module configured to transmit a decryption result obtained
from decryption of the encrypted session information by the first apparatus to the second apparatus,
for the second apparatus to verify whether the first apparatus is a trusted apparatus according to the
decryption result;

a user information sending module configured to send pre-associated target user information to



the second apparatus, for the second apparatus to verify whether the target user information is in a
logged-in state on the second apparatus; and

a graphic code information receiving module configured to receive the graphic code
information generated by the second apparatus and transmit the graphic code information to the first
apparatus after it has been verified that the first apparatus is a trusted apparatus and the target user
information is in a logged-in state on the second apparatus.

According to a seventh aspect of some embodiments of the present application, a device for
obtaining graphic code information is provided. The device is applicable on a terminal comprising
an interface apparatus and a second apparatus, and the device comprises:

an encrypted session information receiving module configured to receive encrypted session
information sent by the second apparatus through the interface apparatus;

a decryption module configured to decrypt the encrypted session information, and transmit a
decryption result to the second apparatus through the interface apparatus, for the second apparatus
to verify whether the first apparatus is a trusted apparatus according to the decryption result; and

a graphic code information receiving module configured to receive the graphic code
information provided by the second apparatus through the interface apparatus; the graphic code
information being provided after the second apparatus has verified that the first module is a trusted
apparatus and target user information pre-associated with the interface apparatus is in a logged-in
state on the second apparatus.

According to an eighth aspect of some embodiments of the present application, a terminal is
provided, comprising:

a processor;

a memory for storing a processor executable instruction;

wherein the processor is configured to:

verify, by a second module through an interface module, whether a first module is a trusted
module;

receive, by the second module, target user information and verify, by the second module,
whether the target user information is in a logged-in state on the second module, wherein the target
user information is pre-associated with the interface module; and

generate, by the second module, graphic code information after verifying that the first module
is a trusted module and the target user information is in the logged-in state on the second module,
and transmit, by the second module, the graphic code information to the first module through the
interface module.

The technical solutions provided in the embodiments of the present application can achieve the
following advantageous effects:

According to an exemplary solution in the embodiments of the present application, when a



user needs to access, by a first module, graphic code function of a second module, the second
module performs security verification on the first module, and at the same time, performs security
verification on a user of the second module already associated with the first module. When both
pass the security verification, the graphic code information is provided to the first module.
Accordingly, the security of the process for providing graphic code information is ensured, thereby
preventing the graphic code information from being stolen or intercepted.

It should be understood that the general description above and detailed description below are

only exemplary and explanatory, and shall not limit the present application.

Brief Description of the Drawings

The accompanying drawings herein are incorporated into the description and constitute a part
of the description. The accompanying drawings illustrate some embodiments that are consistent
with the present application and are used along with the description to explain principles of the
present application.

FIG. 1 is a flow chart of a method for providing graphic code information according to some
embodiments of the present application.

FIG. 2A is a flow chart of a method for providing graphic code information according to some
other embodiments of the present application.

FIG. 2B is a schematic diagram of an application scenario of a method for providing graphic
code information according to some embodiments of the present application.

FIG. 2C is a flow chart of a method for providing graphic code information according to some
other embodiments of the present application.

FIG. 2D is a flow chart of a method for providing graphic code information according to some
other embodiments of the present application.

FIG. 2E is a flow chart of a method for providing graphic code information according to some
other embodiments of the present application.

FIG. 3 is a hardware structural diagram of a terminal device in which a device for providing
graphic code information or a device for obtaining graphic code information according to the
present application is located.

FIG. 4 is a block diagram of a device for providing graphic code information according to
some embodiments of the present application.

FIG. 5 is a block diagram of a device for providing graphic code information according to
some other embodiments of the present application.

FIG. 6 is a block diagram of a device for obtaining graphic code information according to

some other embodiments of the present application.



Detailed Description

Exemplary embodiments will be described in detail below, and the examples thereof are
illustrated in the accompanying drawings. When the description below involves the accompanying
drawings, identical numerals in different figures represent identical or similar elements, unless
otherwise indicated. The implementation manners described in the exemplary embodiments below
do not represent all implementation manners consistent with the present application. Conversely,
these implementation manners are merely examples of devices and methods consistent with some
aspects of the present application that are described in detail in the appended claims.

Terms used in the present application are intended only for description of some embodiments,
instead of limiting the present application. “One,” “the,” and “that” in singular form used in the
present application and the appended claims are also intended to include the plural form thereof,
unless other meanings are clearly indicated in the context. It should also be understood that the term
“and/or” used herein refers to and comprises any or all possible combinations of one or more
associated items that are listed.

Tt should be understood that terms such as first, second, third, and the like may be used in the
present application to describe various information; however, the information shall not be limited to
these terms. These terms are only used to differentiate information of the same type. For example,
the first information may also be referred to as the second information, and similarly, the second
information may also be referred to as the first information, provided that the change does not
depart from the scope of the present application. Depending on the context, the word “if”” used
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herein can be interpreted as “when,” “at the moment when,” or “in response to a determination of.”

The solutions provided by embodiments of the present application can be applied to a smart
terminal, such as a smart phone, a smart watch, smart glasses, a tablet computer, a Walkman device,
etc. A terminal can be installed with a variety of applications to provide increasingly abundant
functions for a user. In related technologies, most applications would not provide sensitive graphic
code information involved in the applications to other applications due to security concerns. The
solutions provided by embodiments of the present application enable a data supplier to safely
transmit graphic code information to a data receiver.

FIG. 1 is a flow chart of a method for providing graphic code information according to some
embodiments of the present application. The method is applicable in a device comprising a first
module, a second module, and an interface module, wherein the interface module corresponds to the
second module. The method comprises the steps 101 to 103 as follows:

In step 101, the second module verifies through the interface module whether the first module
is a trusted module.

In step 102, the second module receives target user information and verifies whether the target

user information is in a logged-in state on the second module, wherein the target user information is



pre-associated with the interface module.

In step 103, after verifying that the first module is a trusted module and the target user
information is in the logged-in state on the second module, the second module generates graphic
code information and transmits the graphic code information to the first module through the
interface module.

The device in some embodiments of the present application can run on a smart terminal, such
as a smart phone, a tablet computer, a Walkman device, a personal computer, a portable device, etc.
The first module may refer to a graphic code information receiver, and the second module may refer
to a graphic code information supplier. The first module and the second module may be two
different applications independently running on the device. Since the second module provides the
graphic code information to the first module, the interface module may correspond to the second
module and be used for secure communication between the second module and the first module.

Since the second module provides graphic code information to the first module, the first
module and the second module need to perform data interaction. Assuming that the first module and
the second module are manufactured by different manufacturers and that the first module and the
second module perform data interaction directly, then the first module and the second module need
to disclose an information transmission protocol to each other, so as to carry out the process of
providing and processing the graphic code information . However, the disclosure of information
transmission protocols will weaken the security. Therefore, an interface module is used in the
embodiments to carry out the interaction process between the first module and the second module.
The interface module may be provided by the manufacturer of the second module to the first
module, and the detailed functions of the interface module are provided by the manufacturer of the
second module. Thus, the manufacturer of the second module does not need to disclose too much
information about the data transmission protocol to the first module. After the interface module is
provided to the first module, the first module can integrate the interface module as a sub-module for
interaction with the second module, thereby reducing the cost and difficulty of development by the
manufacturer of the first module.

Before the second module sends graphic code information to the first module, the second
module may perform security verification, through the interface module, on the first module and
user information associated with the first module. After verifying that the first module is a trusted
module and the target user information is in a fogged-in state on the second module, the second
module generates graphic code information and transmits the graphic code information to the first
module through the interface module.

Here, the verification by the second module that the first module is a trusted module is to
determine that the first module is a trusted module pre-set by the second module, so as to prevent

other untrusted modules from initiating a graphic code information obtaining request to the second



module and thus prevent the second module from providing the graphic code information to the
untrusted modules. Since the graphic code information involves sensitive user information, whether
the user information associated with the second module is in a logged-in state on the second module
can be further verified. Here, the target user information can be information capable of uniquely
differentiating the user from other users, such as user account number, user identifier, etc. The
format of user information can be flexibly set up in an exemplary application, which is not limited
by the embodiments. If the user information in a logged-in state on the second module does not
match the user information associated with the second module, it indicates that the users currently
using the first module and the second module may not be the same, and then the security
verification failed, thereby preventing the graphic code information from being provided to other
users and ensuring the security of the graphic code information.

In an exemplary application, a variety of manners may be used to verify whether the first
module is a trusted module. For example, the first module and the second module may agree on
some self-defined identification information (e.g., some password strings, a unique identifier of the
first module, some self-defined character strings, etc.) in advance. When the second module
performs verification, the interface module can obtain the identification information stored in the
first module and provide the identification information to the second module for checking, and the
second module determines whether the first module is a trusted module according to a checking
result. Moreover, when providing the identification information to the second module, the interface
module can also perform security processing on the identification information, such as encryption,
to further enhance the data transmission security. In other optional implementation manners, a key
may be agreed on by the first module and the second module in advance, and the interface module
can provide data encrypted by the first module to the second module for decryption. If the
decryption is successful, it can be determined that the first module is a trusted module; alternatively,
the second module may provide encrypted data to the first module for decryption. If the decryption
is successful, it can be determined that the second module is a trusted module.

In an optional implementation manner, the second module verifying, through the interface
module, whether the first module is a trusted module comprises:

sending, by the second module, encrypted session information to the first module through the
interface module;

decrypting the encrypted session information and transmitting a decryption result to the second
module by the first module, and

verifying, by the second module according to the decryption result, whether the first module is
a trusted module.

The data transmission security can be enhanced through the above manner of encrypting the

session information. Here, when the first module is produced by a manufacturer of a smart terminal,



the key used by the first module to decrypt the encrypted session information can be a private key
preset in a secure storage area, and the key used by the second module to encrypt the session
information can be a public key distributed by the first module in advance. The terminal in the
embodiments may be a terminal pre~-configured with a Trusted Execution Environment (TEE). TEE
refers to an area custom-made by a terminal manufacturer for a client device to safely store data and
execute programs. TEE provides an independent execution environment that runs in parallel to a
device operating system and can be used to store keys, authentication and certificates, execute
important content protection software on the device, execute core content protection functions, and
the like. The terminal manufacturer in the embodiments can preset asymmetric keys (public key and
private key) in a TEE for the first module. When the first module associates with user information
of the second module, the first module can distribute the public key to the second module. The
public key and the private key are preset in the terminal TEE, making it relatively difficult to crack
the keys and ensuring the secure storage of the keys.

In the exemplary embodiment, the public key and the private key are used for data encryption,
i.e., encryption with asymmetric keys is used, which has relatively high security. Encryption with
asymmetric keys refers to an encryption manner in which different keys are used for encryption and
decryption. Two keys are needed, a public key and a private key. [f the public key is used to encrypt
data, decryption can be performed only with the corresponding private key. For example, Party A
generates a pair of keys and discloses one offhe keys as a public key to Party B; upon obtaining the
public key, Party B uses the key to encrypt confidential information and then sends the encrypted
confidential information to Party A; Party A then uses the private key stored by itself to decrypt the
encrypted information.

Since the first module is to hold the private key and the second module is to hold the public
key, the public key can be distributed by the first module to the second module in advance. When a
third-party payment application sends session information encrypted using the public key, a
terminal payment application can be determined to be a trusted application if the private key of the
terminal payment application can be used to decrypt the encrypted information.

In an optional implementation manner, the session information comprises a randomly
generated session key.

The first module decrypting the encrypted session information and transmitting a decryption
result to the second module through the interface module comprises:

decrypting, by the first module, the encrypted session information, if the first module
successfully completes the decryption, obtaining a decrypted session key, and transmitting, by the
first module, the session key obtained through the decryption to the interface module.

The interface module encrypts verification information and transmits the encrypted

verification information to the second module, wherein the key used by the interface module to
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encrypt the verification information is the session key obtained through the decryption by the first
module.

The second module verifying whether the first module is a trusted module according to the
decryption result comprises:

the second module receiving the encrypted verification information, and using the randomly
generated session key for decryption; if the decryption is successful, determining that the first
module is a trusted module.

The data encrypted with the public key by the second module is transmitted to the first module,
and the second module needs to know the decryption result from the decryption by the first module
using the private key. On the other hand, the security needs to be ensured for the process in which
the decryption result is transmitted to the second module through the interface module, so as to
prevent malicious software from cracking the decryption result. In the exemplary embodiment,
when the second module uses the public key to encrypt session information, a session key may be
randomly generated and used as the session information, and the public key is used to encrypt the
session key. The session key refers to encryption and decryption keys with a time limit that are
randomly generated for a secure communication session between two parties of the session. If the
first module successfully completes the decryption, a decrypted session key will be obtained, and
the interface module can use the session key to encrypt verification information and transmit the
encrypted verification information to the second module. Here, a format of the verification
information can be flexibly set up according to actual needs. The purpose of this step is to encrypt
information using the session key obtained through the decryption by the first module, such that the
second module can receive the encrypted verification information sent by the interface module, and
use the randomly pre-generated session key for decryption. If the decryption is successful, it can be
determined that the first module is a trusted module. With the session key, it can be accurately
detected whether the first module can use a pre-agreed key for successful decryption, and the
security of decryption result transmission can also be ensured.

It can be seen from the description above that the process of security verification performed by
the second module on the first module comprises a process of verifying whether the target user
information pre-associated with the first module is in a logged-in state on the second module. In the
process of performing this verification, the first module may transmit the pre-associated user
information to the second module, and to ensure the security of the user information transmission in
this process, the interface module may encrypt the user information and transmit the encrypted user
information to the second module.

In an optional implementation manner, to reduce process flows and accelerate the verification
by the second module, the interface module encrypting verification information and transmitting the

encrypted verification information to the second module can comprise:



11

after the interface module encrypts the target user information, the interface module transmits
the encrypted target user information to the second module as the encrypted verification
information.

In the exemplary embodiment, when sending a decryption result of the first module to the
second module, the interface module can use the target user information as the verification
information and encrypt the verification information using the session key, and then transmit the
encrypted verification information to the second module. On one hand, this achieves encryption of
the target user information when transmitting the target user information, and on the other hand, this
reduces the process flows. For the second module, the second module can simultancously verify
whether the first module successfully completes the decryption and verify the target user
information.

After verifying that the first module is a trusted module and the target user information is in a
logged-in state on the second module, the second module can generate graphic code information
and transmit the graphic code information to the first module through the interface module. In the
process of transmitting the graphic code information, the second module can encrypt the graphic
code information and then transmit the encrypted graphic code information.

In an optional implementation manner, the session information can further comprise a random
code. The second module can generate a random code and use the public key to send the session
key and the random code to the interface module. After the first module successfully completes the
decryption, the session key and the random code are obtained. When the interface module uses the
session key to encrypt the target user information, the interface module can use the session key to
encrypt the target user information and the random code. In some embodiments of the present
application, the session key may further comprise a random code that is randomly generated, and
the second module can verify whether the random code returned by the interface module is
consistent with the random code that is randomly generated, thereby preventing re-entry requests
and further ensuring the security of data transmission.

Here, generating graphic code information and transmitting the graphic code information to the
first module through the interface module can comprise:

after the second module generates the graphic code information, the second module uses the
randomly generated session key to encrypt the graphic code information and transmits the
encrypted graphic code information to the interface module.

The interface module receives the encrypted graphic code information, decrypts the encrypted
graphic code information, and transmits the decrypted graphic code information to the first module;
here, the key used by the interface module to decrypt the encrypted graphic code information is the
session key obtained through the decryption by the first module.

In the exemplary embodiment, the session key can be used for encryption during the process of
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transmitting the graphic code information, so as to ensure the security of the graphic code
information transmission process.

In an exemplary application, the generating graphic code information can be as follows:
generating the graphic code information through a pre-distributed one-time password seed. Here,
the one-time password seed can be used to generate a random number combination at every 60
seconds according to a special algorithm, where the random number combination is time-related
and unpredictable. Each password can be used only once, thereby ensuring that the graphic code
information can be used only once, and limiting the time period when the graphic code information
is effective. Accordingly, the secure use of the graphic code information can be effectively
protected.

At this point, by implementing the solutions provided by some embodiments of the present
application, when a user needs to access graphic code function of the second module, the first
module can utilize the interface module which securely accesses graphic code information of the
second module and quickly provides the graphic code information to the first module, such that the
first module can quickly obtain the graphic code information.

The embodiments above describe the process of the first module obtaining graphic code
information provided by the second module. In an optional implementation manner, before the
second module provides a graphic code to the first module, the first module can request the access
to the graphic code information from the second module to achieve association with target user
information. The process of the first module pre-associating with the target user information will be
described below.

In the exemplary embodiment, the target user information and the interface module can be
pre-associated in the following manner:

the first module initiates an association request to the second module through the interface
module;

the second module sends user identity authorization information in a logged-in state to the first
module through the interface module;

the first module sends the user identity authorization information, a public key preset in a TEE,
and a preset unique device identifier to a server corresponding to the second module through a
server corresponding to the first module; and

the first module receives the target user information and transmits the target user information
to the interface module, wherein the target user information is transmitted by the server
corresponding to the second module through the server corresponding to the first module after the
server corresponding to the second module has verified the user identity authorization information
to be correct.

In some embodiments of the present application, OAuth (Open Authorization) is a secure,
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open, and simple standard defined for authorization of user resources. A third party can obtain a
user’s authorization information, i.c., the user identity authorization information, without the need
to know the account number and password of the user. The user identity authorization information
can be generated by the server corresponding to the second module after the server corresponding to
the second module verifies the user account and account password input by the user through the
second module to be correct.

A terminal payment application requests the user identity authorization information of the
second module, and then can send the user identity authorization information, the public key, and a
unique identifier of the terminal to the server corresponding to the second module in a secure
manner. The server corresponding to the second module can verify that the user identity
authorization information sent by the second module is consistent with the user identity
authorization information generated previously, and then store the user identity authorization
information, the public key, and the unique device identifier, thereby establishing an association
between the first module, the public key and the user of the second module.

The first module can send to the second module a graphic code enabling authorization request
that carries the unique device identifier. Based on the graphic code enabling authorization request,
the second module can request, from the server corresponding to the second module, the public key
distributed by the first module. Upon receiving the enabling authorization request, the server
corresponding to the second module verifies that the user identity authorization information is
correct, and then distributes a public key corresponding to the unique device identifier to the second
module by using the stored user identity authorization information, public key, and unique device
identifier. At the same time, the server corresponding to the second module can send a one-time
password seed used for generating graphic code information, thereby enabling the first module to
access the graphic code function of the second module for the currently logged-in user.

The solution according to some embodiments of the present application can be applied in most
scenarios where graphic codes involving sensitive user information need to be provided. For
example, in a payment application scenario, a third-party payment application can provide a
payment code to a terminal payment application, and the payment code can be quickly and
conveniently called through the terminal payment application, such that the user can rapidly
perform the payment operation. In another example, in a social application scenario, a social
application provides graphic code of user information to other applications, and the other
applications can quickly and conveniently call out the graphic code, such that the user can rapidly
perform operations such as “Add a Friend.”

Subsequently, the application of the solution according to the present application in a payment
scenario will be used as an example for detailed description below. Here, in the exemplary

embodiment shown in FIG. 1, the first module can be the terminal payment application and the
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second module can be the third-party payment application.

At present, more and more smart terminal manufacturers have introduced payment
applications, such as Apple Pay by Apple, Inc., Samsung Pay by Samsung Electronics, Huawei Pay
by Huawei, and the like. The terminal payment applications of these terminal manufacturers can be
bundled with a user’s bank card in advance. When the user makes a payment and no matter what
state the terminal is in, e.g., a lock screen state, a blank screen state, or a home screen state, the user
does not need to look for and activate the application, but simply follows preset operations. For
example, by inputting an up-sliding track at the bottom of the screen, the payment function of the
terminal payment application can be called, and the payment operation is carried out through
near-field communication with a POS machine.

According to conventional technologies, a third-party payment application may also be
installed on a smart terminal, and transaction payment operations can be carried out through a
third-party payment application. Take Alipay as an example, when a user makes a payment to a
merchant, the payment code function provided by Alipay can be used to display a payment
two-dimensional code in the application interface. The payment two-dimensional code typically
carries encrypted user information, and the merchant can scan the payment two-dimensional code
with a scanner to carry out the payment operation.

Due to the tremendous number of users of third-party payment applications and the convenient
operations of payment code payments, more and more terminal manufacturers want to access the
Alipay offline payment code function. In the process to provide an Alipay offline payment code to a
mobile terminal manufacturer, however, a third party may steal the offline payment code, or
intercept critical data generated by the Alipay offline payment code to counterfeit a similar graphic
code.

With the solution for providing graphic code information provided in some embodiments of
the present application, a third-party payment application can perform security verification on a
terminal manufacturer application that initiates a payment code request, and at the same time,
perform security verification on a third-party payment application user already associated with the
terminal manufacturer application. When both the terminal manufacturer application and the user
pass the security verification, the graphic code information is provided to the terminal manufacturer
application. Therefore, the security of the process to provide the graphic code can be ensured,
preventing the payment code from being stolen or intercepted.

The terminal in the exemplary embodiment can be installed with a terminal payment
application and a third-party payment application. A user can log in the terminal server through the
terminal payment application based on a first account. After inputting the account and password and
successfully logging in the terminal server, the user can obtain functions provided by the terminal

server through the terminal payment application. The user can also log in a third-party payment
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server through the third-party payment application based on a second account. After inputting the
account name and password and successfully logging in the third-party payment server, the user can
obtain functions provided by the third-party payment server through the third-party payment
application.

Here, the terminal in the exemplary embodiment of the present application is a terminal
pre-configured with TEE. The terminal manufacturer in the exemplary embodiment can preset
asymmetric keys (public key and private key) in the TEE to be used in data encryption for the
terminal payment application.

The solution for providing graphic code information of the exemplary embodiment will be
described in detail with reference to FIG. 2A and FIG. 2B. FIG. 2A is a flow chart of a method for
providing graphic code information according to some other embodiments of the present
application, and FIG. 2B is a schematic diagram of an application scenario of a method for
providing graphic code information according to some embodiments of the present application. FIG.
2B illustrates a smart phone as the terminal, a third-party payment application, and a payment
application produced by the terminal manufacturer. The smart phone is provided with TEE, and the
phone manufacturer presets a public key and a private key in TEE. A service provider of the
third-party payment application can develop relevant programs in advance and package the
programs into a Software Development Kit SDK, which is provided to the terminal manufacturer.
The terminal manufacturer can integrate the SDK as a sub-module in the terminal payment
application, and the SDK will interact with the third-party payment application as a sub-module of
the terminal payment application. In the exemplary embodiment, the sub-module is referred to as an
interface module. It can be understood that in other optional implementation manners, the terminal
may also be a device such as a tablet computer, a smart wristband, smart glasses, etc., and the
third-party payment application may comprise common applications such as WeChat Pay, Baidu
Wallet, etc. The method comprises the steps 201 to 203 as follows:

In step 201, the third-party payment application verifies through the interface module whether
the terminal payment application is a trusted application.

Tn step 202, the third-party payment application receives target user information and verifies
whether the target user information is in a logged-in state on the third-party payment application,
wherein the target user information is pre-associated with the interface module.

In step 203, after verifying that the terminal payment application is a trusted application and
the target user information is in the logged-in state on the third-party payment application, the
third-party payment application generates graphic code information and transmits the graphic code
information to the terminal payment application through the interface module.

In the exemplary embodiment, the terminal can be installed with a terminal payment

application and a third-party payment application. A user can log in the terminal server through the
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terminal payment application based on a first account. After inputting the account and password and
successfully logging in the terminal server, the user can obtain functions provided by the terminal
server through the terminal payment application. The user can also log in a third-party payment
server through the third-party payment application based on a second account. After inputting the
account name and password and successfully logging in the third-party payment server, the user can
obtain functions provided by the third-party payment server through the third-party payment
application.

Here, the terminal in the exemplary embodiment of the present application is a terminal
pre-configured with TEE. The terminal manufacturer can preset asymmetric keys (public key and
private key) in TEE to be used in data encryption during a payment process for the terminal
payment application.

In the exemplary embodiment, the terminal manufacturer application can invoke, as instructed
by the user, the interface module to initiate a payment code generating request to the third-party
payment application. The terminal manufacturer application can be bundled with an account of a
user of the third-party payment application in advance. When the user needs to obtain a payment
code of the third-party payment application through the terminal manufacturer application, a preset
operation can be followed. For example, as shown in FIG. 2B, the user can input an up-sliding track
at the bottom of the screen, and the payment function of the terminal payment application can be
called. The user then can select a third-party payment application for payment.

In the exemplary embodiment, the third-party payment application can perform security
verification on the terminal payment application to determine that the terminal payment application
is a trusted application to the third-party payment application. In some implementation, encryption
with asymmetric keys can be used with the terminal payment application holding the private key
and the third-party payment application holding the public key. The third-party payment application
encrypts session information using the public key and transmits the encrypted session information
to the terminal payment application through the interface module. If the encrypted session
information can be decrypted by the private key of the terminal payment application, it can be
determined that the terminal payment application is a trusted application. Here, the terminal
payment application can be pre-associated with the user of the third-party payment application, and
after successful association, distribute the public key in TEE to the third-party payment application.

The reason to adopt the manner in which the terminal payment application holds the private
key and the third-party payment application holds the public key is because the public key and the
private key are preset in TEE of the terminal, which can ensure the secure storage of the public key
and the private key. In the exemplary embodiment, public keys and private keys preset by different
terminals are different. Moreover, since a terminal payment application is developed by a terminal

manufacturer, the terminal payment application has permission to read the public key or the private
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key in TEE.

A third-party payment application is typically a third-party payment application APP provided
by a third-party payment service provider for users to download. A user can install the downloaded
APP in a terminal. Assuming that the third-party payment application provides a public key and a
private key and that an algorithm is preset in the APP to generate the public key and the private key,
the generated public key and private key cannot be safely stored since the APP is installed in a
public storage environment of the terminal, and it would be easy for other malicious applications to
attack or crack. Therefore, the storage of the public key and the private key in the terminal TEE and
the provision of the public key by the terminal payment application to the third-party payment
application can ensure the secure storage of the keys.

The public key can be distributed by the terminal payment application to the third-party
payment application in advance. When the third-party payment application transmits the session
information encrypted with the public key to the terminal payment application and if the encrypted
session information can be decrypted by the private key of the terminal payment application, it can
be determined that the terminal payment application is a trusted application.

The terminal payment application can be in the TEE and decrypts the encrypted session
information using the private key preset in TEE. Since the private key is held by the terminal
payment application, the terminal payment application uses the private key to decrypt the session
information encrypted with the public key and sent by the third-party payment application and
provide the result of decryption to the third-party payment application, enabling the third-party
payment application to determine whether the terminal payment application is a trusted application.
In the process of notifying the third-party payment application, the decryption result also needs to
be transmitted in an encryption manner.

In the exemplary embodiment, the session information encrypted by the third-party payment
application using the public key can comprise a randomly generated session key. If the terminal
payment application successfully decrypts the session information using the private key, the session
key can be obtained, and the interface module can use the session key to encrypt the target user
information pre-associated with the terminal payment application and return the encrypted target
user information to the third-party payment application.

The third-party payment application receives the target user information encrypted using the
session key. On one hand, if the third-party payment application uses the previously randomly
generated session key for successful decryption, it is indicated that the terminal payment application
uses the private key to successfully decrypt the session information encrypted using the public key,
and therefore, it can be determined that the terminal payment application is a trusted application; on
the other hand, the session key ensures the security of this session between the two applications.

Moreover, the session key encrypts the target user information that has already been associated with
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the terminal payment application, then the third-party payment application can use the target user
information to determine if the target user information is in a logged-in state on the third-party
payment application, and the third-party payment application can perform security verification on
the user account already bundled to the terminal payment application.

After the security verification on both the terminal payment application and the user bundled
to the terminal payment application passes, the third-party payment application can generate a
payment code, use the session key to encrypt the payment code, and transmit the encrypted payment
code to the interface module, so as to ensure the security of the payment code transmission process.
The interface module can receive the payment code encrypted using the session key, use the session
key for decryption, and provide the obtained payment code to the terminal payment application for
display.

At this point, by implementing the solution according to some embodiments of the present
application, the interface module can safely access the payment code of the third-party payment
application when the user needs to access the payment code function of the third-party payment
application, and quickly provide the payment code to the terminal payment application, such that
the terminal payment application can quickly display the payment code as shown in FIG. 2B in the
application interface for the user to quickly complete the payment operation.

On the basis of the exemplary embodiment shown in FIG. 2B, another exemplary embodiment
will be provided below to explain the solution according to the present application. A flow chart of
the method for providing graphic code information according to the present application is shown in
FIG. 2C and FIG. 2D. In the exemplary embodiment, take the third-party payment application being
Alipay Wallet as an example, and the method comprises:

Step 230, the terminal payment application invokes the barcode generating interface of the
Alipay payment code SDK, and the SDK initiates a payment code generating request to Alipay
Wallet.

Step 231, Alipay Wallet receives the payment code generating request, and obtains, according
to a user account of the currently logged-in user, a public key corresponding to the user account.

Here, the public key is provided by the terminal server to the third-party payment server, and
distributed by the third-party payment server to Alipay Wallet for secure storage. In an exemplary
application, when distributing the public key, the third-party payment server encrypts the public key
in an encryption manner pre-agreed upon with Alipay Wallet, and Alipay Wallet can store the
encrypted public key. When it is necessary to obtain the public key, the public key can be decrypted
in a decryption manner agreed upon in advance.

Step 232, Alipay Wallet randomly generates a session key “sessionKey” and a random code
“challenge,” uses the public key obtained in Step 231 to encrypt “sessionKey” and “challenge,” and

transmits the encrypted “sessionKey” and “challenge” to SDK.
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Here, the encryption using the public key is to ensure the security of data transmission and to
perform security verification on the terminal payment application. The session key is provided to
SDK at the current request and can be further used for subsequent decryption of the payment code
to ensure the security of the payment code.

Step 233, SDK transmits the encrypted “sessionKey” and “challenge” to the terminal payment
application.

Step 234, the terminal payment application decrypts the received encrypted “sessionKey” and
“challenge” in a TEE using the private key preset in the TEE; if the decryption is successful, the
terminal payment application returns the decrypted “sessionKey” and “challenge” and a pre-stored
user account (userID) to SDK.

Here, the pre-stored user account is a user account with the payment code access function of
the terminal manufacturer application enabled.

Step 235, SDK uses “sessionKey” to encrypt userID and “challenge,” and then transmits the
encrypted userID and “challenge” to Alipay Wallet.

Here, encrypting userID and transmitting the encrypted userID to Alipay Wallet is to verify
whether the current user account of Alipay Wallet is the user having pre-enabled payment code
payment at the terminal payment application.

Step 236, after using “sessionKey” for decryption, Alipay Wallet obtains userID and
“challenge,” and performs security verification on userlD and “challenge.”

Step 237, if the verification on both userID and “challenge” is successful, Alipay Wallet
obtains an Otp seed according to the current userID, generates a payment code, uses “sessionKey”
to encrypt the payment code, and returns the encrypted payment code to SDK.

Step 238, SDK uses “sessionKey” for decryption to obtain the payment code, and sends the
payment code to the terminal payment application.

Step 239, the terminal payment application displays the payment code on the screen.

FIG. 2E is a flow chart of a method for providing graphic code information according to some
embodiments of the present application. The flow chart illustrates the process in which the terminal
payment application is associated with a user of the third-party payment application, i.e., the flow in
which the payment code authorization is enabled. In the exemplary embodiment, take the
third-party payment application being Alipay Wallet as an example, and the method comprises:

Step 251, the terminal payment application requests, via SDK, Alipay Wallet for an identity
authorization code “AuthCode.” If Alipay Wallet already has a logged-in account, the method
proceeds directly to Step 254; otherwise, the method proceeds to Step 252.

Step 252, Alipay Wallet pops up a user log-in interface, and the user inputs the account
number and log-in password to request to log in the Alipay server.

Step 253, assuming that the user account number and password are correct, then the log-in is
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successful, and the Alipay server generates “AuthCode” and returns “AuthCode” to Alipay.

Step 254, Alipay Wallet transmits, via SDK, “AuthCode” to the terminal payment application.

Step 255, the terminal payment application obtains the preset public key from the TEE.

Step 256, the terminal payment application uses a manufacturer-related security tunnel to
upload the public key, a unique terminal identifier, and “AuthCode” to the terminal server, and at
the same time, requests user information using “AuthCode.”

Step 257, the terminal server transmits the public key, the unique terminal identifier, and
“AuthCode” to the Alipay server.

Step 258, the Alipay server receives the public key, the unique terminal identifier, and
“AuthCode,” and after verifying that “AuthCode” is correct, the Alipay server associates the public
key, the unique terminal identifier, and “AuthCode” for secure storage, and returns the user
information to the terminal payment application via the terminal server, the user information
comprising the user account userlD.

Step 259, the terminal payment application initiates, via the Alipay payment code SDK, a
payment code enabling request to Alipay Wallet, the request carrying the unique terminal identifier.

Step 260, Alipay Wallet transmits the request to the Alipay server.

Step 261, the Alipay server issues, according to the uploaded unique terminal identifier and
user account, the corresponding public key and the one-time password seed used for generating the
payment code to Alipay Wallet.

Step 262, Alipay Wallet uses the currently logged-in user ID as an index to safely store the
encrypted public key and one-time password seed.

The solution for providing graphic code information according to the present application will
be described below from the second module side. The method for providing graphic code
information according to the exemplary embodiment can be applied in the second module shown in
FIG. 2A and comprises the steps 301 to 303 as follows:

In step 301, verifying through the interface module whether the first module is a trusted
module.

In step 302, receiving target user information through the interface module and verifying
whether the target user information is in a logged-in state on the second module, wherein the target
user information is pre-associated with the interface module.

In step 303, after verifying that the first module is a trusted module and the target user
information is in the logged-in state on the second module, generating graphic code information and
transmitting the graphic code information to the first module through the interface module. .

In an optional implementation manner, verifying through the interface module whether the first
module is a trusted module comprises:

generating and encrypting session information, and sending the encrypted session information
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to the first module through the interface module;

receiving, through the interface module, a decryption result from decryption of the encrypted
session information and returned by the first module; and

verifying, according to the decryption result, whether the first module is a trusted module.

In an optional implementation manner, the key used for encrypting the session information is a
public key distributed by the first module in advance.

In an optional implementation manner, generating the session information comprises:
randomly generating a session key as the session information;

verifying, according to the decryption result, whether the first module is a trusted module
comprises:

receiving encrypted verification information sent by the interface module, and decrypting the
encrypted verification information using the randomly generated session key; if the decryption is
successful, determining that the first module is a trusted module.

In an optional implementation manner, generating graphic code information and transmitting
the graphic code information to the first module through the interface module comprises:

after the graphic code information is generated, encrypting the graphic code information using
the randomly generated session key, and transmitting the encrypted graphic code information to the
first module through the interface module.

The embodiment described above can be referenced for detailed description of this exemplary
embodiment, which will not be repeated herein.

The solution according to the present application will be described below from the interface
module side. The method for providing graphic code information according to the exemplary
embodiment can be applied in the interface module shown in FIG. 2A and comprises the steps 401
to 404 as follows:

In step 401, receiving encrypted session information sent by the second module and
transmitting the encrypted session information to the first module.

In step 402, transmitting a decryption result obtained from decryption of the encrypted session
information by the first module to the second module, for the second module to verify whether the
first module is a trusted module according to the decryption result.

In step 403, sending the pre-associated target user information to the second module, for the
second module to verify whether the target user information is in a logged-in state on the second
module.

In step 404, receiving the graphic code information generated by the second module after the
second module has verified that the first module is a trusted module and the target user information
is in a logged-in state on the second module, and transmitting the graphic code information to the

first module.
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In an optional implementation manner, the session information comprises a randomly
generated session key;

transmitting a decryption result obtained from decryption of the encrypted session information
by the first module to the second module comprises:

receiving a session key obtained through the decryption and sent by the first module, the
decrypted session key being obtained after the first module successfully decrypts the encrypted
session information;

encrypting verification information using the session key obtained through the decryption, and
transmitting the encrypted verification information to the second module.

In an optional implementation manner, encrypting verification information using the session
key obtained through the decryption, and transmitting the encrypted verification information to the
second module comprises:

encrypting the target user information using the session key obtained through the decryption,
and transmitting the encrypted target user information to the second module as the encrypted
verification information.

In an optional implementation manner, the graphic code information generated by the second
module is graphic code information encrypted by the second module using the randomly generated
session key;

transmitting the graphic code information to the first module comprises:

receiving the encrypted graphic code information, and transmitting the graphic code
information to the first module after decryption; here, the key used for decrypting the encrypted
graphic code information is the session key obtained through the decryption by the first module.

The embodiment described above can be referenced for detailed description of this exemplary
embodiment, which will not be repeated herein.

The solution according to the present application will be described below from the first module
side. The method for providing graphic code information according to the exemplary embodiment
can be applied in the first module shown in FIG. 2A and comprises the steps 501 to 503 as follows:

In step 501, receiving encrypted session information sent by the second module through the
interface module.

In step 502, decrypting the encrypted session information, and transmitting a decryption result
to the second module through the interface module, for the second module to verify whether the
first module is a trusted module according to the decryption result.

In step 503, receiving graphic code information provided by the second module through the
interface module; the graphic code information being provided after the second module has verified
that the first module is a trusted module and target user information pre-associated with the

interface module is in a logged-in state on the second module.
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In an optional implementation manner, the target user information is pre-associated with the
interface module in the following manner:

initiating an association request to the second module through the interface module;

receiving, through the interface module, user identity authorization information sent by the
second module according to the association request, the user identity authorization information
being in a logged-in state on the second module;

sending the user identity authorization information, a public key preset in a TEE, and a preset
unique device identifier to a server corresponding to the second module through a server
corresponding to the first module; and

receiving the target user information and transmitting the target user information to the
interface module, wherein the target user information is transmitted by the server corresponding to
the second module through the server corresponding to the first module after the server
corresponding to the second module has verified the user identity authorization information to be
correct.

The embodiment described above can be referenced for detailed description of this exemplary
embodiment, which will not be repeated herein.

Corresponding to the method embodiments above, the present application further provides
some embodiments of a device for providing graphic code information, a device for obtaining
graphic code information, and a terminal on which the devices are applied.

Exemplary embodiments of the device for providing graphic code information/the device for
obtaining graphic code information according to the present application can be applied on terminals.
The device embodiments can be implemented by software, by hardware, or by a combination of
software and hardware. Take software implementation as an example, a device in the sense of logic
is formed by a processor 310 of an electronic apparatus reading a corresponding computer program
instruction in a non-volatile memory into a memory for running. From the perspective of a
hardware layer, FIG. 3 is a hardware structural diagram of a terminal device in which a device for
providing graphic code information/a device for obtaining graphic code information according to
the present application is located. In addition to the processor 310, memory 330, network interface
320, and non-volatile memory 340 shown in FIG. 3, the terminal device in which the device 331 is
located typically may further comprise other hardware according to actual functions of the terminal
device, which will not be described herein.

FIG. 4 is a block diagram of a device for providing graphic code information according to an
exemplary embodiment of the present application. The device for providing graphic code
information is applied on a terminal comprising an interface apparatus and a first apparatus, and the
device for providing graphic code information comprises:

a trustworthiness verifying module 41 configured to verify, through the interface apparatus,
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whether the first apparatus is a trusted apparatus;

a user information verifying module 42 configured to receive target user information through
the interface apparatus and verify whether the target user information is in a logged-in state on a
second apparatus, wherein the target user information is pre-associated with the interface apparatus;
and

an information transmitting module 43 configured to generate graphic code information and
transmit the graphic code information to the first apparatus through the interface apparatus after it
has been verified that the first apparatus is a trusted apparatus and the target user information is in a
logged-in state on the second apparatus.

In an optional implementation manner, the trustworthiness verifying module 41 comprises:

a session information encrypting sub-module configured to generate and encrypt session
information, and send the encrypted session information to the first module through the interface
module;

a decrypting sub-module configured to receive, through the interface module, a decryption
result from decryption of the encrypted session information and returned by the first module; and

a verifying sub-module configured to verify, according to the decryption result, whether the
first module is a trusted module.

In an optional implementation manner, the key used by the session information encrypting
sub-module for encrypting the session information is a public key distributed by the first apparatus
in advance.

In an optional implementation manner, the generating the session information comprises:
randomly generating a session key as the session information.

The verifying sub-module is further configured to receive encrypted verification information
sent by the interface module, and decrypt the encrypted verification information using the randomly
generated session key; if the decryption is successful, determine that the first module is a trusted
module.

In an optional implementation manner, the information transmitting module 43 is further
configured to:

after the graphic code information is generated, encrypt the graphic code information using the
randomly generated session key, and transmit the encrypted graphic code information to the first
module through the interface module.

FIG. 5 is a block diagram of a device for providing graphic code information according to an
exemplary embodiment of the present application. The device for providing graphic code
information is applied on a terminal comprising a first apparatus and a second apparatus, and the
device for providing graphic code information comprises:

an encrypted session information receiving module 51 configured to receive encrypted session
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information sent by the second apparatus and transmit the encrypted session information to the first
apparatus;

a decryption result transmitting module 52 configured to transmit a decryption result obtained
from decryption of the encrypted session information by the first apparatus to the second apparatus,
for the second apparatus to verify whether the first apparatus is a trusted apparatus according to the
decryption result;

a user information sending module 53 configured to send pre-associated target user
information to the second apparatus, for the second apparatus to verify whether the target user
information is in a logged-in state on the second apparatus; and

a graphic code information receiving module 54 configured to receive the graphic code
information generated by the second apparatus and transmit the graphic code information to the first
apparatus after it has been verified that the first apparatus is a trusted apparatus and the target user
information is in a logged-in state on the second apparatus.

In an optional implementation manner, the session information comprises a randomly
generated session key.

The decryption result transmitting module 52 comprises:

a session key receiving sub-module configured to receive a session key obtained through the
decryption and sent by the first module, the decrypted session key being obtained after the first
module successfully decrypts the encrypted session information; and

a verification information encrypting and transmitting module configured to encrypt
verification information using the session key obtained through the decryption, and transmit the
encrypted verification information to the second module.

In an optional implementation manner, the verification information encrypting and
transmitting module is further configured to:

encrypt the target user information using the session key obtained through the decryption, and
transmit the encrypted target user information to the second module as the encrypted verification
information.

The graphic code information generated by the second module is graphic code information
encrypted by the second module using the randomly generated session key.

The graphic code information receiving module 54 is further configured to:

receive the encrypted graphic code information, and transmit the graphic code information to
the first module after decryption; here, the key used for decrypting the encrypted graphic code
information is the session key obtained through the decryption by the first module.

FIG. 6 is a block diagram of a device for obtaining graphic code information according to an
exemplary embodiment of the present application. The device for obtaining graphic code

information is applied on a terminal comprising an interface apparatus and a second apparatus, and
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the device for obtaining graphic code information comprises:

an encrypted session information receiving module 61 configured to receive encrypted session
information sent by the second apparatus through the interface apparatus;

a decryption module 62 configured to decrypt the encrypted session information, and transmit
a decryption result to the second apparatus through the interface apparatus, for the second apparatus
to verify whether the first apparatus is a trusted apparatus according to the decryption result; and

a graphic code information receiving module 63 configured to receive the graphic code
information provided by the second apparatus through the interface apparatus; the graphic code
information being provided after the second apparatus has verified that the first module is a trusted
apparatus and target user information pre-associated with the interface apparatus is in a logged-in
state on the second apparatus.

In an optional implementation manner, the device further comprises an associating module
configured to initiate an association request to the second module through the interface module;
receive, through the interface module, user identity authorization information sent by the second
module according to the association request, the user identity authorization information being in a
logged-in state on the second module; send the user identity authorization information, a public key
preset in TEE, and a preset unique device identifier to a server corresponding to the second module
through a server corresponding to the first module; and receive the target user information and
transmit the target user information to the interface module, wherein the target user information is
transmitted by the server corresponding to the second module through the server corresponding to
the first module after the server corresponding to the second module has verified the user identity
authorization information to be correct.

Correspondingly, some embodiments of the present application further provide a terminal,
comprising: a processor; a memory for storing processor-executable instructions; wherein the
processor is configured to:

verify, by a second module through an interface module, whether a first module is a trusted
module;

receive, by the second module, target user information and verify, by the second module,
whether the target user information is in a logged-in state on the second module, wherein the target
user information is pre-associated with the interface module; and

generate, by the second module, graphic code information after verifying that the first module
is a trusted module and the target user information is in the logged-in state on the second module,
and transmit, by the second module, the graphic code information to the first module through the
interface module.

For detailed information regarding implementation of functions and roles of each module of

the above devices, the implementation process of corresponding steps in the above methods may be



referenced, which will not be repeated herein.

Since the device embodiment substantially corresponds to the method embodiment, the
description of the method embodiment can be referenced for relevant parts. The device embodiment
described above is merely exemplary, where the modules described as separate parts may or may
not be physically separated. The parts displayed as modules may or may not be physical modules,
i.e., the modules can be at the same place or be distributed to a plurality of network modules. Some
or all modules thereof may be selected as needed to achieve the objective of the solution of the
present application. The present application can be understood and implemented by a person skilled
in the art without creative effort.

After considering the description and practicing the application herein, one skilled in the art
would easily conceive of other implementation solutions of the present application. The present
application is intended to encompass any variations, uses, or adaptive changes of the present
application. These variations, uses, or adaptive changes follow general principles of the present
application and comprise common general knowledge or common technical means in the art that is
not applied for by the present application. The description and embodiments are regarded as
exemplary only, and the true scope and spirit of the present application shall be subject to the
appended claims.

It should be understood that the present application is not limited to the precise structure
described and illustrated in the accompanying drawings above, and various modifications and
variations can be made without departing from the scope of the present application. The scope of
the present application is only subject to the appended claims.

Only preferred embodiments of the present application are described above, and the
embodiments are not used to limit the present application. Any modifications, equivalent
substitutions, and improvements made within the spirit and principle of the present application shall

fall within the scope of the present application.
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What is claimed is:

1. A method for providing graphic code information, wherein the method is applicable on a
device comprising a first module, a second module, and an interface module, the interface module
corresponding to the second module, and the method comprising:

the second module verifying through the interface module whether the first module is a trusted
module;

the second module receiving target user information and verifying whether the target user
information is in a logged-in state on the second module, wherein the target user information is
pre-associated with the interface module; and

after verifying that the first module is a trusted module and the target user information is in the
logged-in state on the second module, the second module generating graphic code information and
transmitting the graphic code information to the first module through the interface module.

2. The method according to claim 1, wherein the second module verifying through the
interface module whether the first module is a trusted module comprises:

the second module sending encrypted session information to the first module through the
interface module;

the first module decrypting the encrypted session information and transmitting a decryption
result to the second module; and

the second module verifying, according to the decryption result, whether the first module is a
trusted module.

3. The method according to claim 2, wherein the session information comprises a randomly
generated session key; and

wherein the first module decrypting the encrypted session information and transmitting a
decryption result to the second module through the interface module comprises:

the first module decrypting the encrypted session information, and if the first module
successfully completes the decryption, the first module obtaining the decrypted session key and
transmitting the session key obtained through the decryption to the interface module; and

the interface module encrypting verification information and transmitting the encrypted
verification information to the second module, wherein a key used by the interface module to
encrypt the verification information is the session key obtained through the decryption by the first
module; and

wherein the second module verifying whether the first module is a trusted module according to
the decryption result comprises:

the second module receiving the verification information, and using the randomly
generated session key for decryption, and if the decryption is successful, determining that the first

module is a trusted module.
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4. The method according to claim 3, wherein the interface module encrypting verification
information and transmitting the encrypted verification information to the second module
comprises:

after the interface module encrypts the target user information, the interface module
transmitting the encrypted target user information to the second module as the encrypted
verification information.

5. The method according to claim 4, wherein generating graphic code information and
transmitting the graphic code information to the first module through the interface module
comprises:

after the second module generates the graphic code information, the second module using the
randomly generated session key to encrypt the graphic code information and transmitting the
encrypted graphic code information to the interface module;

the interface module receiving the encrypted graphic code information, decrypting the
encrypted graphic code information, and transmitting the decrypted graphic code information to the
first module, wherein a key used by the interface module to decrypt the encrypted graphic code
information is the session key obtained through the decryption by the first module.

6. The method according to claim 3, wherein the target user information is pre-associated with
the interface module in the following manner:

the first module initiating an association request to the second module through the interface
module;

the second module sending user identity authorization information in a logged-in state to the
first module through the interface module;

the first module sending the user identity authorization information, a public key preset in a
Trusted Execution Environment (TEE), and a preset unique device identifier to a server
corresponding to the second module through a server corresponding to the first module; and

the first module receiving the target user information and transmitting the target user
information to the interface module, wherein the target user information is transmitted by the server
corresponding to the second module through the server corresponding to the first module after the
server corresponding to the second module has verified the user identity authorization information
to be correct.

7. A method for providing graphic code information, wherein the method is applicable on a
second module and comprises:

verifying, through an interface module, whether a first module is a trusted module;

receiving, through the interface module, target user information and verifying whether the
target user information is in a logged-in state on the second module, wherein the target user

information is pre-associated with the interface module; and
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after verifying that the first module is a trusted module and the target user information is in the
logged-in state on the second module, generating graphic code information and transmitting the
graphic code information to the first module through the interface module.

8. The method according to claim 7, wherein verifying, through the interface module, whether
the first module is a trusted module comprises:

generating and encrypting session information, and sending the encrypted session information
to the first module through the interface module;

receiving, through the interface module, a decryption result from decryption of the encrypted
session information and returned by the first module; and

verifying, according to the decryption result, whether the first module is a trusted module.

9. The method according to claim 8, wherein the key used for encrypting the session
information is a public key distributed by the first module in advance.

10. The method according to claim 9, wherein generating the session information comprises:
randomly generating a session key as the session information; and

wherein verifying, according to the decryption result, whether the first module is a trusted
module comprises:

receiving encrypted verification information sent by the interface module, and decrypting the
encrypted verification information using the randomly generated session key, and if the decryption
is successful, determining that the first module is a trusted module.

I 1. The method according to claim 10, wherein generating graphic code information and
transmitting the graphic code information to the first module through the interface module
comprises;

after the graphic code information is generated, encrypting the graphic code information using
the randomly generated session key, and transmitting the encrypted graphic code information to the
first module through the interface module.

12. A method for providing graphic code information, wherein the method is applicable on an
interface module and comprises:

receiving encrypted session information sent by a second module and transmitting the
encrypted session information to a first module;

transmitting a decryption result obtained from decryption of the encrypted session information
by the first module to the second module, for the second module to verify whether the first module
is a trusted module according to the decryption result;

sending the pre-associated target user information to the second module, for the second
module to verify whether the target user information is in a logged-in state on the second module;
and

receiving the graphic code information generated by the second module after the second
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module has verified that the first module is a trusted module and the target user information is in a
logged-in state on the second module, and transmitting the graphic code information to the first
module.

13. The method according to claim 12, wherein the session information comprises a randomly
gencrated session key;

wherein transmitting a decryption result obtained from decryption of the encrypted session
information by the first module to the second module comprises:

receiving the session key obtained through the decryption and sent by the first module, the
decrypted session key being obtained after the first module successfully decrypts the encrypted
session information; and

encrypting verification information using the session key obtained through the decryption, and
transmitting the encrypted verification information to the second module.

14. The method according to claim 12, wherein encrypting verification information using the
session key obtained through the decryption, and transmitting the encrypted verification
information to the second module comprises:

encrypting the target user information using the session key obtained through the decryption,
and transmitting the encrypted target user information to the second module as the encrypted
verification information.

15. The method according to claim 13, wherein the graphic code information generated by the
second module is graphic code information encrypted by the second module using the randomly
generated session key; and

wherein transmitting the graphic code information to the first module comprises:

receiving the encrypted graphic code information, and transmitting the graphic code
information to the first module after decryption; wherein a key used for decrypting the encrypted
graphic code information is the session key obtained through the decryption by the first module.

16. A method for obtaining graphic code information, wherein the method is applicable on a
first module and comprises:

receiving encrypted session information sent by a second module through an interface module;

decrypting the encrypted session information, and transmitting a decryption result to the
second module through the interface module, for the second module to verify whether the first
module is a trusted module according to the decryption result; and

receiving graphic code information provided by the second module through the interface
module; the graphic code information being provided after the second module has verified that the
first module is a trusted module and target user information pre-associated with the interface
module is in a logged-in state on the second module.

17. The method according to claim 16, wherein the target user information is pre-associated
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with the interface module in the following manner:

initiating an association request to the second module through the interface module;

receiving, through the interface module, user identity authorization information sent by the
second module according to the association request, the user identity authorization information
being in a logged-in state on the second module;

sending the user identity authorization information, a public key preset in a TEE, and a preset
unique device identifier to a server corresponding to the second module through a server
corresponding to the first module; and

receiving the target user information and transmitting the target user information to the
interface module, wherein the target user information is transmitted by the server corresponding to
the second module through the server corresponding to the first module after the server
corresponding to the second module has verified the user identity authorization information to be
correct.

18. A method for providing graphic code information, wherein the method is applicable on a
terminal comprising a terminal payment application, a third-party payment application, and an
interface module, wherein the interface module corresponds to the third-party payment application,
and the method comprises:

the third-party payment application verifying through the interface module whether the
terminal payment application is a trusted application;

the third-party payment application receiving target user information and verifying whether the
target user information is in a logged-in state on the third-party payment application, wherein the
target user information is pre-associated with the interface module; and

after verifying that the terminal payment application is a trusted application and the target user
information is in the logged-in state on the third-party payment application, the third-party payment
application generating graphic code information and transmitting the graphic code information to
the terminal payment application through the interface module.

19. A device for providing graphic code information, wherein the device is applicable on a
terminal comprising an interface apparatus and a first apparatus, and the device for providing
graphic code information comprises:

a trustworthiness verifying module configured to verify, through the interface apparatus,
whether the first apparatus is a trusted apparatus;

a user information verifying module configured to receive target user information through the
interface apparatus and verify whether the target user information is in a logged-in state on a second
apparatus, wherein the target user information is pre-associated with the interface apparatus; and

an information transmitting module configured to generate graphic code information and

transmit the graphic code information to the first apparatus through the interface apparatus after it
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has been verified that the first apparatus is a trusted apparatus and the target user information is in
the logged-in state on the second apparatus.

20. A device for providing graphic code information, wherein the device is applicable on a
terminal comprising a first apparatus and a second apparatus, and the device for providing graphic
code information comprises:

an encrypted session information receiving module configured to receive encrypted session
information sent by the second apparatus and transmit the encrypted session information to the first
apparatus;

a decryption result transmitting module configured to transmit a decryption result obtained
from decryption of the encrypted session information by the first apparatus to the second apparatus,
for the second apparatus to verify whether the first apparatus is a trusted apparatus according to the
decryption result;

a user information sending module configured to send pre-associated target user information to
the second apparatus, for the second apparatus to verify whether the target user information is in a
logged-in state on the second apparatus; and

a graphic code information receiving module configured to receive the graphic code
information generated by the second apparatus and transmit the graphic code information to the first
apparatus after it has been verified that the first apparatus is a trusted apparatus and the target user
information is in a logged-in state on the second apparatus.

21. A device for obtaining graphic code information, wherein the device is applicable to a
terminal comprising an interface apparatus and a second apparatus, and the device for obtaining
graphic code information comprises:

an encrypted session information receiving module configured to receive encrypted session
information sent by the second apparatus through an interface apparatus;

a decryption module configured to decrypt the encrypted session information, and transmit a
decryption result to the second apparatus through the interface apparatus, for the second apparatus
to verify whether the first apparatus is a trusted apparatus according to the decryption result; and

a graphic code information receiving module configured to receive the graphic code
information provided by the second apparatus through the interface apparatus; the graphic code
information being provided after the second apparatus has verified that the first module is a trusted
apparatus and target user information pre-associated with the interface apparatus is in a logged-in
state on the second apparatus.

22. A terminal, comprising:

a processor;

a memory for storing a processor executable instruction;

wherein the processor is configured to:
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verify, by a second module through an interface module, whether a first module is a trusted
module;

receive, by the second module, target user information and verify, by the second module,
whether the target user information is in a logged-in state on the second module, wherein the target
user information is pre-associated with the interface module; and

generate, by the second module, graphic code information after verifying that the first module
is a trusted module and the target user information is in the logged-in state on the second module,
and transmit, by the second module, the graphic code information to the first module through the

interface module.



