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BACKGROUND
Field
[0002] The following description relates generally to wireless communications, and

more particularly to access point lists.

Background

[0003] Wireless communication systems are widely deployed to provide various types
of communication content such as, for example, voice, data, and so on. Typical wireless
communication systems may be multiple-access systems capable of supporting
communication with multiple users by sharing available system resources (e.g.,
bandwidth, transmit power, ...). Examples of such multiple-access systems may
include code division multiple access (CDMA) systems, time division multiple access
(TDMA) systems, frequency division multiple access (FDMA) systems, orthogonal
frequency division multiple access (OFDMA) systems, and the like. Additionally, the
systems can conform to specifications such as third generation partnership project
(3GPP), 3GPP long term evolution (LTE), ultra mobile broadband (UMB), and/or
multi-carrier wireless specifications such as evolution data optimized (EV-DO), one or
more revisions thereof, erc.

[0004] Generally, wireless multiple-access communication systems may simultaneously
support communication for multiple mobile devices. FEach mobile device may

communicate with one or more access points {(e.g., base stations) via transmissions on



[0002] The follow ng description relates generally to wireless
communi cations, and nore particularly to access point |ists.
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throughout service areas, the mobile devices can select and/or reselect cells utilized for
communication between one or more access points providing the cells (e.g., macrocells,
femtocells, efe.). The mobile devices can measure parameters related to one or more
access points and/or related cells, such as signal quality, service level, efc. and rank
according to desirability, which can be based on one or more of the parameters. Upon
detecting an access point that offers an optimal signal or service as compared to a
current access point or other neighboring access points, the mobile device can select or

reselect the access point to receive wireless network access.

SUMMARY

[6006] The following presents a simplified summary of one or more aspects in order to
provide a basic understanding of such aspects. This summary is not an extensive
overview of all contemplated aspects, and is intended to neither identify key or critical
clements of all aspcets nor delineate the scope of any or all aspects. Tts sole purpose is
to present some concepts of one or more aspects in a simplified form as a prelude to the
more detailed description that is presented later.

[0007] In accordance with one or more aspects and corresponding disclosure thereof,
various aspects are described in connection with facilitating maintaining lists of
unsuitable and/or suitable access points, or related cells, at a mobile device. The lists
can be utilized in selecting and/or reselecting access points for receiving wireless
network access where unsuitable access points are not selected regardless of desirability
of other communication parameters and suitable access points can be selected though
other neighboring access points can have more desirable communication parameters. In
one example, the lists can be maintained by the mobile device and updated using a

provided interface, event detector, efe. In addition, however, the wireless network can
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computer-readable medium including code for causing at least one computer to maintain
an operator controlled list of identifiers related to access points in a wireless network.
The computer-readable medium can also comprise code for causing the at least one
computer to maintain a user controlled list of identifiers related to access points in the
wireless network. Moreover, the computer-readable medium can comprise code for
causing the at least one computer to utilize the operator controlled list and the user
controlled list in determining one or more access points for requesting access to the
wireless network,

[0012] Moreover, an additional aspect relates to an apparatus. The apparatus can

include a list maintaincr that manages an operator controlled list of identifiers related to
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means for modifying the blacklist according to an update command received from the
wireless network. The apparatus can additionally include means for analyzing the
blacklist in requesting wireless network access from one or more access points.

[0016] Stll another aspect relates to a computer program product, which can have a
computer-readable medium including code for causing at least one computer to maintain
a blacklist of identifiers related to unsuitable access points for providing access to a
wireless network. The computer-readable medium can also comprise code for causing
the at least one computer to modify the blacklist according to a command received from
the wireless network. Moreover, the computer-readable medium can comprise code for
causing the at least one computer to utilize the blacklist in determining one or more
access points for requesting access to the wireless network.

[6017] Moreover, an additional aspect relates to an apparatus. The apparatus can

include a list maintainer that manages a blacklist of access points unsuitable for
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The computer-readable medium can also comprise code for causing the at least one
computer to transmit a command fo update a local blacklist to one or more mobile
devices based on the operating parameter modification.
[0022] Moreover, an additional aspect relates to an apparatus. The apparatus can
include a parameter change evaluator that determines a modified operating parameter
related to one or more access points in a wireless network. The apparatus further

includes a network command provisioner that transmits a list update command to one or

more mobile devices based at least in part on the modified operating parameter.
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[0026] Still another aspect relates to a computer program product, which can have a
computer-readable medium including code for causing at least one computer to maintain
a blacklist of access points unsuitable for providing access to a wireless network based
at least in part on one or more commands received from a provided user interface. The
computer-readable medium can also comprise code for causing the at least one
computer to detect an access point that provides access to the wireless network.
Moreover, the computer-readable medium can comprise code for causing the at least
one computer to scan for one or more disparate access points based at least in part on
identifying the access point in the blacklist.

[0027] Moreover, an additional aspect relates to an apparatus. The apparatus can
include an interface that receives one or more commands to update a blacklist of access

points unsuitable for providing access to a wircless network, The apparatus further
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The appar at u Sacrceﬁstpﬂlgfs that pr0v1de smﬂar accesS to a wireless network and means for analyzing
at least one of the lists to detect presence of an identifier of an access point. The
apparatus can additionally include means for establishing communication with the
access point based on analyzing the at least one list.
[0031] Still another aspect relates to a computer program product, which can have a
computer-readable medium including code for causing at least one computer to maintain
a plurality lists of access point identifiers corresponding to a group of access points,
which provide similar access to a wireless network. The computer-readable medium
can also comprise code for causing the at least one computer to detect an access point

that advertises an identifier present in at least one of the lists. Moreover, the computer-

readable medium can comprise code for causing the at least one computer to determine



7 includes a list naintainer that nmanages the bl acklist based at

| east in part on the one or nore conmands and an access poi nt

eval uat or woanoaumd98zes the bl acklist in selecting an aaTESRIEOEESL
fromwhich to request access to the wireless network. 100281
According to another aspect, a nethod is provided including

mai ntaining a plurality lists of access gpoint identifiers
corresponding to a group of access points, which provide simlar
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causing at |east one conputer to maintain a plurality Iists o cess

poi nt i dent i f I8ro 28¢5py BYPOTATRIRIRICIaPHRBUS SPmeriedeEem Rk it snorguizeds

provide sini | atcin@cess the rapittitehRss mhéﬂorﬁﬁc aTh@astc&meg&fo@Jssofr%é%ﬁJcP
medi um can al so cogg)rl se code for causing the at |east one conputer

to detect an SRPEEYES Hhfsiermingat coppRpEatieR PaaMCy Elatedi focin fopess dRmt il at
| east one of Hdﬂ@mlde&ﬁlﬁtlleﬂ\@reaﬁlﬂﬁﬁ corhh@niGABPWHE fire26RCARSR HERE bk Pleb@be

conpri se COdeotf the cglfafrllrjlgilnga 101% gg az%gterl Euatﬁé hgtneTh%quPelljgss? {:ongrgug(%lg{sn; Do
pparatus
also comprises a memory coupled to the at least one processor.
[0035] Yet another aspect relates to an apparatus that includes means for maintaining a
list of access point communication parameters determined from one or more signals
received from the access points. The apparatus can additionally include means for
determining a communication parameter related to an access point and means for
establishing communication with the access point based at least in part on determining
whether the communication parameter is in the list.
[0036] Still another aspect relates to a computer program product, which can have a
computer-readable medium including code for causing at least one computer to maintain
one or more lists of access point communication parameters computed from signals

received from the respective access points. The computer-readable medium can also



8 whether to establish a connection with the access point based at

| east in part on presence of the identifier in the at | east one |list.
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apparatus can include a list maintainer that nanages a plurality of
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is in the I'istomh@3Bdns SppdratueHAtiNGldcas REGtonk %l‘(ﬁ&;@& doRfi dﬁn&lqgﬂﬁj‘fn ca

pr ogram product whi ch can, have .a caonput er-readab i um i ncl udi ng
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received fromthe respectjve a(fcesg poi nts. The conputer-readabl e
medi um can a| &paccess point in the blacklist and calculate a deletion time for the access point from

the blacklist based at least in part on the time duration. The wireless communications
apparatus also comprises a memory coupled to the at least one processor.

[0040] Yet another aspect relates to an apparatus that includes means for maintaining a
blacklist of access points unsuitable for providing access to a wireless network and
means for receiving a time duration during which the access point is present in the
blacklist. The apparatus can additionally include means for determining a deletion time
for the access point from the list based at least in part on the time duration.

[0041] Still another aspect relates to a computer program product, which can have a
computer-readable medium including code for causing at least one computer to maintain
a blacklist of access points unsuitable for providing access to a wireless network. The

computer-readable medium can also comprisc code for causing the at least one
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access pol nt f{)ﬁﬂﬁn Ptlb.el Il aftiinRased ofh u)ir@l@&tcoln%uﬁi@{ﬂ}onggst ﬁ'xatcbc[mancc with
duration. [0041] Still another aspect relates to a tonputer program
product, whi chereahashgneesctfogbhgstiner - r eadabl e nedi um i ncl udi ng code for
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conput er - r ead3BFYs dredtibgdheeir al so conprise code for causing the at

| east onc [0046] FIG. 3 is an illustration of an example communications apparatus for
employment within a wireless communications environment.
[0047} FIG. 4 i1s an illustration of an example wireless communications system that
effectuates maintaining local lists of access points for subsequent communication
establishment,
[0048] FIG. 5 is an illustration of example interfaces in accordance with aspects
described herein.
[0049] FIG. 6 is an illustration of an example methodology that facilitates utilizing a
locally managed blacklist.
{0050] FIG. 7 is an illustration of an example methodology that facilitates managing

access point lists based on commands received from an interface.



10 conputer to deternmne a tinme duration during which an access point
is present in the blacklist. Mreover, the conputer-readabl e nmedi um
can conpriwe 2adeodwer causi ng the at | east one conput erpd@ueETRYEEs A
deletion time for the access point fromthe bl acklist based at | east
in part on the time duration. [0042] Moreover, an additional aspect
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includes a |ist
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Wi t hin a wi reloed blacldishbasddoxa tehs mspagtronirecorvxbmtwork commands.
[0057] FIG. 14 is an illustration of an example system that facilitates providing network
update commands for local blacklist management.
[0058] FIG. 15 is an illustration of an example system that updates a blacklist of access
points according to user interface commands.
[0039] FIG. 16 is an illustration of an example system that receives whitelist updates
from a provided user interface.
[0060] FIG. 17 is an illustration of an example system that maintains a plurality of lists
of access points.
[0061] FIG. 18 is an illustration of an example system that facilitates maintaining a list
of access points using communication parameters associated therewith.

[0062] FIG. 19 is an illustration of an example system that manages access point lists

based on timers.

DETAILED DESCRIPTION
[0063] Various aspects are now described with reference to the drawings. In the
following description, for purposes of explanation, numerous specific details are set
forth in order to provide a thorough understanding of one or more aspects. It may be
evident, however, that such aspect(s) may be practiced without these specific details.
[0064] As used in this application, the terms “component,” “module,” “system” and the
like are intended to include a computer-related entity, such as but not limited to

hardware, firmware, a combination of hardware and software, software, or software in



[0047] FIG 4 is an illustration of an exanple wrel ess
communi cations systemthat effectuates maintaining |ocal lists of
access poiwosobwnomsibsequent conmuni cati on est abl i shmentcT/H0sbdbssEl G
5is an illustration of exanple interfaces in accordance with aspects
described herein. [0049] FIG 6 is an illustration of an exanple
net hodol ogy that facilitates utilizing g locally managed bl ackli st.
[0050] FIG 7 is an illustration of an exanpl e nethodol ogy that
facilitates managj ng access point lists bas%d on commands received
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from an inter PEEEION F9T PHFRYG 2 epmpongnt maybe. bpy iy apt lipitggrio bpngrp prostipl e
met hodol ogy t hahing a8 kalprdcadses a PRICHRGK aD6)a6t, S QREAGLIRS 2 AR DS cROItth, a
lists and rel at ed qu t.eas. 10052%)f Fl G % its .an itkll lﬁISt ration of anl
exanpl e met ho8SF88y fdzoét PRy + Bt way RRIINYRIR. RYth 40 gPRIfeatqn; urgpe on a
access point tdmgtusing device and the computing device can be a component. One or more
components can reside within a process and/or thread of execution and a component
may be localized on one computer and/or distributed between two or more computers.
In addition, these components can execute from various computer readable media
having various data structures stored thereon. The components may communicate by
way of local and/or remote processes such as in accordance with a signal having one or
more data packets, such as data from one component interacting with another
component in a local system, distributed system, and/or across a network such as the
Internet with other systems by way of the signal.
[0065] Furthermore, various aspects are described herein in connection with a terminal,
which can be a wired terminal or a wireless terminal. A terminal can also be called a
system, device, subscriber unit, subscriber station, mobile station, mobile, mobile
device, remote station, remote terminal, access terminal, user terminal, terminal,
communication device, user agent, user device, or user equipment (UE). A wireless
terminal may be a cellular telephone, a satellite phone, a cordless telephone, 2 Session
Initiation Protocol (SIP) phone, a wircless local loop (WLL) station, a personal digital
assistant (PDA), a handheld device having wireless connection capability, a computing
device, or other processing devices connected to a wireless modem. Moreover, various
aspects are described herein in connection with a base station. A base station may be
utilized for communicating with wireless terminal(s) and may also be referred to as an
access point, a Node B, or some other terminology.
[0066] Moreover, the term “or” is intended to mean an inclusive “or” rather than an
exclusive “or.” That is, unless specified otherwise, or clear from the context, the phrase
“X employs A or B” is intended to mean any of the natural inclusive permutations.
That is, the phrase “X employs A or B” is satisfied by any of the following instances: X
employs A; X employs B; or X employs both A and B. Tn addition, the articles “a” and
“an” as used in this application and the appended claims should generally be construed
to mean “one or more” unless specified otherwise or clear from the context to be

directed to a singular form.



[0053] FIG 10 is an illustration of an exanple nobile device that
facilitates managing lists of access points. [0054] FIG 11 is an

i 11 ustratiwp204ds@meexanpl e W rel ess network envi r onmentpdiidddho®dabss0e
enpl oyed in conjunction with the various systenms and net hods

described herein. [0055] FIG 12, is an illustration of an exanple
systemthat maintains nmultiple access pp:{ nt lists. [0056] FIG 13 is
an illustration of an exanple systemthat facilitates maintaining a

| ocal bl acklist based at |least in part on received network conmands.
100571 FI G 1H9%7% Thg jachniges aflsseiiPedt haginexuayplbe sl dpg tysgpus  wireless
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managenent . 58] FIG_ 15 is an illustration of an exanple system
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for Mobile Communications (GSM). An OFDMA system may implement a radio
technology such as Evolved UTRA (E-UTRA), Ulira Mobile Broadband (UMB), IEEE
802.11 (Wi-F1), IEEE 802.16 (WiMAX), IEEE 802.20, Flash-OFDM , etc. UTRA and
E-UTRA are part of Universal Mobile Telecommunication System (UMTS). 3GPP
Long Term Evolution (LTE) is a rclease of UMTS that uscs E-UTRA, which employs
OFDMA on the downlink and SC-FDMA on the uplink. UTRA, E-UTRA, UMTS,
LTE and GSM are described in documents from an organization named “3rd Generation
Partnership Project” (3GPP). Additionally, cdma2000 and UMB are described in
documents from an organization named “3rd Generation Partnership Project 27
(3GPP2). Further, such wireless communication systems may additionally include peer-
to-peer (e.g., mobile-to-mobile) ad hoc network systems ofien using unpaired
unlicensed spectrums, 802.xx wireless LAN, BLUETQOTH and any other short- or
long- range, wireless communication techniques.
[0068] Various aspects or features will be presented in terms of systems that may
include a number of devices, components, modules, and the like. It is to be understood
and appreciated that the various systems may include additional devices, components,
modules, etc, and/or may not include all of the devices, components, modules etc.
discussed in connection with the figures. A combination of these approaches may also
be used.
[0069] Referring now to Fig. 1, a wireless communication system 100 is illustrated in
accordance with various embodiments presented herein. System 100 comprises a base
station 102 that can include multiple antenna groups. For example, one antenna group
can include antennas 104 and 106, another group can comprise antennas 108 and 110,
and an additional group can include antennas 112 and 114. Two antennas are illustrated
for each antenna group; however, more or fewer antennas can be utilized for each

group. Basc station 102 can additionally include a transmitter chain and a recciver



[0062] FIG 19 is an illustration of an exanple systemthat nmanages
access point lists based on tiners. DETAI LED DESCRI PTI ON [ 0063]

Vari ous aswech®/acsss now descri bed with reference to thedresxmngssssd n
the foll owi ng description, for purposes of explanation, numerous
specific details are set forth in order to provide a thorough

under st andi ng of one or nore aspects. may be evident, however,

t hat such aspect(s) may be practiced vmt?'nout these specifi C det ai I S.
[0064] As used int §a}€I|cat|on the terns ' 8 onent,
“systent and £HE- FIRaFE AP Shdey PBPTHA Hﬁ%‘%o 6 g ?Sé?%%t%‘d‘”“h
entity, such agnabuﬁanmtssibil mrtde d e&epndnar(@lwar erpcéss&m\afomzatascqmtqﬂetetson
of hardware a ftware ecutl For
exanpl e, a coﬁ% % rsnﬂﬁ)hlﬂféﬁe’ﬁ?t a‘?tgn"ﬁsotm 1??1‘?’@3:’ aBPl‘B‘é?thg a“epﬁkﬁ@%

runni ng on a peenessor, a processor, an object, an executable, a

{readof, Sxehifht B SR AR R TR el s et

t he conput i ngmdeild deice dné bed mobikneiReNs; HOMevedy it KD the PPPQMtENihst EAH

reside within ess..and/ar thread of .executio mpon

my be |ocal | SRR She-RBpEEe M SE e ReT SRF P RGeS R e
nor e conput er swbiledeaeh tibend 126hddabile degiene i aldclaﬁ caxtes for exafnpteneellular
vari ous conpu ri ous. dat a es_st.ored
t her eon. The &%@ﬁ}ﬁ%ﬁ%&??&%eﬁa k ql%}{%hggl mu&gatlogf&erlcesaﬁanﬁﬁy sompuling”
processes sucHevass, |snte&m:md!dargi@ai/\p@hmamg|sgsmahs lR&vis Ngndon emo pthamsudaldat a
packet s,  SUCNuaR ARt Bt LARE RTRANGDIoh B ELAGH! oM 0f A0OLATAcq,
conponent in a oca i's across™a

net wor k such algbridtewlcm @rlmetcomuhlcmdmemﬂw@nmlbwdway wd*fcuidne:nmsgmal :
[ 0065] Furthe , ar

Connebt] on wi T L el Qiten@RR kS GBI WBER CRBLENTY | ang receive

W rel ess ter ninfmation fen pohidd deyin 146 sver baecsadel liml 130.s Y5t émueutevdluepn
subscri ber unhﬁpﬁeﬁ?ﬂﬁ? E)!sgﬁnr fo%v?rﬁ' f11 ' ﬁzesat rﬁ{:félglﬂ fre P&)J $md [HBH 'ﬂla?
device, renote ‘station,” renote term nal, ‘access erm I, user
termnal, ter AL, regasientink &9& ifernexgaplec eFurthgienn agorr divigiverdugley i(EBD) or
user equi pmentys(bEyorwdd Wit 15838 rd & didkaho LRYuriSe &o%kdn%gﬁentzye' ephone,
a satellite phone, a cordless tel ephone, a Session Initiation
Protocol (Sl PJ00TIh Jitel exouni ploprenay Geder [heoRsey VAL Whicht tey ere, designeted dnal
digital assi stamhurkid®ian b@ riyangdhg ! aqgéférccﬁ PRyt Be %ﬁ&ll R8S roPBAGHL on
capability, a conputing device, or ot processi ng devi ces connect ed
to a wirel essaHeHe OURDFEdeelesisyeartp @e@ma%lﬁ%é@:tcsmable deisesr in Wegetprepiehe

i n connecti onapst &bvé‘ne@%’?eba% SbAAN102A BRSGmBEAL SN oP&YoRArd Tkt I@@drhé or
comunicating with wireless termnal (s) and may al so be referred t

as an access PoISHUing2ntggaRs ofbasgptaifnk)2semutlize Bpamipraiingyy improve signal- 0

noise ratio of forward link 118 for mobile device 116. Also, while base station 102

utilizes beamforming to transmit to mobile device 116 scattered randomly through an
associated coverage, mobile devices in neighboring cells can be subject to less
interference as compared to a base station transmitting through a single antenna to all its
mobile devices. Moreover, mobile devices 116 and 126 can communicate directly with
one another using a peer-to-peer or ad hoc technology.

[0072} In addition, the base station 102 can communicate with a network 122, which
can be one or more networks including a wireless service access network (e.g., a 3G
network), over a backhaul link connection. The network 122 can store information
regarding access parameters related to the mobile device 116 and 126 and other

parameters of a wireless access network to provide service to the devices 116 and 126.



[ 0066] Mbreover, the term™"or"” is intended to nean an inclusive "or"
rat her than an exclusive "or." That is, unless specified otherw se,
or clear fwomdoheosopntext, the phrase "X enploys A or Bcrszémbsdasied
to mean any of the natural inclusive pernmutations. That is, the
phrase "X enploys A or B" is satisfied by any of the follow ng

i nstances: X enploys A, X enpl oys B; or ;X enpl oys both A and B. In
addition, the articles "a" and "an" as used in this appli cati on and
t he appended gl ai s shoyl d general | g%be construed to nmean "one_ or

more" unl ess SPEEMYRAE i1&% c¥Y D Proyided (1 fcHifpde eupPwGating Witk the
directed to amelmgublaé m‘ﬁc&veﬂ forwhdd j1R06BT hndliRGericatRNBO Q12618 SCHolRed link

herein may be used for varj W rel ess co icatjo ste such as
CDVA,  TDVA, FH%}Q“QWW%I‘%S{%%FWRSCEW af’ﬁ%rﬂf-‘r;]ﬂn il e prayifgaceess to
"systent and imeetrwikiholdlkaleatdsans uﬁteldhltel’thebcﬁbl@tﬁl@;ﬁhalblzyoutén CEVAles yalee M

may i npl errent 2 rad| o,t chno C Uni.ver sa restrl di o
Aereser ( TR I SR R0 T 1) s SoR e v iAo R, MO
and ot her Vartlasl&tralgefsetﬁ@\@\g e ek, stﬁﬂm&@ﬂﬁnﬁowﬁexl& 2001&, feﬂaﬁ)t:&ﬁ

and |1 S-856 stapdards. A T a radi.o technol ogy
Slch a5 O obal SR ERIFRT ROBVPE CaHIUErEADIERE! [eiopReckih. cten 62
system may i np&eearbrmhdtand ket t@@bonoh ODYTS dighalashsEnvtel ed(DILRAabe, erc.),

(E-UTRA), U tra Mobi

802. 16 (W M",° "lé‘éﬁ“@&z gdg‘%gg%ﬁﬂcf%}nﬁ’m‘?é cpé%g‘izﬁe% éfﬁd“gé“?ﬁ’l‘%%éﬁg

part of Uni vemsile dehibé 128. Tel ecormunl cation System (UMIS). 3GPP Long

Term Evol utio T, reI ease whi ch
enpl oys C]:DI\/ID\{BO{Slr ‘AEC)cor(qm ﬁxamﬁc? §‘8 %wes iﬂ]Eéhenﬁﬁl?f |C%rkt1§"§}l‘ﬁ&f service
E- UTRA, UMTS, arba'EEna;anho(BMIeﬂs eicchss or plyéaming b ceweoicd dnrcpp dsparate basc

or gani zati on )] rins hj 01

Addi tional Iy, g{gl%‘ﬁg%jSgcgq"en(ﬁgpﬁ?]ﬁggrénfgragglso&\l ]blé £a901}a Ig(ﬁgls {eéargptll: moblle

or gani zati on et 163nd | Becrercéititomte Ratitugey whwipss MF@MmE:‘Ss t@&@?’ﬂ?ﬁ)the
Further, such_w.. C I de
peer o poor  (BUge R BT AC R bl S i, FONC AOREI S L
usi ng unpai r ebecobiwenedids @pﬁédterhmssfatmzo&mmdﬂwl}et@%melN deBEUEImM
and any ot her i

Fechni ques. [ G008 Uart 8 dexliR9fs: b A2 FRGR T MUGRICHAR, e mbile
terms of syst évieet Racandaye jespddcied enaorgib eqlls @eflat@ﬁewleeefsmtoc@hﬁéri@rﬂp@ve
modul es, and ke delitble irolds? <&i0icD Gocdl108h 30 Qthe R RPRIRRLRY SR
the various systens may I nc i tional devicés, conponents

modul es, et c. hampcerss paayt ferdhe metdle deraceal2p Oﬁﬁmtgh@l@léﬁﬂr@é%bﬂh@@mpﬁﬁ@mes
modul es etc. gi-sgups&d. 'hﬂatﬁ;%ﬂ%‘iﬂpfénth‘é‘féd?toéélei2ﬁ'c91%@?eiaté% tSQVTJaélﬂe%E 'oP”
of these approaches nmay al so be used. [O Referring nowto 8

a wirel ess coHfHnOEAIILMISYS plofita Gdlored tp Itﬁlmﬁeﬁl?@&‘tl‘@dbqsﬁeséd%dfeﬂ‘eﬁncﬁ Wi t h
various enbodi,gBt &yl 550k fdRE LRI & moY 818 RIAQD 0 AR MNISESI 23, R3S ?dze
station 102 that can include nultjple antenna gr OUP For exanpl e

one antenna g®(Rs cemtcied aode 0 Arreimnad ek AOIDe I BRIV IYP Gl an

comm se ant enpage 108 AR tdwkid bRBGadh RIGE EdnQRRlectAl QU Rl A@ hérB6! H98me
antennas 112 and 114. Two antennas are illustrated for each antenna

group; howevePointyfy & BFiety aFasop e fin lsmitigte prterfrrence o dhor fgitoggdl 24, to

group. Base sfeadivedimd:@dp@ad sigfklof in@Bakd ¥irdubutidR )a transmtter chain

and a receiver 14
[0074] In traveling over the service area, a given mobile device 116 and/or 126 can

continually measure available base stations (such as base station 102), femtocells (such
as femtocell 124), and/or other access points, to determine when cell reselection is
beneficial to the mobile device 116 and/or 126, The measuring can include, for
example, evaluating signal quality, throughput, services available, a wireless access

provider related to the access point, and/or the like. Based on one or more of the



chain, each of which can in turn conprise a plurality of conponents
associated wth signal transm ssion and reception (e.g., processors,
nmodul at or swonbdrizpdeogxer s, denodul ators, denul tipl exers, p@ERtLHPRSs454
etc.), as will be appreciated by one skilled in the art. [0070] Base
station 102 can conmuni cate with one or nore nobil e devices such as
nmobi | e device 116 and nobil e device 126; however, it is to be
appreci ated that base station 102 can co?munl cate with substantially

any nunber of nobile devices simlar to nobile devices 116 and 126.
Mobi | e devi ceReF MR thiogobilgfleyes 1 i0apd/an espirank ajepsipaintsfproistection.

smart phones, Uhapi&psini mQhﬁiﬂei > QRTHRLEAHAVRR A8VinaRs 12838 B&intht cell
conputing devi cg . sat el radj os, gl obal positioning systens,

PDAs, and/ or ecpp gjth g’ﬁlht Bt Enliag PCEss PRIPL. commruni cat i ng over

wirel ess CONMEN073F ahi £10iti3Y,Sthe . dohkedens Ghedos Nk hendig vl GRS oF S
in conmuni cation \M}F‘ah antennas (112 and 114, where antennas 112 and

114 transnit PEPGDERICEOR PPESABHOT Bropesyqfagoess Boig ey WhitefisrqlAnigeble; asresy 18
and receive i péime amwcbr@moufpg GHBCEHQQ!)IE 8ccd \pon®, dnbifor @¥Qike. aﬂﬁequ%rca@cdnhlﬁise

120. In a fre VISI n ple FDD s em forward |link

can utilize a%g?‘fr}?e\é‘rrg fedfig cy‘?“ aﬁ’la *@1&4%}/? 14 Tty Y, offset, bpndeless; i
120, for exanpk®.chbitet, Ia@roupuﬂbnaﬁ&rl RB@cidiey msm&ellﬂiapingkoxﬁfﬁap):ozﬁﬁiﬁh@ﬂbn
forward link 118 nd rgﬁlverse link.120 an u@gl |_[ﬁ1e ormDn frequency.

[0071] Each gPSHPTEH CHRPEHEL SR KT i lag mitpEndeirey | Lradd 126
desi gnat ed t ocanowvaivei wali &leatfierdfromh ahebasedation AR hd%e TEdocedlr 126l ol

base station 102 .For_ exa ant © )s_can .be designed tq
comuni cate t otqir?gtt)lfel lbtbdré\&itlg%:)célgdr Ph'eE es?g?:"t %ﬁ g PHEURFEE ‘8"5 eéﬂ“‘ﬁ?l at
base station k@R .oné mobidriesiricCldti aadooVEY cahdpmme dr biherkist 18 cidde cells or

transmtting nn of .base st at i ze beanformng to
i nprove si gna%?a{t% aﬁ%l TE LS f%ﬂgv%%gs%lﬁ?rﬁa # fﬁS‘EZJ?C“ﬁ‘bB‘?d(Oé mc?@%‘/lg
116. Al so, V\hrell@dbh@e‘.osﬁamladm, tll@ﬁ‘lolmtel deivze $1dadrvk 0261tangelta c'elﬂsétrﬁdﬁhféd to
mobi | e devi ce th e thro n.associ at ed .cove
nobi | e devi cescjclasg p?ﬁeil@ h IrOﬁﬁg i % rYéﬁlsct:%t“’r?r tggrscﬁ Sjté%%ﬁ?lb q%&%ens v
interference é@!rmptamemmtaboramba}se is bed exempler dvismbiet,ithgmbbiteodegioe d16
singl e antenng, {9 i V, gover, nobile devices
116 and 126 car?yogo?ﬁé%aﬁlniag%tgp 1|'eh3§cl§ﬁtdnﬁ)%fﬁh%4£é anot her using a
peer -t o- peer BP76hdn hocexewplutbd nghile dpﬂ@b?lzlp ahdyoiaiddicen ampritdva ihasee that
station 102 CQi “E%g&nﬂociﬁ‘én\% w&innaﬂntﬁ'lﬁttl\{plglla(ck%%%ndfgp{ﬁﬁI;'chgta%c u?tcr cg cgr{
nore networ ks 1 ncl ess Service access net 3G
net wor k), oveper@ﬁ@a’éwﬁmof rd ik spdpmremeveonlls e thedistvonkk tEAR asaﬂmgnmt e

i nformation r gGRIAIRY, AAGEER IRAT AL GES,d §! e
116 and 126 and ot her paranet ersﬂ{@ %lrc{ ugésr?g%%%eatscg&%g?ﬂéuewggwep
provi de servi e celhistipgange ¢ancasld ﬂ!?l‘@”é%tile Fegyelist, pBd Fuwsar Hiest mishes, todgnore a
fentocel | 1240&1@1?0:1}3@tlﬁrcgil’ls@?lcin&e(}:afl@@dtlu': &@ittgﬂﬁ%%ﬂm Clﬁttﬂqupi %&Mﬂ%

nmobi | e device 126 over forward |ink 128 and reverse
(simlarly tomPbilagdsrige 13omen 1ag adied fP’@@é@’"s@“It? Hiwhidist, ans! themebiletsievice

supra). The f m@a%lbctlleﬂmeanmrﬁv bR ARGER Sthet 9‘159 e 1@%& ARl Fe
devi ces 126 much |ike the base station 102, but on a snalléer scale.

I'n one exanpl &SItk asumImica oy paaRetase Sepilerly ihe agbilendesiop &4 ehsrhees added

busi ness, and{h@E‘enﬁb&éﬁrl2ﬂoQ§%lz{c@lE’sg§nd5a@$otr&HQy é@nngct to thOB4¥E sBRnK102 though
stadi um apart nent OFqurTFI ex, etc. The fentocell 124 can connect to

the network 199 TS gmay Bé‘@kﬁ‘é‘@?b PpvskdesisibireBAramRiers Wit clspegtrfo e
over a br oadbﬁﬂb‘ilelc}a{ueém@t connection (T1/ T3, digital subscriber line
(DSL) cable, etc. é n one f;?(arrp % The network 122 can simlarly
provi de acces¥U{7h! ?‘?‘P&lei‘ GHmPey e eblipdivices Héwne b20100p mamesdyytg Tists based
According to aﬂe\%i(@rdﬁﬁiuﬁmgmlﬂi {e@edzetulﬂceeﬁobmﬁieawfbis%@ta@a@1®z|f laz«!t%rkomr
service areas | rel ess.acgcess er rm.ng ce

rescl ection a%n%o Bé’ﬁ’g??&‘tw BRfSRo élfﬂ?"“ﬁ’r*%g gfeé?ﬁ’%é’é? PISIeSe ARl

or failures in attempting to access a base station rclatcd to a given ccll, the mobile



[0074] In traveling over the service area, a given nobile device 116
and/or 126 can continually nmeasure avail abl e base stations (such as
base st atiwo 20022050 entocells (such as fenmtocell 124), mnadiRiososdies
access points, to determ ne when cell reselection is beneficial to
the nobil e device 116 and/or 126. The measuring can include, for
exanpl e, evaluating signal quality, threughput, services available, a
W rel ess access provider related to the access point, and/or the

| i ke. Based on one or r f the 16 asurenments, the nobile device
116 and/ or  12€Ear 1P 4ANOR20cw 1 e o o retwelise clagfn U Rlackiist In
det er mi ni ng t hdditioAntk Nigts dah @e Mdiflcg Mexrdiee tol 1 oD froth28e G@RoAt 2anpt
cell reselection with the hi t i ng access point. 100751 In,
addi tion, t helHBbIF dneUg Gpdss ﬁ% aa%i%% EERV e h e oRmE Pt RSt Tty
unsui t abl e acegsstiatiknicsoraingly.OMogHooiPEc Mtwak A 2B SanPRivikidh,a @obahlist &l thst
of suitable access points and/for groups of accessible access, points,
and/ or the | Paoie e s‘?sa“‘égéaéé%ﬁiagé‘lﬁ“%féﬁ? il ?"é‘l Fissy G BbiSdavies
cells, such asi6aandel2b casl@Rb infairedin tieeirredpadted 16 6dif. s alditibandchasmbile

radi o channel , a group .identifier associated with cells having common
communi cat i ondeﬁiﬁ:ﬁa!ﬁ@?%’?isﬂgtgfmf er{ iy 4 ?’l"f\‘g’l bﬁ%‘ve%}%f‘lc ,gll"éfﬁldl}*‘&r“cf‘% g {%e.
The nobi | e desxchess pldvGiapdib1B6uesmobBedivice, ek | denididh thenige.f rom t he
base station d/ or. fe el] 124 and can .utilize t lists in
sel ecting or e"gﬁﬁ@& %ﬁeél ”lgg{of)@g'f%ra AR AP RRPIGHO ISHS?%QS%Q%%‘? %t

| east one nobsupporievneebet 1F antiloded@8 samlustgrdr e The Pitaar 200S erovdits
choose cells . c ints or groups int ckl.Lst for
sel ection/ res‘g men(qzli%lk%{ll&gfr?gﬁ] (L)lﬁfgfréecgfs?su rSllwngEls rfoerl at'e e’t%ag?oé%]g.zeégﬁiqog@ V,th
the nobi |l e dewclk ecllitidngaediiced bl 2@0uanoBiBizgectesepdint208A —+ 2MEL et deTibed
points or gro odsgr., hﬂ? sm&et ﬁ!e'a%@sso\{)?nrts ﬂ)ttlﬁe—" 20%%' rlel.%tea pootﬁgga(t:rgce Ig) 5&%{
cel s have nore desirable conmini catl on netrics, 1 n one exanple:

Mor eover, the- R0KF lcen bebiscstatit®. aldbisr devR6s 2 AR0A @k nhavhedispeae lai st
andror whi t el shus LOARAL ahleBOR EXRIPLE: colsifinTBR! SR V06 b nABH OF
126 can conprise an I nter ace that allows a user to nanage and

mei ntai n the #veeRPG st 2Q0 diroromntinicetk iwith ong drendritasess poiets SBA p@#4a tn &
user thereof fo,A60nand/o0h &R0 Eseclehc?ib&{. qma{l] o hRlsS HoiH@"zbs&@bbs% as
permanent |ist nenbers, and/or the like. In this regard, a user
desiring acce¥s sty desse ophdacvelertsde eders painth, ruelany Emens!inddfetine
cell to the W&l tddted BAPaRichESeridddcatiinS RER x{lﬂc%{gﬂﬁr&obﬂc G&kides bhrauah
the cell is in _range can add the cell to the b acklist. 1n the

depi cted exanpPRSl GrdBiididongly P elterpgvela Aomaicatedwishl theamrerdlel scalt Mcepo

i ts whitelistpudodde 2080t RedRVikdl@RicaNTREL RGLss LELRGE)bn 14fkaf OF
access though_the base station 102 may have nore desirable

comuni cat i on2§9£PapReYIde Ivies q¥py slpieg geagrehigmgiein gay PeapE{6s carrrerale

added the fentmael 100824n t@el 4 BwitREKnia kiAW RE A HieTEthtcAABRES oidtO
the base statjon 102 though the fent ocelﬁ 124 may_have various nore

desirabl e par SIS C\RR PF HTESER R pretsguthas 1stisisnee offisg puildings ndotyy ke | n
anot her exanpistiesdib@l) mabin RadeY) EesotikGeARd 2086 -0 HREMbAE cohi®tion
lists based on events occurr.i respect to the nobile device,

ng wth .
base station T2hefssiopunt 3 ’g st Q4G a8t e0SAK dhe Hiandipiove 2
devi ce 116 angicRitanllcdbndce®ei ves one or nore denials or failures in

attenpting to cess.a base station related to a given cell, the
nobi |me) 9 [08‘7%} Ad%ltl()ﬂa ly, as shown, tfl)e rnob:le (}ewces 206A —92061 can travel throughout

the system 200 and can reselect cells related to the various access points 204A — 204G
and/or 208A — 208C as it moves through the different macrocells 202A — 202G or
femtocell coverage areas. In one example, the one or more of the mobile devices 206A
— 2061 can be associated with a home femtocell related to at least one of femtocell

access points 208A — 208C. For example, mobile device 2061 can be associated with



17 device 116 and/or 126 can add the cell or related base station to
its blacklist. In addition, the lists can be nodified according to a
command f remsbévezemes wor k 122. Thus, the nobil e devi ces plyatdodsi6s
can receive such a conmand and nodify its respective |ist

accordingly. Moreover, the network 122 can provision a global list to
the nobile devices 116 and 126, as well 188 changes to the gl obal

list; the nobile devices 116 and 126 can al so maintain their

respectl ve | o lists. Additionally, the npbile devices 116 and 126
can resol ve C%HF(PCF]&?@G%@P%MBI 2§ dta PO Eprigcathal hus; though aob iy davicg 209 is

schenes provi s paedebyo2R) Qldbtﬁﬁrm cORRIct BreklONicERs pdIRt20ME Kt bR ZomARHLAL
L0 b 560! oo Gh Rl St Sl st B tins magopeaan oo
illustrated. diteexampleeiitc 28Ro@NI0MEAE poiaOPITBNEaE Bdvle daattiondilséivRECro the
bei g ser vi coloBF &G DG i tee 40T b ch e PG aaS, Aghinced
descri bed presiracsyg., fhadr brdagbaad e&ess! M@liARHRSES, ROl NtS 204A - 204G
Govi cos 206n TOTDEE SR DR e E o KA, SRR TL™ HoERT Bh oo pon

t hr oughout t h2odd. reltessolibrivied TEDimyvesieh ant3.20Eaaho P dne clestitce
204 on a1 or hara oPRRO e 208 of Edieel e A GE bR, &diserbed
addi tion, acchkssnpdhistaen 20Bie- foE@Bﬁq:asf eneahmm@ surfdiediag ealn phemaemlt. g

S partiourar RO EeeRicHpS A AL 0T nlil) S eBHBE R oSG eteE e n
2061 can addi Thcnparhxhgtcr@rcamlmleﬂenmx foteéxymplonmgﬁﬁl (I@lhl&y\l\l:dnhccﬂlblesm'oﬁg‘hpﬁtl er
scal e access Pe?vwets Soff% §Aa setrw(c) 81%8%1 er reﬁ%d 10 thg cgeré?e efasteral c#%r tlswé h}«—ér age

Wi rel ess communi cation sy can provi
geogr aphi ¢ r egplgfe, daviee dﬁéDe;;mrmdheor(aéy gleternmme mhe:bérl@ ﬁ@ﬁlﬁﬁl‘ oR 02 Geaan

cover a fewb k -Roo CCess 0| nts
208A - 208C c ﬁgtbgrdgggedpﬁ%‘%ﬂm%%g%sg i EIH il Q?ﬁ%gﬁ] Lo ungulta F Access omts

bui | di ngs, anaidéyr at»ﬂhéelist Weugdledessys pdveel ps ddseritat, Bxammptagple this cambiche

SSZIA\C ?S ZSggAaEn %g ?é&%g%m%ﬁl%ggh%nm%&mg Gl fe b?&lél\f%}]&d QP bee\%gaglgé ﬁd e

connecti on. [ B&sroe ¥db ecllpivan khe, whatsliss oolreelly hehm‘mbielle ndﬁkmdlegle@ﬁ&d -
2061 t
can {1 avel o RLBHENIM! mblIR RYRL SBPAR BRI AL BRRLHICC AP and

related to the vari ous access points
as it noves tWrﬁe&eh@nérﬁefeém@ntwmmwm@012@2!&46 22&12,@n¢|208€ém oce| |

coverage areagpiwditt 208 A Bl 2065 220G ng{mwa@m Fof{tn&ﬂ]&m&}?g'dlaﬁcedﬁ%b?es
rel ate to at

206A 2061 can be associated with a honme fentoce |
| east one of temdbdedpvieecdsBscapgngasue pOBActers FIBEeesFopints xPfH] 24Dnend | e

device 2061 cafycbgdastkofé aliRdo Weibdhine whether to perform cell reselection from access
point 204C to one of the others if their rank is higher.
[0081] Where one or more of the access points 204C, 204D, and 208C are in a blacklist
of the mobile device 206D, however, the mobile device 206D can ignore the blacklisted
cells during selection/reselection or measurement, in one example, regardless of other
parameters related thereto. Similarly, where at least one of the access points 204C,
204D, and 208C is in a whitelist of the mobile device 206D, the mobile device 206D
can ignore any of the access points 204C, 204D, and 208C not in the whitelist. The
mobile device 206D can select/reselect at least one of the access points 204C, 204D,

and/or 208C that has the most desirable measurements, is not in the blacklist, and is not



18 fentocell access point 208B as its hone fentocell. Thus, though
nobi | e device 2061 is in macrocell 202B, and thus in coverage area of
access poi wo 286Besogt can communi cate with the fentoceldcagHemmnzNel Nt
208B instead of (or in addition to) access point 204B. M one exanpl e,
the fentocell access point 208B can provi de additional services to

t he nobil e device 2061, such as desirabbf billing or charges, mnute
usage, enhanced services (e.g., faster broadband access, nedia
services, etc.). 100801 For exa | e, nobile device 206D can be

associ ated wi ﬁ%elfteflﬁfb@élwhﬁ%“éé@@rep%ﬂwt PoeE, thenatherrascasp Boine 206G 4D,

206D noves frmmgg@g@}egenzmggmgegstzozo and cl oser to access poi nts
2040 and/or 208C, it e cell resel ection process,

can be
descri bed her BP8F! Apniicscnbat '??16‘}0('33% devigsr 200002 FA5| Baintyis 22 {ﬂcﬁln@%kh“ “andlor
surroundi ng Cﬁrhiteh@tadc@dmh@fo&séﬂn@lfaceE@uﬁh&dcé&eﬁ@%@t% bﬂ§1§m@g0§rg In
204D, and 208 get er n%ng a desirabl e connection. par aneters
can rel ate to E’P Y[ogridPL ifRI etV BaRisRRICS (E’FP"f“Pﬂnﬁ’l&gfﬁ%tthe

servi ces of f en@dlorkae$ervd G&efdr politsd@04C.e2ADEAnd/Br LIV BF 6ASS aRQsNoints
and/or the like. The rmbLLe dev] ‘i‘g 2060 can 3 ditionally determ ne

whet her an i dEWETYGHG iR e HORLS dovisi 10D orhy paintagases Bowiigning can
identifier, isffdreasebtal |brrac:1ahsﬁhaﬁtléhdt§hncﬂtfr gIsRUbladbke RCERRBstPA. AL Bsts

and/or a mhltells CCesS s .described. In one
exanpl e, this® 3515#983’5 3 ‘Be %{‘ 8““@3’1"“!““??&5 ‘ﬁ]gr‘?ﬁ’ﬁ? ¢ dqVicR PR Marepienithe

t he bl ackl i st moddeniot 2@@ masaufoed ﬂwambkmfts/amtdhaaﬁ deiined BfunbidiRs 6@bd S
is in the V\/mt glsem,rleb ?{er 1? \ég i st neegto berresred.
I n one exanp I]tgh 1417 %%““26‘8%5’0 HECAREPY 8F CaF W seSs AesPited in
204C, 2040, aﬁldh&@ist@!mﬁrcz sel ection/resel ection. Wiere the access

poi nts 204C, , C,a ist of t eV| ce
206D and/ or @P 8%? Tuml %% i ’s[luSﬁfi t%ii i3 Cﬂ%‘ﬁ]ufnéatﬁ’gwp@@aﬁ‘ﬁg@}) bot ?Pﬁ‘i‘ﬁnf e
devi ce 2060 c‘amluma\&mices pananmmetaivss §uiroaxnes S“hqs)mmhmmﬂﬁéh@ apﬁﬁé@s 3e0nd
208C and rank, t e

resel ection fF E)]rr}%a%gllédgge dg\fl%t Erzé)f&lqion\,%%%oq’of)r flﬁ’ Ifa %ragy Cf)mF’H%lF?“OPSank
i s higher. 1l0@®dratuy\det eormnlan@res eeraindhor tdaevaceass topoivirtisss 204€0rk. 20440,

and 208C are f 6D, however, . th
nobi | e devi ceéd%bngﬁl can Igﬁ%aru}e% 30%%%1}189(}5 &gﬁdcgg?ﬁzt%atd‘ ’HOWT’@)GCIECE{“O“ of
sel ection/res¥cesstioon ot antrigs Urementiseri o dismrax alapbe or roeglaomkhes;ﬁ thr.f
ot her paranet &R akdl t ea.st on

t he access po(?({ln[tﬁg1f %%@@%2%& % Ig%)gg &EJCMX 3%\{?\}%??%&030 O O?Cﬁmcnccs
nmobi | e devi cethgodtct llﬁﬁ@nﬁ*mmaiﬂéﬂld@@,l @eetz'@ﬁ{):cmamnd gewiver 0%y thef canhdetect
access point Sne%géghstgga%genaﬂ&dcoglgﬁ gv&?ﬁ’st 2 iRt ntxal?r(ﬁalw 3E)§|lﬂa§éan II-lr ng enDI%It of
devi ce 2060 can select/reselect at |east one o p%

204C, 2040, attaysdpoipingdist ity thees 3thidatres remiere i:mbmles m@isaaﬂcemp@t o S
not in the bl agkhicitor o0 inSreNRhers, 1% A3 e
at | east one %? tthe O'otoherl aclgesserspmdnt S %(Q){Slgorng) 4%%@%”3% tth% 8\'«9%
present in thEISHAPHNG| RC§Ess PPOWB L dpigrmiess ap iidpatifiert lperafivbi ¢1‘eCQ1ilen@@tl<206D
can maintai N gudnRER), aR)FUd 1S trelA0B{Mhe Whlst BbihiSto &?e%%e'm&h&% U#fish

interface input, device events, network provi sioning, et
addi tion, theURSBIINECHEMNEIPOBTEEHEN recei ve mai nt enance pr OVI si oni ng

from the netwaids) (ot exapld aaqaeﬁ&dpmb mﬁna%ﬁé%ﬁm 38940 m&aﬁz.!s%xa%faﬁ%lpr

ot her access 0| nts comunj cating with the nobil e device
mai nt enance prEYEERGIFsY Pegn é‘é’*ECht"ﬁéeb? sead potahekiequssted. vihvhiggliss ofs

and/ or gl obal subba€ kdekss trsin@riroMivhih asdes shoul@be réghétea og@rrb@ﬁe%&éss%mﬁshe
networ k and nmi n%al ned ag t he mpbil e devi ce Mbr eover,

nobi | e devi ce CFEEES QLKL I5HreaPHIE Y %}eamm@e@lwaf@w%% and/qy ﬂﬂ’ékan@d

boundari es whelgitiasldhd\Gst @RAMtdiRS 308 SanliSQlags Pehl lis€ ald OMuseN&IWOI list or

specification, or o as, described in further detail infra.
P device con thol‘l:'edvﬂst t?ét can be respect}vely managed vig the interface 302 or the event

detector 304) and/or a global network provisioned list (e.g., an opcrator controlled list



100831 Turning to Fig. 3, illustrated is a conmunications apparatus
300 for enploynent within a wirel ess comruni cati ons environnent. The
communi cat wonsoepepasat us 300 can be a nobil e device or gCWRESHHAIRISIs4

t hereof, or substantially any conmuni cati ons apparatus that

conmmuni cates over and/or receives access to a wireless network. The
communi cati ons apparatus 300 can |nclud§ an interface 302 that allows
specification of access point |ist entrles froma user or disparate
devi ce or conponent, of the conmmuni cati ons apparatus 300, an event

det ect or 304 {RAFANCHEMeRESET RIS OB CommARE dereTveh fomat MEOry prerats iy o

mai nt enance, ﬁetﬂ@xﬂcV&hiﬁlaﬁ@mﬂgl B(m:wevelﬁe F6eds Ntw BN ad 8L8GHeq NeTAOKK
| i st mai nt enance con events, i st maintai ner 30 8 that can

manage a |ist T8 aéi’(?bé: sca’bﬁ"ia?ﬁgg theéisﬁs ibased 8?1?9“93311’?%#3%@8”{‘143@ @apclude

remove |ist ebistidatias@dhodceds€psits,ighoupatsbei@n@ddptifia@t (N r@lﬂte&ﬂ%mﬁﬁ)b
nore tiners, ﬁd an access gm nt eval uator 312 that can analy

nei ghbori ng a8t@¥s POt S S5l 6y T IRE MY PSR Rd pa‘ﬂ%‘?‘%ltsilﬂ’gasop N
conmuni cat i onoffier, dameicRsss raddREADE]L dddeor kiiekike,fe). ah 6k éx@mbib &hakE @ Mtainer

points to det ne whet er to establjsh suhse i cation
Pher et h. * TOCUHEER PIRMERRG T80 45iew PoR0 (A Set Rt s WP el b e
308 can managerﬁna; 1bhamglblhstt Thé iy nBiHtdieb BES @6 eessee®oiinidl {ndemBLWisehn
access shoul dthrllsoetXam qgsted, a whitelist of suitable access points
fromwhi ch access's 8uﬁ e requested over other access points
regardl ess or [0083 hAdcesiiigenphaskanmy iht HeerfeenIi2ntaablicon udr et efig:
and/or the like. |n. addi | 0. St |nta|n 308 can nmana

local list (e“gPong! 8 (%:Fécg‘goﬁ ?%ﬁqea&dﬁ%f)%st 81Fn°d’é’vﬁ‘é%m§’oﬂrt Ptgfll @H’”g?lgetm

t hat can be r eslpedt ihsekgardrainaigedaosila2 tinebe mntsenrzhaﬁ‘a:caﬂa arch bhegrepadnl

det ect or 304) r | | _networ k

oper at or cont P%Ft?{é@’ aln?i.g?hcg%% F{r?mr%m (’:nat?%f &\@Iﬁ 30 ((’:}qlé fé I'gﬂneg%‘m@ﬁtfge
recei ved fromig nmattamr RODpemenage abb}actlm oﬁm‘tsmble acmsmpmmis ned tic wetrf236 6
over the wire r nai, nt |ner 308, can
manage the |i éﬁ%g@é&g‘%oﬁnéggg&g&&% @%qglélﬁt% i iésﬁtsby evx?r%'mtﬁ ’%egr‘}fymo tande
base identi fi acessppint. hEoagewmpls, ﬂ)@llrntl@ce gbDerp rasrspidhfauaeofm iaddifiod foi the S
(e.g., relate i ¢ n re
Communi cat Fon a0 Gl B%ocihy EhOEGIBTRP SRRRAES op Hhbnls 160G BoP
channel , and/ Bi€r theenopk accesst rointy frogribe bleeitisl by displeyilg g antwsmpcantnend
308 can mnagﬁci@itaklh§Ecl&ftmg'igﬁce&‘sm&g'f&t &E&:H@tm%ﬂg cpa%lpllcd$ﬂtﬂv{cﬁ§cq 3 can

bl acklisted or whiteélisted entries In

mai nt ai ner 308”%??31#&‘?1&6@ apesshpdinge &l fhah&i fgll @ﬂbﬁlbnldebtisn phhgrots selexdihpl e
as wel|l. 1008gde AGHAE dbRGutiutidh p%@l&@rls andiopﬁlel 1ﬁ(teeranﬁ'xga¢1ty?’91% 8 RELhOW

user and/or other conponent sgem ication of
del etions, fl ¢AHAlIAY, th"o\‘sebt‘?h@iﬁ therlist eredditipmghesinterfacet HRgan ey ol yser loe
interface 302:&afandle t@péﬁ%ﬁﬁ mhﬂﬁn%fl@i%ﬁai%)a’ WG 0?-§un§blg 5&9 p%fri’llt lfrgr
(GQUI), an application programinterface (APl), and/or the lik

one exanpl e, PHEPIG G iwfent Harap 2hosa &%@hfwaa@@cassmpaa@ltil%whl@ﬂ}st UPOH
unsui t abl e acefamg @l Sf thdRebedsRir, HRIMACH lm&n&% RbDIRW vl ccds
add access p0|nts to the blacklist by explicitly identifying the
access poi nt. VEBHCAKSHAOT apglar e fiks fhé%féOVBOQled%fﬁ'f%fﬁéﬂ%ﬁantaH@V pYBReb
addition to thﬁ abidif6ils| fob ExadPRNwIeS @6 NibtNBaiRaiNG@W0BGCRSZedPR i entries. The
Additionally,  t fg?%ﬁgl,erface 302 can allow a user to renove access

poi nts from t HE" g, {ong, GXamDley (Ca, A ok Bt sgas dif icighbgripg access

facilitating p@htacctamsn@ tﬁH’l@cé'SE p&iBf Ralbi@br Hekeit@Nond & nAEnEB IR Bccdshe
interface 302 ca ‘%)Iow Chl ngu&or access points in the list for
del etion, del %‘E“i’?)ﬁm F’m@ﬂ Strfgl T SRPGRY NG 2R @ORBNRLIAiselaY jofhe
par anet ers, ametface I0be | i ke Simlarly, the interface 302 can all ow
the user to f |st dditi the interface 302 can all ow
a user or conhg%i]rﬂl P eﬁeerx?lﬂl?l?n gi’ il qnéﬁet?‘iﬁ?fc%mo%&lpie’if?fmt st QretAte (&t

add/remove entrics, flush the list, efc.) based at lcast in part on certain cvents. For




21 exanple, as desciibed, the event detector 304 can determ ne one or
nore failed access attenpts related to an access point and can

aut omat i calbyro@ddogolte access point to the blacklist vigdfg:bdomksisa
mai nt ai ner 308 (e.g., by requesting addition or otherwi se) after a

t hreshol d nunber of request failures or denials. In yet another
exanpl e, the event detector 304 can det ﬁam ne a current or previous
access point that provides desirable w rel ess access to the

comuni cati ons apparatus, 300 and can accordingly add the access point
to the whitel ?@Ppﬁéa?faf&éfdlbﬁ@ therryentj dstectard(4tcan detprmBmgone phanore failed access

det er m nat i ona@fnpfasialealt &n ACERSDik Y B8 RASGHAN RAd MERELs BhinPLERSS
requests via the interface 302, a determ ned | evél of service,

t hroughput or Plgekhgvig e dist Baatrnes 308 eqe A% lpmesting alditm ocessisq) diten 2

utilization binrdsed GEMBRNFGGUQ NGEiARPS &hidB. 3@0ye an&mteﬁﬁné@é thEgHest s
or data transferred Wgen t he comuni cat i ons ‘apparat us 300 and/ or

et
the access pofigigetor ﬁﬁ% K&t SLTgIe a GyrTent ppRgvious Geqqssao il PiYiday detiiie

over interact wieieds0eedss (/) sonhiicafidd9 Bpdardtik %lﬁaﬁxmc@@rdﬁ@g LM afd
detector 304 can det ern] ne a_change in operatjng paraneters Dby the

access poi nt . €8 PRRLyhewhitelsl mpoaged by the It mauing 38 The detgppination of
identifier alnyabd idiesoichiebe PRAEBHRE BhiSber bhBcckdsStquaBd W A H@leriR@8502,01
ot her conpone e event detector 304

nt, can store the paraneters, and th ,
can conpare pg‘?t%\%‘(eg}eé'elt?ﬁﬁeﬁ“%%ﬁﬁ%ﬁ ofer fimetone . apeaswed Wt placesst h
those stored. pftaniizdtios bp aliaom@ireiitcaligl QpphaRgm, 2inlmOAera¥AeIM 6y ddihe

event detecto 3p4 utiJize the l.ist nmaint %I ner. to renove.the
access poi nt ?n‘ﬁ{rf‘ﬁgqu?egé § FURPTINERHYR 20T Qtan"i/i‘}" tgﬁéccess point, packet
communi cat i onsrapPaPERYSuAAN whanusiigtheicabne indiedt bekocbiqvioer)ags t he

access point on the i fied ra rs. Simlarly, the event
det ect or 304 @gﬂﬁ’?ggtog%xa&}?i%? g’?ec%fteilto‘%?ﬁcwpgéﬁgé@sdeﬁ%an’te aaﬂ%ﬂ%ﬁ i (i
credenti al s (eargpetanbl e adckse paioC €98 c:adipl] the vakuabiar cad 22vearB aldRbRITRE ne

changi ng parapeter on_det ecti .a_nei ghborjn ccess paint). |
this case.  navigen SPaRBLESTROUS R PIAR0 S RE AR ECREBE: f Yorafs

t he bl ackl i stpasamad, taed ittt gventfdepries 8t gan tchingara phremsteds Wpon communicating
comuni cat i ong; r .300. .t r | gcting/ reselectin or , canpi ng
on) the accesgiﬂgg}% ?latcg%éejﬁ%gte‘%cqie l8§rensi¥ Oﬁ?(iehg V\lﬁlrgp %e?mfn(’)eterl%bagﬁ%h%"tg% d" gﬁee
bl ackl i st or @himpsl theeven deteaionHarn etlarpiledist mdigaiesrentemoanthb ecceapsied
by a user on _ el i t 300.. such as diali a .
nunber to i ndfr!(;:l-g'tﬂfe\c I s?gt %%“te’?f;{?ﬁ%ﬁsq?‘gﬁig.C%’J‘%ﬁi“gl?d“’@ %@)p%r%m? %@ﬁn{& %gmmc
list). [0088]whieedyeraddithe sasesexaimpbecd viehenpodifivdkpacaprean dSimsley, wier
306 can det er weﬁ%eﬁgﬁy}"%kcm?9&&?&9&%&%@B&@cé&pdiﬁt%ﬂl%ﬁ%&e @?cge%x jald (B,ON€
exanpl e, the network conmand receiver 6 can'receive a glo At

bl ackl i st or #{or dejaggessgfoingexalinor pBi qan detérmig chang@werakicespondctife/i a
an access pPoi NaioPbRES ack M Cat ' :

S ar Ty, o h e S ARE Rl MR D 0 BN A B acces
rel ated to theemtofom ohenbicllit jos nehitgpa ifapiassns 0bis splews fihe abinpuficatidhsor
a group to Whiph.4Heos QMNiGaliAesRRRA AL LS RE! U hetobdne
net wor k commnpg Fi_e(;ei vedrm@OG can@r@becei ve( (;om%lngs?g?g@a%cgdsgt&gn]%ﬁ%gng
| ocal and/ or HiEHEIng Yhethsr tosigad dgo dsriekiens or whisdish rle epether cagripié, he
access poi Nt Qknt'c@h 8t Bs Al BUPLLNE 1 Som GRS phRardid BNkl Es kikiSleSe

and/ or the |ike. oo ) , )
number to indicate list operation (e.g., dial *229 to flush the list).

{0088] Moreover, in an example, the network command receiver 306 can determine
network commands related to list management. In one example, the network command
receiver 306 can receive a global blacklist or whitelist of access points from a network
component (via an access point, other communications apparatus, or otherwise).

Similarly, the network command recciver 306 can reccive a list related to the



100891 In one exanple, the network command receiver 306 can receive
t he commands based at least in part on a previous request for network
l'i st inforwetdofhaedok 1S to be appreciated that the comﬁqﬂqﬁs GRS,
recei ved wi thout query as well, however. Additionally, the r%etvy{)sr +
command receiver 306 can receive a notification of access point
operating paraneter or authorization credential change and can
accordingly renove the access point froffthe blacklist or whitelist,
as described previously with respect to the event detector 304, for
exanpl e. Mbor e8Rf@puniqatiensn eppstts cifnenebiffcelbei (2ed/o306 wawp receihidh tthe
commands - over obifulafiok ApfHrambeorB)O . A S B8 BB ik Wk B 220
fromthe netvch)rk uéll%gqgé%%c hau?gllnl? d?or ?{10 4 ¢ e
addition, t he @ Heammaadneinieds t megeping b?@ﬁ@‘i}/@r@hﬂbws Fephers [cpmmargdPHY L)
or preferr ed i@AThDE deithih obkBRIoiRY uEOLOESBAAL] Al tbeﬂLgﬁ e
point - this allows the communications apparatus 300 to pre

access point &darthedikg t o whitelisting, as described herein, on an

| ndi vi dual acpesy RehdahRR] o kol \GnRUATRE e 6 cHNLAld Bl ¢ am{
related entri g)g@zan be Xs?lgr edelnn g PUZL dat gb;%re Icn a |tt| on
mechani sm canP®&! #slpt (b PET R P JERKEO S | TeiuRytifer neéwrh%@n&rme@np@zu t%hfn
t ake pr ecedenﬁplﬁééﬁfedt tIH@t {hbscfoﬁnﬂﬁﬁd&a%sb@}‘ec&b@d I\&htﬁ&utmﬁﬂe@t & 9efi, RA&ver.
Where PUZL is |I| it is to be appreciated that the |ist

mai nt ai ner 30§L ﬁ?ila oﬂ“"f P%W%qklcﬁmﬁﬁﬂ‘é&éméerl%Oéﬁalbfecﬁﬂ%iﬁﬂlP*éfﬁéim of access

paramet ers nopoifit Getsling rbaiiahﬂtePleLauthfaﬁian@ﬁ( arRbRial LRAOland Q@n lab &k dingly
mai nt ai ner 308, in_one ex an manage | ocal and/or obal

whitelists antgye BleCRes E‘f y fe%f% thfelpakiiy g whitplist, IdPélﬁ%mE%\‘npre"m“ﬂY with

respectively fepat & o eacluS@fcct%ﬂBM oot eehnipicSt MG RN @P&L AbRnand
controlled Iist escri bed above. The I i st mai ntai ner 308 can

manage the | i Eefév%ngﬁa“aréﬁeé‘? the QTR YR ) 2y (O T AR FogResEge service
recei ved over (M%) Iﬂdsgagbylomhﬁe Nk brR USsirdGCIRSIthaloidkt Snd/dr BheON@. X AR,

Additionally gr ter the |ist maintainer 308 can utilize a
group identi fﬁ‘&ﬁ‘”&@%‘@?ﬁl %&9 aé’rﬁff’l'\/eéjﬁ‘sﬂc?é’%fés ﬁ%ﬁ%ﬁ) OF REgierieth spapstedist o
commonal ity b@Rigenty herraspcxﬁﬁlﬁg poihat acasel pﬁinhe-l’thasC@IQﬁ\& 20| BinsmbiGatns A

common service ) hi tecture, rot ocol (s),
bandwi dt h, an laRl h@?ﬁolpﬁe Sr%helaﬁceﬁﬂ%‘inﬂt SBTH&" }s‘it‘“ H?%T'Wgrhg":%%mban
manage the |i &t mdxasleaj acmssqmmubmsca:t omquaﬁ;rlam&tvelﬁﬁhstsw& rélsted@ertiiNs can

of f set, bandc[’ca&s,ﬂcd rnazgi,ﬁ h asc » 1, @n {tf)r g i ke reI ed to a

or more acces$ poInts. t |s Fedaf q OPnaS 1Y anr‘?ﬁ] ?‘?flaﬁcﬁlé bgd*gpcé%g

al | ow addi ti obigckdisidgnaes ohaicetaumswnotakdmed:adsﬂt avsi thg IisBemprapgpesy the list

i ndi cator. 10 d 0 |nta ner .3

add/ r enove re%%é‘é%“é‘n%%t ﬁ%m pUZI[f IS lfﬁeitgﬁq CR PR tgﬁgliequ)mamtamer
whitelist(s) P¥cei v@ﬂtldmﬂbrmaltaee amt@rf hditeonBQRraneteantot seteé ot the PBAY, for
and/ or network .o ggmand recei ver 306, as described. In addition, the
i st maintainer 8 can flush the list based on events or conmands
recei ved at t Heo0 fiherlfsaceiBOfr ¥¥emt ooetrwipdy, @04nanagedimal meifonogidbal
command recei yek.:306,4/dh e n e to
Fequests 11 om ey taddnBaddidl, SHBALCIIRE EATRSRATIANE L5
such as acces@ﬂpdﬂqﬁithswwoum eneragyt zontItOBerIl@Em dqscl@aemm\fb.efhecl&t tnaiinfainer
access poi nt sykelpY, s e L5 4 % [ in
t he bl ackli st (_s?a;an(%?%gr% whi te Sﬁ’l f S%th?d%{]ﬁﬁ@t@&g CQI?%%{eg? eg%%ﬁ%
where the |i st rhﬂtvarlcwelacm}awmhag@@ okerorlé: Adréin@atlbaﬁ alfeingtily, the list
conflicts cany@Gaise §@&1t@49?d "i@ﬁﬁé'a’ﬁ% &)

with the gl obgll bl aﬂ: |S'El)11 i % |ug cz;ls}er e sb? rrglvﬁlt %’g&eggg{acan
det er mi ne whi BicHpssR GP%?R’@'?,&IW é@@é@nthe aCqen §Oléhﬁl%éth@a@§e@8 (minﬁ"efe\&ork
orcommuni cat in@PRALRIHS @O EREHE! &k ARaidhl ho&RY L, KarkdRHRL GnlibiT®
for the access point, etc. In addition, the |list maintainer can
per f or m aut on#if e‘&‘ebctm\/ﬁ@ql%! ﬂf“’or““e%&??fﬂ“l@r IRBeraa manasp tthe jlist bai?ée@s

communication parameters, such as a PN offset, bandclass, radio channel, and/or the



(K+ (T*,,,-Tian)).2 24 where NE is the nunber of nunber of
encounters of the blacklisted access point, Kis a positive constant,
Tuo", is tWwexu/nent tine, Tics, is the last tine of e YiRd26d0/089454 he
comuni cat i ons apparatus 300, an a is selectable tuning variable to
achi eve desirable results. [0093] Also, the list naintainer 308 can
utilize PUZL formatting and/or a PUZL i{z}athe conmmuni cati ons appar at us
300 to provide the list functionality. For exanple, the |ist

mai nt ai ner 308 can assune all access points are blacklisted unless in
the PUZL (in Wi ©htedde 8n¢ peporsrascarhpeiahi &t &P regamd; thy litrnaintainer 308 can

functional i tyauMd@iﬁens%amp&e@euohmtﬂeuﬁiusm?lﬂmlﬁéﬁaﬁﬁmég& can manage the
PUZL accordi n&eto | i st .commands received (e.g., a command to add to a

bl ackl i st canPeYf B agiHing. e g aradtaingg 3% mprasess pUIemoyelisgHesth oy ith FshRct he

bl ackl i st cantahy KIR&RARariiQr aﬂﬂﬂélﬂ@s)ﬁ&eﬁ/&ﬁfr?xﬂ%am&ﬁ% 3dNeRAdeteb @304t hE
i st maintainer, 308, for exanp can store the I|i stsmarrermr

related to t h%“dé’br?ﬁ‘ﬁ”ﬁfkc%i)(n?‘%aﬁ'g T%\Cﬁbﬁ‘r Moy & %g‘beguéﬁa%nc@n thg Iﬁb%“?ﬁﬂﬂe’é

user identity3omody |ﬂ&sh(tﬁ% Tdt Ms,ed Sﬂl@ﬁ:ﬁfs|ob@{fmrhﬂﬂmebélycdr@%hﬁe&a%é M3, event
uni versal int ratgﬁ% cuit %% or simlar card. Thus, in this

exanpl e, the “'é‘for ’i‘?‘ﬁb‘?ﬁo @ TEgeRieR 400 olheist maipaingniPs can also

transferred anmmpgdw ﬂ’e@.le@tsﬁodl&)ﬂleﬁi esmpdneRO4 thé Eon@un@s B |laSpardtites0b] sth
mai nt ai ner 308 can Ievera‘gf % i st ent r% }]%Eer 310 to renove |i.st
UpRF 4% ¥

entries. In tfi &FEgMY, © p8r ST BHEIR| B9EeSE dRinfse being
renoved from ib@uisl &ekélécsibn/aneléction Wb iptetdnk Hit thSbIgdkliétRPdndldd Shitelist(s). It is

communi cati ons appar at v | uates. the access nt o
of access poi t?ltbsepgglfermélgg lﬁg‘ﬂ % (e F\t m@ﬂtﬂ“yr Glgh‘@‘“i‘1 %ﬁllm {OP%EIP‘&‘SlO
can det er m necdnflivesscah @tcur ¢npya ﬂtgal&@l@&ﬁﬁ i ke hlcsﬁqmemtcﬁﬂse&nhlsﬁcrgobal

substantial ly nism_ For the .list entry tiner
310 can conpr ?Igcg(%g% f&ﬂ??aﬁ gpahstt F%?all}%é{fg:cagg‘gﬁm’é Bt PRI “’E?f préedent
associ at ed tiwdhisfabh be ba&bd ahnetwork sr ¢cmnmmaﬂtxdlrapmrﬁth:e3d()| spicifichfionaatehey
te)r(]gt”pl:gn E)gel {1{! 3k t?r%tsfépéthg gggs om(t) In gg %@ef @st El]%wgsi%gghé:%ag perform
utilized aft eaut@mdr attiividins; oﬁ)r amnnpin twlmke biwigrlisthetss thiat td akied valthe
added to the DSl el il ads BULRRGSuly B85 1B5E55E: Budte on
a nunber of fwahitedisl, poBEs g« dhet inkrfacs, 3035f01d@seswlutbmdquessumh uhfeplying Wisetoks
attenpts b progok LorfRBui, BRI, O e e ated that the | st
entry tiner 7@@921: aisoethe éwtalti%m%lh@ 3@&@:@0 cofofcetrilesefor presessigy dddidomt tedariobs
(or encounter i nitdhe yei glg% XANRL

‘s to be appl’eefCI élt A det ET% StF eﬁ%’x?@lfnglrn siz@s'sst}x%ﬁﬁt thé P%t %‘lqgﬁame(g%fi
conbi nati on ofantipsrigstige nttfi) Iﬁl@r lapt agd gxruhge some list entries to make room for new

entries where necessary (e.g., in view of the maximum size). In one example, the list

it

maintainer 308 can use first-in-first-out (FIFO) to remove latest entries in favor of new
entries. Thus, where an access point entry is the oldest or otherwise last entry in the [ist,
it can be deleted upon the list maintainer 308 inserting a new access point. In another
example, the list maintainer 308 can maintain a histogram of encountered black list
access points and can remove list entries that are oldest and have a lowest number of
encounters, in favor of new entries. In one example, the following formula can be

utilized to compute a metric for given list entries to select for removal.

NE
(K + ("rJ wow Iasr ))”




25 [0095] According to an exanple, the |list maintainer 308 can nanage
and provide virtual lists. For exanple, the Iist maintainer 308 can
consi der swbsbt@nkessly all fentocell access points analptzeghbpobiss
access point evaluator 312 as blacklist entries unless they are in an
associ ated whitelist or PUZL. Thus, the list maintainer 308, in this
exanpl e, can provide a bl ackli st (e g o the interface 302) based
on generating a list of neighboring fen%oce access points and

renovi ng those access _points already in the aSSOCIated whitelist or
PUZL. In anot WBfe & dhihp dumpqsof nynafer ﬁ%ﬁnﬁwf%qf theggacklisted; aspass BRiRty K A

substanti al | yp@lve fcgitREer | Sis dhSGRMEF &de, Pyt ARGESR: ppén@gun?e\f%qﬁé or
312 to an actual blacklist. In this regard" the access point
eval uat or Slzcmlanum&cprtswpmithw(m fif ererlacable timigveeinbié enichized Hesagdess
points and magracel | access points and can, in one exanple, inplenent
t he foregoing 1'sts and respective managenent functionality for only
fcntocel | accHd®] pUimtle lisombiptamaciiBced hiilge PE€S fpmianing andlorcofiInatthon,
and/or the Ii pai nt ey at,o
!)(Cﬁl'lml.[ ch?(@r]s alp#;hr&t{;'s' %é)gt% %P&J?]cﬁ thé q R Ilsdﬁtij{ q‘lor e:famafflet, a4

312 can, for exa I°c ' ntorma
di scovered acmelg@llpbﬁﬁ’ﬁ eant @Slfnlel leaccmatpoamcas dlagkisteisuntebatn the @UAAL (in n

preferred geo Whi: by XS .
interface SOZWh{afr;l%%)éﬁcem g@nﬁhgtghsq 2 2%%: 2@%3@%cﬁ§naﬂ§é®ua€ Exa%‘%f%’ E:hgnhSt
del i ver i dent inkintapngr @Y eanenlanage tiseP ilc esvordpi tatlist ¢anmands hasieed 6oess
poi nt identif|Lers:nadQ m@@l r

and/ or the Ili&lII and Begcgﬂ :gﬁ% it &5%3ni&ﬁ ter a‘%m‘ﬁgﬂ’%@%@%ﬁ 1§movmg
request for afl'@*i}rth‘éhlﬁcﬁhﬁtsqﬁn Gf’”%é@@ﬁb@ﬂﬂi ng tatie &3 Lpeicnt dn ad@\@ﬂad‘@é%
poi nt eval uat Qindder AR fril Eﬁhpﬁccc%§sst&9'tﬂ& shslish% dﬁleﬁlg g%&t the
desired geo-location paraneters out of l1st. The i nterface % 2
can al | ow sel eRFPBYFaHPNs FAPAEEEHE, syeh ?ﬁoﬁ%@WPYﬁbbtus¢fdﬁeW| m¢riufed R-UIM),
establish w r@Jb@&faeic]@émgnmem s, dnﬂre%@leinﬁgl%{mlcﬁcunt di!ﬁct% 1&%%a1%02
can additionally add the access point l1st or itelist
explicit indi w{s. Bt rfeipBeIc: thip fistaniormatisa setboplats e dhq ered @wetra@@ergcé
poi nt for comiufigGatdiuelrtabl i shnment. It is to be appreciated that
t he access point “eval uat or can est abl i sh_connection to one or nore

access poi nt s[9B4E B 2B Fxaxmpk. o5 g mepemsr 405 ransieyesage digdispentry timer 310 to

whitelist(s), refdvOn® cﬁtX@EmIIthm 26K 7d oMo e @ fiikde NGhirde@ o 8 refhoved from
illustrated Iﬁ % V\%re ess conmmuni cations system 400 that facilitates
s Dachist endfls;

wirel ess devi sEandgyiviytelist sye 1%&5&?@%‘1"1‘3%“% PRIGEY S0P Eecvalyotet an

be a mobile dmvnae@ss(pmloucgwag ol @Ece@Ndoyntd aﬂ&waﬁeg&d ishe REAVET R BR\hEES,
but al so npdens, base station, d/ o ortion

Pher oot o el R e g bimef 1o P Mgt rbo ! RiengTE Havaliv04

can be subst aaty dhing atchasiane FetainkleC GRPRM Rty tihdd 31093 NHomRHAS an
wi th and provides. wrel e?s access Eo t he vvlﬁdel ess.  deyj ce 402 vi

subst anti al | y“RASU O NPEEEIB IR0 Aseaay! tmggfeyhish i Frpgddion
connecti on, Vvihalila$eanoder ec‘ampile Ghe it cofyBficr AUCEE SofftisB b tel@Edic) timer that

Mor eover , syste 400 t and/ of c nform to
or nore wirel &N qﬁd g%rteé?ﬂ“gpé‘i%% ‘gfg{”?’%rr?gn %ee“tglze p“%‘t@lg
3GPP2, 3GPP LikHial Mﬂléﬂi\‘)(],ereahtﬁtn)]elamﬁie @aj‘asadmﬁph figlex pthikidtth @ Aahbes oPPasend S

tofaC|I|tate conmmuni ca ss _device 402 an et wor k
devi ce 404 as“SierPY%s & a?%‘“@? %ﬁlﬁ Y\Bﬁ \t/\/:l)\frnk g%@é?@%tg%tgnwcﬁ%g%g?e%\ﬁ ce
402. [0098] Thenber oﬁhﬁslacmﬁ/attempﬂﬂaz desribelomph itsea @acheft‘\ﬁﬁfekpammmmeh
anal yzer 406 el ye a \L net wor.k r oV, n
conmands, %gglté]}tl Qd ch ] nu?behéjlf% geldn%% tf)g ﬁ)df'c ﬁ 1: ntI ISn?c'l %cal
and/ or gI obal aﬂmkmmbﬂltlsﬁ (hs):stanldx/ omenthd tal calafesthe baek affeichet @r ﬂzﬁls&:ﬂtwﬂped
access points o tyral i.S

access poi nt 0(‘ g?ogm terdR g{f@@ﬂ/ ? E gﬁ%z?érclé§}%1?9 Ofnead!h?on it IS Eost)e agjglgcmtecp
poi nts and as@l@fdhralmdmo’dmmﬁl(han holircparabmitonsf th&'hls)vnemmrakwclml ce



100991 According to an exanple, the list maintainer 408 can manage

| ocal and/or global whitelist(s) and/or blacklist(s). Managenent can
occur, as wWeosdhewls via a provided interface, |ocal evgRlysiooo038454
processi ng, network command processing, and/or the |like. The |1 st

mai nt ai ner 408 can acquire a list or create a list with no initial
entries. In addition, as described, the,list maintainer 408 can pl ace
access points, which the access point evaluator 410 initially

di scovers, in a blacklist allow ng subsequent renoval and/or

speci fication WP??J A SRPG e it examplgghe lips mpiRwingf 308|can Marpsy priprapide virtual

travel s over gsiM 16l B&SpRCHNOLHK dHBERDD8ALE Ronsidie sﬁﬁﬁﬁ@ﬁl PA Rntocell
eval uator 410 can dj scover access points and provide rel ag

i nformation t&ERSOPIsapalyagr Ky al}eﬁéqessmt F‘éa}l“altqréllz P Rieck s jepfgjos ta%ess they

descri bed abowe.in h;ﬂdb@d%ﬁl&é@lﬁi}hl@}i@EFPPEZLt lPRus! ihS thstrfﬁdlﬁlﬁlﬁémg 1f}(t)f§s E}@ﬁple
recei ve one or nore #ﬂd/ or I st manag enment commands fromthe

net wor k devi c%an46r&“d? Gl@ It gextﬁn‘B? é“terlf’i‘f% J0Ps basgé ver eanerpting) 2 lishAf

gener at e accepdgldofisy fehit@ts at@isaionfs L AmSBhY kifeee AN IRk ARSRCIahed
with the network.device 404P]C]g]9ad| n of different access points

related to t h&SORgeE) WLEliyLy 4o Q‘GE%WAW@eﬂ’E)ﬂléf\}?ﬂ‘@ﬂ“%{sg@%&?na‘%’duy

with the w rehdissbs@uilbel4dRocdls Hyoeed b}em@a&hdslpbtm Shlubiaes With 8l KR8
devi ce_ 402, a

devi ce 402, syhscription related to.th

iser ot the wPRIMES o Bl a3 S R 12 RTGarty Girinie
list can i denbat\ﬁfgentfékﬁtoaﬂmms paiintetafd nisdro@ll @BRsOfoifiR ddh fih @hetlample,
identifiers, such a plici.t access (IE)OI nt identjf,er, %Ejvertl sed
by the access Poirnt: ! 6‘?“&(?81 B 4P i TEIPCHYF JpuRernh fustonghity 5 i ey
poi nts havi ngfcﬁmmm)ﬁncmq)alml(ﬁﬂ)Smmiocf:Eadctﬂ’s@Smtsﬁa @ﬂmﬂbrqa:td/@rﬂhc like.
par amet er (e fset ndcl a, ss etc.

and/ o
the Iike. 9%9% o etg1 rec}l‘am?lﬁe %fesﬁgﬁgﬁl 5‘3’ %}‘at%lg 5&? dpregtal p?n(ﬂ‘o(}eCt
manage | i st s fograpiiowifemnomelda toidisebesd dext pasts td Hi@ted dus h&ceGappilde

provi sioned tg t devi ce. 402, .for exanpl e, using the

net wor k corrmat'%glt Jlggé\% k p%)enemdﬁ%ioc?nons wm&x"ﬁﬂ%fe é‘?gﬁ‘t&ﬁ:g bﬁirao‘{f?rs‘f“b R
initial |ocal 3Q§lnd)/me egdtm;ﬂal The &cdsh p@h(esz)ammﬂoi 3Bl das tdflbjer clamifles related to
per formed upo o m t he, W eless devi.c
402 or subst a{ri}t %gl : ;j lm%a rl)aEe C@‘QL pgllew {&netlﬁee{/se%rf’ e lfjﬁl\ég ffer WBPRES nd
anal yzer 406 mmaﬂ%@nd/@ thm&@a@o@ﬁmhbn@wﬂ@tuﬂer&ct gonl re@tvirg)a fﬁedpfestlf@tCaB.I
managenent , i 2] . Thu her _obt.ain

net wor k devi cel%giﬁ%roqa%ggmﬁ F@é g?cg%\ﬂeoggpaih%‘gg%sl ey vaelu%?rn 2tchan r¥?ticrst
mai nt ai ner 408cgsamogtscha doj it matghdiesird age ldciton reperats onsf ﬂmdh_t t b
the wreless geyhge;30an %ﬁ@w %QE&{OH of aft YELLE onl 'f?otm Wg{ or @/}{ﬁl ltlagsltzﬂ)gsh
access points for initial selection or rese

provi si oned aWugles cemaariedtions hla ane ywmike, d]@\/lmﬂéawcﬁm ccaln&(b;lltmalb'r @dltm on
l'ist updates {@edpoinddi ﬁlécﬁf‘ﬁ or {vﬁﬁ@&adgsex ELURRER; ngﬁ&?or)nﬁ}ggc %Ms

exanpl e, the paraneter change eval uat 317 Tan det ect £ on
to one or nor¥lpiistheters PP’@T@EW@@“&W@@@@E@%@ At is tmbeapereointedrine
lists mnagedth@ﬁcc%ﬂ%oln‘t ﬁal&ﬁﬁ%ﬁ@ésﬁ%hﬂ%nn%ﬂ% BIHEFBME SecelonfiX R €

can relate to PN of fset, bandcl ass roug1 associ ation, authorization

credential s, %tRIalzias the bleeklsds) pudierry BabMEY i onpaxnplcdt h, ser vi ce
provi der COWD@I}MPINM YferrMRdd Py, 4, hﬁlslritg{ﬁs a%@ieﬁ%%ﬁ%cﬁ%ﬂ@?ﬁgm 400 that
e

provi si oner 416 can generate a net wor kK conmmand W reless
devi ce 402 balleiljtals MiIglessgisyigpaaces oinths mypteRBe. Voratesn devins 0y guybesn 6

can receive tﬁ%}ﬁ@@ﬂ&@(ﬂ@ﬁﬁl@@bﬁﬁﬂf? A& pbiiRnBAS AR QbvitkR Huf il%é&ﬂlg for
Based on the nodifjcation, the network command anal yzer 406 can

forward the nBaAPPRE &t RmSHoRoFIHEY iPTIoR dherged qrisubstapid!iyt aay r‘l‘é’releﬂfoﬁe"fc@{

| ocal updati mpheOfetivbi® ddvice. 404NCcANBYE REUstaBRAFPLE, cdrb QiR fcbBpdreRANHEAN
cause the list maintainer 408 to. renmpve or add the access point to a

managed whi t eTOPURUNEAYY Sthnngc Riovides Wiglesseosrss| 8, thwipedesy igvice 402 via

substantially any communications medium (e.g., wired or wircless connection, via basc




bl acklist, for exanple, where reattenpted access fails regardl ess of
the nodified paraneters. It is to be appreciated that the network
command previsesnes 416 can al so determ ne appropri ate pdSis2e@bizfBs
based on the nodification and can transmt a list action comuand to
the wirel ess device 402. 10102] In one exanple, the network comand
provi si oner 416 can al so generate and t?@nsm't commands to the

W reless device 402 related to setting Ximum list sizes and/or |ist

renoval instructions, as described above. Additionally, the network
conmand provi SRR U 26 PRiBin &kt MURIHEh e 40P sainbe aIMIBEO gisiare e

402, and the mﬁzmalkc&ﬁmt@dma@ahwe%ré}&@ nBERRK §5LIv sgectlﬁt%u&ﬁrmgnﬁ%
using SMs funcgtional it base station, over a backhaul 17 nk

and/or the |iK&;3$H é@é? t |39|1?P LEFOWFW&%’C L3 cBRcquupise pddgongd gprpponents

commands. Thug, fatiflita@N@nEBXNATRE®, bdb®n RAFRIEHRceCftande nevalUSLRE 46445
can determne a nodification to one or nore paraneters related to an

access poi nt. “ihe HeUdes Rerwekags t?)?"ﬁ\?‘i‘@i%“rf@?”"%i‘@ can accordingly

generate an snﬁgs]remaag@leme S0NGn BB R IR AR coflthat B2 BES 8EGhRQLAT
to a whiteli st &Qgﬁ%\lPUZL a ﬂltlon command) or renmpve from a

bl acklist, in§HE age nefpuk (DI IIONIE SRS r 5 PPSSTIbRde lish eingaipsr
subs equent |y tosan@redn th@tapVBeiloantibe g\l!ubﬁleblecs&std#\éh&?er %Qﬁ’ehstE)Qelﬂt@&\wr k
command anal yzer 406 can I‘eCﬁl ve the SM5 nessa 3\{1

mai nt ai ner 408 CXHCHEFES PRIPRES o BIOF ARFFE YR r(i”ﬁ ﬁ@ f}?&%é@féss point
[0103] For exariplaer #iterteatt e dbm@NbnkSoa nidiet gdcesst paiatdi dddomssotied
list maintainer 408 can add . the_acces oi n a whitelist or Y4
"V ew of t nETHATSHRLITRRAT  BRCEORT: GV PR B el e iiae e

t he access potantcregpoa gmbslubmquamﬂ/odwﬁmwewaceéss tphlatsaelaﬁsso pﬁm&twcbly

t he access poher{,t}cee gl atqr né ), lnI n_one exa(rj‘g) o?t # % F
408 can deterning netwer K provirsitoied P én r]‘eegetgﬂ% eé”é‘a Fy
housed | i sts andesalrviaddd (canciabed sreapype ot bﬁvxﬁ@pﬁsﬂerpﬁﬂ thé wﬁrelem ®@vice

bl acklist, if C PUZ

described. | n4d&r oﬁsﬁgarmeémw Egvaﬁﬁleo ! %g fha e ?81 %lf%?'tbci? g F%‘H‘@Pm%il%“
can indicate Dlhepeaaﬂnlaial“ampubast ef hm atdes Iﬁhﬁ (nefs@aye) anth awhdtedrk casmahde
net wor k comma y 6..ca f.e n S donth SVB
nmessage (e.g. B BV@@ z%rtga?re & gengr% %EH F%g Es“f %f Cta% ?13 ehateaet
updat e, add th’@lna@mwhe looil ﬁndf@rglcrb@ll \dtl@hbt(g}@d@r bld@mt{ml er to a
whitelist, t S a
ERGERSEI gﬁegﬁ ARG G SRRl R Ofs &g@%&%@rc Ruah B8 Il LEQIT
action, as dewbrgliéd ami/@lbjﬂqdlﬁtfs)yé@anmtﬁeqanemalmasedesmed rvét swprokided
corrmand provi I

dovi 6. 40z, ForTRR LGHREE i ORNRE Abitol SREaRY BRLSAL b MY &, P
create and tr G@ipiner 408 @papquire s 151 ersieate 4 list indth 10 anitia] epirive nfntadﬁreon, @s
the 29 futurgescdhe ﬂﬁ@tlywrn}%nﬁ:é?ﬁ@ Bag c@x‘f‘?ia}f@ %Ece 406, Ny kB¢ ‘a{evﬁ:c%spgbomt
nessage, determ ne t he command, and ordin y I nstruct the

mRi Nt ai ner 408vaugtor 44 Anitiflly qiscevass.dp at MeckEyedliovingchubsenuent Tmevilj agl/or
mai nt ai ner 40§c6/@RateR TP h vk lidd g, b Hﬁhvlfe'fb'%; Elé’lﬁ:t;e' APBSravdlD oG wireloss
exanple. It is to be appreciated that the network command provisioner
416 can i npl eRENPTkAEREEEeEea; e @presy ROTH KEaluaiorrHA 8N diseovercacessy geintypnd

substanti al | yp@lide kddt@NBRAmM L ab @%SlisH R¥infGRr 46100 1IRYpr6@REL Ld d’e@cnbed
transm ssion, requiri n%Facknowl edgenent resBonses and/or the Tik

101051 Tur ni nBPoNBWT BOBPErample othe i meiniisr 4 %ﬁ@rrﬁ%@gmsenmalﬁdmwéfoare

shown that canstb@nabembhtz6simbeis BloAMVihd a6k 88gce@i Nt |1 st managenent at
a nobile device, as described, herein. Interface 500, for exanple,

shows a Iist BH0% Eor p¥arypes dhedist awerains 4t cansepaeratg qeoesaiis listsirplated to a

identifier iss&iemoviett asichrl Wideit inbhRHS ISR 408, a8k ASdiBkht acddeh
as a group assqci a ni cati ons par aneters or

identifi
metrics, and/BPO¥ a“fqn R dhe el f‘a%gee*f%@% 2 sgtpyie Rropiderasisiare ik A wikpless

device 402, a type or capability of the wireless device 402, a subscription related to the



30 [0107] Referring to Figs. 6-9, nethodologies relating to locally
managi ng bl acklist and/or whitelists for wireless devices are

i1 T ustrat e@o 2kvheses f or purposes of sinplicity of expl apabi@ioesi8s
met hodol ogi es are shown and described as a series of acts, it Is to
be understood and appreciated that the methodol ogies are not limted
by the order of acts, as sone acts may,zjén accordance wth one or
nore aspects, occur in different orders“and/or concurrently with

other acts fromthat shown and described herein. For exanple, those
skilled in theirges dayieg 402neiates phihel wiplassiopeedd2aems/ar ket likg. Freaddsignl gy

coul d al ter naji\eh YeREry EPERSE Pkt @ﬁwaoné QF i aaﬁvfelleﬂtt ﬁ&&&k@t &dn 8L gt es
or event S, such as in a state ia ram reover USt r at ed

acts may be r &l agess gombisdewifieh pdvartisuk oho rsey PPW &ﬁ%@d@ﬁ@@erﬁlﬂthﬂ

one or nore agPLeltSof dk@el%bmﬁq{dmnngohﬁoﬁl;Qm@ferba& ﬁ%&afép'ﬁcmm&%&gy
600 that facilitates utilizin ist in evaluatin

initial sel ecPyHRIAEE G?Npgg%%@@@iaﬁﬁrqdp sl é’ﬁéﬂnd/%t*heég‘E Irathl‘*a%gé'éfss

poi nt adverti giegt @AcrhtdeN dah RFcate SndBELLLE tls fo@‘%rdi%%ﬁfﬂﬂqg%lrefeﬂ%ewces
identifier can be related to a base jdentifier of the access point, a

group associ at Mot GRRE Provisionedyh dhegyirelss devics dtiiprcotemplp ysiae Aipatetsrask
and/or the i K@mmin@rﬂr&ﬁﬁon& h% | e Bhd E)laﬁiblecﬂfé P&vidbiidd €flitlaPlocal and/or
differentiate n&aﬁrq? E nh rr‘[ocleJ ?ccess poi nts, .in one exanpl e.
At 604, the i 88R % lﬂsf(é)é TSt g PR getymad PPy cpminicatien eytelighment
rel ated to unsumtiablielRCEERs 4PDbMBstanfiflB dni SétwERibr BE/ide@Cak.| YheQletwork
gl obal Iy mai nt ai neﬂg F/ Orﬁﬁ‘?em fied, as, desc n%ed Fur t her noy e,

t he
functi onal i t y“€gH’ YRel 4P% o7 ptaite fitde 4o WS dhg diptlsyf tor local
sui t abl e accesanggomet,as de%niﬁc@@xcmint can be deterni ned whet her to

establish co Lcation cess t base
conpari son. E@?&lx %I‘@he\#f f’?@]eg Eoé%é" ‘HP qe¥‘°? IP?@Y Pgated, as

unsui t abl e acdeesbep beminsthe GaMuMINMAicaI40® tansdipellids mﬂtmethegeel&t a@kdtﬁﬁseéich At
be scanned based a

608, one or re.dis e .25pess paints ca

least in part 8nf %F%Sadtﬁ“ﬁegg@hc@n gélgsascu%‘? E‘Pt ViR enugting pocsss pofhs for
unsui t abl e acmami; sqimetmt gr. redeleson. t Oecellsackd protidoned GadsScrpdd) thel etwork
ignored, as d [ Referring to Fig.. 7, an e e
met hodol ogy 73%?%54}62%%\%1 %Hat isf ) 1 eLe'éa’I ?dgwo?ﬁg'%’ime‘{&lé’%besaﬂﬂ) 8t
whi telist maniplll Echrle@mplhnmlfgﬂ‘anaetqnmhnngdedldam érf @nelctedtmodtizatian th iosd
of in-range agc n ovided to an interfa The | a
be obt ai nad, - Poroig pRABER niERION SELs pRoAP ohPhERLBTRS ghtfect by ireoRE
recording a ba@@rawdétﬁ [ Theala}an@tmﬁorasm«t,a;an ohitd @ offse bandclass, group

communi oat| 0N RALRNE! RlifuriANN Stadhif, | i 3P BANRL LRGN | BRI AGRSSS

point. In addition, e IRterface can I'ke.
At 704, a li SSSWWQGMHQmmdeHCté@Hh@é{er é”dnemmdlquommanmwowmbm fikce.

The command ¢ J;eﬁ!;l% € fq&vﬁlfko(gon‘ﬁ%%gmlpﬁate %j q‘lenwglrfgéss rd%ﬁgv L@W bAEE OR Sthe

points fromthe Tist, ing t retrrevin 1 access poln
par anmeters, amarmtew h'éhel tieveork pommQ, analives #itsgen c@nwb the npditef anédlmtmme

reflect the |{h§ baTRRRGRIRR G0 BRA N ¢ WL ﬂ%tfaﬁﬁﬂly@&ﬁmmm%

for the |ist %an interface or for selecting/reselecting access
poi nts in thedlli paal Begard dhavotification Up@emasian [t she Hgrmajetainert #G8efoedoahd

provi ded. updating of the list. In another example, the modification can cause the list maintainer
408 to remove or add the access point to a managed whitelist and/or blacklist. For
example, where the modification is a change in authorization credentials, and the access
point is in a blacklist, the list maintainer 408 can remove the access point from the
blacklist causing the access point evaluator 410 to detect the access point when in range
such that the wireless device 402 can reattempt connection with the modified

parametcrs. Tt is to be appreciated, however, that the access point can be re-added to the



[0110] Turning to Fig. 8, illustrated is an exanpl e net hodol ogy 800
that facilitates network provisioning of |ist updates to one or nore
nmobi | e deviy@ReoAhse802, a |ist of access points can be »ahofidsysd Ne
list can correspond to a blacklist or whitelist according to network
specification, specific to a wireless network provider, specific to a
subscri ber or device, and/or the like. IQ one exanple, the list can
be retrieved froma database that store€®the list for a gi ven nobi l e
device. At 804, the |list can be transmtted to one or nore nobile
devi ces for | Bkaflisirdrragemstn wheer eefemprifusccess hidilmotzaidissd of ite modificd
retain a copypfimihie hii

its copy refl gct S ér.llgt V\os'rSt}() bggg%rféﬁf&? t}{% tg%@ég&ﬁ'ﬁ%@%ﬁ X&e'ts%lgec%%
nodi fi cati on FecravnespRppiatnit prionhiseden be madifination sad groirmsmits lishectibi st
can be det ect ggnmad, ik w3OBss Rvikd & update command can be transmtted
to the one or nore nobile devices. Thus, for exanple, if the access
poi nt was in X193l JBiene sxamplry thernetsll cammensentarisionst i eamedtisor generate jand

updat e i ndi catrhfgit REnERANGANE dcB ctew@@am 141&91 {ooseﬁltl@ n{mmnﬁ llﬁ%‘ﬂege
indicating to renove the access point fromthe bla

regard, the mBBielevpee! davuaioenyt deemirdctliosh tédilﬁéldléx; cﬂé@ sieporiat
in view of theorimsidfpreekidies Aedag firanshid RRAMNEY o SNARPLIES dE\h@e Hﬁdh | g4

parameter can be transmitted to the nobile device to allow the device
to determnine WHEPHSPTIEG FROEEAI0 e swsize ths comagndst usingeSMS divfctienglity,

paramet er. [Okd2Dafd gatiod) dvbd disdckiabESnkaihd®x amike, Meidaaral 199Ms151ﬂ%tan be
facilitates %Eﬁglmn rrultlgle access point lists. At 902,
operator cont gorgpangy. - Hws, ‘bBP%?Xs“mélén‘hb@arﬁ%‘?t‘?’\tcﬁ?%éﬁ"aiqﬂsof 414

described, thim dfmineh abafitdion td instor BorcdRABRErNOMAY B Jn%ccwcﬁ.h The
updates are recel xed fr?@ a wreless network and accordi n%
processed. | n"AHgF FEHMAERROV QR A0 5o otrdingly i SSPeTHF h MaSESasy s
descri bed, ancimprising ganamahd kd sdd mna tatteld R0 lé 8 tWhBIsE @d.4. 54 PUZL addmon
identifiers. At 903) a user nfx:ont r 1 kﬁd l.i st of a ceg_g}gpm nts can

mai nt ai ned as WETTY PhirgIYE AR |3, PlACKTIE, 4 jopg exasp sneﬁ’tfﬁr]ﬁtcgmﬂ%q
can be updat eprouisioney 446 pmosubdﬂdeﬂﬂplttﬁﬁsﬁlﬁcﬁfe (SB19t0, th&kdlireleARlcvicarg?. orhd he
i ke), as des hi s |stc bl ackl i

wht coi i ot ot EvE b Rt a0k Bibreriin o SDisistieR g db agintiner

net wor k acceséOSgampér&)rxdelteenmmwcdaﬂsemems@@ae user and/ or operator

controlled Ii hus | east. one the.lists.is a blac
|ist, access E’%‘lﬁ%tﬁs& ?Xria “’Pm“’@? % SR cPEpagg B W&H?IISB%‘%BI(S’H’SEF“HW ayfpier 4&’}2
requesti ng w raladéthe neewpolnt @acdsslist St Imlzlarnl Wew i raadctdr andificaie tof
thellst5|s t C nt can becn dere

access. i s&{e\ggh&%lég rag%egsgtt% tﬁe ?%gsg PPy O(I:loanﬁ‘"Pﬁeg'feg g’?aﬁ?wer%l gfhet?é‘f%en
t he user and mpretrlmtber a@@ﬁatppmt bedhator éﬂ@s I:acmd aveoianhs is nednaibe 4detimed
to handl e suc

wirel ess net th;lert I(ﬁcande %3‘3%? %ﬂgﬁ??%%mfm Su@e‘té%dreﬁnocﬁgﬁ%ﬁ%sggil S 587 S
101131 It wil @ddb@ndbpcmeéhe@dcqsmnt tiom sddeblidaiwesem, wlﬂenormwmrg armrze
aspects descr i/ e STl

bl ackl i sts an%l/ gfbog\kﬁ{d?dequ g%é'glf I%gcg}?g&t&?gxﬁlﬁg% §{ce céo%ang pP é&’foencez ed
events, net wot e tiﬂiﬂdkﬂlwfbﬁﬁ ﬁgtualrﬂm¢f@nn ttlheSM&S Keessags i saitheseeihn netsoek
termto "infefmfind a'nglgrﬁa'ff QD6 Lan 4EESTiRe grﬁ'g&foﬂl l:!ayedtcgl {hgeSI\% %e%fz@c ge
reasoni ng about or infening states o stem envi ronnen (i or
user from a s@pdiffpasystersefttholyenl digt te a}@tctlﬁl@updﬁta, 2 distasceanplfigror datal

I nference Cangr@@p ﬁéﬂﬁlﬁ%’t@q vsthgeﬁsg ?é]ﬁdvteﬁleaacgegé"[%u{t opreﬁ%t £th fu%mﬁe(l\‘tﬂlogll@

or can generafe a probabil di stribution over
The i nf er enceblpckhstiyé )prTéiEéiﬁlnPai"ﬁ‘FFeé“Q%@P PF@OHHt’fh@de&f)mwm atipons dﬁSClebed

probabi ity djpsdsf iy &Btl}&véfanl?teahﬁsne%ork RbARGRE JB%%SLI— Qi@é E?:an generate
consideration,of data and events. Inference can also refer

t echni ques enfi¥ly&¢nRote BenpEdes glomiog e | Evie PX@\P%tthe fnp@mka cgletnar(df

provisioncr 416 can create and transmit an event to flush all lists at a given time in the




33 [0115] Mbobile device 1000 can additionally conprise nmenory 1008
that is operatively coupled to processor 1006 and that can store data
to be trangw dhobedosssecei ved data, information rel ated t@-pyahlalRtey
channel s, data associated with anal yzed signal and/or interference
strength, information related to an assi gned channel, power, rate, or
the Ii ke, and any other suitable infor ion for estimating a channel
and comruni cating via the channel. Meno 1008 can additionally store
protocol s and/or algorithns associated with estimating and/ or
utilizing a cH&HReThe detyork soaprapd pavwer hifsed, reeciisahs mpsspess defermanecthy |

[0116] It Wil kodd@ar@pRf®edcaida@iyt Adtuct AR @Latnaanﬁélﬁyreaoé% Grush PRMBR%Y 211408)
descri bed herein ccﬂn be _either volatile menory or nonvolatile nmenory,

or can i ncl ud&@EEEhIPE 405 i n&ﬁﬁa‘%ﬁg%%&‘iop@lyﬁﬁﬂbﬂ‘? Tughyingigigtize, in one

illustration , cARBINOTL Isi 101 BeddppRRiated ARM Oth@tnbtlw%rkrr&mﬁéﬁdc{ﬂrﬂvlkl% ude cr,ne ad
only menory g?%qn?ro rammabl e ROM el ectrical rogr anmabl e

ROM (EPROM EAPEs By psypfhe lcksem%ﬁwed béirsulﬁaa%%ly geRged
Vol ati | e menokjtele@n devicds Udacl aﬂdoépea@@e&ﬁnﬁmwny My Mldaedashs as
ext ernal cache nmeno %EY\@% illustration and not linmitation, RAM
is avail abl e fehp%%yy“fj@’r ch as synchronous RAM ( SRAM , dynam c

gADMRA '(V’ DRAM) , ] smgsprmangnmml m&%lehlgaugdegﬁﬁﬂm dnatse2 Wdt(?@%ant
, enhance C In an lrec
Rambus RAM (DEFR}& ﬁa*%wgﬁa?%@%%é%ff mﬁlﬁée%%f‘e%fmgm g ndpscribed
met hods is i nhc&adednttanﬁacedn@rfblsaganmlet Floug abet nglbd:ldlﬁktb@@ccéﬁ potntesR; and

any ot her suitable Pr ocessor 06 c n further
beyoper ati vel §*€6U8 }HYO‘J%P moeéﬁ&'nﬁ}?f”g’r ?‘50(%“16’%6“ el’ihf"‘“alfel = Yofc |*‘i“?}b%ﬁ #on
of commands r eloa mﬂodx@:on’@d‘d:a@ﬂidﬂ,g:oamhlhﬁ:@ﬁdns piramtteidfor helrics tan@br € GRS Ss

poi nts, as desgribed.herein, 12 t hat nages such
lists, and ang%f%(l:béags Tg%f“’r? 8 Omfsucﬁl Bﬁvnqﬁ Elf“?r@fte% 3 LYY 4| s ytetiace, by

conmruni cat i onthaideVicealmsacoassv@bicatmahbsdtr a‘teuise:asléschlﬁbdpﬁfdfor et likeefor
list(s). Ino a i nt e. 10 avai | abl.e access
poi nts and ca%%gﬁg F:ovr%{) Js%Pg%’pg%Hlteélﬁaaﬁl or Beéw F%%l‘rtmbﬂ} e L R
to a bl ackl i st04aritheantenfidet 5@) algt providesaddnbdvedmttod BES torfioiiititae®ndl Al ogan
al I ow scanni ng, $; g e nt s
as a per manent ‘f‘%fé%ﬁet% §ce95aé 3]} Sin ﬂ%@ﬁlfsl( & A%Ia%on%&clﬁusggﬁt%“%ﬁg%Slhown
addi tion, thetodliow flvaliing &llememre 1161121t Ban bpam@:medrtbequmy sther finetiohdities
|nterface 1010, .35 weli e t [Ovi.si one
managenment, as des}é\‘% EC@EY gr@%%scéjeléésﬁ %o?‘%ﬁmgg ul§ ore E%l 1c§agmg e
initially sel &eessantisopetingselivet foancascmss rgoiwt from theblatlidist, aetkling or
wirel ess net V\Qlﬁ&hgtomj}néscﬁetnh%mb%§@ﬁr 'ﬂ'{e Ikk%aﬁ{e 1H—:rf9&r Boooﬁxowne‘i%*h ott;] €
access point is in oné or nore of Sts. the
access point P9l the black list, the 34 access p0| nt eval uator
1014 can att efipje tiRkelfRERDE sl?d’\}@tah%'i ofifil aQQéSQF I'ngf.‘i 167 9% 290 can be

w rel ess network access. Mbile device 1000 st P Furt her conprises a
nodul at or 1016SH#HE i AR PEPLARYES chnbutica Spédh iove hrsﬂmmbd UAgaine therlit

transmt si 9“910913 géPectaEEraddrﬁﬁTaQJ‘&ﬁton @lpi%%?ovﬁfc@w £ s@i@&&{}a@ges Qe fom
device, etc. Althou depi cted as bei ng garate fromthe p cessor

1006, it is t@ehE Ségﬁpr fé@?‘é‘ﬂ@d fttlh&tbwerewﬁtﬁ thptsdmilay g facesi agn be provided
mai ntai ner 10422 RAG&ESS i8N theeattal 82 dflhve S6MOMILAL Oy %@a@?hsi a?d

and/ or nodul ator 1016 can be part of the processor 1006 or
processors ( nlblttto%ome interfaces 500 and 502 are but one of substantially limitless poss.lble

interfaces and are presented herein as examples. In addition, the layout of the example
interfaces 500 and 502 are but one of substantially limitless layouts that can be utilized.
Also, it is to be appreciated that substantially any available interface technology or

framework can be utilized to develop and render the interface to a mobile device.



[0118] Fig. 11 shows an exanple w rel ess comunication system 1100.
The wirel ess communi cati on system 1100 depicts one base station 1110
and one noWbleoskevgose 1150 for sake of brevity. Howeverpcirgs2bd®obfsbe
appreci ated that system 1100 can i nclude nore than one base station
and/ or nore than one nobile device, wherein additional base stations
and/ or nobil e devices can be substanti agéy simlar or different from
exanpl e base station 1110 and nobil e device 1150 descri bed below. In
addition, it is taq ge .appreciated that base station 1110 and/or

mobi | e devi ce“’i‘l@d{e A tpFisy ¢-Remedadongics reipdng torlogallyyaanpgg blacklist

i nterfaces ( Fhr@i/or WhitelRe foF wrBER Aebcds aleGRust@red) wWigS Chi ﬂﬁﬁ’os&&ff@hﬁb]ﬁ:@y

facilitate vmr S CO ni cat on there between. [0119] At base
station 1110, ° ’Fﬁ“@“d etPQﬂP ogich e Ind deserbedias @ Agriss plsactsy b iitelbe

froma data Sﬁﬂkﬁ&)od.ilixﬂdpb&cﬁteﬁ AR &8intethodofdgichadr@nANRE RS 8P the bk of acts,
According to an exanple, each data streamcan be transmtted over a

respective anteltHy. F 4 a{"a2GPtoRIEE SR OPg PA OB FHRE, oeqyn ks diffgipf orders

i nterl eaves thﬁ!/cﬁ cadchirentig i@ ofler z&:&m(ﬁkaﬁ&dh@.ﬂa #hdRiadctib&Uein. FREERG e,
schene sel ect q( t. hat data fre ﬁagr ovi de coded data. [012
0P s

The coded dat Tedch Gac ot ox & 4RBTeEiRs) B%ety W]’t"ﬁdb@p’l guld
data using or M’rmgavmj ba‘ ﬂ’eﬁxﬁ&bﬁﬁdys diovicsbfamenttibttd Phtexdir r&genésq:dah/hs in a state
t echni ques. A&ldlrtl om .Qr al tq{: ] t4 the pil ot rrbol s can be
frequency divi's¥on ex®4 ¢ %m? RIS ey o’r?q d Opll mplgrgent a
(TDM, or codmeﬁodoﬂcgymnacnmﬁincpbv&ka«:b ((r@lBMaspéEtse pilot data is

typically a k at.a pattern that r,ogesse a_k nner
and can be us@?(yggt e F i:&é\?i’ &8 eﬁ%e tngeﬂg’ggl %d @ﬁh,ﬁ?‘fﬂﬂm?seg Bivge?
The mul ti pl exiddclqhsthmbvaaradng:@ﬁed)rdiaﬁasélmno@aﬁiim datiact®h iedsplsan Res02,

o ca (& faccRY IR o THRAEC: BETES 900 Bl A R ALy TROMANE M e
phase-shift k@iatngo (a@mdentlﬂepbaﬂae-asd:ms‘ pmkieyigr’[gap(aMoElSl@n, idddtiffeadnabur e
gpg'v: Lude gﬁﬂgggghggmggé P MrasnSLE b BELERAS RuchOF tlle1 BhafRLs BLEEAIML O
each data st r@léfniﬁmm Imacraest] efrom rf@ntow acn®s rpumts; onanoerahmterredt 604, the
provi ded by p olsfo t he
Gat o st eans Lonieeh b Soithara P KR8y R sREL LA AR kT
further procebs cunke laerdiloagiobrlysyaityeing! 4(11@/09 specifigd, aaﬁEMWbedTXuMleM@ore

processor 112

transm tters *ﬁ%tf‘wlr%%{ﬁ"“?%%‘z%g oy erSil b O oS W ARG oF SR, Aefoipin
processor 1124t &spit F@Sb%@ﬁﬁlmWh@hm gikﬁbbsht@nmhlercs!qub'athsth@a‘iccesheomzi'at a
streams and tQsig ARLERNRsS OﬁBr"éﬁé&}A?e G ge SV oidi s B 1:—;ngst of unsultable

transmtted. [0122] Each transmtter 1122 receives an processes
respective sy#BOP PIpscamnupicptionsheidd e be etabligied. ané(PSognesngmm @ﬁpaairtﬂj
further condi{cQ08oit® ch be BAPLA bds&Par 1dabilid Ez[r§®n Baglf%?é:ﬁ?&%&tsﬂlﬂ fGhe
anal og signals to provide a nodul ated signal suit

transni ssi on Byt wpake Meseshaginel | Timsr the diackiigrednesgess awoay isiigpawmtsas
fromtransm t§geded122a through 1122t are transmtted from NT
antennas 1124a through 1124t, respecti vel 0123] At nobile device
1150, the trafs¥ Rebiringpo@uliat ddans PETRIS mﬁ%edcr eelQPely Hywmnthas decditress

11 52a throuq&llo%ﬂ;ﬁ@acﬁlﬁh@aﬂdm ufhﬁ@l%l MQQplﬁatﬁﬁ@{roJoanrﬂr@%H uﬁé}f‘agé]n@t 75332
i's provided to a respectl ve receiver (RCVR) 4a through 1154r. Each

recei ver 115415 ShETE1E5RECERPYS STATPUdsH 4o “‘aﬁ’iﬂrf“?q ebie lishepnhswhaiaddpr s)
a respective &u@pR] by déd@hink 285 the NRcEO PehLsi ﬁﬂﬂ@co'id;ﬁl@@' babd iRkl dGou
sarrpl es, and furt her esses the sanples to G;j)r ovide a corr esponcﬁ ng
'recei ved" Syeﬁfﬁﬂa 109 ’,aggm%r communication parametels and/or the like as advertised by the
access point. In addition, the interface can be a GUI, API, and/or the like. At 704, a list
management command can be received from the interface. The command can relate to,

for cxample, adding or removing access points from the list, flushing the list, retrieving



[0124] An RX data processor 1160 can receive and process the NR

recei ved synbol streans from AIR receivers 1154 based on a particul ar
recei ver pwocessizogyst echni que to provide NT "detected" symbhhos/3s4ss
streans. RX data processor 1160 can denodul ate, deinterl eave, and
decode each detected synbol streamto recover the traffic data for
the data stream The processing by RX dgfa processor 1160 is
conplenentary to that perforned by TX nTno processor 1120 and TX data

processor 1114 at base station 11% %0&32}50}5 roce sor %170 can

peri odi cal Iy BEFRPRIHERHATEH PY/aCHal dpe fi ot Py modifiegkiogret s e
above. Furt hetist npnogessiofonbhkid TAR, ﬁ%ﬁl&hﬁs@dlﬁm&e({lﬁkk%ﬁtﬁe ligt vl aflfglit%%:i@
conprising a | ortlon and a val ue portio

The reverse | {? ?Fi%b%% Se& SHRSHBREY PYRS ﬁ‘?gﬁfgl%%@? foen PPFP’E?PN&E%HG
regar di ng theraumvmﬂud@atvndm |l i nk and/ or the received data stream The
reverse link ces a TX data procgss 1

whi ch al so regﬁ 0@ HPP%H‘ Fl(g gaﬁlgq\‘aeﬁ %A RERYe B}elﬁgﬁﬁgysg(ﬁ)eﬁﬁsé?‘ﬁ@ﬁf
dat a source 1mc8®prkrmduﬂzm@,cbftj§st @pdmadwl @il Qf nﬂaileBﬁpbﬁeai’edﬂc&sl onesd2 by list of
transmtters 1¢]c54a throug 12414 apd transmtted, bac g base . ..
station 1110. 58 FYLA" 'ﬁt”%g st ati Oh P19 SRR B RIS T STAESE S
from nobil e dwb@@gldﬁ@wam{epa’cé'memmesj)e@ﬁc @t veinias néhl:&d prosiiee spdcidio egla by
receivers 112 ul at or 1 0,...and .proc.

RX data pr oce?ggﬁ%ﬁﬂgeﬁéggn@{ra@% 9F%D9}r°é}3§§@sm ﬁjnekhsﬁféaél ]%dg“eve%ergm
transm tted byatepks the sdey ittedistifebOgivéaundbie dgviger a¢ 8&% die lidtk30be@msmitted

Process the &%t o RasageLe AG! MG} 0BE CERL A0-TBII il

use for determ ning onni ng OCesSOrs
and 1170 can qanrret@m a(e@py of thc(bsttalnd)tcccrwgimdlsinmde;pdmmgesuerco)ay reflects

operation at basg:.Siald.q and nobi |l e device 1150, respectively.
Respecti ve processgé% fllg%ljn}aja 1170 can be associated with menory

1132 and 11720 HatAtst06r © modiGeptiamit s epsrating] petameicr Frapcessopsntlii 3¢ land
1170 can al S0(: &le d%'femeﬁodﬁﬁ% @{)8 ANRt {1;%1 %e({o nﬁ cﬁgbjeeﬂzﬁx ﬁlrcl&i t(S %L{)l %?E)]

response estimtes for the upl1'nk respec |ver
It is to be ulgErseldlsdleyinest Tlhve &5 pemipk, dfétéeraﬁqg@sdpdmérveqsnn @amacbhst and

i mpl emented i E‘hah@éfddi\ﬁ%@mtu%‘]ﬂa}a\fﬁfe?’a sk dI\SI\%f‘% 1§dlcﬂh€ﬂe%ﬂ@t{g§ calmectaa%gﬂﬂgd

or any conbination thereof. For a har ment ati on
processing unft e erhilhdevicaprdiortng Gaempterhn a@ﬁ@ point fremetheplp¢ilistatln dris

specific int eg?ﬁﬁ eflc %di)ﬁé“d&\stcc(c%ga%}l t c@hﬂ:‘cﬁ(ﬂ]' toSthQ Qa:'cssqfo%Q§ §%5vsof thc

(DSPs), digit processi ng eV| ces (DSPDs), progranma

vt ons (P odT ey Ta T EegRiccta PIOAYS] prEH)GHn B BeEESAS)

controllers, e GioBiIE M hiRfSthe B3 VedeQP HAGESROL &thepiof}@arueﬁbtea%és%' Wew
units desi gned f]o performthe functions described herein, or

conbi nat i on t RdPe@pdificd parameter.
[0112] Fig. 9 illustrates an example methodology that facilitates maintaining multiple

access point lists. At 902, an operator controlled list of access points can be maintained.
As described, this can relate to a list of access points for which updates are received
from a wireless network and accordingly processed. In addition, the list can be a
blacklist or whitelist, as described, and/or a general list with blacklist/whitelist
identifiers. At 904, a user controlled list of access points can be maintained as well.
This can relate to a list of access points that can be updated using a provided interface
(e.g., GUI, API, and/or the like), as described. Similarly, this list can be a blacklist,
whitelist, efc. At 906, an access point for providing wireless network access can be
determined based on the user and/or operator controlled lists. Thus, where at least one

of the lists is a black list, access points in the blacklist will not be considered for



[0130] When the aspects are inplenented in software, firnmware,

m ddl eware or m crocode, program code or code segnents, they can be
stored i n WORAH20f88 r eadabl e nedi um such as a st or age RIAFRINSIOGS4SA
code segnent can represent a procedure, a function, a subprogram a
program a routine, a subroutine, a nodule, a software package, a
class, or any conbination of instructiofs, data structures, or
program statenents. A code segnent can be coupled to another code
segnent or a [ - Gl I CU SS| DL recej Vi N

i nformation, %géégﬁ\@gggggllﬁr%nﬁéy or%é?cggrsét gﬁg{aﬁg%%&r@r %%éé’ﬁ?gﬁtﬂ}se. fists is a

| nf or mati on, whiglistethe sccepapomtetrelescondderal foedcess.c &iris toebepaprs@dpd that list
forvarded, or oJpatth LkEheilRtheAl Bl bhARLEEANS 1 ACLH Y TETREY
sharing, nessage passing, token passing, network transmssion, etc.
[0131] For a bodafinedte hindhd swefegonficisoss degchibedt @d BOS, gures talths aielosschetyerlei n
can be i npl engptdeotbddd ARAYLE BSertnSr rogedures, functions, and so
on) that performtﬁle_sfuncti ons %esg_?%cgsgpg@?ei_ n. The software codes
can be storedlB] newdl e appiracitedribiat, B7acenrdanat with lyye pr oewsspics. defdribed
MenDry unit CAReREnfefiRles BRNG W doliaMhsPEiRE PEEFSO N FAordi
the processor, _?ln whi ch caseqllth c‘%ﬁ Elg @oﬁn%ﬁﬁqa%?%‘?f“%%%%Fbedg&)tr%g% he
processor vi atoviaierfeasompans defectydsevRmt watwork praesiaring, aldaRg likg t4s used
reference 1o flfn, the erhlid UBtdrabedniRn@” S%Sk G etAY Yo G0t 5 @lsBfing
mul tiple access point lists for subsequent utilization in

sel ecti ng/ r es#BE LT AYferaiag &ies pofi ME SSYFen. FRdMPETIgaieessr figmaa set of
wirel ess net Woskrvatfot as@%gaIRl S SUS BMoL &R0 1RRRNELSH B erflloYed RPillentity a
partially within a base station, nobile device, etc. It I's to be
appr eci at ed t #5eifig yeiterhor 20pn; &7 papEweiaist eprobability distitptien evenckiconiar

bl ocks, whi chegapieberikuiteich@nah bbpRBiSI%RALat iE MES/PhtalidNGd QDGability
i npl enent ed béif,a’ processor, saoftware, or conbination thereof (e

| > ) - 9.,
firmuare). SySFERUPBORYCT ey Risingresh §isehlongR SApIdeElones dfe arkerFiscal

conmponent s t haier&i cahGlso iréTei Rchiigites Bplofe@Itor c@&b%&f@%igﬂepﬁi«ﬁ@{fanﬁs from
groupi ng 1202 can,i ncl udde/z an electrical conponent for maintaining an

oper at or cont 8t PEECP apd/rdataq Seh nfezsnge el i the consipcion of oY fteES Ph a

Wi rel ess net wadtisnsfitin @5 6EbsE AUt dvartd 8@/ dr ktSled @¥ent @) tinEth&@ 0P nét@hedvlls t O
access points int e%g\é\{ln:‘?ﬁ)lﬁess ne;wor.k.1204. r exa t he operator

F | e,
control | ed |i & “@5n* G EHO B B G a(‘i‘gr‘?i]f‘ﬁtﬁ‘éﬁher BEBS GRS comer fFgn
W rel ess net worckyr sl $vBfx atié edta @by ol | ed | i st can be nanaged based

at least in par nmmands speci fied on a. provided yser interface,
%5 descr bed M e o asREE ol My utsPalih o Fees mmemit o
el ectrical cobipdhierihd/bowhicditteslated tGcdh Lol D HEcloR GRS OMBbiR detite

requesting aceess to.the wrel etwor k based on the operator
control l ed an rcopﬁréseﬁger?cegghﬁoél tﬂ@cﬁ@f‘?f oﬁezﬁrdnorﬁ‘s“fﬁ%]ﬁ@pfrb@a,or e

l'i sts can r el etrgert fob) fac kisiasdesa aneil©inttrinh (el kisine), RIFMAGHESS a@DhNHIS
can be sel ect Fd i i

in the.whitelist or red if in the bl acklist.
Addi tional |y, eﬁ/s{llééﬁ’sl’ 178 ﬁ%salﬁjo?vﬁci:olnﬁ%té’ 5)‘3'%3%%F‘ifellf%lglgfwh%tanﬁe‘ﬁ%f'ﬁé the

instructions ¢aditexecighilng dowictainpks Resivei @DBchnwoinbrielaaietbdutadr (004
corponent . 1244 AT YA E g RGU Il D00, e Ep Bt
conponent s 12&imaineh. 1P®6eseanl 08K ican bwvat pricessve nodigateli2©8analyzing information
received by receiver 1002 and/or generating information for transmission by a
transmitter 1018, a processor that controls one or more components of mobile device
1000, and/or a processor that both analyzes information received by receiver 1002,
generates information for transmission by transmitter 1018, and controls one or more

components of mobile device 1000.



[0133] Wth reference to Fig. 13, illustrated is a system 1300 that
mai ntains a | ocal blacklist through network provisioning for
subsequentwotndoiizaws on i n sel ecting/resel ecti ng access Huavus2609fo88454
receiving access to a wireless network. For exanple, system 1300 can
reside at least partially within a base station, nobile device, etc.
It is to be appreciated that system 1309, is represented as including
functional blocks, which can be functional bl ocks that represent

functions inp ces oftware, or c i pation .

t hereof (e.g. !Oﬂgf %r%gllﬁ E}IV‘CGS@QQ T@mnifc‘?{&r’ﬁa&ﬂ "éen?oé-‘@?@gltﬂaér‘so%’iaﬁbely
1302 of el ect cdupmﬂ t€ QRPENENLING tahAtthat @n &Ote dafh WOWY AIGhItRA. refeded data,

i nstance, | ogi roupl

conponent for n%ma S gq%la‘batﬂz%‘f(a]fag’tl&%fdatéc?ﬁsé)glgtegg’nﬁtagglm‘?gGﬁ’%}bﬁ“g/c’f or
provi di ng accms:sfetemeabtmgﬂal iefosmaieh welnted 13604 assfened ehaamih| @wea Sate, or the
descri bed, thg_access point st . san be enti

base identi fi glfe gngdra(ljliﬁo Tae U1tsbkf1f}fec’rrm§1°nr§%fﬁm& lflgoﬁhaﬁgagﬁi‘fog}munécfﬂ% =%
al I 'ow granul athesgmuiel.i chteinory 0608acaes8dip@ially stdrorpratbdosh ambmnelgdnitmﬁs IS
not desired. Jh addi tion he. bl acklist. can b d in.
subsequent acce‘élcédwdo‘f]ﬁ %gm tmcgtai’n%/tﬁy il eci1 AR Bgfoe?l?ﬁcﬁgab SPHEY
one or nore abasahstcpm nts considered are in the blacklist. Further,

| ogi cal I :

ot i ng. 1 hol Bkl 5P Ao SRE (R pafl 10 £ e RO Dokl prsiy
the wirel ess ratheoither vabale 11[1@1)3341)1_ vgvagde mebent, ortdae islide kbth sblaglamnde
updat ed_and oh Bk HeflnP oy A5 HIHELASS DPLNRLKe ANl 18 YELED AP0

can keep a | ocal r? eva

subsequent cohwiydd oaﬂ onlyesteaioli SROBNL prasmmtrblor @Y (REGIM)al cleptraaly ng
1302 can incl APTR f a I t
in requesti ngﬂﬁﬁfﬁﬁggée%%tmgﬁ% acce%gﬁfagu mg{%snagfa M‘%Mng‘":éé’??e@é%gﬁaﬁﬁ
1308. | n addi teoary- I\sgititanenipupt ngludaordanrecin clordey &), edichiacals
conponent for i ﬁmmh

Thus, bl ackl i g{t@rﬁzgégdthgg]eglaoﬁsggey% ner at té£ %R%? Qgﬁ%;}{ﬂf?oubhﬁ V\}Sr%{ﬂg%lgw
network, but BREb BFAY hechs st SHEIGTUS bfAMs dERANBCdyamie | BAM f(ERAM),
exanpl e. Addi {jneRahduy DRSA? Qm&ﬁ?%se& b e USSR AMTBITN gmm@ Ifced

retains instructions for executing functions associated wt

el ectrical conpBAYhtESRRON), Pgwhlink) RFAM (SEDRAM, apghi dixscis R@'WPPSaBAM

bei ng ext er nalpRPANE ALY rcddbdy 108 biSthb qullg@ctu Q&ﬁssglfaogcﬂmtls PRl to
nore of electrical conponents 1304, 1306 8, and 1310 can exi st
Wi t hi n menor ycomprse, %@Tgé?ilnwme%ftb?seweffeant’@thrai Yitablestyps of gemeEt ed i s

a system 1400 pf m&&ysbsum & fgﬁl@&"{)leloiakraﬁ%@a% 1eki Qo 3n 'TRRIFACE 19QY iifae
over a wireless netwp For exanpl e, stem 1400 can reside at | east

partially wit F‘nli‘}’i"sépwfr%ﬁi@s%f cARDARSE Keleiehigarranging + plagkdistqs vjigelist of access

appreci at ed t Bahts Sy 9tseAbelidORini 51@@@;@@9&@1@ tRd nlaRfded e Gstf, UREL Rpal
bl ocks, which can be fupcti onal %&&Ss t hat represent functions

i npl emented b8l FrYEESEHF ML 611 1 MBIV 1R BEIptS (daseq at

firmvare). Syshanm gA0h 1Ihé'lﬁi;t($9‘leﬁl dhe leQghta kheO @itk HliOlé’aQleDIva@bebGJcéde al
conponents that. can act % {)UI’IC?IOI’I For instance, a?

groupi ng 1402P¢4H A gl S7eaP Y QB leemaaﬁ@%fswaw%ge lisignd/or
par anet er nodivhitaat ilae Idd’zﬁdn@fh@ﬁht&rﬁlc@.mIBQ:GIGSIE)“D@hﬂhﬁngI for @cabk p&ht§SBarking
network 1404. The nodification for exa can co& Fl? png?ﬁtgiﬁ

aut hor i zat i on®% TdBYT PECY RIFULH HRTBLET, "ﬁ"t"‘“’f ERURIgas ko a5 fppded: ™

protocol s, supgiitidngdlc Be mainceser lelampmplba@s naeim&hmpmauﬁed&esoimmum ed

devi ces, and/ or ica 1|§: 2.can conprise

an el ectrical even{%wﬁn aifde?%?or PﬁvFE’P%‘ﬁ‘%ha’a‘éag%B?fKﬁP Egscg 47 16é access pomnt
evaluator 1014 can initially select and/or reselect an access point or related cell for
wireless network communication based at least in part on whether the access point is in

one or more of the lists. For example, where the access point is in the black list, the



command to update a | ocal blacklist to one or nore nobile devices in

the wirel ess network based on the paranmeter nodification 1406. Thus,

t he nobi | ewdeviostessot hat may have bl ackl i sted that acceshus0uv/088m be
required to delete the access point fromtheir blacklist to reattenpt
connection in view of the new paraneters. Moreover, |ogical grouping

1402 can al so conprise an electrical cogponent for creating the | ocal
bl ackli st 1408. Thus, the bl acklist can e created by the wirel ess

networ k and can be bas 16 t%t VI ce subscri ber,,

networ k pr ovi tgFs ARG 4bE DR Hesalfofnother ARget At g aigviding
conponent 1406irelen nadwack @eay.i obi ddvize b@ECKilifithel t@fr ifsestéﬂnbchl&tdfﬂblﬁ e
deVI ces. Addl ftll{dqpa%ls!’ll’llt l‘ gt(heaén P[feﬁﬁ‘leﬁ(dﬁ%ﬂ Pg%%l%églg%‘l&n?%glg %ihmstance a

retains instructions
el ectrical cohqse)stemmsdrﬂ;&feﬂmoﬁxm&wcamt ]AélﬂhSughV&hpiced ahbaM @pariteifiof the

external to S to b de stoo ne or r f
el ectri cal cgﬁpoeﬁéegrl]t s&gdtoiﬁ 0 fﬁ@gprema gy%ﬁb@ élg qgi 3)“& W?‘Hta}?ﬁhﬁ‘?@a
1410. [0136] Mittsh ppiaf eméuatoel@ld Eetg)duthﬁn; 1004, es¥arabeidiatos 16165088 the farl 500
t hat updates ess t cording to user interface
commands. For{%g%log&lfﬂr 1666 S8 %5‘6 cecsé)ﬁ ?‘%é’?od‘é?at | east partially
within a bas e[0$18atﬁig>ri;l Shtmzn dneexekmvlemelegtcrommtmncatsantsgstm la@prﬁmlvatm
that system 1 - i I ch
can be funct | Snar LSRG SRR 6 uds AEbIY A HITUCHR P i Tsy 1Y
processor, sofor ke el brovitye diviepat it Bric bhapeoiate(l @hagsy,steml lriﬁﬁ‘rvawner)cludSyIerm
1500 i ncl Udesmén bﬁ’&lb&@'st g&@gﬁy&%&é%@no&e%@@ rde%é‘é x&%ﬁ;ﬁgn@ﬂ foRalt DAEY
can act in conjunction. For instance 0

include an el &dtions ewd/orgurheWericcs fean bwauimamaﬁy ngmar bt él(ﬁ?ndcnsifrormfcxzarmtcess
points unsuitgRL eafig 1 A0 Hhddle CGESPIh Aelribld BIRRS INEINRRKchORve
For exanpl e, as descri bed, e access points in

i dentified usm@ca’feééﬂseé bﬂsééﬁtli)ﬁ 190 andfeompbiledisnict 1 158rcan ewpion #Ie(ﬁattelml
paraneter, et Gigst .43kl QW IheRIbaIT Gh r
whi ch connect?:clms IS r?otm estl red @( T FS? J/(Src‘ﬁéé%@tgl(o% %Cﬁ%%lng% |§ltlftcgan
be consul ted feRiligisEisermmmpEiceien tb@? hetwessl ect i on/ resel ection to

det er ni ne whejghgy mgseg{au&pmo%mtm e{‘ﬁénbgpéﬁbg‘g{r&%s%[ﬁmh&dtfgﬁla

bl acklist. Further, | ogi group |?{g 1502 can conprise an el ectrical
conponent f or dbeRuFagi Il f%%“’bl}sﬁ’@k(lT {data PEAseAP Lo Agerrdipeisn & eemitend

recei ved fromaap aétwﬂc%ctayﬁ@fraﬂsmt@& bage rdpQbve 4chdd | TS BReLs a4
t he bl acklist _can be updated according_to user specification using a

GU . In this PEgENFodsorndipsmstes thy rdle et saery pesed card praticalar seding

del eted, mar k@ﬁerﬂ@seﬂ:@ﬂéﬂfﬂﬂﬂﬁi datBdiGam tSiridddd Red Ater f ace. Furthernore,
| ogi cal groupi %& & Cg e%n i ncl ude an el ectrical conpaonent for
i

anal yzi ng t hel® i datar far EASh {piA grsay eAndssmEplisH Rvithoriles dats png

one or nore a@lﬁﬁ;@@aapCﬂeﬂﬁe&‘acyﬂ-aﬁ&lonp\dﬂltiﬁ)le%ﬂ@C()FDB@Y&E]@ﬁQu@@OOA@d@%nhI@CBHde
a menmory 40 a| ns mstrgctl ons for, executing funct| ons

associ at ed W %lf‘?“‘é‘ ‘%eé‘f t‘“:i:a Yot sEmBIR &Mt S° Fistrgncy) gyigion gpHtriege (Fiv). tane
shown as bei ngiviekh enuttdllext® ('IIHV[QYO)‘ cdel@visioh nukipleRedecnmyensd giodl didad

one or nore o%‘ ellgctrl cal n%) ﬁgt 1504, 15 6, and 1508 can exi st
wi t hi n memor yYP%4 "Sféé‘]“aw Fi8 PEOFESESdig appggvn mgnner pd fap P psed af
a syst em 1600mbiite creeeemorttgesmaﬂeehanﬁa respélat. efShefIﬁtﬂfgﬁ@ce@pﬂbﬂaﬁlﬁdeth@ia

i nterface.

stem 16 resi de, at artial]

Wi 1 ol SRR i T fe f ¢ N Bapstf B LBR G hither
system 1600 i modugpive selred(ezs lmm;l' mﬂamghﬁtdre@hg((B&SKbIcpﬁdiaurevyihlam}lﬁ‘an
be functional, bl o | enen
processor, so]fetymér@%ﬁzp grﬁ?g 3?’11“ Kﬁcﬁédﬁ ?Tequﬁ ra ?rﬁ‘ﬁﬁfdé)m%g%‘f”em
1600 i ncl udes(l\&qmg) eal) scgfcmd[ﬁm‘tgatﬂﬁlﬁztr@in telpemcreuﬁxaihlacmn@mhel@t $hd dudd
can act in copjun on caI ng. 1
i ncl ude an el lgjf:et r‘?‘%ﬁ ahd m%dur%aethﬁ tﬁl ea%l?]éi?tﬁt arf"dr'%[l1 %ﬁ@@??g{’ “5?“%88%3

performed or prowdcd by processor 1130.



[0140] Wth reference to Fig. 17, illustrated is a system 1700 t hat
maintains a plurality of lists of access points for utilization in
request i ngwai 20ei26%98 net wor k access. For exanpl e, systenrdi702omansds4
reside at least partially within a base station, nobile device, etc.
It is to be appreciated that system 1700 is represented as including
functional blocks, which can be functiopal blocks that represent
functions inplenented by a 41 processor software, or conbination

t hereof (e.g. udes a cal  gr i
1702 of of ect P TREGEb SRl ool T AR B O Pty 8 hE Mifho
i nstance, | ogpmadsscgrlmm)nﬂ@h]ciﬁ)hrmanpmmé ﬂﬂemminla&dresyhﬂbblsab 2.C Oy
for maintaini ral it st s..of acce ints id
the identifi e?g iS{IrﬂgﬂdrJ Ocef\ss%f ? IQO hen l%wdef aTC(I:né)cltlaatl ?ﬁmbof ﬁh?amﬁr%)vaae
simlar accesﬁaﬁsmn&rwm&msﬁzzﬁemmgk 117204 In Favrouemaqad ax aﬁMdJeprocresdned,
the identifie C e i.d i.fiLers where t ts
the group havg&g %)gilg be%rn?c#%mg \%61%@; to the rrﬁ%n%og Drf\r}ﬁ% ggt%rq Utanka 1% ttc)) tlh
network type, aiswpﬁpme’dllqhﬁbﬁtxyntbbls5 b@@mnaested)ff_ered price packagl ng,
bandw dt h, Com%ﬁtﬁagﬁ' tl%g%&éraflE% ?ecel%&d/ f r%&gseL Iakl%s tH/ré bRr%Pol btr%gnqal
groupi ng 1702"¢% conprise an electrica %3 onponent For  a
| east one of pivmidkiont &r mere datlextigplseswrfoshe tomitions Gz, |aﬁnpéﬁesoﬁlt@m and
access point 4 - t i
Bl ackli Sts andlor it {or A 4ERTS bglle atulleS SR AR B farhlision
i dentifier inoydneh¢ MIMQ ghaningldi Ewther, vﬂvhemétrfat@dweiga@té@m p®1smttte§hb132d
be ignored or i I

th?(ﬂﬁﬁ 1%&%@&9&5&&1{3 5 Ay ﬁ%ﬁa%%g%ﬁclgﬁ 1?? Qdectdely.

descri bed. Furthernore groupi n e an
el ectrical coHiydtient mehile @5@%1505 chrtgm%f@‘ﬁ%ﬁlp@:lé%fixbﬁgﬂﬁist e raseiveicleds

poi nt based opyapal YZiRanihg afsat edﬁ‘@ttheolré@ellfédsstlgn:g%m Addiahianal s

system 1700 can | nclude a nenory retains i1 nstructions ?HS
executing fun@tow@%tea%%mcwe@cwet @@V%bi?%éﬁlfo@brﬂﬂéﬁerﬁ%h 1e7eHer 766,

and 1708. Wi k&afideve 2SRRI Bapifkt 8hBabwhQnBEPS Yesdelth si ntai 'd%nfz@s e
under st ood that one or. nore of electrical conponents 17 ,

1708 can exi sfORfiteAThsigghisrRjovideIpmplen ag furtles p.rO?f'éffeérﬂz@rﬁ@@pkewa@rgwd%

illustrated i gorfesshaingmMedBRQ” thdll fiaghl i tates maintaining a list of
access points u5| 2% conmruni cat’i on paraneters associated therewth.

For exanpl e, REotricaneresilded stn 1eedst angareses g Muiredsivad symbol

wi rel ess net V\@tEdﬁmQ GIFROMEREoivekd 1158 bhdd BE 1FRRLEIE! RES: hRBdssiaY &ERIub3H0
is represented as, i ncludin functlonal bl ocks, which can be

functional bl BOREe tHratdercathd e D@ pGH8; o 4%?’@%%&6%3?% demodulate,

Eg 88 essolr dSOfﬁlM\tlaﬂ@we @hd 620t dadt ﬂéfﬂteﬁ @ﬁ?mrsm{a?} g mclot rdr RHEVVENERR) c{atasi%éiﬂlt@m
i ncludes .a | ogical, gr i.n of electric conponent s a

can act in COH?EHE%’% Lrh%B’r"C Sﬁ‘§g QHS&? df“&g%r??&ffsmgﬂkﬁﬁp‘? r?@gglﬁﬁ?“‘&iﬁo that

i ncl ude an el pafdrinedby THMEIME HHrockG6r MRD LA @i FrotesSE 104 ABeRSSKation

poi nt conmmuni G ion paraneters determ ned fromone or nore signals

received fromthe access points 1804. For exanple, as described, the

access poi nt s [01es]t A@rdeessdr 1dam chepehdﬁfdllbfdeedmus bvn@h pheodigsagtiatettilize
conmuni cati on g?r anet ass

S I
channel s, andPbr s RS Eﬂ?&eh@aoceiszar iy daﬁrSIiTB’i? Hy® 3 Fot5C R messege
conpri se an eb@n;msmgalmanﬁ)mpdmmmoﬁamd ajleﬁlevamemoﬁgna communi cati on

parameter rel ?l}l%i "I'l% R () ey message can comprise various types of information regarding
the communication link and/or the received data stream. The reverse link message can
be processed by a TX data processor 1138, which also receives traffic data for a number
of data streams from a data source 1136, modulated by a modulator 1180, conditioned

by transmitters 1154a through 1154r, and transmitted back to base station 1110,



42 point 1806. This can be simlarly determ ned froma signal
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enbodi ment may be utilized with all or a portion of any other aspect
and/ or enbodi nent, unless stated otherwise. 46 C ains 1. A
met hod, cONPr2PEY1Ae8 mai nt ai ni ng and managi ng an O8YERe9/038454
controlled list of one or nore identifiers related to access points
in a wireless network, wherein the operator controlled |ist of one or
nore identifiers includes a group identgdier associated with cells
offering simlar services; mai nt ai ni ng and managi ng a user
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points for r eqHer tcbrl?lgct%ﬁq{e Sl cfegreh.hefh\ﬁé, e Ia(?cﬁt?onpﬁ‘ltevwgckﬁst can be consulted in
subsequent access point selection/reselection to determine whether one or more access
points considered are in the blacklist. Further, logical grouping 1302 can comprise an
electrical component for modifying the blacklist according to an update command
received from the wireless network 1306.
[0134] As described, the blacklist can be updated and/or specified by the wireless
network, and the system 1300 can keep a local copy for use in evaluating access points
for subscquent communication establishment. Furthermore, logical grouping 1302 can
include an electrical component for analyzing the blacklist in requesting wireless
network access from one or more access points 1308. In addition, logical grouping
1302 can include an electrical component for receiving a user request to update the
blacklist 1310. Thus, blacklist updates can be generated not only at the wireless
network, but also on the system 1300 by user specification, for example. Additionally,
system 1300 can include a memory 1312 that retains instructions for executing
functions associated with clectrical components 1304, 1306, 1308, and 1310. While
shown as being external to memory 1312, it is to be understood that one or more of
electrical components 1304, 1306, 1308, and 1310 can exist within memory 1312.
[0135] With reference to Fig. 14, illustrated is a system 1400 for provisioning blacklist
updates to a mobile device over a wireless network., For example, system 1400 can
reside at least partially within a wireless network component. Tt is to be appreciated that
system 1400 is represented as including functional blocks, which can be functional
blocks that represent functions implemented by a processor, software, or combination
thereof (e.g., firmware). System 1400 includes a logical grouping 1402 of electrical
components that can act in conjunction. For instance, logical grouping 1402 can
include an electrical component for receiving a parameter modification related to an
access point in a wireless network 1404. The modification, for example, can correspond
to authorization credentials of an access point, changes in support protocols, supported
services, supported network providers, supported devices, and/or the Hike. Further,

logical grouping 1402 can comprisc an clectrical component for provisioning a network



2. The nethod of claim1l1l, wherein the operator controlled list is a
bl ackl i st of one or nore identifiers related to access points

unsui t abl ewPapoYI2EsP8 di ng access to the w rel ess networ KRCT/US2009/03854
The met hod of claim 1, wherein the user controlled list is a

bl ackl i st of one or nore identifiers related to access points

unsui tabl e for providing access to the wrel ess network. 4.
The nmethod of claim 1, further conprising nodifying the operator
qHIifiers base part o

contr o1& L1 k93l 15 LS LGSR0 hth. Bl L DBl 00
claim1, furthawortdaydiositirgampaicf yodificdtion 14e rThog niermétile detites thaofmapne
O o oo SBR Uyl SARR bR, BGPTSR R o™
appar at us, cobipeklisti ngeatetnpl emstctiond precEskoneve pahmefers.edvidgreover, logical
grouping 1402 can also comprise an electrical component for creating the local blacklist
1408. Thus, the blacklist can be created by the wireless network and can be based on
the mobile device, a subscriber, a network provider, and/or the like. Furthermore, the
electrical component 1406 can also provision the blacklist itself to the mobile devices.
Additionally, system 1400 can include a memory 1410 that retains instructions for
executing functions associated with electrical components 1404, 1406, and 1408. While
shown as being external to memory 1410, it is to be understood that one or more of
clectrical components 1404, 1406, and 1408 can cxist within memory 1410.
[0136] With reference to Fig. 15, illustrated is a system 1500 that updates a blacklist of
access points according to user interface commands. For example, system 1500 can
reside at least partially within a base station, mobile device, efe. It is to be appreciated
that system 1500 is represented as including functional blocks, which can be functional
blocks that represent functions implemented by a processor, software, or combination
thereof (e.g., firmware). System 1500 includes a logical grouping 1502 of electrical
components that can act in conjunction. For instance, logical grouping 1502 can
include an electrical component for maintaining a blacklist of access points unsuitable
for providing access to a wireless network 1504, For example, as described, the access
points in the list can be identified using a base identifier, group identifier,
communication parameter, etc. to allow granular specification of access points for
which connection is not desired. Thus, in addition, the blacklist can be consulted in
subsequent access point selection/reselection to determine whether one or more access
points considered are in the blacklist. Further, logical grouping 1502 can comprise an
electrical component for modifying the blacklist according to an update command
received from a provided user interface 1506.
[0137] As described, the blacklist can be updated according to user specification using a
GUIL 1In this regard, for example, blacklist entries can be added, deleted, marked as
permanent, efc. using the interface. Furthermore, logical grouping 1502 can include an
electrical component for analyzing the blacklist in requesting wireless network access

from one or more access points 1508, Additionally, system 1500 can include a memory



mai ntai n and nmanage an operator controlled |list of one or nore
identifiers related to access points in a wireless network, wherein
t he oper atWwp 20evizes88| ed | i st of one or nore identifier sSPATEd2009@38484
group identifier associated with cells offering simlar services;
mai ntai n and nmanage a user controlled Iist of one or nore identifiers
related to access points in the wirel esg;netwrk, wherein the user
controlled list of one or nore identifiers I ncl udes a group

services;
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the operator controlled list is a | 'ackl i st of one or
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to the wrel egfown@hMr Kpecification of access points for which connection is desired. Thus, in
addition, the whitelist can be consulted in subsequent access point selection/reselection
to determine whether one or more access points considered are in the whitelist. Further,
logical grouping 1602 can comprise an electrical component for modifying the whitelist
according to an updatc command received from a provided user interface 1606.
[0139] As described, the whitelist can be updated according to user specification using a
GUL In this regard, for example, whitelist entries can be added, deleted, marked as
permanent, efc. using the interface. Moreover, logical grouping 1602 can also comprise
an electrical component for analyzing the whitelist in requesting wireless network
access from one or more access points in the wireless network 1608. Additionally,
system 1600 can include a memory 1610 that retains instructions for executing
functions associated with electrical components 1604, 1606, and 1608. While shown as
being external to memory 1610, it is to be understood that one or more of clectrical
components 1604, 1606, and 1608 can exist within memory 1610.
[0140] With reference to Fig. 17, illustrated is a system 1700 that maintains a plurality
of lists of access points for utilization in requesting wireless network access. For
example, system 1700 can reside at least partially within a base station, mobile device,
efc. It is 10 be appreciated that system 1700 is represented as including functional

blocks, which can be functional blocks that represent functions implemented by a
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cont r ol | edWOi 2909/13#898ne or nore identifiers related to ARCHERIPIBHES
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protocols, services offered, price packaging, bandwidth, connection constraints, and/or
the like. Further, logical grouping 1702 can comprise an electrical component for
analyzing at least one of the lists to detect presence of an identifier of an access point
1706.

[0141] As dcscribed, the lists can relate to blacklists and/or whitelists. Thus,
identifying an access point identifier in the list can indicate whether the access point
should be ignored or considered during cell selection/reselection, as described,
Furthermore, logical grouping 1702 can include an electrical component for establishing
communication with the access point based on analyzing the at least one list 1708.
Additionally, system 1700 can include a memory 1710 that retains instructions for
executing functions associated with electrical components 1704, 1706, and 1708. While
shown as being external to memory 1710, it is to be understood that one or more of
clectrical components 1704, 1706, and 1708 can exist within memory 1710.

[0142] With reference to Fig. 18, illustrated is a systern 1800 that facilitates maintaining
a list of access points using comrunication parameters associated therewith. For
example, system 1800 can reside at least partially within a wireless network component,
Tt is to be appreciated that system 1800 is represented as including functional blocks,
which can be functional blocks that represent functions implemented by a processor,
software, or combination thereof (e.g., firmware). System 1800 includes a logical
grouping 1802 of electrical components that can act in conjunction. For instance,
logical grouping 1802 can include an electrical component for maintaining a list of
access point communication parameters determined from one or more signals received
from the access points 1804. For example, as described, the access points in the list can
be identified using the associated communication parameters, such as PN offset,
bandclass, radio channels, and/or the like. Further, logical grouping 1802 can comprise

an clectrical component for determining a communication parameter related to an aceess
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access point t wor k.
13. The appar éasgaggg (Y))g C%Fllmtuglc%:cgﬂl‘{fﬁl %&:%%%%OIETP ba%gie at\%agt m t%%? o eter 111 dl.?ﬂ:l
anal yzer t hat whetlpe ds@mmmeaiom ivmmtecommihdshpt k%&eimwbﬁnbmntmmbﬂ can
wirel ess net I

14. The appa\r,\%gail%sto%g)lag@g? Og%tﬂg't? hffi‘& (pormrﬁl%%faé&lnc!aﬁge laéc% dlnrglly e%tab sﬁtgﬂ
processes oneif@ic oypranicgimraadsicior e dietit eidiutdn»t toh eotiemléﬁheadoémttbe bipdra'tte
the user contpglledy I 1 |

wherein the operlat or§ ggnt%nrlogi)o a4 |ms1:t§]da shgerﬁzﬁgqéfd M 9{131% %L%Hrc i for

i dentifiers reieetting funeticas esseyatgrowitit @eqmmonabm@eté‘-ﬂé% P By il 1868. a%lécss
to the wirel eg3wiek WBhK extermal to membfy 1510€1 3P RATAA tgadﬁil@idpoi%i £
wherein the useiiV contr%ﬂx gréiml Psﬁe |gya bl egﬁb Y ?rsone or more o °
identifiers reftelcomporgmsddaed, d8iomend h&ﬂ%@ﬁnteatal ‘@ﬂflibmefmla\}ﬁw ng access

to the wrel eggsnaliickerence to Fig. 19, illustrated is a system 1900 for managing access point

lists based on timers. For cxample, system 1900 can reside at least partially within a

wireless network component. It is to be appreciated that system 1900 is represented as
including functional blocks, which can be functional blocks that represent functions
implemented by a processor, software, or combination thereof (e.g., firmware). System
1900 includes a logical grouping 1902 of electrical components that can act in
conjunction. For instance, logical grouping 1902 can include an electrical component
for maintaining a blacklist of access points unsuitable for providing access to 2 wireless
network 1904. For cxample, as described, the access points in the list can be identified
using a base identifier, group identifier, communication parameter, efe. to allow
granular specification of access points to which connection is not desired. Thus, in
addition, the blacklist can be consulted in subsequent access point selection/reselection
to determine whether one or more access points considered are in the blacklist. Further,
logical grouping 1902 can comprise an electrical component for receiving a time
duration during which the access point is present in the blacklist 1906,

[0144] As described, time duration can be determined from a timer initialized upon
entry of the access point in the blacklist. Moreover, logical grouping 1902 can also
comprise an electrical component for determining a deletion time for the access point
from the list based at least in part on the time duration 1908, Thus, for example, a
deletion threshold can be compared to the time duration to determine when to delete the
access point from the list, as described. Additionally, system: 1900 can include a
memory 1910 that retains instructions for executing functions associated with electrical

components 1904, 1906, and 1908, While shown as being cxternal to memory 1910, it



17. A nethod for identifying cells fromwhich to request wrel ess

net wor k access, conpri sing: mai nt ai ni ng and managi ng a

bl ackl i st WO 29120898 nore identifiers related to unsuit Al RUROOESSISS
points for providing access to a wirel ess network, wherein the

bl ackl i st of one or nore identifiers includes a group identifier
associated with cells offering simlar gervices; nodi fyi ng the
bl ackli st according to a command received fromthe w rel ess network;

and uti |i In.determnin r ess
points for r eks Jé E??nrfljten@g)g% eh?rtc(hlte oF E‘nﬁxe of eI% P%al gorﬁpéﬁ\c;\gsr %O& 19'68 nd ?ﬁ(@ C3H o
met hod of claﬁmﬂkm$MMmmmﬂt9mhe connand relates to an update in

operating par nod t he ackl.i.st
iﬁcludesgrenDV|n eg%v%%%ﬁﬁﬂ?éﬁﬁgi, qu%&%%ﬁgﬁémg%%%g?gﬁg?” g??%%?t%e
bl ackl i st . connectioq Yith Phreeermbmd mpdts afiscobali ereli8mayf bie fripdemancadpir |psnfafrg1ed

adding the id I:ll fl &151%19@ rﬁu 8&3@&)? P Qigﬂgl & naﬁprocquor()@]%&’ Of %‘Jg)gceazgnt o

identifiers re ate access
the wirel ess pistiiorilktegrated circuit (BSIC)ThéleldHtlb@dnmﬁbla Bae mra;Q(FRmercemmet he

whitelist is plLonfithi® ReRr fhvRer AfcMRebad O ubilsiior (BHElisdRk 2RARGire
components, or any combination thereof designed to perform the functions described
herem. A general-purpose processor may be a microprocessor, but, in the alternative,
the processor may be any conventional processor, controller, microcontroller, or state
machine. A processor may also be implemented as a combination of computing
devices, e.g, a combination of a DSP and a microprocessor, a plurality of
MICrOProcessors, one or more microprocessors in conjunction with a DSP core, or any
other such configuration. Additionally, at least one processor may comprise one or
more modules operable to perform one or more of the steps and/or actions described
above.
[0146] Further, the steps and/or actions of a method or algorithm described in
connection with the aspects disclosed herein may be embodied directly in hardware, in a
software module executed by a processor, or in a combination of the two. A software
module may reside in RAM memory, flash memory, ROM memory, EPROM memory,
EEPROM memory, registers, a hard disk, a removable disk, a CD-ROM, or any other
form of storage medium known in the art. An exemplary storage medium may be
coupled to the processor, such that the processor can read information from, and write
information to, the storage medium. In the alternative, the storage medium may be
integral to the processor. Further, in some aspects, the processor and the storage
medium may reside in an ASIC. Additionally, the ASIC may reside in a vser terminal.
In the alternative, the processor and the storage medium may reside as discrete
components in a user terminal. Additionally, in some aspects, the steps and/or actions
of a method or algorithm may reside as one or any combination or set of codes and/or
instructions on a machine readable medivm and/or computer readable medium, which
may be incorporated into a computer program product.
[0147] In one or more aspects, the functions described may be implemented in

hardware, software, firmware, or any combination thereof. If implemented in software,



50 21. The nethod of claim 19, wherein the blacklist and
whitelist correspond to a single list of access points each entry in
t he singl ewbi289/1aes9$ ng a bl acklist or whitelist identi fREIUS2009/038454
22. The nmethod of claim 17, wherein the conmand is a request to flush
t he bl acklist and nodifying the blacklist includes renoving all
entries fromthe blacklist. 23. Jhe nethod of claim17,

further conprising receiving the conmand fromthe wireless network as

2, Shor oSl RN R PARGi o  on i T R £
Wi rel ess net womkputer-readable @&liunhEompithaeadable alediaincBdies Bod sdhuter storage
Cdont 11 o, mediE'ahd SEnRiiBRR RN e i SRR PG RS TR HEe
updating the btaupaler ptoamki ﬁrm olxaded tatnoktleash swrugparethumnnaydmmyld&ilable
received fr OMy@qiR Y éag %g aéc D&l l;yaacc%mputer. By way of example, and not limitation, such
computer-readable media can comprise RAM, ROM, EEPROM, CD-ROM or other
optical disk storage, magnetic disk storage or other magnetic storage devices, or any
other medium that can be used to carry or store desired program code in the form of
instructions or data structures and that can be accessed by a computer. Also, any
connection may be termed a computer-readable medium. For example, if software is
transmitted from a website, server, or other remote source using a coaxial cable, fiber
optic cable, twisted pair, digital subscriber line (DSL), or wircless technologics such as
infrared, radio, and microwave, then the coaxial cable, fiber optic cable, twisted pair,
DSL, or wireless technologies such as infrared, radio, and microwave are included in
the definition of medium. Disk and disc, as used herein, includes compact disc (CD),
laser disc, optical disc, digital versatile disc (DVD), floppy disk and blu-ray disc where
disks usually reproduce data magnetically, while discs usually reproduce data optically
with lasers. Combinations of the above should also be included within the scope of
computer-readable media,
[0148] While the foregoing disclosure discusses illustrative aspects and/or
embodiments, it should be noted that various changes and modifications could be made
herein without departing from the scope of the described aspects and/or embodiments as
defined by the appended claims. Furthermore, although elements of the described
aspects and/or embodiments may be described or claimed in the singular, the plural is
contemplated unless limitation to the singular is explicitly stated. Additionally, all or a
portion of any aspect and/or embodiment may be utilized with all or a portion of any
other aspect and/or embodiment, unless stated otherwise. Furthermore, to the extent
that the term “includes” is used in either the detailed description or the claims, such
term is intended to be inclusive in a manner similar to the term “comprising” as
“comprising” is interpreted when employed as a transitional word in a claim.
Furthermore, although elements of the described aspects and/or aspects may be
described or claimed in the singular, the plural is contemplated unless limitation to the

singular is cxplicitly stated. Additionally, all or a portion of any aspect and/or



27. The nethod of claim 17, wherein utilizing the blacklist in
determ ning one or nore access points for requesting access to the
W rel ess n@ODWIrKI20898| udes: di scovering an in-range accaxs/ s0minstdhat
advertises an identifier; and scanning for one or nore different
access points upon determning that the identifier is in the

bl ackl i st . 28. A wirel ess communjgations appar at us,
conprising: at |east one processor configured to: mai ntai n and
manage a bl ackljist of one,or .nore cess_point.s u suitaHIe for

pr ovi i ng w r SreRim el G b R Fhar I pard S Bt capbriador
appar at us, whemeidimdnhanlsackddigterwinc| udes a group identifier
associated with cells offering simlar services;



51 update at | east one blacklist access point entry based at

| east in part on a network command related to a determ ned

nodi fication in an operating paraneter fior the bl ackli st access point
entry; and request network access to an access point based at

| east in part on verifying absence of the access point in the

bl acklist; and gggpory coupled to the at |east one processor.

29. The wirel ess conmuni cati ons apparatus of claim28, wherein the
network command relates to an update in operating paranmeters for an
access point an updg# the at_ | east one blacklist includes

removi ng an identifi gﬁogt%ﬂpﬂr&f’“}gﬁe access point fromthe

bl ackl i st . mai@injf¥ aﬁ%@ﬁ%ﬁ?an 6RO ShiRiblled list of anfér 1dent1ﬁers

mai nt ai ning and managi ng a bl |1 st ‘of one or nobre access po
unsui t abl e rflated po asdesh prgnta dic @ s&retass aetwiorle vdwsein étwm]ekatowmatrellwd lushu of one

1 4 B AP AR A P L
to an updatsgrve@smand received fromthe wrel ess network; and
maintaining and managing a user controlled list of one or more identifiers
related to access points in the wireless network, wherein the user controlled list of one
or more identifiers includes a group identifier associated with cells offering similar
services; and
utilizing the operator controlled list of one or more identifiers and the user
controlled list of one or more identifiers in determining one or more access points for

requesting access to the wircless network.

2. The method of claim 1, wherein the operator controlled list is a blacklist
of one or more identifiers related to access points unsuitable for providing access to the

wireless network.

3, The method of claim 1, wherein the user controlled list is a blacklist of
one or more identifiers related to access points unsuitable for providing access to the

wireless network.

4, The method of claim 1, further comprising modifying the operator
controlled list of one or more identifiers based at least in part on a command received

from the wireless network.

5. The method of claim 1, further comprising modifying the user controlled
list of one or more identifiers based at least in part on a command received from a

provided user interface.



means for analyzing the blacklist in requesting wreless network
access fromone or nore access points. 31. The apparatus of
claim 30, wherein the update command relates to an update in
operating paraneters for an access point and the neans for nodifying
t he bl acklist renoves an identifier related to the access point from

the blacklist. g rAe\gfgrteleéé ccom{fﬁig%ﬁedfrngtagﬁa@n%tﬁs %g‘fﬁ {0y prrpri Si ng:

code for causing at one conp I it al and” manage a
bl ackl i st of onet kastwaeerdcdesot téifyusedtet at ed to unsuitabl e access
points for providing access t@ a wreless network, wherein the

bl ackl i st includes a"§FdaP PRENTAFIEr 9B sRsEeR cantiplied dist 1of ong &xi mgre
simlar serviceSgentifiers ©RHE foOfccERUIiME it Qewﬁéleés%?e?&/o%?g%%ﬁ?g%e%pérﬁor

nodi fy the blacklist according to comand recei ved

wi r el ess net wor kpntsolted 162 of one or onate iflotifiemuiniciuges heratp ideatsfieransociated

conputer to utili.ze the_bl ackl i‘Ft I n. determ ni ng one or nore access
e 3

points for requ FRESIPY FRVFT el ess net wor k.

maintain and manage a user controlled list of one or more identifiers
related to access points in the wireless network, wherein the user controlled list
of one or more identifiers includes a group identifier associated with cells
offering similar services; and

determine one or more access points for requesting access to the wireless
network based on the operator controlled list and/or the user controlled list; and

a memory coupled to the at least one processor.

7. The wireless communications apparatus of claim 6, wherein the operator
controlled list is a blacklist of one or more identifiers related to access points unsuitable

for providing access to the wireless network.

8. An apparatus, comprising:

means for maintaining and managing an operator controlled list of one or more
identifiers related to access points in a wireless network and a user controlled list of one
or more identifiers related to access points in the wireless network, wherein the operator
controlled list of one or more identifiers includes a group identifier associated with cells
offering similar services, wherein the user controlled list of one or more identifiers
includes a group identifier associated with cells offering similar services; and

means for determining one or more access points for requesting access to the

wireless network based on the operator controlled list and/or the user controlled list.

9. The apparatus of claim 8, wherein the operator controlled list is a
blacklist of one or more identifiers related to access points unsuitable for providing

access to the wireless network.



33. The conputer-readabl e nmedi um of claim 32, wherein the conmand
relates to an update in operating paraneters for an access point and
nodi fyi ng the bl acklist includes renovia§ an identifier related to
the access point fromthe bl acklist. 34. An appar at us,

conpri si ng: a list maintainer that nmaintains and manages a

bl ackl i st of onggor for providing
access to a w rgl essr%éﬁnvgﬁ%%%ﬁ%?%ﬁﬁ&?ﬁp&#%@w%es I ncl udes a group

i dentifier associ at edouds tior calsirg af lesi pge Tompust 8 emuinCas ; and manag@ an
net wor k conmand analq;;zer t?%e %cesses one _or . or e _conman
allgdeli

recei ved from t RESARY &OBE fjoner Qs mprsaicentifies mlaek o §?CGS%1H@FMS in a
an access_poi nt vﬁi@ésh‘%%ﬂ&orf( Natiertihl the 6ﬁ§ratropgoﬁkcﬁféhllis§ﬁf bik 3‘19111181%'[15 1fﬂ3?s

access point fromwhich to request access to the w rel ess networ
35. The appar at uscledeselgavup @eantifisneseicitadheitiood]seffening sintiarremitss;

conprise a comand spe . eqov of an entry in the blacklis

and the |ist maintai ﬁ8$ f% @%é‘?%ﬁftroﬁeﬁn@ﬁwt%@ BrRET f‘%‘fmanage a user
36. The appar at sn@s]leal 1k B 38 ohRESIRnlifigs kélffed TRhHIa ﬁ'ﬁﬁtsflﬁ rtﬁé"@rlireless
adds the entry to a whitelist of suitable access points provi di ng

access to the wneetakswhaeinoihg user controllgd hstrh’éom)planmmleaﬁﬁ@‘sandu% a

\é\/g?;g;rs]et he whi tg%dp 1Eleﬁtﬁie§ Iéé)slbgﬁteld Nyith Sk o%rell"lr?g sinfak sezr%%gs §t (PUZL)

code for causing the at least one computer to utilize the operator
controlled list and the user controlled list in determining one or more access

points for requesting access to the wircless network.,

11.  The computer-readable medium of claim 10, wherein the operator
controlled list is a blacklist of one or more identifiers related to access points unsuitable

for providing access to the wireless network.

12.  An apparatus, comprising:

a list maintainer that maintain and manages an operator controlled list of one or
more identifiers related to access points in a wireless network and a user controlled list
of one or more identifiers related to access points in the wireless network, wherein the
operator controlled list of one or more identifiers includes a group identifier associated
with cells offering similar services, wherein the user controlled list of one or more
identifiers includes a group identifier associated with cells offering similar services; and

an access point evaluator that utilizes the operator controlled list and/or the user
controlled list in selecting an access point from which to request access to the wireless

network.

13.  The apparatus of claim 12, further comprising a network command
analyzer that processes one or more commands, received from the wireless network, to

update the operator controlled list.



38. The apparatus of claim36, wherein the blacklist and whiteli st
correspond to a single |list of access points each entry in the single
list having a blacklist or whitelist idaptifier. 53 39. The
apparatus of claim 34, wherein the one or nore commands conprise a
command specifying an update to one or nore paraneters of an entry in

the blacklist and th [ ' I ner r . y . f t he
bl ackl i st bas edqgh t ﬁfg eca h?rrgﬁlé Btf@faﬂﬁ 12, ﬁ'gagﬁgonnéé} Esé%n%%ﬁteﬁ{r:agg}thsaf Bﬁolcﬁﬁes
net wor k cormmaldsnoretatadndspremntet ahthaigtdriast o ofdagle Qger ROAiEOIRAIRES
poi nts for providing network access, conpri sing: determ ni ng

nodi fication of an operating paraneter related to one or nore access

poi nts; and 15, U raRSiPphtdidof cgﬂmdwh&efﬁpﬁ'@ ﬁpe?atbp%glllt{(;‘ﬂeﬂcﬁgt' ]ta
to one or nore nobile devices based on the operating parameter =

nodi fi cat i dtacklisterfedne oheore edentifibmcielatst to agkssdpsing grsoitghlé denpiokiding
associated with cells offering simlar services. 41. The

net hod of @F%‘?s?ﬁoig,ewgqs%flﬁtwto command to update the |ocal blacklist
conprises instructions to delete the access point fromthe |ocal

bl ackl i st . ) . o )
16.  The apparatus of claim 12, wherein the user controlled list is a blacklist

of one or more identifiers related to access points unsuitable for providing access to the

wireless network.

17. A method for identifying cells from which to request wireless network
access, comprising;

maintaining and managing a blacklist of one or more identifiers related to
unsuitable access points for providing access to a wireless network, wherein the
blacklist of one or more identifiers includes a group identifier associated with cells
offering similar services;

moditfying the blacklist according to a command received from the wireless
network; and

utilizing the blacklist in determining one or more access points for requesting

access to the wireless network.

18.  The method of claim 17, wherein the command relates to an update in
operating parameters for an access point and modifying the blacklist includes removing

an identifier related to the access point from the blacklist.

19. The method of claim 18, further comprising adding the identifier of the
access point to a whitelist of suitable identifiers related to suitable access points for

providing access to the wireless network.

20.  The method of claim 19, wherein the whitelist is stored in a preferred

user zone list (PUZL) database.



42. The net hod of claim40, wherein determ ning nodification of an
operating paraneter includes determining nodification of one or nore
rel ated authorization credentials. 50 43. The nmethod of claim42,
wherein transmtting request to the one or nore nobile devices

i ncludes transmtting a short nessage service (SM5) nessage

conprising the egmrang, method of éﬁlm-ﬁ@ewjﬁg}eﬂpﬁlecﬁl?gﬁ . ﬂf@hlt%’?'&&&&gond

transmtting the command to the one of nore nob evices I nclud
transm tti fgaaingEnmshndatossy paisty eadhecttiyaalthddiaglkllisshaving a blackldbor Whigelist
met hod of céal 40, further conprising transmtting a request to the
one or noré I'e devices to add the one or nore access points to a
whitelist based at least in part on the determ ned nodification.

46. The method of claim45, wherein the whitelist is stored in a
preferred user Zdne |Thstmgthodrpl cldan dBawbereinsthe command4y a rfuesintet fhostl the

of claim 4%’1aci(Hsrttaplﬁ rmocd?gpnré ik Bficklist includes removing all entries from the blacklist.

23. The method of claim 17, further comprising receiving the command from

the wireless network as a short message service (SMS) message.

24, The method of claim 17, further comprising initially receiving the

blacklist from the wireless network.

25.  The method of claim 24, further comprising maintaining a local blacklist

of unsuitable access point identifiers.

26.  The method of claim 25, further comprising updating the local blacklist

based at least in part on commands received from a provided interface.

27.  The method of claim 17, wherein utilizing the blacklist in determining
one or more access points for requesting access to the wireless network includes:

discovering an in-range access point that advertises an identifier; and

scanning for one or more different access points upon determining that the

identifier is in the blacklist.

28. A wireless communications apparatus, comprising;
at least one processor configured to:

maintain and manage a blacklist of one or more access points unsuitable
for providing wireless network access to the wireless communications apparatus,
wherein the blacklist includes a group identifier associated with cells offering

similar services;



generating the | ocal blacklist based at |east in part on access

poi nts determ ned unsuitable for providing network access to the one
or nore nobil e devices; and provisioninglthe |ocal blacklist to the
one or nore nobile devices. 48. The nethod of clai m 40,
further conprising providing the one or nore nobile devices with a

gl obal bl acklist of apgsss: RAYME HidlistHcBesd PRl bARY Badel at RaSVinHal%n 2
49. A I appar at us,

net work access. . Wi rel ess conmuni cations
conprising: at Inewankosenpanteskited ¢ond | dateradnddo modificatiodetrecth aperating

nmodi fication to _an operatin .ameter related to one or nore access
poi nts; géﬁEW5$% 9”#83%@?@338ﬁﬁﬁﬂﬂﬂE8#%%6 sion an update to a
bl ackli st of one or mefiRsPEARSS ROERS To URS Bede@D bBint Yas® QY 1&kNth part on
network access, wherein the blacklist includes a group identifier

associ at ed wi t h veafyirg dispege dighsiasedsaoingen theddacklistnand r ansnit t he

network command atng)en%:)r%%{lf)l%d goet\ﬁ'e%ﬁea&%%e%ro%ees%?nrcy coupled to the at
| east one processor.

29.  The wireless communications apparatus of claim 28, wherein the
network command relates to an update in operating parameters for an access point and
updating the at least one blacklist includes removing an identifier related to the access

point from the blacklist.

30.  An apparatus, comprising:

means for maintaining and managing a blacklist of one or more access
points unsuitable for providing access to a wireless network, wherein the
blacklist includes a group identifier associated with cells offering similar
services;;
means for modifying the blacklist according to an update command received

from the wireless network; and

means for analyzing the blacklist in requesting wireless network access from one

Or more access points.

31. The apparatus of claim 30, wherein the update command relates to an
update in operating parameters for an access point and the means for modifying the

blacklist removes an identifier related to the access point from the blacklist.

32. A computer-readable medium comprising:

code for causing at least one computer to maintain and manage a
blacklist of one or more identifiers related to unsuitable access points for
providing access to a wireless network, wherein the blacklist includes a group
identifier associated with cells offering similar services;

code for causing the at least one computer to modify the blacklist

according to a command received from the wireless network; and



50. The wirel ess comruni cati ons apparatus of claim49, wherein the
command to provision the update conprises instructions to delete the
one or nore access points fromthe bl ackRi st. 51. An
apparatus, conpri sing: nmeans for receiving a paraneter

nodi fication related to an access point in a wreless network; and

means for provisioni Rgad ret MR GRMNTaRE: tde Rerfto! QG e &%g&ﬁ}%ﬁ% in

to one or nore nobile devices 11 the wreless network based o

par amet er nodi f idetermpmg whe oeimonehecesscrdints| fac kéqusstingnedaaske s thegwinalzss
i dentifier associgteg with cells offering simlar services.

52. The apparat 0§76 “cl ai m 51, wherein the network conmand conpri ses

I nstructions to delete the access point fromthe |local blacklist. 55

53. A conputer-readabl e nmedi um conpri si ng:
The computer-readable medium of claim 32, wherein the command

rclates to an update in operating parameters for an access point and modifying the

blacklist includes removing an identifier related to the access point from the blacklist.

34,  Anapparatus, comprising:

a list maintainer that maintains and manages a blacklist of one or more access
points unsuitable for providing access to a wireless network, wherein the blacklist
includes a group identifier associated with cells offering similar services;

a network command analyzer that processes one or more commands, received
from the wireless network, to update the blacklist; and

an access point evaluator that utilizes the blacklist in selecting an access point

from which to request access to the wireless network.

35. The apparatus of claim 34, wherein the one or more commands comprise
a command specifying removal of an entry in the blacklist and the list maintainer

removes the entry from the blacklist.

36. The apparatus of claim 35, wherein the list maintainer further adds the
entry to a whitelist of suitable access points for providing access to the wireless

network.

37.  The apparatus of claim 36, wherein the whitelist is stored in a preferred

user zone list (PUZL) database.

38.  The apparatus of claim 36, wherein the blacklist and whitelist correspond
to a single list of access points each entry in the single list having a blacklist or whitelist

identifier.



code for causing at | east one conputer to determ ne nodification of

an operating paraneter related to one or nore access points; and

code for causing the at |east one conpub®r to transmit a conmmand to
update a | ocal blacklist to one or nore nobile devices based on the
operating paraneter nodification, wherein the |ocal blacklist

i ncludes a groupgi dentk hpdraids §POLA 66, WhdrBinGRL bfe & héfe! Bthndddl kéfhprise
servi ces. 54. The conput er-readabl e nedi um of cl ai m 53,

wher ei n t he conmraddpe@Hupgian spddretd owadr hbwgklinsttersefjgniesty in the blacklist

instruction g .delete.the acce ing fr t he. |l ocal, bl ackli st.

55. An app%ﬁ%tht?s}l,s & Wg%}?%rirﬁlapvesstﬁe Q&yaﬁ%‘grtg‘%llag&s&ﬁaasﬁe;gné%‘fot?ﬁfl%‘?d'
that detennines a nodified operating paraneter related to one or nore
access points in a wreless network; and a network command
provi si oner t hattOt r adis methpdafor i pevigivdmgenswariapemmendneelaed o merintaining
nobi | e devi: j n.th i fied operating
paramet er  Uanar e ot il acE@S polelt AP plovilind R IRheek S caRGtRNe
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56. The apparatus of claim55, wherein the |ist update commuand

speci fies ALIPYRSIdbne or nore entries in a local blacklist of
access points u it f Qi [Wol! C ] i .
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includes a group identifier associated with cells offering similar services.

41.  The method of claim 40, wherein the command to update the local

blacklist comprises instructions to delete the access point from the local blacklist.

42. The method of claim 40, wherein determining modification of an
operating parameter includes determining modification of one or more related

authorization credentials.

43, The method of claim 42, wherein transmitting request to the one or more
mobile devices includes transmitting a short message service (SMS) message

comprising the command.

44, The method of claim 40, wherein transmitting the command to the one or

more mobile devices includes transmitting a command to flush the local blacklist.

45.  The method of claim 40, further comprising transmitting a request to the
one or more mobile devices to add the one or more access points to a whitelist based at

least in part on the determined modification.

46.  The method of claim 45, wherein the whitelist is stored in a preferred

user zone list (PUZL) database.



58. The apparatus of claim55, wherein the |ist update comuand
specifies insertion of one or nore access point identifiers to a
whitelist of access points suitable for3froviding access to the

wirel ess network. 56 59. The apparatus of claim58, wherein
the whitelist is stored in a preferred user zone list (PUZL)
dat abase. 47. 60 ThEMetaRPer Mis40 Furdlefbdhphsinpher ei n the |i st

updat e command specifies a paraneter update to one or nore entries in
a | ocal bl ackl i sengptingthedacahblasklistihased etalbist it part pnowtess ﬁ?gméi:é@smlncd
the wirele aratus of ¢ rein
the net wor DGR pogiding ehuBrk ackhS P PR R Bpeft bR e B

(SMB) nessage co@npisishing tiichecdl fb&icklm(ﬂ@ﬂf% oheIBtele mobile deviedd2. A
met hod for identifying cells fromwhich to request w rel ess network

access, conprising: mai nt ai ni ng and managi ng bl ackli st of one
or nore access pgint Srh!érlﬁé{h&@% ﬁlafrf?rctophﬂ%ﬂei?"c&% ﬁgimgi) \H&%ngtﬂ‘é {)I?{.J/ §P?ﬁore
networ k based at |east in on one 8 dj el ve rom

a provi ded musdle denices ithe, glmim ibédcRlidt fod abcteas bbms:;tthamb ugdestabledoopipviding

identifier associated with cells offering simlar services;
network access.

49. A wireless communications apparatus, comprising:
at least one processor configured to:

detect a modification to an operating parameter related to one or more
access points;

generate a network command to provision an update to a blacklist of one
or more access points unsuitable for providing network access, wherein the
blacklist includes a group identifier associated with cells offering similar
services; and

transmit the network command to a mobile device; and

a memory coupled to the at least one processor.

50.  The wireless communications apparatus of claim 49, wherein the
command to provision the update comprises instructions to delete the one or more

access points from the blacklist.

51.  An apparatus, comprising:

means for receiving a parameter modification related to an access point in a
wireless network; and

means for provisioning a network command to update a local blacklist to one or
more mobile devices in the wireless network based on the parameter modification,
wherein the local blacklist includes a group identifier associated with cells offering

similar services.

52.  The apparatus of claim 51, wherein the network command comprises

instructions to delete the access point from the local blacklist.



detecting an access point that provides access to the wrel ess

networ k; and scanning for one or nore disparate access points based
at least in part on identifying the accé8s point in the blacklist.

63. The nmethod of claim 62, further conprising adding an identifier
of the access point to the blacklist based at |east in part on
processing a request for addition received fromthe user interface.
64. The nmethod of claim®63, further conprising displaying a pronpt on
the user interf&de ré} empputereadahlngeding ¢oemisifg:er of t he access

point to the blacklist u on_det ec the access p

The nethod of clai m &39° qj'rc‘taﬁgpg Hﬁ?gli %ﬁﬁ#rfﬁ’@ﬂl@l‘% @8?%@0??%0%?“
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processi ng a request del etion received fromthe user interface.

57 66. The netchddl fof casiagnthe s lediepeé gompeter éq)treasmit gr command to

o ackl st by VRIS R A SoBi BPER whfy hy BnbHiing

identifier of tharaaet@sfodiicatont @vHeif@n blheaﬁiéhll Bliackif¥€ linthefes SPRGUH VildMdifier
the identifier as a pernmanent entry such that deletion by a comand

fromthe wrel eS80gEHsHoVIL F@ismf%ﬂﬁlsir@baf services.

54, The computer-readable medium of claim 53, wherein the command to
update the local blacklist comprises instructions to delete the access point from the local

blacklist.

55.  An apparatus, comprising:

a parameter change evaluator that determines a modified operating parameter
related to one or more access points in a wireless network; and

a network command provisioner that transmits a list update command to one or
more mobile devices based at least in part on the modified operating parameter, wherein
the list update command includes a group identifier associated with cells offering

similar services.

56. The apparatus of claim 55, wherein the list update command specifies
deletion of one or more entries in a local blacklist of access points unsuitable for

providing access to the wireless network.

57.  The apparatus of claim 56, wherein the list update command indicates a

flush of the local blacklist of access points.

58.  The apparatus of claim 55, wherein the list update command specifies
insertion of one or more access point identifiers to a whitelist of access points suitable

for providing access to the wireless network.



68. The nethod of claim 62, further conprising storing the bl ackli st
on a renovabl e nenory devi ce. 69. A wireless comuni cations
appar atus, conprising: at |east one proééssor configured to:

mai ntai n and nanage a bl acklist of one or nore access points
unsuitable for providing wireless network access to the wirel ess

communi cations aopar atldspbaake Alldifas Wik He QRitQRe is_osrtoxgﬁ ¥ a preferred
requests received froma provided user interface, wherein the

bl ackl i st usen 2ededistHPYZd0gaiabienst i fi er associated with cells offering
simlar services; detect an access point that provides access to
the wirel ess network; and anal yze one or nore disparate access points

based at |east ig. partheQPppidRBIIIICIHIMSBS, et BRSIiP Uit lcBmbM@d specifies a
bl acklist; and a nmenory coupled to the at | east one processor.

70. The wi Paraedercidaierip ©aeiosmoragpaieaing ledal blagklint 69 acedsepeints wiseitzie

| east one 4 | S.d - figured to add an identifier of the
access poiE%P@§§§@gﬁ%?%%k§ﬁgﬁ£%%%§§e§ﬁn east in part on processing a
request for addition received fromthe provided user interface.
71. An apparatus, conprising: , . o
PP 61. he appargatus of claim 55, wherein the network command provisioner
p

transmits a short message service (SMS) message comprising the list update command.

62. A method for identifying cells from which to request wireless network
access, comprising:

maintaining and managing blacklist of one or more access points unsuitable for
providing access to a wireless network based at least in part on one or more commands
received from a provided user interface, wherein the blacklist includes a group identifier
associated with cells offering similar services;

detecting an access point that provides access to the wireless network; and

scanning for one or more disparate access points based at least in part on

identifying the access point in the blacklist.

63.  The method of claim 62, further comprising adding an identifier of the
access point to the blacklist based at least in part on processing a request for addition

received from the user interface.

64.  The method of claim 63, further comprising displaying a prompt on the
user interface related to adding the identifier of the access point to the blacklist upon

detecting the access point.

65.  The method of claim 63, further comprising removing the identifier of
the access point from the blacklist based at least in part on processing a request for

deletion received from the user interface.



means for maintaining and managi ng a bl acklist of one or nore access
poi nts unsuitable for providing access to a wireless network, wherein
the bl acklist includes a group identifief associated with cells
offering simlar services; means for nodifying the blacklist
according to an update conmand received froma provided user

interface; and 668 The meth®PHScIAH 68NRho&inNHe tQRcR! BEULESIn eived from
requestl ng w rel ess network access fromone or nbre access pol nts I n

the wi rel ede yser intarface is a requesy o floshgheplseklist.us of claim 71, wherein
the neans for maintaining the blacklist adds an identifier of the one
or nore access points to the blacklist based at |least in part on

processing a reqgaest Themelesdl dfi ddinl 63 Sihégsih Addng thaeddtigét 8edle US&®Ks point
i nterface. 73.. A conputer-readabl e medi um conpri si ng: _
code for cudiedacklishigelydessmecibangtheddentificas hpaimmnancnifasage that deletion
bl ackl i st ‘Bgz aQd n%nd%ﬁt@e%ﬁ%éss%%h@cﬁrﬁ 1?@%@1}5@5" e for providing
access to a"wirel'ess network based at [east 1 n part on one or nore
commands received froma provided user interface, wherein the

| acklist incl a_gro i dentifier associated with cells offerin
gi ?nﬂ alr Sselr CF Cg%gs T%e rnug)thtl)(ij of cllaim 62, further comprising storing the blacklist og a

removable memory device.

69. A wireless communications apparatus, comprising:
at least one processor configured to:

maintain and manage a blacklist of one or more access points unsuitable
for providing wireless network access to the wireless communications apparatus
based at least in part on one or more requests received from a provided user
interface, wherein the blacklist includes a group identifier associated with cells
offering similar services;

detect an access point that provides access to the wireless network; and

analyze one or more disparate access points based at least in part on
identifying the access point in the blacklist; and

a memory coupled to the at least one processor.

70.  The wireless communications apparatus of claim 69, wherein the at least
one processor is further configured to add an identifier of the access point to the
blacklist based at least in part on processing a request for addition received from the

provided user interface.

71. An apparatus, comprising;

means for maintaining and managing a blacklist of one or more access points
unsuitable for providing access to a wireless network, wherein the blacklist includes a
group identifier associated with cells offering similar services;

means for modifying the blacklist according to an update command received

from a provided user interface; and



code for causing the at |east one conputer to detect an access point
that provides access to the wirel ess network; and code for
causing the at |east one conputer to scd® for one or nore disparate
access points based at least in part on identifying the access point
in the blacklist. 74. The conputer-readabl e medi um of clai m

73, wherein the [5aRPWrahalyeRdake BlabBHt Hmeawsﬁggivi&&gpﬁét%ﬁ( £R68 i one
causing the at | east one conputer to add an identifier of the access

poi nt to tEnKIraatepspoingsethearirdlesasetwartkpart on processing a request
for addition received fromthe user interface. 75. An
apparatus, conpri sing: an interface that receives one or nore

comands to updage a THeagifarfits of it N, WHeR:iRARESHedd! M Smaintaining the
unsui tabl e for providing access to a wireless network, wherein the
bl ackl i st ibhcklisfeddaanyidsnipfierad g grecqr mers gegest peinirite theddagklistgfased atrigast

simlar sery P&I‘?%ﬁ ggcessirria {'e'qﬁéstrfa"aﬂhﬁfcﬂ?%cﬁti\t]eﬁtfrdm'tﬂ?eh%b\qae(?{fs%r MHU8QES
t he bl ackl i st bas at ast’ rn part on e one or more conmands; “anhd
an access point evaluator that utilizes the blacklist in selecting an
access point frqglmhich to re%yg t access to the wrel ess network.
. A computer-readable medium comprising:
code for causing at least one computer to maintain and manage a
blacklist of one or more access points unsuitable for providing access to a
wireless network based at least in part on one or more commands received from
a provided user interface, wherein the blacklist includes a group identifier
associated with cells offering similar services;
code for causing the at least one computer to detect an access point that
provides access to the wireless network; and
code for causing the at least one computer to scan for one or more

disparate access points based at least in part on identifying the access point in

the blacklist.

74.  The computer-readable medium of claim 73, wherein the computer-
readable medium further comprises code for causing the at least one computer to add an
identifier of the access point to the blacklist based at least in part on processing a

request for addition received from the user interface.

75.  An apparatus, comprising:

an interface that receives onc or more commands to update a blacklist of one or
more access points unsuitable for providing access to a wireless network, wherein the
blacklist includes a group identifier associated with cells offering similar services;

a list maintainer that maintains and manages the blacklist based at least in part
on the one or more commands; and

an access point evaluator that utilizes the blacklist in selecting an access point

from which to request access to the wireless network.



59 76. The apparatus of claim75, wherein the interface
receives a command to add an unsuitable gccess point to the bl ackli st
and the |ist maintainer adds the unsuitable access point to the
bl ackl i st . 77. The apparatus of claim 76, wherein the access
poi nt eval uator ignores the unsuitable access point in selecting an
access point ba§éd afl'hkeppdratumn opakimdh, vtemtn thyiimgrihdeereogisesi 4 edth®and to
access point.in the bl acklist. 78. T ppar atus of claim76
Sher o n” ¢ hadd bR weReAREP By t e blAKIA anths | PhaatNid brradh Begpeatible
point to thedd psikldoshe P@s@drat least in part on the access point
eval uator encountering the unsuitable access point. 79. The
apparatus of claim76, wherein the interface further receives a
command to reno$§ thﬁ,unsuitabl accggs oi.nt. fromthe blﬂpklist an
er g ita

the Iist maintai FaDR R af (A 76 SR e S5 o S F0PE fgores the

bl ackl i st. unsuitable access point in selecting an access point based at least in part on identifying

the unsuitable access point in the blacklist.

78.  The apparatus of claim 76, wherein the interface displays a prompt to add
the unsuitable access point to the blacklist based at least in part on the access point

evaluator encountering the unsuitable access point.

79. The apparatus of claim 76, wherein the interface further receives a
command to remove the unsuitable access point from the blacklist and the list

maintainer removes the unsuitable access point from the blacklist.



