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1. Field wbuohaschkniventi on [ 0001] The field of the present PCMAS0LBOAL I S
conputing devices for use in conbination with a network and net hods of

usi ng such devices. 2. Background OOOZk A typical conputer, whether an

of f-the-shel f or a customi zed R t &rl oA T1OMr sonal , busi ness,
specialty, or other use, has many conponents. Sonme of the common
conponents are processors, nenories, storage devices, input and output

devi ces| CUALIZED'READIBRL Y STFORAGE DEVACE FOR Eb@ﬁmpuﬁN@Fﬂ_ﬁWER of t
ble tor controllin

W ndowse, Mac OS, Unix, Linux, etc., is responsi tr g the
conponents and their functions. AINBEWORK| ar, the operating system

handl es file requests from 15 applications or fromthe operating system
itself. When a file request is received, the operating systemattenpts to

supply the file from OneBﬁfC}{@ﬂdl_ﬂQ Io,strp_rEa @ﬁﬂ s or froma network
server if the conputer ircmnvcredﬁro—a—MOOS] Because there are
many different options available for storage devices and network
interfaces, the operating systemis typically programmed wth the 20

chafact®ri stfiekl ofdbedsegntiono access al nost every storage device and network

interf at_.co be nnected,to the conputer. .Thus, .for each storage
devi ce TOOPHE’ e il 86 BB e hfsstt  Bvbalort o thibutdd fevie® F8r Uk Bovice
type (icdimbinBBEM@ithca neéf¥drkand métholls of BSingBuRhfRsfedsype (i.e. | DE SCSI,
etc.), and the physical paraneters of the storage device (i.e. nunber of

cylinders, sectors, heads, tracks, 25 etc.). If the conputer is connected
to a network, the o'g(?rating system al so has to be programmed with the
vari ousénet iBRRrAWRS f ace types (i.e. Ethernet, Token Ring, ATM etc.),

the nehl}bgpbhg:/ﬁtt Bé|sccgjn Gter, NehéthBr ah%?f—ﬂﬁ%gﬁéﬁ_ 8t E’C%niz%ﬁ%ﬁmﬁ)@gﬁ &y

partic ods use 0 conmmunicate w net wor k resources (
sefl0er spersanalDbdi3in&38 6 4peclalty, UsOaihet A&k, [has0mpny rcaampbnands, Sdraeopfethat i ng
system al so has to be iles on __stora nd.,over a

able to manage file e devi ces
et vor KEOTBROCERPRRGH1S RIS I 0TS  EMEBSasioRRR JEVIGRS YT Aaf QauEs
| ookup dahteds ahdi REtwER. iMeHatds I aftRy rssbragng | yRteth! ofihi @3 ekt t O
Windows®, Mac OS®, Unix, Linux, etc., is responsible for controlling the components
and their functions. In particular, the operating system handles file requests from
15  applications or from the operating system itself. When a file request is received, the
operating system attempts to supply the file from one of the local storage devices or
from a network server if the computer is connected to a network.
[0003] Because there are many different options available for storage devices and
network interfaces, the operating system is typically programmed with the
20  characteristics necessary to access almost every storage device and network
interface that could be connected to the computer. Thus, for each storage device,
the operating system has to be programmed with the storage device type (i.e.
magnetic, optical, etc.), the interface type (i.e. IDE, SCSI, etc.), and the physical
parameters of the storage device (i.e. number of cylinders, sectors, heads, tracks,
25  etc.). If the computer is connected to a network, the operating system also has to be
programmed with the various network interface types (i.e. Ethernet, Token Ring,
ATM, etc.), the network protocols (i.e. TCP/IP, IPX, AppleTalk, SNA, etc.), and any

particular methods used to communicate with network resources (i.e. servers).



manage the files. Over the network, the operating systemhas to be
programmed to 5 communi cate with a network server and retrieve files. It is
of ten advaptoagsssus for the operating systemto transl atepPchasvz/bmol

i nformati on received fromthe network into a format resenbling the file

al | ocat ables to sinplify the file retrieval process. [0005] The way an
oper at Iméaéi/ tlBrAdelRy dhe Bt systeRy alsehas {1 ke ablasto managefileeonty to

a conpuligfagelfi&i ﬁ%’%@&éﬁ’a nStwaR lohn fsﬁﬁpsgﬁé%é‘@e\tn@@s SRk erétﬁgf:%ﬁ?@rﬁs of a

conput er . picalTy, a conputer goes throug set up 'process
i nvol vypiaallyposes nogokupp tabded ootindites,destially refeatedc as filmialloeatornt tables, to

install ati f . ' t b t d f tt I I
St or agdraagae Qe 128, Bidbalaew FEP pbrretBiavalanh §as o BEwrofgmEsH Pour | ng
har Siwaf&)rﬁMEHH%%IW&hSdJﬁéth sdrv@lp A refiede fifkyd It bABA Isdwahwgteéﬁg for( Bk
installing and conflggrlng applications, etc. 15 until the conputer is

pr epar experating systeanjo deansiaie thedile [Imformqathmeeeﬁmﬂ &om the setwerk ista @ent

while t t t t

Fequi r dOFERF e Rlinb 3k B esfER sa58% el 8 RPB A AlPef® T ccuent 1 v
i nvol vg9008] nstad Waygah Itq)eriaﬁbg systesh onsnadfest bempppRenteaand ieipfuhdtibns
corrponent S of t he OEfratl ng system Additionally, files may be corrupted

due to 3% SPERIHYEIQ G §OMPEERT. erlhsy §°m8IeXEbdﬁlﬁ%?r'|YV$‘?%é’§”n9\h@ﬁ BRiUp
haﬁ’?eggbrow@s ©fP'a r%ﬁgterf 'Iﬁﬁc@ﬁg% EBrEBEterreégons tﬂl?g?h aeQé’thRe Cc@s?"tﬁ’&tess

y rnvol've reinstalll I'I'ca use t or rupt ed
fil es owowdenvgaesgapbygotimg Ifmrmlal bogableedexice Hiatrugn isjtstes the irstlfation ofone

i nst 0007] Th ' I t |
ooul S 1PRATgING AYSfaihnlBhaveioios Pty ctee) APREE Aedace (H)a
busi nesas@ilig’ RNt opdratin %%%?ﬁt Oédrﬁngﬁﬁﬁ Q?a?UI/véré %BﬁIbdnBﬁtéSéG% af

dol I ars per uUser or per co uting cgeVI ce. d|t|ona y, the cost of
mai nt ai mswgymaanmaed metworlemaia@ec(anmtwan@roodﬂgumng applicatiosst etc.,

f f wh I d bl
ar 18c- Tt 6o BRIk Brebared b /ey SRR ERR et Fon, - except pr obi ems

rel at egobosl Stﬂ’fea@@rr@ﬂéédlt?% alwmi@fehewm@ the sohyrAemist iRl ised  Applitatmeunt  of
tinme. i nstance, a broken conponent, such as a video card or a network

i nt er f zaRd hereperatiyg S¥stequMAY [paHER PeEedic\atehesOn rdates dhe é’(‘ﬁIﬁUﬁIWO
oot b which eé’cilf‘é'nftlgleﬂ%l(/eg%mﬁaw\f‘?%q é?oﬁ&l@?ﬂ:w U&Oﬂ( éé@ll cegﬁg:ﬁttﬁe files

| engt hy proc ens ar
st or ed ecompdeersts afape atmranmg sy¥feem aAdditichally| Vikesi ma& b@rqmuﬂ;ptedmu{awmct i ons

or 20  program errors, user errors, or computer viruses. When this happens, the corrupted
files need to be replaced or repaired, a process that may involve reinstalling the
applications that use the corrupted files or even possibly reinstalling the operating
system itself in some instances.
[0007] The complexity involved in using a computer usually results in high
25  maintenance and support costs being incurred. In a business environment, the
support costs can easily reach thousands of dollars per user or per computing
device. Additionally, the cost of maintaining computers increases because work
productivity tends to decrease significantly, often to zero, when computer related
problems arise.
30 [0008] Problems related to hardware malfunction, except problems related to
storage devices, may often be resolved within a short amount of time. For instance,
a broken component, such as a video card or a network interface card, may be
quickly replaced with an identical component. However, computer repair may
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corrupted files cause problens, the repair and recovery process m ght
involve reinitializing the hard drive, reinstalling the operating system
and/ or rewasBaBssung 5 applications. [0009] Nunerous nethedI/@ospeesent|y
avai l able to reduce the conplexity of conputers, shorten the recovery

process when problens occur, or to mnimze the need for a recover
pr ocessPeAARR et IgagthySyaeess If the Prhiems aferelgtrd to sloragmaayces pe the a&ge

devi ce, ' r e Mt Lzl L@l 0
comput &0 BNk Vol iEes | Whéh 3 hARF tpye't . ConPuBRTfaRAEBHs ) o,

cl oni ngearhupted diileg ecaisei prblems, itnestrephiat and eroverysprovesbemidiar ineoke. A
conputer.is first, c lLletely set .up with a full set of applications. Then

t he Std’pg’&@ehz&qﬁﬂ&%@dCq%rb\f%dremstalﬁggit&ggt geeraling systemg &ndyor E@'”q{ﬁﬁ'ngnage
file meypgligatiome used to reset the conputer to its original condition or
to set up identically equipped 15 conputers. Many consuner-oriented

conput d0808bnNwinerouse wiikeds @re RoRBentlyc availabie g neduce atbeoegmpleiityl of | nage

cond t | GBHE SrehcheJEEordT MbBRETRrER MBS, oh T 0 SPRESBeor age
devi ce st f? Drecovent Bbcebs arEgEthbh e SomMe ofitHédraifdrmiekifodaPareadibhig
system applications, or any other files stored on the storage device.

Conpl i dBEi siesage dawcenr baetingithgy eamButeetfrrm Anneterkn eitilizins espeaialized

neg¢gss d 0 ' ted software after the
st g?ag?%é@ggws%ggﬁ%?ggﬁ@%aemﬁggﬁﬁ &Q%&;@_\/él[%t&%ﬂfme net wor k boot

met hod [0910] t By clomihg thec storagee tevicewhHehinstatiption processt may bhdrghodemed.oad
necessaly files froma network server. e copputer . 25 ual ses a

el |- ki Gomauie i s ramotel sef Ga wilbar b ek ppapfcaises. (echiida@osnd
execut &ydyiedTRl doRep b dBAICtad B A ARSIT. | The 74856 Me 1By Gheh Beluded tocan
start downl oading the rest of the operating system and any applications.

The drresbhidke ofompiuterntst hitsd originahatonditianherctonset eup didestically lequipped ocal

st éage devitce I,.t has toﬁ%o t.hrgﬁgfh thetsarre boot.t rocess o dR l.oadi ng
nedded F9MRYEIheMeRY GaNsYETSrOniSHIGH campiitels ¢agWitl regovery (4B, fas a

| ocal Séd?ﬂéliﬁﬁ‘nqzﬂé'féétonﬁ HEBURNINGEE Shatadhn e 0Séd to RIstereht Mordguicgrded fil es
| ocally. But then the ‘operating system downl oaded over the network is,

once agts factarysiefaidt eonditia. The deawbackceiibiseretheskis that aneugimageneh gar e
C oS Bb Bl el e 15 i Beler-hR1OSE 4 Rp8Ge. 1, R PORARG"S,
enhancesyiskem, applications, or any other files stored on the storage device. Complications
20  may arise using this method in instances when it is necessary to apply patches or
updates to the installed software after the storage device is restored from an old
image.
[0011] The network boot method is often used in conjunction with simple
computers that download necessary files from a network server. The computer
25  usually uses a well-know network service, such as BOOTP, TFTP, or PXE, to
download and execute a small basic portion of an operating system, which in turn
can start downloading the rest of the operating system and any applications. The
drawback of this method is that if the computer does not have a local storage device,
it has to go through the same boot process of downloading needed files whenever it
30 is powered on or reset. If the computer has a local storage device, this process can
benefit by storing downloaded files locally. But then the operating system
downloaded over the network is, once again, responsible for the often complex task
of managing hardware components and files stored on the local storage device.
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operating system by addi ng additional software conponents as agents,
daenons, or services. One typical way of using this nethod is to use
anti-vi ruwogofsssas e that constantly scans stored fil es f®@cTarg2/svaput er
virus infection. This nmethod may al so 5 be inplenented by adding a software

devy oo 10RA2E: Ui onigted maradsant, SEEMAGo neihod o UBeRdto EPRABCS A
addi ti ofdrating sG8@AT BY LaRind tidifori sbitare ESTBORERS ééﬂ%serhe,na%&ﬁoﬁé,' &

updat es pushed out froma server as a part of a conput managenent tool .
The drsemises. oPnerypicabwaydofi usingdhist methad isvo eisecantovieus sottwarerdhats

agents, dagnons r servieces are highly. dependent on the, operati

ot oo CoMRAB RS fbreB A fifrarly ot Vint REREER., DMe BB ed el o
nManggi rge irpslameiited gaddiny &edftwalre @BmMONKNt thatcbasantly fn%nifoh@&ﬁf)éﬁérﬁt\/\/ar e
conponents to work properly. [0013] ManE/ operating systens can al so apply
file |dlasopthailocal starage dexicesand aitempts to saifoheal @nvedaraaged ey eprrgpted

pr ot ect4 [ " ' n | Ze , rrors,
b “appl 155 | A ARG Rm O Paddd" 3 SOt REARETER shat helfiRls el
t hi s nmaipdaies pushad out fiosn apseraér ag sspat @hadegrapdientmaragemesiupel. THher, an
admnistrator, o process running with full access privjleges can

Rcci derdramback ,ghithis” Ead ofs” et the AW osTHRONETBCCHNG (A AGRLP

st epag lor d28vi I ' ot ' It h

ot (r?\gr E‘r%atehﬁgriél Or20 ﬂﬁﬁ%g%@mgﬁg?@%r&\%ﬁgﬁgcﬁat eé){r:bct)grpl' ex@?ggfétw\%l ved
wi t h cosysterartas tegwevide, neaesaarydiunctiensystuhbes rhanaging decl sforagerdgyicasow t he

ti t t t f t .__Thus,
oD or oacH hEVREERATER: Forfss SRS Rrap Sierte SSRRHE Bapeh  he rmnner i n
whi ch fu’cr)loqs] arMaﬁ;{ DbeiAlingesystas cannasyapily RNARIRGr Sirettdry IEDGFNELGRty25

[0015] The present invention is directed to a read-only storage device, a
syst em toj previdgorestaimipvehef peafeetion agrinst casppidar vwirusass unapthariggdfaacess.over a
conput er_ne Kk r | L r SSEY hLcably
co Eﬁec t lésaé?téc{ygr%b 8 Frﬁ‘ﬁp Iz?a?fo?\ngrg(?l}sg@\é? Egn ;CE)FH\IB\]B ,F E’ﬁﬁ%@aerﬁ*f @%g, an d8 5 S10 rkagfg

means. thixe methpdt & thatt ér isaperatihg eystemet depdndant.eahdca supervusee, an
processor to communicate with a conputer. and a file 30 server,

r espect3dBINtratplendh Re PERGASEGEINIWNG ¥t Jult ARTEES SRfI\IgI8S A AideRAYa i1 e
server - mfifly GRIBE BF oMYl iRfsREht flebiin fhel fobdt dbiagyy ocessor . Wen such a

request IS ‘made, € proce I'Tst checks the“storage neans to determ ne
whet her[0014] 4ThaDabGve B8RNAdP MY thedIebied0dr inecpmbination iWith othec adtbddsen t he
st%age neans. |f the.reqéleste(iihfile I s.cached og t.ﬂ$

provide some help in reducing the complexities involved with’ computers. However,

none of the methods fundamentally changes how the operating system manages the

components of a computer. Thus, a new approach is needed for managing

computers and simplifying the manner in which files are distributed over a network.

SUMMARY OF THE INVENTION
25 [0015] The present invention is directed to a read-only storage device, a system

incorporating the device, and a method of distributing files over a computer network.
The storage device comprises a processor communicably connected to a computer
interface, a network interface, and a storage means. The computer interface and the
network interface allow the processor to communicate with a computer and a file
30 server, respectively, when the storage device is connected to a computer and a file
server. The computer may request a file from the processor. When such a request

is made, the processor first checks the storage means to determine whether the
4



storage neans, the file is provided to the conputer on a read-only basis.
[0016] If the requested file is not cached on the storage neans, the
processorwoep/03ssht ai n t he requested file froma file servecTarsorbmonet wor K.
Provided the requested 5 file is available fromthe file server, the

pr ocessor ob{eaiﬂs.the file, caches the fi Ii on the storage neans, and

provi dFEIEStELdIe khpathad gnthe sterroemeans . &fi the repeestad filg is cacked amtbe on
the st oggamaRRafs, thid id folRled\d thébbpliter! L iees o future
requests.gﬁ t he ?’i I e Ii S n‘_gr?' a\(/aai abf‘e '?Itpotl’%rt({?l’gagl eaégrb\?leé%? t hen the

pr ocessi®P16kt Uf the requested file isvaotl caished oot theestoragemeams e eroces8of O@iy7] The
st or age vige may al so.receive.commands fromthe file server to delete a
i Ve CrefteiLe e Rl e S 4 R ueteon 1 et PayEiee Beaermagies

del gt e fl@naravsgilabié fropi Beefigdervéd, the PRJesEBEoBlaisBiR fB2BscHeR thk!te Bhesence
of the file and, if the file is present on the storage neans, delete the

cached tBgsjor@get meaps, and playides] toAbessampigey onia read-amly disisisst Opfcetehfile

he : ; . : . ki ¢
Phion s, ALERH AN e sREge it AR & RS R QBT WHBREADS nog®
files aeguestsl df the filedo mptbedilable fronethd filslseragstion the pradesdoraatirmnehy ect

of the 'nventi_?rhis t.o Pr vi de a networked conputer system including the
st or agdlg&pavailable ppties, q)ﬁ@\mwmgea system and method to sinplify aspects

of 1§ | Nole] d ; idel i 20
appoar TOOF I Ao SohiEe e AR AR ol e S R PRCLB b BT FF et o

dr awi ngigletehafite thati kay helvertmrerecachesr ah dhe etanage aneams.| dlponcragedirges:
the " 2eTelpletoramBnar i o08ssdT VI CREF i e oA meBas Fa BT BSSBARIObey
st or ag &l ANUCH thfileAs pPESEHION thk ISforagB MeéAd, adicta it adidd &dpyt brahBffgs.ent

i nvention; Figure 3 illustrates a bl ock diagram of the device of Figure 2

i ncor pd08M8H iAwasrdiaglyetitwisr & dbjestpft ibe; pesert investianite providewa ciarage

i1 Lustrati. | |1 evi k: [ 0 NN equest
Fr o ¢ S AR d P RplN kM aceRh R 1B B R B e el st
Fi gure dnd Inhakes tisd esbtainbl oftés divagaisle ©f at bempgeter ceh ef réddyonly Basiscoppor at ed
into a networked conputer; ) ) i
additional object of the invention is to provide a networked computer system
including the storage device, thereby providing a system and method to simplify
aspects of file management over a network. Other objects and advantages will

20  appear hereinafter.

BRIEF DESCRIPTION OF THE DRAWINGS

[0019] In the drawings, wherein like reference numerals refer to similar

components:
Figure 1 illustrates a block diagram of a networked computer according to the
25 prior art;
Figure 2 illustrates a block diagram of a read-only storage device in
accordance with a preferred embodiment of the present invention;
Figure 3 illustrates a block diagram of the device of Figure 2 incorporated into
a networked computer;
30 Figure 4 is a flow chart illustrating an algorithm the device may use in

response to a file request from the networked computer of Figure 3;



Figure 6 illustrates a block diagramof a read-only storage device in
accordance with a first alternative enbodi nent of the present invention; 5
Fi gure 7 wbloassseat es a bl ock di agram of the device of Fi geca/Boz/smer por at ed

into a netvvorked conputer; Fi gure 8 illustrates a block diagramof a
read-only st %e 3&@ ce in rdance W|th a second alternative
erbodi ment gy traths @ blask iggramy thertleyiee ob Figure 2t ingerperated infox

di agr ang REntdiRed f Figure 8 incorporated into 10 a networked
conput er. DETA?LE%#%@% | PTI ON OF THE PREFERRED EMBCODI MENTS [ 0020] Turni ng

in detail tdighee cﬁammst@ﬁes Fa gbloek 1diagramepoé s& ntegdi-ondy ostorage piledtce in

netvvorked er. 1 exhibited in t r As..used herein, the
net wor KEE° @%‘9"&?3 Bt %%R}” ey erﬁ'gpg' QO&B‘%B@%SﬁBQEWEBmter whet her an
of f5t he- shelHigare 7 illktratsy 2 BIdUK dibgR@BEIHRY devide bf FitiiYe BendorpBRstedlihts

devi ce such as a personal digital “assistant, a tel ephone, or a networked

appli arﬁ:@etwﬂfbe‘é@ﬁﬁmué&r 101 is shown vmth common conponents such as the

central pro t n t r u t onnect s
and al | ows gﬁgmunl ca |§otFla]tget vvegﬁckh ?rjnoﬁ)g %o aagﬁ%rhl §to}$€ (E&%'?i\o

i nt er f aazotdahdehwith aesecbad diteaiative embodimedt bbtheqireseitt inhentiommander 101 20
to a network_114 havi ng network resources such as_a, file and print sharing

server 115 FHAWRY ilisHatesor Ploghslingram ehihesdsvjes OEEQUf%ﬁdnao@QEQiﬁéd'FSQ

st ag h as a hard drive or non-vol atile random access
% eamﬁt‘é}cfrﬁez% o;?eréartcl ng system 103 and application files 102 are

typ| cal |y stored. These conponents are comon to networked conputers and

are therefore well knovvn to those skllled inthe 25 a rt. [0021] The

operati ng sysPerm D h )R [CH : ABS) Dot ween he

cyor omi003at b HE @”@aﬁ ﬁsfaﬁ' e @%ﬂ”@%@h@? 4 Berate PR %z% 102
or frométherkeaPesraputed 19y Hseerhiited inghkfpriof BeS GAé used hemiesthe ristivekedhen
the applications 102 or 30 operating system 103 require access to a file

whi ch resneider 4A1snavee atmsgré%&fd&sy\esmc\@ﬂa@éerdé«heé*éerlmsofftﬂh%rshelf &' &nd

t
Pisl o TRIOR G it o rhdlf HeCh MHcEigRUCIick S8R o & NS0 iala
03/ 038 GASiSPaT, u%m;ﬂmelopaagmmmﬁ applian’cbe THrecampetérstOtcis stiownumithous

\s;;?Ir 2? qu%gr\#ggeoq%s 18(? g éggltm ‘%’%&E@%,a%?&%%s%%%%f 1 8X C%‘énltntgrr%l in eerfavé:”ede

bus 105 that connects and allows communication between the various components,

the network interface 107 that may be wireless or wired to connect the computer 101
20  to a network 114 having network resources such as a file and print sharing server
115 and/or a network applications server 116, and a secondary storage device 108,
such as a hard drive or non-volatile random access memory, where the operating
system 103 and application files 102 are typically stored. These components are
common to networked computers and are therefore well known to those skilled in the
25 art.
[0021] The operating system 103 is responsible managing the interaction between
the components to form a functional computer. In particular, the operating system
103 handles file requests that may originate from applications 102 or from the
operating system 103 itself. These file requests arise when the applications 102 or
30 operating system 103 require access to a file which resides on either the secondary
storage device 108, the file and print sharing server 115, or the network applications

server 116. To handle the file requests, the operating system 103 has to be
6



protocols that may be used in conjunction with the conputer. The operating
system 103 nust al so be programmed with information that enables it to
keep tracwoamB/osdches 5 stored on the secondary storage devipca/us083mpd how to
integrate into the conputer's operation the various resources which are
avai l abl e fromthe various n tw?_rk ervers 115, 116.,6 Therefore, under

nor mal. RIBEFEIRINEY ity Sifyeharaciansion e SHEIEIDYS 51Tas devicesd 0% and aebusRbut er
101 nu S Yo &k rigpt exatiasK 1 a&ii i | ock
repr eszﬁtteg%?gﬁ ﬁ?ﬁgacgﬁi&ﬁa@gc}hggwge)&?@g) 650%&{%% %‘g\hgécgcgar ar?%ﬁ\n&t h a
pr ef er rpFatosetsothiateray bé uskd ipcosjnctiomwithtthe conihdeCBDhé peratingnsistierno be

di ' ' i th h h t ilJustrated i
Fi gur o 105 PySERlse e ProgtemriR B htarb Ao iet S5aier i ok kot phiEs "
manggi rgoreldhsh wéma&gw% EVTBE N 6B tamdaitsiv td rtédratd Red tHNcomblitere or
nore network servers. The 202 has four basic conponents: the main

conput €PEratiqn theckaroys resouiggs Wiiehhata availabledpomibe vasiods cetwerkeservense
t ient,anf th ot h
oo ne 115 1B Tefire, fRef NORAE Sperabfig SHouRlsfaricber v bBRIng SR8 55,

and pr olSssfethefdongputen@s hraust addrdssenamedifferarg copysiértasks. t he conputer, and
t he cac[Bg éor Fstorage rrea]%sé 204 that. the cache engi ne 206 uses to store
files I[802¢] y Figdre  9d9 5 blegk rearesentatignf 268che pased Layias (BB 20€nr al
Pre§essd SRdJéHée WRRPS GRetettet te&uaamm o¥ ke ‘;P%B&%ﬁtoi'ﬁ%eﬂfioﬁ.heﬂ@?)@@zisas.
descri be erein. The " particular type of central processing unit used is a
mat t er iotendeditgribecisedin. conjurnationakitie a compudér, suob esshagoomuter Hustratedi | abl e

f t he di.nt d. ci it divisi f d ARM .
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manage the files stored on the cache 204 and interact with the conputer
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may be stored within the cache 204 for access_by the cache engi ne 206. The
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cache errgime2@6@ises to store files locally.

20 [0023] The cache engine 206 may be any type of central processing unit
appropriate to control the functions of the CBD 202 as described herein. The
particular type of central processing unit used is a matter of design choice.
Acceptable central processing units are available from the integrated circuit divisions
of vendors such as ARM, Hewlett-Packard (HP), International Business Machines

25  (IBM), Intel, and Advanced Micro Devices (AMD).

[0024] The cache engine 206 is programmed to manage the files stored on the
cache 204 and interact with the computer and network as needed. The
programming may be in any programming language, such as C++, Java, etc., and
the compiled program may be embedded into the cache engine 206 itself, or it may

30 be stored in a separate memory specifically provided for such a purpose.
Alternatively, the programming may be stored within the cache 204 for access by the
cache engine 206. The programming permits the cache engine 206 to communicate
with a computer, giving the computer access to files stored in the cache 204 on a

7



communi cate with a network through the network interface 207. Thus, when a
conputer requests a file fromthe CBD 202 that is not stored in the cache
204, the woashsasesengi ne 206 may request the file from a semr¢arusow3tobe
network the CBD 202 is 5 connected to in an attenpt to obtain the requested

file. If the re uest e file is faund ,on the netvvork t he cache engi ne 206
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nmet hod of interconnecti n t he cor’guter and t he network the CBD 202 is a
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types, asuailhbles eEhbewithin th%hemomor andhé& Hidtwerkptige cathee eaginarzdeaiayor k
prot ocol s sucPI as TCP/ I P, |PX, g eTal k, and SNA, anon ot hers, are

accept d5P¥ dedhe cRERteR it a natiserbatdhedequesied f'lﬁ)‘ﬁﬂﬁ}?é’ﬁ ablgr e gener al I y
Wi @'6 ! y}@ﬁggjsabl* He &Sr‘ﬁ t%r‘fﬁl(el‘f%&é( 208 a?ﬂ%%ﬁhg@@(’ NG fee %Wd@'gg aolloes
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t 0 conftppemf approprizde intedace that peonds shecadhe engineiitutoecomrmuiniate swhhng

t d b d onl th | d. t t
P oo A EOMAME e Aty TRe tRroBotvaly-c e el e et nterEoBRHER ng
syst eMthe FRRAFSAET ARE tHe héﬁvo’?k% 10 eemz@l?, a Hutﬁe.r of BEBHAI chaideoNViBgHotREN t he

oper at i ng 25 system and t may performed using a small nunber of
g

pr ocedwtdizingTearpmongy b@@mrfersnatwughtae lDrlr_e /bm,ysﬁﬁesafublﬁﬁﬁléﬁﬁ%ﬁmﬁ@

oS b e 3 ReBBP1abYS b he eSS Iiteface 20, MR ARG I RARPREST 0"
cache Anbwrs networkaint@facy typles, dash gis Elmmet Trdﬂencmﬂg: it AT, Bmomgy type
of random access nedia that is well 30 known to thgose skilled in the art,

such aLthersarandipetnork preaigcosprait 281 KSR/ IRedbXy ArRIRI allhyaRd RNAT amamgvabl e
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chosen.geherdhDwideB 64ail B frUSDQNéﬁ@lQbf computer hardware vendors.

20 [0026] A CBD may thus be operating system independent because the CBD does
not have to conform to any particular protocols or file structures. An operating
system needs to be programmed only with the protocol needed to request files
stored on the CBD because the cache engine, and not the operating system,
manages the files stored on a CBD. Thus, communication between the operating

25  system and the CBD may be performed using a small number of procedures. These
procedures would be the only ones dependent on the operating system and system
architecture, and they can be standardized on any hardware platform.

[0027] The particular type of storage used for the cache 204 is also a matter of
design choice. The cache 204 may be any type of random access media that is well

30 known to those skilled in the art, such as a hard drive, DRAM, SDRAM, flash
memory, and any type of removable random access media. The programming used
by the cache engine 206 must be adapted to function with the particular type of

random access media chosen.



[0028] Figure 3 illustrates a networked conputer 301 incorporating a CBD
202 in accordance with a preferred enbodi nent of the present invention. In
t he enbowDmBOsssshown, the CBD 202 is incorporated interna&CryusShn3tohe
computer 301. However, the CBD 202 nay al so be external to the conputer

S0 o | gl et B e Bb TSRPS0

secondaéaeo?w@am?vacEre?Qﬁedaeﬁm%dnﬁémordf e FeEBRE iffntiohNe fPeihat | ng
system 303 integrates t ration of the various conponents and the

appl i cagmbadinzan showrsxibeuCB® RORhsrincorpomaied riotenmally tor e edmpojert B@1.

oper at i uter 30 onn and print 10
sgrver @%ﬁg%t %%%?6239%8%%&9?/8% %ﬁaé%\)/ efﬁ'i] gqv@%”l“ﬂ?@r'?%@@%? The
CBDs 20& the fumationalitpklescaioaderirgiel. t Astinahe Priwtt, By compeet indudde a
conputer interface (not shown in Figure 3) to the interface bus 305.

[0029] GRE Betman H@@r@@ﬁp@ﬂ%ﬁo%f secandgiy stagage dayineedb@dand a wetwerkar at e
t t t D fil
Corver erfel SOT.2 THE fBFurP Sy BRI ABN nfdfadEing ndlatiah drink udtipd® 111 ©

cgnnect@omb@nmsmﬁkthgnamlfwuensfs?moéreté)eecutaw\antbm the en\mdrmancbr:eaiemt y
sharin rver 315 and a s er_for et wo a I catiagns 31/ The net wor ks
may beg?ib?’h%@PSfatE@pﬁﬁte%Séé wl 1§ $gMPUlRSt %hl'g BB?%tevaPréljfg%s’""d print
Copun! 60885 AMd AMupplicalo ﬁy&%epgmaﬁmé%e&v&aqmﬁaee idrosqneiehbed in
the art. Additionally, first and second networ ks 309, 311 not

have to2@ is hmmmmnqqqne carpectedatpltbe compiitarsby nearniecking Othemagmipater

Wi rel ess second_net 11 be f d of copper-based w ring.
0030 MR AL TARR T BB RL R PRI FRaca Bt netvor ke 1 hat do. not
inter aC[‘OOZQ!"OWﬁVE?rnetWMeH\A@orﬁpﬁMFS(BI BRYFidfenBri§ esbrinetRdats twa | sopeateor k,
as illustrated in ure 5, with a si nﬁl e network connection being shared

by t he wEworksR 3he fwﬁ@ezWoﬁeB%mnnﬁ@tért aéBREP2tdirastiyo @ GBPWeiserver
e”téﬁi \ﬂ{nat%]egb%s-rpﬁlyr\ﬂ@’@éb 2P "5RBdRHRS n%l&o#k%fﬁr shy éﬁ&g‘ghg Iy cted

he ne ass network communi catl ons 202
and t heinterfawer 307 of thef e@rapafé? 1o Enfilerarguprint mmmgrwmm@ﬁs antl d sedesiforabl e,

et vor KIEWETK ORI 346ui [He (1RBMEHS TRy S &R $1£oPPArBEREH WHMdor ds.
D 202 (RETIrggE orimAbaf At 4T Sl pE Y ARG NI 120 the
CBD fitheseeskilled iB1he =0t. WAdOBIODABE4Be FETY D 8¢cdrabnetworks 309, 311 do not
20  have to be the same type. For example, the first network 309 may be wireless and
the second network 311 may be formed of copper-based wiring.
[0030] The two networks are preferably independent networks that do not interact.
However, the two networks may be merged into a single network, as illustrated in
Figure 5, with a single network connection being shared by the CBD 202 and the
25 network interface 307 through a network concentrator 513. The network
concentrator 513 is communicably connected to the network 509 to pass network
communications through to the CBD 202 and the network interface 307. Under such
circumstances, it is desirable, but not necessary, to have the CBD 202 be the only
device type on the network that communicates with the CBD file server 314. In other
30  words, the CBD file server 314 will not communicate with any device other than the
CBD 202 and the CBD 202 will not communicate with any server other than the CBD
file server 314.



[0031] In a first alternative enbodinent illustrated in Figure 6, a network
concentrator 608, such as the one previously described, is incorporated
into the wBD3/086823 Such a CBD 602 may be placed into a compmEso2/30d as i s
illustrated in Figure 7. The conputer 701 in Figure 7 has t he sane
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corrputer [0032]_ A second alternative enbodiment is illustrated in Fi gure
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t t k
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| ngg rf%epﬂét e?@?rl@&ohhﬂuﬁéﬁf%%%ro%@ﬁ to e Ebhﬁufé?“fmgu'rﬁ%'c%ﬂnecﬁé}?nﬁ?[) file

server 314 | e and print sharing server 315, and the network
appl i caveé fommeeraxder @l & t’rwyccuhputbe aso isbowadot interngl togthe aospwdek 509 whi ch

provid twork co cations_ t the. 02 .and.th onput.er 901.
haa t1 RgReS . K\ Fefh e e b rraBodient  Rndfivalker B FisiTE B uBE 1or
t he corgmpbgintdranNshe @Bmesoztrhg (Frovide2a agsn merccam fd |n©t\ﬁ6ﬂkV§<bm‘§dc&bonthl S
configuration can be nade as deS| rable as t preferred conflg{uratlon

depi ct edithebtthguise of axmtporggpnesniiater. 4Them@w¢at tderjage 8¢ irthe J$Bbhe
preferred Fpé@%ﬁ'sglstlt?&mﬁ)?ﬁh& @{% %tlﬁﬁé’l|hféh‘9(ﬁebnforreﬁr%0@8h@%térod ré#tﬁll K& HhRSt S

fromthe o ng system NE recelves a e request

402 frmmbﬁeomeﬁac@@osysﬂem wmemhm:mmeﬂhenmtdrporatemmasta icenfptmrtera file
read 403, as lﬁ)B oseg f or exanﬁaEt aﬁflle wite or file dglete t he
we

r equest 94 afollUsteated in;friguieegth RRMBHKIGALIONS] AERASSR thréw@sﬂ*%m by
30 ret UCBD gty th'eni)ﬁférhgl ﬁf?ﬂé%’étbusrtfrq]ﬂ &€the% tQP 0L 'lr?ﬂw@%éﬁﬁgﬂrahént he

request Is or a read, the cache engine ¢ s the cache 406 to see
i f the th'el eBs fitkey sehads| 214, the filkehand guring. sha‘rlngheelfvet S1i5s andathealmetworkom t he

CRSHE! | AcSREH Sab B B8 e KR o AR rlGgfPSES N SRR !
network communications to both the CBD 802 and the computer 901. Additionally,
with the implementation of known encryption techniques for the communications
between the CBD 802 and the CBD file server 614, this configuration can be made
as desirable as the preferred configuration depicted in Figure 3.

25 [0033] Figure 4 illustrates a flowchart of the preferred logic the cache engine
follows in responding to file requests from the operating system. When the cache
engine receives a file request 402 from the operating system, it checks whether the
request is for a file read 403, as opposed to, for example a file write or file delete. If
the request is not for a file read, the cache engine rejects the request 404 by

30 returning an “Invalid Request” notice to the operating system. If the request is for a
file read, the cache engine checks the cache 406 to see if the file is available from
the cache. If the file is available from the cache, the cache engine returns the file
407 to the operating system. If the file is not available from the cache, the cache
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WO 03/ 038643 PCT/ US02/ 31991 engi ne sends a request 408 for the file to a
CBD file server. The request may be in the formof a broadcast to any and
al | CBD fwbasmssowers on the network, or the request nmay PETTEBIB31991 a
specific CBD file server on the netvvork The nethod used depends on t he
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file explity returnlﬁg aétljllabmbe\ivatlatnie\/\hoﬂmetﬂmethéldperattr'lgsyswnsi ng the CBD to

o r atlPH4] adh ARpofic APEeAiRanES) G e LB seRiient F ISiast & P e

basgd %‘bé@tlﬁg‘ﬁgﬁbﬁﬁ&ﬁé’ CBIS Phay Ia@,e?o‘ﬂ %Féhﬁrob?éﬁ\ﬁh‘@d”tﬁ r@fr%\/@(éﬁﬂ)bééh fiRk

denonstrate so t he benefi'ts of resent invention: 20 0036] 1.
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by first reading the bootstrap stored on the hard drive. The bootstrap
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ti st 0038 ter that d CBD, th ti
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rt loading t yst
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[0037] Since today's operating systems for personal computers provide many

functions, it is frequently necessary to install an operating system on a local hard
drive. During the boot process, a ROM-based BIOS loads the operating system by
first reading the bootstrap stored on the hard drive. The bootstrap provides
25 information about the first executable code needed to load the operating system.
Based on the information provided by the bootstrap, the BIOS loads the first file into
memory and passes control over to the file, which starts loading other files
necessary for loading the entire operating system.
[0038] On a computer that includes a CBD, the operating system would not need
30 to be installed on a local hard drive prior to the boot process. The BIOS may request
from the CBD the first file needed to start loading the operating system. For a new
computer, the cache on the CBD would most likely be empty at this point. When the
cache engine receives the request for the first file from the computer, the first file is
11



11 WO 03/038643 PCT/ US02/ 31991 retrieved fromthe CBD file server. The
first file may then be saved to the cache and supplied to the BIOS. The
file my woeas/osske control of the boot process fromthe BICOAISIEBI%1
requests may continue to the CBD, with the requested files being
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from t HeBRdUaserer ghamapeeadedbasis. t he needed files are stored in and
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t he fl gubbéss bf dofvnipaciBiy fildsefrom fhid refworkeddeebrtasherabepting @dcomputerat ed

on a Lt her the as to, be replace i.t h ew.pne.or .techpiques
o arthabinalides & CBP,08as bt GeabBtiioRd & B nBRSan s Sehals
nust bexgiiplbergdse b th@Mekded fildd ARSstorsthRUaRy sappiRId frash the cRiNea@RIBinOr
updated ~dynami cally by an adm nistrator. The adm ni strator may sinply have

t he CBOheiGRBD2T hisprasess @irp diﬁeweir@meito@mﬁmn@pqratin@éymm £8 adfp?kféara
\ . A ter . . . . MeL e
P e htieatillegtdarisgaln SoindSef the Spefatfosysfmurdfifhadd e hisSon tlehadl | .o

f rom t hitiveBDIr idoftrast, whe . opBidting isystemn parasinglah BiocoraputeBintlodiagvwayGBbave
up-to-date files in its_cache. 10041] 2. Installation of Applications on a

P_erjsondio'f@d?ﬂid’ﬂé'i‘a%t"[eof@ﬁ?]nﬂ’!‘?e %Pd%?€§§ of installing applications is
2y iy 93801 1T BRESBS0E RS ST HRaCRPESTY SoBiho o BEHA 10,
user sattachedaeadaplly davices, sudteas peCBREROW.s Pait déhe benefit of utilizing a CBD
20 becomes apparent because of the flexibility of a CBD. When a file is needed to be
replaced or updated on a CD, either the CD has to be replaced with a new one or
techniques similar to those disclosed in U.S. Patent Nos. 5,832,263 and 5,790,848
must be employed. In contrast, files cached by a CBD may be replaced or updated
dynamically by an administrator. The administrator may simply have the CBD file
25  server send a “delete” command to the CBD to delete a particular file. After deleting
the file, the next time that file is requested or needed, the file or its updated
replacement must be retrieved from the CBD file server. Thus, it is possible for a
CBD to always have up-to-date files in its cache.
[0041] 2. Installation of Applications on a Personal Computer
30 [0042] The process of installing applications is similar to the process of installing
the operating system. The operating system may present a list of available
applications to the user. When the user selects an application, the operating system
requests the necessary files from CBD. Where the application has never been used
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requests the necessary files from CBD. Where the application has never been
used 12 WD 03/038643 PCT/ US02/ 31991 before, the CBD will retrieve the
necessar ywbDioBesssfis omthe CBD file server, store the fil e®Cwusaz/siovhe
cache, and supply the files to the operating systemso that the operating
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execut 0044bdi3.y, Pratettionalf &iles laportant taithe ©perating Systens end pplinatienson| y

linte S read .25 and execute or .exanpl.e). e L ed,

it o APAST © 144 Jeica)y BPMPEISFe it slethp (A ioCa ney BeBBhels” SengitWant i a
task ofgpfetapedctidetialsysieaon, mbeifleassmt bmeomyticntalss by user ¥reors ¢
conplex list or database to manage files and security. The operating

syst emaeaypuies iruaes.udPeleted masiiad, ey coreptednfilenanayt ieadpios application
ot ol YebPR ST oS, B S0 OApHRERIREY oAl R gyl b
file-| emedrefore Uiles ympyaastioithe operatnyvsystemramd ssicatibresnshould beosubijbet har d
di sk are exposed to the risk of being
20  to the highest level of protection.
[0046] There are many conventional ways to protect files. In a corporate
environment, an administrator may set up a computer and apply file-level securities
so that the administrator is the only user having full access (read, write, execute,
modify, add, delete, etc.), while a regular user may have only limited access (read
25  and execute, for example). Once applied, maintaining this type of file-level security
usually becomes a substantial task of the operating system. The operating system
has to maintain a complex list or database to manage files and security. The
operating system may also include a self-healing function that attempts to
automatically repair files that might be damaged. In addition, antivirus software may
30 be installed to protect the PC from viruses. But, if the file-level security system is
somehow compromised, then files on the hard disk are exposed to the risk of being
deleted, modified, or corrupted. Additionally, if the antivirus software is not up-to-

date, it may not be able to provide proper defense against viruses.
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del eted, nodified, or corrupted. Additionally, if the antivirus software is
not up-to- date, it may not be able to provide proper defense agai nst

Vi ruses. Wo o333 038643 PCT/ US02/ 31991 [0047] In contrastCTaiSonspPat er with
a CBD may fully protect inportant files against human errors or viruses.

Files in th D can not he del eted, dified,, or . corrupted by the
user oﬁaﬁggfr |8 CPPE'ﬁﬁCFﬁeC%%@f (‘-","r'tﬁsé? ﬁ@ ey YpIRtest 'waﬁalﬁgﬁ%m%ﬁcess
to the Hiirh&s erfdis @ diri88) Fles (cABhe@h RATCRI LaALRE HeOdelblaf, ified .k
system 5 can change files stored 1n CBD s cache as the CBD wi Il onl'y accept
files aorypled by the user oha vBD fifoin thes eomputer BirwectheraomputeBhas aeadianlyr al | y
protect_files i tant,_to ..the operating,systemor applications. [0048] In
baai ¢ cifeess orBBRER In rioulaly ARG b o hof B bBAMIRG systeans

or execddnobhingeofies stéretinOBO\daehetid e CBBWIIEhIF-BEeeptdfles bPpHates

protection is 10 provided agai nst unauthorized progranms or codes, such as
conput dforpithadeBD filesesveror Therefgsesa GBR camdnatusiy Protestdiles imporantiiver ent
with s e all files supplied to a conputer through a CBD
may be%%@ﬁ%@i&#ﬁ@ CBL p#'?%tlleor{sgér ver as being safe for use. [0049] 4.

Si npl i f[0D648FofIhvariditidn, dethecoperatmy aysteanids ddnfiguesndt 4dIda@0af)) ptograms

cor porate environnent, nagi ng software |icense nd usage is qujte,

conpl ex2" eRRRARlp St Fam gnbgséwep‘éﬁer fharh the gzaﬁoﬁdﬁﬂeg%a@é%pﬂon_ is

apl?ﬁ)! CHrboidedt Baéwsb%’rﬁadtﬁ‘&?éed' 'ﬁ?@d}%ﬁfs &U&od&?rﬁdmksskﬁh{%dtéﬁtvﬂ%é@,g
applications on“their own, or they  nmay never use sone of the pre-installed
appl i cavorons draacripts. chhé iadditiopal predediionas ibkaranpwith . suTh s sysieaghecausiei ch
software, i.s used.by, a user Lch sof e is, 20 .Licensed whi ch

zof t wardl 118 SPISY teha SR OLEN S S Fabos Yo BETHE' oaBlfle Yol

CBD s reybéiagisard fsmeed on a conpany-w de basis to make the task of
nanagiqﬂﬁsofgmare and software licenses less difficult. First, a user

cannot [0R49hI 14.anSimpliied Saftwaie dicensepnvegydentand Masagsmend a read- only
deyLce. ef,ar.e re. i I : ' n; Leasily
abnc; 10836L< fefeoPRLERrTohiRh G Eadiin SohBAR idkHits Sid Gals Wk

easi | y cuvhpler. aUsascaraintiatigugivenPCiewidnl setabf presidadeduasplivationsithat i ng

t he nunber of tjimes an application is downl oaded fromthe CBD file server.

.aownl o
An adnilifvé legablicangsesaBU pers mavosadiinstaling igationsoemthedt OwRpRl thedt i ons
i n use [ i A~ del et H‘Hgfétﬂ_- :
appl i carg'l}5 ns rr g%ﬁ E%H%B% @e ‘?‘%uls reaﬂﬁﬁsgﬁﬁiﬁ%oﬁgfgﬁQWt%% f%fgs rheaa/l?ested
from t heee80 peRD fTiHus managingt Whichesaftwareeist iedappl a aser,owhiwh sgfpvareaisi ons

2% usell%éngg(lj,r dr’\d which software is not licensed may easily turn into a difficult task.

F—

[0051] CBD’s may be implemented on a company-wide basis to make the task of
managing software and software licenses less difficult. First, a user cannot install an
application on a CBD because the CBD is a read-only device. Therefore, software
installed on a local hard drive can be easily identified as user installed software.
25  Second, an administrator may easily obtain an accurate count of the applications in
use by monitoring the number of times an application is downloaded from the CBD
file server. An administrator may at any time obtain an accurate count of
applications in use by issuing a “delete” command to delete key components of
applications from the CBD’s, thus requiring that component to be requested from the
30 CBD file server the next time the application or applications are used. Third,
application vendors may implement different licensing models, such as per-use

licensing, if CBD's are used because of the ease with which application use may be
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application vendors may inplenment different |icensing nodels, such as
per-use licensing, if CBD s are used because of the ease with which
appl i cat iwo oa@ssenny be 14 WO 03/ 038643 PCT/ US02/ 31991 nonipCarisd2/3®vendor
m ght even gain great er benefits fromCBD s configured to access the CBD

file server t e |nt rnet. [005 Dat abgse | cations [,0053]
et abadBOSRIERGatY B orPoRiens beteltertom AJaPss confiietido

appl i cajdcess t&r Ctmj)f,@rggr{,@,at”duﬂg}, Rean@¥sep! es of applications that utilize
collections of records organi Zed into databases. These applications often

i ncl udd0P82br & tDatabase Appécatidnsel y static but may require periodic

d 5
appi i caPPER - PatePadt dfafnt e sERE e 85 A.SaPS, PBRSes tork cen
wi th eaxpplieatisns bn nidpeap@waﬁongpr@@gamm of l&plicate®s thdtutilibe canéetivrse.
Initially, the application would obtain the |ookup table file fromthe CBD,

the fi | TBEPHES @r@aog@fielatq databapes. cﬁﬂaerse@pg@aw pltemn inchude rgcords dinat
record eréqg?atub@l LSQMCET}I’?'Q%/% diteEpdittic h@dgﬁg red by the user may be
I'fe d

retrieve erver an ed in the CBD for access by the

user. A0084] a Tzediilize CBDB i, corjimectioaokith aidatabaset application, tahfilercontaiding
accessed b

t he user. f the cords 1 cached by e user eed to
be. upddt LKUpHiEbIERERY Peerautiod fo hik CEES futeadh fllnar EPresRIta
deh gt i ng oyl iig ‘fﬁ@@ai&fé&'édslnftfaﬂ?‘l fh@%;?pﬂﬁ:@ﬁon W&ﬁ‘;ﬂ@%@télh Itl‘i‘e W%%rtab@ﬁleal SO

update the entire | ookup table |ssum[g)|ana riate "del ete"
commndromftherC&Drtirteofrlle bming rﬁmuesmtmtrameeCB ﬁemgvefe nedessangd, Eetthe next

et ri oVERRLTAIRE IO Bok LR REGH detferBr G sl PRV esitvaiE Bt e, | o
server CBDGﬁé]semr%na&tdm@darﬁ i Capafe ame@@lsmﬁaugay Axtercdl perivdiofass) y

I npl emented with wirel ess devices such as cel r phones. Cel | ul ardohones
f r equertheycasherwillacantain all $he scardn@seessask By the iuser. df annatthefrecals

entlgl % a'@médgw Hibe Ha%é'rsﬁge&tto ﬁ%}u%&g@@ ﬂ{% e;écﬁglg ageR;er Fhdy idRCaHbRTe”

synchrofii zi'n ase ase on 'a conpany Server
nmay be dommandnthereby deletingl parfitulae reconds pettive tacte. CBRe CBD flBRemern ng a

flash nenory as its cache, reduce the tine needed to majntain
up- t o- JAR¥ H3P avRaAe; etﬁBt'r@quC’kHﬁo le r}&ﬁ tRYal§sying @@ éBBTOHfﬁGEhgeE?g?I

phone Shaf@WAR&d Tré”@q %Q I&W@bﬁ@me%éé b@en ﬁ%lét@@ Rehextlnes s a

particular entry inth Oor access, may Initrate a
wirel essezsmoceamthe)databashetheBDBD wél ls@cressanb{rintaveetor ratrieve hee apdatedto its

cag@ © vterllgl%n%f?!\/é gecoqd or file from the CBD file server.
[0055] This method of database management may be advantageously
implemented with wireless devices such as cellular phones. Cellular phones
frequently store a full list of contact information, but many of the entries may not be
used at all. However, because of all the entries, synchronizing the database with a
25  master database on a company server may be time consuming. A cell phone
equipped with a CBD, the CBD having a flash memory as its cache, may reduce the
time needed to maintain an up-to-date database in the cell phone. Initially, the CBD
in the cell phone would download the record lookup table file. As the user selects a
particular entry in the lookup table for access, the CBD may initiate a wireless
30  connection to the CBD file server and retrieve the entry to its cache, thus providing
the user with the desired information. All entries retrieved in this manner are cached
within the CBD for later access by the user without the need to further access the
CBBD file server. Additionally, the CBD file server may initiate a wireless connection
15



the user with the desired information. Al entries retrieved in this manner
are cached wthin the CBD for |ater access by the user without the need to
further awoess3sche CBD file server. Additionally, the CBRPdNUS®23B0VEr nMay
initiate a wireless connection 15 WO 03/038643 PCT/ US02/ 31991 with the CBD

d d."del et.e" ds ¢ lete the | ook i ticul
Focor d. Wi dBP | CHRAIGEN 1RAtEr GeaBRngs HavBciele 1the eslste nbld He s
that therieQar FeDHArA Xel 9RSheaslIH RABIESTe Gy (PRVESA fidr OB iMokBFebo/iseat
i nconveni ence to the user. 5 [0056] 6) CBD s tor Internet Service Providers

or Applthaktthenuser viegelary oneeds sand 0aBidgtes nmaynbe Berfoinsed Prihoute gseatr
Appl i ca,é&g)&/ %@Evclr?;@t roviders nmay provide CBD s to subscribers to provide

service & WEht i gured to access the provider's CBD file server

t o pr o0066F ofg)\waCBDE for ritBaTet BrVice Bovidetd ¢ ApiSlicatien Serdee ProéVigetsnt er net .
10 [00581) For exanple, a service provider mght provide a custoner a

per sondP05Zbndotesnete ganvigse dravidarss ocEpplicptiorTsisryieal drayidess enay myideed t o
use th ' ' : ' se r | rvice
o ovi darBoy ot SLRTBAICE ploddPeiictss A CHOMEY bR acddl &L ons
i n t he pravider'sfCBD@B® seoverstooproeitet Seftwaret ard othemdervides itodhs icustomerser net
connectionz ahﬁ 8{e§en much sl ower 15 than LAN connections. [0059] Wen the
comput éMV&rdhe iREEted to the Internet, the CBD woul d operate nornally,

doyg! oqdosg) f i#cﬁseké&nbfefs & AiGceNSr o RIER! g prdfidet & cG&BHT da aSeraBR&Ed,

all via the internet. If the user requires a different application or
oper at iqunpyter aquipped witheat CBOuI diHse GiRldevowd thee precontiguiedota dee Hed t he

new application .Qr ,o 1 ng 20 systemcoul d ccessed by, the. user in the
Tannor AUEP RYARES B Fle S8, SVEr BF NSt "hd SERIREP LA dEial Bl e
conpl etigsfdn eperiting $ystermoaiEBbmef bidie apphcatieainstet ducheset al@BD to
read-only access to the CBD. Thus, the service provider nmay nmanage and

updat e fhaitesy the isitial dewplaatbtimensipre diternetganpestiensrale efteatmuch &#weronal
reyenu I . advertisenments on the user's conputer. 25
Adégrtﬁgg}%%t@gﬁﬁ@%\og%' benefit the user by reducing the cost of conputer
owner sHop59] 004BenTthesconputernds cohyectedtadhe deieroet, ke ICBD avowdd vaprekate

interface, systens including.the device, and nethaods of distributing files
over a NIMAlYKdawBlogdug Hes 'ts\mpﬁ% ARTSARIHIG SelRS] FPRMANFEAT PERIRG e

been shaigaand ickertdt 1ethe idertBYlifeL8 different application or operating system, a
request could be made to the service provider and the new application or operating
20  system could be accessed by the user in the manner described herein. Such an
application gives the service provider complete control over the content of the CBD
because the user has read-only access to the CBD. Thus, the service provider may
manage and update a user's system without much difficulty and may create
additional revenue by placement of advertisements on the user's computer.
25  Advertisements may also benefit the user by reducing the cost of computer
ownership.
[0060] Thus, a read-only storage device having a network interface, systems
including the device, and methods of distributing files over a network are disclosed.
While embodiments of this invention have been shown and described, it would be
30 apparent to those skilled in the art that many more modifications are possible without
departing from the inventive concepts herein. The invention, therefore, is not to be

restricted except in the spirit of the following claims.
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30 apparent to those skilled in the art that many nore nodifications are
possi ble without departing fromthe inventive concepts herein. The

i nvent i omyvotohessshidre, is not to be restricted except in t@/sp2/siwt of the
followi ng clains. 16 WO 03/ 038643 PCT/ US02/ 31991 CLAIMS What is clained is:
1. A storage device conprising: a processor; 5 a conmputer interface
communi cably connected to the processor to enable the processor to

comuni cate with a conputer; a net Kli terface conmuni cably connected to
the processor to enable the procegggfiﬁg comunicate with a file server;
and a pheaERelaREPiscommuni cably connected to the processor, wherein the
10 conputer may request a file fromthe processor and the processor either
(1) provides!. t heAptarage deviee copmsising: if the file is cached on the storage
means, (2) QPbﬁkﬂgsépe file fromthe file server if the file is available
fromthe file"server, caches the obtained file on the storage neans, and

proyi des t hea cbinputerdnferiaee tconrhenicably Wonheotedatorthaprocassor bagnabledthe( 3)
returns a file unavailable notice to the conputer. 15 2. The storage device
of cl aiRFPEessAde SPAMPYRICRlS IR 8 COMPURfimuni cably connected to a network

server thr ougRehiiGHRIRICK ddFALAREBIY Sonrbifed IOTRIBrStRLE6RPbnabR! el

wherein the storage means conprises random access A conput er
net wor kprooagadrdo cgmradniaatiei with a dileyserver amelt wor k server; a conputer

communi cably cgnnected to the net k server: t orage device co ni cably
Connect ed t & (RAAGEnIFADF SHTETLRISADNY sonbgciod © Mg bidceszpl Whgrll the

cConpr i ddtfp@teP hAAeg0Estd dledrsth Iha ProdBRaOSandIRY Sidtebssr ei%r%ﬂWK/E{esWﬁy
request a file fromthe processor and the processor either ). provides the

file tdherite tothsueampeier i thedite isreachedsinsther storager means.s(2) gokaies 8¢ filke
oL o P MERATIq hENeP AL 08, SIRehbbe AN O, LA e S5HES td obfind 1.2
means, @mthepstovagiemeane, and provided thecobtaimedifite ¢to theut@npoter anr £ sshd>ohly
basis, or (3) returns a file upavailable notice to the
basis, or (3) returns a file unavailable notice to the computer.
15 2. The storage device of claim 1, wherein the computer is communicably
connected to a network server through the network interface.
3. The storage device of claim 1, wherein the storage means comprises
random access media.
4. A computer network comprising
20 a file server;
a network server;
a computer communicably connected to the network server;
a storage device communicably connected to the computer and the file
server, the storage device comprising a processor and a storage means, wherein the
25  computer may request a file from the processor and the processor either (1) provides
the file to the computer on a read-only basis if the file is cached on the storage
means, (2) obtains the file from the file server if the file is available from the file
server, caches the obtained file on the storage means, and provides the obtained file
to the computer on a read-only basis, or (3) returns a file unavailable notice to the
30 computer.
5. The computer network of claim 4, wherein the computer is

communicably connected to the network server through the storage device.
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30 conputer. 5. The conputer network of claim4, wherein the conputer is
communi cably connected to the network server through the storage device. 17
WO 03/ 038WH3M068648)S02/ 31991 6. The computer network of cl @amebo2siver ei n t he
storage neans conprises random access nedia. 7. A nethod of providing a

filet t I Si I Vi I t [ t f
Lhe' conput ero- or No FFRAteE NStk  BF SeMct CAVSTAEY B nglosaat oFEgeSeans.

det er m dyherisdaebR8hmi A& elss Ifedis. cached on the storage neans; determ ning,
if the file 1s not cached on the storage neans, whether the file is

avai |l abl e friom a A methedpf providing aifile tdha computercamprigdiagl e fromthe file

Tl e on t he Eeavigeir destotack HoTRY 4 Soblast 70 ik ARRTRE dbr e W 1850 a "
reasi-orgturalg@sd@idg‘int;mmgégtdraggm;on the storage neans. 8. The net hod

of claimb5 further conprising providing to the conputer a response
i ndi cati ng tdeiemipigrwhethes theolileds sachadd en the stREagq meaps: not cached on the

storage . Meafferhiing, iftHE ALISAG GlonShring dibfddicmeSREARSinBP iiehid kng. the
cached file Trom € storage means upon receiving a conmand fromthe file
server dvaildblecfremtanéile serobedarfd if éhe file isfavailabledfréor ther file i sdirvey, uetdeviad fil es
to a coppytep conprj Sing: roviding to the uter, froma stora

devi co G ts o i porisg 20 papiaetng Teieved T or Be sipi4pe ReBbsorage
d_eygce may r;%(/i'(:iﬁi?etqf trh‘é”&cﬁnﬁlhtle?tt%fil‘éeéri a'rebb ity B4sik iCfRet 8 i§ chéh&®bKer

with the storage device, a first file of the plurality of files when the
conput dhecstonagaineans to the storage device a request for the first file;
caching within

Comput &r meyp- 25 e A of RS BEReebher Ty bko\Jding it tBmadtpr o,

devi ce ragpbRse indratihganat the fike lsvisst dvaidblanf theditd Rohotwichedntthetsteraiger st
file exists on the file server, whereupon the cached copy of the first

file i gnganeted. 18
15 9. The method of claim 7 further comprising deleting the cached file from

the storage means upon receiving a command from the file server to delete the
cached file.
10. A method for providing updated files to a computer comprising:
providing to the computer, from a storage device, a list identifying a plurality of
20 files which the storage device may retrieve from a file server;
retrieving from the file server, with the storage device, a first file of the plurality
of files when the computer communicates to the storage device a request for the first
file;
caching within the storage device a copy of the first file that the computer may
25  access on a read-only basis;
receiving at the storage device notice from the file server that an updated
version of the first file exists on the file server, whereupon the cached copy of the

first file is deleted.
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