1 | NTEGRATED | NFORVATI ON COVMUNI CATI ON SYSTEM BACKGROUﬁﬁ%éﬁthﬁSfNVE@?ICN
1. Field of the Invention The present invention relates to an_ijategrated
i nformati on comuni cations systemintegral 'y connecting inftgﬁbé; on
conmmuni cati on equi pnments or information comuni cation systens slich as
and/or for personal conputer, LAN (Logal Area Network), telephone
(i ncluding portable tel ephone), FAX (Facsimle), CATV (Cable Tel evision),
I nternet and the I| so via | SDN
(I'ntegrated Servi ces%%ﬂm%ﬂﬁFgwi%ﬁépa%ﬁ%M (Asynchr onous
Transfer Mdde), |IPX (Integrated Packet Exchange), satellite, wireless and
public Iines. Here, the integrated information conmunication equi pnent
perforns comuni cation provided with an address (for the informationor the
conmuni cation) for distingBACKGROUND OF JHE INNENTIONf or mati on conmuni cation’
equi pnments-with other equipnments. Particularly, the present invention
rel at eslt.o Bieldofgthe etnvemtdomat i on conmuni cation system which integrates
data transfer services based on connection-|less networks (e.g., IP

The present invention relates to an integrated information

communications system integrally connecting information communication
equipments or inféfmation communication systems such as and/or for
personal computer, LAN (Local Area Network), telephone (inclﬁding
portable telephone), FAX (Facsimile), CATV (Cable Television),
Internet and the like; not only via dedicated lines, but also via
ISDN (Integrated Services Digital Netwopkj, FR (Frame Relay), ATM
(Asynchronous Transfer Mode), IPX (Integrated Packet Exchange),
satellite, wireless and public lines. Here, the integrated
information communication equipment.pe:forms commﬁnication provided
with an address (for the information or the communication) for
distinguishing the integrated information cdmmunication equipments
with other equipments. Particularly, the ﬁrésgnt invention relates -
to an integrated information communication system which integrates
data transfer services based on connection-less networks (e.g., IP
(Internet Protocol) technology used RFC791 or RFC1883) and improves
the overall economics of the information communication system.by
employing a unified address system, and ensuring security to realize
an interactive communication between connected terminals or systems.
2. Description of the Prior Art

In accordance with a development of computer and information
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(I'nternet Protocol) technol ogy used RFC791 or RFC1883) and inproves the
overall econom cs of the information comruni cation system by enpl oying a
uni fi ed address system and ensuring security to realize an interactive
conmuni cati on between connected termnals or systens. 2. Description of the
Prior Art In accordance with a devel oppent of conputer and information 2
communi cati on technol ogy, conputer conmunication networks have in recent

years CQifmmufieft ¥ tlethHs 86y ,N compUess | ddufitini EEEAGH G thBPks tHEWS in
government organi zati ons and I ntra-corporation/inter- corporation
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In the event that the geographic e is on a national basis, the form
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communication networks, and in the event that the geographic locale

is on a national basis, the form thereof becomes such as sowﬂ in

| FIG.1. 1In the examplé described in FIG.1, each local LAN uses a
common protocol, with each being connected by dedicated lines. Here,
e.g., corporation X has LAN-X1, LAN-X2 and LAN-X3 as LANs,
corporation Y has LAN-Y1l, LAN-Y2 and LAN-Y3 as LANs, and both
corporations X and Y use commﬁnicétion address systems ADX and ADY
for respectively berforming computer communications. Since it is
necessary to lay a separate dedicated line for each corporation with
such a LAN network, system architéc{ﬁre becomes costly, and in the
event that comnection is to be made to ; LAN network of another
corporation, interfacing must be matchedisuch as the communiéation
address system, making inter-connection ver§ difficult and very
costly. |

On the other hand, the Internet has recenfly become

widespread as a global-scale computer communication network. On the
Internet, networks are connected using a router of a provider, a
communication protocol called TCP (Transmission Control Protocol)/IP
(Intefnet Protocol) is employed, dedicated lines or FR networks are
used for connecting remote areas, and Ethernets which are 10 Mbps

LANs or FDDIs (Fiber Distributed Data Interface) which are 100 Mbps



corporation Y has LAN- Y1, LAN-Y2 and LAN-Y3 as LANs, and both corporations
X and Y use communication address systens ADX and ADY for respectively
perform ng conputer conmunications. Since it is necessary to lay a separate
dedi cated line for each corporation with such a LAN network, system
architecture becones costly, and in thg event that connection is to be nade
to a LAN network of another corporati-on, interfacing nust be matched such
as the JdiNsuareaised asddommen Foattiemn patid »d thih estmeoeesi orF M2y sHowé i cul t
and very costly. On the other hand, the Internet has recently becone
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Internet, networks are connected using a router of a provider, a /
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networks, and judgment is made based on the routing-table regarding

to which router connected to which provider’ s network received data
should go next. Thus, on the Internet, the IP address attached to
each IP frame (IP datagram) is checked, the judgment is made to which
router the IP frame should be sent, and that the IP frame is.sent
accordingly. Thus, the IP frames are transferred one after another
and delivered to a destination computer, by means of all routers
performing the above-described operation.

FIG.3 illustrates the information contents of the RFCT91 of
the IP frame used by the Internet, divided into a control field and a
data field. FIG.4 illustrates the information contents of a similar
RFC1883, also divided into a control field and a data field. In
either figure, the parentheses () indicate the number of bits.

However, with the Internet, since thé system is éuch that the
communication path is not administrated in an integrated manner, one
cannot tell whether the other party with which communication is being
made is the authorized party,.and there are problems regardiné
security in that information may be eavesdropped. Also, in reality,
IP addresses within many LANs are being separately decided by the LAN
users, so there is the necessity to'replace'the Ip address.of the LAN

user to the IP address for the Internet when connecting the LAN to



3 LANs are used as conmunication paths within structures. FIG 2 shows an
exanpl e of an Internet connection, in which the routers in the providers
mai nt ai n nutual connection by exchangi ng routing-tabl e connection

i nformati on. Each router is connected to a plurality of networks, and
judgment is made based on the routing-#able regarding to which router
connected to which provider's network received data should go next. Thus,
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conferencing not achieving the desired communication speed.

Therefore, the Internet cannot be in peace'used for the communication
of the country and the research institute which especially require
the reliability or for the business of the company. Further, thefe
is no administrator for performing maintenance of the network such as
in the case of failure, of for integrating the overall network for
future planning for the network aﬁd so forth. Also, with LAN
networks and the Internet, tha terminals are personal computers
(computers), and it has been difficult to user telephdnes,'FAX, CATV
and so on in an integrated manner therein. |

SUMMARY OF THE INVENTION

The present invention has been made in accordance with the. .
above-described situations, and it is an object of the present
invention to provide an integrated information commuﬁication system
capable of containing a piurality of VANs which perform
data/information transfer by using IP frame of which security and
reliability in communications has been ensured, by means of not using
dedicated lines or the Internet so as to improve economic
considerations of the information communication system arahitecture.

and ensuring communication speeds, communication quality and



comuni cation path is not admnistrated in an integrated nmanner, one cannot
tell whether the other party with which communication is being made is the
aut hori zed party, and there are problens regarding security in that

i nformati on may be eavesdropped. Also, in reality, |IP addresses w thin many
LANs are being separately decided by tke LAN users, so there is the
necessity to replace the | P address of the LAN user to the I P address for
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comuni cation quality such as comuni catl on speeds and com*rum cation error
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sound, image (motion and stiil), text, etc., so as to inter-connect
services which have conventionally been provided separately, such as
total communication services, analog/digital telephone line sérvices.
Internet provider services, FAX services, computer_data exchange
services, CATV services and so forth. Further, it is another object
of the present invention to provide an integrated information
communication system which enables inter-corporation communicarion
with very little change to the computer communication address systems
which have been independently and separéfely created within each
separate corporation (including universitios; research institutes,
government organizations, etc.). l,« |

The present invention relates to an:iniograted information
communication system, and the above objects o tha. present invention
are realized as follows: the present invention is configured by
providing an access control apparatus for connecting a plurality of
computer communication networks or information communication
equipments to each, and a relay device for networking the
aforementioned access control apparatus, the system having functions
for performing routing by transferring the information by a unified
address system, and is configures such that the aforementioned

plurality of computer communication networks or information



the reliability or for the business of the conpany. Further, there is no
adm'ni strator for perform ng mai ntenance of the network such as in the case
of failure, of for integrating the overall network for future planning for
the network and so forth. Also, with LAN networks and the Internet, the
term nals are personal conputers (conp#éters), and it has been difficult to
user tel ephones, FAX, CATV and so on in an integrated manner therein.
SUMVARY ddmmithifca tddriNeqoipadéret  roane per foree wommon héest foagn invale interacotivénce
wi th the above-described situations, and it is an object of the present

I nvent i Gianinerpr ovi de an integrated informati on comruni cati on system capabl e
of containing a plurality of VANs which performdata/information transfer
by using IP fra | ' I&gﬁ# | tye isn i ~ahi ons has
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and inter-corporation communications is indicated by solid lines, and
this is replaced with the equivalent of a computer communication
network according to IP technology as a common communication network
indicated by broken lines;

| The above—described objects of the present invention are
achieved by an ICS user frame having a unique ICS user address system
ADX being converted into an ICS network frame having an address
system ADS, based on the administration of a conversion table
provided within an access control appératus, and by being arranged
such that in the case that transmission is made over at least one VAN
contained therein following rules of the aforementioned address
system ADS, and the destination other access control apparatus is
reached, conversion is made to the aforementioned ICS user address
system ADX based on the administration of the aforementioned |
conversion table, and another.external information communication
apparatus is reached. Also, the above—-described objects of the
present invention are achieved by an ICS user frame having a unique
ICS user address system ADX being converted into an ICS network frame
corresponding with a reception ICS network address registered
beforehand to the conversion table in accordance with a user logic

communication line, rather than using an ICS user address within the



5 conmuni cation trouble counterneasures in a unified manner. Al so, it is
anot'her object of the present invention to provide-an integrated

i nformati on communi cation system which uses a single information transfer
which is not dependent on the type of service, such as sound, inmage (notion
and still), text, etc., so as to inter7connect services which have
conventional ly been provi ded separately, such as total comrunication

servi cesaforeabnuichegl 65 tusérframe basel v theeadminiseraeiomprofviader

servi ces, FAX services, conputer data exchange services, CATV services and

so fort heodverkhes , table providdtt withif CthedlackBSs REgReOl agﬁy@fawén had pVi de
an integrated information conmuni cati on system whi ch enabl es
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ADS, the transfer destination of the aforementioned ICS network frame
being either 1 or N, this is returned to the aforementioned ICS
network frame based on the administration of a conversion table
provided within the aforementioned access control apparatus, and
another external informétiqn communication apparatus is reached.

BRIEF DESCRIPTION OF THE DRAWINGS

In the accompanying drawings:

FIG.1 is a block diagram for describing conventional LAN
networks;

FIG.2 is a diagram illustrating an example of a form of the
Internet;

FIG.3 is a diagram illustrating an IP frame according to
RFCT91 stipulations;

FiG.4 is a diagram illustrating an IP frame according to
RF(C1883 stipulationéq |

FIG.5 is a block diagram systematically illustrating the
basic principle of the present invention;

FIG.6 is a block diagram to show an example of a network
wherein an ICS éccording to the present invention is constructed.of a

plurality of VANs;



are realized as follows: the present invention is configured by providing
an access control apparatus for connecting a plurality of conputer

conmruni cati on networks or information comunication equi pnments to each, and
a relay device for networking the aforenenti oned access control apparatus,

t he system having functions for perforfing routing by transferring the

I nformation by a unified address system and is configures such that the

af orenment i oned PIGIAlig ¥ block nitgtamC eonshuve ahi eRamsievofksontf igurfiagmat i on
6 communi cation equi pnments can perform comruni cations in an interactive

manner. the deessWbomtrdls appifanas an exanpl e of a conventional
arrangenent, the range of dedicated |lines used for intra-corporation and
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replaced with the equiva onputer  conmuni cati on netwo acCor di ng
to IP tegﬁ\enci!ecigx, gﬁp&ract%rg;mn communi cati on network

FIG.9 is a block diagram to show an example of configﬁring
the inter-VAN gateway;

FIG.10 is a block diagram to show an exaﬁple of configuring
the ICS network server;

~ FIG.11 is an array diagram illustrating an example of the ICS
user address used in the presenf invention;

FIG.12 is a wiring diagram illustrating the connection
relation between the ICS logic terminals and the uéer communication
lines;

F1G.13 is a diagram illustrating, the relation between the‘iCS
user frame and the ICS network frame which are used in the present
invention; ’

FIG.14 is a portion of a constructionai.block diagram to show
a first embodiment (intra—corporation communication, inter-
corporation communication) according to the present invention;

FIG.15 is a portion of a constructional block diagram to show
a first embodiment (intra-corporation communication, inter-
corporation communication) according to the present invention;

FIG.16 is a diagram to show an example of the conversion

table in the access control apparatus;

FIG.17 is a diagram to show an example of the temporary



I ndi cated by broken |ines. The above-descri bed objects of the present

I nvention are achieved by an I CS user frame having a unique I CS user
address system ADX being converted into an I CS network frane having an
address system ADS, based on the adm nistration of a conversion table
provided within an access control appaPatus, and by being arranged such
that in the case that transm ssion is made over at |east one VAN contained

t her ei n dopvbp¥idit tabllesinftlid'@cebss ex@mitrolnagpaskstiess system ADS, and the
destination-other access control apparatus is reached, conversion is nade

to the af orementjPnedisCe f‘ﬁﬁichig‘ér%%mﬁhﬁ%%f‘g?doﬁ&éﬂ%n of the

adm nistration of the aforenenti oned conversion ta and anot her external

i nf or maty oggﬂgy at.i ratus i s reached. Also,’the above-descri bed
objects%%%eFﬁe preéﬁh%bﬁﬁﬁen I'on are achieved by an ICS user frame having a

uni que | CS user ess sysiem ADX bei converted into an 1.CS ne r k
frame correspoanﬁ‘ﬂg‘ \Mlghaaﬁoé'%bﬁf%(oﬁol " ERWEF R $a P sgp‘?léagqlgf‘e?t\é\&e
bef orehand to the cqnversion table in accordance with a,user |ogic
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FIG.20 is a constructional block diagram to show a second
embodiment (virtual dedicafed line) according to the present -
invention;

FIG.21 is a diagram to show an example of the conversion
table in the access control apparatus;

FIG.22 is a flowchart to show an example of operation of the
access control apparatus in virtual dedicated line connection;

FIG.23 is a constructional block diagram to show a third
embodiment (ICS network server) according to the present invention;

FIG.24 is a diagram to show an example of the conversion
table in the access control apparatus;

FIG.25 is a diagraﬁ to show aﬁ example of the table in the
ICS network database;

F1G.26 is a flowchart to show an example of operation within
the access control apparatus in virtwal ICS network.server
connection;

FIG.27 is a constructional block diagram to show a fourth
embodiment (ICS address administration server) according to the
present invention;

FI1G.28 is a diagram to show an example of the conversion



7 aforenentioned I CS user frane based on the adm nistration of a conversion
tabl'e provided within the access control apparatus, and by bei ng arranged
such that in the case that transm ssion of the aforenentioned I CS network
frame is made to another access control device via at | east one VAN
following rules of the ICS address sysft®m ADS, the transfer destination of
the aforenentioned ICS network frame being either 1 or N, this is returned

to the afablenenttiRnedcesS dsitrolkappararudased on the administration of a
conversion table provided wthin the aforenmenti oned access control

apparat us, and prpblgersext®f, | 86 OsHBM hﬂ“eﬁ&ﬁiﬂl&“a‘fﬂh@%&di@bﬁh&é@é
reached. BRI EF DESCRI PTI ON THE DRAW NGS I n t'he acconpanyi ng draw ngs:

FIG1 i sta%lpl 9&&% ieiggagaaxoéssd%?ﬁg%&'%ﬁgﬂvgg' al LAN networks; FIG2 is

a diagramT Tl us ng an exanpl e orm o € Internet;

FIG.30 is a flowchart to show an example of operation of the
ICS address administration server;

FIG.31 is a constructional block drawing illustrating a fifth
embodiment (ICS name server) according to the present invention;

FIG.32 is a diagram to shqw an examﬁle of the conversion
table in the access control apparatus; |

FIG.33 is a diagraﬁ to show an example of the ICS name
conversidn table in the ICS name server;

FIG.34 is a flowchart to show an example of operation of the
ICS name server;

FIG.35 is a portion of a constructional block drawing
illustrating a eighth embodiment (accounting server) according to the
present invention;

FIG.36 is a portion of a constructional block diagram to show
an eighth embodiment (accounting server) according to the present
invention;

FIG.37 is a“diagram to show an example of the conversion
table in the access control apparatus;

FI1G.38 is a diagram to show an example of the fixed charging
definition table in the accounting server;

FIG.39 is a diagram to show an example of the accounting

information database in the accounting server;



FIG3 is a diagramillustrating an IP frame according to RFC791
stipulations; FIG4 is a diagramillustrating an IP frane according to
RFC1883 stipulations-; FIG5 is a block diagramsystematically illustrating
the basic principle of the present invention; FIG6 is a block diagramto
show an exanpl e of a network wherein att I CS according to the present

I nvention is constructed of a plurality of VANSs; 8 FIG7 is a block

di agram to showr g 40X 2814 € 19kvchant | €0/ 'dhog hheedfpeSof ObfirAt idRPSE afHes;
FIG 8 is a block diagramto show an exanpl e of configuring the relay

?EFZ;?bﬁﬁhgg%égégﬁoéegsplock di agram to show an exanpl e of configuring t he

FIG.41 is a portion of a constructional block diagram to show
a ninth embodiment (ICS frame database server) according to the
present invention;

FI1G.42 is a portion of a constructional block diagrém to show
a ninth embodiment (ICS frame database server) according to the
present invention; |

FIG.43 is a diagram to show an example of the stored
information administration table and the Box in the ICS_frame'
database server; | | |

FIG.44 is a diagram to show an example oflthe stored
information administration table and the Box in the ICS frame
database server; |

" FIG.45 is a diagram illustrating an example of an ICS dgef

frame used by the ICS frame database server;

FIG.46 is a flowchart to show an example of operation of tmég';
communication example 1 of the ICS frame database server; o

FIG.47 is a flowcharf to show an example of operation of the
communication example 2 of the ICS frame database servér:

FI1G.48 is a flowchart to show an example of operation of the
communication example 3 of the ICS frame database server;

FIG.49 is a portion of a constructional block diagram to show

.a tenth embodiment (transfer by X.25, FR, ATM, satellite

communication, and containment of telephone line, ISDN line, CATV



FIG 10 is a block diagramto show an exanple of configuring the ICS network
server; FIG 11l is an array diagramillustrating an exanple of the |ICS user
address used in the present invention; FIG 12 is a wiring di agram
illustrating the connection relation between the ICS logic termnals and

t he user comunication lines; FIG 13 id92a diagramillustrating the relation
between the ICS user frame and the I CS network franme which are used in the
present linegnsaeslliteGlife| SIRK FohinePracdordingnes rilet ppesént! isiendtiogy amto
show a first enbodi nent (intra-corporation conmunication, inter-
corporation CO”FI’G‘.'WE‘LSOH)?mﬂbﬁgatébdéﬁuﬁif&?ﬂ H1G¥RNEi &8 van ke dRowS @
portion of a constructional block diagramto show a first enbodi nent -
(intra-cor. t] nj | LRt e < | ni cati on)
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diagramto sho

a tenth embodiment according to the present invention;

FIG.52 is a diagraﬁ to show an example of the conversion
table in the access control apparatus;

FIG.53 is a diagram illustrating the manner of frame
conversion of the ICS network frame and the X.25 format;

FIG.54 is a diagram illustrating the manner of frame
conversion of the ICS network frame and the FR format;

FIG.55 is a diagram illustrating the manner of frame
conversion of the ICS network frame and the ATM format;

FIG.56 is a portion of ‘a constructional block diagram to show
an eleventh embodiment (transfer by X.25, FR, ATM, satellite
communication, and containﬁent of,telephoné line, ISDN line, CATV .
line, satellite line, IPX frame) according té'the present invention;

.FIG.57 is a portion of a constructional block diagram to show
an eleventh embodiment according to the present invention;

FIG.58 is a"portion of a constructional block diagram to show
a twelfth embodiment (containmenf of the access control apparatus
within the X.25 network and FR network) according to the present
invention; -

FIG.59 is a portion of a constructional block diagram to show

a twelfth embodiment according to the present invention;



9 conversion table in the access control apparatus; FIG 18 is a flowhart
to show an exanpl e of operation of the access control apparatus; FIG 19 is
a flowhart to show an exanple of operation of the access control apparatus
in inter-corporation communication; FIG 20 is a constructional bl ock
diagramto show a second enbodi ment (vil3tual dedicated line) according to
the present invention; FIG 21 is a diagramto show an exanple of the

conversion tablerd 80t A8 ACEASEMOBE! 8! colitFudt ¥sna ¥ b¥odR dfagrdul ROCER6w O
show an exanpl e of operation of the access control apparatus in virtual
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FI G 24 1 6P plh B9 U TWoRicT "QUEGHU sSSP T8 Ehe prie8nt Ol Wt 108 ;
| FIG.61 is a portion of a constructional block diagram to show

a fourteenth embodiment (provision of access control apparatuses
outside of the ICS) according to the present invention;

FIG.62 is a porkion of a construction block diagram to show a
fifteenth embodiment according to the present invention;

FIG.63 is a portion of a construction block diagrah to show a
fifteenth embodiment according to the present invention;

FIG.64 is a portion of a const?uction block diagram to show a
fifteenth embodiment according to tﬁe'present invention;

FIG.65 is a diagram to show én-example of the conversion
table in the access-control apparatus; |

FIG.66 is a diagram illustratiné an example.of the table to
define the relation between the communicatioh“spe?d and the speed
class; ) ' T

FI1G.67 is a flowchart to show an example of operation of the
fifteenth embodiment;

FIG.68 is a flowchart to show an example of operation of the
fifteenth embodiment;

F1G.69 is a diagram to show the ICS user frame after the
electronic signature assignment;

FIG.70 is a diagram to show the ICS user frame before the

electronic signature assignment;



table in the access control apparatus; FIG 25 is a diagramto show an
exanple of the table in the ICS network database; FIG 26 is a flowhart to
show an exanpl e of operation within the access control apparatus in virtual
| CS network server connection; FIG 27 is a constructional block diagramto
show a fourth enbodi ment (1 CS address adm ni stration server) according to
the present invention; FIG 28 is a diagramto show an exanple of the

conversion 1P16.9 esi 8 i 13ueeson WIYCkoH i aPRal &loUShow | 45 Aktedndh di agram
to show an exanpl e of the correspondence table in the ICS address
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FIG.72 is a diagram to show an example of the conversion
table in the access control apparatus;

FIG.73 is a flowchart to show an example of operation of the
sixteenth embodiment;

FIG.74 is a diagram to explain the electronic signature at
sending and receiving times;

FIG.75 is a construction block diagram to show a seventeenth
embodiment according to the present invention;

FIG.76 is a construction block diagram to show a eighteenth
embodiment'accofding to the present invention;

FIG.77 is a diagram to show an example of the conversion
table in the access control apparatus;

FIG.78 is a diagram to show an example of the conversion
table original in the ICS conversion table server;

FIG.79 is a diagram to show an example of the correspondence
table in the ICS address administration server;

FIG.SO is a diagram to show an-example of the ICS name
convertion table in the ICS name server;

FIG.81 is a construction block diagram to show a nineteenth
embodiment according to the'presént invention;

FIG.82 is a diagram to show an example of the intensive
"conversion table in the intensive access control apparatus;

FIG.83 is a diagram to show an example of the simple



FIG 31 is a constructional block drawng illustrating a fifth enbodi nent

(I CS nane server) according to the present invention; FIG 32 is a diagram

to show an exanpl e of the conversion table in the access control apparatus;
FIG 33 is a diagramto show an exanple of the ICS name conversion table in
the ICS nane server; FIG34 is a flowhart to show an exanpl e of operation
of the I1CS nane server; FIG 35 is a portion of a constructional bl ock

dr awi ngconveiEioat tasler g ehehs ifiedateess (GsRednt Afhreruge andccording to
the present invention; FIG 36 is a portion of a constructional block

di'agram to shogrgngi ghiah resRaEERo SHGH AT obRPa B ) tAECRIMMenel L he
present invention; FIG37 Is a diagramto show an exanpl e of the conversion
tabl e | J&i¥%§?ess control apparatus; FIG 38 is a diagramto show an
exanpl e o ixed charging definition table in the accounting server;

FIG 39 is a diagram tgshourans examplepbod e apcodnting.

FIG.5 systematically illustrates the basic principle of the

presenf invention, wherein an integrated information communication
system (hereafter réferred {o as “ICS”) 1 according to the present
'invention has self-appointed address providing rules as a computer
information/communication address. ‘i.e., the system has a unique
address system ADS, and has accéss control apparatuses (2 through 7
in the present example) which serve as access points for connecting a
- plurality of computer communication networks or information
communication equipment, e.g., a great number of LANs (in the present
example, corporation X's LAN-X1, LAN-X2 and LAN-X3, and corporation
Y s LAN-Y1, LAN-Y2 and LAN-Y3). Here, the corporation X s LAN—Xl,
LAN-X2 and LAN-X3 have the same address system ADX, and the
corporation Y s LAN?Yl. LAN-Y2 and LAN-Y3 have the same address
system ADY. The access control apparatuses 2, 3 and 4 have
conversion tables for administrating mﬁtual conversion between the
address system ADS and the address system ADX. The access control
apparatuses 5, 6 and 7 have conversion tables for administrating
mutual conversion between the address system ADS and the address
system ADY. The computer communication data (ICS frame) within the |
ICS 1 uses addresses according to the address system ADS of the ICS

1, and performs the communication according to IP frame which is used



i nformati on database in the accounting server; FIG40 is a flowhart to
show an exanpl e of operation of the charging process; FIG41 is a portion
of a constructional block diagramto show a ninth enbodi nent (I1CS frane

dat abase server) according to the present invention; FIG 42 is a portion of
a constructional block diagramto showlé& ninth enbodi nent (I1CS frane

dat abase server) according to the present invention; FIG43 is a diagramto
show an mxahpl Entdrriglte stored information adm nistration table and the Box
in the ICS frame database server; FIG 44 is a diagramto show an exanpl e of

the stored i nf onsm! igeRcRdpt b widlli B had eegafdidie theXopérdtion ¢ thane
dat abase server; FIG 45 is a diagramillustrating an exanple of an ICS user
case of communication within a single corporation. The computer
communication data (ICS frame) 80 transmitted from the LAN-X1 of a
corporation X is provided with addressing following the address
system ADX, but is subjected to address conversion following the
address system ADS under administration of the comnversion table of
the access control apparatus within ICS 1, and becomes ICS frame 81.
This is then sent within the ICS 1 under the rules of the addfess
system ADS, and upon reaching the destination access control
apparatus 4, is restored to the computer communication data 80 of the
address system ADX under the administration of the conversion table
thereof, and is sent to the LAN-X3 within the same corporation X.
Here, the ICS frame being sent and received within the ICS 1 is
referred to as an “ICS network frame”, and the ICS frame being sent
and received outside of the ICS 1 is referred to as an “ICS user
frame”. The form of the ICS user frame is_stipulated by a form
defined by RFC791 or RFC1883 as a rule used in the Internet, but
dealing.with ICS frames which do not follow the above rule will be
described later in conjunction with description of another
embodiment.
The ICS network frame 81 is comprised of a network control

field 81-1 and a network data field 81-2, with the network control
field 81-1 storing the addresses (address system ADS) of the access

control apparatuses 2 and 4 therein. The ICS user frame is either



frane used by the I CS frane database server; FIG 46 is a flowchart to show
an exanpl e of operation of then communication exanple 1 of the ICS frane
dat abase server; FIG 47 is a flowhart to show an exanpl e of operation

t he conmuni cati on exanple 2 of the ICS frane dat abase server;

of

FIG48 is a

flowchart to show an exanpl e of operatimn of the communicati on exanple 3 of
the ICS frane database server; FIG 49 is a portion of a constructional
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FIG 50 is a portion o

constructiona diagramto show a tenth
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pr esent

éi%!&”éiEEF An example of the data format conversion stipulations
might be conversion to ciphertext or data compression, and the access
control apparatus 2 may be provided with ciphering means, deciphering
means for'returning the ciphertext to the original plain—text (ICS
user frame), data compression meaps; and-data decompression means for
returning the compressed data to the original data. In the access
control apparatus 2, the ICS user frame 80 is used as the ICS network
frame 81-2, and the operation of adding the network control field 81-

1 to the ICS network frame 81-2 is referred to as "ICS encapsula-

tion”. Also, in the access control apparatus 4, the operation of

removing the network control field 81-1 from fhe ICS network frame 81
is referred to as “ICS reverse encapsulation”.

Now, description will be made regarding the operation in the
case of communication between different corporations. The computer
communication data (ICS user frame) 82 transmitted from the LAN-Y2 of
a corporation Y is provided with addressing following the address
system ADY, but is subjected to address conversion following the
address system ADS under administration of the conversion table of
the access control apparatus 6 within ICS 1, and becomes ICS.frame
83. This is then sent within the ICS 1 in accordance with the rules
of the address system ADS, and upon reaching the destination access

control apparatus 3, is converted to the computer communication data



FIG52 is a diagramto show an exanpl e of the conversion table in the

access control apparatus; FIG53 is a diagramillustrating the manner of
frame conversion of the ICS network frame and the X. 25 format; FIG 54 is a
diagramillustrating the manner of frame conversion of the ICS network

frame and the FR format; FIG 55 is a dil&gramillustrating the manner of
frame conversion of the ICS network frane and the ATMformat; FIG 56 is a

portion 8f of ¢RESAdAISSOBFstA QUK dhasr Ahd admiAYseratdbavent thenbodi ment
(transfer by X. 25, FR, ATM satellite conmunication, and contai nnent of
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ortion of a constructional block diagr
P restricted to t ese Even if thg fgngéﬂ o? %ﬁe address is changed to

such other than 32-bit or 128-bit, this does not change the principle
of address conversion which is the principle idea of the present
invention. |

Thus, according to the present invention; both intra-
corporation and inter-corporation computer communications are enabled
by unified address administration by the ICS 1. Generally used user
terminals for computer communications are incorporated within the LAN
within the structure of the user; and incorporated within the VAN
(Value Added Network) via access lines, and user data frames are sent
which have differing data formats and differing address system for
each type of service. For example, an IP address is used for
Internet services, a telephone number/ISDN number (E.164 address) for
telephone services, and an X.121 address is used for X.25 packet
services. Conversely, according to the ICS 1 of the present
invention, address conversion (referred to as “ICS address
conversion”) is performed with the conversion table of the access
control apparatus based on the inputted ICS user frame, thus
realizing sending of information frames of data of varied structures
unified under a single data format and address system, i.e.,

converted to ICS frames.



a twelfth enbodi nent according to the present invention; 13 FIG60 is a
portion of a constructional block diagramto show a thirteenth enbodi nent
(the access control apparatus connected with the relay network) according
to the present invention; FIG 61 is a portion of a constructional block
diagramto show a fourteenth enbodi nent9 (provision of access control

appar atuses outside of the ICS) according to the present invention; FIG 62

S a portion ofprg BO8RdMAEAIP! POlistaseaad Gxaliple Anldrbifeehy rEpdi ment

according to the present 1 nvent is a portion of a construction
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apparatﬂﬁ;lcs 1 user applies to the VAN operator for a user communication
line, and the VAN operator decides an ICS address, an ICS network
address and the like for the user and registers these informations
with a circuit type in a conversion ‘table 12 within the access
control apparatus 10 sﬁch és shown in FIG.?. The ICS 1 has as access
points serving as external connection elements with the LANs (or
terminals thereof) of the corporations X and Y the access control
apparatuses 10-1, 10-2, 10-3, 10-4 and 10-5, and further has relay
apparatuses 20-1, 20-2, 20-3 and 20-4, and also ICS network servers
40-1, 40-2, 40-3, 40-4 and 40-5, as well as ICS address administra-
tion servers 50-1 and 50-2. A relay apparatus 20 such as shown in
FI1G.8 is provided to the communication path within each of the VANs,
and an inter-VAN gateway 30 such as illustrated in FIG.9 is provided
as a connection element of the VAN-2 and the VAN-3. The LANs 1-1, 1-
2, 1-3 and 1-4 shown in FIG.6 are respectively connected to the
access control apparatuses 10-1, 10-5, 10-4 and 10-2, via the user
communication lines 36-1, 36-2, 36-3 aﬁd 36-4.

The access control apparatus 10 (10-1, 10-2, 10-3, 10-4 and
 10-5) are devices containing the user communication lines from the
user (corporatiohs X and Y) to the ICS 1, and as shown jn FIG.7, is

comprised of a processing device 11 comprised of a CPU and so on, a

conversion table 12 serving as a database for performing address



FIG66 is a diagramillustrating an exanple of the table to define the
rel ati on between the comuni cation speed and the speed class; FIG67 is a
flowchart to show an exanple of operation of the fifteenth enbodi nent;
FIG 68 is a flowhart to show an exanple of operation of the fifteenth
enbodinment; FIG69 is a diagramto sho2the I CS user frane after the

el ectronic signature assignnent; FIG 70 is a diagramto show the I CS user

frame beé&ﬁ%rEFQ% X £ ith8N Sk gﬂq&ﬁéep@:sﬁo@nasnaf an ihpubyéutput s a

construction lagram to show a si xteenth enbodi nent according to the
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apparatus 20 has a transferring function of an ICS network frame and

a routing function of path designating, and as shown in FIG.8 has a
processing device 21 comprised of a CPU and so on and a relay table
22, the relay table 22 being used for determining the communication
destination when the ICS network frame is transferred within the ICS
1. The inter-VAN gateway 30 has a processing device 31 comprised of
a CPU and so on and a relay table 32 for determining where to send
the ICS network frames between the VANs, as shown in FIG.9.

As shown in FIG.10, the ICS network server 40 is comprised of
a processihg device 41 and an ICS network database 42, the usage of
the ICS network database 42 being various. Examples of the usage
include: user-specific data (such as the name or address of the user)
corresponding with the ICS user address, data not corresponding with
the ICS user address, such as data indicating the state of
communication trouble within the VAN, or data not directly related to
the VAN, such as an electronic library which maintains and discloses
digital documents, public keys for a public encryption system using
encryption technology emplﬁyed in verifying the authenticity of the
transmitter and receiver, and maintaining data such as publiq key '
proof data or secret keys for a secret encryption system. The
processing device 41 refers to the ICS network database 42,.and
obtains corresponding data and transmits the data to the access

control apparatus 10. Further, not only does the ICS network



FIG73 is a flowhart to show an exanpl e of operation of the sixteenth
enbodinent; FIG 74 is a diagramto explain the electronic signature at
sending and receiving tinmes; FIG 75 is a construction block diagramto show
a seventeenth enbodi ment according to the present invention; FIG76 is a
construction block diagramto show a ei2ght eent h enbodi nent according to the
present invention; FIG 77 is a diagramto show an exanpl e of the conversion

tabl e i rddtabade ces opreateOin aPRAEEhISne Mdant? , | Buf Aise0iantasatsloysan
exanpl e of the conversion table original in the ICS conversion table

server: camiuftchfifk Yith! 8hEP REOHRoR YN8 add'SuiaiAEP WG CO table

in the 1 CS address mnistration server; 'S a diagr show an
exam!  Sorkifoh Sl WhaS Rt BRSP4 RO 268 B O
the PreSEnbos"BS0d Ul 1P Somimur 1oati0h *dMo12e5 " Wb S R ol hil®rcs
network server is the only component provided with a single ICS
network address.

According to the present invention, the address used to
identify computers, terminals and the like used within the ICS
network frame is referred to as an “ICS network address”, and the
address used to identify computers, terminals and the like used
within the ICS user fraﬁe is referred to as an “ICS user address”.
The ICS network address is used oﬁly within thé ICS, one or both of
the two types being used; 32-bit length and/or 128-bit length.
Similarly, the ICS user address also ﬁses one or both of the two
types; 32-bit length and/or 128-bit length. The ICS logic términal
within the access control apparatus 10, the relay apparatus 20, the
inter-VAN gateway 30 and the ICS network server are arranged so as to
be provided each with an ICS network address so as to be uniquely
identified. Alsq, the ICS user address is formed of a VAN upper code
and a VAN internal ¢ode. With the length of the VAN upper code being
represented as C1 bits and the length of the VAN internal code being
represented as C2 bits,_the 1CSs usér'address is used such that the
total of C1 + C2 equals either 32 bits or 128 bits.

In the present invention, no particular method for deciding

the VAN upper code and the VAN internal code is stipulated,'but in



conversion table in the intensive access control apparatus; FIG83 is a
diagramto show an exanple of the sinple 15 conversion table in the

si npl e access control apparatus; and FIG 84 is a flowhart to show an
operation of the nineteenth enbodi nent. DESCRI PTI ON OF THE PREFERRED
EMBODI MENTS FI G 5 systematically illusezates the basic principle of the
present invention, wherein an integrated information conmunication system
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sel f-appoin réss providing rulés as a c
I nformation/go ni cation address. i.e., the systemhas a uni que address
systenlﬁbgthﬂ s%ﬁgégﬁggé%ﬁﬁrol apparatuses (2 through 7 in the present
exanpl e) which serve as access points for connecting a plurality of
conput er conmuni cati on networks or information conmmunication equi pnent,

e.g., a great nunber of LANs (in the present .
AN upper code = district administration code (4 bits) |

country code (4 bits) | VAN code (8 bits)
VAN internal code = VAN district code (4 bitsj.ﬂ VAN access

point code (8 bits) | user logic code (4 bits)

FIG.11 makes description thereof using an example of an ICS
user address. Here, the symbol "a | b” indicates linkage of data “a”
and “b”, i.e., data obtained by means of arrayed data “a” and “b” in
. this order. The ICS network address can be provided with locality in

the same manner as with the user network address. i.e.,

ICS network address = district administration code | country
code | VAN code | VAN district code | user logic

communications line code

Thus, the relay apparatus can efficiently find the transfer
destination by means of deciding the transferring destination with
consideration to the district. The address can be determined in the
same way in the case of Cl + C2 = 128 bits, as well. Incidentally,
with the present invention, the ICS frame can be constructed as

described later, as long as C1 + C2 = 32 bits or C1 + C2 = 128 bits



exanpl e, corporation X' s LAN-X1, LAN-X2 and LAN- X3, and corporation Y's
LAN- Y1, LAN-Y2 and LAN-Y3). Here, the corporation X s LAN X1, LAN X2 and
LAN- X3 have the sane address system ADX, and the corporation Y's LAN Y1,
LAN- Y2 and LAN- Y3 have the sane address system ADY. The access control
apparatuses 2, 3 and 4 have conversion2sables for adm ni strating nutual
conversi on between the address system ADS and t he address system ADX. The
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of communication within a single corporation. The conguter
internal code, part of these codes may be made to be unique to the

user. That is, the user can make a user-specific address system.

The address values of a 32 bit expression value are from address 0 to
address (232-1), the present invention is carried out by providing

an address decided uniquely to the userlwithin the range of address
10 x 22* to address (10 x 234+22%-1), or address (172 x 234+ 16 x 2%)
to address (172 x 224+ 32 x 2%©-1) or address (192 x 224+ 168 x 2*°)

to address (192 X 224+ 169.x 2*e-1).

A physical communication line can be separated into a
plurality of communication lines and used, this being realized in
conventional art as a multiplex communication methéd by frame relay
(FR), for example. According to the present.invention, the user’ s
communication line is separated into a user physical communiéation .
line and one or more user logic communication lines. FIG.12
illustrates an example of this aspect, wherein a user physical
communication line 60 is separated into twoluser logic communication
lines 61-1 and 61-2. Also, separated computer comﬁunication
apparatuses 62-1, 62-2, 62;3 and 62-4 are each connected to
respective user logic communication lines, and the ICS user addresses
“4123, 0025, 0026, 4124” are assigned to each of the computer
communication apparatuses 62-1 through 62-4. The user physical

communication line 60 is connected to the access control apparatus



comuni cation data (I CS franme) 80 transmtted fromthe LAN-X1 of a
corporation X is provided with addressing follow ng the address system ADX,
but is subjected to address conversion follow ng the address system ADS
under adm ni stration of the conversion table of the access control
apparatus within ICS 1, and becones IC3#frane 81. This is then sent within
the 1CS 1 under the rules of the address system ADS, and upon reaching the

desti natg0NaAg CaARS podft’ 6F RRACR! BStweerl ThECEhO R chléde” LI MYEEE
comuni cation data 80 of the address system ADX under the adm niStration of
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cor poration Here, t rame belng sent and receive hin the 1ICS 1
is referred t n_"l networ rang” ,.,an I frame ' sent and
recei vedleiﬁf’gﬁa%fd&%*hg% f\i\@s lipéf em(}h?ogﬁémﬁ? ' %‘@%ﬂﬁ*iﬁe &“ﬁ'he
formof the ECS,user frame js stipul ated by form defined by RFC7/91 or
RECLB83 USeT, 10516 commynigation Hings oi-1 padl Bba? ia%s GPEReGtes HO,%BE whi ch
do not follow the above rule will be described |ater in conjunction with
descr i ptacsassf ceaiale ApBaRBHITEI: . andh lGSCoetwenoraddreanes 8710 cardri sed of

a network control
“8711” are assigned to the ICS logic terminals 64-1 and 64-2 of the

contact points, respectively.

As described above, the ICS network server 40 is also
provided with an only ICS network address, éo that the ICS network
address can determine that the ICS logic terminai or the ICS network
server is the only one within the ICS. The ICS network server is
capable of exchanging information with othef ICS network servers by
means of transmitting and receiving the ICS network frames provided
with each other' s ICS network addresses, using IP communication
technology. This function is referred to as a “ICS network server
communication function”. The access control apparatus is also
provided with an only ICS network address within the ICS, and is
capable of exchanging information with other ICS servers by means of
a commumication function of the ICS network server. The ICS network
server communication function can be realized by TCP or UDP (User
Datagram Protocol) of a conventional technology.

There are two types of the ICS frames in the present
invention, as described above, the ICS network frame which is
transmitted and received within the ICS, and the ICS user frame

which is transmitted and received outside of the ICS. Each ICS



field 81-1 and a network data field 81-2, with the network control field
.81-1 storing the addresses (address system ADS) of the access control
apparatuses 2 and 4 therein. The ICS user frane is either 17 used as the
network data field 81-2 with no change to the data value thereof, or is
subjected to data format conversion un@®r the stipulations determ ned
within the ICS 1 and is used as network data field 81-2. An exanple of the

dat a f orBiwoeRN¥ R g@ ebhprl fdd @FSanEsiirdie £E81Y Sl annégn&éwfaﬁrt ext or

data conpression, and the access control apparatus 2 nmay be provided with
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network franme 81-2, and the operatiqgn of adding the network control field
- 81- 1 t Jewerkcdetadfiseld i crunrised; of ausercgortrols fietd and asen data

field, so as to allow usage by ICS encapsulation or ICS reverse
.encapsulation. That is, when the ICS user frame enters the ICS from
the access control apparatus, the ICS user frame becomes a data field
of the ICS network frame, and the control field (network control
field) of the ICS network frame is added thereto (ICS encapsulation).
The expansion field in the network control field is used for the
cipher or the like. In a case that the cipher is useless, the
expansion field is not used.

Inside the network control field of the ICS frame is placed
an area for storing the transmitter’ s address and intended receiver’s
address. There are two types of the ICS frames, those with a 32-bit
address length and those with a 128-bit address length, and a frame
format with 32-bit address- length being émployed according to the
RFC791 stiﬁulations shown in FIG.3, for example. In the event that
‘32 bits is insufficient for the ICS network address, for example, in
the event that a 64-bit address is to be used, following the RFC791 -
stipulations, the lacking 32 bits (64 bits -~ 32 bits) are written
into an option field or the expansion field in the network control
field of the ICS network frame control field, thus making the network
address usable at 64 bits. Now, supplemental description will be

made regarding the aforementioned uéer-specific address. In the



tion". Also, in the access control apparatus 4, the operation of renoving
the network control field 81-1 fromthe ICS network franme 81 is referred to
as "I CS reverse encapsul ation”. Now, description will be rmade regarding the
operation in the case of conmmunication between different corporations. The
conput er communi cation data (I CS user psane) 82 transmtted fromthe LAN Y2
of a corporation Y is provided with addressing follow ng the address system
ADY, but
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the adm nistration of the conversion table thereof, and is sent to the
LAN- X2 vof rthe 468 user address is 32 bits, the 32 bits is insufficient for

the ICS network address, since the ICS network address is assigned
corresponding to the ICS user address, and 64 bits is required, for
example. In this case, as described above, the lacking 32 bits are
written into the option field of the ICS network frame control field,
thus making the network address usable at 64 bits. The fact that
communication between the same user (cailed “intra—corporation
communications”) is possible using a private address will be
described in the first embodiment. Also, in the event that the
address length is 128 bits, the present embodiment is carried out |
under the frame format according to the RFC1883 stipulations such as
shown in FIG.4, for example. The originating address area within the
network control field and the address stored in the destination
address area are made to be ICS network addresses, each respectively
being the transmitting ICS-network address and the receiving ICS
network address. Further, the originating address area within the
user control field and the address stored in the destination address
area are made to be ICS user addresses, each respectively being the
sending ICS user address and the receiving ICS user address.
Incidentally, there is no need to following the RFC791 er
RFC1883 stipulations for the ICS frame format in carrying out the

present invention; the present invention can be carried out as long



corporation X. While address lengths of 32 bits and 128 bits are used in
the present invention, the present invention is by no neans restricted to
these. Even if the length of the address is changed to such other than
32-bit or 128-bit, this does not change the principle of address conversion
which is the principle idea of the pregent invention. Thus, according to
the present invention, both intra- corporation and inter-corporation
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for Internet services, a tel ephone nunber/1SDN nunber (E. 164 address) for
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Conversely, according to the ICS 1 of the present invention, address
conver si conversfiionreeans (0r chagingdpestiamnversion”) is perforned with the
conver si on table of the access’
Embodiment-1 (Basic ICS, intra-corporation communication and inter-
corporation communication):

A first embodiment of the present invention will be described
with reference to FIGs.14 and 15, regarding a.basic communication
wherein the transfer destination within the ‘ICS is determined from
the receiver ICS user addresé, based on administration by a
conversion table. In the figures, 170-1, 170-2, 170-3 and 170-4
respectively denote gateways provided within the LANsIIOOfl, 100-2,
100—3 and 100-4, and the ICS frames can pass through these gateways
170-1 through 170-4. FIG.16 shows an example of a conversion table
113-1 in the access control apparatus 111-1 and FIG.17 does the same
of a temporary conversion table 114-2 in the access control
apparatus 110-4.

First, description will be made regarding communication
between a terminal which ié connected to a LAN 100-1 of the .
corporation X which has a unique address system ADX, and a terminal
which is connected to a LAN 100-2 of the same corporation X. That

is, this is a communication between a terminal which has an ICS user

address "0012” on the LAN 100-1 and a terminal which has an ICS user



control apparatus based on the inputted ICS user franme, thus realizing
sending of information franes of data of varied structures unified under a
single data format and address system i.e., converted to ICS franes. 19
FIG 6 schematically illustrates an exanple wherein the ICS 1 of the present
invention is conprised of a plurality e§ VANs (VAN-1, VAN-2, VAN-3), with
each VAN being adm nistered by a VAN operator. An ICS 1 user applies to the

VAN oper, o% WS ' Lon e, : ci des an
I CS addra?gg?sén qo@g ng{:‘wgl(rB a d?‘ggs?én;l{l%ec%%;c\{éﬁlefﬁgémgg?egi sters
these informations wt circui eJn_a.conversion le 12 within the
acoess ComIBEanm merle hotiehy tab e v B8 NS SR Addeists Bubga oo
poi nts serving,as external connection elenments with the LANs (or termnals
t her eof \CTof Pﬂbq% FEes S LRI WA tRAR 1R 18848 scorporasion piMifains 819 0- 1,

10-2, 10-3, 10-4 and 10-5, and further has relay
example), the communication being made via the ICS 100 in an

interactive manner. This type of communication is referred to as
intra-corporation communication service (or intra-corporation
communication) . Next, description will be made regarding a
communication between a terminal which is connected to a LAN 100-1 of
the corporation X which has a unique address system ADX and a
terminal which is connected to a LAN 100-3 of the corporation Y which
has a unique address system ADY. That is, this is a communication
between a terminal which has an ICS user address “0012” on the LAN
100-1 and a terminal which has an ICS user address “1156” on the LAN
100-3. This communication-is a typical communication made between
terminals which have different address systems within different
corporations, the communication being made using an ICS address
system which can be shared between the two. This type of
communication is referred to as inter—corporation communication
service (or inter-corporation communication).
<<Common preparation>>

In describing the présent embodiment, the address format and
so forth is determined as described below, but the specific numeric
values and formats are all but an example, and the present invention
is by no means limited to these. The ICS network address is

represented by a 4-digit number, and the sender ICS user address and



apparatuses 20-1, 20-2, 20-3 and 20-4, and also ICS network servers 40-1,
40-2, 40-3, 40-4 and 40-5, as well as ICS address adninistra- tion servers
50-1 and 50-2. A relay apparatus 20 such as shown in FIG 8 is provided to

t he conmuni cation path within each of the VANs, and an inter-VAN gateway 30
such as illustrated in FIG9 is providgd as a connection el enent of the
VAN-2 and the VAN-3. The LANs 1-1, 1- 2, 1-3 and 1-4 shown in FIG 6 are

respect ighel ¥Ye6OiRACICS hifert RRIJRESS Sore oithOrepidtntbdSBP é-Qr—Hing- 5, 10-4
and 10-2, via the user comunication lines 36-1, 36-2, 36-3 and 36-4. The

access Ghfhep! APINA! Senddt (£ dserl hidires8- And Ml rafdivék AosAhgefleVi ces

contai ning the user comuni cation ?lnes fron1t%e user (corporations X and
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dat abase L8l a8 HnIeatdi et on cARmETRARISh Bahlls! MEnd 1 s nbine
corporation communication address is an only value within the ICS
100. Of the sender ICS user address énd the receiver ICS user
address, addresses of which the upper two digits are “00" are used as
an intra-corporation communicatipn address, and this intra- |
corporation communication address may be duplicate of other intra-
corporation communication address within the ICS 100. Also, the_
conversion table 113-1 in FIG.16 provided to the access control
apparatus 110-1 contains the following: transmitting ICS network
addresses, receiving ICS network addresses, sender ICS network
addresses, receiver ICS network addresses, request identification
(ID), speed segments and so forth. The request identification
registered to the conversion table 113-1 is such that, e.g., “1”
represents the intra—corporation communication service, “2”
represents the inter—corporation communication service, and “3”
represents a virtual dedicated line connection (which will be
descrived hereinafter). The speed segment is the line speed that the
communication from the ICS network address requires, including
throughput (e.g., the number of ICS frames sent within a
predetermined time).
<<Preparation for intra-corporation communication>>

The users of the LAN 100-1 and the LAN 100-2 specify the



interface, and a tenporary conversion table 14. Also, the relay apparatus
20 has a transferring function of an ICS network frane and a routing
function of path designating, and as shown in FIG 8 has a processing device
21 conprised of a CPU and so on and a relay table 22, the relay table 22
bei ng used for determ ning the comuni A8tion destination when the ICS
network frame is transferred within the ICS 1. The inter-VAN gateway 30 has

r ' ' i sed I ble 32
For” ot chertiindSy| & Shol9THE A VAN Gpeiatdtinc0rdet AMEl el C 2
shown in

of a pr o aroray LA R oan P oF eb e 15, ke %6, e [R0GCSBR The
user - s paRAAEOER G, GRUICALSat o HanEhe VAN ead DR HB8rVAN GPTERORai ng
with the ICS user address, data not corresponding with the ICS user
addr ess, TefpoRdgste| e appilication and sets cther aforemantdenednlCs awdmerki t hi n
the VAN, or data not directly related to the VAN, such as an el ectronic
li brary addressonlC8 aises addrels.creguestiéediidentdbications, epablta theys for a
public encryption systemusing encryption technol ogy enployed in verifying
t he aut heorverstign ofabiles of the access control apparatuses 110-1 and 110-5
connected to the LAN 100-1 and LAN 100-2, and further writes and
holds them in the ICS address administration server 150-1. |
The items to be set for the VAN-1 are as follows. The ICS
network address is decided by the ICS logic terminal of the access
control apparatus 110-1 to which the LAN 100-1 is connected, with the
ICS network address of the ICS logic terminal in this case being set
as “7711”. The intra-corporation communication address of the
terminal connected to the LAN 100-1 from which the application was
made is set as “0012”, and this is used as the sender ICS user
address. The intra—-corporation communication address used by the
terminal of the above address is set as “2212”, and this is used as
the sender ICS user address. Next, the intra-corporation
communication address of the terminal comnected to the LAN 100-2 from
which the application was made is decided by the ICS logic terminal
of the access control appafatus 110-5 to which the LAN 100-2 is
connected, in this case the ICS network address being set as “9922”,
and this is used as the receiving ICS network address. Further, the

ICS user address used by the terminal comnected to the LAN 100-2 is

set as “0034”, and this is used as the receiver ICS user address.



transmtter and receiver, and naintaining data such as public key proof
data or secret keys for a secret encryption system The processing device .
41 refers to the ICS network database 42, and obtains correspondi ng data
and transmts the data to the access control apparatus 10. Further, not
only does the I CS network 21 dat abasg 42 operate in stand-al one manner,
but also is capable of conmmunicating with other ICS network servers and

obt ai ni ng, data.thegefrom by nmegns of transmttin nd receivi t | CS
ot vor k TS AUBLERSH ofF 58t R ETR CRTENE LARRIEQGT LG, HPiEREtheATe, o
I CS netwprk server is the only conponent provided with a_single | CS networ k
addr ess. 1RER&COTRErabion commpication, sprvice thad wase appdigdeBor o andethery

conputers, termnals and the like used within the ICS network frane is
r ef er r edabevensisamegisienas wor khedumyessionrtabiliee 133l olgs FiSelibt o i dentify
conputers, termnals and the |Iike used
The items to be set for the VAN-3 are as follows. Values
necessary for reverse communication (comhunication from the LAN 100-2
to the LAN-1) are set to the conversion table of the access control
 apparatus 110-5 connecting the LAN 100-2 from which application_was
made. That is, data is set reverse to the transmitting ICS network
address and the receiving ICS network address, and at the same time,
data is set reverse to the sender ICS user address and the receiver
ICS user address. The ICS network address of the LAN 100-2 is éet as
“9922”, and this is used as the transﬁitting ICS network address.
The address “0034” is set as the sender ICS user address for the
intra—Corporation ICS user address of the terminal connected to the
LAN 100-2, and the ICS user address “0012” of the terminal of the
other party is used as the receiver ICS user address. Also, the ICS
user address “7711” of the LAN 100-1 is used as the receiving ICS
network address and the value “1” is set as the request
identification, indicating the intra—-corporation communication
services. The above is writfen to the conversion table in the access
control apparatus 110-5 and registered.
<<Operation of intra-corporation communication>>
The terminal having an ICS user address “0012” sends an ICS

user frame P1 to the receiver “0034”. This ICS user frame Pl has set

as the sender ICS user address “0012”, and as the receiver ICS user



within the ICS user frane is referred to as an "I CS user address". The ICS
network address is used only within the ICS, one or both of the two types
bei ng used; 32-bit length and/or 128-bit length. Sinilarly, the |ICS user
address al so uses one or both of the two types; 32-bit |ength and/or
128-bit length. The ICS logic termnal 3@ thin the access control apparatus
10, the relay apparatus 20, the inter-VAN gateway 30 and the I CS network

server a d ‘ @ be provided each with an I CS network address
SO as toéggﬁ%%?gggl§é€dgﬁpﬁfTed. Al so, the ICS user address is forned of a
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I nvention, no particular nethod for deciding the VAN upper code and the VAN

i nt er nal Viaddig dogic ommadcation line 180-1. The access control apparatus
110-1 refers to the conversion table 113-1 of FIG.16 from the
transmitting ICS network address “7711” (Steps S100 and S101) and the
receiver ICS user address “0034”of the received ICS user frame, it
knows that the communication is the intra-corporation communication
due to the value “1” of the request identification (Step S102). The
access control apparatus 110-1 obtains that the receiving ICS network
address corresponding to the receiver ICS user address “0034” is
“9922”, and then it is ICS-encapsﬁlized (Step S106). The above
procedures illustrated in a flowchart are as shown in FIG.18, with.'
the intra-corporation being flow (1) therein. The sender ICS user |
address may be used to specify the transmitted original of the ICS
frame.

The access control apparatus 110-1 sends the ICS network

frame P2 to the rélay apparatus 120-1 by the ICS encapsulation.
Since the network address of the nefwork control field is ensured of
its uniquenéss within the ICS, there is no conflict with other ICS
frames. The ICS network frame P2 passes through the relay apparatus
120-1 and 120-2 based on the receiving ICS network address, and
reaches the access control apparatus 110-5 of the VAN-3. The access

control apparatus 110-5 removes the network control field from the

ICS network frame P4 and performs the ICS reverse encapsulation, and



the case of C1 + C2 = 32 bits, the foll ow ng exanple can be given for a
nmet hod for deciding such: VAN upper code = district adm nistration code (4
bits) | country code (4 bits) | VAN code (8 bits) VAN internal code = VAN
district code (4 bits) | VAN access point code (8 bits) |I user |ogic code
(4 bits) FIG 11 nakes description t her @®f using an exanple of an | CS user

address. Here, the synbol "a | b" indicates Ilnkage of data "a" and "b",
i.e., d e Y. " der. The
| CS net \?\lto%k a gégs%'?g gggr%t egg &ﬁh&focal Eetfégrr%égrrzl é‘r as

wi th the,user _ne addr ., ess stri.ct,

adni ni st FAS OHT g }@oﬁ‘ﬁ 1&(51?33| f*ﬁ\cﬁi @%fj\é\ﬁ df(ri‘ﬂ‘?ri?:‘fda?@g S| ifser
| ogi c connunlcatlons | i ne_code_ Thus, the relay apparatus can efficiently
find thetQ raesLAN H0sZ.naThenlGs, useEnirane decrantrd ttheough nthe LaNn §00-

destination with consideration to the district. The address can be

det er mi nd&d and dfcteanafenzed to tthe desmingl ehiehdras- thegI6S tusermaddeess

Incidentally, with the present invention, the ICS frame can be constructed

as “0034".
<<Prepafation for inter-corporation communication>>

As an example of performing the inter-corporation
communication, a communication bétween a terminal which has an ICS
user address “0012” and is connected to a LAN 100-1 under the address
system ADX, and a terminal which has an ICS user address “1156” and
is connected to a LAN 100-3 under the address system ADY, wili be
described. The users of the LANs 100-1 and 100-3 specify the
terminal to the VAN each is connected to so as to be able to perform
the communication via VAN-1 and VAN-2, and make application to the
VAN operator. The VAN operator sets the necessary iteﬁs in the
conversion table of the acCess control apparatus which is connected
to the LANs 100-1 and 100-3, in accordance with the application.
The items to be set regarding the VAN-1 are as follows. The

ICS network address of the LAN 100-1 is made to be “7711”, the intra-
corporation communication addreés held by the terminal connected to
the LAN 100-1 from which there was application is made to be.“0012”.
and this is made to be the sender ICS user address. The inter-
corporation communication address provided to the terminal of the

above ICS user address is made to be “2212”, and this is made to be

the sender ICS user address (inter-corporation). The ICS network



described later, as long as C1 + C = 32 bhits or C1 + C2 = 128 hits 23
I's kept, regardless of howthe field sections for the VAN upper code and
the VAN i nternal code are nade, or the length of each of the sections.
Al so, when deciding the VAN upper code and the VAN internal code, part of
t hese codes nmay be nade to be unique ta4the user. That is, the user can
make a user-specific address system The address values of a 32 bit
. expressiop value are from address Q to_address (2%§rg%-1), t he present

i nvent i oR4EeSSaisi dRteFmingg BYOV}%iIﬁé o8 i diesndngk Qfddhe aeeRRS Fopérohe
user within the range of address 10 x 224 to address (10 x
2[ er r ] +2¢pparatup, 10-beonsested 7o sthe| ECS netwerk addness) of otheldddsd00132 x
2[err]+ 32 x 2[err]-1) or address (192 x 2[err]+ 168 x 2[err]) to address
(192 x 2from whithother?f ewas] afiplicationsi thed IS metwerk iaddress cheren bedng
separated into-a plurality of communication |ines and used, this being
real i zed“8822°qQnundt tioitalisamhdestd baulthe préve ivdngUICS aldtaorkeaddiesey frane

e Also, the ICS user address of a terminal connected to the LAN 100-3
is made to be “1156”, and this is made to be the receiver ICS dser
address. Further, number “2” is set as the request identification,
indicating fhe inter—-corporation communication service that was
applied for, and the above is registered to the conversion fable 113-
1.

The items to be set regarding the VAN-2 are as follows. As a
conversion table for the access control apparatus 110-4 to which the
LAN 100-3 is connected, a temporary conversion table 114-2 which
holds reverse data for a certain time, e.g., 24 hours, is set. That
is, regarding the ICS network address “8822” to which is connected
the LAN 100-3 which uses the inter—corporation communication service,
the following are provided within the access bontrol apparatus 110-4:
a temporary conversion table 114-2 which includes a tramnsmitting ICS
network address, sender ICS user address, receiver ICS user address,
receiving ICS network address, request identification and so forth.
The setting of the temporary conversion table will be explained
hereinafter.
<<0Operation of inter—corporation communication>>

The terminal having an ICS user address “0012” transmits the

ICS user frame F1 in which the sender ICS user address “0012” and the



(FR), for exanple. According to the present invention, the user's
communi cation line is separated into a user physical comunication |ine and
one or nore user logic conmunication lines. FIG 12 illustrates an exanpl e
of this aspect, wherein a user physical comunication |ine 60 is separated
into two user |ogic comunication |liness61-1 and 61-2. Al so, separated
conput er conmuni cati on apparatuses 62-1, 62-2, 62-3 and 62-4 are each
connect S ' i ® ot 18 I7p@s salser
%4?2‘1’%5 P%%tzniSs\é%og gi,:egﬁg‘iﬁﬁ ERIsedt | Ofyd i1eg Hsgfdftzf]dﬂr% FESid

addr esses are assigned to eac e conputer
conmmuni ' r s.02-J1.t - S ar Y .
communi caargaefFRE & thE"aBke o tHel Hpelarl S B, YR BE Foer, dostc o,
63, and the pqint,of cqgnta etween the two is called "ICS |ogic

term naleqmﬁéc?%%"’f% ead! @Qﬁ'b]nal is provided with an only | CS network
address within the I1CS. In the exanple shown in FIG 12, the user |ogic
communi cation | FRRAWESS spmtrpl ApparatyhAdfriqrefenshdo the conversion

table 113-1 from the transmitting ICS network address “7711” (Steps

$100 and S101) and the receiver ICS user address “1156”, it knows
that the request identificétion is “2”, that is, the communication is
the inter-corporation communication (Step S102). Next, the_access
control apparatus 110-1 obtains that the receiving ICS network
address corresponding to the rece%ver user address “1156” is “8822"
(Step S104), and_then-converts the sender ICS user address “0012”
into an inter~cofporation communication user address “2212” (Step
S105). The access control épparatus 110-1 performs the ICS
encapsulation by adding a network control field as the transmitting
ICS network addres§ “7711", the sender ICS user address “2212”, the
receiver ICS user address “1156” and the receiving ICS network
address “8822”, and sends it to the relay apparatus 120-1 as the ICS
hetwork frame F2 (Step S106). The above procedures illustrated in a
flowchart are as shown in FIG.18, with the inter-corporation
comnunication being flow (2) therein.

In the above inter-corporation communication, in the event
that the sender ICS user address within the ICS user frame F1 is made
to be the inter-corporation communication address “2212”, the sender
and receiver perform the inter—corporation communication using an

inter—-corporation communication address (Stéps S102 and S104). In



access control apparatus 63, and |ICS network addresses "8710" and "8711"
are assigned to the ICS logic termnals 64-1 and 64-2 of the contact

poi nts, respectively. As described above, the ICS network server 40 is al so
provided with an only ICS network address, so that the I CS network address
can determne that the ICS logic term 38l or the ICS network server is the
only one within the ICS. The ICS network server is capable of exchanging
information with other ICS network servers b% Heagijof transm.tting and
recei vi ngth&ases HR \RG0SE OB SPPRERIUS 1A 0sh JPas ROt ReTXasmh Higor k
addresses, using |P comunication technology. This function is referred to
as a "| (BrerassoPk eenvantisgntheisendesnl€dnmeroaddrasse 22328 sintmithel
apparatus is also provided with an only I CS network address within the ICS,
and i s captét-eorporatiomgonpunidatriont address 12818%s dsCSusbr ¥grmothy neans of
a communi cation function of the ICS network server. The I CS network server

comuni caécarsairylCt Tien abavebprocstiuresdaby QRseratéd inUaeElbidlaartaShown
Protocol) of a conventional technology. There are two types of the ICS

:‘qu anes. isﬂntm;.aa?wﬁh I thée Hht&f-cotpoLateon Rmahovssidnhas! Efowe(a)er krheane
sender ICS user addréss may be used to specify the transmitted
original of the ICS frame.

The relay apparatus 120-1 transfers'the ICS network frame £6
the access control apparatus 110-4 within the VAN-2 Qia the relay
apparatus 120-2 within the VAN-1, the inter-VAN gateway 130, and the
relay apparatus 120-3 within the VAN-2, based on the receiving ICS
network address. It will be described with reference to FIG.19. The
access control apparatus 110-4 receives the ICS network frame (Step
$110), forms an ICS user frame F5 from the network data field (Step
S111: ICS reverse encapsulation), decides from the receiving ICS
network address the ICS logic terminal for sending ((1) in Step
S112), and sends to the LAN 100-3 (Step S113). At the same time, in
the event that the relation among the transmitting ICS network
address “7711”, the sender ICS user éddress “2212”, the receiver ICS
user address “1156” and the receiving ICS network address “8822” is
not registered in the conversion table within the access control
apparatus 110-4, a temporary conversion table 114-2 is compiled ((2)
in Step S112). The registration contents of the temporary conversion
table 114-2 are updated according to a process such as the contents

being deleted if there is no usage thereof for 24 hours. The ICS use



transmtted and received within the ICS, and the ICS user frame which is
transmtted and received outside of the ICS. Each ICS 25 network frane
is conprised of a control field and a network data field (ICS user frame),
and, as shown in FIG 13, the network control field is conprised of a besic
field and an expansion field, and the aetwork data field is conprised of a
user control field and user data field, so as to all ow usage by ICS

encapsul ffamen ier ré€ed ahebagh etteaBAN| B00-8). ahlais i traneifeprédetd Gheuser
frame enters the ICS fromthe access control apparatus, the ICS user frane

beconmes gefidinailf h&&ﬂ'@fthbhfcﬂ; acrehdlrésd raage~and the control field

(netmorr control field) of the ICF network frame is added thereto (ICS 4
For the ci 'pﬁ23 R %“Eﬁa%ﬂ%eéﬁs%% BF 8] B Rblaly Tt
expans! ofeiehdats. "fn WBthel bR :haf 5 RIS, 6 %hv&f?i&h YarhB°11 65

franme is

1 does not include the sender ICS user address (intra—corporation)
and the sender ICS user address (inter—corporation), and further does
not contain the flowchart (2) in FIG.18, i.e., Step S105. A merit of
this embodiment is that the régister number to the conversion table
can be reduced to one of the sender ICS user address if there are the

sender ICS user address for one of the receiver ICS user address.

Embodiment-2 (Virtual dedicated line):

Now, description of the-operation of virtual dedicated line
connection according to the present invention will be made with
reference to FIG.20. Here, the virtual dedicated line connection
refers to communication wherein the ICS user frame is transferred in
a fixed manner to a receiving ICS network address already registered
in the conversion table, regardless of the ICS user address within
the user control field of the ICS uéer frame, in which the format
taken is one-on-one or one-on-N. While the components of FIG.20 are
the same as those of Embodiment-1 shown in FIGs.14 and 15, what is
different is the contents of registration in the conversion table
shown in FIG.21. In the conversion table of the access control
apparatus, the receiving ICS network address is determined from the

transmitting ICS network address in a fixed manner, so that either



an area for storing the transmtter's address and intended receiver's
address. There are two types of the ICS franes, those with a 32-bit address
|l ength and those with a 128-bit address length, and a franme format with
32-bit address |l ength being enpl oyed according to the RFC791 stipul ations
shown in FIG 3, for exanple. In the evagt that 32 bits is insufficient for
the 1CS network address, for exanple, in the event that a 64-bit address is
to be used, follow ng the RFC791 stipulations, the lacking 32 bits (64 bits
- 32 bitde §e§dexiItQSensentaﬂ@esgpt(i@tqraﬁqqroonatiom .ekpansenderr IESduser t he
network control field of the ICS network frame control field, thus making

t he net vasldreadd( bsterveabperatich) bhdsthe\receivep| KiSensar atkdrasisparen wil |
be made regardi ng the aforenenti oned user-specific address. In the 26

event t heiithergnetiregishered oisdpgaobed eifd regivtéredaddress (a type of 1CS

user address) in the section between an address (10 x 2[err]) and an

address (10 x 2pggédiptidhewnill nok bé givAFegErding aheasaSth Whakh! bRe! ength
corporation X uses virtual dedicated line connection, and the
communication is conducted'bétween the LAN 200-1 of the corporation X
which is connected to the access control apparatus 210-1, and the LAN
200~2 of the corporation X which is connected to the access control
apparatus 210-5.
<<Preparation>>

The user applies to the VAN operator for the virtual

dedicatéd line connection. The VAN operator determines the ICS
network address “7711” of the ICS logic terminal at the connection
point between the access control apparatus 210-1 for connecting the
LAN 200-1 of the corporation X and the user logic communications line
240-1, and similarly determines the ICS network address “9922” of the
ICS logic terminal at the connection point between the access control
apparatus 210-5 for connecting the LAN 200-2 of the corporation X and
the user logic communications line 240-2. Next, the VAN operator
performs setting tomthe conversion table 213-1 of the access control
apparatus 210-1 of the foliowing: the'transmitting ICS nétwork_
éddress “7711”, the receiving ICS network address “9922” and the
request identification. Illﬁstrated in FIG.21 is an example wherein
the request idenfification “3” has been made to serve as the virtual

dedicated line comnection. Similarly, the VAN operator performs



of the ICS user address is 32 bits, the 32 bits is insufficient for the ICS
networ k address, since the ICS network address is assigned corresponding to
the I CS user address, and 64 bits is required, for exanple. In this case,
as descri bed above, the lacking 32 bits are witten into the option field
of the ICS network frame control field39thus nmaking the network address
usable at 64 bits. The fact that communi cati on between the sanme user

(call ed éémrng,r €81 Y ¥onPBr&BHALIAt bANEhe alctefSSEontrd 1Ugppiratull RYSLS
address will De described in the first enbodinent. Al so, in the event that

the addr&fStﬂee?SHb&igxﬁéizﬁgQit%&t%s‘gH&@gggﬁs Plggngﬁk "RRireks €Gdia-cd pgt under

the frame format acc ulations such as shown in

FIG 4, f exanpl e~e Th rd. gl nati nge« £sS area wWithin the network control
field angé(f%énggdf%iglegpgf‘%ga‘i%eﬁ%e ggﬁl r?:?ﬂa 5ﬁea¥§"‘g§§ é&%rét’g'l\é%ﬁé *to be
I CS netmqﬁg'ad resses, each respectively being the transmtting ICS network
address o Q?ﬁguFﬁﬁﬁﬁ\H ng | CS network address. Further, the originating
address area within the user control field and the address stored in the
desti nati on add¥beoperaéiigneawibldder explained with referessesto dHbh 22

respectively being the sending | CS user address and the receiving |ICS user
addr ess.The LAN 200-1 of the corporation X sends an ICS user frame F10 to the

ICS 200 via the user logic communications line 240-1. The access
control apparatus 210-1 receives the ICS user frame F10 from the ICS
logic terminal of the ICS network address “7711” (Steps 5200 and
S201), references to the request identification “3” of the '
originating ICS network addreés “7711” in the conversion table 213-1,
identifies this as a virtual dedicated line comnection (Step 5202),
and reads the receiving ICS network address “9922” (Step S203).

Next, the access control apparatus 210-1 adds a network control field
to the ICS user frame F10 in which the receiving ICS network address
is set to “9922” and the transmitting ICS network address is set to
“7T711”, thus forming an ICS network frame F11 (Step S204; ICS
encapsulation), and sends the frame F11 to the relay apparatus 200-1
(Step S205). The relay apparatus 220-1 which received the ICS
network frame F11 determines the destination based on the receiving
ICS network address.of the ICS network frame F11, and sends an ICS
network frame F12 to the relay apparatus 220-2. The ICS network
frame F12 is transferred to the access control apparatus 210-5 via
the relay apparatus 220-4 within the VAN-3.

The access control apparatus 210-5 removes the network



I ncidentally, there is no need to follow ng the RFC791 or RFC1883
stipulations for the ICS frane format in carrying out the present

i nvention; the present invention can be carried out as |ong 27 as the
frame format is such that uses addresses of 32 bits or 128 bits in | ength.
Generally, the I1CS receives the ICS uset0 frame stipul ated by RFC791 or
RFC1883, but other frame formats can be handles within the I CS network by

Embodi et lagae d o e, 13 edapal, Erine Badn LR POYSER Tniars
corporation conmmunication): A_first _enbodi ment of the present_ invention
will be eecapswagion)yn seade cthey IEP@etmprky frame Fldyfremnghe Maksi ¢
conmuni cati on wherein the transfer destination within the ICS is determ ned
from t helogizitermingb ofs ¢thea 08 atworksaddressa (APRAZ Sttatthenuser alagicver si on
table. In the figures, 170-1, 170-2, 170-3 and 170-4

communications line 240-2. Then, the LAN 200-2 of the corporation X

receives the ICS user frame F14. Transmission can be made in the

same say as described from the LAN 200-2 to the LAN 200-1, and thus,

interactive communication is available. Since it is clear that the

sender and the receiver are not necessary to be the same corporation

X, using the same method, an ICS user frame can be transferred froﬁ

the LAN 200-1 of the corporation X to a LAN 200-3 of another

corporation Y.

While the above description has been made with reference to a

case of one-on-one, one-on-N communication can also be performed.

For example, a plurality of ICS network addresses may be set to the

conversion table 213-1 of the access control apparatus 210-1 shown in

FIG.20, as indicated by the transmitting ICS ngtwork address “7712”.

In the present example, two ICS network addresses “6611” and “8822"

are set. The access control apparatus 210-1, upon receiving the ICS

user frame from the ICS logic terminal with an ICS network address

“7712”, forms a first ICS network frame wherein an ICS network

control field set with “6611” for the receiving ICS network address

is added thereto, and a second ICS network frame wherein a network

control field set with “8822” for the receiving ICS network address

is added thereto, these being sent to the relay apparatus 220-1.

Consequently, one-on-two communication can be performed. Further,



respectively denote gateways provided within the LANs 100-1, 100-2, 100-3
and 100-4, and the ICS franes can pass through these gateways 170-1 through
170-4. FIG 16 shows an exanple of a conversion table 113-1 in the access
control apparatus 111-1 and FIG 17 does the sane of a tenmporary conversion
table 114-2 in the access control appasptus 110-4. First, description wll
be made regardi ng comruni cati on betmeen a terninal which is connected to a

LAN 100-cheCbnifCconiuB@Eat i) chn'Be qt&%n%@df'ﬁ eachertdDX, and a
term nal which is connected to a LAl 100 2 o the sane corporatlon X. That

is, thi ni;ca t [ [ as an | CS user
address%"%g’?glk on @h ih H{?%% @ea%s:rd%hﬁg#béﬁ:iagﬁyﬁés an | CS user 28
address "0034" on the LAN 100-2. This conmmunication is a typical

conmmuni cati on nmade between term nals whi ch have set addresses based on a

uni que ﬂ%{)ﬁ?ﬁmﬁ—s&t e(%)gn rtlg'lcv?or Ssle{"] (!31?) corporation (ADX in this

AS shown in FI1G.23, an ICS network server 330 is comprised of

a processing device 331 and an ICS network database 332, the data
held by the ICS network database 332 comprising: question item, type,
contents of answer, and network addresses of other ICS network.
servers. The ICS network server 330 analyzes the data portion of the
ICS frames received from the access control apparatus 310-1, refers
to the ICS network database 332 based on this, obtains answer
contents corresponding with the question items (in the event that.the
identification is “1”), and sends the obtained answer to the access
control apparatus 310-1. In the event that the ICS network database
332 does not have answer contents corresponding with the question
items (in the event that the identification is “2”), questions
another ICS network server and obtains the answer contents

| corresponding with'the question items therefrom, using the ICS
network server communication function, based on the ICQ network
address of another ICS network server, and sends the answer obtained
thus to the access control apparatus 310-1.

In further detail, the following are registered to the

conversion table 313-1 shown in FIG.24 as preparatory items: the ICS
user address "2000” of the ICS network server 330, the ICS network

address “7721” and the request identification “4”. Here, the request



exanpl e), the conmmuni cation being nade via the ICS 100 in an interactive
manner. This type of comunication is referred to as intra-corporation
comuni cation service (or intra-corporation comunication). Next,
description will be made regarding a comunication between a term nal which
is connected to a LAN 100-1 of t-he corgpration X which has a uni que address
system ADX and a term nal which is connected to a LAN 100-3 of the

cor por at.i.on, Y.Wwhi has.a, uni gue address s em ADY...That . this is a
comuni %Paﬁfbﬁ%& g t’erfﬁic%gﬁsmﬂ?%%s‘ﬁgs@% 1&g GQQFG%%IerQQQ b%laz on
the LAN 100-1 and, g3 term nal which has an | er ad s "1156" on the
LAN 1007503, GSach i RPaeh o s GRS sep CGRHLAd e | WS R96LRL: waen

term nal s which have different address systens within different

cor por affuBher "} nd ikentthei 'E,%J@Rhﬁnﬁemﬁ@%giélﬁsi iny Japancs Nextneds igstem

whi ch can be shared between the two. This type of communication is referred
to as i mréttenrtwrthei d6S cuetmorkcdatabasee 832 cthgtorthentype cfi theauestion

conmruni cation). <<Conmon preparation>> In describing the present
enbodi mgit ist fr” addl ¢hat f theainsaet contemtshare ‘@A gr thaedthas tgps cof bed

bel ow, but the specific nuneric
question Q2 is “2”, the answer contents field is left blank, and the
ICS network address for the other ICS network server 340 is written
as “8844”.

Next, the user of the ICS user address “0012” sends an ICS
frame F20 (including question Q1) to the ICS user address “2000” of
the ICS network database 332. The access control apparatus 310-1
receives the ICS user frame F20 from the ICS logic terminal of the
line portion 311-1, obtains the ICS network address “7711",
references the conversion table 313-1, and sends an ICS network frame
which is ICS encapsulated to the ICS network server 320 as
illustrated in the flowchart shown in FIG.26. The ICS network
database 332 finds the answer Al corresponding to the question Q1
contained in the ICS frame F20 (Step S300 and S301), and returns the
answer Al to the access control apparatus 310-1. The access control
apparatus 310-1 sends an ICS frame containing the answer Al to the
ICS user address “0012”.

The user of the ICS user address “0012” sends an ICS frame
F21 (including question Q2) to the ICS user address “2000”. The

access control apparatus 310-1 refers to the conversion table 313—1;

and upon obtaining the ICS network address “7721”, sends an ICS frame



values and formats are all but an exanple, and the present invention is by
no neans. limted to these. The ICS network address is represented by a
4-digit nunber, and the sender |CS user address and 29 the receiver ICS
user address are both represented by a 4-digit nunber. O the sender ICS
user address and the receiver |CS user 4address, addresses of which the
upper two digits are not "00" are used as an inter-corporation

comuni cagk A s3idbeShe 308 Lhi-spdulten FAIRPTERNL OMIROTE hERIGAY address is

an only val'ue wt e t?e sender |1 CS user address and the

: ; . e " 00"
o e AR S B AP S N L M et
cor por at FORBAAR (a4 drSadbrBs Ik {KhFee (0D Cahd dgiov Bt Hie d6er si on
table 113-1 in FIG 16 provided to the access control apparatus 110-1

cont ai nsReHOTKAdptapage 382aAteelE idegs| vat hawgoithe answer (A2)
Therefore, the ICS network database 332 performs information exchange

with another ICS network server 340 using ICS network communicatidn
functions, based on the ICS network address “8844” of the ICS network
server 340 (Step S302), and returns the answer A2 to the access
control apparatus 310-1. The access contrél apparatus 310-1 sends an

ICS frame containing the answer A2 to the ICS user address “0012".

Embodiment-4 (ICS address administration server):

As shown in FIG.27, the ICS address administratioﬂ server 430
is connected with via the access control apparatus 410-1 via the ICS
network communication line 460 and holds a correspondence table 432
regarding an ICS network address having an ICS logic terminal at the
line portion 411-1 of the access control apparatus 410-1 and the ICS
user address corresponding thereio. Examples of the conversion table
413-1 and the correspondence table 432 are respectively shown in
FIGs.28 and 29. That is, the ICS address administration server 430
holds ICS user addresses “2013”, “2014”, “1234” and “4500”, and the
corresponding ICS network addresses “TT11”, “7711”, “7712” and
“7713”. At the same time, all the information to be described in the
conversion table, address related information such as records dealing

with VAN operation may Be included, as well. Further, the ICS



addr esses, receiving I CS network addresses, sender |ICS network addresses,
recei ver | CS network addresses, request identification (I'D), speed segnents
and so forth. The request identification registered to the conversion table
113-1 is such that, e.g., "1" represents the intra-corporation

communi cati on service, "2" represents #he inter-corporation comrunication
service, and "3" represents a virtual dedicated |ine connection (which wll

be_descrigfisBenhiifd ik jol SorieReda0 MR the. 161 retRBrRNaRikeslas of

e
comuni cat1on from network address requires, inc ng throughput

bt epar R INSRaEY (o oxtet: FOY BFERbaomminLedrRERE SERbEEL Al Rhe 105 ay

oper at oriYHIGKGBALTFRRSS RE A R MFBISY of QSO AoRE ARIRES: | Ghih: the 1CS

term nal2 C%ggegé§§L%g%rgggoﬁfgﬁiégin430 is capable of communicating using
the ICS name server described in Embodiment-5 and the ICS network
server cogmunication function, thus obtaining iCS names corresponding
with ICS user addresses.

The processing device 412-1 of the access control apparatus

410-1 can perform the communication with the ICS address
administration server 430 using the ICS network server communication
function, and disclose the value of the ICS network address and have
the corresponding ICS user address, or disclose the value of the ICS
user address and have the corresponding ICS network address. The
operation will be explained with reference to FIG.30. The ICS
address administration server 430 checks or not whether the ICS
network address or the ICS user address questioned from the access
control apparatus server 410—i is registered in its correspondence
table 432 (Step S400), and answers a reply if it is registered (Step
S401). If the ICS network address or the ICS user address is not
registered in the correspondence iable, the ICS address
administration server 430 communicates with another ICS address
administration server 440 using'the ICS network server communication
function, thus obtaining the ICS user address or the ICS network
address (Step S402), the results thereof being replied to the access

control apparatus 410-1 (Step S403). According to such a



performthe communi cation via the VANN1 and VAN-3. The VAN oper at or
responds to the application and sets the aforenentioned I CS network
address, |ICS user address, requested identification, etc. to the conversion
tabl es of the access control apparatuses 110-1 and 110-5 connected to the
LAN 100-1 and LAN 100-2, and further w4stes and holds themin the ICS
address adm ni stration server 150-1. The itens to be set for the VAN-1 are

as foll O%flgqﬁalt%nem@%caéér@o%&rb& mx%ﬁebx1é@ 1Cablegts d&pudstal of

the access control apparatus 110-1 LAN 100-1 i s connecte

i th thegi;@éﬂ&g:g Saey %aalﬂis{mmﬁssé%c 43 Bhg o IghebBhoof8%E RELND

set as corporation connuni cation ress o rimnal

"o012", B harverk badiipes on RED Miehl pilEad st éér?Q@ﬁe‘a%fﬁﬂde o set

intra-corporatlon comuni cati on address used by the term nal of the above
address is set as "2212", and this is used as the sender |CS user address.
Next, the intra- corporatlon comuni cati on address of the term nal connected
to the LPmbadimentsbofdGshnemet 8ervamiii cation was made is decided by the | CS
|l ogic terminal of the access control apparatus 110-5 to which the LAN 100-2
is The ICS user address is problematic in that it is a 32-bit

binary expression or 128-bit binary expression for example, and thus
is difficult to remember. There is a method wherein an “ICS name”
which is easily remembered, is used. |

First, description will be made regarding the ICS name. The
ICS address expressed in binary form is, as shown in FIG.11,
expressed by e.g., a district administration code, country code, VAN
code, VAN district code, VAN access point code, and user logic code,
with these numeric values being arrayed to form an expression such as
district administration code | country code | VAN code | VAN district
code | VAN access point code | user logic code. In the ICS name, the
district administration code which can be ekpressed in the binary
form as described above, for example, is expressed as follows: AS (an
ICS name component which indicates Asia), JP (Japan), VAN#1
(identification of a VAN), DIS#1 (identification of a VAN district
code which comprises the VAN#1), ACS#1 (identification of a VAN
access point code restricted by the DIS#1), USR#1 (identification df
a user logic code). The components of the ICS name thus decided are
reversed and separated by dots “.”, thus forming the ICS name

“USR#1.ACS#1.DIS#1.VAN#1.JP.AS”. In the above-described case, this



connected, in this case the ICS network address being set as "9922", and
this is used as the receiving ICS network address. Further, the ICS user
address used by the termi nal connected to the LAN 100-2 is set as "0034",
and this is used as the receiver |ICS user address. 31 The nunber "1" is
set as the request identification, indiggating the intra-corporation
comuni cation service that was applied for, and the above is registered to

t he conviCSimamet by cbel bveh Farthdz Bdvidbe, iserhat othee USRELS 05 divadéaN-3 are
as follows. Values necessary for reverse conmmunication (conmunication from

the LAN i€ ZiSre10Nand AoMbk10! SrkPACcER1t NS SivIveasion aekke1 odnd RESRESSSS
control apparatus 110-5 connecting the LAN 100-2 from whi ch application was

3]
e he s RiviRE S RBral FURIS Dk “GSRI1GORREH G MbsaT?. REGHD BIgHg! oo

and the recel I ess sane ti e 'S Sét

reverse ﬁ@W@uﬁEﬁ ger 1 CS user address and the receiver ICS user address.
The I CS dtess of the LAN 100-2 is set as

The ICS name server, which is a type of ICS network server,
will now be described; As shown in FIG.31, the ICS name server 550
is made up of a processing device 551 and an ICS name conversion
table 552, with the ICS name conversion table 552 being comprjsed of
e.g., ICS name, type (ideniification of existence of an ICS user
address corresponding to the ICS name), ICS user address and so
forth. The type “2” indicates that the ICS network database 332 does
not hold an ICS network address corresponding to the ICS name, and
thus the ICS network address corrésponding to the ICS name is to be
obtained from another ICS name server. An exampla of the conversion
table 513-1 is shown in FIG.32. Here, another ICS name server
administrating the ICS name “USR#2.ACS#2.DIS#2.VAN#2 «JP.AS” can be
called up “DIS#Z.VAN#Z.JP.AS” with “USR#2” and “ACS#2” removed. The
ICS name sefver 550 analyzes the ICS frame data field received from
the access control apparatus 510-1, refers to the ICS name conversion
table 552 based on the above analysis, obtains an ICS user address
corresponding to the ICS name, and sends it to the access control
apparatus 510-1. Further based on the ICS user address, a reply is
made regarding the ICS name corresponding thereto. In the event that
an ICS user address corresponding thereto does not exist within the

I1CS name conversion table 552, the ICS network communication function



"9922", and this is used as the transmtting ICS network address. The
address "0034" is set as the sender |ICS user address for the
intra-corporation ICS user address of the term nal connected to the LAN
100-2, and the ICS user address "0012" of the term nal of the other party
I's used as the receiver ICS user addre#3. Al so, the ICS user address "7711"
of the LAN 100-1 is used as the receiving |ICS network address and the val ue
"1" is sk usedt be remestt thdemiestiioaed oIS useércaddresst feomnan@thear §68at i on
comuni cation services. The above is witten to the conversion table in

t he accegdnes @abver wHION AhyStHd GCS aser rAliress! eshd thePECStussy @ddress
|ntra-corporat|on communi cati on>> The term nal having an | CS user address

"0012" t e iy . user
frame P1 has set as e s?el%?iée@rhfjt 8151%:15%6 egéﬁﬁ Op%ﬁﬁagﬁg&%?]tﬁ receiver
| CS user

32 ﬁ99f€35§09§5tf8ﬁ wil93fe- made the method whereby the terminal
of the sender ICS user addfess ”0012” connected to the LAN 500-1
obtains an ICS user address corresponding to the ICS name #1 “USR#1.
ACS#1.DIS#1.VAN#1.JP.AS”. Here, two cases will be described: that
wherein the access control apparatus 510-1 obtains data from the ICS
name server 556; and that wherein the access control apparatus 510-1
obtains data from another ICS name server 560.

First, iﬁ preparation, an ICS network address “7741"
corresponding to the ICS user address “1000” of the ICS name server
550, and a request identification “4” thereof are registered in the
conversion table 513-1 of the access control apparatus 510-1. Here,
the request number “4~ indicates that asthe ICS user address “1000”
is the telephone number “119”, it is a special ICS number to be
common to another user. The receiver ICS user address “2014”
corresponding to the ICS name “USR#1.ACS#1.DIS#1.VAN#1. JP.AS” is
registered in the ICS name conversion table 552 of the ICS name
server 550. Then, the terminal user of the sender ICS user address
“0012” of the LAN 500-1 sends an ICS user frame F40 to the access
control apparatus 510-1, and requests a conversion from the ICS name
#1 “USR#1.ACS#1.DIS#1.VAN#1.JP.AS” to an ICS user address. The
processing device 512-1 within the access control apparatus 510-1

receives the ICS user frame F40 from the ICS logic terminal in the



The operation wll be explained with reference to FIG 18. The | CS user
frame Pl is sent to the access control apparatus 110-1 via the logic
comuni cation |ine 180-1. The access control apparatus 110-1 refers to the
conversion table 113-1 of FIG 16 fromthe transmtting | CS network address
"7711" (Steps S100 and S101) and the re8eiver ICS user address "0034"of the
received I CS user franme, it knows that the communication is the
i nt r a- coling MOrshon FrAi c abtainsthet §C8 eetnorkeaddresss “TRal} andedhen
i dentification (Step S102). The access control apparatus 110-1 obtains that
t he recerefens tGSthetcmvieradon esableobildshdratiedgonotheherecedver efCS @Senser
address "0034" is "9922", and then it is | CS-encapsulized (Step S106). The
above praddrisseofi theiSIOSauedri frame’ FAQchalf theecosredponding Fdduek® with
the intra-corporation being flow (1) therein. The sender |ICS user address

may be us@shttiFicheton Yis e t (SoB e €614k NS Ahmd Nrhved of afie 1ERe
access control apparatus 110-1 sends the ICS network frane P2 to the rel ay

copa o Spseliuioplotl, |63 SRosa pperoS e B e e ees o] LN,
no Confléﬁéaﬁgulgtgéﬁmgf fﬁg ICS user frame F40 by using the obtained ICS |
network address “7711", and sends an ICS network frame including an
ICS name to. the ICS name server 550.

As shown in FIG.34, the ICS name server 550 analyzes the ICS
name within the ICS frame yeceived from the access control apparatus
510~1 with the processing device 551, and refers to the ICS name
conversion table 552 (Step S500). Then, in the event that an ICS
user ‘address corresponding to the ICS name existé within the ICS name
conversion table 552, the ICS user address_is obtained, and the ICS
network frame F45 including the ICS user aédress “2014” is sent to
the access control apparatus 510-1 (Step S501). In the event that
the questioned ICS name does not exist within the ICS name conversion
table 552, the access control apparatus 512-1 receives an ICS user
frame F41 for example, and in the event that the IFS name #2 (i.e.,
“USR#2.ACS#2.DIS#2.VAN#2.JP.AS”) described in the ICS user frame F41
is not described in the ICS name conversion table 552, the ICS name
server 550 obtains the ICS network address of another ICS name server
from the ICS name conversion table 552 based on the ICS name (i.e.,
“DIS#2.VAN#2.JP.AS"), and then obtains the ICS user address “1130”

corresponding to the questioned ICS name, by means of performing an



frames. The ICS network frame P2 passes through the relay apparatus 120-1
and 120-2 based on the receiving I CS network address, and reaches the
access control apparatus 110-5 of the VAN-3. The access control apparatus
110-5 renoves the network control field fromthe ICS network frane P4 and
perfornms the ICS reverse encapsul ati on,49and 33 re-creates an | CS user
frame P5 which is the sane as the ICS user franme Pl fromthe network data
field of infermat3onrexchangedbycusting ttheol€$ mameNseover 560hand CtheiJdS f r ane
is routed through the LAN 100- 2, and is transferred to the term nal which
has the h€Garkeseader asomnindddt iofnepiont (Syepf 8602t eTheoobtaiedn
communi cati on>> As an exanple of performng the inter-corporation

comuni cags®ly i3 SEAtLED Adel Bbcdsd \woRtrel!t Oﬂaxmhsvdmo‘rh 8teprsa0d .user
address "0012" and is connected to a LAN 1 1 under the address system

ADX,  andrfe L£4d8s82boN ST dppardtud G204 CexAtHigesS infdrifatidRY with the
ICS address admihistration server 570 based on the receiver ICS user
address which is received from the ICS name server 550 and is
described in the ICS network frame F45, obtains the ICS network
address corresponding to the ICS user address and the address related
information contained in the correspondence table, and writes the
data comprised of the_obtained ICS user address, ICS network address
and address—related information, to the conversion table 513—1. The
access control apparatus 510-1 sends the ICS user address “2014" (or
“1130”) obtained from the ICS name server 550 to a terminal user of .
the sender ICS user address “0012” of the LAN 500-1. The ICS user
address “0012” is written in the ICS network frame F45. The terminal
user of the sender ICS user address “0012” of the LAN 500-1 obtains
the receiver ICS user address “2014” (or “1130”) obtained from the

access control apparatus 510-1.

Embodiment-6 (ICS name server):

In Embodiment-5, the access control apparatus 510-1 does not
write the data such as the obtained ICS user address, the ICS network
address and so on to the conversion table 513-1, but rather writes
this obtained data to a temporary conversion table 514-1. In this

case, the aforementioned address written to this temporary conversion



I's connected to a LAN 100-3 under - the address system ADY; wi |l be

descri bed. The users of the LANs 100-1 and 100-3 specify the termnal to
the VAN each is connected to so as to be able to performthe conmunicati on
via VAN-1 and VAN-2, and meke application to the VAN operator. The VAN
operator sets the necessary itens in thl® conversion table of the access
control apparatus which is connected to the LANs 100-1 and 100-3, in

accor dan&abie tare Heleped iafterod4 howrs,.t for exampdeset regarding the VAN-1
are as follows. The ICS network address of the LAN 100-1 is nade to be
"7711", the intra- corporation comunication address held by the term nal
connected to the LAN 100-1 from which there was application is nmade to be

"0012", Bmbodinment~-3 (ECS rHamebgeitier)sender |1 CS user address. The inter-
corporation conmuni cati on address provided to the term nal of the above ICS

user address is ppRghédimtht-B21the tdskhbdntolMapgar&#nle 51001 S not CS
user address (inter-corporation). The ICS network 34
call up the address administration server 570 and only performs
service of telling the obtained ICS user address “2014" (or “1130")

to the terminal of the ICS user address “0012”.

Embodiment-8 (Accounting servef):

There are three types of charging systems: the “network
charging system” wherein the charging is performed by counting ICS
user frames to be sent or received when a communication is made, the
“information charging sysfeﬁ” wherein the charging is performed by
counting the transferred information in the ICS user frame, and the
“fixed charging system” wherein no charging is performed regarding
the transferred ICS user frames, but a constant amount is charging
for a certain period (month, year, etc.) of a time when the
registration of the ICS user address or the like continues in the
conversion table of the access control apparatus. The information
charging system counts and charges by designating the identification
which indicates the iﬁformation charging to the user control field of
the ICS user frame. The network charging system and the information
charging system are “transmitting account” if the tfansmitter of the
communication bears the charges, and are “receiving account”_if the

receiver does. Each of the network charging system and the



address is determned by the ICS logic term nal of the access control
apparatus 110-4 connected to the I CS network address of the LAN 100-3 from
whi ch there was application, the ICS network address here being "8822", and
this is nade to be the receiving ICS network address. Also, the |ICS user
address of a termnal connected to the5LAN 100-3 is made to be "1156", and
this is made to be the receiver |ICS user address. Further, nunber "2" is
set as tHdormatien chaxgingisystennisiealled asg " chargaTbyrquantidyacharging
comuni cation service that was applied for, and the above is registered to
the conwaystiemi.table 113- 1. The itens to be set regarding the VAN-2 are as
follows. As a conversion table for the access control apparatus 110-4 to
whi ch t he<Oofifig@fations>connect ed, a tenporary conversion table 114-2 which
hol ds reverse data for a certain tine, e.g., 24 hours, is set. That is,

regardi ng the | € ntiavghkg ashthS in S8 "T0S0 nékiérk iatcopaigs e thee LAN
100-3 which uses the inter-corporation communi cation service, the foll ow ng

are P OWhAbnd thidhiilh fESPY SaBiaheR AT Uerkiu ta TGN B 36,

conversion table 1 es a transmttin net wor k

sender I&hui%mﬁfiéi 'ot° %herg&g;e\f%riohc%ﬁee rm%‘-’i'[ ®ffs definition table for
fixed charges 843 and the account information database 842 are
respectively shown in FIG.37, FIG.38 and FIG.39. |

| Setting information of the charging system is held in the

conversion table 813-1 in the access control apparatus 816—1 and the
definition table for fixed charges 843 in the account server 840, and
a set value indicating the network charging or the information
charging and a set value indicating the charge-by~quantity gharging
system (identify the tramsmitting account and the receiving accouht)
or the fixed charging system (identify the transmitting account and
the receiving account) are held in the conversion table 813-1. The
operation will be explained with reference to FIG.40. The access
control apparatus 810-1 receives the ICS user frame F50 (Step.SSOO),
and reads out the type of charging system for each ICS frame held in
the conversion table.813-1 ué read out based on the ICS user address
contained in the ICS user frame F50 and cheéks up the account
condition (Step S801). The access control apparatus 810-1 forms the
account information in the event that the read type indicates the
charge-by-quantity charging s&stem, and transfers the account

information in the form of an account information frame F51 to the



receiving I CS network address, request identification and so forth. The
setting of the tenporary conversion table will be expl ained hereinafter.
<<Operation of inter-corporation conmunication>> The term nal having an ICS
user address "0012" transmts the ICS user frame F1 in which the sender ICS
user address "0012" and the 35 reces¥er | CS user address "1156" are set.
The 1 CS user frame F1 is transferred to the access control apparatus 110-1

via the 4¢38hnt WHraeTORHY WitHH 985 +ée g MR- fes %w%ﬁﬁewt r(slte§ggar atus

110-1 refers to the conversion ta e transmtting

2§é?‘32§ @?ﬁé‘éffﬂé@%%énéﬁﬁ%s o¥Rae, R, 3hE el b pERANR shEE
156" " Rhows™ that % . PealfonTs™ 20 Tharis,
the acoRRBrEas s Bpata Huarrath " ichint | EmEt ok thar Hionetonting «

the account informafion in the form of an account information frame

F51 to the account server'840'is pefformed (Step S820).

The account server 840 receives the account information frame
F51 sent from eéch of the access control apparatuses, and stores the
account information contained within the account information frames.
There is an accbunt processing device 841 and an account information
database 842 within the account server 840, whereby the account |
processing device 841 receives the accounting information frame F51
sent from the access control apparatus 810-1, analyzés the account
information contained within the account information frame F51, and
stores the information in the account information database 842. The
account information database 842 uses the ICS network address and the
ICS user address as identifiers, and stores the account information
as a database. Also, in the event that the chafging system is the
charge-by-quantity charging system, the account information database
842 stores the information regarding the quantity in the form of a
count number, which the count number may be set with an upper limit,
and in the event that the count exceeds the set upper limit, the
account server 840 notifies tb the access control apparatus 810-1
that the upper limit has been exceeded, and the access_control
apparatus 810-1 which receiveé the notification terminates the

communication of the user. The account server 840 is capable of



address corresponding to the receiver user address "1156" is "8822" (Step
S104), and then converts the sender |ICS user address "0012" into an

i nter-corporati on comuni cati on user address "2212" (Step S105). The access
control apparatus 110-1 perforns the I CS encapsul ati on by adding a network
control field as the transmtting ICS ngtwrk address "7711", the sender

| CS user address "2212", the receiver |CS user address "1156" and the

receivin ress y d sends he_r.el ap aratus
Ce Vo oLk AT 005 P RoB e other Sl Spicud

il lustrated a flowhart are as shomn in.Fl G 18, mnth t he

i nter-coFB%rtég Sﬁtﬁﬁﬁﬁ1ﬁﬁQ¥§FlGHPQHQHﬁﬁtFPBV@YQStlpﬁere|n In the above

i nter-corporation communi cation,.in the event that the sender |CS user

address ¥A)hi n Exampls ofs communigation wikhdR! @sraagenrnt eferetvor at i on
conmmuni cation address "2212", the sender and receiver performthe

i nter- cocbmgaitng;ntcansmﬁﬁtimgi charginggand ¢harge-byrquandtityncharging cati on
address (Steps S102 and S104). In
system:

Description will be made régarding a case wherein the
corporation X and the corporation Y perform inter-corporation
communication using the ICS 800 according to the present invention.
In this case, the charging system for the LANs 800-1 and 800-3 is the
charge-by—-quantity charging system for the network charging, with the
entire bill being borne by the LAN 800-1, and no information charging
being conducted. |
<<Preparations td make for communication>>

The LANs 800-1 and 800-3 are each connected to the respective
access control apparatuses 810-1 and 810-4.
<<Preparations to make for charging>> |

The charging condition for the LANs 800-1 and 800-3 which are
to conduct the communication is registered in the conversion table
813-1. The'charging conditions are set for registering in the
conversion table 813-1 based on the transmitting ICS network address,
the receiver ICS user address, the receiving ICS network address, and
the receiver ICS user address. A value “1” is set to indicate that
network charging is to be conducted by charge-by-quantity charging
with transmitting charging. Also, a value “1” is set for the

charging unit price. Since the information charging is not to be



36 this case, the access control apparatus 110-1 does not performthe
process of converting the sender |ICS user address "2212" into the

i nter-corporation conmunication address "2212", as such is not necessary.
The above procedures are illustrated in a flowhart shown in FIG 18, with
the inter-corporation communi cation as sl ow (3). The sender |CS user
address may be used to specify the transmtted original of the ICS frane.

Iﬁﬁth o aié%%ﬁ@%ﬂ[eﬁé“ i %e&{?‘ﬁ?%ﬁ%ﬁh&f@%ﬁ%ﬁé E%%Ls%ﬁﬁaéfs‘{‘%?%fi%é

i t hi 1 I nt.er.- VA 30, I 120-3
W thin (RendiiNoss fncue oRtereat B ShtglamoBisloR ofaRE EORNA e
described with reference to FIG 19. The acgfss control apparatus 110-4

recei vestapke 838-het vbrvaluean” (ddgating)the fixgd chargingsaystemis g8tirom

the network data field (Step S111: ICS reverse encapsul ation), decides from
the receinithe lcosversien Kabderof sthehacress | eiteol capparatusoBl@ehdi ng ((1)
in Step S112), and sends to the LAN 100-3 (Step S113). At the sane tinme, in
t he eventontwiningethel AN @d0afpny tkieept the saddessngonB®Inapperatus 810-4
from performing the account processing, since the LAN 800-1 is to be
billed. |
<<Description of operation of charging>>
Regarding the ICS user frame F50 sent from the terminal of
the ICS network address “0012” connected to the LAN 800-1, the
charging condition fields are specified from the sender ICS user
address and the receiver ICS user address in the ICS user frame at
the processing device 812-1 within the access control apparatus 810-1
(Steps S800 and S801), and a reference is made to the charging
conditions in order to specify the charging system relating to the
network charging from the field (Step S810). Since this is “1”
indicating that the charging system is the charge-by-quantity
charging and that transmitting charging is to be performed, the
charging unit price is referred to (Step S811), the charging
ihformation is formed (e.g., charging unit price “1” is formed as one
unit of charging information) (Step S812), and that charging
information is transferred to the account server 840 in the form of
an account information frame F51 (Step S813). In the account

processing device 841 within the account server 840, the network

account counter of the account information database 842 is



address "7711", the sender |ICS user address "2212", the receiver |CS user
address "1156" and the receiving I CS network address "8822" is not

regi stered in the conversion table within the access control apparatus
110-4, a tenporary conversion table 114-2 is conpiled ((2) in Step S112).
The registration contents of the tenporgry conversion table 114-2 are
updat ed according to a process such as the contents being deleted if there

IS no us f ho ICS us. 7.fra oute t hy ough
the LAN %8%%%%@ ASHindors Sipe Bhphethd ARERTRETIG RYTRAS TR sGEGkRE 1
address "1156". hi s odi ment , is.not set in the t enpor ar

conver si Qﬂﬂtéoﬁl rame %ggaﬁ%ﬁ?ﬁﬂedeﬁﬁeﬂ the,@cgess rantrod .a Eﬁﬁﬁﬁﬁdg 8807 abl e
113- 1 does_not include the sender |CS user address (intra-corporation) and

the senddbr(Step §8&¢) addmnedbeevany thatpthechempingrenditiaes toaeitber

contain the flowhart (2) in FIG 18, i.e., Step S105. A nerit of this
enbodi neim eéxamplas descnihgdsﬂawenanhercharging deseribedoherabise

performed.
(2) Example of communication with an arrangement of network
charging, transmitting Charging and fixed charging system:

Description will be made regarding a case wherein the.
corporation X performs the intra-corporation communication using the
ICS 800 accbrding to the present invention. In this case, thé
charging system for the LANs 800-1 and 800-2 is the fixed charging
system for the network charging, with the entire bill being borne b&
the LAN 800-1, and no information charging being conducted.
<<Preparations to make for communication>>

The LANs 800-1 and 800-2 are each comnected to the respective
access control apparatuses 810-1 and 810-5.
<<Preparations to make for charging>>

The charging condition for the LANs 800-1 and 800-2 which are
to conduct the communication is registered in the conversion table
813-1. The charging conditions are set for registering in the
conversion table 813-1 based on the transmitting ICS network address,
the sender ICS user address, the receiving ICS network address and
the receiver ICS user address; A valué “0” is set to in@icate that
network charging is to be conducted by the fixed charging system, and

also, a value “1” indicating the tramnsmitting charging is set to



can be reduced to one of the sender |ICS user address if there are the
sender | CS user address for one of the receiver |ICS user address.

Enbodi ment-2 (Virtual dedicated line): Now, description of the operation of
virtual dedicated |line connection according to the present invention wl|
be made with reference to FIG 20. Here 6the virtual dedicated |line
connection refers to comruni cati on mherein the | CS user frane is
transferred.in a fixed nmanner tQ a recei | CS. net woy k address al ready
regi st erid liing: hearing, of sthe, defiindtien ggroﬁngeﬁiec @g%%&iaddr ess
wthin the user control field of the ICS user frame, in which the format
taken i sinsicaging rdeo pagh-keamingvithe echargesonpdbinaet shef irfaxmagigne t he
same as those of Enbodi nent-1 shown in FIGs.14 and 15, what is different is
the contcharging isgicdt et berpenforhedconwalsieofi0t arhichcahmng nan-ehérging | n
the conversion table of the access control apparatus, the receiving ICS

net wor k wwssolmedmmu?cwnmmbm in ahenihformptioh cedrging address in

a fixed manner, so that eit
condition of the conversion table 813-1. A value “0” indicating the
fixed charging system is set in the conversion table of the access
control appératus 810-5 containing thé ﬁAN 800-2.
<<Description of operation of charging>> .

Regarding the ICS user frame sent from the terminal of the

ICS network address “0012” connected to the.LAN 800-1, the charging
condition fields are specified from the sender. ICS user address and
the receiver ICS user address and in the ICS user frame at the
processing device 812-1 wifhin the access control apparatus 810-1
(Steps S800 and S801), and a reference is made to the charging
conditions in order to specify the charging system relating to the
network charging from the field (Step S810). Since this is “0” |
indicating that the charging system is fixed charging, no charging
processing such as forming the charging information is performed
(Step S820). The processing for billing is performed with reference
to the definition table for fixed charges 843. That is, billing is
performed to the LAN 800—1, since the value “0” indicating
transmitting charging is set to the definition table for fixed
charges 843.

3) Example of communication with an arrangement of network

charging, receiving charging and charge—by—quantity charging system:



38 the sender |CS user address (intra-corporation), the sender |CS user
addr ess (|nter-corporat|on) and the receiver |ICS user address are either
not registered, or ignored if registered. Description will now be given
regarding a case in which the corporation X uses virtual dedicated |ine
connection, and the communication is comducted between the LAN 200-1 of the
corporation X which is connected to the access control apparatus 210-1, and

the LAN 200-2 o ' i .Sy:GQnpe d cess control
appar at us 210 Sﬁeé'{kgrp&ggga ?%%(@ %aﬁ&@ %d‘?p%%g %s&%see wkgr%@%er ator for
the virt L cat d lJ ng_connection he erator _determmnes the ICS
net wor k & @gg iom Fﬁ?ﬁ% qQE§aF68Pc€}Q§€£$ﬁﬁI IeTROTROTAEAN on poi nt
bet ween the aqcess control paratus 21Q-1 f.or connecting the LAN 200 1 of
the cor pAENdRA%IOMN tﬁetﬂégrcars@gl ghe H1ngt syFken £E the) LANs,AQ0-
simlarly determnes the ICS network address "9922" of the I1CS |ogic
t er ni nalanﬂ 80Az3 cimrider chargeth-auantibty cherging csystemnfon|negworkat us 210-5
for connecting the LAN 200-2 of the corporation X and

charging, with the entire bill being borne by the LAN 800-3, and no

0)

information charging being conducted.
€<Preparations to make for communication>>

The LANs 800-1 and 800-3 are each comnected to the respective
access control apparatuses 810-1 and 810-4.
<<Preparations to make for charging>>

The charging condition for the LANs 800-1 and 800-3 which are
to conduct the communication is registered in the conversion table
813-1. The charging conditions are set for registering in the
conversion table 813-1 based on the transmitting ICS network address,
the sender ICS user address, the receiving ICS network address and
the receiver ICS user addresé. A value “2” is set to indicate that
network charging is to be conducted by the charge—by-quantity'
charging system, and also, a value “1” is set for the charging unit
price. Since the informétion charging is not to be perfofmed, a
value “0” indicating non-charging is set to the charging conditions
in the information charging condition of the conversion table 813-1.
A value “2” indicating the charge-by-quantity charging system and the
receiver charging is set to the conversion table of the access
control apparatus 810-4 containing the LAN 800-3, since the LAN 800-3

is to be billed.



t he user | ogic communications |ine 240-2. Next, the VAN operator perforns
setting to the conversion table 213-1 of the access control apparatus 210-1
of the following: the transmtting ICS network address "7711", the '
receiving ICS network address "9922" and the request identification.
[llustrated in FIG 21 is an exanple whegein the request identification "3"
has been nade to serve as the virtual dedicated |ine connection. Simlarly,

t he VAN rator, perfqrns 39 setiing 1o the conversion table of the
access c%ﬁferSSFIBB Q@}}éﬁjgpﬁlﬁu\?nmo%t %iéa%ﬂqgg\%n ng: the transnitting ICS
networ k address_"9922", the receiving |CS netwgrk address "7711" apd the
request identi fB%%ﬁIi‘fliﬁ.g L r%ﬁﬁad‘ﬁ?ﬁsg@mﬁ]ée&ﬁ\é\?’é‘?‘? ewterninale of) thGed with
reference to FIG 22. The LAN 200-1 of the corgoration X sends an | CS user
frame F1¥C§ detnerk cdldressyi@0ide copaectegdyite tbambAl 880rdnsthe wharging. The

access control apparatus 210-1 receives the ICS user frane F10 fromthe ICS
condition fields are specified from the sender ICS user address and

the receiver ICS user adaress in the ICS user frame at the processing
device 812-1 within the access control apparatus 810-1 (Steps S800
and S801), and a reference is made to the charging conditions in
order to specify the charging system relating to the network'charéing
from the field (Step S810). Since this is “2” indicating that the
charging sfstém is charge-by-quantity and that the receiving bharging
is to be performed, the charging information is formed (e.g.,
charging unit ﬁrice “1” is formed as two units of the charging
information), and that the account information frame is transferred
to the account server 840. In the account processing device 841
within the account server 840, the network account counter of the LAN
800-3 of the account information database 842 is incremented,
according to the charging information ﬁithin the account information
frame received from the access control apparatus 810-4.

(4) Example of communication with an arrangement of_network
charging; receiving charging and fixed charging system:

Description will be made regarding a case wherein the
corﬁoration X performs intra-corporation. In this case, the charging
system for the LANs 800-1 and 800-2 is the fixed charging system for
the network charging, with the entire bill being borne by the LAN 800-

2, and no information charging being conducted.



|l ogic termnal of the ICS network address "7711" (Steps S200 and S201),
references to the request identification "3" of the originating |ICS network
address "7711" in the conversion table 213-1, identifies this as a virtual
dedi cated |ine connection (Step S202), and reads the receiving |ICS network
address "9922" (Step S203). Next, the agcess control apparatus 210-1 adds a
network control field to the I1CS user frame F10 in which the receiving ICS
net wor k addr ess i§ set to "9922" and the transmtting |ICS network address
is set t5FreRaratipRyste grakendonCommnieakion> r ane. F11 (Step S204; |CS
encapsul ation), and_sends the frame F11 to the relay apparatus 200-1 (Step
S205). The rel ayhgpbANet800-10end Wﬂﬂmareceadwomecmg teetther Respestivel 1
determ nes the destination based on the receiving |ICS network address of
the | CS mecess lcamtaod &pparatugesetl-laandCBloG.work frane F12 to the rel ay
apparatus 220-2. The ICS network frame F12 i's transferred to the access
control agPpepdritidhd- o \niake iforr changiagpar at us 220-4 within the VAN-3. The

access control apparatus 210-5 renoves the network
The charging condition for the LANs 800-1 and 800-2 which are
. .to conduct the communication is registered in the conversion table
813-1. The charging conditions are set for registering in the
conversion table 813-1 based on the transmitting ICS network address,
the receiver ICS user address, the receiving ICS network address, and
the receiver ICS user address. A value “0"_is set to indicate that
network charging is to be conducted by fixed charging, and also, a
value “2” indicating receiving charging is set to billing bearing of
the definition table for fixed charges 843, indicating the party
bearing the charges. Since fhe information charging is not to be
performed, a value “0” indicating non-charging is set to the charging
conditions in the information charging condition of the conversion
table 813-1. A value “0” indicatihg the fixed charging system is set
" to the conversion table of the access control apparatus 810-5

containing the LAN 800-2.
<<Description of oﬁération of charging>>

Regarding the ICS user frame sent from the terminal of the
ICS network address “0012” connectéd to the LAN 800-1, the charging
condition fields are épecified from the sender ICS user address and
the receiver ICS user address in the ICS user frame at the processing

device 812-1 within the access control apparatus 810-1 (Steps S800



40 control field fromthe ICS network frame F13 (ICS reverse

encapsul ation), and sends the ICS network frane F14 fromthe I1CS | ogic
terminal of the 1CS network address "9922" to the user |ogic conmunications
| i ne 240-2. Then, the LAN 200-2 of the corporation X receives the |ICS user
frame F14. Transm ssion can be nmade iné6bhe sane say as described fromthe
LAN 200-2 to the LAN 200-1, and thus, interactive comunication is

necesears™ ST rnd 3o ERrens e Ra Tt hs Fheteiet SRR EIAn s user
200-3 of CEIRG: 56, SO0 1H0% ShPoRIAFE NG FES ToR TAIRHNECES AR NGO HEBH R o
with reference to a case of one-on-one, one-on-N conmunication can al so be
per f or nefronrghecfiedd (SteppSdiQl.i t pince | tdsndswid’k addcating that sbeset to
t he conversion table 213-1 of the access control apparatus 210-1 shown in
FI G 20, changidgcsystemyist fixed abarginognond Charging prosedsing suchlas. In the
present exanple, two |ICS network addresses "6611" and "8822"
. forming charging information is performed (Step S820). The
processing for billing is ﬁerformed ﬁith reference to the definition
table for fixed charges 843. That is, billing is performed to the
LAN 800-2, since a value “2” indicating transmitting billing is set
‘to the definition table for fixed charges 843.
(5) Example of communication with an arrangement of information
charging, transmitting charging and charge-by-quantity charging
system: |
Description will be made regarding a case wherein the
corporation X and the corporation Y perform:the communication. In
this case, the charging system for the LANs 800-1 and 800-3 is the
information charging, with no nétwork charging being conducted. The
entire bill is borne by the LAN 800-1.
<<Preparations to make for communicatipn$>
’The.LANs 800-1 and LAN 800-3 are each connected to the
respective access control apparatuses 810-1 and 810-4.
<<Preparations to make for charging>>
For the charging conditions-for'the network charging _
conditions, a value "0” indicating non—charging is set in the

conversion table 813-1, and since charging itself is not performed,

there is no setting of the charging unit'price. A value “3” is set



are set. The access control apparatus 210-1, upon receiving the |ICS user
frame fromthe ICS logic termnal wth an I CS network address "7712", forns
a first ICS network frame wherein an I CS network control field set with
"6611" for the receiving ICS network address is added thereto, and a second
| CS network frane wherein a network cogrol field set wwth "8822" for the
receiving I CS network address is added thereto, these being sent to the

rel ay apparatuys 220-1. Consequentl|y, ong-on-t communi caiion can.b

bor Tor meko aieate that JRISRERCIPNCEARRIE ConTORL G S ophe (HNEFHRG bY
transferring each 1CS network frane in the same nmanner as described above.
Enbodi ne¢hargerbysawantidok charging andsteansmi titing| chargings | Esheawphue
server 330 is conprised of a processing device 331 and an | CS network

dat abase“Z32s sht fien dheechatginghanitpmineror k dat abase 332 conpri si ng:
guestion item type, contents of answer, and network addresses of other ICS
net wor k <<Description of operation of charging>>

Regarding the ICS user frame sent from the terminal of the
ICS network address ”0012” connected to the LAN 800-1, the charging
condition fields are specified from thé sender ICS user address and
the receiver ICS user address in the ICS user frame at the processing
device 812-1 within the acéess control apparatus 810-1 (Steps S800
and S801), and a reference is made to the charging conditions in
order to specify the charging system relating to the network
communication from the fiéld (Step S810). Since this is “0”
indicating non—-charging is set, network charging is not ﬁerformed
(Step S820). Next, a reference is made to the charging conditions of
the information charging conditions, in order to specify the
conditions of charging reléted to the information charging. In this
case, a value “1” is set which indicates charging-by-quantity which
is to be borne by the transmitter, so the charging-by-quantity
charging is performed. Also, the charging unit price which indicates
the weighting of this charging-by-quantity is referred to, which in
the case is set at a value of “2”. Next, based on the obtained
information, the charging information for each ICS user frame is
formed (e.g., charging unit price “2” is formed as two units of the
charging information), and that the charging information is-

transferred to the account server 840 in the form of an account



servers. The ICS network server 330 anal yzes the data portion of the ICS
frames received fromthe access control apparatus 310-1, refers to the ICS
net wor k dat abase 332 based on this, obtains answer contents correspondi ng
with the question itens (in the event that the identificationis "1"), and
sends the obtained answer to the accesgycontrol apparatus 310-1. In the
event that the ICS netmnrk dat abase 332 does not have answer contents
correspond ng with the questign itens (in the event that the identification
is "2") watioR Inamenkpl BREPRNE ATPERSSING @SNAPﬁSB‘%éﬂéﬁéﬂeF he
contents corresponding with the question items therefrom using the ICS
net wor k aroouat ervemitddt waich meceived thes ehavgingdnfommatiowspeadfiiess of
anot her I CS network server, and sends the answer obtained thus to the
access cthe inforpation s:tosa@e field 6firtheacdotnt | infiolrmat bdn adatabase 842
regi stered to the conversion table 313-1 shown in FIG 24 as preparatory

items: tisddConutis traasasttimdACS Aétwdrk AA8ress Wwahe sender 1€30usépe | CS
network address "7721" and the request identification "4". Here, the
request address, the receiving ICS network address and the receiver ICS user
address from the account information frame F51, and the network
account counter is incremented according to the charging information
within the account informatioﬂ frame F51.
(6) " Example of communication with an arrangement of information
charging, receiving charging and charge—by—quantity.charging systeﬁ:
Description will be made regarding a case wherein the
corporation X and the corporatlon Y perform the inter-corporation
communication. In this case, the charging system for the LANs 800-1
and 800-3 is the charge-by—quantity charging system for the
information charging, and no network charging being conducted. The
entire bill is bornme by the LAN 800-3 which is a receiver.
<<Preparations to make for communidation>>
The LANs 80041 and 800-3 are each connected to the respective
access control apparatuses 810-1 and 810-4.
<<Preparations to make for charging>>
For the charging conditions for network charging conditions,
a value “0” indicating non;charging_is set in the conversion table
813-1, and since charging itself is not performed, there is no
setting of the charging unit price. A value “2” is set to the

information charging conditions to.indicate that information charging



42 identification "4" indicates that the ICS user address "2000" is a
nunber used in conmon with other users (called an "ICS special nunber"),

i ke the tel ephone nunber "119" in Japan. Next, it is witten to the ICS
net wor k dat abase 332 that the type of the question QL is "1" and that the
answer contents are "Al", that the type3of question Q2 is "2", the answer
contents field is left blank, and the ICS network address for the other |ICS

o e CBIFRR 5, ol R et bR R e
e o tms 0 b e 3Bnh ol 5 0o SR8t o i
of the line portion 311-1, obtains the ICS network address "7711",
ref erendusitt peicdnversi on table 313-1, and sends an | CS network frame which
Is I CS encapsul ated to the I CS network server 320 as illustrated in the
f | owmchar<d<Desonbption-lo® 8ferdtion 6F cedmgimig>dat abase 332 finds the answer Al
corresponding to the question QL .
Regarding the ICS user frame sent from the terminal of the
ICS network address “0012” connected to the LAN 800-1, the charging
condition fields are specified from the sender ICS user address and
the receiver ICS user addféss and in the ICS user frame at the
processing device 812-1 within the access control épparatus 810-1
(Steps S800 and S801), and a reference is made to the charging
conditions in order to specify the charging system relating to the
network communication from the field (Step S810). Since this is “0”
'indicating non-charging is set, network charging is not performed
(Step S820). Next, a reference is made to the charging conditions of
the information charging conditions, in order to specify the
conditions of charging related to the information charging. In this
case, a value “2” is set which indicates the charging-by—quantity
charging which is to be borne by the receiver, so the charging-by-
quantity charging is performed. Also, the charging unit price which
indicates the weighting of the charging-by-quantity charging is
referred to, which in this case is set at a value of “2”. Next,
~ based on the obtained information, the charging information for each
ICS user frame is formed (e.g., charging unit price “2” is formed as

two units of the charging information), and that the charging

information is transferred to the account server 840 in the fprm of



contained in the ICS frame F20 (Step S300 and S301), and returns the answer
Al to the access control apparatus 310-1. The access control apparatus
310-1 sends an ICS frame containing the answer Al to the |ICS user address
"0012". " The user of the ICS user address "0012" sends an ICS frame F21
(including question @) to the |ICS useggaddress "2000". The access control
apparatus 310-1 refers to the conversion table 313-1, and upon obt ai ni ng
the I CS network address "7721", sends an_ICS frane 43 conpyi sed t he
| CS encai ACLOERT f infiarmpsion framecESh et AGSPURE S OSESSINg ilfésghne
type "2" ponresgonding to the question @ contained in the ICS frame F21
(Step S3Withianghe rseouniaserver 1840 nhiokriecgivedathe Tharging | infesmatien
have the answer (A2). Therefore, the I CS network database 332 perforns
i nf or mat$pecifiehathye infommahiorh atorage nBiaddr bfsthe eaccaant uknfarma€onet wor k
comuni cation functions, based on the ICS network address "8844" of the ICS
net wor k database 842 based on the transmitting ICS network address, the

sender ICS user address, the receiving ICS network address and the

receiver ICS user. address from the account information frame F51, and

the network account counter is incremented according to the charging

information within the account information frame F51.

n Example of communication with an arréngement of information

charging, transmitting charging and charge-by-quantity charging

system, wherein the charging conditions have not been registered in a

conversion table beforehand:

Description will be made regarding a case wherein the
corporation X and the corporation Y perform a communication. The
chérging conditions for a communication between the LANs 800-1 and
800-3 are the same as described above, but there is a difference in
this case in that values for stipulating the charging conditions are
not registered in the conversion table 813-1 of the access control
apparatus 810-1 connected to the LAN 800-1.
<<Preparations to make for communication>>

The LANs 800-1 and 800-4 are each connected to the respective
access control apparatuses 810-1 and 810-2.
<<Preparations to make for charging>>

In this case, there are no charging conditions registered in

the conversion table 813-1, so there is no need to make a preparation



server 340 (Step S302), and returns the answer A2 to the access control
apparatus 310-1. The access control apparatus 310-1 sends an ICS frane
containing the answer A2 to the ICS user address "0012". Enbodi nent-4 (1CS
address adm nistration server): As shown in FIG 27, the ICS address

adm ni stration server 430 is connectedggith via the access control
apparatus 410-1 via the I CS network conmuni cation |ine 460 and hol ds a
correspondence table 432 regarding an_|ICS network address having an | CS

| ogi ¢ t edPrithg a&f:eﬂi\ecqntﬁ'@lpépﬁamuﬁlﬁlﬁ‘bfcqlﬁélaé%&s@ecWr%QO%ppaa'Beus
410-1 and the I CS user address correspondi ng thereto. Exanples of the
conver si veceiting charginghg¢onditions dopothieddd 8004 are seteinetheectively
shown in FIGs.28 and 29. That is, the ICS address adm nistration server 430

hol ds | CEonrsarsiaddtalsbesin’ 2hé 3dccesa0 téhtrdll Zpparatas "'81962" contaliriing the
correspondi ng I CS network addresses "7711", "7711", "7712" and "7713". At

the samepANg00-al.! Abhealudf ooMeinditaitangenéibacharfefy | 15 et ¢9nMes si on tabl e,

address related information such as records dealing with VAN operation nmay

be incl udgshe i3 WBhAitfdHs 18" thé fotmation charging condition of the
conversion table 813~1. Since the charging itself is not performed,
there is no setting of the charging unit price. A value “3” is set
to the information charging conditions to indicate that the
information charging is to be conducted by the charge-by—quantity
charginé and the transmitting charging. Also, a value “1” is set for
the charging unit price.
<<Description of operation of charging>>

Regarding the ICS user frame sent from the terminal of the

ICS network address “0012” connected to the LAN 800-1, specification
of the charging condition fields is attemptéd using the sender ICS
user address, and the receiver ICS user address in the ICS user frame
from the conversion table 813-1 at the processing device 812-1 within
the access control apparatus 810-1 (Steps S800 and S801), but since
there are no fields indiéating the pertinent charging conditions in
this case, a contadf is made with the access control apparatus 810-4
containing the receiver user, based on thé receiver ICS user address
of the receiver user (Step S802). The access control apparafus 810-4
refers to the charging conditions of the receiver user with the
conversion table in the access control apparatus 8104, and replies

of the charging conditions to the access control apparatus 810-1.



44 address adm nistration server 430 holds the ICS network addresses of a
plurality of other ICS address adm nistration servers, and the I CS network
addresses of a plurality of ICS nane servers. Al so, the ICS address

adm ni stration server 430 is capable of communicating using the |ICS nane
server described in Enbodinent-5 and tlge | CS network server conmuni cation
function, thus obtaining | CS nanes corresponding with ICS user addr esses.

The processi evice 412-1 of ¢t a cess control a paratu

perform Th% ch%QQ%\r¥W§th? 20EFSR; CORGRP aﬁﬂaé'? gje&v]e?‘aﬁw
using the I CS network server connunlcatlon function, and disclose, the val ue
of the | abtainesbfromdtheaccess eentaolhapparaias SAarh precsegisteretiiasg, or

di scl ose the value of the ICS user address and have the corresponding ICS

net wor k #emparary Conversion itablev 814-1e (Skep H803) . wi Subsesuentdye a 0o FI G 30.
The I CS address adnministration server 430 checks or not whether the I CS

networ k pdfsrserist iedd Gh ther protséssingadeviceo82d-1 reaonthiee charging cont r ol
apparatus server 410-1 is registered in its correspondence

.conditions in order to specify the charging conditions relat1ng to
'the network communication from the charging conditions. Since this
is “0” indicating non-charging is set, network charging is not
performed (Step S820). Next, a reference is made to the charging
conditions of the information charging conditions; in order to
specify the conditions of charging related to the information
charging. In this case, a value “1” is set which indicates charging-
by-quantity which is to be borne by the transmitter, so the charging—
by-quantity charging is performed. Also, the charging unit price
which indicates the weighting.of the charging-by-quantity charging is

referred to, which in this case is set at a value of “17, and thus
the weighting of this charging is known. Next, based on the obtained
information, the charging information for each ICS user frame is
formed (e.g., charging unit price “1” is formed as one unit of the
charging information), and that the bharging information is
transferred to the account server 840 in the form of an account
information frame F51. The account processing device 841 within the
account server 840 which received the charging information specifies
the information storage field of the account information database 842
based on the transmitting ICS network address and the receiver ICS

user address from the account information frame F51, and the network



table 432 (Step S400), and answers a reply if it is registered (Step $S401).
If the I1CS network address or the I CS user address is not registered in the
correspondence table, the I CS address adm ni stration server 430
conmuni cates wi th another |1 CS address adm ni stration server 440 using the
| CS network server conmmuni cation functiggn, thus obtaining the I CS user
address or the I CS network address (Step S402), the results thereof being
replied to the access control apparatus 4 Q#%tSStep S403) . ﬁmgordin

I

such a aceaunt,REURLAT isoANCropenied asc aphe aaceuns 1 0 1°Ii“’§tégpteot 0
request of the ICS address adm nistration server 430 and to obtain one of
t he | CS withiay thedeeeymtoinfgmation fvameddlbased on the ot her. '
Enbodi ment-5 (1 CS nane server): The ICS user address is problematic in that
it is a 32-bit binary expression or 128-bit binary expression for exanple,
and thus is difficult to renenber. There is a nethod wherein an "I CS nane"

Embodiment-9 (ICS frame database server):

FIGs.41 and 42 show an example of an ICS 900 which includes

ICS frame database servers 950 and 960 which are a type of ICS

network servers. The ICS frame database servers 950 and 960 store

data based on requested timing from the side of the terminals

(hereafter referred to as “ICS—using terminal”) using the ICS 900, or

removes the stored data and sends the data to the requester. The ICS.

frame database servers 950 and 960 are respectively comprised of

processing devices 951 and 961, storage information administration

tables 952 and 962, and BOXs 953 and 963. Examples of storage

information administration tables 952 and BOX 953, and storage

information administration tables 962 and BOX 963 are respectively

shown in FIGs. 43 and 44.

The processing devices 951 and 961 receive ICS user frames

from the ICS-using terminals, refer to the usage requests of ICS

frame database servers explicitly indicated by the ICS—using

terminals, perform_étorage commanding of the ICS user frames to the

storage information administration tables 952 and 962, and perform

storage iﬁstruction of information to the BOXs 953 and 963. The

storage information-administration tables 952 and 962, upon receiving

the instruction from the processing devices 951 and 961, store items

regarding which administration is necessary for each separate ICS—



which is easily renmenbered, is used. First, description will be nmade
regarding the ICS name. The |ICS address expressed in binary formis, as
shown in FIG 11, expressed by e.g., a district adm nistration code, country
code, VAN code, VAN district code, VAN access point code, and user logic
code, with these nuneric values being ggrayed to forman expression such as
district adm nistration code | country code | VAN code | VAN district code
| VAN access point code | user logic code. In the |ICS nane, the district
adni ni stusingotermiralmhistshcas the dnrges symbernof hetanedainfopration.deThei bed
above, for exanple, is expressed as follows: AS (an |ICS nane conponent

whi ch i NB0Xsa968 and H63.JBpéd apsneiving\tiie (ind¢nuctiemifirom tlie pro&ssimy Sl
(identification of a VAN district code which conprises the VAN#1), ACS#1

(i denti fdengiicesan951 andvABlacseore pdmbihistrst ionshihlsdredfbgtored DI S#1), USR#L
(identification of a user |logic code). The conponents of the ICS nane thus

i BT PRI S Myl eralin, Laer (rilGR ror
and so forth. The following is a description of the preparatory
items for using ICS frame database servers 950 and 960 and examples
of communication therewith.
<<Preparatory items>>

The operator of the VAN-1 registers the information (in thé
présent embodiment, ICS user address “0012”, etc.) regarding the user
in the storage information.administration table 852 and the BOX 953
beforehand, so fhat the storage of information can be performed for a
terminal having the ICS user address “0012~, Being connected to the
LAN 900-1 of the corporation X. Also, in the same way, the operator
of the VAN-3 registefs the.information (in the present embodiment,
ICS user address “0034”, etc.) regarding the user in thé storage
information administration table 962 and the BOX 963 beforehand, so
that the storage of information can be performed for a terminal
having the ICS user address “0034”, being cbnnected to the LAN 900-2
of the corporation i. The ICS—using user sends an ICS user frame F60
as shown in FIG.45 to the iCS 900. This ICS user frame F60 is
provided with the following to the user control field thereof: a
usage request identifier (an identifier which explicitly indicates
using the ICS frame database server) for using the ICS frame database

server, and an information operating identifier (an identifier which



46 1 CS nane may be even further divided, so that the USR#1 is divided into
USR#10 and COWP#10, and ACS#1 is divided into ACS#11l and ACS#12, thus
giving the overall ICS nane "USR#10. COMP#10. ACS#11. ACS#12. DI S#1.
VAN#1. JP. AS". The ICS name server, whic¥ is a type of ICS network server,
wi |l now be described. As shown in FIG 31, the ICS nane server 550 is nade

up of a REPIEEStIE i%ﬂ!b&?e%ﬁ:be@ﬁ@igxgdﬁn%i‘ﬁaﬂécgi’ %t%k’@& iR0iHe 368, £Muid)

the I CS nane conversion table 552 I ng conpris e.g., ICS nane, type

(identifi ' lL.ste : Py o the

I CS nanefg&%%gg%g%¥%§gZFeggﬁgﬁ%mggl*%f?ﬁsﬁ§ﬁgﬂSg§%§k%8£$§§ﬁ%gggs P%at t he

I CS net wor k dﬁ%ab s§.332 doaslnot old an | eIman addr ess corr%sponding
to the | EECRERE SUROGIRRAE 1HOVES HIR WS 2 ?&%’é'&:& PelPRAITFFUEE  t he 1 CS
nane is to be_ gbtained fromanother ICS nane server. An exanple of the
conver oi dHeREAE 1o pad the %‘nglmalthmﬁ@e&?tlpﬁrb@e%tlﬁﬁrt? e R§ET ser ver
adm ni strating the |1 CS name "USR#2. ACS#2. DI S#2. VAN#2, JP. AS" can be call ed
up "D stzoptrpk. fieldsofihe, 10Sspser Erame K68y othus meohdevingcthe usage

request of the ICS frame database server by the user, but the usage
request identifier and the information dperation identifier may be
attached to the ICS user data field, instead.

<<Examples of communication>>

1) Communication example-1 (Operation of the ICS frame database
server on the sending side): _

A terminal which is connecfed to the LAN 900-1 of the
corporation X and has an ICS user address “0012” performs a
commmnication to a terminal which is connected to the LAN 900~2 of
the corporation X and has an ICS.user address *“0034”, using the ICS
frame database server. A flowchart is shown in FIG.46, describing
the operation thereof. |

The transmitter terminal sends an ICS user frame F60 for
using the ICS frame database server 950 to the ICS 900, the ICS user
frame F60 being proyided at the user control field with a usage
request identifier (transmitting storage user administration number:
a code which the user using the ICS provides optionally, used as a
search index number in the event that the ICS user operates the
stored informatioﬁ) and an info:mation operating identifier (transfer

schedule time, information storage, information transfer, information



I CS nane server 550 anal yzes the ICS frane data field received fromthe
access control apparatus 510-1, refers to the I CS nane conversion table 552
based on the above analysis, obtains an |ICS user address corresponding to
the 1 CS nane, and sends it to the acces® control apparatus 510-1. Furt her
based on the ICS user address, a reply is made regarding the |ICS nane

correspopsli et L€ u S spondi ng
t hereto ggieﬁ;ﬂlnaf)t? Sfelki@fdvﬂ#?ﬁnt%@ﬁléqﬁghea@%%ﬁerZﬁ%n aSSeégggI,téfhe | CS
net wor kK comuni cat.i funct.i o . A47.4.S U t 0 _r.equest .the questioned,lCS
Leer nooRaaRrabEnbi ity AenuaR s’ Lsirn, SO RekBEs Hh, thaSude? iehiete.
and the LSS user address obtained therefromis sent to the access contro
appar at uddentwifierngh, the Jis; peenrframe FBE abddie REOGEISnE devied fidd
termnal of the sender |ICS user address "0012" connected to the LAN 500-1
obt ai ns &5tercS$9032; anfliriss sheceverpdhaitnghe qrumber| S thenuiser remmst

ACS#1. Dl S#1. VAN#L1. JP. AS". Here, two cases will be described: that
identifier set by the transmitter terminal exists, the ICS user frame

F60 is transferred to the pfocessing device 951. The processing
device 951 received the ICS user frame F60 refers to the usage
request identifier and the information operating identifier (Step
Sle)._and executes the operation indicated in the information
operating identifier.

In the event that information storage is indicated, the
processing device 951 receives the usage request identifier
(transmitting storage user administration number) and the information
operating identifier (information storage) of the ICS user frame F60
sent from the transmitter terminal, thereby storing the receiver ICS
user address and the usage request identifier in the storage
information administration table 952 corresponding to the sender ICS
user address of the frame, and then stores the ICS user data frame in .
the BOX 953 (Step S911). Since the user frame to be stored is éent
from the transmitteg in the form of being divided into a plurality of
ICS user frames, this operation is performed until the last frame of
the ICS user frames to be stored is indicated, by means of the
information operation identifier (information completion) indicated
in the ICS user frame F60 (Step S912)

In the event that the transfer schedul time is indicated



wherein the access control apparatus 510-1 obtains data fromthe |ICS nane
server 550, and that wherein the access control apparatus 510-1 obtains
data from another 1 CS nane server 560. First, in preparation, an ICS
networ k address "7741" corresponding td’the I CS user address "1000" of the
| CS nane server 550, and a request identification "4" thereof are

regi ster I n copversion table 513-1 t he .access caontrol a rat us
5701, 1epten %) cofiE wtobRaaie evidy a8l aethiRes B 3PeR TeBRRY Gl oo
"1000" is. the teleghone nunber "119", it i;gﬁrspecial'lcs ngnber toﬁgg
conmon t ddemHekEder (teansmiftipg stqrage weer dnindgteation guaberh and $58Rdi ng
to the I CS nanme "USR#L. ACSH#1. DI S#1. VAN#1. JP.AS" is registered in the ICS
nane condefermatioahepersgingr idert ifderndhpanafare scheduleridme) 1 o€ the JClal
user of the sender |ICS user address "0012" of the LAN 500-1 sends an ICS

user frauser4irame F6@ sentefromothe diraappittenidtermhindl, dibdrebyustising
conversion fromthe I CS nane #1 "USR#1l. ACS#1. Dl S#1. VAN#1. JP. AS" to an I CS

user addthe sspetified otixksiingthe\dtoragdliffonidtiont Adn Arictrationt table
apparatus 510-1 receives the ICS user frame F40 fromthe I1CS | ogic term nal
in the 952 (Step $914), and the processing device 951 also transfers the
information stored in the BOX 953 to the receiver terminal at a pre-—
determined time, by means of constantly monitoring the transfer
schedul time (Step S915).

In the event that the information transfer is indicated, the
processing device 951 receives the usage request identifier
(transmitting storage user administration number) and the information
operating identifier (transfer request) of the ICS user frame F60
sent from the transmitter terminal, thereby sending the information '
(ICS user frame) stored in the BOX 953 to the receiver terminal (Step
S916).. Also, in the event that the information elimination is
indicated, the processing device 951 receives the usage request
identifier and the information operating identifier (information
elimination) of the ICS user frame F60 seht from the transmitter
terminal, thus eliminating the information stored in the storage
information administration table 952 and the BOX 953 (Step S917).

(2) Communication example-2 (Operatioﬁ of the ICS frame database
server on the receiving side):

A terminal which is connected to the LAﬁ 900-2 of the

corporation X and has an ICS user address “0034” receives a



48 |line portion 511-1, obtains the ICS network address "7711" and then
refers to the conversion table 513-1 based on the receiver |ICS user address
of the ICS user frane F40. If the correspondi ng request identification is
"4" (connection to an ICS nane server d2 the |ICS special nunber), the
processi ng device 512-1 perfornms the I CS encapsul ation of the ICS user

frame F b AR endsean
|G et mibn ShEfd Hroff %S*%%%ﬂb?nﬁﬁew?%skfﬁﬂﬂé@ngéﬁé&%@?%@o? 9
shown i I he | 550 a d LCS _nane thln t he
| CS frag’g!: ggiﬁ%}% ]foflogﬁs?ﬂirig%scggs?égn‘ﬁef Q’?S}p‘égit Lﬁ;ﬁgl@ bl L] H: h&Ser _
pr ocessi de 1, and refers t h con ersion table 552
(Step S ¥h£ﬁ°wq TithdS Shomm tlﬁa?lé 437 ngﬁggﬁ sORRF#EQondi ng to
the I CS nane exi sts mnthln t he I CS nane conversion table 552, the ICS user
addr ess therepfai ned, and the I CS network frame F45 |nclud|ng the I CS user

address "2014" is sent to the access control apparatus 510-1 (Step S501).
In the event thEhe transmitter terminal sends an ICS user frame F60 for

using the receiver side ICS frame database server 960 to the ICS 900,
the ICS user frame F60 being provided at the user control field with
a usage request identifier-(receiving storage user administration
number: a code which the user using the ICS provides optionally, used
as an index number in the evént that the ICS user operates the stored
information) and the information operating ideﬁtifier. The ICS user
frame F60 is sent through the ICS 900 to the éccess control apparatus
910-5 containing the receiver terminal (Step S920). The processing
device 912-5 refers to the usage request identifier of the ICS user
frame F60 (Step S921), and if ihe number of the usage request
identifier set by the transmitter terminal éxists, transfers the ICS
user frame F60 to the processing device 961.

The processing device 961 received the ICS user frame F60
checks up the information operating identifier (information storage,
information transfer, information elimination, information
completion, etc.) of the ICS user frame F60 (Step $930), in a case of
the information storage, stores the usage request identifier in the
storage information administration table 962 corresponding to the
sender ICS user address and the receiver user address of the frame,

and then stores the ICS user frame in the BOX 963 (Step S931). The



t he questioned ICS nane does not exist within the ICS name conversion table
552, the access control apparatus 512-1 receives an |ICS user frame F41 for
exanple, and in the event that the ICS nane #2 (i.e.,

"USR#2. ACS#2. DI S#2. VAN#2. JP. AS") descri®ed in the 1CS user frame F41 is not
described in the ICS name conversion table 552, the ICS name server 550

obtai ns 161p useP PRIy BATEESBA <0k FrdaCPhB O Faritif t Sor 1P Re" fobirS

nane conversion table 552 based on t CS nane . e.

"Dl S#2. V, P AR h ls e re ) "
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I nformati on exch . b ' t he | 60 d .t he | t Kk

server ¢ ?%cﬁgg%ﬁl utSIFﬁ (Qﬁ%é‘ﬁgggg%née psﬂ%rg\égé? i‘“’églir Eé%ﬁachfggﬂém[ 0

t he acces ontrqol apparatus 510-1 %Ste S503)... The, access control

appar at u%fséii’@« 1Caxesam daeaues: B e S3ALed i) inddcatesl.o by weang i Hhet rati on

server 570 based on the receiver |ICS user address which is received from
t he | CS infiarmegionromaating identifier (information completion) indicated

in the ICS user frame F60 (Steo S932). The processing device 962
notifies to the terminal of the receiver that there is information
addressed to the receiving terminal -in the ICS frame database server
960 by attaching the receiving storage user administration number, at
a timing (e.g. noon) agreed on beforehand with the receiver terminal
(Step S933). The receiver terminal which has been notified sends an
ICS user frame F60 which set the usage request identifier and
information operating identifier (information transfer), to the
access control apparatus 910-5, the ICS frame database server 960
sends the information stored in the BOX 963 to the receiver terminal
(Step S936) and then the receiver terminal receives the information
(ICS user frame) stored in the ICS frame database server-QBO.

The processing device 961, upon receiving a frame explicitly
indicating the usage request identifier and the information operating
identifier (infdrma}ion elimination) of the ICS user frame F60,
eliminates the information stored in the storage information.
administration table 962 and the BOX 963 (Step S937).

(3) Communication example-3 (Case of the receiving side
temporarily cannot receive):

In a case that a terminal which is connected to the LAN 900-1



described in the ICS network frane F45, obtains the ICS network address
corresponding to the I CS user address and the address related information
contained in the correspondence table, and wites the data conprised of the
obt ai ned | CS user address, |CS network74ddress and address-rel ated

i nformation, to the conversion table 513-1. The access control apparatus

510-1 h " 2014 ! . | t | CS
name std\;fejfth&gd{é)& gttsi g?lmﬁna (Pals%esr ggf@%égggnééépﬁg&aggg?n%rfédsi?s" 812" of
the LAN 500-1. The | dd . 0012" | Lt ' K

L o N oLl % 45 SraB 581 c8 0 porbeltAd 1L s LR 4R S
LAN 500-1 obtains the receiver |CS user address "Z‘Qlljﬂé" L(or "1130") obtained
fromthet EQQEO%H%E( apd Hag @ 5}14 -ysen-adduessntQ0347 s cevemnkE Server): In

Enbodi ment -5, the access_control apparatus_ 510-1 does not wite the data
such as qaneegtieon mannotsbe seade; dempararihie betreert the Kraggmittemnd so on to
t he conversion table 513-1, but rather wites this obtained data to a
t enpor arterminadrand rtheabAN 9021 of| the torporation i, dher §68nframeed addr ess
witten to this tenporary conversion
database server 960 temporarily stores information addressed to the
receiving terminal, and executes the communication when the
connection becomes possible. A flowchart is shown in FIG.48,
describing the operation thereof.
The transmitter terminal sends an ICS user frame F60 to the
ICS 900, the ICS user frame F60 being provided at the user control
field with an information operating identifier (temporary storage)
which allows informations to be distributed.even if the communication
with the receiver terminal is impossible, by storing the informations
in the ICS frame database éerver 960 temporarily. The ICS user frame
F60 is sent through the ICS 900 to the access control apparatus 910-5
containing the receiver terminal, the accéss control apparatus 910-5
receives the ICS user frame F60 (Step S940), and the processing
device 912-5 checks us whether or not the usage request identifier in
the ICS user frame Eﬁo exists (Step S941) and refers to the
information operating identifief (temporary storage) of the ICS user
frame F60 (Step S942). If there is a request for temporary storage,
a judgment is made whether the receiving side terminal is in a state

in which communication is available. In the event that the

communication is availablé. the ICS user frame F60 is transferred to



50 table are deleted after 24 hours, for exanple. Enbodinment-7 (ICS name
server): |In Enbodi nent-5, the access control apparatus 510-1 does not cal
up the address admi nistration server 570 and only perforns service of
telling the obtained I CS user address "2014" (or "1130") to the term nal of
the I CS user address "0012". Enbodi nent-8 (Accounting server): There are

h ' : : ' ' wherein th
char gi ng 08 Ferfings Hpith rsb RO diC 18, ul Ve I R 1808 Vea
wh i cation i d t, s i nf | h ' ' wh ' h
Char g, ng COBMBRT G 080 15, A8h AVAEIfe e CPer et HrARS Rl o RIS
user frame, and the "fixed charging systeni, wherein no charging i _
per f or medOr EBﬁrﬁﬁwsﬁhégt(ﬂ%‘f@eegﬁédof ade,dE5 frama.datghase St%'NgF aﬁ@o anount

is charging for a certain period (nmonth, year, etc.) of a time when the
-regi stration of Theeprosessung slevices9Gk, sitores kthe sendenclS wsene

address, the receiver ICS user éddress and the usage request
identifier of the ICS user'frame F60 in the storage information .
administration table 962, and then stores the ICS user frame in the
BOX 963 (Step S951). The ICS user frame to be stored is sent from
the transmitter in the form of being divided into a plurality of ICS
user frames, so in the present embodiment, this operation is
performed until the last frame of the ICS user frames to be stored is
indicated, by means of the information operating identifier
(information completion) indicated in the ICS user frame F60 (Step
S$952) . The processing device 912-5 constantly monitors the
.communication state with the receiving tefminal, and when the
receiving terminal becomes to be possible to receive, it notifies to
the processing device 961 that the communication with the receiver is
available. Upon receiving the notification, the processing device
961 notifies to the receiver terminal that there is information
addressed to the receiver in the ICS frame database server 960, at a
‘timing (e.g. after 5 minutes) agreed on beforehand with the receiver
terminal (Step S953). The receiver. terminal which has been notified
sends an ICS user frame F60 which is set the usage request identifier
(ICS storage user administration_number) and the information

operating identifier (information transfer), to the access control



conversion table of the access control apparatus. The information charging
system counts and charges by designating the identification which indicates
the information charging to the user control field of the ICS user frane.
The network charging systemand the infgrmation charging systemare
"transm tting account” if the transmtter of the communication bears the

char ges, apadah8 91655 ¢heJICE TRk dafabdie Eeped G600868ds Raeh of the
net wor k chargi ng systemand the 51 information charging systemis called

yst om | oRafYE diokely 3 ) FRX° DR vo THERotolVeh \BREmal TfPR 0
e 21 o8 e 18R o Gt oy e, SR BB TR "
nfor mat on dat gbase B42 are 1 espechlyeldtey Q) 1 FI G 37 FIG 38 and
When the processing device 961 receives a frame explicitly
indicating the usage request identifier andithe information operating
identifier (information elimination) of the ICS ﬁser frame F60 sent
from the receiver terminal; it eliminates the information stored in

the storage information administration table 962 and the BOX 963

(Step S957).

Embodiment-10 (transfer by X.25, FR, ATM, satellite communication,
and containment of telephone line, ISDN line, CATV line, satellite
line): |

The data format from the user in the ICS according to the
present invention is not restricted to the iCS user frames following
the protocol of RFC 791 or RFC 1883, but can also be applied to
containment of telephone line, ISDN line, CATV line, satellite line,
IPX. Also, the relay network of the ICS network frame within the ICS
network may handle 3.25, FR, ATM, satellite communication, etc. 1In
the present invention, the ATM exchanger includes cell-relay
equipment, and the ATM network includes cell-relay networks.

FIG.49 through FIG.51 are an example of interface conversion
in an ICS 1000 accdrding to the present invention, compriséd of

access control apparatuses 1010-1 and 1010-2, ICS frame interface



Setting information of the charging systemis held in the conversion table
813-1 in the access control apparatus 810-1 and the definition table for
fixed charges 843 in the account server,840, and a set value i ndi cating the
network charging or the information charging and a set value indicating the
charge-by-quantity charging system (identify the transmtting account and
the recei idiG,HAEOLIBA, Ok . 3Hend S Clg4 8 ”ﬁRSg(éEﬁS}E' feai} [ Krihe |
transmtting account- and the recelving account) are held In the conversion
t abl e 813-retwidick dpe4 2y | satellitdecemphni catliont hetwbekeno43| oXFR&/2Qs The
access control apparatus 810-1 receives the ICS user_ frame F50 &Step S800) ,
and reads RREWAHe §XA38e FORYRFHIRG WiER 93t -La@Rd| EX31raneFREEESI n t he
conversio - 3 h dd nt ai ned
Tt he | CRAR Erire fob Ve A GREEC) P0R2TE o 1038 B CATLIER" G0l
The accessexwirlo! £xanarednivePding Wwelts 10®3arcandtiopdoppation in the
event that the read type indicates the charge-by-quantity charging system
and t r ansfagtelhit et metwook nfrane ¢onyesting nueitanl@d¢olnandnf or mation
frame F51 t
1

6§4J51 telephone line converting units 1030-1 and 1030-2,
ISDN line converting units 1029-1 and 1029-2, CATV line
converting units 1028-1 and 1028-2, sétellite line
converting units 1027-1 and 27-2, and IPX converting units
1026-1 and 1026-2. An example of the conversion table 1013-1
in the access control apparatus 1010-1 is shown in FIé. 52.
The ICS frame interface network 1050 is a relay network
which transfers the ICS network frame following the protocol
of RFC 791 or RFC 1883 in the format that it is in. The X.25
network 1040 is a relay network for transferring frames of
an X.25 format, and has as the. input/ocutput thereof X.25/ICS
network frame converting units 1031-1 and 1031-2 for
converting ICS network frames into frames of an X.25 format,
and for performing reverse conversion. The FR network 1041
is a relay network for transferring frames of a frame relay
format, and has the input/output portion thereof FR/ICS
network frame converting units 1032-1 and 1032-2 for
converting ICS network frames into frames of an FR format,
and for performing reverse conversion. The ATM network 1042
is a relay network for transferring frames of an ATM format,
and has as the input/output portion thereof ATM/ICS network

frame converting units 1033-1 and



52 account server 840 which is one of the ICS network servers (Step S810).
However, in the event that the read type indicates the fixed charging
system no formation of account information not transferring the account
information in the formof an account information frane F51 to the account
server 840 is perforned (Step S820). The account server 840 receives the
account information franme F51 sent from each of the access control

appar at 19382 afar soovesting ILScoetworlnffmamesi tnte divemesecdf vart TY t he
account information frames. There is an account processing device 841 and

an accodformatf camhtfoonperfaiing Bderdd WonvebsiamwcoThe sateklit®d0, whereby
t he account processing device 841 receives the accounting information frame

F51 senicomii¢dneioRC G88RoXIOM048! 18P aFelldys nétlodk futahyaRsféeingC Eomés
informati on contained within the account i nformation frame F51, and stores

the i nf gegt £9Fe1 13 teh BommuPitdt oA Péﬂi’é‘d ,OoRndahadase 1%é2in da

i nformation dafabase 842 uses the I'CS network address an user e

Ao, BOERAOE Mtgr e pa R SYTES ﬁ@&&%%aﬁet%ﬂe%ahgnuﬁ&sa 16342pase.

Al so, g eve rgrng systemris
and 1034-2 for converting ICS network frames into satellite

communication network interface, and for performing reverse
conversion. The telephone line converting units 1030-1 and 1030-2
have the functions of convérting a function equivaléht to physical
layer or data link layer (first and second layers of 0SI
communication protocol)_betﬁeen the telephone line and the access
control apparatus, and for performing reverse conversion. The ISDN
line converting units 1029-1 and 1029-2 have the functions of
converting a function equivalent to physical layer or data link layer
between the ISDN line and the access control apparatus, and for
performing reverse conversion. The CATV line converting units 1028—1
and 1028-2 have the functions of converting a function equivalent to
physical layer or data link layer between the CATV line and the
access control apparatué.-and for performing reverse conversion. The
satellite line converting units 1027-1 and 1027-2 have the functions .
of converting a function equivalent to physical layer or data link
layer between the satellite line and the access control apparatus,
and for performing reverse conversion. The IPX line converting units
1026-1 and 1026-2 have the functions of converting a function

equivalent to physical layer or data link layer between the IPX line

78



charge-by-quantity chargi ng system the account information database 842
stores the information regarding the quantity in the formof a count
nunber, which the count nunber may be set with an upper limt, and in the
event that the count exceeds the set upper limt, the account server 840
notifies to the access control apparatu® 810-1 that the upper limt has

beep ?Xcﬁﬁdeﬂle %ﬁeeég%msaﬁﬁﬁd&b,aﬂmrﬁiﬂ?e%&&i irgberg6ei ves the
notification term nates the conmnuni cati on of the user. he account server

840 is capatiiith. 53 handing the stored account information to other
VANs and users using the I CS network server communication function. (1)

Exanpl e co nication W t n. arran ..of _network c gi ng,

transmt i%g ch BFﬁbpgerdl gﬁg}éé@ W—d%ug%?%ngngr 5??1% %5?2{}1 Description
wi || be nmade regarding a cgse qgein t he co&Poration X.and the cor%oration
Y per f or RPMMINACALdPR (15, (Regiformed between the access control -apparatus 1010-

1 and the access control apparatus 1010-2, via the X.25 network 1040.
The access control apparatus 1010-1 sends the ICS network
frame to the X.25 exchanger 10131-1. The X.25/ICS network frame
converting unit 1031-1 within the X.25 exchanger 10131-1 converts the
ICS network frame received from the access control apparatus 1010-1
into an X.25 format frame as shown in FIG.53. Then, the X.25
exchanger 10131-1 sends the X.25 format frame into the X.25 network.
1040. The X.25 format frame sent from the X.25 exchanger 10131-1 is
transferred through the X.25 network 1040, and reaches the X.25
exchanger 10131-2. Néxt,.the X.25/1CS network frame converting unit
1031~-2 within the X.25 exchanger 10131-2 performs reverse conversion
of the received X.25 format frame into ICS nefwork frame format, and.
outputs to the access control apparatus 1010-2. The access control
apbaratus 1010-2 receives the ICS network frame. Network frames of
the ICS 1000 sent from the access control apparatus 1010-2 to the
X.25 exchanger 10131-2 are transferred to the access control
apparatus 1010-1 in the same.manner.
(2) Description will be made reéarding a case wherein a
communication is performed between the access control apparatus 1010-
1 and the access control apparatus 101042, via the FR network 1641.

The access control apparatus 1010-1 sends the ICS network



comuni cation using the 1CS 800 according to the present invention. In this
case, the charging systemfor the LANs 800-1 and 800-3 is the
charge-by-quantity charging systemfor the network charging, with the
entire bill being borne by the LAN 800-1, and no information chargi ng being
conducted. <<Preparations to make for c®&hmunication>> The LANs 800-1 and

800- 3 ar erre@eh CPROFR/ECS! fetwtit k' E6ERS IdotveREERS SGAN 1092~ BRGAhdhusks FRLO- 1
and 810-4. <<Preparations to make for chargi ng>> The charging condition for

the LANs @&?\'ﬁﬁg o (349--3 86&'1&%%3%{ gn%%@&i%#ﬁqbrfc N&rGRTRHES Sd FPolS the

¥egistered e conversion I e charging conditions are set
I steri ' t ' 13-1 t 1tting I CS
d; wor k 2%9%%‘35%9%@*‘?@@@%%% %élhig&ﬁg%d%gszﬁ Fifmato chrifo éﬁé@mﬁ&%r ‘
1 : _ s A St o
hat ot Ik Stnar Biedy (oo BY o EaRaRE LI Dy Lo ARG 0. Sl APt B i
wth tran§nittin%fchargin . Also, avalue "1" is set for the charﬁ[ng uni t

price. Siige the TRimetwarkoll4har dhafR foxmat: frage sent from the F
exchanger 10132-1 is transferred through the FR network 1041, and

reaches the FR exchanger 10132-2. The FR/ICS network frame
converting unit 1032-2 within fhe FR exchanger 10132-2 performs
reverse conversion of the received FR formaf frame into ICS nefwork
frame format, and outputs to the access control apparatus 1010-2.
The access control apparatﬁs 1010-2 receives the ICS network frame.
ICS network frames sent from the access control apparatus 1010-2 to
the FR exchanger 10132-2 are transferred to the access control
apparatus 1010-1 in the same manner.
3) - Description willhbe made regarding a case wherein a
communication is performed between the access control apparatus 1010-
1 and the access control apparatus 1010-2, via the ATM network 1042.
The access control apparatué 1010-1 sends the ICS network
frame to the ATM exchanger 10133-1. The ATM/ICS network frame
converting unit 1033-1 within the ATM exchanger 10133-1 converts the
ICS network frame received from the access control apparatus 1010-1
into an ATM format frame as shown in FIG.55. Then, the ATM exchanger
10133-1 sends the ATM format frame into the ATM network 1042. The
ATM format frame sent from the ATM exchanger 10133-1 is transferred

through the ATM network 1042, and reaches the ATM exchanger 10133-2.



54 perfornmed, -a value "0" indicating non-charging is set to the charging
conditions in the information charging condition of the conversion table
813-1. A value "0" indicating the fixed charging systemis set in the
conversion table of the access control apparatus 810-4 containing the LAN
800-3, to keep the access control appar8t us 810-4 from perform ng the

account megi?SEwgawimsené% gr&Qé’-ebﬂv‘érft@né’qnﬁit' hg93-xsanghi £hé TS

operation of charging>> Regarding the I1CS user frame F50 sent fromthe

char gi ng SRaEEe TRS 4 obe ARG REyelty pontBRRRi 88 1o | Maib R, "
Govi co. o EorheY, Trame HE8LICE MERRBrk bR sipub an BFpds, 10" B ACeRR<
Spect 1y RBLERR apRsatys: M O-at FHE ACPRSRCCHOrIR) RPBRAFOFHLEL05H  he 11 el d
(Step SS%%Léi$i£K¥iJI}E§ Lgtésgk frame. ICS network frames sent from the

access control apparatus 1010-2 to the ATM exchanger 10133-2 are

transferred to the access contrdl apparatus 1010-1 in the same

manner. |

(4) Description will be made regarding a case wherein a

communication ié performed between the access control apparatus 1010~

1 and the access control apparatus 1010-2, via the satellite'

communications network 1043.

The access control apparatus 1010-1 sends the ICS network
frame to the satellite receiver/transmitter 10134-1. The
satellite/ICS network frame converting unit 1034-1 within the
satellite receiver/transmitter 10134-1 converts the ICS network frame
received from the access c&ntrol apparatus 1010-1 into an interface
within the satellite communications network 1043. Then, the
satellite receiver/transmitter 10134-1 sends the ICS network frame
converted into an igterface within the satellite comﬁunications
network 1043 into the satellite communications network 1043. The ICS
network frame converted into an interface within the sateliite
communications network 1043 sent from the satellite

receiver/transmitter 10134~1 is transferred through the satellite

communications network 1043, and reaches the satellite



i ndi cating that the charging systemis the charge-by-quantity charging and
that transmtting charging is to be perfornmed, the charging unit price is
referred to (Step S811), the charging information is formed (e.g., charging
unit price "1" is fornmed as one unit of charging information) (Step S812),
and that charging information is transfrred to the account server 840 in

the for m-&deARraes2ndthi ttero10P34-an f TREEsAER 1682 PCShbwork Nfidie account

processi ng device 841 within the account server 840, the network account

counter ghnJdia (AECENIY 10305 RL AN 48 B4R bSceivey thRfSRITRed

according to charging information wthin the account 1 nformation frane
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format, and outputs to the access control apparatus 1010-2. The

access control apparatus 1010-2 receives the ICS network frame. 1CS
network_frames sent from the access control apparatus 1010-2 to the
satellite receiver/transmifter 10134-2 are transferred to the access
control apparatus 1010—1 in the same manner.
(5) Description will be made regarding a case wherein
communication is performed with an interface of a telephone line
between a user 1060-1 connected to a telephone line converting unit
1030-1 of an access control apparatus 1010-1, and a user 1060-2
connected to a telephone line converting unit 1030-2 of an access
control apparatus 1010-2, the first user 6riginating the call.

The user 1060-1 applies a telephone line connection to the
VAN operator. The VAN operator_specifies the access control
apparatus 1010-1 connecting the user 1060-1, and decides on an ICS
network address “7721” for the ICS logic terminal. Next, the VAN
operator sets inforgations-in the conversion table 1013-1 of_the
access control apparatus 1010-1, such as the transmitting ICS network
address “7721”, the receiving telephone number “06-5555-9876”, the
receiving ICS network address “5521”, request identification and so
forth. In the present embodiment, the request identification “5”

indicates a telephone line connection. In the same way, the VAN



charging, transmtting charging and fixed charging system Description wll
be made regarding a case wherein the corporation X perforns the

i ntra-corporation comrunication using the ICS 800 according to the present

invention. 1In this case, the charging systemfor the LANs 800-1 and 800-2
is the fixed charging systemfor the ndBwork charging, with the entire bil

being bobpgrdtr! BetsAhfiatiofld dul) theNbGivELiB ERRILIII30R 68 GRiduct ed.

<<Preparations to nake for conmunication>> The LANs 800-1 and 800-2 are

each con L V. CGES a [ als 8

510 5. <Bpre, arbis dRRERhs TR Seh e e  BREIGI TG HY hotiek: |
LANs 800-1.,and 8Q0.2,whi.ch are.tp cqndquct the conmum i.an, ks, feqLstered
in the cﬁ%@'é‘?ssﬁ o??g?ib'l cthe, Fegeiving 3!‘?3?5!(‘??@9 é’b‘ﬂgﬁf'i %.%g,;g_%%@ f'o%lhe
registering jin the conversion table 813-]1 based on the transmtti | CS

net wor k BEERISENE {Ha neHprk P@é‘“%r%gﬁes‘éﬁq@ﬁ& +<i%’bﬁi\ﬁlﬁat+% ®8r k
address and the receiver |ICS user address. A value "0" is set to indicate

t hat net §@¥¥rcharging is to be conducted by the fixed charging system and

al so, a value "1" indicating the transmtting charging is set to
The user 1060 sends the telephone number “06-5555-9876”. The

telephone line converting ﬁnit 1030-1 converts the received telephone
number into a format which can be read by the processing device 1012-
1, and sends it to the processing device 1012-1. The processing
device 1012-1 received the telephone number information from the
telephone line converting unit 1030-1 with the ICS network address
“7721” refers to the request_identificationlof the transmitting ICS
network address “7721” of the conversion table 1013-1, identifies it
as a telephone line connecfion, and reads the receiving ICS network -
address “5521” from the receiving telephone number “06-5555-98767.
The access control apparatus 1010-1 fgrms an ICS network frame haying
a network control field wherein the receiving ICS network address is
set to “5521" and the transﬁitting ICS network address is set to
“7721” and a network data field described information to notify that
thére is a telephone reception, and sends it into a network of ICS
1000. The ICS network frame sent from the access control apparatus
1010-1 is transferred through the network of the ICS 1000, and
reaches the access control apparatus 1010-2. The access control
apparatus 1010-2 received fhe ICS network frame having the network

data field described information to notify that there is telephone



56 billing bearing of the definition table for fixed charges 843,

i ndicating the party bearing the charges. Since the information charging is
not to be perfornmed, a value "0" indicating non-charging is set to the
charging conditions in the information charging condition of the conversion
table 813-1. A value "0" indicating the8fixed charging systemis set in the

conver si 0 p. 104 A LAN
500 2. - <PEsBti "ot S R Spnatrinl (RRTEE Rt bk RRRVBRELRIARIT,
frame se rom.the r fpdal ne I ,ad "0 n_gonnected to
t he LAN EB%[S 12)%1#% §h§r£q§ngle§§érd$[$dc§iﬁg§§el ar éssglé%ﬁ%egd%ggrgt he sender
| CS user address d the receiv | CS user address,and jn the |ICS user
frane at Wﬁ#ﬂﬁ&gggi R H0B,e g’i@“y hP$e% ﬂ'@% 6 380G, A FEFPARSar at us
810-1 (Steps S800 and S801), and a reference is made to the charging

condi ti ofi$8R& or der to specify the charging systemrelating to the

Upon receiving the response signal, the telephone line
converting unit 1030-2 converts it into a format which can be
transferred through the network of the ICS 1000. The access control
apparatus 1010-2 forms an ICS network frame having a'network control
field wherein the receiving ICS nétwork address is set to “7721” and
the transmitting ICS network address is set to “5521”, and a network
data field described information to notify that there is reply of the
telephone, and sends it into.a network of the ICS. The ICS network
frame sent from the access control apparatus 1010-2 is transferred
through the network of tﬁe-ICS. and reaches the access control
apparatus 1010-1. The access control apparatus 1010-2 received the
ICS network frame having the network data field described information
to notify that there is a response, outputs a signal from the |
telephone line converting unit 1030-1 having the ICS netﬁork-address
“7721” to the user 1060-1, notifying the response. Thus, the user
1060-1 and the user_ 1060-2 begin full-duplex communication by analog
signals (voice, etc.) and the user 1060-1 sends analog signals. The
telephone line converting unit 1030-1 received the analog signals
converts the analog signéls into an analog information format which
can be transferred through the ICS network.

The access control apparatus 1010-1 forms an ICS network



network charging fromthe field (Step S810). Since this is "0" indicating
that the charging systemis fixed charging, no charging processing such as
formng the charging information is performed (Step S820). The processing
for billing is performed with reference to the definition table for fixed
charges 843. That is, billing is perfor8ed to the LAN 800-1, since the

val ue " Ofranilina?tihg Oa tnctwopit éomralh 8igld giticreift the trzasaetting iIOS table
for fixed charges 843. (3) Exanpl e of communication with an arrangement

of net Wopgtwdi @dffess A Ek ne%oherrzqr'n&l@%ec heedfritg Te¢8Mhbtwordar gi ng

system 57 Description wl e nmade regarding a case wherein the
Conron o0 M LSRR 0 gfg.é%ng6fs%@%‘t8f 9B fBed gpatog,
the ont; FRPSAALIER: hd: denaeoY i AL nﬁﬁ% 8 Yich. PR
network frame sent from the access control apparatus 1010-1 is
. transferred through the nefwork of fhe ICS 1000, and reaches the
access control apparatus 1010—2.. The éccess control apparatus 1010-2
received the ICS network frame having network data field described
the analog information outputs ‘the analog ihformatipn as analog
signals converted into a telephone line interface from tﬁe telephone
line converting unit 1030-2 having the ICS network address “5521” to
the user 1060-2. The analog signals sent from the user 1060-2 are
transferred to the user 1060-1 by means of the same procedure.
(6) Description will be made regarding a case wherein a
communication is performed with an interface of an ISDN line between
a user 1061-1 connected to an ISDN line converting unit 1029-1 of an
access control apparatus 1010-1, and a user 1061-2 comnected to an
ISDN line converting unit 1029-2 of an access control apparatus 1010-
2, the first user originating the call.
The user 1091—1 applies an ISDN line connection to the VAN
operator. The VAN operator specifies the access control apparatus
1010-1 connecting the user 1061-1, and decides on an ICS network
address “7722” for the ICS logic terminal. Néxt, the VAN operator
set informations in the conversion table.1013—1 of the access control

apparatus 1010-1, such as the transmitting ICS network address



I nformati on chargi ng bei ng conducted. <<Preparations to nmake for
communi cati on>> The LANs 800-1 and 800-3 are each connected to the
respective access control apparatuses 810-1 and 810-4. <<Preparations to
make for chargi ng>> The charging condition for the LANs 800-1 and 800-3
whi ch are to conduct the comunication $s registered in the conversion

tabl e 8137122",heahehsegeivgngo T8DN i mihed €06€355551228R0] sty regeivinghdCS
conversion table 813-1 based on the transmtting I CS network address, the
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| CS user address. A value "2" is set to indicate that network charging is

b -hy- 1t is .
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500- 5 "°3; Sich a3 the transmitting ICS Retwork hddress “55i2V, the receiving
ISDN number “03-5555-1111", the receiving ICS network address “77227,
requeét identification and so forth. :
The user 1061-1 sends the ISDN mumber “06-5555-2222". The
ISDN line converting unit 1029-1 cogferts the received ISDN number
into a format which can be read by-éhe processing device 1012-1, and
sends it to the processing device 1012-1. The processing device 1012-
1 received the ISDN number information from the ISDN line converting
unit 1029-1 with the ICS network address “7722” refers to the request
identification of the transmitting ICS network address “7722" of the
conversion table 1013-1, identifies it as an ISDN line connection,
and reads the receiving ICS network address “5522” from the receiving
ISDN number “06-5555-2222". The access control apparatus 1010-1
forms an ICS network frame having a network control field wherein the
receiving ICS netwo?k address is set to “5522” and the transmitting
ICS network address is set to “7722", and a network data field
described information to notify that theré is an ISDN reéeption, and
sends it into a network of the ICS 1000.
The ICS network frame sent from the access control apparatus

1010-1 is transferred through the network of the ICS 1000, and



Is to be billed. 58 <<Description of operation of chargi ng>> Regardi ng
the I1CS user frame sent fromthe termnal of the ICS network address "0012"
connected to the LAN 800-1, the charging condition fields are specified
fromthe sender I CS user address and thé receiver |ICS user address in the

| CS user frane at the processing devicé7812-1 within the access control

appar at Upedclsl thé! £itesS886nffsl 2pparat@ddoa0-2f erme accessvtntirdlt he
charging conditions in order to specify the charging systemrelating to the
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that the ‘charging systemis charge-by-quantity a he recel ving
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ICS network address “5522” to the user 1061-2, notifying the
reception. Then, the user 1061-2 sends a response signal. Upon
receiving the response signal, the ISDN line converting unit 1029-2
converts it into a format which can bé transferred through thg
network of the ICS 1000. The access control apparatus 1010-2 forms
an ICS network frame having a network control field wherein the
receiving ICS network address is set to “7722” and the transmitting
ICS network address is set to “5522”, and a network data field
described information to notify that there is a reply of the ISDN,
and sends it into a network of the ICS 1000.

The ICS network frame sent from the access control apparatus

1010-2 is transferred through the network of the ICS 1000, and
reaches the access control apparatus 1010-1. The access control
apparatus 1010-2 received the ICS network frame having a network data
field described information to notify that there is a response,
outputs a signal frgm the ISDN line converting unit 1029-1 having the
ICS network address “7722” to the user 106;—1, notifying the
response. Thus, the user 1061—1 and the user 1061-2 begin full~-
duplex communication by digital signals (vbicé, etc.) and the user
1061-1 sends the digital signals. The ISDN line converting unit 1029-

1 received the analog signal'converts into a digital information



wi thin the account server 840, the network account counter of the LAN 800-3
of the account information database 842 is increnented, according to the.
charging information within the account-information frane received fromthe
access control apparatus 810-4. (4) Exanple of conmmuni cation with an
arrangenment of network charging, recei 8 ng chargi ng and fixed chargi ng
system Desmat phich can Ibebaransferreghthiroggha thesdC8hE0G0.n t he corporation X
perfornms intra-corporation. In this case, the charging systemfor the LANs

800-1 and 800- 2The abdeedd xoteohrafipagasist EMM0-Ar fonds nai \WOSKnetwork ng, Wi th
the entire bill being borne by the LAN 800- 2, and no information charging
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address is set to “7722”, and a network data field described digital
information, and sends it into a network of the ICS 1000. The ICS.
network frame sent from the access control apparatus 1010-1 is
transferred through the network of the ICS 1000, and reaches the
access control apparatus 1010-2. The access control apparatus 1010-2
received the ICS network frame having a network data field describéd
the digital information, outputs the digital information as digiial
signals converted into a ISDN line interface from the ISDN line
converting unit 1029-2 having the ICS network address “5522" to the
user 1061-2. The digital signals sent froh the user 1061-2 are
transferred to the user 1061-1 by means of the same procedure.
(7 Déscription will be made regarding a case wherein a
communication is'performed with an interface of a CATV line between a
CATV broadcasting station i062-1 connected to a CATV line converting
unit 1028-1 of an access control apparatus 1010-1, and a user 1062-2
connected to a CATV line converting unit 1028-2 of an access-control
apparatus 1010-2. |

The CATV broadcasting station 1062-1 applies a CATV line

connection with the user 1062-2 to the VAN operator. The VAN
operator specifies the access control apparatus 1010-2 connecting the

user 1062-2, and decides on an ICS network address “5523” for the ICS



The charging condition for the LANs 800-1 and 800-2 which are to conduct
the communication is registered in the conversion table 813-1. The charging
conditions are set for registering in the conversion table 813-1 based on
the transmtting ICS network address, bhe recei ver |ICS user address, the
receiving | CS network address, and thg receiver I CS user address. A value

s S%% é 'déi“ﬂhﬁale tMt th Jg‘f Q)@R‘ﬂwﬁ détd AnPOritIGAat € 8y fixed

charglng, nd al so, a value ™ ing receiving charging is set to
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800-2. <<Description of operation of charging>> Regarding the 1CS user
frame seRequestnidentitication endtse fiorshnet drthenPyesent "aybodimenhnddeed to

the LAN 800-1, the charging condition fields are specified fromthe sender
| CS userreddesﬁnidenﬂification “7” indicates a CATV line connection. In the

same way, the VAN operator sets informations in the conversion table
1013-2 of the access control apparatus 1010-2, such as the
transmitting ICS network address “5523", the receiving ICS network
address “7723"”, request identification and so forth.

The CATV broadcasting station 1062-1 sends CATV analog
signals. The CATV line converting unit 1028-1 converts the received
CATV analog signals into a format which can be transferred throﬁgh
the ICS 1000. The access control apparatus 1010-1 forms an ICS
network frame having a network control field wherein the receiving
ICS network address is set to “5523” and the transmitting ICS network
address is set to “7723”, and a network data field described the CATV
information, and sends it into a network of the ICS 1000. The ICS
network frame sent frdm the access control apparatus 1010-1 is
transferred through the ICS 1000, and reaches the access control
apparatus 1010-2. The access control apparatus 1010-2 received the
ICS network frame having network data field described the CATV
information, outputs the CATV information from the CATV line
converting unit 1028-2 with an ICS network address “5523" to the user

1062-2 as CATV analog signals converted to a CATV line interface.



the receiver I1CS user address in the ICS user franme at the processing
device 812-1 within the access control apparatus 810-1 (Steps S800 60
and S801), and a reference is nadg to the charging conditions in order to
specify the charging systen1re|at'Rg to the network charging fromthe field
(Step S810). Since this is "0" indicating that the charging systemis fixed
char gi nThenCATViaami Jogg Blignadsicigpatesd afrdmothiengseha0§2r3 aré ormation is
performed (Step S820). The processing for billing is performed with
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is perfornmed to the LAN 800-2, since a value "2" indicating transmtting

biIIirm)ﬁfacgahrégqthe definition table for fixed charges 843. (5)
Exanpl e "of conmuni cati on with an arrangenent of information charging,

Wil be (e r oRefrRyTaH SLEL R Biod fild-otng" 8 el whUFORTa DRSO P OF
communication is performed with an interface of a satellite line
between a user 1063-1 connected tﬁ a satellite line converting unit
1027-1 of an access control apparatus 1010-1, and a user 1063-2
connected to a satellite line converting unit 1027-2 of an access
control'appafatus 1010-2. | |

The user 1063-1 and the user 1063-2 applies a satellite liﬁe
connection between the user 1063-1 and the user 1063-2 to the VAN
operator. The VAN operafor specifies the access control apparatus
1010-1 connecting the uéer 1063-1, and decides on an ICS network
address “7724” for the ICS logic terminal. In the same way, the VAN
operator specifies the access control apparatus 1010-2 comnecting the
user 1063-2, and decides on an ICS network address “5524” for the ICS
logic terminal. Next, the VAN operator sets informations to a
portion of the conversion table 1013-1 of the access control
apparatus 1010-1 corresponding to the transmitting ICS network
address “7724”, such as the receiving ICS network address “55247,
request identification and so forth. In the present embodiment, the
request identification "8” indicates the satellite line connection.
In the same way, the VAN operator sets informations in the conversion
table 1013-2 of the access control apparatus 1010-2, such as the

transmitting ICS network address “5524", the receiving ICS network



corporation X and the corporation Y performthe comrunication. In this
case, the charging systemfor the LANs 800-1 and 800-3 is the information
charging, with no network charging being conducted. The entire bill is
borne by the LAN 800-1. <<Preparations9to nmake for communication>> The LANs
800-1 and LAN 800-3 are each connected”o the respective access control
appar at wldres8s0t17247d 8eQuest <dentpbicationsand smifortbs chargi ng>> For the
charging conditions for the network charging conditions, a value "0"

i ndi cati ng non-Thangergl063<skisendst setelliter sigmalsabl Fhélshtelldind $imee
charging itself is not perforned, there is no setting of the charging unit

price. Asofivepeing unit 16027-1 rekelifed NHhtetifackhsdtdINfieensigeils bF €he'd
condition is to be conducted by charge-by-quantity charging and
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format which can be transferred through the ICS 1000. The access
control apparatus 1010-1 forms an ICS network frame having a network
control field wherein the receiving ICS network address is set to
“5524” and the originating .ICS network address is set to “7724”, and
a network'data field describing satellite signal information.iand |
sends this into the ICS 1000 netﬁork. .The ICS network frame sent
from the access control apﬁaratus 1010-1 is transferred through the
ICS network 1000, and reaches the access control -apparatus 1010-2.
The access control apparatus 1010-2 received the ICS network frame
having a network data field described the satellite information,
outputs satellite signal information froﬁ the satellite line
converting unit 1027-2 with an ICS network address “5524" to the user
1063-2 as satellite signals converted to a satellite line interface.
The satellite line interface satellite signals outputted from the
user 1063-2 are also transferred to the user 1063-1. with the,éame |
procedures. |
9) Description“Qill be made regarding a case wherein a
communication is performed with an IPX interface between a terminal
having an IPX address “9901” of a user 1064-1 and a terminal having
an IPX address “8801” of a user 1064-2.

The users 1064-1 and 1064-2 apply an IPX connection between a



<<Descri ption of operation of chargi ng>> Regarding the ICS user frane sent
fromthe termnal of the ICS network address "0012" connected to the LAN
800-1, the charging condition fields are specified fromthe sender |ICS user
address and the receiver ICS user add®2ss in the ICS user frane at the
processing device 812-1 within the access control apparatus 810-1 (Steps
S800 anctes@inal lanvding aaf EPX raddressnt@801 0 ofhehe heseyi 1064ehdarid @a1s in order
to specify the charging systemrelating to the network comruni cation from

the fielebrm$haD BBy anl MBR dddresss«d6017 B¢ ¢Ré I brN2064L2r € Gl TARCL ,
network charging is not performed (Step S820). Next, a reference is nade to
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val ue of "2". Next, based on t he obtalned i nformation, the charging

i nf or natQReTater spegifies theraggessecertrol apparatus 1010-2 connec 1ng the

user 1064-2 and the IPX converting unit 1026-2 with an ICS network
address “5525”. Next, the VAN operator sets informations to a
portion of the conversion table 1013-1 of tﬁe access control
apparatus 1010-1 corresponding to the transmitting ICS network
address “7725”, such as the sender IPX address “9901”, the receiver
IPX address “8801”, the receiving ICS network address “5525"”, request
identification and so forth. In the present embodiment, the request
identification “8” indicates an IPX comnection. In the same way, the
VAN operator sets informations to a portion of the convérsion table
1013-2 of the access control apparatus 1010-2 corresponding to the
transmitting ICS network address “5525”, such as the sender IPX
address “8801”, the receiver IPX address “9901”, the receiving ICS
network address “7725”, request identification and so forth.

The terminal having an IPX address “9901” of the user 1064-1
sends an IPX frame with the sender IPX address set to “9901” and the
receiver IPX address set to “8801”. The IPX converting unit 1026-1
of the access control device receives the IPX ffame, and reads the
sender IPX address “9901” énd the receiver IPX address “8801”, and

then reads the receiving network address “5525” of the receiver IPX



formed (e.g., charging unit price "2" is formed as two units of the
charging information), and that the charging information is transferred to
t he account server 840 in the form of an account 62 information frane
F51. The account processing device 84Ig4thin the account server 840 which
received the charging information specifies the information storage field

of- the agiirest S80I MR ¢he (Sdriens ePRAZIIARed “9901 N ff RABSErandmiI thhg
net wor k address, the sender |ICS user address, the receiving |ICS network
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frame F51, e network account counter is incremented according to the
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perfprh1§é¥atgngggéé4ng% r%ﬁéqggceiving ICS.network.address is set to “7725”,
“apg;a network data field described IPX frame information, and sends
it ;nto a network of the ICS 1000.
The ICS network frame sent.from the access contrql appératus
1010-1 is transferred through the ﬁetwork of the ICS-IOOD, and
reaches the access control apparatus 1010-2. The access control
apparétus 1010-2 received the ICS network frame having a network data
field described the ICS network frame information, outputs IPX frame
information from the IPX converting unit 1026-2 with an ICS network
address “5525” to the user 1064-2, in the form of IPX frame converted
into IPX interface. The terminal having the IPX address “8801" of
the user 1064-2 receives the IPX frame. On the othér hand, the IPX
frame set in the sender IPX address “8801” and the receiver IPX
address “9901” sent from the terminal having the IPX address “8801”

of the user 1064-2 is also transferred to the user 1064-1 with the

same procedures.

Embodiment-11 (transfer by X.25, FR, ATM, satellite communication,
and containment of telephone line, ISDN line, CATV line, satellite
line):

In the above Embodiment-10, the X.25/ICS network frame



comuni cation. In this case, the charging systemfor the LANs 800-1 and
800-3 is the charge-by-quantity charging systemfor the information
chargi ng, and no network chargi ng being conducted. The entire bill is borne
by the LAN 800-3 which is a receiver. <<Preparations to nmake for

communi cati on>> The LANs 800-1 and 80@;3 are each connected to the
respective access control apparatuses 810-1 and 810-4. <<Preparations to

make forconRareing unitar 1086-C faagnomcpnmt/msstxé@forkefm& convegi
conditions, a value "0" indicating non-charging is set in the conversion
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setting of the charging unit price. I's set to e |n$orn3§|on
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network 1040, FR network 1041, ATM network 1042 and satellite
communication network 1043. Conversely, as shown in FIGs.56 and 57,
with the Embodiment-11, the X.25/ICS network frame converting units
1131-1 and 1131-2, FR/ICS network frame converting units 1132-1 and
1132-2, ATM/ICS netwérk frame converting units 1133-1 and 1133-2, |

satellite/ICS network frame converting units 1134-1 and 1134-2 are
each located within the access control apparatuses 1110-1 and 1110-2.
That is, while with Embodiment-10, the received ICS network frames
are converted and reverse-converted info formats which can be
transferred on the side of each of the relay networks (X.25 network
1040, FR network 1041, ATM network 1042, satellite communication
network 1043), the conversion being performed by the relay nétworks,
with the Embodiment-11, conversion and reverse conversion into
formats which can be transferred in each 6f'the reiay networks is

performed on the side of the access control apparatuses.

Embodiment-12 (Containment of access control apparatuses within relay
networks) :

In the above Embbdiment—lﬂ, the X.25/ICS network coﬁverting
units 1031-1 and 1031-2, FR/ICS network converting units 1032—1 and

1032-2, ATM/ICS network converting units 1033-1 and 1033-2, satellite



unit price. <<Description of operation of chargi ng>> Regarding the ICS user
frame sent fromthe termnal of the ICS network address "0012" connected to
the LAN 800-1, the charging condition fields are specified fromthe sender

| CS user address and the receiver |ICS user address and in the |ICS user
frame at the processing device 812-1 wst-hin the access control apparatus
810-1 (Steps S800 and S801), and a reference is made to the charging

condi ti oftmnivihiea€edn b tiReR) 10S HttwobR! Eoivereifig cin i@l a0B491 tand NO3882WOr K
comruni cation fromthe field (Step S810). Since this is "0" indicating
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reference is made to the charging -conditions of the in argi ng
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whi ch indicates the wejighting of the charging-by-quantitx charging is
r ef er r ed?@% PedRgcProvidesi within the 25 Aetyork, (BR gietwork, \AIY network

and satellite communication network. Conversely, as shown in FIGs.58
and 59, with the Embodiment-12, the access control.apparatuses 1120~
1, 1120-2, 1121-1, 1121-2, 1122-1, 1122-2, 1123-1 énd 1123—2_are each
located within the relay networks, i.e., within the X.25 network 1240-
1, FR network 1241-1, ATM network 1242-1 and satellite communication
network 1243-1. That is, while with the Embodiment-10, a conversion
from the ICS user frames to the ICS network frames and a reverse
conversion thereof based on.the administration by the conversion
table was performed within the access control apparatuses set outside
of each relay network, in the present example, a conversion from the
ICS user frames to the ICS network frames (ICS encapsulation) and a
reverse conversion thereof (ICS reverse encapsulation) based on the
administration by the conversion table is performed within each of
the aforementioned networks,.i.e., within the X.25 network 1040,
within the FR network 1041, within the ATM network 1042 and within

the satellite communication network 1043.

Embodiment-13 (Connection of relay network to relay apparatus):
In the above Embodiment-10, the X.25 network 1040, FR network

1041, ATM network 1042 and satellite communication network 1043 are



based on the obtained information, the charging information for each ICS
user franme is forned (e.g., charging unit price "2" is forned as two units
of the charging information), and that the charging information is
transferred to the account server 840 in the form of 64 an account

i nformati on frame F51. The account prqgcessing device 841 within the account
server 840 which received the chargingninfornatlon specifies the

i nf or rateagh somnexged  itel thefaddessacomtral apparataisesn10if-sbeame 3020b2sed on
the transmtting ICS network address, the sender |ICS user address, the
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account information frame F51, and the network account counter is
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i nformation frane . Exanpl e of conmunication with an arrangement
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ina the FR network 2021-1 is connected to the access control apparatus
2011 and the relay apparatus 2031, the ATM network 2022-2 is
connected to the access control apparatus 2012 and the relay |
apparatus 2032, and the satellite éommunicatidns network 2023-1 is
connected to the access control appafatus 2013 and the relay
apparatus 2033, and further, the X.25 network 2020-1 is connected to
the relay apparatuses 2030, 2034 and 2035, the FR network 2021-2 is
'bonnected to the relay apparatuses 2031 and 2035, the ATM network
2022-2 is connected to the relay apparatuses 2031, 2032 and 2036, and
the satellite communications network 2023-2 is connected to the relay
apparatus 2033, 2036 and 2037. That is, in the present embodiment,
the access control apparatuses are.arranged such that the X.25
network 2020-1 and 2020-2, the FR network 2021-1 and 2021-2, fhe ATM

network 2022-1 and 2022-2, and the satellite communication network

2023-1 and 2023-2 are each connected to relay apparatuses.

Embodiment-14 (Case where the access control apparatus is provided
outside of fhe 1CS):

FIG.61 shows a 14th émbodiment‘according to the present
invention, with the access control apparatus 1210-1 being provided

outside of the ICS 1200, i.e., within the LAN-1200 of the corporation



conversion table beforehand: Description will be nmade regarding a case
wherein the corporation X and the corporation Y performa conmuni cati on.
The charging conditions for a conmuni cati on between the LANs 800-1 and
800-3 are the sanme as descri bed above, but there is a difference in this
case in that values for stipulating tbg charging conditions are not
registered in the conversion table 813-1 of the access control apparatus

810-1 coxne@icedrétng e LAY 8C9-addresEr abmirAisteAtid® gerverf 1250-1 and the
communi cati on>> The LANs 800-1 and 800-4 are each connected to the
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make for charging>> In this case, there are no-charging conditions
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800- 1. T}ﬁiegrating administration server 1240 is located inside of the ICS

1200, The access control apparatus integrating administration server
1240 has functions of communicating and exchanging information with
the access control apparatus 1210-1, the ICS network administration
server 1250-1 and the ICS network server 1260-1, using the ICS
network communication function. At a time that the VAN operator
enters into contract with the corporéxion X, and connects the user
commmnication line to the ICS 1200, the functions of the access
control apparatus integrating administration server 1240 are used to
write data in the conversion table within the access control.
apparatus 1210-1. Also, the ICS address administration server 1250-1
and the ICS network server 1260-1 can each use respective ICS network
server communication function to communicates with the. ICS address
administration server 1250-2 and the ICS network server 1260-2 within
the ICS 1200. Since the present invention is configured thus, a user
terminal within the LAN 1200 can perform the intra-corporation
communication and the inter-corporation communication, as described
with the above.Embodiment—l. Also, it is clearly understood that the
intra-corporation communication and the inter-corporation
communication can be conducted with the user terminal as described
above, even in the event that the ICS address administration server

1250-1 and the ICS network server 1260-1 are located within the ICS



receiving charging conditions for the LAN 800-4 are set in the conversion
table in the access control apparatus 810-2 containing the LAN 800-4. A
val ue "0" indicating non-charging is set to the charging conditions in the
i nformati on charging condition of the conversion table 813-1. Since the
charging itself is not perforned, thergéis no setting of the charging unit
price. Avalue "3" is set to the infoP tion charging conditions to

i ndi cat etggoat the information charging is to be conducted by the
charge-by-quantity charging and the transmtting charging. Al so, a value
"1" is set for the charging unit price. <<Description of operation of
chargi ng>> Regarding the I1CS user franme sent fromthe termnal of the ICS

Char gf ngaiseagnt OFY (SpRB8 EFAR ahl, a0 O BRSAART | S"Lser acor oss,
and the receiyer |GCS yser address in the |CS user frame fromthe conversion
tabl e 8I§&%Q§ F@Fﬁ?bce35|ng device 812-1 within the access control
o o ve Ao SocRal i Shasbie il B 60 1
made W tz;]ccteg% ggrclfr?osl %%?)ggg’lcuge%p%ro%gi 8&003:0{1-2, 8010-3 and 8010-4, relay
apparatus 8020-1, ICS address administration server 8025-1 and ICS
network server 8027-1, these apparatuses being connected by ICS
network communication lines 8030-1, 8030-2, 8030-3, 8030-4, 8030-5
and 8030-6 which transfer ICS network frame. The line unit 8011-1,
processing device 8012-1 and conversion table 8013-1 are all provided
within the access control apparatus 8010-1. Connected to the
plurality of ICS logic terminals in the line unit 8011-1 are ICS
logic communication lines 8051-1, 8051-2, 8051-3 and 8051—4, these
eacﬁ being provided with ICS network addresses “7721”, “7723”, “7724”
and “7725”. Speed classes are given to the ICS communication lines
within the ICS 8000-1, indicating the speed of tramsferring the ICS
network frames. For example, the speed class of the ICS
communication lines 8030-1, 8030-2 and 8030-6 are all “4”, the speed
class of the ICS commuication lines 8030~3 and 8030-5 are each “3”,
and the speed class of the ICS communication line 8030-4 is “2”. An
example of the conversion table 893-1 is shown in FI1G.65. The speed
" class is determined by a standard with in the same as the speed class

registered within the conversion table 8013-1. An ICS network

address “7811” is provided to the ICS address administration server



containing the receiver user, based on the receiver ICS user address of the
receiver user (Step S802). The access control apparatus 810-4 refers to the
chargi ng conditions of the receiver user with the conversion table in the
access control apparatus 810-4, and replies of the charging conditions to

t he access control apparatus 810- 1. . The chargi ng conditions which the
access control apparatus 810-1 has obtadined fromthe access control

appar at Ugndsl G- 4 agfiCan SIS hekRArk %dﬁr%ggg@f@z"ly’ %9“;5?6&1&'21 ©8PkKe 8ES 1 (Step

S803) . Su sequently, a reference Is ma he processing device 812-1 to

ﬁgfaﬂ‘ﬁg?é%"%s%z %@ﬁﬁ%‘%ﬂéﬁaﬁuﬁ%ﬁr e v&%%ﬁ&fﬁ Ec&%s%ﬁ%?{i thabes nce
ber f or mEBCReS 0 08850) PBRETuS SUHBlcRYotrs HanBstuoin SmRAFAE Bondi i ons
of the information chargk%% conditions, in order to specify the conditions

of char glires 8054sYy and Af or mat i on

The user 8400-1 which is an ICS communication terminal has an

ICS user address "2500", is comnected to the line unit 8011-1 via the
ICS logic communication line 8051-1; the user 8400-2 which is an ICS
communication terminal bas an ICS user address *2510", is connected
to the line unit 8010-2 §ia the ICS logic communication line 8052-1;
the user 8400-3 which is an ICS communication terminal has an ICS
usef address ”3600”, and the user 8400-4 which is an ICS
communication terminal has an ICS user address ”3610”, these being
connected to the line unit 8010-3 via the gateway 8041-1 and the ICS
logic commﬁnication line 80531, respectively. |
The method for registering the ICS network address and the
ICS user address with the'éonversion table 8013-1 is the same as with
the aforementioned Embodiments-1 and -2, with the points differing
therewith being as follows: the speed registered in the conversion
table 113-1 in the Embodiment-1 is deleted, and instead, a speed
class and degree of priority are registered; and the speed class and
degree of priority.are stored in the address administrating server
8025-1 along with the corresponding the ICS user address, as part of
" the address-related informafion. |
The speed class is a system where the communication speed is

represented with numeric values or the like, instead of with units of

99



charging. In this case, a value "1" is set which indicates charging-
by-quantity which is to be borne by the transmtter, so the charging-
by-quantity charging is performed. Also, the charging unit price which

i ndi cates the weighting of the charging-by-quantity charging is referred
to, which in this case is set at a Vﬁh&f of "1", and thus the weighting of
this charging is known. Next, based he obtained i nformation, the

char gi ngspeddr MRbiosxdmiles athe | éSmmund bat i onespeedf of G4 Kbpsgis Chaysgilng unit
price "1" is forned as one unit of the charging information), and that the
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of an account 1 nfornatio rame F51. e account processing device 841
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shows an example of correlation between the communication speed and
the speed class, but there is no need to make the speed class system
a 7-class'system from “1” to “7”. This may be, for example, finely
divided into a 20-class system, in accordance with progress in
technology. Also, there ié not need for the communication speed to
accurately match the physical communication speed of the ICS network
lines within the ICS 8000-1, rather, the system may be made to
correépond with 25% of the physical communication speed, giving some
leeway with the communication speed. The degree of priority is
represented in numeric values, on an 8-tiered system, for example,
representing the order of priority compared within a single speed
class for when sending the ICS network frames from the access control
apparatus or the relay apparatus to the ICS network communication
line. The greater numeric value representing the degree of priority,
the higher the priority. For example, in the event that the relay
apparatus receives two ICS network frames F510 and F511 at almost the
same time, and the speed class of the twq frames is the same value
“3”, the degree of priority of the ICS network frame F510 is “3”, and |
the degree of priority of the ICS network frame F511 is “5”,.the
system sends the ICS network frame F511 with higher priority first.

In the present Embodiment-15, e.g., the ICS network



account counter is increnmented according to the account information within
the account information frame F51. Enbodinent-9 (I1CS frane dat abase
server): FIGs.41 and 42 show an exanple of an I CS 900 which includes ICS
frame dat abase servers 950 and 960 which are a type of ICS network servers.
The 1 CS frame dat abase servers 950 angg960 store data based on requested
timng fromthe side of the termnals (hereafter referred to as "I CS-using

term nal commimieatioe 1ines98030-8 and BESE-4 NireSohCthdl HameaBOmbdidatliBR dat a
to the requester. The ICS frane dat abase servers 950 and 960 are
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shown in . 43 and 44. The processing deyices.951 and,961 receive ICS
user fraWed ™ 8Pt it |'é§. §§PﬁggQWﬁ§Fg‘?n ﬁ\g’lagpe?‘o T &Eﬁgﬁehﬁﬁuest s of

| CS frame dat abase_servers explicitly indicated by the I CS-using term nals,
per f or m 8PRATAGES 8PRTuteyasd the access seentrod @BDakAtuse 8010-4. = The

communication line may be headed toward the relay apparatus from the
access control apparatus, or may be headed from one relay apparatus
toward another relay apparatus comnected with the ICS network
communication line. A plurality of ICS network communication lines
of the same speed class may be set within the same channel, and in
this case, the same speed class may be in the same ICS network
communication line.
<<(Operation>>

This operation will now be described with reference to the
flowcharts in FIGs.67 and 68.° .

The user 8400-1 sends the ICS user frame F500 with the sender
ICS user address “2500” and the receiver ICS user address “3600” to
the ICS logic communication line 8051-1. The proéessing device 8012-
1 of the access control apparatus 8010-1 receives the ICS.user frame
F500 from the ICS logic terminal with the ICS network address “7721”
of the line unit 8011-1, and at the same timé, obtains the ICS
network address “7721” (Step S2001), and checks whether the ICS
network address “7721” has the request identification thereof '
registered in the conversion table 8013-1 as “3" (virtual dedicétéd

line connection) or not (Step S2002). In this case, the registration



storage information adm nistration tables 952 and 962, and perform storage
I nstruction of information to the BOXs 953 and 963. The storage information
adm ni stration tables 952 and 962, upon receiving the instruction fromthe
processi ng devices 951 and 961, store itens regardi ng which adm nistration
I s necessary for each separate |ICS- 14@% using termnal, such as the index
nunber of stored information. The BOXs 3 and 963, upon receiving the

| NSt T UCTHAN o OBbeR P B8SSh N, 4RV hERE, Sthle FadedPdr ITEORBLWONR HdRALESS! ON

nunber of stored information ?%r each separate | CS-using tern1n§P, user
tems T or 0 e i tha Mg Uk ebbho Fo0, 13 6bBRE n adorpafeg; ' oY
Ceqt st er Uh B0 R SRR RERRS o bbn (e SO0H: Srschedks iWtbes
"oo12", ttélfhsrg %&éﬁé“%dhggsg55§600“ has the request identification thereof

registered in the conversion table as “2” (inter-corporation .
communication) or not (Step S2005). In this case, the registration
has been made, so next, the receiving ICS network address “5§522" is
obtained from the conversion table 8013-1 as preparation to perform
the ICS encapsulation, and accounting-related information, namely
“speed class “3” and “degree of priority “3”, is obtained from the
conversion table 8013-1 tStep S2006) . Next, the ICS encapsulation is
performed by generating an ICS netwdrk_frame F510 written therein
with “speed class “3” and degree of priority “3” (Step S2020), which
is sent to the ICS network communication line 8030-1 (Step S2021).
Although the above explanation has been made with regard to
the inter-corporation communication wherein the request |
identification of the ICS network frame is set at “2” (inter-
corporation communication), in the event that the request
identification thereof is “3” (virtual dedicated line connection),
the receiving ICS network address, speed class, degree of priority
and the like are obtained from the conversion table 8013-1, and
further, information relating to account is obtained (Step S2003).
In the event that the request identification thereof is “1” (intra-
corporation communication), the receiving ICS network address, speed

class, degree of priority and the like are obtained from the



in the storage information administration table 952 and the BOX 953

bef orehand, so that the storage of information. can be perfornmed for a
terminal having the | CS user address "0012", being connected to the LAN
900-1 of the corporation X. Also, in the same way, the operator of the.
VAN-3 registers the information (in.theipsesent enbodi nent, |1CS user
address "0034", etc.) regarding the user in the storage information

admi ni st caversioabtabR6 B0a6d1 | hendB®¥reher pefinfoehatibn yelatahgt te aticonage of
infornation can be perforned for a termnal having the ICS user address

"0034", beidraiasdecsesp S2000e. LAN 166- dvalit thatCohd Yerfueg® X The

ICS-u5|ng user sends an |ICS user frame F60 as shown |n G 45 to the ICS

900. Th'? dé f‘:l%ﬁh6 offerep? is M"OV(bEl roﬂet “He ﬁofﬂ‘e user

control fiel ereo a usage request nt| |er [ nt| I er which
X0 i) SR ok e AR Bl e By ok |
identifi?%oﬂwgﬂéhconvgggion table 8013-1, and further, information relating

to account is obtained (Step S2013), following which this is sent to

the ICS network server 8027-1 after encapéulation.

The ICS network frame F510 formed thué reaches the relay
apparatus 8020-1 via the ICS network communication line 8030-1. Let
us say that now, another ICS network frame F511 reaches the relay
apparatus 8020-1 via the ICS network communication line 8030-2, at
almost the same time. This ICS network frame F511 has been sent from
the user 8400-2 as an ICS user frame F501, has arrived at the access
control apparatus 8010-2 via the ICS logic communications line 8052-
1, been ICS encapsulated at that point to become the ICS network
frame F511 there, and reached the relay apparatus 8020-1 by being
sent via the ICS network communication line 8030-2. Upon feceiving
the ICS network frame F510 and the ICS network frame F511 (Step
S2030), the relay apparatus 8020—1, under the administration of the
processing device 8021-1, first checks the relay table 8022-1 to
decide which network communication line to use for the ICS network
frames F510 and F511, i.e., finds coﬁmunicafion channels (Step
$2031), and separates these by channel (Step S2032). With the
present Embodiment-15, both of the two ICS network frames F510 and

F511 have a transmission destination of the communication channel



explicitly indicates operation of information stored in the ICS frane

dat abase server). Incidentally, although the description of the present
enbodi ment i nvolves the user attaching the usage request identifier and the
informati on operating identifier to the user control field of the ICS user
frame F60, thus achieving the usage rﬁ%ﬂpst of the ICS frane dat abase
server by the user, but the usage request identifier and the information

oper at i ofrometlie redaynappdratast 802@d tte the dcdiirodeappatatus 8010-3 nsndad.
<<Exanpl es of conmuni cati on>> (1) Conmuni cati on exanpl e-1 (Operation of

the | CS th@NECTHedNBPR SRl cAPién A isR_JERIE) el 1EHETITS nubwerk | S
connected to the LAN 900-1 of the corporation X and has an |ICS user address
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speed class (Step S2041). Hereafter, the procedures are performed
separately for each separated speed class.

In the case of the'piesent Embodiment-15 , the speed class of
the two ICS network frames F510 and F511 are both “3”. Next, with
the ICS frames of the same speed claés, the.degree of priority
described in the control portion of the two ICS network frames is
read for each, and the ICS frame with the higher priority is sent
first (Step S2042). If the degree of priority is the same, either
may be sent first. As a result of the above process, the relay
apparatus 8020-1 sends the ICS network frame F511 first over the ICS
network communication line 8030-3, and subsequently sends the ICS
network frame F510 over the ICS network communication line 8030-3.

Incidentally, in the above procedures, in the event that the
only ICS network communication lines available are of a communication
speed slower than the speed claés described in the control field of
the ICS network frame F510, information regarding slower service due
to slower speeds, i.e., the sender ICS user address and the receiver
ICS user address to be described in the relevant ICS network frame,
the time to communications service (year, month, day, hour, minute,

second), etc., are described in the relay operating file 8023-1. The



frame F60 being provided at the user control field wth a usage request
identifier (transmtting storage user admnistration nunber: a code which
t he user using the ICS provides optionally, used as a search index nunber
in the event that the ICS user operates the stored information) and an
information operating identifier (trdfSfer schedule tine, information
storage, information transfer, information 70 elimnation, information
conpl et imscorded. gontEntsaof etive awlayobperpEngt 516 BD28-1care et iiflied €&t ep
S900) refers to the usage request identifier of the ICS user frane F60 at

t he procqfes userigytsrdifg2td FhRiBtE96E)thearI¢Si 800 .event that the nunber
of the user request identifier set by the transmtter termnal exists, the

| CS user frame EBQyidiyl A5 idibvOptSediir@se ot thell o K0S o twbER

processi ng device 951 ceived the | user frame F60 refers to the usage
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priority leads time-wise, and reaches the access control apparatus
8010-3, having been transferred through the.ICS network communication
line 8030-3. The ICS network frame F511 is subjected to the ICS
reverse-encapsulation, becomes the ICS network frame F501, and
reaches the user 8400~-4 with the ICS user addreés “3610” via the ICS
logic communication path 8053-1. The ICS network frame F510 is
subjected to the ICS reverse-encapsulation, becomes the ICS network
frame F500, and reaches the user 8400-3 with the ICS user address
“3600” via the ICS logic communication path 8053-1.

Next, options will be described regarding how to user the
degree of priority. In the event that the speed class and the degree
of priority recorded in the conversion table 8013-1 are to be copied
to the ICS network frame at the point of the ICS encapsulation, the
processing device 8012-1 checks the length written in the ICS user
frame control field which is to be processed, and only in the event
that the ICS usef frame is equal to or shorter than the predetermined
value (e.g., 256 bytes) for example, a value with value representing
the degree of priority incremented by “1” is copied to the ICS
network frame. Thus, in the limited case of short ICS user fgames,

the ICS user frames can be transferred within the ICS 8000-1 with

priority. This, the ICS 8000-1 operator is able to easily realizes



operating identifier. In the event that information storage is indicated,
t he processing device 951 receives the usage request identifier
(transmtting storage user admi nistration nunber) and the information
operating identifier (information storage) of the ICS user frame F60 sent
fromthe transmtter termnal, thel@by storing the receiver |CS user
address and the usage request identifier in the storage information

admi ni steexviece whernedngthe cpriardpgyndf rshart 108 wsenidirames is araisedsess of
the frame, and then stores the I1CS-user data franme in the BOX 953 (Step

S911). Gi.ece the communfcation cereisé arith iraisedtcommumitheion ahargeser in
the formof being divided into a plurality of I1CS user frames, this

operat i @y ifer Pelid AiseRd, Uthé Istdie TeStuddrafRanibs tfikreaSeyStlie Iutery bp be
stored is indicated, by neans of the information operation identiftier
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separately for each access control apparatus, for example.

A method may be employed wherein only the speed class is
implemented, and the above method is executed without the degree of
priority, i.e., with all ICS user frames at the same degree of
priority. With other embodiments, the éonversion table 8013-1 does
not include the sender ICS user address (intra—-corporation and inter-
.corporation). In these cases as well, there is no change., since the

flowchart shown in FIG.67 does not refer to the sender ICS user

address, anyway.

Embodiment-16 (Assignment of electronic signature to ICS user frame):
An embodiment will now be described wherein ICS user frames

are electronically signed, and wherein there is proof that an ICS

user frame has passed through an access control apparatus. Also, the

embodiment will now be described wherein the ICS user frames are

encrypted upon request. First, description will be made regarding

the electronic signature technology used in the present embodiment.

In order for an electronic signature to be used, there is a signer to

form the electronic signature and a verifier to verify the electronic

signature. The signer simultaneously forms a pair of keys, signature .

key KSa and verification key KPa. The signer keeps the signature key



71 (Step S913), the processing device 951 receives the usage request
identifier (transmtting storage user adm nistration nunber) and the

i nformati on operating identifier (transfer schedule tinme) of the ICS user
frame F60 sent fromthe transmtter ¥®tminal, thereby storing the specified
time in the storage information adm nistration table 952 (Step S914), and
the processing device 951 also transfers the information stored in the BOX
953 to Sa undisclosetder andaliseloseprihe derdf icareibn key, KRy aneamayobr
constantly nonitoring the transfer schedul tine (Step S915). In the event
that thenother mtThensigaasi@” uses nthe Seedet! Sigatareskey KSiehetd Byl

recei ves t'he usage request identifier (transmtting storage user

adm ni styhat sfgnéwn‘%er loA@dkd ff%rinnéﬁré‘ﬁdt@ﬁn@é%%ﬂdﬂréd;@mﬁﬁi‘cﬁr (transfer
request) of the ICS user franme F60 sent fromthe transmtter termnal,

he roudrpanagst loif aat S id he) Sighdtifte kof e TP 1Y tEmikE e [0,

elim natf' 32 is indicated, 't processi ng device 951 receives the usage
request PaaRFing SXPIRFSIN (i or nat i on operating identifier (infornation

o =SIGN (KSa, h (m)) = <= (1)

.Now, “SIGN” is a signature function representing the function of the
signature, with the function y = h (m) being a hash function for
electronic signing having a function for compressiné the data m into
sﬁort data. The verifier “b” uses the disclosed verification key KPa
and verifies the authenticity of the electrbnic signature o,
according to the following:
v =TEST (o, KPa, h (m)) - (2)
Then in the event that v = 1, this indicates that the electronic
signature o and the data m are both correct, that the electronic
signature ¢ and the data m have not been re-written following
generation of the electronic signature o, and that -there are been no
' unauthorized tampering. In the event that v = 0, this indicates
that the either one or both of the electronic signature ¢ and the
data m are not correct. The verification key KPa is widely disclosed
by a public key information service forms which performs services
such as operational reports and information of pﬁblic keys, or by
general advertisements. The art for forms the signature function
SIGN which makes calculation of the signature key KSa prac‘_cically

impossible even with disclosure of the verification key KPa, is of



elimnation) of the ICS user franme F60 sent fromthe transmtter term nal
thus elimnating the infornmation stored in the storage information

adm nistration table 952 and the BOX 953 (Step S917). (2) Communi cat i on
exanple-2 (Operation of the ICS fra 0 at abase server on the receiving
side): Atermnal which is connected t0 the LAN 900-2 of the corporation X
and has an | CS user address "0034" receives a 72 conmmuni cation froma

t er m nal publtd Krowledgected to the LAN 900-1 of the corporation X and has
an | CS user address "0012", using the user BOX. A flowchart is shown in

FI G 47, descri biNggtt, heh®R¥orledabet FEF %’gszlgﬁ'i' tarpRIBttFeRid %righa@hréems an
| CS user frame F60 for using the receiver side ICS frane dat abase server

oo Hg] 15 e ehend F1ioBe BeSHRIB) PROCULALCSE tl HlEctEghic

adninistggéﬁgthe are the following: a “time/location parameter P1”
representing conditions relating to the time or place of providing
the electronic signature, i.e., the year/month/day/hour/minute/second
of electronic signing, the operator of the access control apparatus,
or the identification code of tﬁe access control apparatus, and the
“signature.function parametef P2” representing the signature function
SIGN, the type of the hash function h (m), or the length of the
signature key. In a numerical expression, this is expressed in the
following expression (2):

o - SIGN (Sa, b ) - (3)
wherein m = UF || P1 | P2.

Now, UF represents the ICS user frame before the ICS encapsulation,
or the ICS user frame restored to the original form after the ICS
reverse—-encapsulation. The user on the receiving side feceives the
ICS user frame UF, the time/location parameter P1, the‘signature
function parameter P2, and electronic signature o to the ICS user
frame on the receiving side as UF || P1 || P2 | o . This is
illustrated in FIG.69. Further, there is a method wherein the area
for writing the parameters P1 and P2, and the electronic signature o
within the ICS user frame UF is left blank, as shown in FI1G.70. In
this case, the electronic signature ¢ is generated such as can be

represented as follows, with the open area in the ICS user frame UF



nunber: a.code which the user using the ICS provides optionally, used as an
I ndex nunber in the event that the I CS user operates the stored

i nformation) and the information operating identifier. The |ICS user framne
F60 is sent through the I1CS 900 to thfogccess control apparatus 910-5
containing the receiver termnal (Step S920). The processing device 912-5
refers to the usage request identifier of the ICS user frame F60 (Step
S921), amdpréseérntmdnbybtPatd”:t he usage request identifier set by the
transmitter termnal exists, transfers the ICS user frame F60 to the
processi ng device 961. The processing device 961 received the |ICS user
frame F60 checks up the information operating identifier (information

storage, information tra-nsiegIGNi@f(%_{r’rq{igl el i m natl i nformation
conpletion, etc.) of the ICS user rhne(F26 (Step 89383, in a case of the

nformty on Stora0c, SRR VS fSPICH, grent (e 1 he Storaoe
o ey MY s enBUdhE e Torebiuld U ot fon ot ores the ICS
v = TEBST (o, KPa, h (m)) < (5)
wherein m = Data || P1 || P2.
Further, in the event of the ICS user frame UF is 2048 bytes

in length, for example, and the length of UF || P1 || P2 | o is 2448
bytes (2048 bytes + 400 bytes),'there arises the necessity to re-
write the field representing the frame length within the control
field of the ICS user frame UF (e.g., the total-length field shown in
FIG.3) from 2048 bytes to 2448 bytes. Thus, the re-written ICS user
frame is represented as UF' . In the event that such an embodiment is
employed, the electronic signature ¢ is represented as follows:

o = SIGN (KSa, h (m)) weeose (B)

wherein m = UF || P1 |l P2.
Verification of thé signature is performed as follows:

v = TEST (o, KPa, h (m)) """ (7

wherein m = UF' || P1 |i P2.

In the present Embodiment-16, UF, Pl and P2 may be re-

organized regarding the order thereof, so as to calculate, e.g.. the
electronic signature ¢ = SIGN (KSa, h (m)) as m = P1 || P2 || UF,

and set P1 || P2 || UF || o within the ICS user frame of the

receiving side. In the present embodiment, the encrypting function



73 1 CS user frame to be stored is sent fromthe transmtter in the form of
being divided into a plurality of ICS user franes, so in the present
enbodi ment, this operation is perforned until the last frane of the ICS
user frames to be stored is indicated, . by neans of the information
operating identifier (information co etion) indicated in the I CS user
frame F60 (Steo S932). The processing device 962 notifies to the term nal

of the regeiafilesbiitbd tdieye =1 BNC N{ION,M&Yi, 0An@ OeHee Baefyp Oirlgh Cunee o ifsy
terminal-in the ICS frane database server 960 by attaching the receiving
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beforehand with the receiver termnal ep e recelver term nal
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term nal (Step S936) and then the receiver ternnal receives the

i nf or mat EREFYRtdOn key. angKP Eepresents andequyptipankeyat Abgsarsehfer 960.

electronic signature is also called digital signature, and is
described in, e.g.,.“New Direction in Cryptography” (paper by W.
Diffie and M. E. Hellman, IEEE IT. Vol. IT-22 Nb. 6, pp.644-654,
1976), and- “Encryption and information Security” (Shigeo Tsujii,
1990, Shokodo, pp.127-138).
<<Configuration>>

As shown in FIG.71, the ICS 9000-1 includes access control
apparatuses 9010-1, 9010-2 and 9010-3, and relay apparatus 9120-1,
these apparatuses being connected by ICS network communication lines
9030-1, 9030-2 and 9030-3 which transfer ICS network frames. The
line unit 9011-1, the processing device 9012-1, the conversion table
9013-1 and the electronic signature unit 9017-1 are all provided
within the access control apparatus 9010-1. Provided within the
electronic signature unit 9017-1 are the following: program modules
for realizing the signature key KSa, the verification key KPa, the
electronic signature function SIGN and the hash function h (m), the
time/location parameter P1, and the signature function parameter P2.
Now, the signature key KSa is a secret value held by the access
contrbl apparatus 9010-1, and the electronic signature unit has the

secret signature key therewithin, so there is the necessity to



The processing device 961, upon receiving a frame explicitly indicating the
usage request identifier and the information operating identifier
(information elimnation) of the ICS user frame F60, elimnates the
information stored in the storage informati on admi nistration table 962 and
the BOX 963 (Step S937). (3) Conthni cati on exanpl e-3 (Case of the
receiving side tenporarily cannot receive): In a case that a term nal which

I's connegte’nitOthd osdAdt989gHature’ kel £Hdif 1@AkRAS ABUON Kodngxamslean theS

user address "0012" perfornms a conmunication to a termnal which is -
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1 are provided with the ICS network addresses “7721", “7722", “7725",

“7726”, “T727” and “7728”. An example of the comversion table 9013-1
is shown in FIG.72.- |

The encryption/decfybtion means 9018-1 includes encryption
funcfions, and holds the encryption key K1 and the decryption key K2.
When an ICS user frame UF1 is inputted, the ciphertext UF2 is
generated as UF2 = ENC (K1, UF1), and when the ciphertext UF2 is
inputted, the plaintext théreof is obtained as UF1l = DEC (K2, UF2).
<<Operation>>

This operation is described with reference to the flowchart |
shown in FIG.73. The user 9400-1 sends the ICS user frame F900 with
the receiver iCS user address “3600” to the ICS logic communication
line 9051-1. The processing device 9012-1 of the access control
apparatus 9010-1 receives the ICS user frame F900 from the ICS logic
terminal with the ICS network address “7721” of the line unit 9011-1,
and at the same time, obtains the ICS network address “7721” (Step
S2001) and checks whether the ICS network address “7721” has the
request identification thereof registered in the conversion table
9013-1 as “3” (virtual dedicated line connection) or not (Step
$2002). In this case, the registration has not been made-as such, so

next, the receiver ICS network address “3600” ﬁritten in the ICS user



connecti on becones possible. A flowhart is shown in FIG 48, describing the
operation thereof. The transmtter termnal sends an |ICS user frame F60 to
the ICS 900, the ICS user frame F60 being provided at the user control
field with an information operating itdentifier (tenporary storage) which
allows informations to be distributed even if the comunication with the
receiver termnal is inpossible, by storing the informations in the ICS

frame dafehne FIOY V8T olEdiHedBAr &¢¢drdantbewi €15 thre1CS rmanorkOaddresnt
through the ICS 900 to the access control apparatus 910-5 containing the
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the receiving ICS network address “5522” is obtained from the
conversion table 9013-1 as preparation to perform the ICS
~encapsulation.
Next, information related to accounting for the speed class

and the degree of priority is obtained from the conversion table 9013-
1 (Step S2006). Tﬁe value “1” is specified in the-signature space in
the conversion table 9013-1, and also “YES” is recorded in the space
for electronic signature transmission, so the processing device 9012-
1 uses the program modules for realizing the electronic signature
function SIGN and the hash function h (m), the time/location
parameter P1, and the signature function parameter P2 stored in the
electronic signature unit 9017-1, and using the electronic signature
method described above; genérates an electronic signature for the ICS
user frame F900, and forms a new ICS user frame (represented by UF2)
(Step S2019). This;is represented in an expression (8) as follows:

W2=m o 0 e (8).

wherein m = F900 || P1 |l P2,

¢ = SIGN (KSa, h (m)).

In the above procedures, even if “1" is specified in the signature

space in the conversion table 9013-1, if “NO” is recorded in the



75 the receiving terminal (Step S950), in the event that the communication
Is not available, the ICS user frame F60 is transferred to the processing
device 961 of the ICS frane dat abase server 960. The processing device 961,
stores the sender |ICS user address, the receiver |ICS user address and the
usage request identifier of the ICS usdd frame F60 in the storage

I nformati on adm ni stration table 962, and then stores the ICS user franme in

the BOX 9f3cé FAP ePdetronid }ibhRteiSe "t randfi®ss forPe tﬁéo?fébﬂr%ﬁiiég%i%gﬁﬂrtehe

transmitter in the formof being divided into a plurality o
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user frame UF2 is encrypted by the encryption/decryption means 9018-1
to form a new user frame UF3 (= ENC (K1, UF2)). In the event that
the encryption class is "0“, enCryption is not performed.

Next, the ICS encapsulation is performed by generating an ICS
network frame F901 written therein with the speed class, the degree
of priority and the encryption class (Step S2020), which is sent to
the ICS network communication line 9030-1 within the ICS 9000-1 (Step
S2021). Although the above explanation has been made with regard to
the inter-corporation communication wherein the request
identification of the'ICS network frame is set at “2” (inter-
corporation communication), in the event that the request
identification is “3” (virtual dedicated line connection), the
receiving ICS network address, information relating to account and
the like are obtained from the conversion table 9013-1 (Step S2003).
In the event that the request identification is “1” (intra-
corporation communic¢ation), the receiving ICS network address,
information relating to account and the like are obtained from the
conversion table 9013-1 (Step S2011), and, in the event that the
request identification is “4” (communication to an ICS network
server), the receiving ICS network address, information relating to

account and the like are obtained from the conversion table 9013-1



t he processing device 961 that the communication with the receiver is
avai l abl e. Upon receiving the notification, the processing device 961
notifies to the receiver termnal that there is informati on addressed to
the receiver in the ICS franme dat abase server 960, at a timng (e.g. after
5 ninutes) agreed on beforehand witHlfhe receiver terninal (Step S953). The
receiver term nal which has been notified sends an I CS user frame F60 which
is set t(Step®&2018pquest identifier (I1CS storage user adm nistration
nunber) and the information operating identifier (information transfer), to

the access contgb 10S HbtRRRR! Shdife #0815thidkehEPatécd By dhbalBSR SeTver 960

sends the information stored in the BOX 963 to the re ver termnal (Step
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is subjected to the ICS reverse-encapsulation, becomes the ICS

network frame F902, and reaches the user 9400-4 with the ICS user
address “3600” via the ICS logic communication path 9051-3. Here,
F902 =m o , m= Ufl i P1 Il P2, UF1 represents the ICS user frame
F900 before sending, Pl is the time/location parameter, P2 is the
electronic signature parametér, o represents the electronic
signature, with o = SIGN (KSa, h (m)) holding.
<<Electronic signature and a decryption in ICS reverse—
encapsulation>>

The user 9400~-3 sends an ICS user frame F330 with a sender
ICS user address “3610” and a receiver ICS user address “2510” to the
ICS logic communication line 9051-4. The access control apparatus
9010-3 receives the ICS user frame F930, performs the ICS
encapsulation using the internal conversion table, generates an 1CS
network frame Fgél and sends it to the ICS netwbrk communication line
9030-3. The ICS network frame F931 reaches the access control
apparatus 9010-1 through the ICS network communication line 9030-1
and the access control apparatus 9020-1, is subjected to the ICS
reverse—encapsulation.under administration of the conversion tabie
9013-1, and becomes the ICS user frame UFl. Since the value “1” is

specified in the signature space in the conversion table 9013-1, the



identifier (information elimnation) of the ICS user frane F60 sent from
the receiver termnal, it elininates the information stored in the storage
i nformati on administration table 962 and the BOX 963 (Step S957).

Enbodi ment-10 (transfer by X 25, FR, ATM satellite conmunication, and
cont ai nnent of tel ephone iine, |SDN tlRe, CATV line, satellite line): The
data format fromthe user in the ICS according to the present invention is

not rest 1¢Ehadet erame (UFS)UsBEaidcd®y tRE! 10Y Ravbhse RimtapralatioRAs 791 or
RFC 1883, but can al so be applied to contai nnent of tel ephone |ine, |SDN
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Next; since the value “1” is specified in the signature space
in the conversion table 9013-1, and also “YES” is recorded in the
space for the electronic signature transmission, so the electronic
signature.unit 9017-1 operates, and provides the ICS user frame with
the'parametefs Pl and P2 and the electronic signature o, thus
forming a new ICS user frame F932. This is represented as follows:
F932 =m |l ¢, m = UF1 || P1]l P2
electronic signature ¢ = SIGN (KSa, h (m)) - 9)
and iﬁ the event that the aforementidned encryption has been
performed, UF1' is used instead of UF1l. In the above procedures,
even if the value “1” is specified in the signature space in the
conversion table 9013-1, if “NO” is recorded in the space for
electronic signature transmission, an electronic signature is not
provided. The ICS user frame F932 reaches the user 9400-4 with the
ICS user address “2510” via the line unit 9011-1 and the ICS logic
communication path 9051-4.
<<In the case of signature request>>
In the event that an ICS user frame F940 with a sender ICS
user address “2800” and a receiver ICS user address “3700" is

inputted from the line unit 9011-1, the request identification



77 network 1050, X.25 network 1040, FR network 1041, ATM network 1042,
satellite comruni cation network 1043, X 25/1CS network frame converting
units 1031-1 and 1031-2, FR/ICS network frame converting units 1032-1 and
1032-2, ATMICS network frame converti units 1033-1 and 1033-2,
satellite/l1CS network frame convertin its 1034-1 and 1034-2, tel ephone
| ine converting units 1030-1 and 1030-2, ISDN |ine converting units 1029-1
and 1029¢drrdspbridingete othee TCENgetworks adQPésd “NT@82028-2" ,sahel valwee 1“iOre
converting units 1027-1 and 27-2, and |PX converting units 1026-1 and

1026-2. 48 i8dOin tHife %ﬁ@ﬁﬁfﬁté’%ﬁa@@' fnlﬁiéblanirﬂréf& FaBI&S9EPILY ol
apparatus 1010-1 is shown in"FIG 52. The ICS frane I nterface network 1050
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transmission. Then, since the value “1” is specified in the

signature request space in the ICS user frame FQ40, the electronic
signature unit 9017-1 operates, and forms a new ICS user frame
provided with the parameters Pl and P2 and the electronic signature
o. |

In a case that the signature space in the conversion table
9013~1 is either “0” or “1” and “NO” is recorded in the space for the
electronic signature transmission, an electronic signature is not
provided before the ICS encapsulation, even if the value “1” is
specified in the signature request space in the ICS user frame F940.
In thé same way, in a case thét the signature request space in the
conversion table 9013-1 is either “0” or “1” and “NO” is recorded in
the space for the electronic signature reception of the ICS user
frame, an electronic signature is'not provided after the ICS reverse
encapsulation, even if the value “1” is specified in the signature
space in the conversion table 9013-1.

On the other hand, in the event that the ICS user frame is to
receive the electronic signature at the time of sending by the
transmitting side access control apparatus, and further is to receive
the electronic signature by the receiving side access control

apparatus, an transmitting electronic signature and a receiving



an X. 25 format, and has as the input/output thereof X 25/1CS network frane
converting units 1031-1 and 1031-2 for converting ICS network franes into
frames of an X. 25 format, and for perform ng reverse conversion. The FR
network 1041 is a relay network for transferring frames of a frane rel ay
format, and has the input/output portiijon thereof FR/ICS network frame
converting units 1032-1 and 1032-2 for converting ICS network franes .into

frames ofelaetrbhi®'sMnatand 4 aRSIgREAT b SAYRA SEh FIGVTAST AlsolNehérd/
network 1042 is a relay network for transferring frames of an ATM format,
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frames ‘of the ICS user frame receiver obtaining the verification key KPa
from the public key information center or the like can be omitted.
Further, in the event that the contents of the ICS user frame is an
eléctronic bill (order slip, receipt, etc.), an electronic signature
is attached to the electronic bill, along with_the identification
code of the access control apparatus through which the electronic
bill has passed. In the event that either the sender (former) of the
electronic'bill, of the receiver (recipient) tampers with the
electronic bill, the tampering can be discovered by means of the
electronic signature principle. Accordingly, as long as the
electronic signature key is a secret value, i.e., as long as the
operator of the access control apparatus which holds the signature

key therein ensures that the signature key is a secret value, the

electronic signature can be used as a tamper—proof public system.

Embodiment-17 (Electronic signature server and encryption server):

As shown in"FIG.71 of Embodiment-16, the electronic signature
unit 9017-1 and the encryption/decryption means 9018-1 are situated
within the access'control apparatus 9010-1. Conversely, with the
present embodiment, as shown in FIG.75, the access control
apparatuses 9310-1, 9310-2, 9310-3 and 9310-4 do not include an

electronic signature unit therewithin. Instead, electronic signature



of a satellite communication format, and has as the input/output portion
thereof satellite/lICS network frame converting units 1034-1 and 1034-2 for
converting ICS network frames into satellite conmuni cati on network
interface, and for perform ng reverse conversion. The tel ephone |ine
converting units 1030-1 and 1030-2 Hd¥e the functions of converting a
function equivalent to physical |ayer or data link layer (first and second

| ayer's OlsaPhbrg QAACAORARDN 30608 ok aaANs Ui RSCRUGRG I N and the

access control apparatus, and for performng reverse conversion. The | SDN
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perform ng reverse conversion. The satellite line converting units 1027-1
and 1027 Embpdimentrd 6i, uand i thes mahnen o rapergtaon wheredn eledtrsndot to

physical layer or data link | ayer between the satellite line and the access
control sigaatures are provided before the ICS encapsulation or providing

electronic signature after the ICS reverse encapsulation in
cooperation wi;h the access control apparatus is the same as the
function of the electronic signature unit 9017-1 described in the
Embodiment-16, with signature key, verification key, electronic
signature function, program module for realizing the hash function,
time/location parameter and signature function parameter. The
electronic signature servers 9342-1 and 9342-2 are comnected to the
relay apparatuses 9320-1 and 9320-2 via the ICS network communication
lines 9344-1 and 9344-2, respectively. The electronic signature
server has an ICS network addresses unique in the entire ICS network,
and has the function of commﬁnication with other electronic signature
servers or access control apparatuses using the ICS network server
communication function, thereby mutually exchanging the information
that each has. The electronic signature server 9342-1 is an
electronic signature server representing the VAN 8301-1, which
communicates with the electronic signature servers 9340-1 and 9340-2
within the VAN 9301-1 using the ICS network server communication
function, and is capable of obtaining information held by the

electronic signature servers. Also, the electronic signature server



and for perform ng reverse conversion. The IPX |ine converting units 1026-1
and 1026-2 have the functions of converting a function equivalent to

physi cal |ayer or data link |layer between the IPXline 7 8 79 and the
access control apparatus, and for perform ng reverse conversion. (1)
Description will. . be nade regarding a case wherein comunication is
performed between the access controlldébaratus 1010- 1 and the access
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electronic signature server 9342-1 is capable of communicating with
the electronic signature server 9342—2 which represents another VAN
9301-2 using the ICS network server communication function, thereby
mutually exchanging the information relating to electronic signature
that each has. The électronic signature servers do not exchange
information regarding the secret signature kEyé held therewithin, and
.tightly guard the secrecy of the signature keys.

Further, with the present embodiment, as shown in FIG.75, the
éccess control apparatuses 9310-1, 9310-2, 9310-3 and 9310-4 do not
include encryption/decryption means therein. Instead, a connection
is made with the encryption servers 9343-1, 9343-2, 9343-3 and 9343-
4, via respective ICS network communication lines. Each encryption
server has the functions of the aforementioned encryption/decryption
means 9018-1, and the manner of operation wherein thé encryption of
the ICS use frames is provided before the ICS encapsulation or the
decryption of the encrypted ICS user frames after the ICS reverse
encapsulation in cooperation with the access control apparatus is the
same as the function of the encryption/decryptiqn means 9018-1, with
program module for realizing the encryption function and the
decryption function, the encryption key and the decryption key. The
encryption servers 9343-5 and 9343—6 are connected to the relay

apparatuses 9320-1 and 9320-2 via the ICS network communication



1040. The X 25 format franme sent fromthe X 25 exchanger 10131-1 is
transferred through the X 25 network 1040, and reaches the X 25 exchanger
10131-2. Next, the X 25/1CS network frame converting unit 1031-2 within the
X. 25 exchanger 10131-2 perforns rev;rse conversion of the received X 25
format frame into ICS network frame Pornat, and outputs to the access
control apparatus 1010-2. The access control apparatus 1010-2 receives the
| CS net vigmlest r 2Bach bacyppkidn asevepfhadian T6S1ASGwrRNbdiressésandquesin
control apparatus 1010-2 to the X 25 exchanger 10131-2 are transferred to
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exchanging the information that each has. The encryption server 9343-

5 is an encryption server representing the VAN 9301-1, which
communicates with the encryption servers 9343-1 and 9343-2 within the
VAN 9301-1 using the ICS network server communication function, and
is capable of obtaining the information held by the encryption
servers. Also, the encryption server 9343-1 is capable of obtaining
the information relating to the éncryption held by the encryption
server 9343-2 (such as an encryption key), via the encryption server
9342-5. The encryption server 9343-5 is capable of communicating
with the éndryption server 9343-6 which represents another VAN 9301-2
using the ICS network server communication function, thereby mutually

exchanging the information that each has.

Embodiment-18 (Open connection):

Description will now be made regarding the ICS open
connection, i.e., preparatory procedures performed by the user and
the VAN operator operated in order to change the other party and
conduct the inter-corporation communication.
<<User application>>

The user applies to the VAN operator for an ICS name and an

ICS user address, and at the same time, shows ICS connection



exchanger .10132-1 converts the ICS network frame received fromthe access
control apparatus 1010-1 into an FR format frame as shown in FI G 54. Then,

t he FR exchanger 10132-1 sends the X. 25 format frane into the FR network
1041. The FR format frane sent fromthe FR exchanger 10132-1 is transferred
through the FR network 1041, and reggpes the FR exchanger 10132-2. The

FR/I CS network franme converting unit 1032-2 within the FR exchanger 10132-2

per f or s cbRIE FhsG ORVEESH Aot i F ISat i iandda Fayuentehe tici adaress CS
network franme format, and outputs to the access control apparatus 1010-2.
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control apparatus 1010-1 sends the I CS network frame to the ATM exchanger
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exchanger 10133-1 converts the
operators, and decides upon the ICS name and the ICS user address and

informs the user thereof. The items for the ICS connection
conditions include ICS name conditions, communication band
conditions, accounting conditions, electronic signature conditions,
encryption conditions, open-zone conditions and dynamic conditionms,
with the contents of these conditions being as describe below.
the'ICS name conditions specify only the left portion of the
ICS name. For example, in the event that the ICS name is
“USR#1.ACS#1.DIS#1.VAN#1.JP.AS”, the user specifies only the leftmost
“USR#1” (the VAN operator decides upon the remaining right portion).
The communication band conditions are speed class and degree of
priority. The accounting conditions are determined regarding charges
for a fixed amount for a certain fime span, charges for network usage
(network accounting). or charges for the contents of information sent
and received via electronic communication (information account), in
relation to commmication band conditions, signature conditions;
éncryption conditions, etc. The electronic signature conditions
specify whether or not to provide an electronic signature which can
prove with the date and time the face that the ICS user frame has

passed through the access control apparatus. The encryption



| CS network frane received fromthe access control apparatus 1010-1 into an
ATM format franme as shown in FI G 55. Then, the ATM exchanger 10133-1 sends
the ATMformat frame into the ATM network 1042. The ATM format frane sent
fromthe ATM exchanger 10133-1 is trangggerred through the ATM network 1042,
and reaches the ATM exchanger 10133-2. 81 Next, the ATM I CS network
frame converting unit 1033-2 within the ATM exchanger 10133-2 perforns

reverse gaidishansgdc ifyewhetdy F AoV ti derypeidn i 1y g)ek'@rm‘d \Whiea frame
format, and outputs to the access control apparatus 1010-2. The access
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conversion table, or whether to form a temporary conversion table and
receive, etc. The dynamic alteration conditions specify the
functions which can be changed upon request by the user vﬁa ICS
frames, regarding the above-described conditions. The dynamic
alteration conditions are set so that the signature conditions or the
encryption conditions can be changed, but items important for VAN
operation cannot, such as ICS addresses or accounting.
<<ICS address administration server and ICS name server>>

Describing with reference to FIG.76 and FIG.77 to show the

conversion table 11113-1, FIG.78 to show the conversion table
template, FIG.79 to show the correlation table and FIG.80 to show the
ICS name server, according to the present embodiment, inside the ICS
11000-1 are provided the following: access control apparatuses 11110-
1, 11110-2 and 11110-3, relay apparatus 11116-1, ICS address
administration servers 11150-1 and 11150-2, ICS name servers 11160-1
and 11160-2, ICS conversion table servers 11170-1 and 11170-2, and
users 11132-1 and 11132-2. The ICS address administration server
11150-2 has in the correlation table contained therein the ICS
network address “8210”, ICS user address “4200”, and user address
related information, of the user 11132-2. The ICS name server 11160-

2 has in the ICS name conversion table contained therein the ICS name



1 and the access control apparatus 1010-2, via the satellite comunications
network 1043. The access control apparatus 1010-1 sends the I CS network
franme to the satellite receiver/transmtter 10134-1.  The satellite/ICS
network frame converting unit 1034-1 within the satellite
receiver/transmitter 10134-1 conver¥33the I CS network frame received from
the access control apparatus 1010-1 into an interface within the satellite

COMMUNI CAaySRI, A@sﬁ:mtsﬂ@m#ihm "Nandaties | 10 usBs Chddess’ 293001 ! &F
10134-1 sends the ICS network franme converted into an interface within the
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11111-2 of the access control apparatus 11110-1, and connects the ICS
logic communication path 11133-1 which connecfs the user 11132-1 via
the gateway 11000-2. The ICS network address “T777” is a non—
disclosed value, so the user is not notified of if.

Next, the VAN operator directly writes the following items in
the correlation fable 11152-1 within the ICS address administration
server 11150—1, and in the conversion table 11152-1 via the data path
11153-1 and the processing device 11151—1? the ICS network address
“TT7T7” determined by the method described above, the ICS user address:
(inter—corporation) “3333", thé ICS user address indicated by the
user (intra-corporation) “1111”, and user address related
information, i.e., communication band conditions, account conditions,
electronic signature conditions, encryption conditions, open-zone
conditions, dynamic alteration conditions, user identification,
payment method, etc. The VAN operétor further directly writes the
following in the ICS name conversion table 11162-1 in the ICS name
server 11160-1, via the data path 11163-1 and processing device 11161-
1: the ICS name “USR#1.ACS#1.DIS#1.VAN#1.JP.AS” decided as described
above, the ICS user address “3333”, and type “i" (indicating that the
ICS user address “3333” is registered in the ICS name conversion

table 11162-1). The above results expressed are as shown by the



receiver/transmtter 10134-2. The satellite/ICS network frame converting
unit 1034-2 within the satellite receiver/transmtter 10134-2 perforns
reverse conversion of the received interface within the satellite _
comuni cations network 1043 into ICS network frame format, and outputs to
the access control apparatus 1010-224The access control apparatus 1010-2
receives the ICS network frame. I CS network frames sent fromthe access

control cypalatisn 1able211053-1e apadt ehé | 105 hAKRE! YEHvdrsaBAMABRY 11988412 are
transferred to the access control apparatus 1010-1 in the same manner. (5)
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connection to the VAN operator. The VAN operator specifies the access
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networ k address "7721" for the ICS |logic termnal. Next, the VAN
respective network addresses “8910” and “8920” to notify the ICS

conversion table server 11170-1 that information has been obtained
regarding ihe ICS address and the ICS comnection conditions of a new
user. Now, the ICS conversion table server 11170-1 is a type of the
ICS network server, and in the present embodiment has an ICS network
address “8100” and an ICS user address “2100”.
<<ICS conversion table server>>

The ICS conversion table server 11170-1 reads the information
described in the correlation table 11152-1 of the ICS address
administration server 11150-1 using the ICS network communication
functions, and writes it in the conversion table template 11172-1.
That is, “7777” is written to the space for the transmitting ICS
network address (intra—corporation), “1111” is written to the space
for the sender ICS user address (inter-corporation), and “3333” is
written to the space for the sender ICS user address (inter-
corporation). In the event that there is no ICS user address for the
intré—corporation communication, the space for the sender ICS network
address (intra-corporation) is left blank. The request
identification number is set at “2” which indicates inter—corpofation

communication. The other settings for the present embodiment are as



operator sets informations in the conversion table 1013-1 of the access
control apparatus 1010-1, such as the transmtting |ICS network address
"7721", the receiving tel ephone nunber "06-5555-9876", the receiving ICS
net wor k address "5521", request identification and so forth. In the present
enbodi nent, the request identification_"5" indicates a tel ephone |ine
connection. In the sane way, the VAN 12383 operator sets informations in
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account conditions are accounting class “4”, the present embodiment
using an example of fixed charging system. The encryption conditions
are the encryption class “1”, with the present embodiment being
arranged so as to specify the encryption of the ICS network frames
within the ICS. The open—zone'ciass of the present embodiment is
“0”. The dynamic alteration class “6” in the pfesent embodiment
allows for the transmitting signature item to be changed updn request
by the user. |
<<Usage of the ICS conversion table server (user)>>
The user 11132-1 writes “3333” as the sender ICS user address
and the ICS user address “2100" of the ICS conversion table server
11170-1 as the receiver ICS user address, and sends the ICS user
frame F1200 written with the receiver information (receiver ICS user
" address or receiver ICS name) written to a user data portion of the
ICS user frame. The ICS conversion table server 11170-1 receives the
ICS user frame F1200 via the access control apparatus 11110-1, and
obtains the receiving ICS network address for the inter-corporation
 communication according to whether the receiver information in the
user data portion is a receiver ICS user address of a receiver ICS
name, using tﬁe method described below. Further, in the event that

" the receiver ICS name has been specified, the receiver ICS user



device 1012-1 received the tel ephone nunber information fromthe tel ephone
line converting unit 1030-1 with the ICS network address "7721" refers to
the request identification of the transmtting ICS network address "7721"
of the conversion table 1013-1, identifies it as a tel ephone line
connection, and reads the receivind2bCS netwrk address "5521" fromthe
recei ving tel ephone nunber "06-5555-9876". The access control apparatus

1010-1 fgy IsC]186t Wi nbgame having a network control field wherein
t he receﬁvgﬁz ég netmﬂ?@gag%péss is set to "5521" and the transmtting ICS
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field described information to notify that there is tel ephone
11170-1 by using the ICS network communication function inquires the

ICS address administration server 11150-1 connected to the access

- control apparatus 11110-1, and obtains the ICS netwgrk address “7600”
(receiving ICS network address) corresponding to the ICS user address
“3800”. Also, in the event that the receiver ICS user address is not
found in the correlation table 11152-1 (failure to find the ICS
network addresé), the ICS conversion table server 11170-1 receives a
“notification of failure to find the ICS network address” from the
ICS address administration server 11150-1.
(In the event that the rebeiver ICS name is specified):

In the event that the above receiver information is the
receiver ICS name “USR#3.ACS#3.DIS#3.VAN#3.JP.AS”, the ICS conversion
table server 11170-1 by using the ICS network communication function
sends the ICS name “USR#3.ACS#3.DIS#3.VAN#3.JP.AS” to the ICS name
server 11160-1 connected to the same access control apparatus 11110-
1. The ICS name server 11160-1 holds the ICS network addresses of
other ICS name servers in a form corresponding to the ICS name (the
portion of the ICS name after removing the leftmost portion “USR#n”),
and in the present embodiment, the ICS name server 11180-1 searches
the ICS name conversion table 11162-1, finds the ICS network address

“8930" of the ICS name server 11160-2 administrating



84 receptjon, outputs a signal fromthe tel ephone Iine converting unit
1030-2 with the ICS network address "5521" to the user 1060-2 notifying the
reception. Then, the user 1060-2 sends a response signal. Upon receiving

t he response signal, the tel ephone |line converting unit 1030-2 converts it
into a format which can be transferr&@7t hrough the network of the I'CS 1000.
The access control apparatus 1010-2 forms an I CS network franme having a
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The access contral paratus 1010-2 received the I.CS network frane haV|ng
t he net wagdr Ma&zﬂef)d(wm&%mﬁmkoﬂd@@s&h ceyrespanding, o they
response, outputs a signal fromthe tel ephone |ine converting unit 1030-1
havi ng t bfor@entiionedkICSidrames “USR#3 .ACS#3.DIS#3.VAN#3.JP.AS". In the

above procedures, the ICS name server 11160-2 has contacted the ICS
address administration server 11;50—2 regarding the ICS network
address of the user 11132-2, and obtained the address “8210”.
(Completion of the conversion table 11113-1):
| In the event that the receiver ICS user address is specified,
the ICS conversion table server 11170-1 adds the receiver ICS user
address “3800” and tﬁe receiving ICS network address “7600” to the
conversion table 11113-1, thus completing the portion of the
conversion table 11113—1 corresponding to the receiving user. In the
event that the receivef ICS name is specified, the ICS conversion
table server 11170-1 adds the receiver ICS user address “4200” and
the receiving ICS network address'“8210” to the conversipn table
11113-1, thus. completing the portion of the conversion table 11113-1
corresponding to the receiving user. Also, in the event that a
“notification of failure to find the ICS network address” is received
from the ICS address administration server 11150-1 or the ICS name
server 11160-1, the ICS conversion table server 11170-1 sends an ICS
frame indicating failure to add to the conversion table, to the
requesting user 11132-1.

<<Other usage of the ICS conversion table server (user)>>



"7721" to the user 1060-1, notifying the response. Thus, the user 1060-1
and 't he user 1060-2 begin full-duplex conmunication by anal og signals
(voice, etc.) and the user 1060-1 sends anal og signals. The tel ephone line
converting unit 1030-1 received the anal og signals converts the anal og
signals into an analog information format which can be transferred through
the 1 CS network. The access control 1&paratus 1010-1 forns an | CS network
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control apparatus 1010 2 received the ICS netmork franme haV|ng net wor k dat a
field dspPerifig information in the conversion table 11113-1 to the ICS

conversion table server 11170-1. Further, the user can use a dynamic
alteration class which has been agreed on beforehand with the VAN
operator to re-write a part of the conversion table 11113-1. The |
dynamic alteration class is decided upon as 1, 2, ..., and the
contents thereof being as follows: the dynamic alteration.class 1is
a specification for increasing the user-specific degree'of priority
by “1*, the dynamic alteration class 2 is a specification for
decreasing the user;specific degree of priority by “1”, and the
dynamic alteration class 3 sets the transmitting signature to “YES”,
and at the same time, specifies changing the encryption class to “27.
<<Usage of the conversion table>>

The method of using the conversion table formed according to
the above procedures has been described in the Embodiment-1 and so
forth. Although in the Embodiment-1, description was made regarding
the method of forming a temporary conversion table if there is no
conversion table at the time that the access control apparatus
receives the ICS network frame and is to perform the ICS reverse
encapsulation thereof, but with the present embodiment, the open-zone
class of the conversion table will be used. That is, at the time
that the access control aﬁparatus receives the ICS network frame and

is to perform the ICS reverse encapsulation thereof, in the event



the anal og informati on outputs the anal og i nformati on as anal og signals
converted into a tel ephone line interface fromthe tel ephone |ine
converting unit 1030-2 having the ICS network address "5521" to the user
1060-2. The anal og signals sent fromthe user 1060-2 are transferred to the
user 1060-1 by nmeans of the sanme @r28cedure. (6) Description wll be
made regardi ng a case wherein a communication is perfornmed with an

conver 18 tusE SEFvRErPER K BefelBfle XS nouRdiil BEERSS (el |5 cer®
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1061-1 applies_an I SDN |ine connection to the VAN operator._ The VAN
oper at orfi8JdcPf | the {165 netwack dawmes) hapiatabaen 1xegistezednitthey t he user
1061-1, and decides on an ICS network address "7722" for the ICS |ogic
t er mi nalconnexsion HablaNaspar tpair oft tramsmitdiingnECS meatworkoaddrassoandabl e
1013-1 of the access control apparatus 1010-1, such as the transmtting ICS
net wor k mebdtiwdng ICS network address”, a temporary conversion table is set
in the same manner as with the aforementioned embodiment in the event
that the open—zone class is set to “2”, but in the event that the
open-zone class is set to “1”, a temporary conversion table is not
set. PFurther, in the event that the open-zone class is set to “0”,
not only is a temporary conversion table not set, but the received
ICS network frame is discarded. In this case,.the ICS user frame is
not delivered to the user. That is, in the event that the open-zone
class is set to “0”, reception of an unknown sender not registered in
the conversion table is rejected, thus realizing what is called a
“closed connection”. Incidentally, in the above, in the event that
the request identification is “4”, the open-zone class is always
handled as being set to “1”, i.e., a temporary conversion table is
not set.
<<Variations of the embodiment>>
The method for the VAN operator to use the data path 11153-1
and the data path 11163-1 to input the ICS addresses, the ICS
connection conditions and the like to the ICS address administration
server 11150-1 and the ICS name server 11160-1 has been described

with regard to the above embodiment. 'Instead, the arrangement may be

such that the VAN operator does not use these data paths, but rather



86 "7722", the receiving | SDN nunber "06-5555-2222", the receiving ICS

net wor k address "5522", request identification and so forth. In the present
enbodi ment, the request identification "6" indicates a | SDN |ine
connection. In the sane way, the VAN operator sets informations in the
conversion table 1013-2 of the access ntrol apparatus 1010- 2, such as
the transmtting I CS network address 1§§ the receiving | SDN nunber
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ICS name conversion table.

Embodiment-19 (Separation of functions of the access control
apparatus);

As shown in FIG.?S of the Embodiment-18, the ICS address
administration server 11150-1, the ICS name server 11160-1, and the
ICS conversion table server 11170-1 are each connected tq the access
control apparatus 11110-1, with the ICS encapsulation and the ICS
reverse encapsulation being performed within the access control
apparatus 11110-1 using the conversion table 11113-1. Conversely,
with the present embodiment, the functions of the access control
apparatus 11110-1 are separated into an aggregation access control
épparatus 14110-1 and a plurality of simplified access control
apparatuses 14210—1, 14210-2 and 14210-3. That is, as shown in
FI1G.81, the access ‘control apparatus 11110-1 is connected to the
simplified access control apparatuses 14210-1, 14210-2 and 14210-3,
via respective ICS network communication lines 14190-1, 14190-2 and
14190-3. The ICS address administration server 14150—;, the ICS name
server 14160-1, the ICS conversion table server 14170-1, the ICS

accounting server 14180-1, the electronic signature server 14181-1,



| SDN nunber "06-5555-2222". The access control apparatus 1010-1 forns an
| CS network frane having a network control field wherein the receiving ICS
network address is set to "5522" and the transmitting I CS network address
is set to "7722", and a network data field described information to notify
that there is an | SDN recepti on, and déids it into a network of the ICS
1000. The ICS network frame sent fromthe access control apparatus 1010-1
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access control apparatus 1010-2. The access control apparatus 1010-2
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5, 14191-6, 14191-7 and 14191-8. Further, the conversion table 11113-
1 within the access control apparatus 11110-1 is separated into an
aggregation conversion table 14113-1 and a plurality of simplified
conversion tables 14213-1, 14213-2 and 14213-3. lAn example of the
aggregation conversion table 14113-1 is shown in FIG.82 and an
example of the simplified conversion table 14213-1 is shown in
FI1G.83.

However, part of the aggregation conversion table and
simplified conversion tables overlap. That is, the following four
items are contained in both conversion tables: transmitting ICS
network address, request identification, speed class and degree of
priority. There is no fundamental difference between the temporary
partial conversion table 14214-1 with the temporary conversion table
described with the Embodiment-1 and otherwise, with the items |
contained in the temporary partial conversion table 14214-1 being the
same as the items contained in the simplified conversion table 14213-
1. The line unit 14211-1 within the simplified access control
apparatus 14210—1 has the same functions as the line unit 11111-1
within the access control apparatuses 11110-1.

The simplified access control apparatus 14210-1 uses the

simplified conversion table 14213-1 to perform the ICS encapsulation



converts it into a format which can be transferred through the network of
the I1CS 1000. The access control apparatus 1010-2 forns an I CS network
frame having a network control field wherein the receiving |ICS network
address is set to "7722" and the transmtting |ICS network address is set to
"5522", and a network data field descrided information to notify that there
Is areply of the I SDN, and sends it into a network of the ICS 1000. The
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apparatuses 14210-1, 14210-2 and 14210-3 functioning together with

the aggregation access control apparatus 14110-1, the combined
functions are the same as those of the access control apparatus 11110-
1. The user 14132-1 sends an ICS user frame F1306 with a sender ICS
user address “3333” and a receiver ICS user address “4200” to the ICS
logic communication line 14133-1. As shown in the flowchart in
FIG.84, the processing device 14212-1 of the simplified access
control apparatuses 14210-1 receives the ICS user frame F1300 from
the ICS logic terminal within ICS network address “7777” of the line
unit 14211-1, and at the same time obfains the ICS network address
“T7T7TT” (Step S2501), and checks whether or not the address “7777” is
registered in the simplified conversion table 14213-1 with the .
request identification thereof being “3", indicating a virtual
dedicated line connection (Step S2502). In this case, the
registration has not been made, so the receiver ICS user address
“4200” written on the ICS user frame F1300 is obtained corresponding
to the ICS netﬁork address “7T777” (Step S2504), and it i; further
checked whether the address “4200” is registered in the simplified
conversion table 14213-1 with the request identification thereof

being “2”, indicating inter-corporation communication (Step S2505).



88 format which can be transferred through the ICS 1000. The access control
apparatus 1010-1 forns an ICS network frane having a network control field
wherein the receiving ICS network address is set to "5522" and the
transmtting ICS network address is set to "7722", and a network data field
described digital information, and sggds it into a network of the ICS 1000.
The I CS network frame sent fromthe access control apparatus 1010-1 is
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the ICS encapsulation by means of generating in the ICS network frame

an ICS network frame F1301 inscribed with the speed class and the
degree of priority obtained from the simplified conversion table
14213-1 (Step S2520), and sending it to the aggregation access
control apparatus (Step S2521). Now, as described above, the speed
class “3”, the degree of priority “3” and the encryption class “0”
which are items of the simplified conversion table 14213-1 are
written to the expansion portion of the ICS network controlling unit.
The aggregation access control apparatus 14110-1 réceives the
ICS network frame F1301 from the simplified access control apparatus
14210-1, and based on the face that the ICS network frame F1301
passes through the aggregation access control apparatus 14110-1,
forms an account information frame FKO1 and sends it to the
accounting server 14180-1. The information such as the request
identification, the speed class, the degree of priority, the account
class and the encryption class which are registered in the
aggregation conversion table 14113-1 are referred to in order to form
the account information frame FKO1. The signature, transmitting
signature and receiving SJgnature of the aggregation conversion table
14113-1 items are used for providing the electronic 31gnature, and as

described in other embodiments, the electronic signing is performed



communication is perfornmed with an interface of a CATV |line between a CATV
broadcasting station 1062-1 connected to a CATV line converting unit 1028-1
of an access control apparatus 1010-1, and a user 1062-2 connected to a
CATV line converting unit 1028-2 of an access control apparatus 1010-2. The
CATV broadcasting station 1062-1 applles a CATV line connection with the
user 1062-2 to the VAN operator. 13ke vAN operator specifies the access

corler) BRI e ulRetiqe Sigyust, 10D opppsiierang | S
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et ey ption 18 ngércf%tr?nzdab&%llyligg {ise eneryption to the encryption
server 14182-1. Onée the above processing has been completed, the
aggregation access control apparatus 14110-1 sends the ICS network
frame F1302 to another access control apparatus 14110-2 and other
aggregation access control apparatuses, via the ICS network
communication line 14190-4. Incidentally, the format of the ICS
network frame F1302 changes in content in the event that the
electronic signature server or the encryption server operate, due to
an addition of the electronic signatures or a conversion to the
ciphertext as described above, but if neither the electronic
signature server nor the encryption server have operated, the ICS
network frame F1302 is the same as the ICS network frame F1301. Not
only can the simplified access control appératus 14210-1 be fealized
with practically no changes to the existing router, but there are
other economic advantages such as the number of users contained in
the simplified access control apparatus 14210-1 not being great, and
in the event that the users are scattered over a wide geographic
area, the total number of each of ICS adaress administration servers,
ICS name servers, ICS conversion table servers, account severs,
electronic signature severs and encryption servers can be reduced.
The operating administration server 14183-1 is provided with

an ICS network address, is connected to the aggregation access



sane way,.the VAN operator sets informations in the conversion table 1013-2
of the access control apparatus 1010-2, such as the transmtting ICS

net wor k address "5523", the receiving ICS network address "7723", request
identification and so forth. The CATV broadcasting station 1062-1 sends
CATV anal og signals. The CATV line_converting unit 1028-1 converts the
recei ved CATV anal og signhals into &3bormat which can be transferred t hr ough

the 1S 48R0 MeoREsras £1010! aAPHHEA tTa) it ol G005, A FRrEGHUDT ¢

frame havin control erel e recerving net wor k
address is set to."5523" and the.transmitting JCS network address | et to
MTos . ERehates ShsPio therh SPebrEoh BeRRIS tERL R RO FR Gy s, Cabfrdonds
it into a network of tge(£§§ 100Q. The I CS network frame sent fromthe
access cBAPREATUSSSar AbD2ddyess| adninisiyatden RPIVRTSugRtE hFeg@sdingo, and
reaches the access control apparatus 1010-2. The access _control apparatus
1010- 2 r dnfexmat iome regarding\sormen igat iony capd Heiops: Kithin thelfSdescri bed
the CATV information, outputs the CATV information fromthe CATV |ine
convert i fgomminiceiien2tyafficanetC ron virokbiedrussing” sB@ 3ICY metworkser
1062-2 as CATV anal og signals converted to a CATV line interface.

' communication functionms.

Now, the item open-zone class included in the simplified
conversion table 14213-1 of the simpiified access control apparatus
14210-1 is used for the same processing as the processing of the open-—
zone class registered in the conversion table of the accéss control
apparatus, as described above. That is, at the time that the
simplified access control apparatus 14210-1 receives the ICS network
frame and is to perform the ICS reverse encapsulation thereof, in the
event that the received “pair of receiving ICS network address and
transmitting ICS network address contained in the network control
field of the ICS network frame” has not been registered in the
simplified conversion table 14213-1 as a “pair of transmitting ICS
network address and the receiving ICS network address”, a temporary
paftial conversion table 14214-1 is set in the aforementioned manner
in the event that the open—zone class is set to “2”, but in the event
that the open-zone class is set to “1”, a temporary partial
conversion table is not set. Further, in the event that the open-—
zone class is set to “0”, not only is a temporary partial conversion
table not set, but the received ICS network frame is discarded. In

this case, the ICS user frame is not delivered to the user. In this



90 The CATV anal og signals outputted fromthe user 1062-2 are transferred
to the CATV broadcasting station 1062-1 with the sanme procedures. (8)
Description will be nade regarding a case wherein a communication is
performed with an interface of a satellite |line between a user 1063-1
connected to a satellite line conM&36ing unit 1027-1 of an access control
apparatus 1010-1, and a user 1063-2 connected to a satellite |line

2 Ter
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and deci Qn an L%ﬁ nqt rk, address "7724" for the 1CS logic termna

t he sané' 15tﬁ%ﬂ aopE 8% comperti®l”+he access control apparat us

1010- 2 connecting the
As described in the above embodiment the ICS address

administration server and ICS name server may be integrated into a
single ICS address name administration server, with the aggregation
access control apparatus being used being connected to the ICS
address name administration server and ICS network communication
line.- Also, an arrangement may be employed in the above embodiment
wherein items of the.speed class and the degree of priority are not
provided in the simplified conversion table 14213-1, with a “0” being
written at the point of the ICS encapsulation to the gxpansion
ﬁortion of the ICS network controlling unit for the speed class and
the degree of priorit&. indicating that there is no specification.

In the same way, an arrangement may be employed wherein specification
of the 6peﬁ—zone class is not provided in the simplified conversion
table 14213-1, with a “0” being written to the expansion portion of
the ICS network controlling unit for the speed class and the degree
of priority, indicating that there is no specification.

Thus, according to the present inveﬁtion, administration of
information communication is performed with a unified address system,
‘and various services can be provided, without using dedicated lines
‘or the Internet, thus enabling structufing a large-scale
communication system with high security and with felatively low

costs. Also, inter—corporation communication can be performed

ween t he

In



user 1063-2, and decides on an | CS network address "5524" for the ICS |ogic
termnal. Next, the VAN operator sets informations to a portion of the
conversion table 1013-1 of the access control apparatus 1010-1
corresponding to the transmtting I CS network address "7724", such as the
receiving I CS network address "5524t37 request identification and so forth.
In the present enbodi nent, the request identification "8" indicates the

sat el || tGotuiddfh SABIGIRIALN cobBoddl chATP HEN e 0 AR AbREas Pl oms.

informations 1 n the conversi e access control apparatus
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user 1063-1 sends satellite signals. The satellite,line conyerting unit
15571 rsenapaaty o aracEidaly vd chgied Yither S0t BFRESR S conver s
the satellite signals into an information format which can be transferred
t hrough €¢RPUtes commnipatignsesFUrdher ol singmitheynetwonk administratorcs

network frane having a network ]
holds the network control authority, the overall administration of

the network becomes clear, increasing ease of securing reliability

and also markedly improving security.



conttot—fielrdWherein the receiving | CS network address is set to "5524"

and th T ' ‘network-address is set to "7724", and a network
dat a &Eﬁiﬁﬂg&mﬂ“‘;ﬂmﬁat ellite signal information, and sends this into the
ICS 1 work. s The I CS netmork>f§ me sent fromthe access contro
apparatus 1010-1 is transferred through the 1 CS network 1000, and reaches

the access control apparatus 1010-2. The access control apparatus 1010-2

recei veguipe Cﬁ?{ﬁﬁ .franme having a network data field described the.
satellite ?n%%rna |og?ightputs satellite signal information fromthe

satellite line gonvertin nit. 1027:2 wth an | CS ne address "5524" to
The usert1063. ARdrisesfed dnfobpaficn Sompfle (e ST Te T e
interface. The satellite 1¢ne i nt rfacglsatellitq sigggés out pyt.ted from
the user 1063- Whgrein ap G AseE, Framq havipee & dmigye3lesS Bser §3%e
procedures. (9 Description will be made regarding a case wherein a
comuni asiten dér convexited tintanan BCS neswerk Lnsmenbaving @ addBesHavi ng
an | PX address "9901" of a user 1064-1 and a term nal having an | PX address
"8801" lysdemsADS,lhased. off hetheuadminidBeatioandf 10 @on¥eappdy tabliePX
connection between a

provided within an access control apparatus;

and wherein in the case that transmission is made over at

least one VAN contained therein following rules of said address

system ADS, and a destination other access control apparatus is

reached, conversion is made to said ICS user address system ADX based

on the administration of said conversion table, and another external

information communications apparatus is reached.

2. An integrated information communications system according to
Claim 1; wherein, in the event that an ICS user frame having said ICS
ﬁser address system ADX is to be transmitted to a network with a
different address system ADY, said conversion table of said access
control apparatus is made to contain therein service identification
to distinguish between aﬁ intra-corporation communication and an
inter—-corporation communication, and conversion of address system is
made per transmission, based on the administration of said access
control apparatus, thus enabling selection if conversion

implementation format per user frame.

3. An integrated information communications system;



92 termnal having am tPX address "9901" of the user 1064-1 and a term nal
haV|ng 8801" of the user 1064-2 to the VAN operator. The

VAN opH!ﬁllimn mE ﬁﬂﬁ!ﬂt he access control apparatus 1010-1 connecting the
user converting unit 1026-1 with an I CS network address

"7725". In the sanme say, the VAN opef{ghor specifies the access control
appar atus 1010-2 connecting the user 1064-2 and the | PX converting unit

1026-2 with an | ggmsf k(x)?S‘ $t1S framé havi '}ng%l %ﬂg@evf%@soagé@tﬁdréggs

informations to a portlon e converS|on of the access
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i dentification_ "9" indjcates_an |PX copnection. In the sane way, the VAN
oper at or R1e iRfarerpdasse with gyserolosic QeamupicaLiong, ling Lather

than using an ICS user address within said ICS user frame based on

the administration of a conversion table provided within the access
control apparatus;

and wherein in the case that transmission of said ICS network
frame is made to another access control device via at least one VAN
following rules of the ICS address system ADS, a transfer destination
of said ICS network frame being either 1 or N, this is returned to
said ICS network frame based on the administration of a conversion
table provided within said access control apparatus, and another

external information communications apparatus is reached.

4. | An integrated information communications system according to
Claim 2, comprising a processing apparatus and an ICS net database;
wherein the system is provided with functions such that the
system repliés the results held within in response to a request from
said access control apparatus, or in the event that the system does
not have the answer to a query from said access control apparatus,
the system obtains an answer by means of communication with another
ICS network server using an ICS net server communication function,
and replies to a querying access control apparatus of the results

thereof.



_— .
1013-2 he access control apparatus 1010-2 corresponding to the

transm mwmuwmmmm address "5525", such-as the sender |PX address
"8801", c i address "9901", the receiving ICS network address
"7725", reque§t i'defitification and so forth. The term nal having an | PX
address "9901" of the user 1064-1 sends an IPX frame with the sender |PX
address set to "9901" and the recei vB40| PX address set to "8801". The |IPX
converting unit 1026-1 of the access control device receives the IPX frane,
and reads the sender |IPX address "9901" and the receiver |PX address

"8801", d thenape eced V| spet " . regeiver
P 0 addr oo R BEFEraSpECREROAE 10 il d0R F5is sy sy, Appdrfine®ES
transmtt} rk _address. " 7725 . .fromthe conversion.table 1013-1.
The acces@[%ié'{ﬁ;’S o?‘%@%ﬁ?ggu ﬁﬁﬁefsf BN rAtAOR SIS PAYHEE Bvi ng a
net wor k cont r.al f&eggg?herein the,transni@%&ng LCS network address is set
to "5525"TelAfioRal  tanle, crgresrending Ak retatkions betwaen Processing

apparatus and said ICS network address, corresponding to said ICS

network address.

6. An integrated information communications system according to
Claim 5, containing a processing apparatus and an ICS name conversion
table, which receives proposal of an ICS name from said access
control apparatus, requests an ICS user address corresponding thereto
from said ICS name conversion table, notifies said access control
apparatus of the obtained results, and the access administration
server writes at least said ICS user address and said ICS network
address to said conversion table, and also possesses functions for
returning to the user an ICS user address corresponding to said ICS

name.

T. An integrated information communications system according to
Claim 5, containing'a processing apparatus and an ICS name converéion
table, which receives proposal of an ICS name from said access
control apparatus, requests an ICS user address corresponding thereto
from said ICS name conversion table, notifies said access control
apparatus of the_obtained results, and the access administration

server temporarily writes at least said ICS user address and said ICS



and a net a a fleld d scribed IPX frame information, and sends it into

a network The | CS network franme sent fromthe access

cont rol apﬁ@& transferred t hrough the network of the ICS
1000, and estt He éccess control apparatus 1010-2. The access control
apparatus 1010-2 received the ICS ﬂ% wor k frame having a network data field
described the ICS network frane in mation, outputs IPX frame information

fromthey I n uRaenst 0
t he user ég%84ﬂ62)%¥1| fr‘lé% gtdegP% é%% agg@%%n\%gt g%iwr#%os%@%?ﬁl frfterfaglels The
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"8801" agﬂathe recei ver | PX address "9901" sent fromthe term nal having
the | PX A€+ 8801" of the user 1064-2 is also transferred to the user
1064-1 with the sane procedures. Enbodi ment-11 (transfer by X 25, FR ATM
satellite comruni cation, and contai nnent of telephone line, I1SDN |ine, CATV

line, satellite line): In the above Enbodi nent-10, the X 25/1CS network
frame 8. An 1ntegrated information communications system according to

Claim 5, containing a processing apparatus and an ICS name conversion
table, which receives proposal of an ICS name from said access
control apparatus, requests an ICS user address corresponding thereto
from said ICS name conversion table, notifies said access control
apparatus of the obtained results, and possesses functions for
returning to the user an ICS user address corresponding to said ICS

name.

9. An integrated information communications system according to
either Claim 2 or 3, wherein, in the case that said access control
apparatus receives an ICS user frame, said access control apparatus
reads a type of charging system for each ICS frame maintained in the
conversion table based on the ICS user address contained in the ICS
user frame, forms account information in the event that the read type
is of a value indicating a charge-by—quantity charging system,
notifies the accounting server of the account information in the form
of an acceunt information frame, but does not forms account
information nor notify the accounting server of the account
information in the form of an account information frame in the event

that the read type is of a value indicating a fixed-charge charging



94 converting units 1031-1 and 1031-2, FR/ICS network frame converting
units 1032“"'"”"']9“““@]“ M 1CS network frame converting units 1033- 1 and
1033-2, sal 15 rk frame converting units 1034-1 and 1034-2 are
each located within"efay networks, i.e., within the X 25 network 1040, FR
network 1041, ATM network 1042 and sak% |ite communication network 1043.
Conversely, as shown in FI.Gs.56 and 57, with the Enbodi nent-11, the

X. 25/ 1 CS ggspap k frame converting units 1131-1 and 1131-2, FR/ICS network
frame converting units 1132-1 and 1132-2, ATMICS network frame converting
units 1133-1 and 1133-2, satellite/1CS network franme converting units

1134-1 and 1134-2 are each |ocated within the access control apparatuses
1110-1 angglllo-

. That is, mWhile w.th Enbodi nent-.10, the received., |
rotvor k { Mnee adb IBFSerated THECTEAIAN COBRYLIGASI O YTt BECO T, T0a
be transferred on the_ side of each of the_relay networks (X 25 network
1040, FR Réther ICledm12 omrnd.neompricingan 169 oframe. databrss server. for

storing a user data field contained within said ICS user frame,
receiving notification by usage of a user control field or a user
data field within the ICS user frame of the user, and being capable

of deleting, transmitting and receiving the stored user data field.’

11. ‘An integrated information communications system according to
Claim 10, wherein said ICS frame database server temporarily stores
the user data field within the ICS user frame in accordance with
notification of usage of the ICS user frame on the side of the
transmitting user, and transmits the stored user data field to the
user on the receiving side at a timing notified by said user on the

sending side using an ICS user frame.

12. An integrated information communications system according to
Claim 2 or 3, comprising as a relay network an FR network having as
an input/output portion thereof an FR/ICS network frame converting

unit for converting said ICS network frame into a frame relay format

frame and for reverse conversion.

13. An integrated information communications system according to

Claim 2 or 3, comprising as a relay network an ATM network having as



netmprk’IUﬂST——fﬁE—Eaﬁvgréion bei ng perfornmed by the relay networks, with
the E rsion and reverse conversion into formats which can
be trgrt'ﬁ'mﬂmuﬂ”uummf the relay networks is perfornmed on the side of
the access comrdl &pparatuses. Enbodi nent-12 (Contai nnent of access

control apparatuses within relay nethb?ks) In the above Enbodi nent-10, the
X. 25/1CS netmnrk converting units 1031-1 and 1031-2, FR/ICS network

conver Ui geUtitsy ARAt 161 HhérBos ARMMTD 108 HOHNorROR S | MRt g 1033- 1

and 1033 , communi ca net netmor converting

Wthin © ﬁé : o sTr i A ACHBah K i he b Bt Yl ffome

satellite go ni cati on network 1043, with the access control apparatuses
1010-1 af®d1 535 VRIS EPRYPLRIOR-ded within the X 25 network, FR network,

ATM network and satellite conmunication network. Conversely, as shown in
FI Gs. 58

14. An integrated information communications system according to
Claim 2 or 3, comprising as a relay network a satellite

communications network having as the input/output portion thereof an
satellite/ICS network frame converting unit for converting said ICS
network frame into a satellite communications network interface and

for reverse conversion.

15. An integrated information communications system according to
Claim 2 or 3, wherein said access control apparatus includes a |
telephone line converting unit or a portable telephone line
converting unit having functions for conversion of a telephone line
interface or a portable telephone line interface into an ICS network
frame capable of being transferred within an ICS network, and for

reverse conversion.

16. An integrated information communications system according to
Claim 2 or 3, wherein said access control apparatus includes an ISDN
line converting unit having functions for conversion of an ISDN line
interface into an ICS network frame capable of beihg transferred

within an ICS network, and for reverse conversion.



and 59, with the Enbodi nent-12, the access control apparatuses 1120- 1,
1120'“'“'@““”)““&”& 1122-1, 1122-2, 1123-1 and 1123-2 are each | ocated
Wi t hi rks, i.e., within the X 25 network 1240- 1, FR
network f24%-1" ATM™network 1242-1 and satellite communication network

1243-1. That is, while with the qugginent-lo, a conversion fromthe I CS
user franmes to the ICS network franes and a reverse conversion thereof

PﬁéeicSéisi-“ﬁoﬁ?%ﬁf?ﬁb%%%?iﬁs%ifj%@?tgﬁﬁl?&a@%ég% %&%é%@“ﬁ‘ﬁ?i@k
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network 1040, within the FR network 1041, within the ATM network 1042 and

wit hi n titerfpge| into @snk(Binegwork feawergapabis. ofhrigentransfenrednnect i on
of relay network to relay apparatus): In the above Enbodi nent-10, the X 25

net wor k Withdn &R ICS wetivotRd land\Torneeverse tongersibrsat el | ite conmuni cation
network 1043 are
18. An integrated information communications system according to
Claim 2 or 3, wherein said.access control apparatus includes\a
satellite communications line converting unit having functions for
conversion of a satellite communications line interface into an ICS

network frame capable of being transferred within an ICS network, and

for reverse conversion.

19. An integrated information communications system according to
Claim 2 or 3, having at the relay network input/output portion within
said access control apparatus, an FR/ICS network frame converting
unit for converting said ICS network frame into a frame relay format

frame and for reverse conversion.

20. An integratéd information communications system according to
Claim 2 or 3, having at the relay network input/output portion within
said access control apparatus, an ATM/ICS network frame converting
unit for converting said ICS network frame into an ATM format frame

and for reverse conversion.



96 each connected to the access control apparatuses 1010-1 and 1010-2, but

are not connected to relay apparatuses. Conversely, as Shfwmmlm,muauu

wi th the Enbodi ment-13, the X 25 network 2020-1 is connec

control apparatus 2010 and the rehiﬁ appar at us 2030, the FR n&twbrk 2621*1
p

I's connected to the access control paratus 2011 and the rel ay apparatus
2031, the ATM network 2022-2 is connected to the access control apparatus

2012 and h1e el B ARRATALLE A malith | AmAAEALIOR SOTTUAl AadeNAGNES 10T K

2023-1 is connecte e access control apparatus 2 ere

apparatu 3 fuyr , X, e rk.2 -1, n
rel ay apé%ﬁ%ﬁh§e§P%b3&?bggg4aéﬂﬁmﬁ6§g?gt¢é¥ﬁ4éknggg&#ﬂ?@%?@%-ggf%ﬁg5h§5%?§d
to the rel ay, apparat uses 2031 and 2035, th ATNI88$MDrk 282%-2 i S connect ed
to the rctak! BEPSPSGRATEOSCARPATRINS. A SatRId 1 taAICS e ek, Frame
conmmuni cations network 2023-2 is connected to the relay apparatus 2033,
2036 and capyertingiunis for eerventisgnsaidildd metwork Hx'amec B0 @nt r ol
apparatuses are arranged such that the X 25

satellite communications format frame and for reverse conversion.

22. An integrated information communications system according to
Claim 2 or 3, wherein said access control apparatus is included in an

FR exchanger.

23. An integrated information communications system according to
Claim 2 or 3, wherein said access control apparatus is included in an

ATM exchanger.

24. An integrated information communications system according to
Claim 2 or 3, wherein said access control apparatus is included in a

satellite receiver/transmitter.

25. An integrated information communications system according to
Claim 2 or 3, wherein said access control apparatus is included in
one of the following: an X.25 network, an FR network, an ATM network

or a satellite communications network.

26. An integrated information communications system according to

Claim 2 or 3, comprising:



netwar k 2020-1 and 2020-2, the FR network 2021-1 and 2021-2, the ATM
network 2022-1 and 2022-2, and the satellite comuni cationrlmmﬂlﬂ mau ﬂ
and 2023-2 are each connected to relay apparatuses. Enbodi ‘ I"“"
where the access control apparatus is provided outside of the I°CSf: EI G671

shows a 14t h enbodi nent accordi ng tld#& he present invention, with the access
control apparatus 1210-1 being provided outside of the ICS 1200, i.e.,

within the LAN-12006aktt 8 £CUd33" 8bh€Fol apparFtud Provdisd! dxtdrngl ¢S and
address admi ni strati on server 1250-1 and the I CS network server 1260-1 are

al so | ocated outgl t L, 1.1 hi LN 2508

access control a%*p%?:gtgég ?ﬁ#e@a%ﬁﬁgr%{c}lnﬁeﬁog%{éﬁ%ﬁ@@ver %3’% %gr?%&ﬁat ed
I nsi de of 0 he access control apparatus integrating
adninistﬁg%Pgwgfg?ééFgﬁiiﬁ'has functions of conmuni cating and exchangi ng
information with the access contrgl apparatus 1210-1, the |ICS network
administrati on thereby conducting intra-corporation communication or inter-

corporation communication.

27. An integrated_information communication system according to
Claim 2 or 3, wherein said access control apparatus has an encryption
and a decrryption means, the ICS user frame is converted to an
encryption text by the encryption means and sent within an ICS to
convert at a time of an ICS encapsulation, and the iCS user frame
which is converted to the encryption text is retured to an origina1

ICS user frame at a time of an ICS reverse encapsulation.

28. An integrated information communication system according to
- Claim 2 or 3, wherein a speed class and a degree of priority are
registered in the conversion table, and a communication is performed

in accordance with the speed class and fhe degree of pirority.

29. An integrated information communication system according to
Claim 2 or 3, wherein said access control apparatus has an electronic
signature unit, and an electronic signature is assigned to the ICS

user frame when the ICS user frame passed said access control

apparatus.



server 1250-1 and the ICS network server 1260-1, using th

comuni cation function. At a tine that the VAN operator ent '
contract with the corporation X, and connects the user comﬂﬂ'&ﬂ“ ’LWH “I
to the I1CS 1200, the functions of the access control appara i€ sy«

admi ni stration server 1240 are used4fo wite data in the conversion table
within the access control apparatus 1210-1. Al so, the I CS address

adm ni strggion senventdgnirel INCobh loBScHRMYPIdatIBhVEystedfi0- 1 can each use
respective I CS network Server comruni cation function t'o comrmuni cates with

the 1CS address %ﬁ%&%{ggffcgﬂuééfv am%zﬁgvfné‘@\ﬁxﬁﬁxé%%%r&d&f‘é r

1260-2 within fhe - I nce the present®invention 1s confrgured thus,
: e A 0 : i :
communi caey ot Al R "0 rteel, BAPS A0 CBChe AR 2Pant v R B! Aldhs

t he above Enbodi nent-1. so, . it is,clearly understood that th
i nt ra- cor BBFEEM HSe o Cht it98 %‘hﬂlnﬁ#?é'-r?ﬁ{@?-Qé@p&?ﬁ‘(??ﬁi%ﬁﬁsﬁ?cat i on can
be conducted with the user term nal as described above, even in the event
that the Prvideg withimramiancessi esntnolyappar@mst and the | CS network
server 1260-1 are located within the ICS

and wherein in the case that transmission is made over an ATM

exchanger network contained therein following rules of said address
system ADS, and a destination other access control apparatus is
reached, conversion is méde to said ICS user address system ADX based
on the administration of said conversion table, and another external

information communication apparatus is reached.

31. An integrated information communication system according to
Claim 30, wherein each ATM exchanger constituting said ATM exchanger
network has an ATM address conversion table and a VC address

conversion table.

32. An integrated information communication system according to
Claim 31, wherein said ATM exchanger is further comnected with an ATM
address administration server and a PVC address administration

server.

33. An integrated information communication system according to
Claim 30, wherein a communication path of said ATM exchanger network

is a SVC or a PVC.



98- 1200. Enbodi nent-15 (Speed cl ass and degree of priori :

<<Configuration>> As shown in FIG 62 through FIG 64, the | \
i ncl udes access control apparatuses 8010-1, 8010-2, 8010- *@!ﬁ%@g‘“ﬁm\‘“\“
rel ay apparatus 8020-1, |CS addresg @dninistration server -Trand 1€S*
network server 8027-1, these apparatuses being connected by I CS network

communi cation |lines 8030-1, 8030-2, 8030-3, 8030-4, 8030-5 and 8030-6 which

transfer 38CS neanoilitégratnd TheotmArE onhcomB@dicaltioR" Qﬁm Recoeding ©@P12-1
and conversion table 8013-1 are all provided within the access control

appar at ug] S84 3oL Sefi@ﬁ@taf%muﬁb@aﬁdﬁr gh&hyi fa "’%gi)@%’ 2 W?ﬁs‘@f 3

line unit 8011-1 are ICS logic conmunication [ines -3

and 8051b€%ﬁﬂﬁp2ﬁ&e8§gggf&g%8§£?g' with I CS network addresses "7721",

"T7723", ed classes are given to the I CS conmuni cation
lines within the I CS 8000-1, indicating the speed of transferring the ICS

35. An integrated information communication system;

wherein an ICS user frame having a unique ICS user address
system ADX is converted into an ICS network frame having an address
systém ADS, based on the administration of a conversion table

- provided within an access control apparatus;

and wherein in the case that transmission is made over a FR
exchanger network contained therein following rules of said address
system ADS, and a destination other access control apparatus is
reached, Eonversion is made to said ICS user address system ADX based
on the administration of said conversion table, and another external

information communication apparatus is reached.

36. An integrated information communication system according to
Claim 35, wherein each FR exchanger constituting said FR exchanger
network has a FR address conversion table and a DLC address

convertion table.

37. An integrated information communication system according to
Claim 36, wherein said FR exchanger is further connected with a FR
address administration server and a DLC address administration

server.



network frames. For exanple, the speed class of the ICS co | ' '
8030-1, 8030-2 and 8030-6 are all "4", the speed cl ass of mmg@imﬂu‘m‘“n
conmuni cation |ines 8030-3 and 8030-5 are each "3", and the'f L S Ofe
the I CS communi cation |ine 8030-4 ia "2". An exanple of the conversion
table 893-1 is shown in FIG 65. Thé gbeed class is determ ned by a standard
with in the sane as the speed class registered wthin the conversion table

8013-1. AB88l CS ndnwdnkegrwhitets inf@Hidtions comewm ittt ibn systdnCaceddding to
adm ni stration server 99 8025-1, and an |ICS network address "7821" is

provi ded £oaihe ldrS320RhESSi TSR isIBnatine seBVer-is ddmmeetbei fg

connected to the access control apparatus 8010-1 by the I CS network
communi cag IR < 5 he,! raégg WD in$
comuni cat ?g&n a%der-m ngﬁﬁﬁ%%ll ?@Fg%%gorr -agdgregég ggt Is cor:ILne(CJ?IE%{:it%(?1 t he

e un ¢ efiHetade Verph 06l 155 e fnSe B B TES btk E8er cohliinttion.

function.

39. An integrated information communication system according to
Claim 2 or 3, wherein an encryption sérver is connedted to said
access control abparatus or a relay apparatus, and information
exchange is mutually performed by an ICS network server communication

function.

40. An integrated information communication system according to
Claim 2 or 3, wherein a conversion table server shows part of said
conversion table to a user or re-writes part of said conversion table

corresponding to a request of the user.

4]1. An integrated information communication system according to
Claim 2 or 3, wherein, when an address described in a network control
field of the received ICS network frame is not registered in said
converéion table, it is possible to select an open-zone connection or
a closed-zone comnection depending on a receipt or a waste of the ICS

network frame by designating an open-zone class.

42, An integrated information communication system according to



comuni cation term nal has an I CS user address "2510", is connected to the

line unit 8010-2 via the ICS | ogic communication |ine 8052-
8400-3 which is an I CS comuni cation term nal has an |ICS us mﬂ amzmmm"l"l
. . |

"3600", and the user 8400-4 which js an I CS communi cati on term fal thas an =«

| CS user address "3610", these beihﬂoconnected to the line unit 8010-3 via
the gateway 8041-1 and the ICS | ogi c comruni cation |ine 8053-1,

respecti@kaim 2The Bptwhpbeiar saidisicessngontiol @ppacavus kisaddpasatethdnitbe
| CS user address with the conversion table 8013-1 is the same as with the

af or emengh cEEBO6h BiteSs]caitrol? apphiAtid&nd0hns smpll fiedl A6céder ew th

being as follTows: the speed registered in the conversion table 113-1 in the

Enbodi @&ﬁ&d&sagﬁ%f‘%ﬁ% iand k&?&ﬁ%,- 5@&@%%9%@&& qeusgeqof priority

are registered; speed class an egree of priority are stored in

|05 ooor SHIRETER' BEES] MnREDY Horkitud . NP chinbled [ TS REMVIBE"e

class is,a system where, the conmuni cat is.cepresented with nuneric
agg

' d
values oiithaN ARRTeRALIan, GORVETFIGR FAPLE i thingsaid Aggregation access

control apparatus and a simplified conversion table within the
simplified access control apparatus, an ICS encapsulation and an ICS
reverse encapsulatibn are performed in said simplified access control
‘apparatus, and charging and.electronic signature are performed in

said aggregation access control apparatus.

43. An integrated information communication system according to
Claim 2 or 3, wherein said access control apparatus includes a
network server such as an address administration server, name server,

in a case which is physically independent.



100 speed.. For exanple, the communication speed of 64 Kbps is Class 1, the
communi cation speed of 128 Kbps is Cass 2, and so forth, with the

comuni cati on speed of 500 Mops being Class 7. The greater the nunber for

t he conmmuni cation class is, the gre;{ﬁr) t he speed. FI G 66 shows an exanpl e
of correl ation between the conmunic n speed and the speed cl ass, but
there is no need to nake the speed class _systema 7-cl ass systen1fron1"1"
to "7". This may be, for examMBSIRACHAR T, vDH$GLQS“R§ a 20-cl ass system in
accordance with progress in technol ogy. "Also, there is not need for the
comuni cation speed to accurately match the physical comunication speed of
the 1CS network lines within the ICS 8000-1, rather, the system nmay be nade
to correspond w tTo prévide tare intggrated dmformatidn commprichtiginvsygtemne

| eeway with the communication speed. The degree of priority is represented

i n nurer i @ivhbueusing dsdicdted 29n6y drerthel Phtexiil)| ensheiig TomnbAca fifon
order of priority conpared within a single speed

speed, communication quality, commmication trouble countermeasures

in a unified manner, wherein security and reliability in
communication is ensured without change of a private address system.

 The system is comprised of an access control apparaius for connecting
a plurality of computer commuﬂication networks or information
communication equipment to each, and a rglay device for networking
the aforementioned access cbntrdl apparatus, the system having
functions for performing routing by transferring information by a
unified address system and b& changing address at the access control
apparatus, and is configured such that the aforementioned plurality
of computer communication networks or information communication

equipment can perform communications in an interactive manner.
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cl ass for when sending the ICS network frames fromthe access control
apparatus or the relay apparatus to the |ICS network conmmunication |line. The
greater nuneric value representing the degree of priority, the higher the
priority. For exanple, in the event that the relay apparatus receives two

| CS network franes F510 and 1 at” al)ypst the sane tine, and the speed
class of the two franes is thg ” e "3", the degree of priority of
the 1 CS network frame F510 is@ : e degree of priority of the ICS
network frame F511 is "5", th@ fystem-sen§s the I CS network frame F511 with
hi gher priority first. In the& di ment-15, e.g., the I CS network
101 communi cation |ines 8030- - "“in the same communi cation
channel " fromthe relay appar@jus 2020'.2’1 toward the access control
apparatus 8010-3, and the I CS Ret komo ni cation |i#es 8030-5 and 8030-6
are "in the same comuni cati on \chamnel® frfomthe rel ay gipparat us 8020-1
toward the access control appartus 8@0- . The ]
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comuni cation |ine my be headed toward the relay apparatus fromthe access
control apparatus, or nmay be headed from one rel ay apparatus toward anot her
rel ay apparatus connected with the I CS network comruni cation line. A
plurality of ICS network comuni-cat2on |ines of the same speed class may be
set within the sang\channel, and in this case, e sanme speed class may be
P nication line. <<@genation>> This operation
will now be descr)'Bed witfy _ e flp@harts in FlGs and 68.
The user 8400-1 s is3- N t he sender [I%C} user
addr ess " 2500 : =addr ek 3600" to the®AS | ogic
comuni caf'i devi §012- 1 of theSapcess

control g | CS
logic te "TTR it 8011-1,
and at t h addr p S2001),
and chec ] 778

i dentifi ttpab®el 8013-1 as " 3"
(virtual

Provider for &
Internet
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| i ne connection) or not (Step S2002). In this case, the registration 102
has not been made as such, so next, the receiver |ICS network address "3600"
witten in the ICS user frame F500 is obtained in accordance with the ICS
network address "7721" (Step S2004), and checks whether the I CS network
address "3600" has the request identiBication thereof registered in the
conversion table as "2" (inter-corporation comunication) or not (Step
S2005)...ln.1Lhis _case, the reqgistration has been nade, so next, the

receivithg 1 C§ g ". " n t i tab
8013- lﬁ]@annf(ﬂ par a%wlrc')lrg fa pgraé%r m %ﬁh@‘? geni?gg@& a{8? bN, %té(}%ﬁét% ﬁ%)
accountji pg+he] ated 1 nfor ., ne speed class

priori tyﬁ&%d, i s obtai negsfflfeﬂmﬁ(cﬁgi Bo(ﬁpgrm on table g]i]? 81 (St e@p%g

Next, tlhe |1 CYH encapsul ation is QH)f or rred by generati 1g @p I|CSs ¥ K ffame
F510 wlitten fherein with "speed class "3" and degre¢ of prjiorit@3)y3" (Ptep

e

S2020) ,{ whi chfTs—semt—to e T CSTretwoyk—commum cat TP+ T )
S2021). Time To Live (TTL) (8) Protocol Type (8)| Header Checksum(16)
Sender Address (32)
Receiver Address (32)
Option Padding
(variable) (variable)
b, 4

‘Data

Field ? I
v
FIG.3 .
- . . . ' _
Control Version (4) [Priority Order(4) Flow Label (24)
Field Payload Length (16) Next Header (8) { Hop Limit (8)
Sender Address (128)
Receiver Address (128)
Y
Data
.
Field S/~ A
b 4
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Al t hough t he aboveexpl anati on has been nade with regard to the

I nter-corporation comuni cati on wherein the request identification of the

| CS network frane is set at "2" (inter- corporation conmunication), in the
event that the request identificatioh thereof is "3" (virtual dedicated
line conngction), the receiving | & nehwork address, speed class, degree of
priority gnhd the like are oﬁéain:d froQm\t he conversion table 8013-1, and

further, Bformation relati tqg accoft \i s obtained (Step S2003). In the

event thatgthe request identgfigati ongheyeof is "1" (intra- corporation
communi cafg on), the receivi I[/CS networ kyaddress, spged cl ass, degree of
priority gadthe | i ke are obaifnedyfr @n the 103 cohyersion table 8013-1,
and furthe , +nformation rel&tiingvio &count is obtaingd (St 2011). In

t he event at tNe request iRe tifZ’cat&on

t hereof is "g (
an | CS ne rk yselver), thegbegei \Sngcr.bCS
[4)]

net wor k addross and the\l i ke are

obt ai ned a a
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fromthe conversion table 8013-1, and further,

account

I's obtained (Step S2013),
net wor k server 8027-1 after encapsul asi on.

information relating to

followng which this is sent to the ICS

The I CS network frame F510

formed thus reaches the relay apparatus 8020-1 via the | CS network

comuni cat i [T he 8030- Let us|sgy |that now_another [CS network franme
F511 reacheg,the relay apparatus 8Q2041 via the || CS netwbrk comuni cation
i ne 8030-2,{ af al nost the same tine. |This I CS etwork ffane F511 has been
sent fromth ser 8400-2 as_an | uder franme H501. hasfarrived at the
access controljapparatus|{§01042 via tHe I CS | ogijcj co nfcations |ine 8052-
1, been ICS engapsulrateg|dt that pointf to Q ﬁthe | CSfnetwork frane F511
there, and reag¢hed fhe K¢l ay appa at ug 802(@-1 el ng sent via the ICS
net wor k conmmunil €at i ¢r—~ pe 8030- 2] Updqmrecerwrig the I CE network frane
F510 and the | net wor k amg F511 (Stgp S2030)}, I relay appar at us
8020- 1, under admi ni $tjr at ifon of t ReZ@processi dgvi cg 8021-1, first
checks the rel ayStabl e 8¢22~+3to fleci deSwhi ch n4qt ' cofmuni cation line to
use for the | etwork ffranes F510 andQF511, i.le., findp conmunication
channels (Step o031), andepar af es th§§e byfchampel (Sjep S2032). Wth
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present Enbodi nent-15, both of the two ICS network frames F510 and F511
have 'a transm ssion destination of the comuni cation channel 104 from
the relay apparatus 8020-1 to the control apparatus 8010-3, and two ICS
network communi cation |ines exist, nanely, the I CS network conmmuni cation

| i ne 8030-3 and 8030-4. Next, the rela® apparatus 8020- 1 reads the speed
cl ass described in the control fielifof tahe t\g IC?network frames F510 and
F511, and separates the ICS network{fra by TSpeed cl ass (Step S2041).
Hereafter, the procedures are perfornmed depardtely {for each separated speed
class. In the case of the present Efbodi nent-2145 , tlhe speed class of the
two | CS network franmes F510 and F511 are |both ["3". |Next, with the ICS
frames of the same speed cl@ass—thedegrge—of—jprt+orfrty—descri bed in the
control portion of the two |ICS netwgrk fr is pgad forjeach, and the ICS
frame with the higher priorlity i s@éent fi St gn, {S2042)} |If the degree of
priority is the sane, eithgr :

Kﬁvvv

B
1.5Mbyps?

100Mb

64Kbp

Line
Portion

12

11
FIG.7

10

Processing Device

14




may be sent first. As a result of the above process, the relay apparatus
8020-1 sends the ICS network frame F511 first over the ICS network

comuni cation |ine 8030-3, and subsequently sends the ICS network frane
F510 over the ICS network conmunication |ine 8030-3. Incidentally, in the
above procedures, in the event that the only ICS network comuni cation

| ines avail able are of a conmuni cation speed slower than the speed cl ass
described in the control field of the ICS network frame F510, information
regardi ng sl ower service due to sl ower speeds, i.e., the sender |CS user
address and the receiver |CS user agdress to be described in the relevant

I CS network frane, the tinme to conmjyni cati ons service (year, nonth, day,
hour, mnute, second), etc., are degqcribed in the relay operating file
8023-1. The 105 recorded contentq of the relay operating file 8023-1 are
notified to the user according to rgquests of the I CS 8000- 1. Accordlng to
t he above procedures, of the two I C3$ network

21
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frames F511 and F510, the ICS network frane F511 with the higher priority

| eads tine-w se, and reaches the access control apparatus 8010-3. having
been transferred through the I CS network comruni cation |ine 8030-3. The ICS
network franme F511 is subjected to the ICS reverse-encapsul ati on, becones
the 1 CS network frame F501, and reaches the user 8400-4 with the I CS user
address "3610" via the |1CS’logic com®nication path 8053-1. The |CS network
frame F510 is subjected to the ICS reverse-encapsul ati on, becones the ICS
network frame F500, and reaches the user 8400-3 with the I CS user address
"3600" via the I1CS logic connunicat”pn path 8053-1. Next, options will be
descri bed regardi ng how to user the jdegree of priority. In the event that

t he speed class and the degree of prliority recorded in the conversion table
8013-1 are to be copied to the ICS network frane at the point of the ICS
encapsul ati on, the processing devicg 8012-1 checks the length witten in
the 1CS user frame control field whijch is to be processed, and only in the
event that the ICS user frane is eqyal to or shorter than the predeterm ned
val ue (e.g., 256 bytes) for exanple,] a value with value representing the
degree of priority incremented by "I" 1s copied to the ICp
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network frame. Thus, in the limted case of short ICS user frames, the ICS
user frames can be transferred within the I1CS 8000-1 with priority. This,
the I CS 8000-1 operator is able to easily realizes 106 service wherein
the priority of short I1CS user franmes is raised, i.e., the conmmunication
service with raised communi cati on charfges. As for the users, the short ICS
user frames increases the surety of throughput. Wether or not the option
is used is determ ned separately for each access control apparatus, for
exanple. A nmethod may be enpl oyed wherein only the speed class is
Ainplenented, and the above nethod i g executed wi thout the degree of
priority, i.e., with all ICS user frlanes at the sane degree of priority.
Wth other enbodi nents, the conversijon table 8013-1 does not include the
sender | CS user address (intra-corpdration and inter- corporation). In
these cases as well, there is no chgnge, since the flowhart shown in-
FI G 67 does not refer to the sender || CS user
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address, apyway. Enbodi nent-16 (Assignnent of electronic signature to ICS
user franme): An enbodiment will now be described wherein |ICS user franes
are electronically signed, and wherein there is proof that an I CS user
frame has passed through an access control apparatus. Al so, the enbodi nent.
wi Il now be described wherein the 1CS Her franes are encrypted upon

request. First, description will be made regarding the electronic signature
technol ogy used in the prese nbpdi nept. In order for an electronic '
signature to be used, there i sjgnerjto formthe el ectronic signature
and a verifier to verify the gl ctyonic}signature. The signer
sinmul taneously forns a pair o ey5}4§Lgnature key KSa and verification key
KPa. The signer keeps the sigha uregkggn 107 KSa undi scl osed, and
di scl oses the verification key KPa iehe pay or another. The signer "a" uses
the secret signature key KSa helld py thg signer "a" lone to form an
el ectronic signature a which
g |
o |8
O o
S p“@
a 2 Z
M D
Q Q
b= Q
=] | <
(2}
wn
g
o] L
s S —
< HQ cD
o B < o
% = Py
Qa
-
w0 -
Ol &«
Z
= &
)
o
Q
O
N
S
o
=) -
BN
o
O
)
-2,4
-
5
/A




dependent .on data m and the signature key KSa. This is shown in the
following expression (1) a = SIGN (KSa, h (m) .o« ... (1) Now,
"SIGN' is a signature function repre ting the function of the signature,
with the functiony = h (m being a hash function for electronic signing
having a function for canpressirfdg the data ni ort,g@ta. The verifier
"b" uses the disclosegd verifigatlion key KPajarjd verifiesathe authenticity
of the electronic s&@natu@a [ern] , accordipgito he1%ﬂ@§wwng: [err] =
TEST ([err] , KPa, ®© (M) &S.. (2) Then injtHde evyent that [err] =1, this
indi cates that the el eqtr8&aic|silgnature a aphd |t h&*dat am are both correct,
that the electronic sigdgnaturel ajand the datp n not been re-witten
foll owi ng generation of the elegtronic signpture a , andgnfhat there are
been no unaut horized!t gfpertng. (I n the event timat{egrr] & 0, this indicates
that the either oneQor |boed of fthe el ectronfc |si ggatjure & and the data m
are not correct. Th® vdri McalH9n key KPa i p Wi defly |di sgl osed by a public
key information ser\ice f@ms whi ch perforrrg sergceg_,SZCh as operational

reports and informati of puplic keys, or
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general advertisenents. The art for forns the signature function Sl GN which
makes cal cul ation of the signature key KSa practically inpossible even with
di scl osure of the verification key KBa, is of 108 public know edge.

Next, the procedure for assigning an electronic signature to the |ICS user

frame will be d scrlbﬂd. The oljj ects of the electronic signature are the
followng: a "tiinme/l ogati on parjaneter pP1" representing conditions relating
to the time or place qf providijng the gl ectronic signature, i.e., the
year/ nmont h/ day/ lour / mifnut e/ secqnd of ejectronic signind% t he operator of
t he access contfol appgar at us, craéﬂe i fentification cod® of the access
control apparatys, and the "sign re function paranet&) P2" representing
the signature fdinction Sl G\, t e pe pf the hash functgon h (n), or the
length of the siignaturje key. I} aFnunefi cal expressionigthis I S expressed
in the followi ng exprdssion (2): & o,
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[err] = SIGN (KSa, h (m) .(3) wherein m= UF || P1 || P2.
Now, UF represents the I CS user frarre before the 1 CS encapsul ation. or the
| CS user frame restored to the origgnal formafter the ICS

reverse-encapsul ation. The user on the receiving side receives the ICS user
frame UF, the tinme/llocation—paraneter|Pl, the sijgnature-function paraneter
P2, and el ectronic gignature to—hhe! | CS user firame on {he—reqgeiVing side
as UF || PL || P2 ||f [err]. THisYiq illustrated|in FIG 69. Iﬂrthe', t here
is a nmethod whefin {the arealforowliting the pajanmeters B P2} and the
el ectronic sign&urg [err] wit{hiT tihe|lCS usgr frame UF { I‘Eft bl ank, as
shown in FIG 70.{ I n Sefape, the el ectroni ©silgpatyrel ¢ 1's genefated such

[
el 2 g
as can be representgqaghs= o Iovvs with the o ngeaﬁnme | CS user frane
UF 109 represeqt 4@ by DAl Tgrr| = SIGN\(KS{ 8(MYy——71 |- -- (4)
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wherein m= Data || P1 || P2. Verification of the signature is performed as
follows: [err] = TEST ([err] , KPa, h (m)) ...... (5) wherein m= Data ||
P1 || P2 Further, in the event of the ICS user frane UF-is 2048 bytes in

| ength, for exanple, -and the Iengtrlfﬂ“ UF || PL || P2 || [err] is 2448
bytes (2048 bytes + 400 bytes), there arises the necessity tore- wite the
field representing the frane length within the control field of the ICS
user frame UF (e.g., the total-length field shown in FIG 3) from 2048 bytes
to 2448 bytes. Thus, the re-witten ICS user frane is represented as UF .
In the event that such an enbodi nent is enployed, the electronic signature

ais represented as follows: a = SIGN (KSa, h (m) (6) wherein m =
UF || P1 || P2. Verification of the signature is performed as foll ows:
[err] = TEST (a, KPa, h (m) ..... (7) wherein m= UF || P1 || P2. In the

present Enbodi nent-16, UF, Pl and P2 may be re- organi zed regarding the
order thereof, so as to calculate, e.g., the
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el ectronic signature a = SIGN (KSa, h (m) as m=P1 || P2 || UF, and set
P1 || P2 || UF || [err] within the ICS user frame of the receiving side. In
t he present enbodi ment, the encrypting function 110 is represented as y
= ENC (K1, x), and the decrypting function is represented as x = DEC (K2,
y). Here, "x" represents plaintexi5data, "y" represents ciphertext data,

ENC represents —oR fUnCtiv.,ADEGJLGpLeS%nLS—a—dQGL¥pLLGn
function, K1 represents n enchyptiong key, @nd K2 represtggugmgécryption
key. The art of {electronfc sigpaturelis alsp callgd d|g|td1 signdture, and
is described inge- LNew-BH-eetHor—-A—C-yptogrdphy—paper—by{W Diffie
and M E. Hel | min, |EEE | T. Vol . IT-22 No. 6, pp. 444- 654, 1976), jand
"Encryption and ﬁﬂfornat ohdSecurlty (Shigeo Tsujjii, 1990, Shokqgdo,
pp. 127-138) . <<CdBfigurdtisg>> As shown in FIG 71} the I[€5-9666-1 incl udes
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appar at uses 9010-1, 9010-2 and 9010-3, and relay apparatus 9120-1, these
appar at uses bei ng connected by I CS network comruni cation |ines 9030-1,
9030- 2 and 9030-3 which transfer I CS network franes. The line unit 9011-1,
t he processing device 9012-1, the conversion table 9013-1 and the

el ectronic signature unit 9017-1 bk6e all provided within the access control
apparatus 9010-1. Provided within the electronic signature unit 9017-1 are
the follow ng: program nodul es for realizing the signature key KSa, the
verification key KPa, the electronic signature function SIGN and the hash

function h (m, at ure function
paraneter P2. . the Shgnature kgy KSa is a secret val ue held by the
access control pparatus-9010 1, afd the elecgronic signature unit has the
secret signatureg key thenemnthln o there is|the-mecessrty o pr event
the secret signature keylfron1leak|ng out. Fof exanple, the gelectronic key
unit may be storjed |nS|dd a physicglly strongj box, structureF such that the
signature key cannot be read from tlhe :
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outside. The plurality of 1ICSlogic termnals of the Iine unit 9011- 1 are
provided with the I CS network addresses "7721", "7722", "7725", "7726",
"7727" and "7728". An exanple of the nversion table 9013-1 is shown in
FI G 72. The encryption/decryption nmeans 9018-1 i ncludes encryption

functions, and holds the encrypti K1 _and the decryption key K2. Wen
an | CS user franme UFl is inputtgd, tsT%Egm'erte t UF2 is generated as UF2 =
ENC (K1, UFl), and when the cipkegrtext is iAputted, the plaintext

thereof is obtained as UFl = DEC (K2, URR). <<Operation>> This operation is
described with reference to the flowharf shown in FIG 73. The user 9400-1
sends the 1CS user frame F900 with the rgceiver |CS user address 3600 to
the ICS | ogi c conpu 0511 Y The process 0

t he access contro apparat us 10- 1 rec the | CS user frarre i 900 rom
the 1ICS logic terfinal with tgge %’ﬁetﬁ@s (Er@gg '7721" of thie line unit
9011-1, and at thg sane tinme, obtains the ICS networ k address "7[721" (Step
S2001) and checks™ ' aaar
i dentification thereof

' - / S101
Obtain ICS Network Address

Decision of Request ID and Address

(1) Sender and Receiver are Intra-Corporation
Communication Address.

(2) Sender is Intra-Corporation Communication
Address , and Receiver is Inter-Corporation
Communication Address.

(8) Sender and Receiver are Intra-Corporation
Communication Address.

S103~ ¢ (1) #2),(3) /~ S104

Obtain Receiving Obtain Receiving
Network Address - Network Address

/5105 ; )

Convert Intra-Corp. Communication Add.
into Inter-Corp. Communication Add.

R b s

ICS Encapsulation and Transfer ICS Frame to
Relay Apparatus

(3)

l
CEND)

FIG.18




9013-1 as "3" (virtual dedicated |line connection) or not (Step S2002). In
this case, the registration has not been nade as such, so next, the

recei ver I CS network address "3600" witten in the I CS user 112 frane
F900 is obtained in accordance with the ICS network address "7721" (Step
S2004), and checks whether the I CS network address "3600" has the request
identification thereof registered in £8e conversion table as "2"
(inter-corporation comruni cation) or not (Step S2005). In this case, the
regi stration has been nade, so nex ng | CS network address
"5522" is obtained fromthe con ) g -1 as preparation to
performthe I CS encapsul ati on. related to accounting for

tabl e 9013- 1 (Step S2006). The val ue "1' is specified in the signature
space in the conversion table 9013-1, and also "YES" is recorded in the
space

Receive ICS Network Frame

/’ S1i1
Form ICS User Frame From ICS Network
Frame(ICS Reverse Encapsulation)

(1) Decide ICS Logic Terminal to be sent.

1(2)  Set Receiving / Transmitting ICS Network
Address , Sender / Receiver ICS User Address etc. to
Temporary Conversion Table.

_ / S113
Transfer ICS Frame from ICS to LAN

!
CEND)

FIG.19



for electronic signature transm ssion, so the processing device 9012- 1
uses the program nodules for realizing the electronic signature function
SIGN and the hash function h (m, the tine/location paranmeter P1, and the
signature function paraneter P2 stork® in the el ectronic signature unit

9017-1, and using tfhe erectrontc 3i gnatfdre metnod desgri bed above,
generates an el ectrfoni c signpature|for tlhe I1CS uder frgme F900, and forns a
new | CS user fwane|(represe tcg, py UF2)] (Step S30f9)— |This is represented
in an expressien (8§) as fol lldgwes huF2§=m|| [ errf]]
(8) wherein m&F9qQ0 || P1 ||| 8] la X -9IGN (KSa,{ h (P . In the above
procedures, even ifhal" is gpecitiiedi nf,the signature [space in the
conversi on tabl 9(@- NI T|"NO s ec('b’F‘de I n it he 113 space for
el ectroni c signaturetf &spission] the egeEtron-i-c signature unit 9017-1
does not operate cﬁa 2| pgtrenn) ¢ si a.gu e _i$In
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provi ded. Next, since the encryption class is specified as "1", the ICS
user frame UF2 is encrypted by the encryption/decryption neans 9018-1 to
forma new user franme UF3 (= ENC (K1, UF2)). In the event that the
encryption class is "0", encryption is not perforned. Next, the ICS
encapsul ation is perforned by generatjng an ICS network frame FO01 witten
therein with the speed class, the ded%ee of priority and the encryption
class (Step S2020), which is sent to the ICS network conmunication |ine
9030-1 within the ICS 9000-1 (Step S2021). Although the above expl anation
has been nade with regard to the inter-corporation comruni cati on wherein
the request identification of the ICS network frane is set at "2" (inter-
corporation co i T ma— heepent—{hat—{he Teqgest identification is
"3" (virtual dedicatediline corfpectipn), {he receiving I CS network address,
information reldting tb accountff and fhe | {ke afe obtaijned fromthe

conversion tabl g 9013- S 003)] In the eyent thdat the request
identification ifs "3 (intra- rpor ptionjconmuni catign), the receiving ICS
net wor k address, infﬁWEEtion rgl ating to fccoupt_and tlhe |ike are obtained
fromthe 3 @ 2] m

 ann!

e

ICS
Network
Add.
9921
6611
8822

User Add.

F1G.21

(Inter)

Add
7711
7712
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ICS Network | User Add. | User Add.




conversion table 9013-1 (Step S2011), and, in the event that the request
identification is "4" (comunication to an | CS network server), the
receiving I CS network address, information relating to account and the |ike
are obtained fromthe conversion table 9013-1 114 (Step S2013). The ICS
network frame F901 thus generated by the above procedures reaches the
access control apparatus 9010-2 thr@dgh the | CS network comrunication |ine
9030-1 and the relay apparatus 9120-1, is subjected to the ICS

rever se-encapsul ati on, becones th network frame F902, and reaches the
user 9400-4 with the ICS user ddre §xA3§q$ viNa the ICS | ogic
communi cation path 9051-3. Her | rr] , m=UFL || P1 || P2,

UFl represents the I CS user frane F900 Iefore sending, Pl is the

tinme/location paraneter, P2 is the elecfironic signature paraneter,
represents the electronic signature, wi¥h a = SI G\ (KSa h(ni)(pg ?§Q€0

Receive ICS User Frame

!

- / S201
Obtain ICS Network Address

i /~ 5202

Is Request ID Virtual NO
<Dedicated Line? END

,} YES
S203
Read Receiving ICS Network Address [

l | [ S204

Form ICS Network Frame by adding Network Control
Field set Transmitting ICS Network Address and

Receiving ICS Network Address to ICS User Frame(ICS
Encapsulation)

S205
Send ICS Network to Relay Apparatus /

l
(END )

FIG.22



<<El ectronic signature and a decryption in |ICS reverse- encapsul ati on>> The

user '9400-3 sends an | CS user frane F930 with
"3610" and a receiver |ICS user address "2510"
cormuni cation |ine 9051-4. The access 2&ontr ol

a sender | CS user address
tothe ICS |logic
apparatus 9010-3 receives the

| CS user frame F930, perforns _ ation using the internal
conversion table, generates af | CS nef\fork frame F931 and sends it to the
| CS network communi cation«hing 90pG=31 |The | C$ negwork frame F931 reaches
t he access control apparaths 9010{ 2=t hiig he | gpetwork comuni cati on
line 9030-1 and the accesgco_tro gppg 902%1%; S subjected to the
| CS reverse-encapsul ati on und 'rx:a‘ T gt Ofppt conversion table
9013-1, and becones the | uses frane . ncg3t¥e value "1" is
specified in the signature\sppoz 3t hg conved 36 tabl e 9013-1, the 115
| CS user frame (UF1l) obtain Ky [l Tf& Keyerse encapsul ation is
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deci phered using the encryption/decryption neans 9018-1, thus obtaining an
| CS user franme UF1'. Here, UF1' = DEC (K2, UF1l) holds, and in the event
that the encryption class is "0", encryption is not performed. Next, since
the value "1" is specified in the signature space in the conversion table
9013-1, and also "YES' is recorded igy the space for the electronic
signature transm ssion, so the electronic signature unit 9017-1 operates,
and provides the ICS user franme with the paraneters Pl and P2 and 't he

el ectronic signature a , thus formng a new I CS user frane F932. This is
represented as follows: F932 = m || [err], m= UFl || P1 || P2 electronic
signature a = SIGN (KSa, h (m) ...... (9) and in the event that the

af orenent i oned i performed. UF1: is used jnstead of UF1
In the above procedures, even if ftlhe value "fL" is|spec|fiedjin the
signature spacel in theiconversion |table 9013T1’ if "NO is fecorged in the
space for electfonic siignature tr 1 sgion,}an e|lectrpnic $ignafure i s not
provi ded. The I} s—theuser—940p== hrh the |1 CS user
address "2510" 11-1f and fhe I1CS logic ‘
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conmmuni cation path 9051-4. <<In the case of signature request>> In the
event that "an I CS user frame F940 with a sender |CS user address "2800" and
a receiver |ICS user address "3700" is inputted fromthe line unit 9011-1,

the request identification 116 corresponding to the I CS network address
"7728" is "2", thevalue "0" is specified in the signature space in the
conversion table 9013-1 correspondi to the receiver |ICS user address

"3700", and at the sane tinme "YES" 1s recorded in the space for the
el ectronic signature transm ssion. Then, since the value "1" is specified
in the signature request space in the ICS user franme F940, the electronic

signature unit - ; for aewt ame provided
with the paranefers P1 and P2 and{the e|ectrpnic $ignaturef[err] . In a
case that the sjgnature space in tjhe cohversfon tEbIe
4
[
5 &
S o
w2
B 4
°y
gl
< £ | |
<,0 o0
x4 A {®
= p!
o
=
D
D
4 &
)
o
D
N
=
5 £ a
>4 2 — [ SR
gg < <
<O
o]
g'; i N - | TTTTTTTTT
B

- v v o

Item of
Question
Q
Q2
Q3




9013-1 is either "0" or "1" 'and "NO' is recorded in the space for the

el ectronic signature transnission, an electronic signature is not provided
before the I CS encapsul ation, even if the value "1" is specified in the
signature request space in the I1CS user frane F940. In the sanme way, in a
case that the signature request spagg in the conversion table 9013-1 is
either "0" or "1" and "NO' is recorded in the space for the electronic
signature reception of the ICS user frame, an electronic signature is not
provi ded after the |ICS oncapsul ation, even if the value "1" is
specified in the 5|onatuE¥r¥§RgE inYhe conversion table 9013-1. On the

ot her hand, in the ewean user frame is to receive the

el ectronic signature at the
control apparatus, and furthgr is to receive the electronic signature by

etworkW

YES

\ [/’ S301

Obtain Answer of
Network Database

NO

j/’ S302
Inquire to Another ICS
Network Server

v [/‘ S303
Receive Answer

v
(END)

FIG.26



el ectroni c-signature are assigned, as shown in FIG 74. Al so,

there are

ot her exanpl es wherein the value of the verification key KPa is included in

the signature function paraneter

P2. Thus,

the trouble of the I CS user

frame receiver obtaining the verificmui%ﬁlkey KPa fromthe public key
i nformati on center o

the contents of the |
receipt, etc.), anrglegtro
i fijcati

whi ch the el ectron
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the electronic bill
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access control
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unit 9017-1 and the encryption/decryption neans 9018-1 are situated within
t he access control apparatus 9010-1. Conversely, with the present

enbodi nent, as shown in FIG 75, the access control apparatuses 9310-1,
9310-2, 9310-3 and 9310-4 do not include an electronic signature unit
therewithin. Instead, electronic sigpature 118 servers 9340-1, 9340-2,
9340-3 and 9340-4 and I CS network communi cation |lines 9341-1, 9341-2,
9341-3 and 9341-4 are connected, respectively. Each electronic signature
server includes the functions of the electronic signature unit described in
t he Enbodi nent-16, and the manner of operation wherein electronic
signatures are provided before the ICS encapsul ation or providing

el ectronic signdgture after the TCSreverse encapsqfatlgn I'n cogperation

with the access jcontrol apparatus fis thg sang as tlhe funei--on- ¢f the
el ectronic signé Aﬁed in the |Enbodi nent-16, with

si gnature key, \ al nic
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signature function, programnodule for realizing the hash function,

time/l ocation paraneter and signature function paraneter. The el ectronic
signature servers 9342-1 and 9342-2 are connected to the relay apparatuses
9320-1 and 9320-2 via the I CS network conmunication |ines 9344-1 and
9344-2, respectively. The el ectroniggsignature server has an I CS network
addresses unique in the entire ICS network, and has the function of

comuni cation with other electronic signature servers or access control
apparatuses using the I1CS network server comruni cation function, thereby
mut ual Iy exchanging the information that each has. The electronic signature

server 9342-1 is[ an electronic sigffaturef server represepting tie VAN
9301-1, which communicates with thd electronif sigpaturg serverls 9340-1 and
9340-2 within the VAN 9301-1 usinglit he 1|CS nefwor k| server commyni cati on
function, and is| capabl e of obtai nigng i.nformajion Held by the dl ectronic
signature serverjs. A so, the electtonic pignature er vel 119
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9340-1 is capable of obtaining information relating to electronic signature
hel d by the el ectronic signature server 9340-2 (such as a verification
key), via the electronic signature server 9342-1. The el ectronic signature
server 9342-1 is capable of comrunicating with the electronic signature
server 9342-2 which represents another VAN 9301-2 using the |ICS network
server comunication function, ther@By mutually exchanging the information
relating to electronic S|gnature t hat each has. The el ectronic signature
servers do not exchange—-r Fat+en. regardi ng the secret signature keys
hel d therewi thin, arfd tlﬁﬁfy&RﬂD rd Y he secrecy of the signature keys.
Further, with the present enbaodinert’, as shown in FIG 75, the access
control apparatuses 9310-1, 9310-2, 9310-3 and 9310-4 do not include
encryption/ decryption nmeans gherein. Instead, a connection is nmade with the
encryption servers 9343-1, 4 9343- 4, via respective ICS
net wor kK comruni cati on S. ~ ryptlon Sﬁggir has the functions of

t he af orementi oned 244 8-1, and the manner of
operation whergln S Tres—+sprovi ded before
the I CS encapsul a ] of t he encrypted I|CS user framnes

after the ICS reverse
/‘ S402

Inquire to Another ICS
Add. Administration
Server and Obtain

[ S401Answer

Y

Answer Contents of
Correspondence Table

Y / S403
Send Obtained Result
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encapsul ation in cooperation with the access control apparatus is the sane
as the function of the encryption/decryption neans 9018-1, with program
nodul e for realizing the encryptioggfunction and the decryption function,

t he encrypti crypti onqkey—Hre—ererypt i -5
and 9343-6 he rel ay|appar at@ises 9320- a the
| CS network_jco 120 lines. E encr ypt L\Qn ser | CS
net wor k adq.s SsHg he @ﬁti re | el wark, gld hag tj on of
communi cat iBn W ypthEon servel &40 GE hEEels
appar at use wor serié_g & I af | Y™ reby
mutual |y exc mat \NQn tE eachlhas. T Ver
9343- 5 is erf re re;@t oyl { he VAN
communi cat e i on5qrvers pRaBY e| VAN
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servers. Also, the encryption server 9343-1 is capabl e of obtaining the

i nformation relating to the encryption held by the encryption server 9343-2
(such as an encryption key), via the encryption server 9342-5. The
encryption server 9343-5 is capable of communicating with the encryption
server 9343-6 which represents anot hél VAN 9301-2 using the I CS network
server communi cation function, thereby nutually exchanging the information
t hat each has. Enbodi nent-18 (Open connection): Description will now be
made regardi ng the I CS open connection, i.e., preparatory procedures
performed by the user and the VAN operator operated in order to change the
ot her party and conduct the inter-corporation comruni cation. <<User

appl i cati on3 ' totie— VAN opergtor—for a1 €S) nane and an
| CS user address, and at the sgnme tijme, shows | CS cpnneciion 121

ID

Receiving |Request
CS
Network
Add.

ICS User
Adedl.

F1G.32

(Inter)

ICS Network | User Add. | User Add.
Add.
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conditions, a user identification and a paynent nethod (address,
corporation nane, paying bank account, etc.). If there is the ICS user
address for intra-corporation conmrunications that the user has deci ded,
this is also shown, but not if there is none. The VAN operator follows
comon rul es deci ded upon beforehand 3gth ot her VAN operators, and deci des
upon the ICS nane and the I CS user address and inforns the user thereof.
The itens for the I CS connection conditions include ICS name conditions,
comuni cati on band conditions, accounting conditions, electronic signature

conditions, encryption conditions, open-zone conditions and dynamc
conditions, with the contefits of fhese ¢onditijpns befng as |describe|bel ow.
the I CS nane conditions spgcify oply the |eft jportiop of the | CS nafe. For
exanple, in the eventithat the 1G5 nanelis "UIR#1. ACBH#1. DI $#1. VAN#1|JP. AS",
the user specifies onlly thg | eftnpst "U$R#L" (jt he VAN operdtor deci des upon
the remaining rig The] conmuni cati on band] condi tfi ons are}speed
cl ass and degre¢ of priorifly. The| accounting conditipns arg¢ determn ped
regar di ng charge§§for a fifled amount forl a cerffain t{nme spgn, charg%s for
net wor k usage (Hepwggképcc unting), or dgharges| for the contjents of
information senf@ © >
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and received via electronic communication (information account), in
relation to communi cati on band conditions, signature conditions, encryption
conditions, etc. The electronic signature conditions specify whether or not
to provide an el ectronic signature which can prove with the date and tine
the face that the I CS user frane has&?assed t hrough the access control
apparatus. The encryption 122 condi tions specify whether or not the
encryption is performed when the ICS user frame is transferred. The
open-zone conditions or not to reject at the access control
apparatus, an ICS frane ~an unknown sender not registered in

t he conversion table; forma tenporary conversion table and
receive, etc. The dynam c alt{eration conditions specify the functions which
can be changed upon request gy the user via ICS franes, regarding the
above-described conditions, 1 C §50Qation conditions are set so

NO
/‘ S502
YES Inquire to Another ICS
Name Server and
Obtain Answer
S501
v [
Answer Contents of |
ICS Name Conversion ~ S503
Table
Send Obtained Result
- . 4
B

CEND)
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encryption conditions can be changed, but itens inportant for VAN operation
cannot, such as |ICS addresses or accounting. <<ICS address adm nistration
server and | CS nanme server>> Descri bi with reference to FIG 76 and FIG 77

to show the conversiqgn table 11113-1 G 78 toa,shm_t_hi_c_g_nie_[_;u‘n tabl e
tenplate, FIG 79 to show the—eorrel atijon table and FI G 8§+ 0 showj{the ICS

name server, accordihg to thg presenpt jenbodi nent}, inside |tfieTTS §1000-1
are provided the&:f ol ow ng: accegs corftrol apparfatuses 124190- 1} 31110-2
and 11110-3, relgy par at us ﬂ:llg- L, || CS addges|s adni ni §tf atioh dervers
11150-1 and 111%0-2,§ | na ervers (11160- Jéamd 11160- 34, L IL.CS Forversion
tabl e servers 11170-[<3n¢gq11170-2, ang users %11 11132-2. |The ICS
address admi ni stnati od ?:%vew 11150- 2 thas in the i on tabl g
cont ai ned t her ei n\{ hieg| net worg: apdriess "821N0"|. r{ addresgq "4200",
and user address r bg &—f gr jratd op, |of the us .| The } C$ nane
server 11160- 2 has f@ the 149 n cdnversion t Il ned thgrein the
| CS name B £ |
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123 " USR#3. ACS#3. DI S#3. VAN#3. JP. AS" and the I CS user address "4200", of the
user 11132-2. The VAN operator decides upon an |ICS network address ("7777")
to use in accordance with the | CS user address "3333" of the user 11132-1,
provides it to the ICS logic termnalgg1111-2 of the access control
apparatus 11110-1, and connects the ICS | ogic comunication path 11133-1
whi ch connects the user 11132-1 via the gateway 11000-2. The |ICS network
address "7777" is a non- disclosed value, so the user is not notified of

it. Next, the VAN operator directly wites the following itens in the
correlation table 11152-1 within the I CS address adm ni stration server
11150-1, and in the conversion table 11152-1 via the data path 11153-1 and
t he processing device 11151-1: the ICS network address "7777" determ ned by
t he net hod descri bed above, the ICS user address (inter-corporation)

"3333", the ICS user address indicated by the user (intra-corporation)
"1111", and user address related information, i.e., comunication band
condi tions, account conditions, electronic signature conditions, encryption
condi tions, open-zone conditions, dynamc alterati e conditions, user
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payhent met hod, etc. The VAN operator further directly wites the foll ow ng

in the I CS nanme conversion table 11162-1 in the |ICS nane server

via the data path 11163-1 and processing device 11161- 1:

"USR#1. ACS#1. DI S#1. VAN#1. JP. AS'

address "3333",

Is registered in the I CS nane conversion table 11162-1).

deci ded as descri bed above,

11160-1,
the I CS name
the I CS user

and type "1" (indigsting that the ICS user address "3333"

expressed are as shown by the

of the various t
address adm ni st
the | CS network
respective net

tabl e server 11
address and the

The above results

124 correlation table 11152-1 and the ICS
name conversion table 11162-1 At the point that the above-described witing

leted, the ICS

| CS name server 11160-1 use

with the
he | CS conversi on

ypes of informatiofj to tjhe ngw user
ration server 1115¢-1 and thg
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user. Now, the ICS conversion table server 11170-1 is a type of the ICS
network server, and in the present enbodi nent has an I CS network address
"8100" and an I CS user address "2100". <<ICS conversion table server>> The
| CS conversion table server 11170-1 reads the information described in the
correlation table 11152-1 of the I3%S address administration server 11150-1
using the I CS network communi cation functions, and wites it in the
conversion table tenplate 11172-1. That is, "7777" is witten to the space
for the transmtting ICS network address (intra-corporation), "1111" is
witten to the space for the sender |ICS user address (inter-corporation),
and "3333" is witten to the space for the sender |ICS user address (inter-
corporation). In the event that there is no I CS user address for the

i ntra-corporation communi cation, the space for the sender |ICS network

address (intra-cofporatgron) T35 ffeft brankyTheequgst identification
nunber is set at 12" whi ch=@ndi gates inte -cor%oration communi cati on. The
other settings for the|preSant ¢nbodin§pt are as :
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125 follows: the comuni cation band conditions are set to the speed cl ass
of "3" and the degree of priority "3", the electronic signature conditions
are set to "1", the transmtting signature specification is 'YES", the
receiving signature specification is "NO', and the account conditions are
accounting class "4", the present enbggdi nent using an exanple of fixed
charging system The encryption conditions are the encryption class "1",
with the present enbodi ment being arranged so as to specify the encryption
of the ICS network frames within the ICS. The open-zone class of the
present enbodinent is "0". The dynam c alteration class "6" in the present
enbodi nent all ows for L4 i } changed upon
request by the user. Usage of the I CS conversion table seiver (user)>>

The user 11132-1 witfes\"3333" as the sender |CS user address and the ICS
user address "2100" ¢f fhe|l CS conversion tablle serfver 311170t1 as the '
receiver | CS user adfiregs, |and send$ theyl CS yser flranme [F1200 witten with
the receiver informagion (feceiver CS.g§eg?
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address or receiver
user frame. The I CS conversion table s
frame F1200 via the access control
receiving |1 CS network address for t
according to whether the receiver

5

I CS name) witten to a user data portion of the ICS

erver 11170-1 receives the ICS user

apparatus 11110-1, and obtains the

i nter-corporati on comuni cation
rmation in the user data portion is a

recei ver
descri bed below. Further, in th
specified, the receiver |ICS user
event there is specification of

t hat the af orenenti oned req
address "3800". the ICS coj
net wor kK comruni cati on funct
server 11150-1 connected t@¢ the access

eve

| CS user address of ar celﬂsq;
5

recei ver

VReteivé ¢S

Ion 1 nquirest

™\ using the nethod.
t he rgcei ver | CS nane has been

s al so tained. (In the
| CS user addf e In the event
ei ver | CS user

REEE PR i St ration

control apparat$ys 11110-1, and

obtains the ICS network address "7600"

Frame

Analyze ICS User

Existence of Charging
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and Confirm

S810

No Charging
Fixed Charging /
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~——S812
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No/ Fixed
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(receiving CS network address) corresponding to the ICS user address

"3800". Al so,

in the event that the receiver

| CS user address is not found

in the correlation table 11152-1 (failure to find the I CS network address),

the I CS conversion table server

to find the I CS netwer k addr

11150-1. (lih the evs
event that fhe abovs
"USR#3. ACS#[3. DI S#3. \
using the | net wor

[t
i ver,

b/

Lini

" USR#3. ACSHBIDI 343 |\
t he same ackcggs rdont
hol ds t he | n r
corresponding €
the | eft nosfoporti on
server 1116 searq

par
£S 9
ALITH
nll )

a)

C I

“-8930" of

| CS netmorkegddreEEZ

64Kbps

111%0-1 receives a "notification of failure

ss" fromthe I CS address adm ni strati on server
he receiver ICS nane is specified): In the
information is the receiver |ICS nane

\S", the ICS conversion table server 11170-1 by

cation function sends the I CS name

P.ASﬁdto the I CS nane server 11160-1 connected to

atys 11110- 1. The ICS nanme server 11160-1
ex=of other I CS nane servers in a form
he portion of the ICS nane after renoving
and in the present enbodinent, the I CS nane
CS name conversion table 11162-1, finds the
the 1 CS nane server 11160-2 admi nistrating

1.5Mbps
100Mbps
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911-1
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127 " ACS#3. DI S#3. VAN#3. JP. AS" and i nquires regarding the address "8930",
using the ICS network communi cation functions, and obtains the ICS user
address "4200" (receiver |CS user
"8210" (receiving ICS network_address) corresponding to the aforenentioned

adﬁgess) and the I CS network address

| CS name " USR#3. ACS#3. DI S#3.
nanme server 11160-2 has conta
11150- 2 regarding the I CS net
t he address "8210". (Conpleti
event that the receiver |CS (
tabl e server 11170-1 adds t he

"4200" and

AN#3. JP

". In the above procedures, the ICS

cted thell dr ¢ss adm ni strati on server
wor k add esﬁﬁpf the user 11132-2, and obtai ned

covelrsifon table 11113-1): In the

ser_addr ¢ds Ps spéci fied, the I CS conversion

b«acqﬁv | CS use dress "3800" and the
receiving | CS network addresqd ¢ F669" the comversion table 11113-1, thus
conpl eting the portion of the&an%r afl e 18813-1 corresponding to the
receiving user. In the event fdbt—the | rlecd vier || name is specified, the
| CS conversion table server 1870-1 agds §¢ r¢céi ver | CS user address
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the receiving ICS network address "8210" to the conversion table 11113-1,

t hus. conpl eting the portion of the conversion table 11113-1 correspondi ng
to the receiving user. Also, in the event that a "notification of failure
to find the ICS network address” is received fromthe ICS address

admi ni stration server 11150-1 or theé2 CS nane server 11160-1, the |ICS
conversion table server 11170-1 sends an ICS franme indicating failure to
add to the conversion table, to the requesting user 11132-1. << her usage
of the I'CS conversion table server (user)>> 128 The user 11132-1

requests g ific information to the user, by
nmeans of depai-rg—ar-cS—user—fyanre wi t h a—+equest—-ort-he
notificatijon of the nt s OL user- spe¢ificlilnformati gn in {the
conversion f-able 11 o t'he |1 CH convelsionitlabl e serger 13170-14.{
Further, tlhe user cdn usel a dypam c| al tef ati on|qgl ass whi §h hay been pgreed
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operator to re-wite a part of the conversion table 11113-1. The dynam c
alteration class is decided upon as 1, 2, ..., and the contents thereof
being as follows: the dynamc alteratidBclass 1 is a specification for

i ncreasing the user-specific degree of priority by "1", the dynam c
alteration class 2 is a specification for decreasing the user-specific
degree of priority by "1", and the dynamc alteration class 3 sets the
transmtting signature to "YES', and at the sane tinme, specifies changing
the encryption class to "2". <<Usage of the conversion table>> The net hod

of using the conversion table formed according res has
been desc| irbed—~tra—Hpe—Erbodi-rprt—trand—sq fort
Enbodi menf {1, descrjf ptiop was{nmade|regandi ng th
t enpor ary| ¢onver si table ifjther¢ is ng conv ijme t hat
the accespjcontrol jappar @tus jeceiyes the 1CS h o]
performthe G revierse gncapsulatfon tThereof,
enbodi nenf | @h& opeh-zong cl ags of [t he ddnver sj That
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frame and i&?tg% ormt{he | Freyerse gncapsjul ation t e event
wn =
wn 8 .2
O w -+
I-—ID <
8 s 2 || 8
op
g5p % & RIRGIE:
> @ g o =
. o [
o bnlv-l o .
O« E o L ¥
258 3
& < =)
- @
S5 o S o
g'cs g T S
¢ .a 4 O
€S K O i <t
Q <) <H
! . X
O,
TR = =
g @ O g% g
5 UJZ CG'H
paiien i w8
- i _'_; o o'_d o-
L)
%b“g.ﬁ S < Z
g S g1° wn =
S O o . ') 2
5-44-3<
=R e =D
wn - .
S 2 &2
g <4 | |-EP T
) Inp) ©ll.2 o H
_?_‘2 o (@) o .4
g o s & E
S ~ g o
~ t <<
W o=
N g 9 o
O BS54
=g S S R B
&~ — — —i g o E —~
e o |©o |o w.2 o
g < S |[© |S S8 gl
= =
Q g 8T
- = n <




129 that the received "pair of receiving |ICS network address and
tansmtting I CS network address contained in the network control field of
the ICS network frane" has not been regi‘S‘t ered in the conversion table as a
"pair of transmitting ICS network address and receiving | tt\f)rk
address", a tenporary conversion table is set in the sane e 88rwith
t he af orenenti oned enbodi nent_ | e event that the open- Brsld s set
to "2", byt in the event -thahégetgﬁ@l?- &N ass i s set 'flg 133 a d
t enporary i ' - —
open-zonelclass is set to "0", not only is a tenporary conyersion table not
set, but’lr'%he tecelJyed [CS hetwork frane |s dF scardeﬂl. Ih|this case, fhe ICS
D

user fra is|notideliyered to the uger.|That ig, i gvent that }he
open-zong icl ags i pfset|to 0", | recgptionfof mn ynkngwn pgnder not
regi steréd om|tdme om/Ercsj :)rgtab-la_eo-si re| ected, |thug reaglli'zing what |s
called a c&s;e@ n@,ta)nH |8IE‘E tiad | Yom | Bt{headbave| in the event that
DO W =~ O O

o=~

)

[y

L KF60

Temporary
Stora_ge

-»Information
Completion

» Information
Elimination

- Information Transfer

L’ Information Storage

L"Transfer Schedule Time

*1CS Storage User Admini. No.

- Receiving Storage User Admini. No.

> Transmitting Storage User Admini.No.

L>Receiver ICS User Address

*»Sender ICS User Address
F1G.45



the request identification is "4", the open-zone class is always handl ed as
being set to "1", i.e., a tenporary conversion table is not set.

<<Vari ations of the enbodi ment>> The nmethod for the VAN operator to use the
data path 11153-1 and the data path 11163-% to input the ICS addresses, the
| CS connection conditions and the like to tRe | CS address adm ni stration
server 11150-1 and the | CS nane 8€TV 1 T_s been described with
regard to the above enbodi nent. Instgsgf ) é arrghgenent nmay be such that

t he VAN operator does not use these— path rat her 130 forns a

special 1CS network server within the IGH 23900 directly input
the | CS addresses, the |ICS 3 he like to the ICS
address adm ni stration ser /qgeééi% %CBSdU%@r' server 11160-1,
using the ICS network commpni cation Tunction us e-Aﬁiting the contents

of the conversion table 11152-1 and the

Refer to Information
Operation Identifier

Storage lTransfer

| Elimination

/‘8911 /8916 FS917

Store Information| [Transfer User Eliminate Admini.
in ICS Frame DB {Information to Data and User
Server Receiver Terminal | Information

/3913

Exist Time YES

//’ S914

Identifier?
Register Transfer
Completion NO Schedule Time
\ J
Complete v — S915

ICS Frame|1S912
Information
Storage

Supervise Starting Time
and Send Information to
Receiver Terminal

v >l Y LR Y

C Ef\"m)
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| CS nane conversion table. Enbodi nent-19 (Separation of functions of the
access control apparatus): As shown in FIG 76 of the Enbodi nent-18, the ICS
address adm ni stration server 11150-1, the ICS nane server 11160-1, and the
| CS conversion table server 11170-1 are each connected to the access
control apparatus 11110-1, with the 4% encapsulation and the ICS reverse

encapsul ati on being perforned W LF re—access~qontrol apparatus 11110-1
usi ng the conversion table 11118-1. GD vAR'E Y, th the present

enbodi ment, the functions of the>aeee cortel—dpparatus 11110-1 are
separated into an aggregation access connrol apparat $9200-1 and a
plurality of sinplified access— 4210-1, 14210-2 and

14210-3. That is, as shown | FIG.81 (gg cce contrpl apparatus 11110-1
i's connected to the sinpli Cﬁ@@@%g eLf j%ﬁaﬁaﬁh>es 14210-1, 14210-2
and 14210-3, via respective ICS net wor k connunlcatlon I nes 14190-1,

14190-2 and 14190-3. The | CS—addre 510 a0 et ver 14150-1, the ICS
name server 14160-1, the ICS conversion gable server 14170-1, the ICS
accounting server 14180-1, the el ectronie~sjgnature—89agr 14181-1,

NO

Exist Usage
Request Identifier?

YES /'8930

Refer to Information Elimination
Operation Identifier

-IStorage l Transfer

["8931 /8936 /‘S937

| Store Information| [Transfer User Eliminate Admini.
in ICS Frame DB| {Information to Data and User
Server Receiver Terminal | Information

/‘ S933

Notify to Receiving
Terminal

Complete

Y
Complete
ICS Frame}1r—5S932
Information
Storage

Y -3 ' Y Y v

(END)
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131 the encryption server 14182-1,
14183-1 and the I CS network server
aggregati on access control
comuni cation |ines 14191-1, 14191-2,
14191-7 and 14191-8. Further,
access control apparatus 11110 1

table 14113 1 is shown in FIG.82 and an i
conversion table 14213-1 |

aggregati on conversion tabl d .si ﬁf
is, the follow ng four itefslM@GE nﬁgé ser
transmtting |ICS network address,

er si on
A&

request identificatig¢n,

the operation adm nistration server
14184-1 are connected with the
apparatus 14110-1 via the respective |ICS network
91-3, 14191-4, 14191- 5, 14191-6,
t he conve SIOﬂ tabl e 11113- 1 within the

.ggregation conversi on

S940 i fi ed
art of the
tabl es overlap. That
ersion tabl es:
speed cl ass and

degree of
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priority..There is no fundanental difference between the tenporary parti al
conversion table 14214-1 with the tenporary conversion table described with
t he Enbodi nent-1 and otherwise, with the itenms contained in the tenporary
partial conversion table 14214-1 beind& he sane as the items contained in
the sinplified conversion table 14213-—1 _The line unit 14211-1 within fhe

sinplified access control apparatus 14210-1 has the sanme functions as the
line unit 11111-1 within the access cqgntrol apparatuses 11110-1. The
sinplified access control apparatus 14210-1 uses the sinplified conversion
tabl e 14213-1 to perforgkggﬁgbﬁg encapsul ati on 132 at a tinme of sending
and the ICS reverse enc n a tinme of receiving, and the
aggregation access control apparatus $4110-1 usgs the aggregation
conversion table 14113-1 to perform pjocessing riel atin (tﬁékge el ectronic
signature and the account, as descri bgd above. /Us?//ﬁa %S of the
plurality of sinplified access control :
ACU
1060-2 /‘1011-2
User ( ~———1030-2( —1013-2}
_ TEL-L TEL-EX —
0675555-9876 5521 Conversion |
: Table
User —~1061-2
. N ~——1029-2
06-56555-2222 1 | 1SDN.-L ISDN-EX
5599 1012-2) -
06-55565-2223 [ [
{1 06-5555-2224 |~ . _
= ~—-1028-2 | Processing
— 10622 11 MeATVEX || Device
CATV-L | | | |5523
RECV —] NN I—
. F [1014-2
User 1063-2 ——1027-2
SAT-L SAT-EX
TR 5524 Temporary
Conversion
Table —
1064-2
User(IPX) /— _—1026-2
8801 IPX-EX
| I [ 5525
! L
8802 | | 8803
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apparatuses 14210-1, 14210-2 and 14210-3 functioning together with the
t he conbi ned functions are

aggregati on access control
the sane as those of the access control

14132-1 sends an |ICS user frane F1300 with a sender |CS user address
and a recejiver | CS user address

apparatus 14110-1,

apparatus 11110- 1. The user

" 3333"

"4200%9t0 the | CS lagic comminication |jne

14133-1. As

of the sinplififgd access contr ol
frame F1300 frg
of the line uni

i dentification
connection (Stgp S2502).
so the receiver
i's obtai ned cor
and it is furtHe
sinplified convye

Ji¢S1000 t he flowchart in FIG 84,

t he processing device 14212-1

appar at uses I4ZI0-T Tecelves 1n
mthe 1CS logic terminal within ICS network addre

E:iﬁgeuser

t 14211-1, and at the sane tinme obtains the I CS nptwork
address “Z777" |(Step S2501 hec t he r t the addregs "7777"
is registered ijn the sinpl ?Iﬁ%r}gl(‘:% k@]t%ﬁch;onem% 1 with thp request

t hereof being "3", indicating a virtual dedicated|line

In this case, the registration has not peen made,
. : Trame F1300
' p033d64) |
ether th 1ig regi ed in the
{Gt:n tag}\é214213-r%ﬁ?’rezfeﬁﬁ |3élent i f{cat OPO&Bereof
X.25 Ll T (
EX \“m X25 | / EX}
\1031 2 101314 1031-1—
r 10132-2 FR —10132-3 [10132-1
— FR T~ m |ylou
?X S~ FR | e EX}
~—1032-2 ~— 101324 1032-1—
/ 10133-2 ATM ~10133-3 [10133-1
ATM ATM TN [ amv | p1042
EX EX
A
¥ \““'"‘w ™ 7
™~ 1033-2 ~—10133-4  1033-1—
/‘ 10134-2 N ATE;I:’;‘PE /‘ “...3“1'0134~ [10134 1[10 43
SAT-TR |~ - JsAT-TR
B | N[ sar | [
~—1034-2 ~— 10134- 1034-1—
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being "2", indicating inter-corporation conmunication (Step S2505). 133
In this case, the registration has been made, so in preparation for the ICS
encapsul ation, the receiving I CS network address "8210" is obtained from

the sinplified conversion table 14213-1 (Step S2506). The sinplified access
control _a.pp_a.La.Lus_lA.ZJ_O_:_l_n.ex.L_p.eééD.Lus_Me | CS encapsul ati on by neans of
generating i 5 network frame F1301 inscribed
with the spepd cl ass and degree of p

orlty obtained fromthe
simplified canversmnta nding it to the
aggregati on pccess control app@%&é( t 2521&03&3)07@

as descri bed above,
the speed cl a$s "3", the degree of pridr y "3" and the encryption class
"0" which arglitenms of the sinplified dopnyersion table 14213-1 are witten
to the expanpi ﬁcqngmntrbltApphﬁStust \ gk‘dﬂdl()dl ling unit. The
aggregation p¢ Lcess contr ol appar at us 14 1

receives the ICS network frame
F1301 fromthe¢ sinplified access contrgl| appar at us

~—1030-1] | [1969-2 ™\ User
— TEL';i‘};;l TEL-L | |06-5555-1234
[1012-1
1061-1\ User
Processing | | ~—"1029-1 | - 06-5555-1111
Device ISDN-EX
| . ISDN-L ~
— | — 06-5555-1112
— 06-5555-1113
_—1028-1
CATV-EX 1062- 1\ CATV
‘ 7723 | || cATv.L —
[1014-1
_—1027-1 | [1063-1
SAT-EX N User
Temporary 7724 SAT-L TR
Conversion .
— Table
10261 1064-1\ User(IPX)
IPX-EX ' 9901
7725 [ 1
9902 | | 9903
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14210-1, and based on the face that the ICS network franme F1301 passes
t hrough the aggregati on access control apparatus 14110-1, forns.an account
informati on frame FKO1 and sends it to the accounting server 14180-1. The
i nformati on such as the request identification, the speed class, the degree
of priority, the account class and the encryption class which are
regi stered in the aggregation convegision table 14113-1 are referred to in
order to fo
transm tti ng S+gRraturp—aRf—Fe a-tH-e—6 F
conversion t4bler1411B-1 |tenp arje uged for br ov| di
signature, and a$ desgri bpd ipn otlher fenbgdi mentsy the eljectednic signing is
n
I

D_I\IH["LLII" At e o + h
v A

per f or med f or {the|el e¢tropic signaturle to{the electronic
signature s he [samg way, 10 LhE evient [t hat |the encryption
cl ass speci | | ch i ndijcat @s the ehcrylptiqn, thej encryption

ﬁ&gryptigﬂ to tﬁgoen8£ypticq _____

I s perforne
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server 14182-1. Once the above processing has been conpleted, the
aggregation access control apparatus 14110-1 sends the ICS network frane
F1302 to anot her access control apparatus 14110-2 and ot her aggregation
access control apparatuses, via the ICS network comruni cation |ine 14190-4.
I ncidentally, the format of the ICS network franme F1302 changes in content
in the event that the electronic sigBature server or the encryption server
operate, due to an addition of the electronic signatures or a conversion to
t he ci phertext as descri bed above, but if neither the electronic signature
server nor uﬂ_e}é.rﬁﬁﬂmitm)lser r, have o erlftf% the)ﬁﬁ net wor k frgge F1302
is the sang as thegﬁéﬁtnetmoré FFane F130X%>- J)aha ﬂ the sinplitjed
access cont'rol app s 14210-1 be realized with practically no changes to
the existiffg router, but there [are oiher econom c advantages such ag| t he
nunber of ysers contained in the sinplified access control apparatus
14210-1 not| being great, and in the event that the users are scatterjed over
a. W de geogrﬁphj c area_ the totlhl nunber of each LCS address
adm ni stration servers, |ICS nanme servers, |CS convlersion table servers,

account severs, Hpame of Xn25 Fegranand encryption servers can be

r educed.

\ 4
ICS Network Frame

FIG.53



The operating adm nistration server 14183-1 is provided with an I CS network
address, is connected to the aggregati on access 135 control apparatus
14110-1 and the rel ay apparatuses, and perfornms exchange with other
operation adm nistration servers, access control apparatuses, |ICS address
adm ni stration servers, etc. regarding information regardi ng comuni cation
conditions within the ICS (connunicatioﬁ3traffic, etc.) or trouble, using
the I CS network comuni cation functions. Now, the item open-zone cl ass

i ncluded in the5§£2§lifiﬁd conversion table 14213-1 of the sinplified
access confrol entroll421 -;!is used f rﬁe S rocessing aE t he
processing'ﬁk'thezﬁﬁggé zone ass registe?&% ﬁt@agﬁ% nver si on tablje of

t he access'control ratus, ds descri bed above. That is, at the ti'ne that

the sinpliffred access conirol gppar atus 142I0-1 recelves the I CS netjwork
frame and ifs to performthe ICY reverse encapsul ation thereof, in tHe
| A

Frame of FR Format

Y
ICS Network Frame
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event that the received "pair of receiving ICS network address and
transmtting | CS network address contained in the network control field of
the ICS network franme" has not been registered in the sinplified conversion
tabl e 14213-1 as a "pair of transmtting ICS network address and the
receiving ICS network address", a tenporq{y partial conversion table _
14214-1 is set in the aforenentioned-naﬁher in the event that the open-zone
class is set to "2", but in the event that the open-zone class is set to
"1", a tenporar artial conversion table is not set. Further, in the event
that the ofgn- Control; s to "Q" goﬁ.gﬂ% E‘i‘,\g‘,.alﬁaem;zgr ary paati al
conversionfﬁable gdet. but the receive § M@ ame is di s¢ar ded.
In this caSe, the user fra is not delivered to the user. In this

136 arrangenment, "0" 1ndicates{that reception of an unknown sender not

regi steredjin the conversion tgble is to be rejected, thus realizing what
is called & "closed connection']. : A

Frame of ATM Format

R |
Divided ICS Network Frame
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As described in the above enbodi ment, the I CS address adm ni strati on server
and I CS nane server may be integrated into a single I CS address nane

admi ni stration server, with the aggregatign access control apparatus being
used bei ng connected to the I CS address nane adm ni stration server and ICS
net wor k conmuni cation line. Al so, an arrangenent may be enployed in the
above enbodi nent wherein itens of the speed class and the degree of
priority are not_provided in the sinplified conversion table 14213-1, with
a "0" being witg&en at the point of the ICS encapsulation to the expansion
portion of the IG5 network controlling unit for the speed class and the
degree of prioridgry, indicating that there is no specification. In the sane
way, an arrangedéht may be enpl oyed wherei n specification of the open-zone
class is not provided in the sinplified conversion table 14213-1, with a
"0" being witteh to the expansion portion of the ICS network controlling
unit for the speed_class and the degree of priority, indicating that there
"is no spdcifrcation. Thus,_according to the present inveniion,

admi ni strfation of infornation communication is performed with a unified
address qystem and varijous services can be proyjded, w thout using

dedi cated |ines v :
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or the Internet, thus enabling structuring a | arge-scal e comuni cation
systemw th high security and with relatively | ow costs. Al so,

i nter-corporation conmunication caSébe perfornmed 137 between i ndi vi dual
corporations (including governnent organizations, universities, and so
forth) which had conventionally been services separately with practically
no change to the address system for conputer communi cations. Further, since
t he network adm nistrator holds the network control authority, the overal
adm ni stration dg t he network becones clear, increasing ease of securing

reliability and '@ so markedly inproving security. 138 WHAT IS CLAI MED
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1. An integrated information comuni cations system wherein an |ICS
user frame having a unique |ICS user address system ADX is converted into an
| CS network frane having an address sgstem ADS, based on the admi ni'stration
of a conversion table provided within?adn access control apparatus; and
wherein in the case that transm ssion is nmade over at |east one VAN
contained therein following rules of said address system ADS, and a
destination other. access control apparatus is reached, conversion is nade
to said | C3tuser address syst e ADX based on the adm@n stration of said :
conver si on gat €, and] anot her hformation ¢ S apparat us

i's reached ZZ An i rbegr I nfornmati on comunikati ons system

accordi ng QJ aim1; |wh e| n the event that an %‘5 user frfme having

said ICS ¥y addr ess| sy is to betransrritte tp a network with a

different dress system DY, aijd convef si on_t ahl e uai d access control

apparatus k\ymde to fontgin t ein seryi ce#emlfl } lon to ‘i_'§t| ngui sh
micati er +icor

bet ween an j ntlea-corporat,j on co ofal
comuni cati& ahd conver%iﬁon of addfess syt de per tran.'s'.hi ssi on,

based on 1ha adninistrati of said ccess
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control apparatus, thus enabling selection if conversion inplenmentation
format per user frane. 3. An integrated informati on comuni cations
system 139 wherein an I CS user g ame having a unique | CS user address
system ADX is converted into an ICS network franme corresponding to a
reception I CS network address registered beforehand to the conversion table
in accordance with a user |ogic comunications |line, rather than using an

| CS user address within said I CS user frame based on the adm nistration of
a conversi gt table provided wdhin the access controkoapparatus; and
wherein i nghd case at trangdi § said I CS ne is nade to
anot her acepss contro| deyicesvi § at |east one VAN fgll

| CS addrésggsysten1ADS, trakgf ¢r destipation of sa?%o
being eithed 1 or N, fhi®is Rturned to| said ICS ne

rk frame

the adni niisgration of{ a &nversi pn / Y
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tabl e provided within said access control apparatus, and another external

I nformati on communi cati ons apparatus is reached. 4.
i nformati on comuni cati ons systemsgcording to Claim 2,

An

I nt egrat ed

conprising a

processi ng apparatus and an | CS net database; wherein the systemis

provi ded with functions

suc@ t hat the systemreplies the results held

within in responsefto a req@ast fromsaid access control apparatus, or in
the event that the|syst¢m does noti have the angwer to a quefy from said
access control apparatug~tiFe systiem obtai ns ah answer by nkans of
conmuni cation w th{anot PR netiwor k server d@sing an |ICS net server
conmuni cati on functior, an epliés to a queryiing access coptrol apparatus
of the results thereof. 140 5. An integrated inforngation
comrmuni catijons sysfenmaccording g Qaim?2, comtaining an dress
adm ni stratji on ryer-havi ng,a fetat{ onaled a Or I e8P0 e-hregqa r}l afion
bet ween t heg prce-essl;n)g — i v
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apparatus and said I CS network address; corresponding to said I CS network
address. 6. An integrated informati on comuni cati ons system accordi ng
to daimb5, containing a processing appgratus and an | CS name conversion
tabl.e, which receives proposal of an ICS nane from said access contr ol
apparatus, requests an |CS user address corresponding thereto fromsaid ICS
name conver aid access control apparatus of the’
obtained resul ts, amdrthe access gdm nistration server wites at |east said
| CS user addbess and paild }J CS ne vark address to said conversion table, and’
al so posses functipnryg fior refyrdin | CS user address
correspondijn t Said | €S name.y 1.8 I nformati on
comuni cat i 3% ysfﬂn ageoey di fo C g a processing

an 3 CE% B | edei ves proposal of an

apparatus an haiye con
I CS nane frjo sald ackegs  ud, f[equesty an I CS user address
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141 network address to the conversion table, and al so possesses functions
for returning to the user an I CS user address corresponding to said |ICS
nane. 8. An integrated inforndl on conmuni cati ons system according to
Claim5, containing a processing apparatus and an | CS nane conversion
tabl e, which receives proposal of an ICS nane fromsaid access control
apparatus, requests an | CS user address correspondCRg008dreto from said I CS
name conversion table, notifies sajd access control apparatus of the
obtained results, and possesses functions for returning to the user an ICS
user address dﬁA@@Hﬁﬁﬁing to said | CS_ 80581 9. An integrated
i nf ormati onfcomuni caBHO0s3 syst em @acgbrdi ng Faégj her Claim2 or 3,

0

wher ei n, M the tgse that sai 5% cless con aratus recei a?rFGSO
user frare, s$aid adcesy c p ratﬁzj:;uk;égiypf Q %ﬁh system
for each (I CS|f360R nﬂrﬂ!-a- ned if th ACU | <
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conversi on tabl e based on the I CS user address contained in the |ICS user
frame, fornms account information in _the event that the read type is of a
val ue indicating a charge-by-quanti?? chargi ng system notifies the
accounting server of the account information in the formof an account

I nformati on frame, but does not forns account information nor notify the
accounting server of the account information in the formof an account
information fhkane in the event that the read type is of a value indicating

a fixed-charge CharpC88000-142 system 10. 802'@¥ht ed information
communi cati ons system according to either_(Qalm?2 or 3 rising an I CS
frame dat abase server for storing a user d f talned within said
| CS user frame, ~80R0-Ioti fi cation Hy N?au fi or
a user data f el d within the | CS user frarre of Sexverer’ %ﬁrj ei ng capabl e
of deleting, fransmtting rmbéﬁggiving a fyeld.
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11. An integrated information comruni cations systemaccording to Caim
10, wherein said ICS frane dat abase sg} ver tenporarily stores the user data
field within the ICS user frame in ac rdance with notification of usage of
the ICS user frame on the side of the transmtting user, and transmts the
stored user data field to the user on the receiving side at a timng
notified by said user on the sending side using an ICS user frane. 12.

An integrated 1nforngtion communications systg¢maccording to aim2 or 3,
conprising as a rel ay etl€288080-FR net work having as an i nput/out put
portion theredgf—am FRITCS NeTWoOrk frame cornvefting u &#5@0nverting said
| CS net wor K frarre/l.m.ogq)fz_qrre rel ay. format| fyame —feverse
conversion. 13. ATt cgl ated pnformptijon|co ifcgd ijons sys{em
accordi ng to ¢lai fPRoeessi i ging as]a|relay B |an ATM het wor k
havi ng as 143 theﬁ n‘;})ut/outp:{ field [ hdrepf ap<A I\Hd netwotk frane
converting evice .

—
7721 k 2500
_ 8051-1  (_
Conversion | 8400-1
Table
/— F502
o] w
S| &
(=] o
7723
\ 8051-2
—8051-3
7725

7

8051-4

[} [W*]
(@) N
8030.2 —8010-2 =8
/ ACU - s -
00 \ 8052-1
/—8400-2
2510

FIG.64



unit. for converting said ICS network frame into an ATM format franme and for
reverse conversion. 14. An integrated informati on comuni cati ons system
-according to Caim2 or 3, conprising 3§, @ relay network a satellite
conmuni cations network having as the input/output portion thereof an
satellite/l1CS network frame converting unit for converting said I CS network
frame into a satellite communi cations network interface and for reverse
conversion. 15. An integrated information comruni cations system
according to Claim?2 or 3, wherein said access control apparatus includes a
t el ephone |ine cony@yting unit or ffa porft abl e[ tel ephonef | i ne cgnverting unit
havi ng functions f conversion off a tefl ephone line interface{or a portable
t el ephone line |inteoface into an [|G® netMr k] £ angczapphl e._of. |bei ng
transferred witlhin'@n 1 CS network)| and [for rleversge conjersion.| 16. An

i ntegrated infdrmafHon _communi cat ifons slysten accordingl to daijm 2 or 3,
wherei n-sai d adcessgcegtrol appardtus ijncludes an| I SDN I'i ne cqnverting unit

havi ng functions f nversion o n IISDN Ifne ihterflpce intq an ICS
ggpgg r%ﬁj & i S
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wi.thin an'l1 CS network,

and for

reverse conversion

144 17. An

integrated information communications systemaccording to Claim2 or 3,

wherein said access control

appar at uséisncl udes a CATV line converting un|t

havi ng functions for conversion of a CATV |line interface into an ICS

networ k frane capabl e

f beinag

fran

ferred within an I CS network, and for

reverse conversion. 18.
according to Claim?2 of
satellite conmunicati of
conversion of a satell

frame capabl e of being
conversion. 19. An
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unit- for converting said ICS network frame into a frane relay format frane
and for reverse conversion. 20. A6 integrated i nformation

comuni cations system according to Claim2 or 3, having at the rel ay
.network input/output portion within said access control apparatus, an
ATM I CS network frame converting unit for converting sgie—+ES1etwo
into an ATMformat franme and for reverse conversion. 1455TART  An
i ntegrated information comruni cati ons system accor di ng to—C-ai-m-2—0r—3,
having at the relay network input/output portion within said acgcess control

apparatus, a satellite/lI'CS network frame conv$%'gpg n 0 ye ng
said I CS network frame into a satellite conmuni 'o‘nRs\ foR@jeif‘f@rI@@d for
reverse conversion. 22. An integrated information ni catjl (i&a(iyst em
according to Claim2 or 3, wherein said access control gggt‘éfﬂlﬂ{i .

i ncluded in an FR exchanger. 92012
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23. . An integrated information conmunications systemaccording to C aim
2 or 3, wherein said access control apparatus is included in an ATM
exchanger. 24. An integrated infgymati on comruni cati ons system
according to Caim2 or 3, wherein said access control apparatus is
included in a satellite receiver/transmtter. 25. An integrated

I nformati on comuni cations system according to Claim2 or 3, wherein said
access control apparatus is included in one of the followi ng: an X 25
networ k, an FR network, an ATM rety a—sqtellite comunications

net wor k. 26. An |ntegrated |nfd3ﬁh%fﬂf'co ni cations system accordi ng
to Caim2 or 3, conprising: L4623 ast—an accessS2080r ol appar at us
provi ded externally; apparaty%sgoverning

adm ni strative ser\

Rece_ive ICS Frame

v s S2031
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t her eby eonducting intra-corporation conmunication or inter- corporation
conmuni cati on. 27. An integrated in%grnation_connunication system
according to Claim2 or 3, wherein said access control apparatus has an
encryption and a decrryption neans, the ICS user frame is converted to an
encryption text by the eperypihongheans and sent within an ICS to convert

at -a time of an I CS encapsul atijon]- and the I CS user frame which is
converted to the encryptijon text (s retured to an original |ICS user franme
at a time of an ICS revelseocendapsul ati on. 28. An integrated infornation
comuni cati on system according{tofCaim2 or 3, wherein a speed class and a
degree of priority are registerled|lin the conversion table, and a

comuni cation is performgd—mdgccprdance with the speed class and the
degree of pirority. 29. An ifnt ggrated i nformation comruni cati on system.
according to Claim?2 or 3, agherlein said access control apparatus has an

el ectronic signature unit, gand |anjel ectronic signature is assigned to the

| CS user frame when the |CS usgr {ranme passed said access control

appar at us.

—
A

ICS USER FRAME
(PAST-SIGNATURE)
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147 30.

An integrated information comunication system wherein an ICS

user ‘frame having a unique |ICS user address system ADX i s converted into an
| CS network frane having an address sygigem ADS, based on the adm nistration

of a conversion table provided within an access control

wherein in the ‘
contai ned thereih f
destinati on ot he
to said I CS user
conversion table
is reached. 31
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exchanger networ
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Claim 31, wherein said ATM exchanger is further connected with an ATM
address adm nistration server and a PVC address adm ni stration server. 33.
An integrated information comrunication system according to C ai m 30,
wherein a conmuni cati on path of sai d7Z&®TM exchanger network is a SVC or a
34. An integrated information conmunication system according to
Claim 30, wherein a comnmunication path is a PVC, and a communi cation of

PVC.
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system ADS, and a destination other access control apparatus is reached,
conversion is nmade to said I CS user address system ADX based on the

adm ni stration of said conversion table, and another external information
comuni cati on apparatus is reached. 36. An integrated information
communi cati on system accordi ng to C aipp 35, wherein each FR exchanger
constituting said FR exchanger network has a FR address conversion table
and a DLC address convertion table. 37. An integrated information

comuni cat i o) E'"‘Q,T Vwherep-rsai-d-F=R-axchanger i s
further conn cégn c%ratlon gerverl and ja DLG address
adm ni strati n egré?ed I nf oAt i gn
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exchange is nutually performed by an I CS network server conmuni cation

function. 39. An integrated informAtZ on comuni cati on system accordi ng

to Cdaim2 or 3, wherein an encryption server is connected to said access

control apparatus or a relay apparatus, and informati on exchange is

mutual Iy perfornmed by an I CS network server conmuni cat i f A o4
vi2 or )3,

An integrated informati on comuni cati on system accordi
wherein a conversion table server shows part of said co

user or re-wites part of said conversion tab:gzé respondi ng a _request
of the user. 41. An integrated informatio cat (?3 ;Q§
according to Claim2 or 3, wherein, when an address d scr e |r twgr k

control field of the received |ICS netvvork frame i s not aild

conversion table, it is possible to select an é&?ﬂ) on “ﬂ“ﬁrect:uﬂ oF
cl osed-zone connecti on dependi ng on a rece| pt iﬂ%ﬁ t hey | CS netvvork
ATESN

frame by designating an open-zone cl ass. rated i nfor I on
communi cati on syst gmaccordi-ng—to 1D=37?

32004
Receive Receiving ~ S2003 Recelve Recelver
ICS Add. and Account ICS User Add.
Information 82005 \ . ¢
=29
l S2006 < ID=2: >
'/- S2010
Receive Receiving m (0)
ICS Add. and YES
Account Information l ID=1?
Receive Receiving 52012 vNO
ICS Add. and YES
Account Information | I'_‘ ID=4?
‘ '[Receive Receiving NO ~S2014
52011 ICS Add. and l [ —
Account Information | |[Receive Receiving
ICS Add. and
Account
2013 {Information
v ' ¥
— 52019

Assignment of Electronic Signature , Encryption

Y / $2020

ICS Encapsulation

¥ | s S2021
Send ICS Frame

Y
C ENDD

FIG.73




150 daim2 or 3, wherein said access control apparatus is separated into
an aggregation access control appara%ﬁs and a sinplified access control
apparatus in a function, a user is cornected to said sinplified access
control apparatus, said conversion table is divided into an aggregation

conversion table wthi pe—aggr tion access control apparatus and a
sinplified conversion 4ab e"mﬁtqin the sinplified access control apparatus,
an | CS encapsul ation arld an 4CS|reyerse encapsul ation are performed in said
sinplified access corgrol jappargtu, and charging and el ectronic signature
are perforned in sai Sagglegatidn dccess control apparatus. 43. An
i ntegrated infornatiéB muni cdti pn system according to Caim?2 or 3,
wherein said access c@ngX ¢l gappgrajus includes a network server such as an
address adninistrati 4§ & vy, rjang server, in a case which is physically
i ndependent . =R
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44. . An integrated information conmunication systemin which: an ICS
networ k comruni cation line for transferring an ICS network frame is

excl usively determ ned between an accesg, contr ol

apparatus on a sendi ng

side and an access control apparatus on a receiving side, when an ICS

networ k address for identgfy+ng an ICS | ogic germmnal is inparted to an ICS
logic terminal at an end |of a |usefT comunjcat|on || ne “@d whenp set of an
I CS | ogic terminal identilficatfi on@nfor ngtion| on af serfdi ng siftle, a sender
| CS user address and a rdcei vgr\l usey’ addrpss i N erm ped; the ICS
net wor k address for deterlmping est ¥nation he\l ngtwork frame for
specifying the I CS network Eormunigat Fon line is speci<li e¢gt by a conversion
table in the access control and by a relay table in a relay
apparatus; [an avj 2C i ddr ess
syst em ADX icg, ijnputted to t nt { ol b
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apparatus on the sending side fromthe user communication |ine through the
ICS logic termnal; the ICS user frane is converted into an internal ICS

network frame having an I CS network78ddress system ADS, when it is found

that the information for identifying the ICSlogic termnal to which the

I CS user frame is inputted as well as the sender I CS user address and the
receiver | CS user address incluge b | CS us red in
a record of the conversion tabl hCCess é the ICS
network frame inclddes|a networ field &
stores at |east thgq €£% net wor kg or speeH
e iS

9

i

comruni cation |ine; d the I CStu
netvvork%rane, is tirahgferred or\&not user 30 [ ion|li shir ough
the 1CS Vogic termlnalldof the acggs ntrol agpjatus on §§ec Vi ng
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external -information communi cation equi pnent, whenthe destination of the

| CS network frane is determ ned by the conversion table in the access
control apparatus and by the relay table in the relay apparatus accordi ng
to arule of the ICS network address stem ADS, and the ICS network frame
Is transmtted through the I CS networ'k communi cation |line and has arrived

at the access control apparatus on the receiving side. 45. An integrated
i nf or mat i on commRi-cat-or—systermacqgorei-Rg—to—Erarmm 1, wherein the
conversion tlabl e h& 8\/\/00 151 or 1oLe rlecords sef of the I'CS network
address for |specif n§ e | CS|inet wqr K cdnmuni catlo line, for each of the
records, dif samg—+€SrogrT termnal identification
i nf ormati on, der @ CS usgr-address japd tjhg refcei ver |1 CS user -address,
and a - S a0
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destination which the ICS user frane arrives at is varied by changing the
receiver | CS user address. 46. An integrated informati on communi cation
system according to Claim?2, wherein at | east an access control apparatus
is placed on the outside and a superior atktess control apparatus managenent
server is placed on the inside, in order to execute the intra-corporation

comuni cation_or the infer-corporation communication. 47. An integrated
i nformation qum‘runi.gatgon systejn according to Claim?2, further having user
service servers, |Cg aptigrity pervels and conversion table servers each in
pl ural nunbels, vx/ne@eiﬁ S requepteof | MESS. Jubscription is received by the
user service server&: he | CS ajit horiity servers assign the |CS user
addr esses, | €S _net wo addresseg and|l CS nanes, and the conversion table
servers rewite thegcopveysion fablefin the access control apparatus. 48.
An integrated infor&at®of cormupi®at{ R system according to Caim 2,
wherein an | o an
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I CS network address of an opponent with whom the comrunication is to be
made are obtained by using the tel ephone nunber as an I CS donai n nane, and
the 1CS network address is held in the conversion table in the access
control apparatus on a calling side. 49.78 An integrated information
communi cation systemin which: two or nore access control apparatuses and
one or nore.relay apparatuses are |ncluded an | CS netmnrk server is

i ncl uded, ﬁh.uh af-e—th+ecty—orradtrecty—econnectedTtogether t hrough an
| CS networ i compuni cation line, |plural IP termnals ¢f the ekternal users
of the intggrated information cqmmunication system ane connegted to any one
of the accqss centrol apparatus |f hrough the user comyunicatipn |ines, an-
| CS networH addless is inpartedifo the ICS+4o0gic terpinal tolidentify the
| CS logic tlermffal at an end of |pach_gf thEL er cgympuni cati pn |ines, and
the ICS netmor&gpddresses are inpart Ep %g tgyg;re rel ay| apparatus and
the I CS netjwor kesser ver; )
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the access control apparatus, the relay apparatus and 152 the ICS
network server are allowed to exchange the information upon transmtting
and receiving the ICS network frame by using the I CS network address; an
external 1CS user frane having an. I CS user address system ADX i s converted
into the ICS network franme being adm nistrated by the conversion table in
the access control apparatus, the I1CSqetwork frame is constituted by a
network control field and a network data field, the network control field

i ncl udes atrteast—amaddress—th conpties wtirpttie—t addr ess
system ADS,| thed CS network fra Is transmtted according to rule of the
| CS networ kl address system through at | east onelor nore relay apparatuses;
when set of| an g?S logic termnajl identificatior
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infaormation and a receiver
.address stored in the network control
by the access control

| CS user

address is determ ned, an |ICS network
field of the ICS network frame forned
apparatus by conversion is registered as a record of

the conversion table so as to be exclusi®ly determ ned, and the I CS user

frane is converted into the ICS network frame when it

identificatid
user franme ar
registered ir
two or nore,

addr ess storé
records for  t
destinati one g

recei ver |
I CS logic
t he

10814

is found that the

ninformation of the TCo Jdgicjtermnal indguited by the T1CS
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conversion table is transferred to collect comuni cation fees dependi ng
upon the transfer of the ICS user frame. 50. An integrated information
communi cation systemin which an | CS network address of an internal |CS
network frame is determ ned based on an ICS logic termnal on a sending
side and the I CS user address inparted to a sender |ICS user franme, and an
ICS logic termnal on a receiving sidglto which a sender |ICS network frane
is to be transmtted is determ ned based on the thus determ ned I CS network

address. b51. An integrated information comuni cation systemin which an
| CS network address for identifying an ICS logic terminal is inparted to an
ICS logic termnal at an end of 153 a user communication line, and an

| CS network comunication |ine for transferring an ICS network frane is
det er mi ned -
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betweén & first access control apparatus on a sending side and a second
access control apparatus on a receiving side when there is determned a set
of an ICS logic termnal identification information of a sending side and a
recei ver |ICS user address. 52. An integrated information conmmrunication
system according to Claim7 or 8, wherein a tel ephone conmunication is
acconplished by transnitting and r&2eiving an ICS user frame storing
digitized voice between an external |P telephone and another IP telephone
in the integrated information communication system 53. An integrated

i nformati on conmuni cation systemaccording to Caim2, wherein a tel ephone
communi cation_is_acconplished by transmtting and receiving an | CS user

frame storin dlgltk}ﬁg yoi ce tween an g¢xternal IR tel gphone and anot her
| P tel ephone}lin thew e@ ated || nfor rabi on gomjugRi cdtkon [system 54. An
access contr pl t sowhi ch [fonprising] a cqnverqi on tlabl e i ncluding a
record in wh cb a
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receiding I CS network
det erm ned when there

addr ess,

sendi ng side function

address is registered so as to be exclusively

Is determned a set of an originating ICS network
a sender |1CS user address and a receiver |CS user address; a

of receiving an Ig3S user frame inputted to the ICS

logic termnal and an | CS network address inparted to the ICS Ioglc

t er m nal

to which the

conmmuni cation line when it addre
sender | CS user address and the receiver ICS er address |ncluoed in the

| CS user frane are registered in the record o 35@1(%Rverm€ ﬁi anc
reconstituting the I CS use 338

recei ving side function of

network frame and sending it fromthe ICS logic term naIN@twbq-k@dd(lrg
side onto the user comunication line. 55. An access clantrol apparatius

whi ch conprising: a conversion table includi ngS250&we¢d in whi%h a

| CS user frame is inputted and cgay
user frane into an ICS network frame which i s sent ont(0
is found that the I CS netwo

ds
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receiving |1 CS network address is registered so as to be excl usivel
det.ermined -when there is deternined a set of an originatj 'Q%Qhet rk
address and a receiver |ICS user address; 154 a sendi ng side function of
receiving an I CS user frane input%gg to the 1CS logic terninalg@ﬁp an I CS
network address inparted to the | }ogic term nal to which tA CS user

frame is inputted and converij e into an | CS network
frame which i's sent onto an —H ‘mﬂégﬁﬁgﬁigﬂiﬁgﬁ n line when it is found
that the I CS network address and the receiver |CS user address included in
the 1 CS user fralNTEGRATED INFORMATEONhEOMMUNICATIONhS YS@EMEr Si on tabl e;

and a receiving srde functron of reconstituting the I'CS user frame fromthe
| CS network frah® RAYidenamniptegrated) information communication system

without using dedicated lines or the Internet, ensuring communication
speed, communication quality, communication trouble countermeasures
in a unified manner, wherein security and reliability in
communication is ensured without change of a private address system.
The system is comprised of an access control apparatus for connecting
a plurality of computer communication nétworks or information
communication equipment to each, and a relay device for networking
‘the aforementioned access control apparatus, the system having
functions for performing routing by transferring information by a
unified address system and by changing address at the access control
apparatus, and is configured such that the aforementioned plurality
of computer communication networks or information communication
equipment can perform communications in an interactive manner.
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_ CEMENT SHEE}
t he mon tﬁg)p ’)ef?\% ési de onto R,EP}:er conmuni gafi on
% ne controll §§atus in which a djr ss of
an |+Em mt rk frane is deternined based qn $Mzg? efm nal
of a I'ng s annd an |1 CS user address inparted td_an_exbe+ﬁa+-4
| CS user frame, and an ICS logic termnal on a rec |V|ng side to whi
sending ICS network frane is to be transmitted is on irhe
t hus determ ned I CS network- -address. 57. An access control apparat us-
according #4. any Asnd nfeqratieds infompnaionherwnwnicaprieri BysESmr &g st er ed
in the conwlrigihgn table, and the order of sending the ICS network framnes
onto the 1CS netwmrKGSMnanWanianmmumicaSidatbimenédrabtendfﬁgringtha
priority. 58S neAwoak ésamonis cdxcpsiwely deterulingdt beawgennanof C ai ns
11 to 13, wahkeesis) contddlr idpparatwgi on es edendihdestdavendi an tebkeas and the
order of sepgithal! RSPREAE Idnt£drdsSivibry iaspswhehoahhgcesaetwork
comuni cat b@Aress for identifying an ICS logic terminal is imparted
to an ICS logic terminal at an end of a user communication
line and when set of an ICS logic terminal identification
information on a sending side, a sender ICS user address
and a receiver ICS user address is determined;
the ICS network address for determining a destination
of the ICS network frame for specifying the ICS network
communication line is specified by a conversion table in
) the access control apparatus and by a relay table in a
./ relay apparatus;
' an external ICS user frame having a specific ICS user
address system ADX is inputted to the access control
apparatus on the sending side from the user communication
line through the ICS logic terminal;
the ICS user frame is converted into an internal ICS
network frame having an ICS network address system ADS,
when it is found that the information for identifying the
ICS logic terminal to which the ICS user frame is inputted
as well as the sender ICS user address and the receiver ICS
user address included in the ICS user frame are registered
in a record of the conversion table in the access control
apparatus;
the ICS network frame includes a network control
field;
the network control field stores at least the ICS
network address for specifying the ICS network
communication line; and
the ICS user frame is reconstituted from the ICS
network frame, is transferred on another user communication
line through the ICS logic terminal of the access control
apparatus on the receiving side, and arrives at another
external information communication equipment, when the
destination of the ICS network frame is determined by the
conversion table in the access control apparatus and by the
-relay table in the relay apparatus according to a rule of
the ICS network address system ADS, and the ICS network
frame is transmitted through the ICS network communication
line and has arrived at the access control apparatus on the
receiving side.

45. An integrated information communication system
according to Claim 1, wherein the conversion table has two
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ArgAn |ntegrated

lineH oIIed accordlng to the priority
|Fﬁor on systemin which: a twor k communi cati on
|t ne f n | CS network -frame i 4

exclu5|vel det erm ned
betmeen an access con rol apparatus on a sendi g ﬁé‘bn a‘cess contro
apparatus on a receiving side, when an ICS n:twork address f
an ICS logic termnal is inparted to an I CS jogic ternlnal at
user conmuni cation |ine _and _when set of an | &S g e .
i denti fi ca®@F JROTRf Beaarisn 88taRfothg &S MPLHPK 4 ARIEERR ek er | CS_user
addr ess | sSPRTHEYA REdthendCECEaOR ICOTIRRESAIGN detif m h of
dest i nat i drhefreterdes déffers from the ssieaf yihe) aare | 1€5 nkeFhFk 155
conmmuni catterminak ldenpefntatdOMyLmﬁnﬂmﬁﬁﬂnnn1thﬁﬂsendﬁr ICS user

address and the receiver ICS user address, and a

destination which the ICS user frame arrives at is varied

by changing the receiver ICS user address.

i dentifying
an end of a

46. An integrated information communication system
according to Claim 2, wherein at least an access control
apparatus is placed on the outside and a superior access
control apparatus management server is placed on the
inside, in order to execute the intra-corporation
communication or the inter-corporation communication.

(N 47. An integrated information communication system

- according to Claim 2, further having user service servers,
ICS authority servers and conversion table servers each in
plural numbers, wherein a request of ICS substription is
received by the user service servers, the ICS authority
servers assign the ICS user addresses, ICS network
addresses and ICS names, and the conversion table servers
rewrite the conversion table in the ‘access control
apparatus.

48. An integrated information communication system
according to Claim 2, wherein an ICS user address and an
ICS network address of an opponent with whom the
communication is to be made are obtained by using the
telephone number as an ICS domain name, and the ICS network
address is held in the conversion table in the access
control apparatus on a calling side.

49. An integrated information communication system in
which: ' :

two or more access control apparatuses and one or
more relay apparatuses are included, an ICS network server
is included, which are directly or indirectly connected
together through an ICS network communication line, plural
IP terminals of the external users of the integrated °
information communication system are connected to any one
of the access control apparatus through the user
communication lines, an ICS network address is imparted to
the ICS logic terminal to identify the ICS logic terminal
at an end of each of the user communication lines, and the
ICS network addresses are imparted to identify the relay
apparatus and the ICS network server;

the access control apparatus, the relay apparatus and
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the atcess control apparatus and by a relay t ipneerel ay.fhppar at us; an
externj having a specific I CStu addr ess. systém ADX i s

i nput t u'"ﬂmmi H}H@ ontrol apparatus on tHe sendm@ frémthe user

conmuni c'at icont | 1me gh the 1CS logic termjnal - [

converted into an internal ICS network frame.

system ADS, when it is found that the informat§ on for

logic termpal to which the..lCS user frane is-
user addr e$89 FCEhaqtEORk e FYareake 2l bovedeFederhhangecshg of the

conver si on inferaatiom aipam deearept tbingppadareseiviagl ErendCfonetwoxke
i ncl udes afFemgobly swrimoithie cICS néekworkvwaddresatrol fiebd stores at |east
the | CS network addesterimsl SERidgengftdme | 1g8vingwankIC8nueeirc atddereslsi ne;
and the | C8ystem ADETH s orevarisdéd tined thenICienéBBork frame being
administrated by the conversion table in the access control
apparatus, the ICS network frame is constituted by a
network control field and a network data field, the network
control field includes at least an address that complies
with the ICS network address system ADS, the ICS network
frame is transmitted according to a rule of the ICS network
address system through at least one or more relay
apparatuses;
when set of an ICS logic terminal identification
. information and a receiver ICS user address is determined,
- an ICS network address stored in the network control field
of the ICS network frame formed by the access control"
apparatus by conversion is registered as a record of the
conversion table so as to be exclusively determined, and
the ICS user frame is converted into the ICS network frame
when it is found that the identification information of the
ICS logic terminal inputted by the ICS user frame and the
receiver ICS user address in the ICS user frame are
registered in the record of the conversion table;
number of the records is two or more, set of the
receiver ICS user address and the ICS network address
stored in the network control field is different for each
of the records for the same ICS logic terminal
identification information, and the destination at which
the ICS user frame arrives is changed by changing the
receiver ICS user address in the ICS user frame inputted
v through the same ICS logic terminal; and
only an ICS user frame registered as a record of the
conversion table is transferred to collect communication
fees depending upon the transfer of the ICS user frame.

Tdentifyi

50. An integrated information communication system in
which an ICS network address of an internal ICS network -
frame is determined based on an ICS logic terminal on a
sending side and the ICS user address imparted to a sénder
ICS user frame, and an ICS logic terminal on a receiving
side to which a sender ICS network frame is to be
transmitted is determined based on the thus determined ICS
network address.

51. An integrated information communication system in

which an ICS network address for identifying an ICS logic
terminal is imparted to an ICS logic terminal at an end of
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net work—frame;—s—transferred on another user comu laEPh.kﬂEMENﬂieSHWo gh

tthe IJ@H l}l of the access control apparafug~of—Tne recel\i
st de ! ﬂn j& not her external information cqmjunk gajé uifp
when of the ICS network frame is deternﬂhgdi%gqqﬁ :

conversion table in the access control apparatus and dy.ihe—telay—t-dblle in
the relay apparatus according to a rule of the ICS network address sygtem
ADS, and the ICS network frane is transmtted throug
communi catad oaséxr necmmdnhastapni Ldteat amide aar d&6iS rediwank qpmmmtmnt he
recei vi ng kimke. £660. traafernréggabad IO aetatcdrn e nis adeétoereimsedm
accor di ng betwden na 16ji rsbeaecessheontredr sippadathise dimsa tsendingos bde
records, s@idod $d€oh&Sabebssr konttiods appiraaiesidry iagrddwi vty neiqer k
conmuni catyioeh | theref 95 QagBrAfinkle ar @e¥ &F 0 ficy A ddinddembedl of the

I CS | ogi ¢ {cgdnmp 18] ca€leBhl ihfascmalalb&f VIR iR (diIRld Qa1 VR rdESi VBT

addr ess, Quélestigalbgn which the 1CS user frame arrives at is varied by
changlng t recelver | CS user address.
52.' An integrated information communication system

according to Claim 7 or 8, wherein a telephone
communication is accomplished by transmitting and receiving
an ICS user frame storing digitized voice between an
external IP telephone. and another IP telephone in the

~ integrated information communication system.

N 53. An integrated information communication system
according to Claim 2, wherein a telephone communication is
accomplished by transmitting and receiving an ICS user
frame storing digitized wvoice between an external IP
telephone and another IP telephone in the integrated
information communication system.

54, An access control apparatus which comprising:

a conversion table including a record in which a
receiving ICS network address is registered so as to be
exclusively determined when there is determined a set of an
originating ICS network address, a sender ICS user address
and a receiver ICS user address;

‘a sending side function of receiving an ICS user
frame inputted to the ICS logic terminal and an ICS network
address imparted to the ICS logic terminal to which the ICS
user frame is inputted and converting the ICS user frame
into an ICS network frame which is sent onto an ICS network
communication line when it is found that the ICS network,
address, the sender ICS user address and the receiver ICS
user address included in the ICS user frame are registered
in the record of the conversion table; and

a receiving side function of reconstituting the ICS
user frame from the ICS network frame and sending it from
the ICS logic terminal on the receiving side onto the user
communication line. '

55. An access control apparatus which comprising:

a conversion table including a record in which a
receiving ICS network address is registered so as to be
exclusively determined when there is determined a set of an
originating ICS network address and a receiver ICS user
address; '
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3 k> & \ver{si on tabl e
cgirving I CS nethwdr k address
ngmms def erm ned a
set of an orlglnatlng | CS network address, a sehder user adpress and a
receiver I CS user address; a sending side functgot ng aph I CS user
156 frame inputted to the ICS logic term nal fand an | CS_netwnrk address
inparted to the 1CS logic termnal, and convertismeg*tte [ CS user frame into
an |1 CS network freafendiayg iside funetiohacft heceéCBirigt anr EC8ddsess, the
sender | CSfxame daghudd=dirib ttize r EC®i Vogit CBerménadddnds ani ICiSutetworid he
| CS user f asideres=e imgpirtient erb i thé hECS etogticoteriénadnrer whaaht ablee;TCANd a
recei ving sisée ffiranid dis dinpRcOedt ahdt 08vEREih§Sthe ICS user frame
into an ICS network frame which is sent onto an ICS network
communication line when it is found that the ICS network
address and the receiver ICS user address included in the
ICS user frame are registered in the record of the
conversion table; and
a receiving side function of reconstituting the ICS
user frame from the ICS network frame and sending it from
the ICS logic terminal on the receiving side onto the user
communication line.

myuni cati on function circuit which ¢

un|t uﬂl MHE wu nore records in which ar
IS re be exclusively determ ne

[

, 56. An access control apparatus in which an ICS network

~/ address of an internal ICS network frame is determined
based on an ICS logic terminal of a sending side and an ICS
user address imparted to an external sending ICS user
frame, and an ICS logic terminal on a receiving side to
which a sending ICS network frame is to be transmitted is
determined based on the thus determlned ICS network
address. :

57. An access control apparatus according to any one of
Claims 11 to 13, wherein a priority is registered in the
conversion table, and the order of sending the ICS network
frames onto the ICS network communication line is
determined according to the priority.

58. An access control apparatus according to any one of
Claims 11 to 13, wherein a priority is registered in the
) conversion table, and the order of sending the
N reconstituted ICS user frames onto the user communication
line is controlled according to the priority.

59. An integrated information communication system in
which: '

an ICS network communication line for transferring an
ICS network frame is exclusively determined between an
access control apparatus on a sending side and an acceéss
control apparatus on a receiving side, when an ICS network
address for identifying an ICS logic terminal is imparted
to.-an ICS logic terminal at an end of a user communication
line and when set of an ICS logic terminal identification
information on an originating side and a receiver ICS user
address is determined;

the ICS network address for determining a destination
of the ICS network frame for specifying the ICS network
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conversi onine through the ICS logic terminal; '
the ICS user frame is converted into an internal ICS
network frame having an ICS network address system ADS,
when it is found that the information for identifying the
ICS logic terminal to which the ICS user frame is inputted
and the receiver ICS user address in the ICS user frame are
registered in a record of the conversion table in the
access control apparatus;
_ the ICS network frame includes a network control
N field;
the network control field stores at least the ICS
network address for specifying the ICS network
communication line; and
the ICS user frame is reconstituted from the ICS
network frame, is transferred on another user communication
line through the ICS logic terminal of the access control
apparatus of the receiving side, and arrives at another
external information communication equipment, when the
destination of the ICS network frame is determined by the
conversion table in the access control apparatus and by the
relay table in the relay apparatus according to a rule of
the ICS network address system ADS, and the ICS network
frame is transmitted through the ICS network communication
line and has arrived at the access control apparatus on the
receiving side. '

v 60. An integrated information communication system
according to Claim 16, wherein the conversion table has two
or more records, set of the ICS network address for '
specifying the ICS network communication line, for each of
the records, differs from the set of the ICS logic terminal
identification information and the receiver ICS user
address, and a destination which the ICS user frame arrives
at is varied by changing the receiver ICS user address.

61. A communication function circuit which comprising:

a conversion table unit including one or more records
in which a receiving ICS network address is registered so
as to be exclusively determined when there is determined a
set of an originating ICS network address, a sender ICS
user address and a receiver ICS user address;

a- sending side function of receiving an ICS user
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found that the ICS network address, the sender ICS user
address and the receiver ICS user address included in the
ICS user frame are registered in the record of the
conversion table; and '
.a receiving side function of reconstituting the ICS
user frame from the ICS network frame and sending it to the
other logic terminal.

62. A communication function circuit which comprising:
a conversion table unit including one or more records
in which a receiving ICS network address is registered so
_ as to be exclusively determined when there is determined a
-/ - set of an originating ICS network address and a receiver
' ICS user address;

a sending side function of receiving an ICS user
frame inputted to the ICS logic terminal and an ICS network
address imparted to the ICS logic terminal, and converting
the ICS user frame into an ICS network frame when it is
found that the ICS network address and the receiver ICS
user address included in the ICS user frame are registered
in the record of the conversion table; and

a receiving side function of reconstituting the ICS
user frame from the ICS network frame and sending it to the
other logic terminal.

63. A communication function circuit having a conversion
table unit that includes one or more records in which a
receiving ICS network address is registered so as to be

P exclusively determined when there is determined a receiver

\/_ ICS user address, a function unit a sending side which
‘receives an ICS user frame inputted through an ICS logic
terminal and an ICS network address imparted to the ICS
logic terminal, and converts the ICS user frame into the
ICS network frame when it is found that the receiver ICS
user address included in the ICS user frame is registered
at the record of the conversion table, and a functional
unit of a receiving side which reconstitutes the ICS tser
frame from the ICS network frame and sends it to the other
ICS logic terminal.
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ABSTRACT OF THE DISCLOSURE

INTEGRATED INFORMATION COMMUNICATION SYSTEM

To provide an integrated information communication system
without using dedicated lines or the Internet, ensuring communication
speed, communication quality, communication trouble countermeasures
in a unified manner, wherein security and reliability in
communication is ensured without change of a private address system.
The system is comprised of an access control apparatus for connecting
a plurality of computer commnnicatiqn networks or information
communication equipment to each, and a relay deviée for networking
the aforementioned access control apparatus, the system having
functions for performing routing by transferring information by a
unified address system and by changing address at the access control..
apparatus, and is configured such that the aforementioned plurality
of computer communication networks or information communication
equipment can perform communications in an interactive manner.

FIGURE 1
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