DESCRI PTI ON AUTHENTI CATI ON SYSTEM 5 Techni cal Field [0001] The
present invention is directed to an authentication systemi ncl udi ng nodes
connected to an information conmunication network as termnals, the

aut henti cati on 10system bei ng configured to, when one node requests anot her
node to provide a service, authenticates nodes in association with the
service in order to enable secure conmuni cati on between the nodes for
preventing a third person from abusing the service. 15 Background Art

[ 0002] When nodes are connected to an informati on conmuni cation
network (e.g., the Internet, anDBESGREPTHON k) as terminals, and when one
node receives a service fromthe other node (or a part of functions of the
ot her node), a comruni cation 20message between the node as a service

provi ding side and the node as a service receiving side is encrypted in
order to HVSHEANTIRAKNSSYRBENEr son from abusi ng the service. [0003]
25Addi tionally, a common session key distributed to the node as the service
proviéing side and the node as the service receiving side is used as an
encrypti . encrypting the comuni cation nessage. In a process of
distribu?ﬁﬁgﬁ%ﬁ%ﬁﬁgﬁgession key to each node, it is required to deliver the
session KeyorM th keeping the session key secret from an unauthorized

person.
The present invention is directed to an authentication system including nodes

connected to an information communication network as terminals, the authentication
10 system being configured to, when one node requests another node to provide a service,

authenticates nodes in association with the service in order to enable secure

communication between the nodes for preventing a third person from abusing the

service.

15 Background Art
[0002]
When nodes are connected to an information communication network (e.g., the
Internet, and a home network) as terminals, and when one node receives a service
from the other node (or a part of functions of the other node), a communication
20  message between the node as a service providing side and the node as a service
receiving side is encrypted in order to prevent an authorized person from abusing the

service.

[0003]

25 Additionally, a common session key distributed to the node as the service
providing side and the node as the service receiving side is used as an encryption key
for encrypting the communication message. In a process of distributing such a
session key to each node, it is required to deliver the session key with keeping the

session key secret from an unauthorized person.



[ 0004] In order to fulfill the above requirenent, there has been
proposed an aut hentication system perform ng authentication in a conmon key
encryption manner 5 by use of a trusted third-party organization and then
distributing the session key. For exanple, the KryptoKnight is known as
such an authentication nethod (e.g., Japanese patent publication No.
3078841). [0005] 10According to such an authentication manner, the comon
session key is distributed to a node as a communication initiator and a
node as do@utimuni cati on responder. Here, authenticating neans acting as the
third party organi zati on creates a session key, and generates, for each
node, an enciyprdedr gt yaaboyetegdiragentéhere $at beenkmyrdsgd ase of an
encryption key. of a correspondi ng node. Thereby, it is 15possible to

i st 1 | bt R P Ik S T B AWERBUEAtIOR 13 ASBEoR KRABPPOYHTBERSE wor ds,

the s §SsS ib leg &¥a %géh%glrgBf;ah@%r%ﬁ%ﬂ&%&x%\éﬁ&h&gdlgﬁgbg&%l;%schg gé]stsjfoh%e ac h node as

an encryption nessage design ecryp use of anythi ng but

the secr ator KRympIe! i KeGH K na:hE & KRHRONMURE aAAdehenlidRiG] Rbfodid.gl s enabl ed
to deliver the session iey common to the nodes to each node in a secure

manner. J@p{i3806itent publicAtipudlo. 378A4DIi 0 and a pull scenario are known as an
aut henti cati on net hod. Regarding the push scenario, the node as the
initiator receives the encryption nessage including the session key common
to the n@&ﬁﬁﬂs the initiator and the node 25as the responder fromthe

aut henti catrng neans. The node as the initiator decrypts the encryption

nmessage to OJQE(;%L‘(ﬂng ]L&?su%ﬁﬁﬁli a%@}a&ﬁ%ati&hﬁlaﬁﬁgg tl‘?escomlsod Qs 1@5{93; js écei ves the

encryption nmessage for the node as the responder fromthe authenticating
means, amdéstibaas tes fodds 4 LRIhWRda BACIYRItbOMIR 8R0S 4 @nthenidags as t he
responder. Concerning the pull scenario, the node as the initiator requests
t he aut heemppedeari nHeB0aethastitdtimguygtrnshetingdetheshieartyspgrdeationo di stri but e

t he session key. As resglt, . ) )
creates a session key, and generates, for each node, an encryption message including

the session key by use of an encryption key of a corresponding node. Thereby, it is
15 possible to distribute the session key to each node in a secure manner. In other
words, the session key created by the authenticating means is sent to each node as an
encryption message designed not to be decrypted by use of anything but the secret key
retained by a corresponding node. Therefore, it is enabled to deliver the session key
common to the nodes to each node in a secure manner.
20
[0006]
A push scenario and a pull scenario are known as an authentication method.
Regarding the push scenario, the node as the initiator receives the encryption
message including the session key common to the node as the initiator and the node
25  as the responder from the authenticating means. The node as the initiator decrypts
the encryption message to obtain the session key. The node as the initiator receives
the encryption message for the node as the responder from the authenticating means,
and transfers the received encryption message to the node as the responder.
Concerning the pull scenario, the node as the initiator requests the authenticating

30  means through the node as the responder to distribute the session key. As a result,
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the node as the responder receives the encryption nessage including the
session key fromthe authenticating neans, and decrypts the encryption
nmessage for the node as the responder. Further, the node as the responder
receives the encryption nmessage for the node as the initiator fromthe

aut henti cati ng neans, and transfers the 5received encryption nessage to the
node as t{¢he noé hé EeQespon@OtleiWdthe LRAFHGor RetdiBe BllIIERY ieRbLQIN kdy | T NE
with the comon key encryption manner, the secret key common to the

aut hent i clatrinhlge aethastiaunichg toienscde desrypeciicdadryhfibmntche gaddrthathbdadd ng means
any way. The secret key is recorded for each node. The authenticating nmeans
creates t1He resperyest | BRrthes sharodesntths rrshepdeheccsives therenkesptiop meseagsf secr et
key of eqphﬂpodgé and s n%s gt tg eaﬁp correspondi ng, node. Therefore, it is
possi bl e T0"5E11G° AR SBEH YN RBY PO TP BRSBTS % brief, since
t he cemmup i l I 1 ltiple nodes, it is enabled
to es?abligﬁﬁ%%hgggﬁggn%%ﬁ%%ﬁ%g%%#%%q%g?%ggﬁagﬁe nodes by use of the
nmessage encrypted with the session key. However, a single secret key is
recorded in the authenticating neans for each node. Thus, it is enabled to
f orm onl Y0¥ donmin w thin the information comunication network. 20[0008]
In order to provide a different service per donain including nodes, and to
enabl e a node itRhregatthiyehs authepticatioprigingewth the commpmdies eaptyption pr ovi de t he

aut hent | Gati.0g WA, Nl SRS, 0T B GRS, D00 FAULLES, Pl sec et

keys respectiVve corre g omai ns. abl e

change Ofin ghSAItYES§caling Whdd8d a Ffw% 2 TG ret ked B RERESERL ¥adilndapOVi de the
pl ural authenticating neans. Further, a node needs to select the

aut hent i dakeianthemtiantsng meancatdante atbctyptiohendesercottaseny tieeseasich kegui r es
the sel ected authenticating means to perform authentication in order to
obt ai n t hE usegksegret ey of @@?@@@@]and sends it fqmedshjcefrespondingoddeneBusetore, sel ect

t he secret. key .i.n,accqrdance. wi.th the desired seryic nd access the
aut hent i ¢8FPR ﬂH%Eh§m§fgﬁ§?58PkFH@”Qb%@%?EH’%@ P8 &k§9%Fﬁ£6PH%Fh%o request

the aut henti6atlQftn FRSL BEATRted fo i3 MAEYIALAPLS change, t he
service. |In other words, ?ﬁg n%dé’need§1¥§ §eFé€F§§ﬁ§ﬂé€8}%ﬁ£§€§ and the
aut hent i céduré@rianSation between the nodes by use of the message encrypted with the

session key. However, a single secret key is recorded in the authenticating means for

each node. Thus, it is enabled to form only one domain within the information

communication network.

20 [0008]
In order to provide a different service per domain including nodes, and to enable
a node to change a service provided, it is necessary to provide the authenticating
means for each domain, and each node requires plural secret keys respectively
corresponding to domains. In brief, in order to enable change of a service provided to
25 anode, it is necessary to provide the plural authenticating means. Further, a node
needs to select the authenticating means in accordance with the desired service and
requires the selected authenticating means to perform authentication in order to

obtain the session key.

30 [0009]



5in order to change the service provided to the node. Thus, the user of the
node suffers fromthe conplicated process required for obtaining the
session key by use of the node. Di scl osure of Invention 10Wl of

In view of the above insufficiency, the present invention has been ainmed to
propose an aut hentication system which can define a domain determ ning,
based on a s&h¥iice thé@Rod%iec8ll toMIREEIHR sBALEkdySinREEU I8 Fril P HeQRBMAH cate Wi th
anot her node and can enable the node to easily obtain a session key used in
t he donaiservice arelkpoeseht outhbotianmg mdank be vse bitihe elatted Bedrétckegaaerderi €s t o
receive. foolll The aut hentication systemin accordance with the
present itAvetiesbiheiayehandisationy (Idereforsdis invrapttedblesome taduagp yheaseyvies-; a
plurality of. service nodes each confjgured o 20provi de a service

corres por%8i°ﬁ}¢ert%°rﬁ?§h%8 i AP SS??PE@%@F‘&“&? f(%vna {5 BHER nLICRTBEICRN ¢ ; an

aut hent | GALLAA tBhdnge B8 Licl PIAIMIRYL ) HALAPRARE, HIARS: lidge and a key

distribution unit. e au ntication dat abase storage un I's configured

to store saffedftdie Bid Galplionted praRasR qiiledMdk Ghtathis £ e LlesK6Y k& byl B dfser node
is prelimnarily registered for each domain. The secret key of the user

node i s dbehodsured to differ 25according to a domain. The user information
dat abase storage unit is configured to store a user information database in
whi ch an account used for associating a domain with the user node is

register§$§9$h§ﬂ¥§§FH%QQe is configured to send a domai n change request to

t he key ¥ t°%ia an information comunication network in order

to raquespo@hangi ng froma current domain to which the user node 30 bel ongs
to a desired domain to which the user node intends to bel ong. The key

di stri buti onlumiet of shecalnké gisuéfitidn@y, tHpprest LCiavaitivg Hakdesormiad tohange
request fromthe user node, check whether or not the user information

dat abase P&erepean ppidendesdiontsystsothigh camydefine adanain deomiiing Waséll ¢the user

node. The key distribution unit is configured to, upon acknow edgi ng t hat
the user S?Ii’ff%r HRETON YRtrasdvee é’stl%arr@étt?%@ SIRUBNGite FéldFothar wgds #E desi r ed

domai n Wic£ \el\ljrl%%ﬁe ﬁjégfogg %jgasa& ggf%iilpatsgs)%/io% ge&%tg?&({elﬁthgfdot g?n S5 orrllcs)g go

associ ate esire omai n us € aut henti cation dat abase
stores i Bhdde odtHRBtitCRhicRMhdARRARE tSi0E@ge unit, and send the obtained

[0011]
The authentication system in accordance with the present invention includes: a
user node adapted to be used by a user; a plurality of service nodes each configured to
20 provide a service corresponding to its domain; an authentication database storage
unit; an authentication unit; a user information database storage unit; and a key
distribution unit. The authentication database storage unit is configured to store an
authentication database in which a secret key of the user node is preliminarily
registered for each domain. The secret key of the user node is configured to differ
25  according to a domain. The user information database storage unit is configured to
store a user information database in which an account used for associating a domain
with the user node is registered. The user node is configured to send a domain
change request to the key distribution unit via an information communication
network in order to request changing from a current domain to which the user node

30  belongs to a desired domain to which the user node intends to belong. The key
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secret key to the user node via the information communication network. The
authentication unit is configured to, after the user node obtains the
secret key 10corresponding to the desired domain, create a session key used
for encryption communi cati on between the user node and the service node

bel onging to the desired domain within the desired domain, and encrypt the

created s@stgibQbiok@yitwh tdhfihRdSIBCHRh rKaYViRO IHLRROAE bRthek Qe dliSt H6Sithed
dormai n, and send the encrypted session key to the user node via the

i nf or mat i war goterchrck athetrer ve hwothk usdSinfddhRibn databasd stos piccdeoued aspect,
t he aut hentication systemfurther includes a reg%;t(apion unit connected to
the user 3sftcsting: thededrpddompdn withrthgasqrmode. Thhe keydgiigtributiponnitmi t i s

fi d i St t.h in th i nf ti dat ab i
r esponse PBIIBREH Bur oS BREd Pabihe wevameidpdatitoy HeaLlY by ¢ he
user. s[ 0Q13Junk BsRcldRhE th (@Jsﬁre{l ﬁgmgﬁxps%ﬂ ]@het ey gl)cﬂar, Bbialy th foelAE kP§ES

i ncl udes a cooperation service node configured to provide a service in

whi ch t hehe asgraiodt asdcis I iEle tHotisired aoapanatesr ¥ thh aliliRntisfionnode. The
registration unit is configured to register a set of the user node and the

cooper at idgtrbaes storsl indteanthentientionalatababostoedge omitd abdbasichasb@aiggdoup in
response to ni pul ation of the iqput device. The key distribution unit is

conf i gur S8ELReYUiShe PesEdiods Kig tha s iorapatin orarryEcatiogustyorky olhe he user node,
check wh r .not_.t he user i,nfor.nat,i on dat abase st.ores e account
%h%etn}t’.%gté(gl IEIIIE 1S nﬁ%ur%'ﬁii ltlo, Vﬁftteﬁh%ehuser nodae o?]%%féls glhedsegﬁ'ei%

associ ating desire e user “Stores the

gr oupoi N@b&adpokin@fto tNEARREd BdmatnlEre¥RES scRQHE kANHsdEr GRPRRILAL T ON servi ce
node bel onging to the desired domain. The key distribution unit is

conf i gur edmtnmpicafion beisdeno whedgr ngdd at thehervwieatode btloagmat it®@thedkkabase st ores
the account associating the desired domain with the user node and al so
stores t Hemgiotihinddp dagirededogfain padsaerypt thenseated sessivtikenmdtht the cooper ati on

servi ce 5node belonging.to the desired domain, tain the secret key of the
tek gpon& II? S d ?i sess(ion key toy

user nod&ectet key corre ng to the desired domain, an sendot e encrypte
the user node via the information communication network.
15
[0012]
In a preferred aspect, the authentication system further includes a registration
unit connected to the user information database storage unit. The registration unit
is configured to register the account in the user information database in response to

20 manipulation of an input device adapted to be used by the user.

f0013]

In a more preferred aspect, the plurality of the nodes includes a cooperation
service node configured to provide a service in which the cooperation service node

25  cooperates with the user node. The registration unit is configured to register a set of

the user node and the cooperation service node in the user information database as a
group in response to manipulation of the input device. The key distribution unit is
configured to, upon receiving the domain change request from the user node, check
whether or not the user information database stores the account associating the

30  desired domain with the user node and also stores the group indicative of the set of
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associated wth the desired domain by user of the authentication database
stored in the authentication database storage unit, and send the obtained
secret key to the user node via the information comuni cati on network.
10[ 0014] In a preferred aspect, the key distribution unit is
configured to, upon receiving an acknow edgenment fromthe user node after

sendi ng tdRe uSEH AL ak8YhEQop&RRBRN i DTe hBdd N8orfbeSd foifle AONRIIMiA NErHSEr node
in response to the domain change request, delete the secret key

cor r esponaiyrigsttibutidreurit i @nfig@ietas, rupbh atkdobdedgirighibat tipaidepimfeaiabase. 15
[0015] In a preferred aspect,the user node is configured to, upon

acknow edisitalgse plarestthe ageount sroouatine therigeired durdivadth the usessiderrnldey
corresponding to the current. dopmin froggthe aut hentj cation unit, request

the sessi®f? %ﬂ?sgbergr_églﬁ)m%ﬂef’ thersgt ofghe vagmo BAB hbg HOPTHAEORFEHIAn or der
prel i i né}{o%%%lgs%iﬁg@a BRUMLLaSRAR ki hOSJQTRLDe bR, WL Gyl e user node

bel ongs. n“a prefer aspect, e service node 1s configured to

provi de tdReocsREdwRBIhOledRdidbhRLER} w38 8RR utHIRIcAHENBNabER AR dat abase s
configured to store access restriction information for perform ng access

restri ct itbaafidengetivnsiatatiase storapeivohétc aby sérleths ebtsiige saade keyTtoehe user
authentication unit is configured to send the access restriction
i nf or mat iGAe Vg thhdfoetticngeenaHycativa neb¥rkee node when distributing the
session key to the user node and the service node. 30 Brief Description of
Drawi ngs [00171 FIG 1 is adiagramillustrating a configuration of a
syst gg ugggh4i or i nplenenting the present invention, 5FIG 2 is a diagram
illustrating an operation of a procedure of distributing a

In a preferred aspect, the key distribution unit is configured to, upon receiving

an acknowledgement from the user node after sending the secret key corresponding to

the desired domain to the user node in response to the domain change request, delete

the secret key corresponding to the current domain from the authentication database.
15

[0015]

In a preferred aspect, the user node is configured to, upon acknowledging
that the user node no longer receives the session key corresponding to the current
domain from the authentication unit, request the session key corresponding to the

20 other domain in line with an order preliminarily determined with regard to the

domain to which the user node belongs.

[0016]
In a preferred aspect, the service node is configured to provide the services of
25  different classes. The authentication database is configured to store access
restriction information for performing access restriction for each service provided by
the service node. The authentication unit is configured to send the access restriction
information to the user node and the service node when distributing the session key to
the user node and the service node.

30



session key with regard to the above system
illustrating a 3 party key distribution protocol

FIG 3 is a diagram
used in the above system

FIG 4 is a diagramillustrating a procedure of changing a domain in the

above 10system

FIG 5 is a diagramillustrating an operation of a

procedure of distributing a session key with regard to the above system

FIG 6 | Baefddagriptivh bl Psdw
above system 15FIG 7 is a

domai n i do@é above system and

configuration of a server used in the above system 20 Best Mode for
Carryi ng Out FlGel ispdingragnilluggaghs a configuréonf ofjal syefierguses ftranat i on i s made

to the present

are defi &Y Y

can change aFg@.@a‘f—s% d'Q&a dl'lﬂ r&i gr?o §gﬁm&eadp113¥edtul?§o Stl;'i'buf‘in gma‘i n
gled1 gty é‘?%trl @Z

i ncluding a node 1s deci

utl ng a sessi on

t he donmisBssion kdyavitoa@atd @rehaabaetdpeain, cation unit. [0019]

showmn in FIG 1,

D1

t he

10

15

20

25

30

above system,

FIG. 4 is a diagram illustrating a procedure of changing a domain in the above
system,

FIG. 5 is a diagram illustrating an operation of a procedure of distributing a
session key with regard to the above system,

FIG. 6 is a diagram illustrating a procedure of changing a domain in the above
system,

FIG. 7 is a diagram illustrating a procedure of changing a domain in the above
system, and

FIG. 8 is a diagram illustrating a configuration of a server used in the above

system.

Best Mode for Carrying Out the Invention
[0018]

The following explanation is made to the present embodiment which indicates
an instance where plural domains are defined regarding an information
communication network and where a user can change a domain including a node
managed by the user. A domain including a node is decided by distributing a session

key corresponding to the domain to the node from an authentication unit.

[0019]
As shown in FIG. 1, the present explanation is made to an instance where three

domains D are provided. In order to distinguish among the three domains D, the

_7_

kng a procedure of changing a domain in the
iagramillustrating a procedure of changing a
FIG 8 is a diagramillustrating a

g.nb(%ﬁi ment whi ch. i ndi cates an instance where plural domains
PERGP LT APERHRE on communi cation network and where a user

y corresponding to

As

t he present explanation is nmade to an instance where three
30 domai ns DFHs.e3 pprcliagied illustratices 3tpertyiksy idixgribstivreprotigolt tsed ihtlee domai ns



three domains D are designated by reference nunerals D1, D2, and D3,
respectively, as necessary. However, the nunber of the donmains D may be
two, four, or nore. In addition, the illustrated i nstance shows four nodes
N. The nunber of the nodes Nis not limted. Besides, in order to

di stingui sh anong the four nodes N, the four nodes 5N are designated by

r ef er enc ahMs RS DQre Msigrideed BN NBnce RINSEIIDIE DP, aAPDIEESH3BIMy, [ 0020]
In the illustrated i nstance, the node NO sel ected fromthe nodes to

is a 10 roedecdssauys etowavdrhthefrainhewohitheeloplaandd nciy. be Ewe, foat @r MOré.s ITassu rred

to be a device in a honme network system In other words, the node NOis
used by aﬁddstém thendpeireies ingtanrce sheres fqor pedesdY.i e nnher o he M%Nm

configure u by. the use 15T e _node N2, N3 bel ong
to the ddifh ﬁlﬁgggl ﬁf?édesaﬁ’d’r%%' (fé%tﬁéé‘ﬁ%\?]é‘? gé%lrélpiephg the & IN ®and N2 is
a serwver N’%Feddés ntaaag H}%r(%ﬁg%%rﬁxmeWI ﬁ@dad{dks)NSPlS@%gggvetbp age a hone
server instal In a‘residence server’ use evl ce ‘'manuf acturer or
a m&lnagernec@éaf[yhe | i ke. Therefore, the nodes Ni and N2 provide a service to
the node NO in an extent of their domains DL and D2, respectively. The 20
node N3 cooperates with the node NO in an extent of the domain D3. The

oper at i og (g)e formed by the node N3 in cooperation with the node Ni can be
treated servi ce whi ch t he node N3 provi des to the node NO. Therefore,

each of the nodes N3|sd erwce de), .Ns

confi gur ed tgn pr o]l%/lluS éatﬁdé%srt?/ﬁmge% acGh of flﬁtggqm&% eNedED Nﬂlgo ﬁéﬁs Brovi de
servijges n@fie fREscaaNEnd %H@er{%‘le%ﬁfaﬁgﬁbﬁ/ el’Dﬁe A& N0k aééﬁﬂleﬁqggé alx'ew%éhp N3 may
provide services of various types. [0 of the nodes NOto
N3 i s conreoateattorkasysicnt. oﬂﬂathe@mo@mﬁmmcﬁi@mmﬂ used b\paklseNT Suehfas, t he
Internet and a hone network. The nodes NO, N, N2, and 30N3 have

i denti f i éhenedodY0 jspefingdes a gprt nops Nurcosfeweil vebgusefity thessered node N can be
identified by use of corresponding one selected fromthe identifiers IDOto
| D3. Moreover, each of the nodes NOto N3 is configured to conmunicate with
a server [gjo;¥i @ the information conmmunication network NT. 5[0023]

15 The nodes N1, N2, and N3 belong to the domains D1, D2, and D3, respectively.
Each of the nodes N1 and N2 is a server used in the home network system, and is
assumed to be a home server installed in a residence, a server used by a device
manufacturer or a manager, or the like. Therefore, the nodes N1 and N2 provide a
service to the node NO in an extent of their domains D1 and D2, respectively. The

20 node N3 cooperates with the node NO in an extent of the domain D3. The operation
performed by the node N3 in cooperation with the node N1 can be treated as a service
which the node N3 provides to the node NO. Therefore, each of the nodes N1 to N3 is
defined as a node (service node) Ns configured to provide a service. Each of the nodes
N1 to N3 may provide services of the same type. Alternatively, each of the nodes N1

25  to N3 may provide services of various types.

[0022]
Each of the nodes NO to N3 is connected to an information communication
network NT such as the Internet and a home network. The nodes NO, N1, N2, and

30 N3 have identifiers IDO0, ID1, ID2, and ID3, respectively. The desired node N can be
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The server Si has a function of associating the node NOw th the node (N
to N3) in order to enable the node NOto receive a service provided from
the node (Ni to N3). The detailed explanation with regard to the function
of the server "Si" is nmentioned below 10 [0024] In the follow ng

expl anation, a unit having a function in the information comruni cation

net wor K i gehtifeall lgtisaSf adtresPbhBEd one ddloctdler@h @R gANQIDORSID3. 2 Cl ass
of the object is categorized into a user of the node NO a service provided

t o a userMomnvkr]é&mhlvdsie Kales NOrto Bid)is corffgugudr tedoinonuahefakeith arsekatriSan bet ween
a user and a service. [0025] A user of the node NO is distinguished from
users of Bt K infsmatiopyorpmanisptipmaetvgghNilti er of the node NO. The domain D
to which the node NO bel ongs is decided 20 when the server Si authenticates
a conbination of the identifier I1DO of the node NO and the domain D to

whi ch st hgpmeagle NO intends to belong. As described below, an identifier
(service identifier) is allocated to each service provided by each of the

nodes N to NBe sdiver SEh¥ £ Qunbokib€ bf 4 R6ci et Qo & 8B wies tHeSndddent kd Ngd when
the server Si authenticates a conmbination of the service identifier and the
domai n D.in25lgr0@osible the node NOtth@eiveseswtviembodides fitom fhe rodd @1 taoNBkecei ve

by .the desired node Ns, the node NO requires the

t he servi edgrovi de _ NO | [
sessi on k’[g? EisE rplgneticn wisheesdes i therthactipegf theysersire Siisis masgiosed si on key
is provided to the node NO froman authentication 30 nmeans (authentication
server) included in the server Si. The node NO can conmunicate with the
desined node Ns in a secure manner by establishing encryption comunication
usi ng the session key. Besides, the three authentication units AM are
di stinguiletddl by use of reference nunerals AML to AMB, if necessary.
5[ 0027
[ ] In the following explanation, a unit having a function in the information
communication network is treated as an "object". In the present embodiment, a class
of the object is categorized into a user of the node NO, a service provided to a user, and

15 a host (server S1) configured to define a relation between a user and a service.

[0025]
A user of the node NO is distinguished from users of other nodes by use of the
identifier of the node NO. The domain D to which the node NO belongs is decided
20 when the server S1 authenticates a combination of the identifier IDO of the node NO
and the domain D to which the node NO intends to belong. As described below, an
identifier (service identifier) is allocated to each service provided by each of the nodes
N1 to N3. The service which the node NO receives is identified when the server S1
authenticates a combination of the service identifier and the domain D.
25
[0026]
In the present embodiment, in order to receive the service provided by the
desired node Ns, the node NO requires the session key common to the node NO and the
desired node Ns. The session key is provided to the node NO from an authentication

30 means (authentication server) AM included in the server S1. The node NO can

_9_



The aut henticating neans AML, AM2, and AMB are associated with the domains
D1, D2, and D3, respectively. Therefore, the authenticating neans AML is
configured to create the session key of the domain D . The authenticating
means AMR2 is configured to create the session key of the domain D2. The

aut henticating 10 means AMB is configured to create the session key of the
domai N D3omb&ni&@s SithrihK @¥sited M8 NsaRla&eddte bi¥gneXbE&taPishY ohckgiodomai n D
associated with the authenticating means AM which creates this session key.
Ther ef or epmnhmichdivaiusing the sevioatkey heBasidtis, (1O thede angsnitigatdechdedAly t he
session key distributed to the nodes N. 15[0028 The server Si

i ncl udes 2@ dirsngniched bhuga atfarsase mB1etads M taddl%h ifaegesspst ri buti on unit
IcDl in addition to the authenticating neans AML to AM3. The aut hentication
dat abase (DBl to DB3) stores the identifier (IDOto ID3) of the node (NOto
N3) begl ongigrg to the domain (D1 to D3) in association with a secret key

whi ch 20 the node (NOto N3) uses in the domain (D1 to D3). The key

di stri buti onTHakttHEREicd tSn ot d REAM ASAMI2 PLRIIXAMS 8 h&iBcibled Wit tHel dachaid O t he
node NO, the secret key shared with the node (NO to N3). [0029] 25In other
wor ds, adlsBdwand B3FRle6pec8yely hellseefves, tisi anthehticiéing toraee AMit lsent i cat i on

dat abase storing nmeans DS and the key distributing neans (key distribution
unit) KDfOlilfi-S%fgrthrweﬁ%e aveion lieh etk darpiyD ke ahls authenticaing megasi des, t he

thr e aULgL GakLAM7A0B3%, SL0rd, TRANSIRSEG. dhatLdulshod by used of

ref erencé numera , Han Weéi cati on

dat ahgse nfdaQk AMB RRSAS PR td Ge£RRhd GHERE k%%oﬁtth@ [EmbEDUITIRMLGEE | ON

dat abase (first authentication database) 1 corresponding to the domain
D . The %egistvakelle s &k dxyerithonipdire Nniin I hesodatsdiwitiDihel sithagradagd in the
5first authentication database DBl in association with the identifier 1DO
of the noHennNAM Thishseentes thisesessigelespy Thiaeeforsdéheomam DHe whdathethn D1 i s

stored in th irst authentjcation .database. DBl in association with the
i denti fi 8?361 ﬁﬁlfbal%n%lé%ﬁ‘a@é&h&e[se@%aﬁaﬁey ﬁfélbga%]ahf@ﬁb? 8afssdh dat abase storing

means DS2 is configured to store the authentication database (second

aut henti cati on dat abase) DB2 corresponding to the domain D2. The secret key
usedi1by fdovesnode NO in the donmain D2 is stored in the second authentication
dat abase DB2 in association with the identifier 1DO of the node NO The
secret key uBedsdpyert§lenriodes dNRhéentidabhien detshasesIB1 ®© DB8andledey n t he second

distribution unit KD1 in addition to the authenticating means AM1 to AM3. The
authentication database (DB1 to DB3) stores the identifier (IDO to ID3) of the node
(NO to N3) belonging to the domain (D1 to D3) in association with a secret key which

20 the node (NO to N3) uses in the domain (D1 to D3). The key distribution unit KD1 is
defined as a proxy service distributing, to the node NO, the secret key shared with the
node (NO to N3).

[0029]

25 In other words, as shown in FIG. 8, the server S1 includes three authentication
database storing means DS and the key distributing means (key distribution unit)
KD1 in addition to the authenticating means AM1 to AM3. Besides, the three
authentication database storing means DS are distinguished by used of reference
numerals DS1, DS2, and DS3.

30
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15aut henti cati on database DB2 in association with the identifier 1D2 of the
node N2. [0032] The aut henti cation database storing neans DS3 is
configured to store the authentication database (third authentication

dat abase) DB3 corresponding to the 20 domain D3. The secret key used by the
node NOin the domain D3 is registered in the third authentication database
DB3 in aslgogilation with the identifier 1DO of the node NO Further, the
secret key used by the node N3 in the donmain D3 is recorded in the third
aut hent i cat i dhedatleptisetiddBRthbasastovigatéas 1t ik corfesureletntstéreehe | D3 of t he
node N3. 25 [0033] In _the present enbodi nent, the three authentication
dat abase 2tBfntigtirdriebers Esvisuthantisation datebrsat PBAcosesrandiabisthest or age

unit. The, authenticati on dat abase stor uni n authenticatian database
08 consi SIPHGTBY B 1Ry SOER: BB BpHE e B PO T A reateSn e © o pos.
The secr et s Ke¥hOftidaten 1988 MDBS in Qésgéihmrp@{thltxe {d‘:éghﬁgxeﬂﬁ?(gltge ilg%_l_

h D. 034 he key

aut henti cati on database DB with regard to each domain

di stri butNog TheanseKRy ied 09 nhid godee1 trothplof@idDL Restpreaxy thefist ce of
distributing, to the node NO the session key shared with the node (NOto
N3) . [ 003%fhendicatiel dajabasetlNRl jir asseniticarsiol threidentifidrd Ddiof fler enle Nlecr et key
is associated with 10 the single node NO for each donmain D in the

aut henti cati on database DB. As to the domain D2, the two different secret
keys are[@@?ci ated with the node NO In the follow ng enbodi nent, with
regard to the node NO the secret keys KO-1is prelimnarily registered in

the fiorst autrhentincatitPndRLANAS SolRE maANH DS28s S8GLE B ¥iorKR21 and KO 22
are prelimnarily registered in the second authenticati on database 15DB2,

and t he setheatickiéon d@alBase dseporel authamtidakign degibsid DBL doprebim didy todhe
aut hentication dat abase DB3. The secret key KO-N indicates a secret key for
the node dRwpinie dtherssprshkey pypd-hynhe gedolNBan thefdoatadm D20 etonsd intthe secr et

key. ThatS i s, faur kinds a(%f t

econd authentication d abasQ %B2 in association with the identifier IDO of the node
NO. The secret key used by the node N2 in the domain D2 is recorded in the second

15 authentication database DB2 in association with the identifier ID2 of the node N2.

[0032]
The authentication database storing means DS3 is configured to store the
authentication database (third authentication database) DB3 corresponding to the
20 domain D3. The secret key used by the node NO in the domain D3 is registered in
the third authentication database DB3 in association with the identifier IDO of the
node NO. Further, the secret key used by the node N3 in the domain D3 is recorded
in the third authentication database DB3 in association with the identifier ID3 of the
node N3.
25
[0033]
In the present embodiment, the three authentication database storing means DS
constitute an authentication database storage unit. The authentication database
storage unit an authentication database DB consisting of the first to third

30  authentication databases DB1 to DB3. The secret key of the node NO is
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secret keys KO- 1, KO 21, KO0-22, and KO- 3 are associated with the node NO
One secret key is selected fromthe four kinds of the secret keys in
accordance with a state 20 (the domain D to which the node NO bel ongs) of

t he node NO. [0036] The aforementioned secret key is prelimnarily
recorded in the authentication database DB (DBl to DB3) by the manufacturer

of the nqgeliMinakily repxasiel ga thdbdthéntZ2a56k MSTabSle DB REtHAMENRNLieGat | N Means
AML is permtted to refer to the first authentication database DBl, and the

aut hent i cmiangDeans AM2 is pernmitted to refer to the second authentication
dat abase DB2, and the authenticating neans AM3 is permtted to refer to the
third authentication database DB3. Further, the key distributing neans KDl
is allowg&xgg refer to all the authentication databases DB. 30l n addition,

t he server a user information database storing neans (user information

dat abgse st orgg @ey@i!sgrlbb%% RO KD LI SLE er(g td%%%m(t'hgg rs@'}xjié% fU nit) RGL.
) |

[ 0037] 5The authenticating neans (authentication unit i ncludes a
sessi on kieytribti€agd, ite thd Ml IND, 16) sedsi6R GEEEheey wahithe AbRONIDYW®. 11, an
encryption nodule 12, and a session key sending nodul e 13. [0038] 10The
session key creation nodule 10 is configured to, upon receiving, via the
i nformation comruni cati on network NT, a session key distribution request
fron1the[ﬂ§@f node Nu or the specific service node Ns defined as the

sor v o ey AN skl SR B AR S R RS e
and tihe $REGhEl Go8ENYI6CRRAEMNS: D }2 tHPA3 B ntication database DB. As to the

domain D2, the two different secret keys are associated with the node NO. In the

following embodiment, with regard to the node NO, the secret keys KO0-1 is

preliminarily registered in the first authentication database DB1, and the secret keys

KO0-21 and K0-22 are preliminarily registered in the second authentication database

15 DBZ2, and the secret key KO-8 is preliminarily registered in the third authentication

database DB3. The secret key KO-N indicates a secret key for the node NO. The

difference in "-N" denotes different one of the secret key. That is, four kinds of the

secret keys KO-1, K0-21, K0-22, and K0-3 are associated with the node NO. One

secret key is selected from the four kinds of the secret keys in accordance with a state

20 (the domain D to which the node NO belongs) of the node NO.

[0036]

The aforementioned secret key is preliminarily recorded in the authentication
database DB (DB1 to DB3) by the manufacturer of the node N, for example. In the

25  server S1, the authenticating means AM1 is permitted to refer to the first

authentication database DB1, and the authenticating means AM2 is permitted to
refer to the second authentication database DB2, and the authenticating means AM3
is permitted to refer to the third authentication database DB3. Further, the key
distributing means KD1 is allowed to refer to all the authentication databases DB.

30  In addition, the server S1 a user information database storing means (user
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The secret key obtaining nodule 11 is configured to, upon receiving the
session key distribution request, refer to the authentication database DB
stored in the authentication database storage unit, and obtain the secret
key (first secret key) of 20 the user node Nu corresponding to the domain D
including the specific service node Ns as well as the secret key (second
secret kepor@htibheatpLe dtbi6gs @A) DSu RAA S rNSsteliQ0 Mthnd Beci8RGHYPLL@N Modul e
12 is configured to encrypt the session key created by the 25 session key
creation B@tule 10 with the first secret key of the user node Nu obtai ned
by the secret key obtaining nodule 11 so as to create a user encryption
nmessage. In addition, the encryption nodule 12 is configured to encrypt the
sessi on ﬁgéﬂﬁrated by the session key creation nodule 11 with the second
secret k of the specific service node Ns obtained by the secret key

obt ai gi ng no r | G .00, age. [0041]
The sgssion Egﬁggéﬁﬁﬁﬁgﬁﬁﬁﬁg‘%(ggﬁgga%%§%¥€@§$§9?%ﬁ§%ﬁ S%%g%ﬁg r encryption
message ci@aioadndiuld 16 acReky Ry shla B Uuhedule 11, Gt iRripsRh niAd® N anila t he
information 5 conmuni cation network NT, and to send the service encryption
message cessitrelbytpgnding nedoteyl®.i on nodule 12 to the specific service node Ns
via the informati on communi cati on network NT. [0042] 10The user node Nu
stores the first secret key corresponding to the current domain D defined
as the dqqﬁgp to which the user node Nu bel ongs. The user node Nu is
configured to, upon receiving the user encryption nessage fromthe session
key sending mpé bkls@ioﬁ_q{eﬁt:reraﬂ@n sk RN i€ B 30 r IBBNSp AMecAGRE YR thhE uSer
encryption nmessage with the first secret key stored in the user node Nu.
Thus, t hénfuseationoeeniNunidbiaagiw6ksNT hesssass ke disaybdtioarred st adihdBt | cat i ng
means AM [0043

user node ]Nu or the specific service node Ns defined as the service node Ns providing
its service to the user node Nu, create the session key used for the encryption
communication between the user node Nu and the specific service node Ns.
15

[0039]

The secret key obtaining module 11 is configured to, upon receiving the session
key distribution request, refer to the authentication database DB stored in the
authentication database storage unit, and obtain the secret key (first secret key) of

20 the user node Nu corresponding to the domain D including the specific service node

Ns as well as the secret key (second secret key) of the specific service node Ns.

[0040]
The encryption module 12 is configured to encrypt the session key created by the
25  session key creation module 10 with the first secret key of the user node Nu obtained
by the secret key obtaining module 11 so as to create a user encryption message. In
addition, the encryption module 12 is configured to encrypt the session key crated by
the session key creation module 11 with the second secret key of the specific service
node Ns obtained by the secret key obtaining module 11 so as to create a service

30  encryption message.
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The service node Ns stores the second secret key corresponding to the
domain D to which the service node Ns bel ongs. The service node Ns is
configured to, upon 20receiving the service encryption nmessage fromthe
session key sending nodul e 13 of the authenticating nmeans AM decrypt the
service encryption nessage with the second secret key stored in the service
node Ns. Thus, the service node Ns acquires the session key fromthe

aut henti cati ng nmeans AM Besi des, the service nodes Ns retain the different
second sdop4tl keys. 25 [0044] The fact that the user node Nu can obtain the
same session _key as the service node Ns neans that the user node Nu and the
servi ce node TRe sessiogryysending mede 135Aeeniispred3n sepdthpgyser encryptithe user

i nf ti dat ab it i figured.fo store _a user
1 or mat IOt GELEG BT GeCmRad i e ahe et o v ALSO BTG he user
node hyu Vgoﬁllﬁl&n%tfgﬁ rﬁ@’cv@orp'N’ﬁ, aﬂlgqg @(ﬂ]nd the servIcQ?n%&%?%iﬂrp nggsa HoheRit )1 gured

to, when the user node Nu requests changing fr e current domain D

(e.g., thiaedourmptiondhpdiladd telingpbhfc sseice AGTENNUiattBe idtermiasdn ed domain D
(e.g., the domain "D2") to which the user node Nu intends to bel ong, 10
send a deamimngdadingeetvegkdEl. i ndi cative of the desired domain D to the key
distributing neans KD1 via the informati on comuni cation network NT. [0047]
The key distributing neans KD1 i ncludes an account check nodul e 20, a
secret 1§&ﬁ»1request nodul e 21, and a secret key sending nodul e 22. [0048]

10 The user node Nu stores the first secret key corresponding to the current domain
D defined as the domain to which the user node Nu belongs. The user node Nu is
configured to, upon receiving the user encryption message from the session key
sending module 13 of the authenticating means AM, decrypt the user encryption
message with the first secret key stored in the user node Nu. Thus, the user node Nu

15  acquires the session key from the authenticating means AM.

[0043]
The service node Ns stores the second secret key corresponding to the domain D
to which the service node Ns belongs. The service node Ns is configured to, upon
20 receiving the service encryption message from the session key sending module 13 of
the authenticating means AM, decrypt the service encryption message with the
second secret key stored in the service node Ns. Thus, the service node Ns acquires
the session key from the authenticating means AM. Besides, the service nodes Ns

retain the different second secret keys.

25
[0044]

The fact that the user node Nu can obtain the same session key as the service
node Ns means that the user node Nu and the service node Ns belong to the same
domain D.

30
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The account check nodule 20 is configured to, upon receiving the domain

change request, check whether or not the user information database DBu
has the account 20 which associates the user node Nu with the desired
dormain D. [0049] The secret key request nodule 21 is configured to,

upon acknow edgi ng that the account check nodul e 20 has judged that the
user infdooad]i on dat abase DBu stores 25the account associating the desired
domain D with the user node Nu, obtain the first secret key of the user
node Nu cor r &bpardiinfprinativihdatdbsierstcrado it DD iwictifigued etoastae atwet he

aut henticati on database DB stored in the authentication database storing
nmeans. 30pbomafion databaspiBy desigedieyecaehan prgovichsperiating the sgerfnofadd t o
send the fir t(ggcreb key of the user node Nu obtained by the secret key
request ﬁ%&hﬁg 1'%t he user node Nu via the infornmation communication
net wogk NT. 5[ 0051] The user nod Nu is configured to, upon receiving
the first secret key fromthe secret key sending nodul e 22 of the key

di stri butloowp] reans KD1, store the received first secret key as the secret
key corresponding to the current domain D. 10[ 0052] The user node Nu can
obt ai n t he fTheusgawdeNudieyordmurespontemthetuet hededs irepdstdehangin® from t he
key distrjbuting neans KDL &éaneans of sending. the domain chan%e request to
the key drodt theguerent demand ko, thadomaip Rl inclugding the aperniade Nwtoithe permi t t ed

to recei W8sir df (PO%E}IKEB @%t QEQ J([iglglgl%{nh'ﬁg" rgg%v%slﬁlpf%le Jsgrenqsf}aeﬁlb%%%]so{s%g blél%?(gﬁas the

15servi ce node oitgi ng e desire omai n t he

pr esgqot %Q@pghaﬁaﬁnchﬁﬁ% 2Lt GRARI AN A Btk dRirkbd8oRRReED N idef,ers for each of
the domains D1 to D3. The node NO can receive the service fromthe

r espect i déstributing means KD1 via the information communication network NT.

[0047]
The key distributing means KD1 includes an account check module 20, a secret

15 key request module 21, and a secret key sending module 22.

[0048]
The account check module 20 is configured to, upon receiving the domain change
request, check whether or not the user information database DBu has the account

20 which associates the user node Nu with the desired domain D.

[0049]
The secret key request module 21 is configured to, upon acknowledging that the
account check module 20 has judged that the user information database DBu stores
25  the account associating the desired domain D with the user node Nu, obtain the first
secret key of the user node Nu corresponding to the desired domain D with reference
to the authentication database DB stored in the authentication database storing

means.

30 [0050]
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20 domains D1, D2, and D3. The service of the domain D3 is ranked higher
than the donmain D2, and the service of the domain D2 is ranked higher than
the domain DI. The service of each of the domains D1 to D3 is independent
fromthe service of the other domains. Generally, the service which the
node NO can receive is different in accordance with the domain D to which
the node NO Ik @B@ss kdjQMBYRE mideRd R0 RER8Ri 8 nPihd SrsP3esanaliok tie a

| ayered architecture, the node NO which belongs to the top | evel domain D3
may receiwser hére NephMiageddly thasderafkey heguestimbénie 21 dothai uvser BddeaNd via2 i n
addition to the service of the domain D3. Further, when the node NO bel ongs
to the ddkairompatiqnempgucaionmgivek®lve the service of the domains D1 and
D2. In other words, the node NO rmay receive the high | evel service fromthe
standard domain 30 defined as the domain D to which the node NO bel ongs. As
necessar Yjpoife node NO nay receive the |ow | evel service by nmeans of
tenporarily changing fromthe standard donmain to the |ow | evel domain D
[0054] 5In thaepeasatNersosifasd to, bben sebwipehwhirstsethe kawaemNe: bel ongi ng
to the domain D can receive is defined as follows. Wen the node NO bel ongs
to t he doruehk@lsenting molde Nfthn keedistnvteitingenednsiKRil, stee vhowcsuah as a
firmvare update service. Wien the node NO bel ongs to the_donmain D2, the
node NO dHpt seateticgnat e segrel kyecogresesayinasiortge ewaentuloaain®-i n exchange for
payment. For exanple, the service of the 10 domain D2 provides a program of
addi ng the new function to the node NO. Wth regard to the service of the
domaijps [Posend D2, the node NO operates solely. In the domain D3, it is
possible to provide a service of permtting the node NOto forma group

t oget her w t ftheukemotetiesanlobtadh kier firns0Eadset Keh @orreg@endycathecdreped ate Wit h
ot her nodes in the sane group. 15 [0055] 1. EXAVMPLE VWHERE USER | S NOT

LI M TED domain B fepm the; ltewalﬁstgigatti@g mefes KBd &y N@ang ot epadingt thd domairhe

factory. GieR FREhGHLe ey PEUERHECREt TR o Ao sohltomter bR Mh i cat i on
net wor k :y%-?ﬁl@gdlté r@cgfvle,vi@érﬁ(tihe 5&%&‘8&%@?&&% GEE sMe g@stsgyl klt’eg ag.ttgeer nodes

via the ormat i on conmuni cati on net he server cei ves the
ent r y5of s¢ReenodeNNPBAGinkhe thd ReREohl@ mode NO in the first

aut henti cati on database DB1. 25[ 0056] Wen the node Ni needs to update the
firmvare of the other node (in the
[0053]
In the present embodiment, the service provided to the node NO differs for each
of the domains D1 to D3. The node NO can receive the service from the respective
20 domains D1, D2, and D3. The service of the domain D3 is ranked higher than the
domain D2, and the service of the domain D2 is ranked higher than the domain D1.
The service of each of the domains D1 to D3 is independent from the service of the
other domains. Generally, the service which the node NO can receive is different in
accordance with the domain D to which the node NO belongs. However, when the
25  domains D1 to D3 constitute a layered architecture, the node NO which belongs to the
top level domain D3 may receive the service of each of the low level domains D1 and
D2 in addition to the service of the domain D3. Further, when the node NO belongs
to the domain D2, the node NO may receive the service of the domains D1 and D2. In

other words, the node NO may receive the high level service from the standard domain

30 defined as the domain D to which the node NO belongs. As necessary, the node NO
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illustrated instance, the node NO w thout any charge, the node Ni requests
the server Si to distribute the session key used in the comunication with
the node NO in order to communicate with the node NOin a secure nmanner. In
ot her words, the 30 nodes NO and Ni receive the conmon session key fromthe
server Si, thereby belonging to the sanme domain D . The session key used
in the donmy recéie tise 1iviével BattRE bl MdahO6f t8hipbrarlI@ chaldiinred thE Saaaide.

[ 0057] 5In this instance, the node Ni acknow edges the necessity of

updat i ng dobrif ta thedove legt]l ddpsmimdde NO i n sone way. For exanple, the node NO
asks the node Ni whether or not the node Ni has the update of the firmare,
regularly (e.g., once a nonth, once a year). Thus, the node Ni can check
whet her q{)oﬁit updating the firmvare of the node NO is necessary. 10 [0058]
In order to update the firmvare of the node NO first, the node N

annougces t he, %e%@n@ @m@f)dimﬁt,stﬁé VdroRe WRidNGie 'ﬁgﬁi@NWeﬁ'ﬁéﬁlng@hé n FIG 2

(P100). In response to the announcenent, the node NO sends the session key
di st ri butdoanin Dgue $écetve it efimdray€sllobkSi Whan @hélesdet N0 baauesh thh@osgnver Si
to distribute the session key (P101). The server Si receives the session
key di st Ahthd endeNQurastecdivothetrhi@imaldert® wich as hdiraware npdagasenvgceneans AML,
and t hen \{/]efers tg b@ i rst aut hentiﬁati on dat abase DB1, and thereby

obt ai ns thersibemate 3)6 Bs?@s%eﬁamﬁgl & thRSOLGNACHE FPIVE BRS BRVIERE! node NO
In brief, . j,cat.i A ar ¢h the first authgntication
dat abaseeﬁ%%gi@%%? q%défbge%rg g%hqggéﬁofgfa Ié%?tc')f %to ﬁ%xﬁm&)g%ttlh ?eer?/ 1 6f the node

NO ( RA02doRR303D2 ptRQRY]a programlérdane 8t nk® Yulkdtioh $b t}%eﬁd%tN(KeWitl_Ko 1 of the
node NO and the secret key (second secret key) KL of the node N are

r ecor ded régage thidre sartite dftike daeanns Dilemd DDEhandlelNHLoRbatee s@elgt | rethe
corresponding to the nodes NO and Ni belonging to the domain D1 in the
first autAeAm B3t poatblasaseovive ssrers pf neamittipg the gode M@ tq feamts e of

oo BT T PR PR A B RO RS S
the nodegi¥Pnaid iNknd BAELRLance
15
[0055]
1. EXAMPLE WHERE USER IS NOT LIMITED
In an initial state, the node NO is connected to the information communication
network NT first after being shipped from a factory. When the node NO is connected
20 to the information communication network NT and is activated, the node NO
announces an entry to other nodes via the information communication network NT.
The server S1 receives the entry of the node NO and then records the node NO in the

first authentication database DBI1.

25 [0056]

When the node N1 needs to update the firmware of the other node (in the
illustrated instance, the node NO) without any charge, the node N1 requests the
server S1 to distribute the session key used in the communication with the node NO in
order to communicate with the node NO in a secure manner. In other words, the

30 nodes NO and N1 receive the common session key from the server S1, thereby
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with the well known three party key distribution protocol (e.g.,

Krypt oKni ght and 30Ker beros) (P104, P105). In the foll ow ng expl anation, a
wel | known protocol (e.g., KryptoKnight and Kerberos) is used as the three
party key distribution protocol, and no explanation thereof is deened
necessary. [0060] 5In an operation instance as expl ai ned bel ow, the secret

key (firsfelon@igeh theymddonlaif @1 eTROBEHsHY Ke® ubsBinBdAoNA AN id he secret key
(second secret key) K1 corresponding to the node Ni are stored in the first

aut hent i castribntedan dilbasethDBe fgtelingpraedury. The two secret keys (first
secret keys) KO 21 and KO 22 corresponding to the node NO and the secret
key (second secret key) K2 corresponding to the node N2 10 are stored in
t he secogg %thlt henti cati on database DB2 prelimnarily. The secret key (first
secret k yg O 3 corresponding to the node NO and the secret key (second

secret key) K3tG01dseaRondk Agad ﬂlgb@]mageg\%e%%es%h?roﬁq &ag-n gethird
aut henti cati on database DB3 prelimnarily. 15[0061 Not abl , the secret key

KO 21 i s feidtaré of thh@odONe iiNedhé wheS Purskainpled SelUiode NDeas@f tinsaéent wher e
the domain D including the node NOis changed fromthe domain (lower |evel
domai n) Dihetleriohaotidwaiode Nlgperth¢ endste dbtmifimnwd2e, rByulednia.@stncetahe secr et
key KO-22 is sent to Bhﬁ]&nod%NO in_response to occurrence of an event
where 20 REE-PBRaR Ko i Nt Sdthsgrofn N Liraashaed Thethermigwd updasingthe domai n

(upper I?\fﬁlwagﬁgptihg)nog&qbqs£&gﬁsg9yr-rain (lower | evel domain) D2. [0062] As

mentioned 1 n t above, when the node Ni requests, via the node NO the
2bsenyger Si to distribute the session key, the session key conmon to the
nodes NO and Ni is distributed to the nodes NO and Ni. Consequently, the
node NO il@058hcl uded in the same domain D1 as the node Ni (the nodes NO and
Ni forma secure group SGl), and thus the nodes NO and Ni can comruni cate
with each ot Heprder o updpte thadiraavare plcthp agde NO fizst.gbe ppde Ny annoynsesthge t he

service Qhiili SrhlsLane s il B N Rt S MEPIRHOBY T e bh i Y
announcement, the node NO sends the session key distribution request to the server
15 Slin order to request the server S1 to distribute the session key (P101). The server
S1 receives the session key distribution request from the node NO via the
authenticating means AM1, and then refers to the first authentication database DB1,
and thereby obtains the secret key corresponding to the identifier IDO of the node NO.
In brief, the authenticating means AM1 searches the first authentication database

20 DBI1 for the secret key by use of the identifier IDO of the node NO (P102, P103).

[0059]
The secret key (first secret key) KO-1 of the node NO and the secret key (second

secret key) K1 of the node N1 are recorded together with the identifiers IDO and ID1
25  respectively corresponding to the nodes NO and N1 belonging to the domain D1 in the

first authentication database DB1 preliminarily (e.g., at the time of factory shipment).

The authenticating means AM1 uses the secret keys KO-1 and K1 and the identifiers

IDO and ID1, and distributes the session key to the nodes NO and N1 in accordance

with the well known three party key distribution protocol (e.g., KryptoKnight and

30 Kerberos) (P104, P105). In the following explanation, a well known protocol (e.g.,

_18~



[ 0063] In the aforenmentioned three party key distribution protocol,
upon receiving the session key for the node NI fromthe server Si (P104),
t he node NO sends the session 5key to the node N (P105). The
af orenenti oned three party key distribution protocol may include a
procedure (P106) subsequent to the procedure P105. The procedure P106 is
defined aSryptqiogiatihdek@berohas kdithsvaethee pafty Xy disbebadesoiangy N have
t he sane session key. The procedure P106 is optional, and can be omtted.
10[ 0064] no explangtien thyrtdné depnipdinetessxyyl anation is made to the three party
key distribution protocol (3PKDP). According to 3PKDP, one of the node as
an initiator of communication and the node as a responder of the
comuni c%(i)ém rel ays data fromthe other to the authenticating neans,
t her eby conmuni cating with the 15aut henticating nmeans. Therefore, the both
nodes scan sharenb | ; | ' ans. In
3PKDP, a push sceg‘grra i ?%s@%hc%ﬁ%!r:%%%%g?gg%i Esﬂggsg%gﬁ:?%& %gs%%f@glﬁ&,%i ch one of
t he node K31 téreedpbndihgtoOtheainde Noaindalle saset g (§R6RDALRR KePNKUNI cates Wi th
t he authenticating neans. 20[ 0065] In the push scenario, the node of
t he i ni t icarrespopaingiiniksanass N a1e stdred othe fokt adtbentémpiondetabhel DBhed by
comuni cati.ng. with I;Ihe aut henti catj ng neans, .t hereby receiving, fromthe
aut hent i c?é‘fl?’ﬂ’d‘a and P 4RO seert sy s Sirsheesestdey 9 &0 -2 hanhBA@2 serrespenilingt i at or
and an e ' ALES n f h esponder.. sequent])y, the
25node 01? gtg%gﬁdld%ﬁl at O@Q%g{rg{%eyl‘? "89§§%"§?tokr?yf%§ C?Irg%sl%o?%lélgg%creynptﬂ P g}r# nmessage
for tibe nedeonsd ihBe bddbid AtBEntiAMBnARLIMES DBRRSIGRRLYIBL | aRe RBSSARS for the
node of the responder to the node of the responder. Thus, the nodé as the
r esponde(fisbs@reiskeyhE0 Sessiegroniag. to fRO6G]e MOByd tenkeaeskey (secohh@edred |
scenario, when the node as the initiator comunicates wth the node as the
r espondekeytibeqitrgaonding focthe sefpNaare storadinitbathizd swthantidasiondatabasd cat i ng
nmeans, t?)e]\grseb liIrnclencaei ving, fromthe authenticating neans, the encryption
nmessage 0O Rhé noﬁléy'as the initiator and the encryption nessage for the
node as the responder. Consequently, the node as the responder obtains the
sessi on

15 [0061]

Notably, the secret key K0-21 is sent to the node NO in response to occurrence of
an event where the domain D including the node NO is changed from the domain
(lower level domain) D1 to the domain (upper level domain) D2. By contrast, the
secret key K0-22 is sent to the node NO in response to occurrence of an event where

20 the domain D including the node NO is changed from the domain (upper level domain)

D3 to the domain (lower level domain) D2.

[0062]
As mentioned in the above, when the node N1 requests, via the node NO, the
25  server S1 to distribute the session key, the session key common to the nodes NO and
N1 is distributed to the nodes NO and N1. Consequently, the node NO is included in
the same domain D1 as the node N1 (the nodes NO and N1 form a secure group SG1),
and thus the nodes NO and N1 can communicate with each other. In other words,

the node NO is permitted to receive the service (in this instance, the service of

30  updating the firmware) available in the extent of the domain D1.
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5key fromthe encryption nessage for the node as the responder, and
delivers the encryption nessage for the node as the initiator to the node
as the initiator. Thus, the node as the initiator obtains the session key.
[0067] 10In the aforenentioned operation instance, the node Ni is the
initiator of the communication, and the node NOis the responder of the
comuni cation, and the node NO request the authenticating neans AML to
distribute the session key. Therefore, the aforenentioned operation
i nst ance [D@6Hased on the pull scenario. However, the present enbodi nent may
enpl oy the push scenario where the node NO acts as the 15 initiator of the
comuni cat i ok Acrfesmentipeet @gewatrw kevedighuibneine pedipdohgioae agrsivandLthe] 0068]

| t I to b d,
Ve bvar ek SRR AT RCRT R Bl oD s U e e Sutas on rey
in order &gt@a&%ﬁeme(ﬁybhemhé gfoyé{némﬁe&pﬁreyBaxltg@%%g%a?ggmﬁr&%&d

altered). Besid encryption nessage eac m t he

aut hent i aadyl glude apsodeduRNP1Y6) ts@Bseqtiedtas tNPh R dirt P185.S Ghlkgirodé@¥rewhi Ch i s
shared by the authenticating means and each node prelimnarily. Further,

t he aut hdhtopb ¢addfingd e ampsocediveulf ahekingoyhatber afnot hiee Biles BOraad Nelavet he MAC
val ue froma nessage_including a nonce created by the node, the session
key, and? g%%“?%%ﬁﬁPF$€%tf@ﬁ”ﬂﬁ?ﬁPﬁﬁ?VgﬁsﬁP“WW%fﬁ@d@n byravidedt er, the

aut henti cati ng neans sends, to the node, the encryption nessage obtai ned by
encrypting the session key and the MAC val ue. 30[ 0069] FIG 3 shows
an i nstangss4pf the pull scenario. In the illustrated instance, the node A
(in the aforementi oned operation instance, the node Ni) acts as the

i nitiator, aiibe fdilewn@deidBekplandthen iafnide e olid thnedp apekat dismibubish ance, the
node NO) acts as the responder. The node A prelinmnarily retain the secret
key (compsetosed{3APKEP) | ﬁcqoﬁ‘émg 5o PP Enenst df shedodsperaatinBintorndt ance, the

secret ke 0 e aut henti cat,l neans. AM an e npde A. The
e B pepahiaRRT g bt afa rsa%’flg‘fr D A A SR
af or erremthé)&‘ﬁgr QRKEL ghlh%lﬁtlh%%gﬂrgggns e@egﬁgxﬁ)%&a}fln@ltﬁm nto the

aut henti cat1 ng nmeans node
15  authenticating means. Therefore, the both nodes can share the session key created

by the authenticating means. In 3PKDP, a push scenario or a pull scenario is
selected based on which one of the node as the initiator and the node as the responder

communicates with the authenticating means.

20 [0065]

In the push scenario, the node of the initiator communicates with the node of the
responder followed by communicating with the authenticating means, thereby
receiving, from the authenticating means, an encryption message for the node of the
initiator and an encryption message for the node of the responder. Consequently, the

25  node of the initiator obtains the session key from the encryption message for the node
of the initiator, and delivers the encryption message for the node of the responder to

the node of the responder. Thus, the node as the responder obtains the session key.

[0066]

30 By contrast, in the pull scenario, when the node as the initiator communicates
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The node A creates a nonce Na, and sends identification information | Da of
the node A together with the created nonce Na (Pl1). The node B which has
received the identification information | Da and the nonce Na fromthe node
A creates a nonce Nb, and sends, to the authentication server AM the
session key distribution request 15including identification information |Db

of the nagleh theattde bBendRBEEARE th&ineidisttheRedpBnddi@oimdRMidatd<GALH R
information I Da and the nonce Na received fromthe node A (P2). [00711 Upon

recei vi nquuthentgetsg owake yhakelst recbivingpfrometieiestheftitidingdestnsf theat i on 20
information I Da and | Db, and the nonces Na and Nb) fromthe node B, the
aut hent i CREIYREOMERAg AT (thh dodeasihganikieforand 4he ercrymieny wessage ©F skt es t he

session key. Further, .the authentjcating, means AM (t he secret key obtainin
rodul o 1IVU8BE HS e o CPBREY AP HAIGY W FHPPOME RB e e
aut hegti qay g dalabABBoRRe e sAUhDSIA! £AEDGTRANS AMARAE, @RcT ypLI on

nodul e 12) " cal cul ates, by use 0o e secret pkey Ka common to the node A

and the autfyptibh aRbdaRg fFRBO50AMs thbeniblETag thaanddbaptheatianr.Codmsyal ue (MAC
value) MAC [Ka] (Na, Ks, IDb) fromthe message including the nonce Na, the
sessi on kkynids asghe ittitietor detainsfthe a¢ssom kewf or mat i on | Db of the node B.
Moreover, the authenticating neans (the encryption nodule 12) uses the

cal cul ated MAC value as a nonce Nsa (= MAC [Ka] (Na, Ks, IDb)), and
encrypts the;30 nonce Nsa and the session key Ks, thereby creating an
encryption nessage (service encryption nmessage) {ENC [ Ka] (Nsa) XOR Ks).

[0072h | n adg {HeQloretldfitisHanBBEdtfoatihf8n e alksn AVNI B en SBEHAbr BYe ODT @i ni ng
modul e 11) 5 obtains the secret key Kb shared with the node B fromthe

aut hent i canhimonicd tivdasehOBodeTNe istlk redpohdatdf nige dvraisnifdidnt Afd enrciodpt | on
modul e 1§%kcalculates, by use of the secret key Kb common to the node B and
t he aut héY®yeauast bl ansherticafne mpanprAdbhigalistobhtenthe segsioorkesodEherafone ( MAC

val ue) C [ Kb Nb, Ks, IDa). fromihe nmessage including the nonce Nb, the
sessi on %/Mé’é%meg‘ﬁ’ﬂn‘f(ﬁ@ef ‘bté(ﬁg Priaest 18%8%09 ﬁgm?%l(’r BFVEhE* hode A
Mor eover i I r I es the

cal cul at Séésgxﬁtcea‘}\’/ﬁa"{aﬁ’gé‘%ﬂ%}l ér}g%lgg %%&S?‘E%ﬁgﬁ)[%ﬁ% ?‘%b%h%;ﬂr @?%5%3 &I%and

encr ypt sidifigtoR oNgR bl dichtioh &nd 0&s i) wWish t&%&%icﬁfiﬁ%ﬁﬂeﬁﬂs an
encryption nmessage (user encryption nessage) {ENC [ Kb] (Nsb) XOR Ks).

15[ 0073] AMie aut henticating neans AM (the session key sendi ng nodul e 13)
sends, to the

[0068]
Irrespective of protocols (push scenario and pull scenario) to be used, a MAC

20 value is attached to the encryption message including the session key in order to
assure the authenticity (the encryption message is not altered). Besides, the
encryption message for each node from the authenticating means is encrypted or
decrypted with a secret key which is shared by the authenticating means and each
node preliminarily. Further, the authenticating means calculates, by use of the

25  secret key, the MAC value from a messageﬂincluding a nonce created by the node, the
session key, and the identification information of the node. Thereafter, the
authenticating means sends, to the node, the encryption message obtained by

encrypting the session key and the MAC value.

30  [0069]
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node B, the two encryption nessages (the user encryption nessage and the
service encryption nmessage) including the session key respectively attached
wi th the correspondi ng MAC val ues (P3). Upon receiving the encryption
messages fromthe 20 authenticating nmeans AM the node B decrypts the
encryption nessage wth the secret key Kb, thereby obtaining the nonce Nsb

and the sessiro. KewwSn iA8nOOTGRe PP sdeBatifleNMhita@kIdsBratdieinMAGcd/ @hdie MAC
[ Kb] (Nb, Ks, IDa). Therefore, the node B cal cul ates the MAC val ue by use

of the knedmArnonde alffremehidoried@ptiation atdtamee| tifearodaiNipacts Bathesindidtbre obt ai ned
session key Ks. The node B checks whether or not 25the cal cul ated MAC val ue
i s i dent ja@dithe poderfa (ip shepfprmoptionodpresatiomingbages, the nedeslIQ) ackreasaehenticity

O oot GRS TR Bl R R e R A R e bt izlﬁ%seﬁ@fg ke, gcomg‘%%??%&?tb&é oS R
o e 00 o MBI B oMin iEnd Nhe e Lk @l GRS G Mlihe | 278

the MAC wiadatie AMAGnd K&l nddba. MNae nbddPB phassidatily tbdin SBS Sdcit Keg YeokEnormnd
sends, to the node A, the encryption nessage and the MAC val ue for the node

A whi ch &ep KeGeitheaofenomtiohed eneritént instnce gheremns kAWK ogemheto thet h t he

cal cul ated MAC val ue and t he 5nonce Nb (P4). [0075] Upon receiving the
encrypt i HtheasisatingmeenA Mg thagede ’XOR Ks} from the node A, the node B
decrypts the received encryption nmessage with the secret key Ka, 10 thereby
obtai ning the nonce Nsa and the session key Ks. Further, the node A

cal cyhat ggo7bhe MAC val ues MAC [Ka] (Na, Ks, IDb) and MAC [Ks] (Na, Nba,

IDb) in a simlar manner as the node B. The node A checks whet her or not

t he cal cul at Ehe ME A adeti2siasnondeNkj ©al sehds tdeatifietndefdriviGov HDalef, then or der

to check the authenticity of the received encryption nmessage. 15 [0076]
Ther eaf t apde A fiegethrdevith thel ceerted senceiNa AL VidieueddBoviik hag Maeivebihebased on

t he sessi.pn key. Ks, .and sends t sane t he nod P5). Sinc he node B
recei ves“f%&l ' Wé’énﬁémiaﬁof‘ﬂ]gaﬁngéed‘&ﬂ“ée B%,fr%&herfb@é%ec CH1° 84PB Ae t he MAC

val ue MAG § KS1q<20 thbBatfiRicARS SRRFAMNGE B8LiA ke MstlibGidRgaage has been
made by fhe node A

15 including identification information IDb of the node B and the nonce Nb in addition to

the identification information IDa and the nonce Na received from the node A (P2).

[0071]
Upon receiving the session key distribution request (the identification
20  information IDa and IDb, and the nonces Na and Nb) from the node B, the
authenticating means AM (the session key creation module 10) creates the session key.
Further, the authenticating means AM (the secret key obtaining module 11) obtains
the secret key Ka shared with the node A from the authentication database DB. The
authenticating means AM (the encryption module 12) calculates, by use of the secret
25 key Ka common to the node A and the authenticating means AM, the message
authentication code value (MAC value) MAC [Kal (Na, Ks, IDb) from the message
including the nonce Na, the session key Ks, and the identification information IDb of
the node B. Moreover, the authenticating means (the encryption module 12) uses the
calculated MAC value as a nonce Nsa (= MAC [Kal] (Na, Ks, IDb)), and encrypts the

30  nonce Nsa and the session key Ks, thereby creating an encryption message (service
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[ 0077] Besi des, when the authenticating neans AM needs to check
whet her or not the nodes A and B have successfully received the session key
Ks, before the procedure P5, 25 the node A may cal cul ate the MAC val ue MAC
[ Ka] (Na, Ks) based on the secret key Ka, and send the cal cul ated MAC val ue
together with the MAC value MAC [Ks] (Na, Nb) to the node B. In this

ar r angenedyyptip hds£608) NG [KA1eNeSSoR%KRe}.f rom t he node A, the node B
cal cul ates the MAC val ue MAC [ Kb] (Nb, Ks) based on the secret key Kb, and

send, to the authenticating nmeans AM (P6), the cal cul ated MAC val ue
together 30 with the MAC value MAC [Ka] (Na, Ks) received fromthe node A
[0078] [0072] The authenticating means AM can check whether or not the

oo EC val bt “VHEo FREF Sp st e AR KB e eobe e Dt  om t ho
node B. [o%pazgs] th%:seg%(ﬂygj‘ﬁb mwli{%ﬁlﬁe In§dé‘13 Mo@e%t?&%ﬁ%%ﬁpﬁ gaﬂagage.h e above,

the node NO jolning In"the donmain D1 can recelve on a requisite

mnimal IEBVITE SykdhtRstifg fe@fs AR VhCencofptlopdaddulg1d)ichRuRtes, by Asosder to
receive a higher |evel service, the node NO needs to join the domain D2
i ncl udi ngh¢ beeratdar Kixogunastotthbe nedreB ued thveawgbenticotinp moaine A8, lire t he node N2.

[ 0080] 15In sone case, .the service provider crlarﬁ&sq a fee for a high |evel
servi ce. M§ysagediuthenticatompre yakie VY vadyel MAGLKPEQD, Ks D) fromy thej ™t he

domain D2, in order. to, char the fee for ihe high.]evel .service to the
om0 Dhestdkedh ik InE NAHR I, L8680l REy kOGN0 def¥ Bl 1 00 12 1

requiiped iggraficibd 4rQRehodORdi N RBydrOfhel EhdHicRGnd BRaROGR: NRr{Rtidnhe domai n
D2. 20 [0081] The node NO is a device but does not always 1nclude an

i nput neanslulesE ubey the eglicslaedd Ma Ct hdudises nodda NebewMAC {KB] @boKe, ID&)), i nput
device IMinstalled separately fromthe node NO is used for registering the
user. FoenggagyyPis the Rendedfbtanddhi eessiomkesiks, thenedlyi qreatingdinenceirdishone or an

I nf or mat in?egsz;[gee r(lrlr;erxlaélncrglgﬁgd I’negsagg)r{i‘%@iKbﬁ ?IGBBS&;R %rs-'}d

15 [0073]

The authenticating means AM (the session key sending module 13) sends, to the
node B, the two encryption messages (the user encryption message and the service
encryption message) including the session key respectively attached with the
corresponding MAC values (P3). Upon receiving the encryption messages from the

20 authenticating means AM, the node B decrypts the encryption message with the
secret key Kb, thereby obtaining the nonce Nsb and the session key Ks. The nonce
Nsb is identical to the MAC value MAC [Kb] (Nb, Ks, IDa). Therefore, the node B
calculates the MAC value by use of the known nonce Nb, the identification
information IDa, and the obtained session key Ks. The node B checks whether or not

25 the calculated MAC value is identical to the received MAC value, in order to check the

authenticity of the received encryption message.

[0074]
Thereafter, the node B transfers, to the node A, the encryption message {ENC
30  [Kal (Nsa) XOR Ks} and the MAC value MAC [Kal (Na, Ks, IDb) for the node A which
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a PDA). As described in the above, in order to inplenent a function of
regi stering the user, the server Si is provided with the registering neans
RGL and the user infornmation database storing neans DSu. The registering
means RGL is configured to comunicate with the input device IMvia an

i nformati on comruni cati on network 30 NT2 such as a nobil e phone network.

The user drbtQeivel QOh BhalabRseicstief nBthRANS FuldBby, ShORRR B HBCHSRE the
i nfornmati on dat abase DBu in which a user nane is recorded in associ ation

wi t h t he NAEwaldeiMACI[RE) @Fa, NbelDid dasd@n the882]onTen Ky ded sdrdsyteghst er t he
user of the node NO by use of the input device IM first, the registering
means RGRope Agthecseptioyg meseagsfang ybe R’%Yald@ﬁirébe node(Prdoh arsytrsegdient | y,

t he user nnamg and, the j.dentifi | DO of t.he nod ecorded in the
uoer 't nf SFTIeo et AHOE Ptose KN SeRgHaul w e ku b A ST o
P202) 5 1Q[.Q (P4). The account of the user Us of the node Nx is recorded
inthe formof Us:{IDx} in the user information database DBu. For exanple,
when the user UO of the node NO registers its account, the account is
recorded in the formof UO: {IDO in the user information database DBu.
Further, [80¥8] account of the user UO using the nodes NO 15 and N2 is
expressed in the formof UO: {ID2, IDO._The expl arsation 0 contents of the
user i nf or mabPem resatviteaide epeiyptien W@?ﬁaig%@é‘l%ﬁ%ws Offal Ksiffrem thhe account
information .dat ab reco

i's recor dege hnthtehn% g %e({ecrl'ylp t(hlgéﬂaﬁ)lvedfﬁcrypagr? {n[ggsga(gfz tgvgﬁll tl%lg &;ecre{ g%eng%ﬁgount s

sent to the 1 hput device g’tnpu r'sp

cont gpt s (h&ely Siadinidk G oHEENsd D PIHTRELD H3RDATE ARy andhs@ AY UNi t
t hereof . Therefore, a person operating the input device IMcan check the

r egi st r athlotlatasfthe VA GalueZMAQOKR] (Na, Ks, IDB) dddeMACdHehiNaNba DS UO of
t he node NO has been recorded in the user information database DBu, it is
possi bl e stilaragiper epshagedeith iThelnedé Aghedke whedeerNOnotrihe calvataged of t he

o SRS RS P UL Loy Le e N o the ey
of the received encryption message.
15
[0076]
Thereafter, the node A calculates the MAC value MAC [Ks] (Na, Nb) based on
the session key Ks, and sends the same to the node B (P5). Since the node B receives
the nonce Na in the procedure P1, the node B can calculate the MAC value MAC [Ks]

20 (Na, Nb) and check whether or not the response has been made by the node A.

[0077]
Besides, when the authenticating means AM needs to check whether or not the

nodes A and B have successfully received the session key Ks, before the procedure P5,
25  the node A may calculate the MAC value MAC [Kal (Na, Ks) based on the secret key

Ka, and send the calculated MAC value together with the MAC value MAC [Ks] (Na,

Nb) to the node B. In this arrangement, upon receiving the response from the node A,

the node B calculates the MAC value MAC [Kb] (Nb, Ks) based on the secret key Kb,

and send, to the authenticating means AM (P6), the calculated MAC value together

30  with the MAC value MAC [Kal (Na, Ks) received from the node A.
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30 manner to request the key distributing means KD1 to change the current
domain of the node NO fromthe donmain DL to the domain D2. The request
(domai n change request) of changing the current domain fromthe donmain D1
to the domain D2 includes the identifier 1DO of the node NO and an
identifier of the domain (desired domain) D2 to which the node intends to
bel ong. 5 [ 0086] For exanple, when the user UO of the node NO knows

t he exi stence of the high | evel service higher than the current service and
i nt ends tl6078cei ve the high | evel service, the user requests the change of
the current domain of the node NO For 10 exanple, when the node NO detects

the servi ce, Thhenthentcatiemm@scHdcRE chirk ‘@W&bﬁg‘é’r@fﬂ teenodet diand Brlesyal arl y,

or when the n NO re ves .th unce t of ew

Servico rPGIPHALY BRRERS isessipngeRe iy ee gt e LG spet bG [ 6RE.

acknowl eqﬂ%a&lﬁwé'[ meﬁgjr ;:Qge(ﬂir%? h&XEe [T Vi ce. 15[ 0087] For exanpl e,
i nclud

t he node in t onail n requests the change of the current
dormain to the donmain D2 in line with the procedure illustrated in FIG 4.
First, the node NOtransmts, to the key distributing means KD1, the domain
change rde@st indicative of the identifier IDO of the node NO, the domain
(current dommin) to 20 which the node NO bel ongs currently, and the domain

(desired 28 Lk W%ﬁ@ﬁjﬁ% SR i nt ends to bel ong (P300) The key
di stri butl ng \Trans kPl assad 301 & L RPREhYR s RESLB) AT iRE SRR o DL

to D3 with t |cat|ng neans as’'s 1. The

key dbst i g0 mifintal KINic8 %%}P&e§ kDG VRP 'oﬁuﬂ(ialtﬁﬁ%tffrﬁltv@aQe | Ny LARLE,1 on the

basis of the current donanin D1 and the desired domain 25D2 included in the
domai n cherge o Bghesbvel sheicephe s@HEBIDINRgdd fogoiathd @nhiaiddd2 ngludeaihe AML and
AMP. [00883i {\ITABLE 1]

2 s0 as to receive the service provided by the node N2.

[0080]

15 In some case, the service provider charges a fee for a high level service. Ina
situation where a high level service is available in the domain D2, in order to charge
the fee for the high level service to the user of the node NO, the registration of the
user using the node NO is required as an additional condition for including the node
NO in the domain D2.

20
[0081]

The node NO is a device but does not always include an input means used for
registering the user. In view of the above, an input device IM installed separately
from the node NO is used for registering the user. For example, the input device IM

25  is a mobile radio telephone or an information terminal (e.g., a personal computer and
a PDA). As described in the above, in order to implement a function of registering
the user, the server S1 is provided with the registering means RG1 and the user
information database storing means DSu. The registering means RG1 is configured
to communicate with the input device IM via an information communication network

30  NT2 such as a mobile phone network. The user information database storing means
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DOVAI N AUTHENTI CATI ON SERVER DI AML D2 AM2 D3 AM3 [0089] Furt her,
upon receiving the domai n change request fromthe node NO the key

di stributing nmeans KDl (the account check nodul e 20) checks whet her or not
the 5 account of the user UO has been stored in the user information

dat abase DBu (P301, P302). Upon acknow edgi ng that the account of the user

UO has bepsu StoRis@He LfbrtiR@rHe8in dRLPIRBBPH WRERRIZE ndhheiskdor@istar | buti ng
means KDl (the secret key request nodule 21) sends the identifier IDOtoO

t he aut hesstictatonngthrdengeiiMier dBDeftlecthode NO.t he table illustrated in TABLE 1
I n accordance with the current domain D1 and the 10 aut henticating neans
AM2 selected fromthe table illustrated in TABLE 1 in accordance with the

desired Q8&Eﬁ“ D2 (P303, P304). [0090]

5 In order to register the user of the node NO by use of the input device IM, first,
the registering means RG1 is accessed by use of the input device IM (P200).
Subsequently, the user name and the identifier IDO of the node NO are recorded in the

user information database DBu through the registering means RG1 (P201, P202).

10 [0083]

The account of the user Us of the node Nx is recorded in the form of Us{IDx} in
the user information database DBu. For example, when the user U0 of the node NO
registers its account, the account is recorded in the form of UO : {IDO} in the user
information database DBu. Further, the account of the user U0 using the nodes NO

15  and N2 is expressed in the form of U0 : {ID2, ID0O}. The explanation to contents of

the user information database DBu is mentioned below.

[0084]
When the account is recorded in the user information database DBu, the
20 recorded account is sent to the input device IM (P203). The input device IM displays
the contents recorded in the user information database on a display unit thereof.
Therefore, a person operating the input device IM can check the registration

information.

25 [0085]
If the account of the user UO of the node NO has been recorded in the user
information database DBu, it is possible to change the domain including the node NO.
The change of the domain is performed in response to the request from the node NO to
the key distributing means KD1. That is, the user operates the node NO in such a

30  manner to request the key distributing means KD1 to change the current domain of
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Upon receiving the identifier DO fromthe key distributing neans KD1, the
15aut henti cating neans AML searches the first authentication database DBl
attached to the authenticating means AML on the basis of the identifier

| DO. Li kewi se, upon receiving the identifier I1DO fromthe key distributing
means KD1, the authenticating means AM2 searches the second authentication

dat abase thB2o& NaghadtHeQlotagn DUth et doedtih DP. MERN S AR (@6miiR@hRAsd s of the
identifier 1DO (P305 to P308). As a 20result, the authenticating nmeans AML

obt ai ns tieeuestor ehargeye E-clirreRtidérthan, franh thealonivém Dilgathadpvsad® AMR2 obt ai ns

the secret key KO- 21 correspondi n&lto t he node NO and the secret key K2
cor r esporidflHgtthe idfatifier EPQp! thp 0ode NO 2nd a8 idantiien of hgdomgimidaritedaML” checks

whet her oy _not ade . .NO bel.on t he domain D1, on the basis of

whet her o(fromr%lf) I%%%’Vrvsjhelg?gfe rkogf? 1%%??%%"3’8??&‘%9 to the node NO can be obt ai ned
fromthe first authentication database DBl. According to the above

i nstance, the authenticating neans AML can obtain the secret key KOO1 from
t he firstlo@s] henticati on database DBl. Therefore, the authenticating neans
AML judges that the node NO belongs to the domain DI. The authenticating
means AML seHdsexampl, dpmehe uperdi of the npdreNR dypows Bteraxiniencagf fedrigh KD1

(P309). on verifying that the node NO bel ongs to the domain D1, the key
distri butLlJ?VﬁSS%ﬁﬁqukﬁgﬂsﬂﬁ & Cglaeweﬁerw&eyafrde'aa%%ﬁ trERsaIve the HieB ¢4l ns, from
t he auth I ' A t I key 21.0f 1 omgi n D2 which
t he aut h%g%v?c%g%ﬂleggeﬂgegﬁgsﬁ% ﬁlggg% ftetglle %‘télge?tr%oﬁ%lﬁgf%gcngﬁgl\%m entication

dat ahase eRBApleP3AE) the MvRe BRYIHEES fHoRERIRI wHBRDS: AJdt NO R Rek@hakgy sending
nodul e 22) transmits, to the node NO the secret key KO 21 obtained from

t he aut hefithecatvicigregelanly, ARhdnR3& hpde Nponaceiws ¢heamgpunbend@séaddtiokey KO 21
corresponding to the donmain D2, the node NO del etes the secret key (i.e.,
t he secr &f thegipvcwrviesbomdhngthes npdre thanses it sivniePPDIfuKEY o whi ch t he node

NO has used i] e bel oanging .t he .domai n. D1, and uses the secret key (the
secr et kgfe/krbo\gvﬁ?dgﬁg%ﬁ’flﬁ n‘feOOfttﬁeeflﬁ@?Vre FrdSfai n D2) KO- 21 in the subsequent

comuni cation. Wth perform ng the aforenenti oned operations, the domain D
to which the node NO 15 belongs is changed fromthe domain D1 to the donmain

D2. [1809%jo87]
For example, the node NO included in the domain D1 requests the change of the

current domain to the domain D2 in line with the procedure illustrated in FIG. 4.
First, the node NO transmits, to the key distributing means KD1, the domain change
request indicative of the identifier IDO of the node NO, the domain (current domain) to

20 which the node NO belongs currently, and the domain (desired domain) to which the
node NO intends to belong (P300). The key distributing means KD1 has a table
respectively associating the domains D1 to D3 with the authenticating means AM1 to
AMS3, as shown in TABLE 1. The key distribution unit KD1 searches the table
illustrated in TABLE 1 on the basis of the current domain D1 and the desired domain

25 D2 included in the domain change request, thereby selecting the authenticating
means AM1 and AM2.

[0088]

[TABLE 1]
DOMAIN | AUTHENTICATION SERVER
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After sending the secret key KO 21 to the node NO the key distributing
means KDl perforns a process of deleting an entry (record) of the
identifier 1DO of the node 20 NO and the secret key KO-1 fromthe first

aut henti cati on database DBl1 (P312), and perforns a process of recording an
entry of the identifier 1DOof the node NO and the secret key KO-21 in the
second dut hdhtication dat abddél DB2 (P313)|. The key distributing means KD1
may perflormpdie pfocess of ggjpeting the gntry prior to or subsequent to the
process |of recording the entry. 25 [0093] The deletion of the entry of
the identifil®¥ 1 DO of the néddd3 NO and thg secret key KO-1 fromthe first
aut hent i catton database DBf ctambeautomatically perforned in response to
the distribution of the secret key KO-21 to the node NO In this instance,
30 when tQ@sﬁ“ stribution of the secret key KO-21 to the node NO fails, the
node NOh[ only the secret key KO-1. Since the entry of the secret key

KO-1 is al re@‘qythgglu%t)gg%cfgfv 5 tth@%o%%ﬁééha%‘é%?&{!}rgéet g Iﬁ?lﬁeegog%??(gﬁﬁigglk the

node NO fails to join t mai n even O 1.

Mor eover ,digtiBGEng hRaRORD 1 NReGRES NG hech Ghddluld20) SBENS twhk Eher EOndtlthet he node NO
fails to join also the domain D2. In brief, the node NO 5 can join neither

t he dénmiancddht plirhe tuker d0 ras beeD2tored @O We user inférmmadiodelatdbasadBudPsdle above
defect, the node NO may send, to the key distributing neans | CDl, an
acknow edg@fen{Urepacknmidetriraidat Ha aceprait@b s #ebl 0heé bageored ipghe o
successful l y. ehanged .fromthe dompin. Dl to the in D2 (i.e., the node NO
successf ﬁjlsflgmgoénf:ng rgada a‘%%ses gltl:er keetyrg%t?bkgg@ ﬂeafﬁ@j@e\ﬂef gt %?H Faliestangenent ,
the key digitid PYLLAG HEARSLKPLING £AhS abnBEkIheAgSAMA L bEQMELRE Nnode NO
as atrigger. That is, upon receiving the trigger, the key distributing
means KDihdeibdt idlastrhied entTABLES 1 inhecordanide Witk thd Judrcalt dbmeinOUandNEheand t he
secret key KO-21 fromthe first 15authentication database DBl1. |n other

wor d40 apvensiextinamesity A2 stlatted frommidd dalNoilbusteeasiilABLE ddei ves t he

secret key KO 21, .th ey distributi ans, KD1 excl udes the node NO from
t he dorraiaﬁc"ﬁ%m?ﬁ’hé‘etgﬁéﬁ%ﬁ%‘f‘}l“ta“i‘ b%gg@r@l‘ggi&o assure that the node NO
belongs to either the domain D1 or the domain D2. Besides, the procedure
P312 is optional, and is adopted voluntary. 20 [0095]

[0090]

Upon receiving the identifier IDO from the key distributing means KD1, the

15  authenticating means AM1 searches the first authentication database DB1 attached
to the authenticating means AM1 on the basis of the identifier IDO. Likewise, upon
receiving the identifier IDO from the key distributing means KD1, the authenticating
means AM2 searches the second authentication database DB2 attached to the
authenticating means AM2 on the basis of the identifier IDO (P305 to P308). Asa

20  result, the authenticating means AM1 obtains the secret key KO-1. Further, the
authenticating means AM2 obtains the secret key K0-21 corresponding to the node NO

and the secret key K2 corresponding to the node N2.

[0091]

25 The authenticating means AM1 checks whether or not the node NO belongs to
the domain D1, on the basis of whether or not the secret key corresponding to the
node NO can be obtained from the first authentication database DB1. According to

the above instance, the authenticating means AM1 can obtain the secret key KO-1
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The node NO obtains, in accordance with the aforenenti oned manner, the
secret key KO 21 used for joining the domain D2. Thereafter, as shown in
FIG 5, the authenticating means AM2 uses the secret keys K2 and KO- 21 to
distribute, in line 25with the known three party key distribution protocol,
t he session key used by the nodes NO and N2 in the extent of the domain D2

(this progafyhefitss abe¥BtiastidnBkaladst DB alBeketole, thEauhbntiéAYGhea3@VWEN t he
node N2 decides to provide its service to the node NO the node N2

announcesAMhgudeesviaitbanafe NObelsmgsvtocke danaind nodbe NGt entigitifgP404)s. | n
response, the node NO requests the authenticating neans AM2 of the server

Si to proWWdeendsehe xdement resylttpaleeey diptribhting arepas KB1 (Pan Veewmi vi ng t he
[ key..di i, byt i st fr t he nod . {.he._aut henti cating nmeans

avprof er Srens Hine bt bt SE e oo Tonmadrh B v inhting eann ALl

secr et; Kayh Kl kEPE GSRMNGuNI2 1) QblhEs, ind Hefdu@l{enltilggi;?%]mtegﬁs gtd;géland the

secret key K2 corresponding to the tdentifier 1D2 e node 02,
P403) . [ 00&¢} kdyORoH2s efiiRnidmain DReviath tentutkaitichgngBanss AM2 Hisebt il secr et
keys KO- 21 and K2 and the identifiers 1DO and ID2 to distribute the session
key to t HeomthbesseNO antbeNRation deipbasaB2 (RA10h tThe kepdimtriblimemparst y key

di stribution protocal (P404, P405). [0098] 15As explained in the above, the
node N2 r@ghgg? gecrghkeygengns ﬂﬁ’éuﬁc?@éLWGfmttﬁéoélé? Ny, thysegrdterbut e t he

Seor Oh a1 BaRell B P I RRRBHOMAEY AROTBRT OUble DRIGR O anT N2 119

distributed to € nodes eérefo en ehtered in

the sane dgaBkdy 1@2—2%0&&@)0&&1@1? td\Nthe BRFhiL DN HRR 1D RBER1AQ e dedet k&N

comuni cate with each other. I'n other words, the node NOis permtted to
recei ve (.e., the secret key corresponding to the current domain D1) KO-1 which the node NO

has used while belonging to the domain D1, and uses the secret key (the secret key
corresponding to the desired domain D2) K0-21 in the subsequent communication.
With performing the aforementioned operations, the domain D to which the node NO

15 belongs is changed from the domain D1 to the domain D2.

[0092]
After sending the secret key K0-21 to the node NO, the key distributing means
KD1 performs a process of deleting an entry (record) of the identifier IDO of the node
20 NO and the secret key KO-1 from the first authentication database DB1 (P312), and
performs a process of recording an entry of the identifier IDO of the node NO and the
secret key K0-21 in the second authentication database DB2 (P313). The key
distributing means KD1 may perform the process of deleting the entry prior to or
subsequent to the process of recording the entry.
25
[0093]
The deletion of the entry of the identifier IDO of the node NO and the secret key
KO-1 from the first authentication database DB1 can be automatically performed in
response to the distribution of the secret key K0-21 to the node NO. In this instance,

30 when the distribution of the secret key K0-21 to the node NO fails, the node NO has
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20t he service (in this instance, the service of function enhancenent)
available in the domain D2. [0099] In the aforenentioned three party key

di stribution protocol, when the node NO 25recei ves the session key for the
node N2 fromthe server Si (P404), the node NO delivers the received
session key to the node N2 (P405). The aforenentioned three party key

di st ri butdnontherst@€Réy ROM. i Bhlcide arpsidhd kabalkep KREEAHI RaPEMB)dsUbsequent
to the procedure P405. The additional procedure 1s defined as a procedure
of checkifngm thefitsé pudenficttionhiatriode DB lenthd NNOHailslto jhia tbadamsfmsﬁl on key.
30The procedure P406 is optional, and can be omtted. [0100]

Besi des, qVﬁnPﬁé‘s%?chP%ﬁ%?ﬁ?‘i lsdtD LnManseeer. sipfd tdemrde NQGI@GEN@’UB@WOWQS to the

domai n D2 is.,a d to hold.o secret

However , r\l\gﬁ?y Rﬁ%l'\{% d?\gog o‘ﬁ’d%masoqﬁ%g&%%’in% nbtr‘ﬁgl%ﬁ%aé(@%grmy be
perm tt ectahqmﬁ%ﬁh& %B%oﬁﬁ%ﬁfﬁl n6EhelPinhid!®ed i n the domain Dl instead of
deleting the secret key KO-1. Wth this arrangenent, the node NO uses, as a
default key, the secret key KO 21 used in the domain D2. 10[ 0101] In
brief, the node NO may have the two secret keys KO- 1 and KO-21. Wth this
arrangema[ﬂ@94 t he node NO uses the secret key K2 as a default key, thereby
bel ongi ng to the donai t he nod deci des to receive the service

of the domai i pyfier fon*évonm)@@ "’N@Y afefedsthe nofie NY eavers e tha feshdiaifumme, and
uses the m (hl‘ ?&D]ﬁ ﬁ%olwl&?ge%%n? %E‘%&lgo&r{l%\;ﬂt%gﬁ%h%ndo &Y I?Modé Rob L he nodes

NO and Ni romt enticati ng neans oper ation enal())l es the

node DO tsQcREFRBEcHageBIR thib domﬁlsﬁweﬂhtelcmmahhﬁz Itm,ech%@o@@mem oy the
service (e.g., a service of updating the firmvare) of the domain D .

20[ 0102] successflldy chesiged thedeirat kdyeK@BOME314n Wit thikedriramgentear,eht ey domai n D
of the node has changed fromthe |ow |l evel domain D1 to the high |evel
donai n DZhS“Elh‘étl%ﬂ‘éalPﬁd(ﬁﬁWeé‘fsoﬁhé ackrowloggesient Bpmidhy §odON agAdrike21

R M REXAT ST e S

of the identifier IDO of the node NO and the secret key K0-21 from the first

15  authentication database DB1. In other words, after acknowledging that the node NO
successfully receives the secret key K0-21, the key distributing means KD1 excludes
the node NO from the domain D1. Consequently, it is possible to assure that the
node NO belongs to either the domain D1 or the domain D2. Besides, the procedure
P312 is optional, and is adopted voluntary.

20
[0095]

The node NO obtains, in accordance with the aforementioned manner, the secret
key K0-21 used for joining the domain D2. Thereafter, as shown in FIG. 5, the
authenticating means AM2 uses the secret keys K2 and K0-21 to distribute, in line

25  with the known three party key distribution protocol, the session key used by the
nodes NO and N2 in the extent of the domain D2 (this procedure is same as that

illustrated in FIG. 2).

[0096]

30 When the node N2 decides to provide its service to the node NO, the node N2
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25 to the high level domain D2 normally. Further, the node NO can use the
secret key KO 1 corresponding to the |ow |l evel donmain DL to obtain the
session key fromthe authenticating neans AML, as necessary. [0103] 30In
this instance, the node NO automatically returns to a condition of using

t he secret key KO- 21 after a | apse of the avail able period of the session
key fromdmgutdeTeheérovRionlbe teserAeetoNEe hedONDRLQIPAEHEI M REpdRE, thervice in
the domain DI. Alternatively, the node NO returns to the condition of using
t he secr atodk &P Kghels iha auelsmoiosieng mepiiscAldRef thenedverdiitpplaideathegi ven to t he
node NO In brief, the node NO 5Sbelongs to the domain D1 tenporarily.

[0104]  session keyt (RO Hbolrethersstvan 8, unohaesriviag MO seoripmkeydipeitonigs to t he
hi gh | evel donmin but tenporarily changes current domain fromthe

i Oh 1 cvaPeohEPi 5o ot NP GRS I MORANE ErEribs SPRbol y the node
NO may be| - ' [ .410 I-;ﬁg’q' D1

si mul t%angaélus ;ﬁgﬁl(%]&]gartlmé%g I%Iﬁ%%ldo%)g%@hng%cgegig% ovéve1 {Jggﬁ/uoglglrt e hé(;mai ns D1
and D2 siigaitifRpeDo s theMollH Motandehe 6ddrétke® 2 @k rebp@iting ©B186)dehbifids EXAMPLE
OF FORM NG GROUP Wi |l e the node NO belongs to the domain D1 or D2, the node
NO r ecei UB2 ofitlzerodie N PaDBIRA03The fol | owi ng expl anation is made to an

i nstance where a group registration regarding the node NO is enabl ed when

t he node NO joins the higher |Ievel donmain D3. The group registration

regar di nqognig node NO permts the node NOto 20 cooperate with the other
node included in the sanme group as the node NO, for exanple. [0106] Like a
Si tugpi on WhgKseh R tROHE NPhERGRENE SndalE ARBS YdeE Chd Scl ke HORBIA aRd Ko he 25
node NO cannot receive the service in the domain D3 unless the account of

t he user auDthsidehfified ID0 ahddDBse distifae MRd seasion htptrabe nbBis NG erd Ni2ze

procedures P200 to P203
in accordance with the known three party key distribution protocol (P404, P405).

[0098]

15 As explained in the above, the node N2 requests, by way of the node NO, the
server S1 to distribute the session key. As a result, the session key common to the
nodes NO and N2 is distributed to the nodes NO and N2. Therefore, the node NO is
entered in the same domain D2 as the node N2, and then the nodes NO and N2 can
communicate with each other. In other words, the node NO is permitted to receive

20  the service (in this instance, the service of function enhancement) available in the

domain D2.

[0099]
In the aforementioned three party key distribution protocol, when the node NO
25  receives the session key for the node N2 from the server S1 (P404), the node NO
delivers the received session key to the node N2 (P405). The aforementioned three
party key distribution protocol may include an additional procedure (P406)
subsequent to the procedure P405. The additional procedure is defined as a
procedure of checking whether or not the nodes NO and N2 hold the same session key.

30  The procedure P406 is optional, and can be omitted.
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in FIG 4). Wen the node NO belongs to the domain D2 before belonging to
the domain D3, the account of the user UOis already stored in the user

i nformati on dat abase DBu. Therefore, it is possible to use the account of
the user UO. However, 30it is necessary to performthe group entry in the
domain D3. Therefore, the account needs to include information regarding a
node formng a group together with the node NO in addition to the user
nane and the identifier 1DO of the node NO [0107] 5In the foll ow ng

expl anat ildormolt he node N3 is defined as a node form ng a group together
with the node NO. In the procedure of adding the account to the user

i nfor mati on Batideradethetdierementipnadagptaneenibdla thepededhbelenas tpdlemt i fi er | DO

of the node I nd the jdentifier of the no | s\performed in

dd ¢ on ogathREy B mdte MPEOHIcrn BoHBly (ke thget O TREnHPPFER: | DO of the
q L. : . | . ) h ¢

he donmih i3t PG A BB D R N e b el B P e

user UO ttRe bdteetUss KO- NhydTRLhOforbah aesetckiBUYf dd16tA8he \BérBt k&aROd. t 0 t he
account of the user Us using the node Nx in the user 15infornmation database

DBu, the Wil éhibkriasgadeddtitecoth®0grses pis @ydeémilf kdyl, BwssectBhaey K8 2liusedr der to
associ ate the node Nx with the user Us, the account is registered in the
formof WRthadgmainB%ther, in order to add the node Nx to the group Gy, the
group is registered in the formof Gy I1IDx}. The identifier I1Dx of the node
Nx neans the identifiers of all the nodes associated with the user Us
and/ qp thgcaroup Gy. 20 [0109] Wen the user is associated with, in
addition to the node N3 included in the domain D3, the node N2 included in
t he domai n Dbh budfoth@dinedé &NOthast hevedhadw b sdodet Hehe KadcoldnKo-2ndi Wathitds of UO
{ID2, 1D3, IDG is registered as the account of the user UO of

arrangement, the node NO uses the secret key K2 as a default key, thereby belonging

to the domain D2. When the node NO decides to receive the service of the domain D1,

the node NO accesses the authenticating means AM1, and uses the secret key KO0-1 to

15 obtain the session key common to the nodes NO and N1 from the authenticating
means AM1. This operation enables the node NO to access the node N1.
Consequently, the node NO can enjoy the service (e.g., a service of updating the

firmware) of the domain D1.

20 [0102]

As described in the above, in a situation where the domain D of the node NO has
changed from the low level domain D1 to the high level domain D2, the node NO may
store the two secret keys KO-1 and K0-21 respectively corresponding to the domains
D1 and D2. In this instance, the node NO can use the secret key K0-21 corresponding

25 to the high level domain D2 normally. Further, the node NO can use the secret key
KO-1 corresponding to the low level domain D1 to obtain the session key from the

authenticating means AM1, as necessary.

[0103]

30 In this instance, the node NO automatically returns to a condition of using the
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25t he node NO. It is assuned that a group which the user UOintends to
register is identified by . Wen only the node N3 of the domain D3 is
associated with the node NOwith regard to the group G, the group
indicative of GL : {ID3, 'DO is registered. 30[0110] It is assunmed
that the user information database DBu stores the account of the user UO of

the node d¥ewhbeR0i2NGifGAL @5k BBthelRBiIIMIE bkl IfTh@SS&0Bh AP toWM fHa tihe three
nodes NO N2, and N3 and that the two nodes NO and N3 are included in the

group 4 atlwhldt thernode Nfgerminates raeswingethet daaticd ingheigdemain®br mat i on dat abase
DBu retains the 5 account of the user UO which includes the identifiers |DO
and | D3 dilterRatiyrdydhe neyeaN@ retmrnsdohbe posidiicn qf msingdheypestqy key KOrdhin11 As
shown in FIG 6, wh t he user erates th 0 h t ot omain D
T0°0f ¢ haeTE P L e OB e i HE B S0y i stk b N node
NO tr@nsrﬂel(ﬁlgs%cPthUZ{%m%ﬁYD?'téL}EerHN ng neans KM the domai n change request
including the identifier DO of the node NO, the current domain D2, and the
desired domain D3 (P600). A notivation of changing the domain of the node
NOis given to the user at timng simlar to the timng at which the

not i vat i daLaH changl ng the donain of the 15 node NO fromthe domain D1 to
the domai n D iven to the user, 1 e domai n. change request

sent fromth HB’ Omnﬁ@nﬁﬁéhkéwedwgflﬂ”% Wféo%é?lé“el@h favel dopnads D2he
current %ngﬁ%jnépo%mg cgla}l & tg% ?llllrli'%gc J%gl Pro D?fth leve rdo{nébfl)ﬁg tZH{ elcel ving

t he domain et’s’YVo the

t abl goas 1dvel H&ﬁélﬂtlﬂj 'ATteIrﬁﬁi—v%lyltheaMe% 1%‘5& %el%ﬂ@tcaﬂﬁteh@éﬂlegatdoﬁﬂlmns AR
and AMB respectively corresponding to the current domain D2 and the desired

domai n Dand [tDdb3] le2d Bhmairob e s tredssly. hdndhizfghe adddt e negdeallokey used by

the node NO in order to
to use the domains D1 and D2 simultaneously without selecting one of them.

[0105]
15 3. EXAMPLE OF FORMING GROUP
While the node NO belongs to the domain D1 or D2, the node NO receives a
service solely. The following explanation is made to an instance where a group
registration regarding the node NO is enabled when the node NO joins the higher level
domain D3. The group registration regarding the node NO permits the node NO to
20  cooperate with the other node included in the same group as the node NO, for

example.

[0106]
Like a situation where the node NO receives the service in the domain D2, the
25  node NO cannot receive the service in the domain D3 unless the account of the user
U0 is stored in the user information database DBu (see the procedures P200 to P203
in FIG. 4). When the node NO belongs to the domain D2 before belonging to the
domain D3, the account of the user U0 is already stored in the user information
database DBu. Therefore, it is possible to use the account of the user UQ0. However,

30 it is necessary to perform the group entry in the domain D3. Therefore, the account
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belong to the domain D3. In brief, while the node NO bel ongs to the domain
D2, the node NO uses the secret key KO 21. By contrast, while the node NO
bel ongs to the domain D3, the node NO needs to use the secret key KO 3. The
procedures P300 to P311 perfornmed for changing the donmain D of the node NO
fromthe domain D1 to the 30 domain D2 can be applied to procedures for

repl aci NhebfietoGHEINEN InfSRELRE rlé@a\rfdiﬁ@azr;ode%ﬁﬂ] RerfgWos8aELlitk e KQe3- I N
this application, the authenticating neans t he aut henticating neans
AV, the mnined\dlmomitodmldat adnas endBik, 1dammﬁdrHBOa>ﬂtHnaMdlem| on dat abase DB2
are replaced by the authenticating neans AM2, the authenticating neans AM,
t he authentication database DB2, and the authentication 5dat abase DBS3,
respecti Z[@i(?? [ 0114] The followi ng brief explanation is nmade to

pr ocedur (])r changi ng the domain D of the node NO fromthe domain D2 to

t he dgmain %Q[g i t means KD1
sel ecftB S theuéﬁ%}%zfﬁ?ﬁg |e%gg?r%tgor?s@% \@ﬁﬁgﬁ?%&?ﬁ%%%s%}%%ggeége i on of

t he domaitbgeghangieh [lROuAs ING I oMkdWrondde: NQddhis thb@tcouhh theYiseh st ri buti ng
means KDl checks whether or not the user information database DBu has the
account ahfothatiaséatalieotheteheumedstiNGol PaAtdinPRRidentifeoni iokbwhettgi ng t hat
the user _infornmation database DBu retains the account of the 15user UQ, the

key di st bird e ideaitier [Rpef demade Nids P%réqmefhvé@dqlwcs? ﬂterr@glﬁéra@owo to the
aut hent i C?‘E Ient%exnggrgesz ﬁ‘ eﬂentl 1e I§)P6 %h GCIOQO Egkett S1 ua%ggw 811 rreans AV
a

checks whether or & ‘Setond aut it T €At 1 on ase the

secrep k%d@ﬁb&@&%@%@@ar%@e b@ie 'dgﬁgﬁf ]52 Ghe bt dBHEd mrls uwddGo2ddgNt i cating
means AMB checks whether or not the third authentication database 3

st ores t like secuetof kiey/us20 Cx th e kP asatingribatidhéathbesatDBu.er 1 DO (P605 to P608).
[0115] As a result, the authenticating nmeans AM2 obtains the secret
key KO- 21 to be used by the node NOin the donain D2. Moreover, the

aut hentl @ |ﬂg means AMB 25 obtains the secret key KO3 to be used by the
node NO ih‘Phe donain D3. [0116] The aut henti cating nmeans AM2 and

AMB send the ' i.ng neans KDL,
respectively @C%ghdgg%%% &Qﬁ_ﬁﬁok %strl%ﬁlﬁ%}%el@% %Zﬁgﬁ%f encrypts the
secr ek kwomtamvua&;kbats@@mﬁeﬁeeﬁodkm K@addd antle §ﬁﬂl@&}§ Refol16RET Yiaeth, secr et
key KO-3 to the node NO (P611) Upon receiving the secret key KO 3, the
node NO debwbted dsherigethebodedyx fithehe usdrd)s elor afcokgyis cagistesgondiang to the
current domai n_D: @021 whi ch the node NO has used while belonging to the
domai n Do T srdHRxING weher, imerdgetaradd theyode Na te e erpu By, derespsndi ng to

the desi ;eegclistgr%gan tc]he form of Gy : {IDx}. The identifier IDx of the node Nx means the

identifiers of all the nodes associated with the user Us and/or the group Gy.
20
[0109]

When the user is associated with, in addition to the node N3 included in the
domain D3, the node N2 included in the domain D2 subordinate to the domain D3, the
account indicative of UO : {ID2, ID3, IDO} is registered as the account of the user UO of

25 the node NO. It is assumed that a group which the user UO intends to register is
identified by G1. When only the node N8 of the domain D3 is associated with the
node NO with regard to the group G1, the group indicative of G1 : {ID3, IDO} is

registered.

30  [o110]
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5 D3) KO 3 in subsequent conmunication. Thus, the domain D to which the
node NO bel ongs is changed fromthe domain D2 to the domain D3. [0117]
After sending the secret key KO3 to the node NO the key distributing
means 10 KDl performs a process of deleting an entry of the identifier 1DO
of the node NO and the secret key KO 21 fromthe second authentication

dat abase DB2I{ B6ebmedihdt BRI {LF MEo1dn 4 AGRSSHa0E DBICGES L B RBBRLF heof the
identifier 1DO of the node NO and the secret key KO3 in the third

aut hent i cmtr U0 ofl ttealvds NODB3icl BEliG)es thiak het yver Ubangwodhtetl hatidtirathneeD2 from
the domain D1, the key distributing nmeans KDl may performthe 15process of

del et i ng Itoldrés BA¢Ng, ﬁﬁ‘fill\é?al?fbﬂt@it tl@ﬁﬂbﬁemsiéﬁf‘mtaé?dt}f?ealﬁr%@é@@ iafthe gewpdihg t he
entry. Al t rnatlve entr f the i tif] of t he node NO
and the s8 %L‘ltr éb‘%%&i drfg‘?gﬂ@ ‘H;E aﬂﬂ%ﬁ?ﬁﬁ)@%@?&ﬁa aienti cati on
dat abgse ke
KO 3 to t%ﬁ?’%@l@”@éhﬁﬁ‘ﬁmﬁ ?E‘%r. IO B 3he PIBDEENRG 56
t he node NNQof i jbisednftHelp@owyode. NO retai ns no secret key KO 3, the entry of

the secret key KO-21 is deleted fromthe second authenticati on database
DB2. Ther ef ore the node NO can join neither the domain 25 D2 nor the

domai n 2119 The node NO may perform an optional procedure
(P614) of =T ng an acknovvl edgenent to the key di stributing nmeans KDl in
response to ggﬁ%l Mg eslleS%;gterlé ¥t el\'{@s Cﬁe%adl strl but ,ng neans
KD 1 may per orman oploha proced elnglf e en ryo oft he

i dentipf i @F teXd0 NG B enade FNR @He@ohﬁ@n 9@@5 ete Wa1%@32ghefﬁogmme

aut henti cati on database DB2 in response to reception of the acknow edgenent
from t he trrodeitNQo the @dR2@iktributingAhdaeis KINE thodendNo chbiigr regudshenchetingt key

KO 3 necessary for bel ong to the domain D3, the authenticating means AMB
di st ri butesidehdfierdd) o he eq;igetl‘éo,tthecqr@@résiomeuaﬁa Bl the desidestiddompin B8 donai n

D3 by us th cret s KO3 and K3 in li th the novvnthree party
oyt ot PBIO o5 maRG Gt S Rnside s ok eatgloall i fiven o NG &
timing similar to the timing at which the motivation of changing the domain of the

15 node NO from the domain D1 to the domain D2 is given to the user.

[0112]
The domain change request sent from the node NO to the key distributing means
KD1 indicates the current domain D2 and the desired domain D3. Therefore, upon
20 receiving the domain change request, the key distributing means KD1 refers to the
table as illustrated in TABLE 1, and selects the authenticating means AM2 and AM3

respectively corresponding to the current domain D2 and the desired domain D3.

[0113]

25 The node NO needs the change of the secret key used by the node NO in order to
belong to the domain D3. In brief, while the node NO belongs to the domain D2, the
node NO uses the secret key KO-21. By contrast, while the node NO belongs to the
domain D3, the node NO needs to use the secret key K0-3. The procedures P300 to
P311 performed for changing the domain D of the node NO from the domain D1 to the

30  domain D2 can be applied to procedures for replacing the current secret key K0-21
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10 conmuni cati on between the nodes NO and N3 in the domain D3. The
procedures of distributing the session key are simlar to the procedures
P100 to P106 illustrated in FIG 2 or the procedures P400 to P406
illustrated in FIG 5, and therefore no explanation thereof is deened
necessary. 15[0121] The session key is distributed to the nodes NO

and N3 i neilthieiethdwisdche kdoK-$ D3 thithgpERYion! 1he atde i OmEBnLARIIOUP
together with the node N3. Thus, the cooperation of the nodes NO and N3 is
enabl ed. thheutpopertatg mpanissAMRpthaiangdnbiedtow da2f62 PH1, and the Besi des, in the
af orenenti oned. i nstance, while the node NO bel ongs to the domain D3, the

node NO i2uthgntisper datahaiedDBhpye rgplaceddyr ide apbhenkicating MegrsAM2, thee secr et

key KO 21 need. not be de ed. In, brief. he, no onging.to. the
omat . o icaGhe PR SAREHhocfucHasthon Sbite 17ed 2pd Hhg prrhp fetion

ar r angenefkap b pBIOAL &pNGyuses, as a default key, the secret key KO-3.
[0123] I'n the abové arrangement, the key distributing neans KD1 is

configured not to delete the entry of the identifier 1DO of the node NO and
the secret key KO 21 fromthe 30second authentication database DB2 in
response [bl4dhe distribution of the secret key KO- 3 to the node NO

Further, the_no NO is.configured not to delete the previous secret key
KO 21. [0124f ﬂggﬂﬁléwﬂb‘h‘éﬂﬁﬁ@x%‘%%“%’é ngaderte proceduireyios changipg theedompip Diey

Ther ef or elon t omaif, D3, i n an initjal, setting. Wen
t he node%ﬁlgie eogfg esfr%\égtg%!é%lfl%% [ééﬁté) tglgfi g?lélél ]?)% t%se&ﬁ%rrlr%a%dﬁnﬁb? alf%’(%’ ttr}ll(%de NO

accesges Kepaisatibierd incatd K01 ga@d%&}ﬁl%th@fmhauﬁﬁ%efah@m&ﬁiAM@.Mn KO- 21 in the
domain D2 to obtain the session key sane as the node N2 fromthe

aut hent i cedpongp tvpaceptidd/Rf thEhiomadparaake oeyuesiaibdrashd heleIN0.ndUetiNE the access
t he node N2. Consequently, the node NO can enjoy the service available in

the domaikey BiEiripgyRsPeansckRbetasks whetnrer potghanry inbwneton detebwe t he
St uat o T4 P REHBHES e Fe U RGBe PIo NPt aBReTn BR°fo the domain D2
oys Ko 1M SRR Mo, RO O R DGR B0 PEEE Bl L8 e
domailh DhsédU@dHE kéwistributlig rS&imy KI®! édndt b idenmfidr IDD.of the node NO to

the authenticating means AM2 and AM3 (P603, P604). The authenticating means

AM2 checks whether or not the second authentication database DB2 holds the secret

key corresponding to the identifier IDO. Further, the authenticating means AM3

checks whether or not the third authentication database DB3 stores the secret key

20 corresponding to the identifier IDO (P605 to P608).

[0115]
As a result, the authenticating means AM2 obtains the secret key K0-21 to be
used by the node NO in the domain D2. Moreover, the authenticating means AM3

25  obtains the secret key KO0-3 to be used by the node NO in the domain D3.

[0116]
The authenticating means AM2 and AM3 send the secret keys KO-21 and K0-3
to the key distributing means KD1, respectively (P609, P610). The key distributing

30 means KD1 encrypts the secret key KO-3 with the secret key K0-21 and sends the
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20[ 0126] Preferably, the node NO holding the different types of the
secret keys automatically returns to a condition of using the secret key
KO 3 after a | apse of the available period of the session key fromthe tine
at which the node NO term nates receiving the service in the domain other
than the domain D3. Alternatively, the 25node NO returns to the condition
of usi ng dnbgpsRICselet kKBYKEG 13 th&n6RSNO (K1 13.0 Lﬁfogde&eeﬁﬁ'g BledscaR ikpy Kat3, on
given to the node NO [0127] Besi , the operation of changing
t he donmithe nodd Naidelgtes ke seocke kNO(inm)ythb ecc3& layicbtreshontlimgat bler cumornds, t he
node NO may belohggto the plural domains sinultaneously. That_is, the node

NO may béloéﬁl&bpé 1 mddedi the nope Nodyeg ugedswhile belenginegita @9dpmatnB?ns D1 and
D2 de NO tted th t.he high
Cevel - donaerops o gispeette B Ghe Sty by g fuBEAvSRS) fletifce ©
i ndi cat e 1§)- %}H?stdbgéhught GHARGA &9&1&11“61@199%9 dQnQIfn 1 bewhRAenNR f g0 t he

domain D1 to e domai n D2, a situation changing the domain D of the

node NO fhelRfkd mhd@gmlﬁ»orpzhetmﬁahﬁDiaorﬂ&h@dmamlﬂn/vever t he domain D of the
node NO can be changed fromthe domain D1 to the 10 domain D3 by neans of

the simlar procedures. [0129] The follow ng brief explanation is nade
to proce ure for changi ng the domain D of the node NO fromthe domain D1
to the dof) In order to enable the node NO 15to bel ong to the donain

D3, it is negﬁsxsgern\é thQr & r!atgilieggﬁ(?:)é)éo %e nodg?\ld'jﬁ% key c?‘('t%%uﬁt ?ngegné he group

to the user information use of regrs ng means RGL.
Subs quuerléﬂvpertdﬁﬁlsraqqscemfs&m;ng axnoelitﬂsofl%ﬁy 1&1&1@&%1‘ 14 b 8e H@&mo Kii, the

domai n change request fromthe domain D1 to the domain D3. Upon receiving
t he dommithe ehendgey KoeglefBdm thhechual/awhsitidabiohidathbasaDB2KPH123edndct s t he
aut henti cati ng neans

performs a process of recording an entry of the identifier IDO of the node NO and the

secret key K0-3 in the third authentication database DB3 (P613). Like the change of

the domain D2 from the domain D1, the key distributing means KD1 may perform the

15 process of deleting the entry prior to or subsequent to the process of recording the

entry.

[0118]
Alternatively, the entry of the identifier IDO of the node NO and the secret key
20  KO0-21 may be deleted from the second authentication database DB2 automatically in
response to distribution of the secret key KO-3 to the node NO. Even when the
distribution of the secret key K0O-3 to the node NO fails and the node NO retains no
secret key K0-3, the entry of the secret key K0-21 is deleted from the second
authentication database DB2. Therefore, the node NO can join neither the domain

25 D2 nor the domain D3.

[0119]
The node NO may perform an optional procedure (P614) of sending an
acknowledgement to the key distributing means KD1 in response to reception of the

30 secret key KO-3. The key distributing means KD1 may perform an optional
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20 AML and AMB based on the received domai n change request. The key

di stributing neans KDl sends the secret key KO3 to the node NO by use of
the secret key KO- 1 recorded in the first authentication database DBl and
the secret key KO3 recorded in the third authenticati on database DB3.
Thus, the secret key retained by the node NO is changed fromthe secret key
KO 1 to thieceaasd &ldeletg KRe Sntr? 6f the 1dRkifier IDO B @68 NOREA thdgcRQd@y NO

bel ongs to the domain D1 (or D2), the node NO can share the session key
with all Khel fochethe binthenricdi2n datahasd @B2 in redpensotvaiecepbibn 0HtheD2) and

t herefore comunicate with themin a secure manner. However, when the node
30 NO belasheaviedgenpeat fomelihs node NOhe node NO is pernitted to share the
session key with only the node N3 which fornms the group GL with the node
NO. Therefore, the node NO can conmunicate with only such a node N3 in a
securg mgppgy)- [0131] 5 4. EXAMPLE OF CHANG NG TO LOW LEVEL DOVAIN The
follow ng brief explanation is made to procedures for changi ng the domain
of the node N@ef timddoeNddiGaink ENLdecttd KBy KOtPndcB&ialoftr beEing @dTBHen. A
service of each of the donmains D1 to D3 is exenplified once nore. That is,
in the ablowein B8t taeethanhicatmorimeNG AMA digvbitee tlze fpasipe keetotihemode. g. , a
service qf updating the firmware) in the 10 donmain D1 with _no charge. The

node NO d¥handkldigdudeddaithe dapsipddB huserd throirsieh keys Kb ramd eiarlipet o t he
donmai n ...t he ;naode can, f.orm.a .qroup todether with, the ot her. node
o udeq it {10048 RSN A B AUPRI IS NSE A MEaBESE 100 e

i's enabl edmmbi@iidRbetween tEOAGRI BRI AIYNS WER doBifPERI Thdh@fedulss sFode NO i's

changed fromthe high |l evel domain D3 to the |ow | evel domain D2, the node
NO i s pr dibtibttetk the seed@ekat are wiriart thehassoaivatcpl1 000d @.108\idstiaeal thomai n D
of the node NOis changed fromthe high |l evel domain D2 to the | ow | evel
domai n DFIGt her Hedworednresil4g0 toPecdiugiaateddn a6 db. sefvhereforogo Besi des, it is
possi ble to change the. domain D of the node NO fromthe domain D3 to the
donmai n Dfxfglf“?%té‘inl @?rﬁogfé’%fm?ﬂé’e‘f%fﬁr%w ng explanation is made to a situation
where the domain D of the node 25 NO is changed fromthe domain D3 to the
domain D2. The follow ng procedures can be applied to both a situation

wher est h¢pi@aai n D of the node NO is changed fromthe domain D2 to the
domain D1 and a situation where the domain D of the node NO is changed from
t he domai n DOBhé¢ sestine kdpivalistributed to the nodes NO and N3 included in the domain D3.

Thereby, the node NO forms a group together with the node N3. Thus, the

cooperation of the nodes NO and N3 is enabled. The cooperation is explained below.

20 [o122]

Besides, in the aforementioned instance, while the node NO belongs to the
domain D3, the node NO is allowed to hold only one secret key KO-3. However, the
secret key KO-21 need not be deleted. In brief, the node NO belonging to the domain
D3 may have the secret keys KO-3 and the K0-21. With this arrangement, the node

26 NO uses, as a default key, the secret key KO-3.

[0123]
In the above arrangement, the key distributing means KD1 is configured not to
delete the entry of the identifier IDO of the node NO and the secret key K0-21 from the

30  second authentication database DB2 in response to the distribution of the secret key
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30[ 0134] In order to change the domain D of the node NO fromthe
domain D3 to the domain D2, the identifier 1DO of the node NOis renoved
fromthe account UO {ID2, ID3, IDO} of the user UOin the user information
dat abase DBu. Instead, the user information database DBu needs to store the
account UO {ID2, 'DG corresponding to 5the domain D2. Alternatively, the

identi fi exo-BESt1f nddbNOIOEariNGr,ItAE hotded idtohhigurd@uBi 3 doRtdthe fevides et ed from
t he af orenenti oned account UO {IDQ I D3, IDOL Further, in order to alter

t he grouperregket Kafilon, the identifier 1DO of the node NO is renmoved from
the registration contents GL {ID3, IDG3 of the group GL in the user

i nformati on database DBu. 10 [0135] The nodification of the user's account
and the ﬁéﬁ#z in the user information database DBu is perfornmed in a
simlar r as the registration of the user's account and the group in

the uger inf %E‘%&&No%@ésa@l@%@cr yIE@'é a@i‘t@g”gfa‘ﬁltlé re?o? %ﬁ&ﬁfoﬁees t he

regi stering nmeans use of the I nput vi ce ‘fereb y deleting the

account an@bdlbvezs3b dtaod((n@nem ihegi 1ﬁItfa@-Eét®1ﬁk. OWhtalhehenMe NQidcemaksli ng the
domain D3 fromthe user information database DBu via the registering neans
RGL and trheivertpasentesiof thel dimaaQ D218 node NO aFheseridie igemntiontind mbdves user

i nformation database DBu i s announced to the input device IMvia the

r egi st er PHEZ AR TseRAE. Se“l*ﬁ%t“@f Kpelin the dampip Dedp |°B‘ﬁ‘“b¥h9ts|‘t§81%1§‘i’y $3#tr mat i on
dat ab f t di dtoth
at abase D%He %ﬂq Iif{r F]aP egEXatlr%ce:mg ns [Q[\eIZ I 1s o era P]n elrl)rlﬁw %e 0 €

I nput device qures fel ate el'€ti'6n and the

25pr qgedylogs NB20QedeSs ﬁ%%dt Rloat eotseqtaﬁtgr el atdwo é%‘ﬁ’enﬁd}%@ sPifgedures are
substantial ly same as the procedures P200 to P203 illustrated in FIG 4.

[0137] available in thedomairdDRg to the aforementi oned instance, in a condition
where the node NO 30 belongs to the domain D3, the account of the user UO
of the node NO indicates UO

[0125]
The above instance explains how to receive the service in the domain D2.
15  However, the above instance can be applied to a situation where the domain is
changed from the domain D1 to the domain D2. In brief, if the node NO stores the
three different types of the secret keys KO-1, K0-21 and KO0-3, the node NO can receive

the service in the domain D1 in addition to the service in the domain D2.

20 [0126]

Preferably, the node NO holding the different types of the secret keys
automatically returns to a condition of using the secret key K0-3 after a lapse of the
available period of the session key from the time at which the node NO terminates
receiving the service in the domain other than the domain D3. Alternatively, the

25  node NO returns to the condition of using the secret key K0-3 in response to

predetermined manipulation given to the node NO.

[0127]
Besides, the operation of changing the domain including the node NO may be

30  omitted. In other words, the node NO may belong to the plural domains
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{1D2, ID3, 'DO and the content of the group registration indicates Gl :
{1D3, IDOL. After the account and the group of the node NO regarding the
dormain D3 are deleted fromthe user information database DBu, the account
indicates UO: {ID2, IDG and the content of the group registration
indicates GL : {ID3}. 5 [0138] Subsequent |y, mani pul ati on of changi ng

the domaidimRithedubs. MRS iDLt Qod R0 AR nBRIel EOMBCERNE tKIOIRYiBesIR the

performed. In response, the node NO accesses the key distributing neans KD1
in a simlbadevehdnesinaPlchnd g evgntiiendberabde RO of peirmittdDtonectdvaNBet 0 t he hi gh
| evel domain fromthe |ow | evel domain (P900). The key distributing means
KDL checlkesriitreingbe bightleyeh dpmaingd@dr i nf or nati on dat abase DBu (P901 and
P902). In other words, the key distributing neans KDl confirms that the
node NO requests the reception of the service in the domain D2, with

r ef er%ncgoiﬂﬁthe user information database DBu. 15 [0139] Thereafter,
the key distributing nmeans KDl refers to the table illustrated in TABLE 1,

and sel ects g aguéhentidneabpigtioR aitsa B GeHtELS PiORiodd f tRaridhey €Har I ent
dormain D3 and the authenticating nmeans AM2 corresponding to the desired

dormai n 2GloB2in Phé theeyoddid frodpuhe dgmamdhbtokdbi dpegieB2, sindhvesigeltienbéd
aut henticating neans AM3 to check whether or not the authentication

dat abase “PB®i8¢ Heetomaie Dselchepodedy0 frop. the dempisPR tutheglorsin R cur rent
domai n Dy  TOUS, ¢ emélﬁg%%tg tlillo(?euf\lb Q%ré gg%‘a%g?@%gr&%&%déﬁgpg@g% [fae

aut henti cat'i on’dat abase ores t Secr 0 P906). 25

[014Qh domaixsgg%?%lfaﬂg b¥thelshiRilkEHodastdsl buting means KD1 accesses the
aut henti cati on database DB2 via the authenticating neans AM2, and picks up

the secret key KO 22 corresponding to the node NO fromthe second
aut henti cati on database DB2 (P907 to 30P910). [0141] Upon recei ving
the secreé®l29%y KO0-22, the key distributing means KDL sends the secret key

KO-22 to th NO (,P911). Further, the key. di i buti. Kl
Sdel ctes an SR ?@‘Omng_f%ejff%%‘ﬁﬁf?%l?rnradetgpr%ecﬁ%urh% R RR Y ?Iiaé’&_ et key
KO-3 1 1 OBk B Rl R 2L 4 QT ABARE ol D1 TRLOAG 1o G ARLNONS

prohibited to receive t servi ce aval e the domain
15 to belong to the domain D3, it is necessary to preliminarily add the user's account and

the group to the user information database DBu by use of the registering means RG1.
Subsequently, the node NO sends, to the key distributing means KD1, the domain
change request from the domain D1 to the domain D3. Upon receiving the domain
change request, the key distributing means KD1 selects the authenticating means

20 AM1 and AM3 based on the received domain change request. The key distributing
means KD1 sends the secret key K0-3 to the node NO by use of the secret key KO-1
recorded in the first authentication database DB1 and the secret key KO0-3 recorded in
the third authentication database DB3. Thus, the secret key retained by the node
NO is changed from the secret key KO-1 to the secret key K0-3.

25
[0130]

Besides, when the node NO belongs to the domain D1 (or D2), the node NO can

share the session key with all the nodes N1 (or N2) included in the domain D1 (or D2)
and therefore communicate with them in a secure manner. However, when the node

30  NO belongs to the domain D3, the node NO is permitted to share the session key with
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[0142] 10Li ke a situation where the domain D of the node NO is changed to
the high level domain, the entry of the identifier 1DO of the node NO and
the secret key KO3 may be deleted fromthe authentication database DB3 at
appropriate timng after the key distributing neans K D1 sends the secret
key KO-22 to the node NO. However, when the procedure (P912) where the node
NO sends @iy efekid@QWiINBAGIEER ffrmls Rhé BSRP TSIV R tHOR R N/ | NBetdiste SE mBlle kKey KO- 22
is adopted, the key distributing nmeans KD1 is preferred to delete the entry
of the i deédtdr coarmibedtefvithhemlnodd aANOdaB inhesesereindeey KO- 3 fromthe
aut henti cati on database DB3 in response to the reception of the
acknowl edgenent fromthe node NO Besides, the procedure P912 is optional.
20[ 0143] [ The node NO acquires the secret key KO-22 in the
af or enent%‘%%d manner. Thereafter, the authenticating nmeans AM2 distributes
t he sessi ] { SRR 2 t nodes NO and N2 by use of
t he sgcreﬁ?@ﬁ%%% 22 angd&gcﬁiﬁ@ﬁ ne \?\F[t@?ﬁ%ﬁgm three party key
di stributi onTRe @IR&Mg bridfexplhasBsiisasadeito drsebdidestdrRBangdhe thalos0sSbPN key
are simlar to the procedures P100 to P106 illustrated in FIG 2 or the
pr ocedur ése RP4GONO froh6 higH lgse¢lrdatadh tothEld lesel domthin.hek edroice ofignckxpl anat i on
thereof is deened_necessary. [0144] 30Wien the domain D including the node
NO i s chdhgeemring Mlttadd igwesmpigfiedi arcpmors. o Thakisypyide ahoyeenptapee. thhe node NO
may be peroggi\ﬁ)ed to receive the service avai.la
h

can receive a basic. service (e a sgrvice of u Qlt?niﬁlet evsll(%\elbellil tggmai n DL in
addi ti on 0" the S&FVICE AVai Tabi%e e A He UppeP toMai 1t ‘DI ¥owever, when the

donaiig D doRmaMiDE it &ﬁ@%e. NPLR&LANSS chs r&;lbf'%@ A6fkid £Q0L NEtHARRRTiAIDERI N D3

to the | ower domain D2, t node NO is no longer 5permtted to receive the

servi ce aVih kr&falkdtd thetdommaitpPeythd aotd NODL3n fdrolsloup hezeharrvatietticl cohad
operation instance indicates the process of changing the domain D of the
node NO foederincheled dmiliersapd domaimend dheiefrthe ddongrgaen ofi il nodgsripcess can
be applied %ati s nmutandis to a situation of changing the domain fromthe
domai n D?nfllr){g 'he domain D1 and a situation of changing the domain fromthe
domain D3 to the domain Di.

15  [0132]

Consequently, when the domain D of the node NO is changed from the high level
domain D3 to the low level domain D2, the node NO is prohibited to cooperate with the
associated node. When the domain D of the node NO is changed from the high level
domain D2 to the low level domain D1, the node NO fails to receive the paid service.

20 Besides, it is possible to change the domain D of the node NO from the domain D3 to

the domain D1 directly.

[0133]
The following explanation is made to a situation where the domain D of the node
25 NOis changed from the domain D3 to the domain D2. The following procedures can
be applied to both a situation where the domain D of the node NO is changed from the
domain D2 to the domain D1 and a situation where the domain D of the node NO is

changed from the domain D3 to the domain D1.

30 [0134]
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[ 0146] 15According to the account of the user Us recorded in the user

i nformati on database DBu, the identifier IDx of the node Nx i s associ ated
with the user Us, as described in the above. Further, according to the
regi stered group regarding the account of the user Us recorded in the user
i nformati on dat abase DBu, the node N is associated with the registered

group. 20 [O01ddider to chanBe tHEIRLLE BSS tRE nGRAN M GolnhBe A6HAHD3 &f thehe user Us
to the user informati on database DBu, the identifier IDx of the node Nx is

connect edlonmin B8, theédentidicofD sf tdhie H0dNOG4 sondved frotrhidhe vseuntBI0b\IRHe
registeri ns RGL irrespective of whether 25 or not the group

regi stratl ?)gn DG opheruseit in the wise igfprmeation detahaseDdtver Infieadnthegisstip, the

dentifi | Dx,.of dd to th d f th
oroun by hempid] R Pt Aokt e SONER e ek NP LB 2iY, ROOL LSRR (L0 o
from the {4s8miinf9s, rr@xtue%at%ga%efﬁe%r T3S 98] SIRNPGLERUPE id Gl reated as

an unregi stered account As described In the a ove t he

domai n ofdoinaén De@Ery B RBteLhanNGRE atirdiéntionb&acdoliet UsefIDef Ihd)egDohde adds its
account to the user information database DBu. That is, the domain D of the
node NO ifSirgieargediastienltehdeauetrentisbationghridemsifiaM B0 efftbrinpde NRés sessi on
key used in tﬁg correspondi hg donai Q the node NO under a 5control of

the key dF8PYS qulﬁlbe%&hr@tmfo%nfér}b‘ro{i 3,dD0Ypfthe erqyp4d) in the usqq

fol I owi ng, ﬁg thQ %hﬁf an exanpl e of the contents of the user

i nformation datab ase ‘'n TABLE 2, the value of the status indicates a
condiiyi on 10of the account. For exanple, value "0" indicates an

unregi stered account, value "1" indicates a registered account, and val ue
"2" indi¢a36s a del eted account. [0150] [TABLE 2] account group

The modification of the user's account and the group in the user information
database DBu is performed in a similar manner as the registration of the user's
account and the group in the user information database DBu. For example, a user

15 accesses the registering means RG1 by use of the input device IM, thereby deleting
the account and the group (group registration) of the node NO regarding the domain
D3 from the user information database DBu via the registering means RG1 and the

input device IM.

20 [0136]

The modification of the user information database DBu is announced to the
input device IM via the registering means RG1. Therefore, the modification of the
user information database DBu can be confirmed by use of the display unit provided
to the input device IM. Although these procedures relate to the deletion and the

25  procedures P200 to P203 relate to the registration, these procedures are substantially

same as the procedures P200 to P203 illustrated in FIG. 4.

[0137]
According to the aforementioned instance, in a condition where the node NO

30  Dbelongs to the domain D3, the account of the user U0 of the node NO indicates U0 :
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(group nane) node (identifier) status U GL N1, N2..., Nk-1 (ID 1, ..
IDk- 1) 1 Nk, ..., Ng-1 (IDk, ..., IDg-1) O none Nq, ..., Nn (IDq,
| Dn

{ID2, ID3, IDO} and the content of the group registration indicates G1 : {ID3, ID0}.
After the account and the group of the node NO regarding the domain D3 are deleted
from the user information database DBu, the account indicates U0 : {ID2, ID0} and

the content of the group registration indicates G1 : {ID3}.

[0138]

Subsequently, manipulation of changing the domain D of the node NO to the
domain D2 from the domain D3 is performed. In response, the node NO accesses the
key distributing means KD1 in a similar manner as changing the domain D of the
node NO to the high level domain from the low level domain (P900). The key
distributing means KD1 checks the account in the user information database DBu
(P901 and P902). In other words, the key distributing means KD1 confirms that the
node NO requests the reception of the service in the domain D2, with reference to the

user information database DBu.

[0139]

Thereafter, the key distributing means KD1 refers to the table illustrated in
TABLE 1, and selects the authenticating means AM3 corresponding to the current
domain D3 and the authenticating means AM2 corresponding to the desired domain
D2. The key distributing means KD1 requests the selected authenticating means
AMS3 to check whether or not the authentication database DB3 stores the secret key
KO0-3 corresponding to the current domain D3. Thus, the key distributing means

KD1 confirms that the authentication database DB3 stores the secret key K0-3 (P903

to P906).

[0140]
Subsequently, the key distributing means KD1 accesses the authentication
database DB2 via the authenticating means AM2, and picks up the secret key K0-22

corresponding to the node NO from the second authentication database DB2 (P907 to

P910).
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0 15 [0151] 5. PRRORITY OF CHANGED DOVAI N For exanpl e, when the
setting of the node NOis nodified, an event where the node NO fails to
obtain the session key used in the current domain D fromthe 20

aut henticating neans AMis likely to occur. The foll ow ng explanation is
made to an operation of changing the domain D of the node NO in response to
occurrence of the above event. [0152] As described in the above, the

aut henti cati on systemincludes the domains D1 to D3 constituting the

| ayered dptdilt ecture. The domain D3 is defined as a domain superior to the

domain D2. The domain D2 is defined as a domain superior to the 5donmain DI
I n addi ti on, URengpsiting thepagetkey K@ 22 fthe kendistubyting meansKBt sendsthe i ori ty)

Somarang 8t B ROFR A g 1ot MU ER DN pRES: W RF B0 LRe RIERIKEH] for cach
5  deletes an entry of the identifier IDO of the node NO and the secret key K0-3 from the

authentication database DB3. Therefore, the node NO is prohibited to receive the

service available the domain D3.

[0142]

10 Like a situation where the domain D of the node NO is changed to the high level
domain, the entry of the identifier IDO of the node NO and the secret key KO-3 may be
deleted from the authentication database DB3 at appropriate timing after the key
distributing means KD1 sends the secret key K0-22 to the node NO. However, when
the procedure (P912) where the node NO sends an acknowledgement in response to

15 receiving the secret key K0-22 is adopted, the key distributing means KD1 is
preferred to delete the entry of the identifier IDO of the node NO and the secret key
KO0-3 from the authentication database DB3 in response to the reception of the

acknowledgement from the node NO. Besides, the procedure P912 is optional.

20 [0143]

The node NO acquires the secret key K0-22 in the aforementioned manner.
Thereafter, the authenticating means AM2 distributes the session key dedicated to
the domain D2 to the nodes NO and N2 by use of the secret keys K0-22 and K2 in line
with the known three party key distribution protocol. The procedures of distributing

25  the session key are similar to the procedures P100 to P106 illustrated in FIG. 2 or the

procedures P400 to P406 illustrated in FIG. 5, and therefore no explanation thereof is

deemed necessary.

[0144]
30 When the domain D including the node NO is changed from the lower domain D1
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to the upper domain D2, the node NO may be permitted to receive the service
available in the lower domain D1 in addition to the service available in the upper
domain D2. However, when the domain D to which the node NO belongs is changed
from the upper domain D3 to the lower domain D2, the node NO is no longer

permitted to receive the service available in the upper domain D3.

[0145]

The aforementioned operation instance indicates the process of changing the
domain D of the node NO from the domain D3 to the domain D2. However, this
process can be applied mutatis mutandis to a situation of changing the domain from
the domain D2 to the domain D1 and a situation of changing the domain from the

domain D3 to the domain D1.

[0146]

According to the account of the user Us recorded in the user information
database DBu, the identifier IDx of the node Nx is associated with the user Us, as
described in the above. Further, according to the registered group regarding the

account of the user Us recorded in the user information database DBu, the node N is

associated with the registered group.

[0147]

In the process of adding the account of the user Us to the user information
database DBu, the identifier IDx of the node Nx is connected to the user Us or is
disconnected from the user Us by the registering means RG1 irrespective of whether
or not the group registration is performed. In the process of registering the group,
the identifier IDx of the node Nx is added to the group or is removed from the group
by the registering means RG1. Besides, after the account is deleted from the user

information database DBu, the deleted account is treated as an unregistered account.

[0148]
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[ 0154] Wth reference to TABLE 3, when the node NO joining the domain
D3 is no longer able to obtain the session key corresponding to the domain
D3 fromthe 15 authenticating means AM3, the node NO attenpts to change its
own domain D fromthe domain D3 to the domain D2 first. In brief, the node
NO tries to access the authenticating nmeans AM2 to obtain the session key
cor r espondi N@std@sdribed AOHRI boR2 thiMiéiaih e AR e NOhftahhSedddihgs i t he
session key fromthe authenticating neans AM2, the node NO intends to
change i tthe awar of Oivanatle Bdils Gputdoentiorthe nsdd3nfoemttien databage TPRu.DiThak is, bri ef
the node NO attenpts to access the authenticating nmeans AML to acquire the
sessi on I@é?d@@?“r”gsﬁﬁh@inﬁ@emlﬁ plangedrarihan the aythasBRting mreans AM when t he node

NO bel ongi ng to the domgin D2 c no | onger qbt aj t he sessjon key
cor rosportbIRETCA"E A GOmar TR P61 RO AUPRAREREAR b i SOAVEE: fhe node
NO trises Cg&rglt@@g@%éaéﬁﬁ%wggggmlags Rp1rQm Jagy QeQUi'ﬁé.” D2 to the domain D3. In

ot her words, the n S to access the authenticating neans AMB to
obtain the session key corresponding to the domain D3. When the node NO
fails to receive 5 the session key fromthe authenticating nmeans AM3, the
node NO tlp149% to change its own domain D fromthe domain D2 to the domain
D. That is, the node NOintends to access the authenticating nmeans AML to

obtain the sébsfdrvrey el edpdistenan exrmple ofdegrntepts of the peezs)
Furt her, iV\égrenI}a’}ior}ledaQa aese I}Ed Oihrll ﬂ%&% tgg \r/r%BIIHQ opclheis§atﬂ%ﬁpld?c%geesrat (??Qlldﬁiotno
’ o] e

acqui re the session Key correspondl ng e domain f'om

aut hgpt i oatHNGJBANSFAMkambREvAREH € NeY it fes hin LbES:tdRd GBRNYE vhi "ewn domai n
D fromthe donain D1 to the domain D2. In other words, the node NO attenpts
t 0 accessndifidesnaidptaitied ationgt, mavalvdNR" ibdidactesaldeaddtad héveusiessi on key
corresponding to the domain D2. Wen the node NO cannot receive the session
key fromthe authenticating neans AM2, the node NO intends to change its

own domai[ fromthe domain DI to the donmain D3. That is, the node NO
tries to ss the authenticating neans AMB to obtain the session key
correspoWAQgEtzg the domain D3. 20 [0157] In the present operation
instance,the three domains DI to D3 are enployed. The fact that the node

NO fail$ to obtagin fhe s#8&i on key as a resedet of trying tos%bttain tihe
sessi on|key* P8t t he gtherndyg domai ns woul didepdi cate tHat t%&"fiode [NO can

no 25 |l pnger obtain|the sessionikey fromany authenti catling means ANL to
AMB. In|this case, the node NOis resetNbL&Z-+.NK-hitial gqtate gnd then is
new y added to the information ¢ommuniggyj onpetyork NT. [0158]

G1
Nk, ..., Ng-1
U1l 0
(IDk, ..., IDg-1)
Ng, ..., Nn
none 0
(IDq, ..., IDn)

15
[0151]
5. PRIORITY OF CHANGED DOMAIN
For example, when the setting of the node NO is modified, an event where the
node NO fails to obtain the session key used in the current domain D from the
20  authenticating means AM is likely to occur. The following explanation is made to an
operation of changing the domain D of the node NO in response to occurrence of the

above event.
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30As described in the above, upon acknow edgi ng that the node NO can no

| onger obtain the session key of the authenticating neans AMof its own
domain D, the node NOtries to access the other domain D in accordance with
the rule 3 shown in TABLE 3 in order to acquire the other session key. The
order of the authenticating neans AM which the node NO accesses to try to
obtain tHeisgssion key is prelimnarily 5 determined with regard to each
dormai n whi ch has a probability of including the node NO. The node NO tries
t o access t hdsaatdnbad ictte a’mgvefmhmwthb/hﬁi@tiohrsgstmmtihcludlﬁss:hpdeuiemrm toed
order. In the rule showm in TABLE 3, the priority order of the domains Dis
det er mi ndef @%thwatth? g CERIrPaFIH b0t e t%i@m} lrs defi Il*?&lrﬁg‘é’dd‘{%altlhe domai n D

whi ch is superi or t he . EXAMPLE., OF ACCESS
CONTROL SRR B st BAdY SERGPeRS D iq PR e A0B B uPRO R Pt ance.
each of tfig.nope '\ﬁla(d&au&noayg’ﬁovmmﬁpmmwfgul& Ltk dPaftoilcP Y i) Vi Ce-
By contrast, each of the node Ns (N be 15configured to provide
mul ti pl e of ekiangtSthe ldBmbll B tawhahGaeRbde Ned6ldns0d @ rddsirétbssr bechcdunidigur ed to
determ ne for each service whether or not it provides its service to the
node NO IFor exanple, when paynent is necessary for enjoying a service in
the domain D2, the service is prepared with regard to each of different
fees. 20[ 0160] In the foll owi ng explanation, the identifier of the
node Ni ;iuﬁipressed as IDi. Further, the identifier Bj is allocated to the
service the node NI provides or receives. Mreover, in the follow ng
expl apat ifpARBLERE term "service Bj" nmeans the service specified by the

i denti f irer—Bj—25-106161]—Fhe condition where the node N is enabled to
provi de |t t femedt vi ce @ﬁels i ndi cated by the access restriction (N provide
Bj). The node N camppggforn1three types of process (a reading process, a
writing|probéss, aﬂﬁﬁaﬁ exlecuti ng process) as a process of 30receiving the
service|Bj. The ¢ V8 n where the node NI is enabled to performthe

D2-D3
D2
D2-D1
D3—-D2
D3
D3—D1
[0154]

With reference to TABLE 3, when the node NO joining the domain D3 is no

longer able to obtain the session key corresponding to the domain D3 from the

15 authenticating means AM3, the node NO attempts to change its own domain D from
the domain D3 to the domain D2 first. In brief, the node NO tries to access the
authenticating means AM2 to obtain the session key corresponding to the domain D2.
When the node NO fails to receive the session key from the authenticating means AM2,
the node NO intends to change its own domain D from the domain D3 to the domain

20 D1. In brief, the node NO attempts to access the authenticating means AM1 to

acquire the session key corresponding to the domain D1.

[0155]

Likewise, when the node NO belonging to the domain D2 can no longer obtain
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readi ng process, the witing process, and the executing process with regard
to the service Bj is indicated by the access restriction (N

read/ wite/ exec Bj). The above information (access restriction) with regard
to each node Ni is prelimnarily recorded in the authenticating neans AM by
use of the input device IMor the |like. Wien the 5 authenticating nmeans AM
gi ves t hethsessiorkek@yrrbopdiald th ekl Main D2Er@d MCadtRERIdABLE @bahs AMHVi ded to
a correspondi ng node Ni. [0162] In each operation instance as described in
t he abovehe nhée N0 tessioshengxitentn démained) Fomddtie ddinainsD2 hcthediechaimDBhe ext ent
of the domain, and the access restriction is perfornmed for each node. By
cont r ast , IitReE EATdH dhagodertO pesks fhegcpssithe agideatipriingaeansrANB & @jtaist  each

node Ni into provision informti,on and ception infor i..on, the access
restrict itgﬁ S%glr?n\é{é%y pErfer ﬁ%&g?%theedé’é’}?l% t at'i"6A ﬂi“?w’&‘?‘%&g@aiﬂﬁ ' FE°Y8r vi ce Bj.
Ther ef0r §he bLaiGioR! 1Y BlonS@le\WuishtihtiRE R EXSAMBANG08L NOACHS RPGRNDE its@Nd the
access lb5restriction is perfornmed for each service Bj. [01631 For

i nst ance,ownhiniadd® NGh kRCAIaa D thetdyhed B (Thheiss efevidele NI inbp@dat i ng t he
firmvare) provided by the node Ni in the domain DI. In this instance, the
access 20p eseed hejagbhaqniiontieaie819 AMido phieimdeesssigrelsyrdoctesmd{d topr ovi de
Bl) are recqorded in the authenticating nmeans A ML (the authentication

dat abaset&%‘?’al[ﬂdﬁgﬂ For instance, the node NO receives the paid service
B2 provided by the node N2 25in the domain D2, and the service B2 includes
the readi ng process and the witing process. In this instance, the

aut hant i gatsehg neans AM2 stores the access restriction (NO read/wite B2)
and the access restriction (N2 provide B2). For instance, the node NO
recei ves t heFpaher, stenitoen®E Mo piniide chddonidie Dldedeo Mhgbnalilbéo goien D2, t he

service B2' includes only the reading process (such as the firmare
updat i ng t]%(éﬁ\ﬂ;le%}{_ey corresponding to the domain D1 from the authenticating means AMI1,

the node NO first tries to change its own domain D from the domain D1 to the domain
D2. In other words, the node NO attempts to access the authenticating means AM2
15 to obtain the session key corresponding to the domain D2. When the node NO cannot
receive the session key from the authenticating means AM2, the node NO intends to
change its own domain D from the domain D1 to the domain D3. That is, the node
NO tries to access the authenticating means AMS3 to obtain the session key
corresponding to the domain D3.
20
[0157]
In the present operation instance, the three domains D1 to D3 are employed.
The fact that the node NO fails to obtain the session key as a result of trying to obtain
the session key from the other two domains would indicate that the node NO can no
25  longer obtain the session key from any authenticating means AM1 to AM3. In this
case, the node NO is reset to its initial state and then is newly added to the

information communication network NT.

[0158]

30 As described in the above, upon acknowledging that the node NO can no longer
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30ln this instance, the authenticating neans AM2 retains the access
restriction (NO read B2') and the access restriction (N2 provide B2').
[0165] In order to enable the cooperation between the nodes NO and N3 in
the domain 5D3, the access restriction with regard to the service B3

provi ded by the node N3 needs to include the executing process in addition

to the reatlilghdER668 kePHtht REtHMNLIEANG REACESOR of kBEWRIBMRin DNheaaeSSs
restriction (NO read/w rte/exec B3) and the access restriction (N3 provide

B3) are rNeoicadatdesd the oalbdridentaic Btih Ageondans wAth\tha rulb G (hbG6]in TABLE The
aforementioned relations are illustrated in TABLE 4 and TABLE 5. The access
restrictionrierdp caqwer thy ofppisgssipngiey. r Ehoprdetiof the pHeheaticHens neants ng neans
AM The ess restriction recarded in the authenticati means AMi s

pr ovi ded%@w}l%ﬁﬁﬁé@%ﬁ&%‘gﬂ%ﬁ&g Ui to,oRLAE FHfeeeSTIOR KBt Pipﬁ%?rpwgr@he sessi on
key tq t i .1 he. I ] ' e

ot hegt | oy Mot Retfh QOG-Bagh Qi LR RIE) Brob BRI SERORAIARNL RMIC,
[0167] [ MBLEW InodONBitFe Ot dcedid tRE 2 S@EMiiGRin2GERSS AM S ihCkitanniL firmiare

update NO read B1 Ni provide Bl D2

predetermined order. In the rule shown in TABLE 3, the priority order of the
domains D is determined such that the domain D of the node NO is changed to the
domain D which is superior to the current domain D.

10
[0159]
6. EXAMPLE OF ACCESS CONTROL PERFORMED FOR EACH SERVICE

In the above operation instance, each of the node Ns (N1 to N3) is configured to

provide a single service. By contrast, each of the node Ns (N1 to N3) may be

15  configured to provide multiple services. In this arrangement, each node Ns may be
configured to determine for each service whether or not it provides its service to the

node NO. For example, when payment is necessary for enjoying a service in the

domain D2, the service is prepared with regard to each of different fees.

20 [o160]
In the following explanation, the identifier of the node Ni is expressed as IDi.
Further, the identifier Bj is allocated to the service which the node Ni provides or
receives. Moreover, in the following explanation, the term "service Bj" means the
service specified by the identifier Bj.
25
[0161]
The condition where the node Ni is enabled to provide the service Bj is indicated
by the access restriction (Ni provide Bj). The node Ni can perform three types of
process (a reading process, a writing process, and an executing process) as a process of

30  receiving the service Bj. The condition where the node Ni is enabled to perform the
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accounting service between regi stered devices NOread/wite B2 N2 provide
B2 D2 firmvare update NO read B2' N2 provide B2' D3 cooperation service in
regi stered group NO read/ wite/exec B3 N3 provide B3 20 [0168] [TABLE 5]

service outline of service

reading process, the writing process, and the executing process with regard to the

service Bj is indicated by the access restriction (Ni read/write/exec Bj). The above

information (access restriction) with regard to each node Ni is preliminarily recorded

in the authenticating means AM by use of the input device IM or the like. When the
5 authenticating means AM gives the session key to each node Ni, the above

information is provided to a corresponding node Ni.

[0162]
In each operation instance as described in the above, the accessible extent of the
10 node Ni is included in the extent of the domain, and the access restriction is
performed for each node. By contrast, with dividing the information regarding the
service Bj at each node Ni into provision information and reception information, the
access restriction can be performed for each operation included in the service Bj.
Therefore, the plural services Bj are executable at each node Ni, and the access

15 restriction is performed for each service Bj.

[0163]
For instance, the node NO receives the service B1 (the service of updating the
firmware) provided by the node N1 in the domain D1. In this instance, the access
20  restriction (NO read B1) and the access restriction (N1 provide B1) are recorded in the

authenticating means AM1 (the authentication database DB1).

[0164]
For instance, the node NO receives the paid service B2 provided by the node N2
25  in the domain D2, and the service B2 includes the reading process and the writing
process. In this instance, the authenticating means AM2 stores the access restriction
(NO read/write B2) and the access restriction (N2 provide B2). For instance, the node
NO receives the paid service B2' provided by the node N2 in the domain D2, the
service B2' includes only the reading process (such as the firmware updating service).

30 In this instance, the authenticating means AM2 retains the access restriction (NO
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detail of service Bl firmware update updating the firmvare for no fee B2
accounting service between regi stered devices providing the service for a
fee B2' firmnare update updating the firmvare for a fee (addi ng new
functions) B3 cooperation service in registered group enabling the
cooperati on between the nodes designated by the user [0169] In the present

oper at i Onrehd BABEE thd AReRER RPN PG AE B20. t he domain D shares the
session key with the node N included in the domain D, thereby receiving the
[0165]
In order to enable the cooperation between the nodes NO and N3 in the domain
5 D83, the access restriction with regard to the service B3 provided by the node N3 needs
to include the executing process in addition to the reading process and the writing
process. Therefore, the access restriction (NO read/wirte/exec B3) and the access

restriction (N8 provide B3) are recorded in the authenticating means AMS3.

10 [0166]
The aforementioned relations are illustrated in TABLE 4 and TABLE 5. The
access restrictions indicated in TABLE 4 are recorded in the authenticating means
AM. The access restriction recorded in the authenticating means AM is provided to a
corresponding node at the time of distributing the session key to the nodes N
15  belonging to the domain D corresponding to the authenticating means AM. TABLE 5

shows an explanation of each service Bj.

[0167]
[TABLE 4]
domain outline of service access restriction
D1 firmware update NO read B1
N1 provide Bl
accounting service | NO read/write B2
D2 between registered | N2 provide B2
devices
D2 firmware update NO read B2'
N2 provide B2'
D3 cooperation service | NO read/ write/exec B3
in registered group | N3 provide B3
20
[0168]
[TABLE 5]
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5service fromthe node Nin the domain D. Additionally, the present
operation instance adopts the services Bl, B2, B2', and B3 together with
the rules shown in TABLE 4 as the access retrictions, thereby enabling the
node NOto receive the finely classified service. 10[0170] I n ot her
words, the session key common to the node NO and the node i ncluded in the
sane domai Re®ices seemtlingofdsevicnde NO  Thdetflofgervicae node ND is pernitted

to receilve t]'glf ST ﬂ&@a{erh‘d'&@e ex‘ﬁ{gatihygﬁgﬁgmpxret' 0 'J gui mD. Further, wth

dividing the information concerning thé service Bl Into the| provision

i nf or mati on and t1emmem@mg@nwm&%hanﬁmgnheﬁkabﬁMslbessibIe to performthe
ation included in the servige Bj. In other

tORE" ; ( :
wor ds, each node Szf%e mul tiple services. Further,|wth

determining the ruflevifesr the accless restriction, it is enabled to linmt an
extent wthinmwhith the serviceof —thedongin-P-tsayartabte. 20[ 0171]

For i nstlancego't he ﬁ?%?g Iggkéct§upﬁgn§§$@ﬂggwﬁﬁ' SUch as the pai d service
of updatling the f{rmware for the (addieg NOvhyna®esiof the registering means
RGL. | n this—nst aéb‘éeéraﬁ%)n%é}&'%vgé i N ERBEE 4’00tei1!gtiéibb' S2od Bt iction (I1DO
read B2'\) amghthe acteds res riéilonﬁ'ﬁﬁf ﬁ?OV|dE(§593 are| recorded in the
user infiormati on gat@eseedBoup Thexdes deségnaidiehy thikeismode NO pbt ai ns t he
sessi on key—used—+nthedomarnbB2—fromthe—authent+cating—reans AM2, the
node NOis permtted to access only the limted service B2' such as the
pai d seryice. of updating the firmvare. The access restriction 5is recorded
in the ui%#manfornation dat abase DBu, and thereafter is recorded in the

aut henti cati S .correspondi n f {. t henti.cat i on
dat abases DBQQ?%%%%§f€%%%§“‘h}SﬁgfaﬁgePeéggggngﬁggﬁ%Hﬁﬁﬁgggggﬁ&?ﬁﬁ node N
Al t er nat igNeidhsioh By FHBARS nb&SNihGhddANnTRY dOBainas AhERy kdbelyil; el r espondi ng
node N after being recorded in both the user information database DBu and

t he abit heatvice dtamn theneda N AMhé doh@ioDr eAdditichally, deprefent operatibhent i cat i on
dat abases DBl to DB3). [01721 Wth regard to the access restriction for the
servi ce, lltsl‘i@lcﬁ@d@pbﬁr’ﬂ%ﬁ srRyvices Bbdi, B2, apd B3dpgather wish the rudessbewsdnt he node

trying t vide . the service, unless the access 1lbrestriction regarding
the 1 eadi APt bESHE HrEads rcEo1L HuT R b B NG i iehe finc)

classified service.

access restréftio1b&gke§§%p
NS can p

10 [0170]

In other words, the session key common to the node NO and the node N included
in the same domain D is sent to the node NO. Therefore, the node NO is permitted to
receive the service in the extent limited by the domain D. Further, with dividing the
information concerning the service Bj into the provision information and the reception

15 information, it is possible to perform the access restriction for each operation included
in the service Bj. In other words, each node Ns can provide multiple services.
Further, with determining the rule for the access restriction, it is enabled to limit an

extent within which the service of the domain D is available.

20 [o171]
For instance, the user UO selects the service B2' such as the paid service of
updating the firmware for the node NO by use of the registering means RG1. In this

instance, as shown in TABLE 4, the access restriction (IDO read B2') and the access
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receive the service and the access restriction regarding the providing
process (provide) is recorded in the node trying to provide the service.
The service becomes invisible where there is no correlation between the
information of the access restriction to the node enjoying the service and
the information of the access restriction to the node 20providing the

servi ce. rtheicabIBD2 grbAde@BY 8rd RB4HEECILHR B WRIrnatibh lh%@dsd OBGONCeal the
avai lability of the service. [01731 Wth reference to TABLE 4, the node NO

cannot r édegtfozewhéretlmerode (N dB2ainethd deesidbhecheseNan tid dmsaih M2 fa@o elss
restriction (NO read BZi&M?s recorded in the node NO and the access
restri ct isowhquipapngpeges £M2) theqrode dPrigpernpitted fieagoteorlpthe limitee set ting

di th ) trictign.i s _no erforped in at |east one
(actual | e iR o ROPe SR e rote e PR TEERT Gur L 16 SEEF 6 8o1 he
servige and..bheqdeae N2y (ISR dGHEd DB, REOMIG Heh G REEMEE S tHet 1S

e t

i npossi ble for the no NO t o acknow edge the 30exi stence o e service

B2' . Therstin@icatifg mSa0s®l RlcerrtHos@ing@at of the aseankiestiddathpey DB1e node
NO. [0174] For instance, comunication between the nodes in different
domai ns e PR%s aBddatthedis recoadrdan dbncerespoling oot Ndehltérahtivay ahe onshi p
between the different domains. In this instance, the node is permtted to
recei ve PRESEESENTI0R Ryt RG ©eodrdit hedorgsromdingdipde Naftrdetiereerdstt itdomai n

wi t hout ¢hanging its own d in. 175 OBesi des,. t he conf.identi al
oo n DS e ! R BT DB FR RORR: Sk Mo BOAM GO 0

bet wagn tc@ﬁefg)@qgi%gtohé BHOR At DR nRlcsi A 4 A9PRLDDB1N, IFBAPL OKNi ght . The presence
of the confidential relationship between the different domai ns neans t hat
the different domains share their domai n keys (secret keys).

[0172]

With regard to the access restriction for the service, the node trying to receive
the service fails to access the node trying to provide the service, unless the access
15  restriction regarding the reading process (read) is recorded in the node trying to

receive the service and the access restriction regarding the providing process (provide)

is recorded in the node trying to provide the service. The service becomes invisible

where there is no correlation between the information of the access restriction to the

node enjoying the service and the information of the access restriction to the node

20  providing the service. Therefore, the above feature can be well utilized to conceal the

availability of the service.

[0173]
With reference to TABLE 4, the node NO cannot recognize the service B2' of the
25  node N2 unless the access restriction (NO read B2') is recorded in the node NO and the
access restriction (N2 provide B2') is recorded in the node N2. If the setting
regarding the above access restriction is not performed in at least one (actually, the
node NO) of the node NO (Nu) configured to receive the service and the node N2 (Ns)
configured to provide the service, it is impossible for the node NO to acknowledge the

30  existence of the service B2'. Therefore, it is possible to conceal the service B2' from

_53_



15[ 0176] Further, in the above instance, a set of the authenticating
means AM and the authentication database storing nmeans DS is provided for
each domain D. In brief, the present systemincludes the three

aut henti cati ng neans AML, AM2, and AM3, and the three authentication

dat abase storing neans DS1, DS2, and DS3. However, 20 the present system
may i ncl udenoddSdead of the three authenticating neans AML, AM2, and AMB,
si ngl e aut henticating nmeans configured to function as the three

aut henti cati ng neans AML, AM2, and AM3. The present system may i ncl ude,

i nst ead 3f the three authentication database storing neans DS1 to DS3,
singl e aubhEticati on database storing means configured to function as the

t hree 25auth%ntic§%ﬂon dat abase ztorinq mea s.D&% to 83.&{0177 As
described i nT PhESEESTEOMIHRIGHAL RREVes R Aeds &t Al < SPRRTS R es a

pl uralki t ¥,gh1ed ﬂ?a&gxqﬁﬁce %Rﬁa%UBH@é?lttfa? ?Jlét@(ﬂlsﬂﬁ)tmggl’ thk ra?ffquﬁ%%dlff@t I'ng
means, the user 30 infornation database, and the key distributing neans.
Each nodénithiscaaneet 8@ dode i@ riitdéDfomtdi @nthe QpEiid seabic® prottlewWdl khe The
plurality of the nodes includes the node adapted to be used by a user, and
t he node nodnin g deiferent ¢gommin dethoncleagingots owithdoraainhent i cati on dat abase is
configured to have information regarding a plurality of the domains defined
with regard to the information comruni cation network, and is 5configured to
prelirrin%ﬁlfS store the different secret key for each domain with regard to
t he single node used by the user. The authenticating neans is configured to
seargh the apthent itabhAfeinl A M Mthedid domhalidias Redernafih QBiARI N the
secret key corresponding to the donmain including the node. The user

i nf or mat icanmalaications betiwgen ol h@les edotigh gieqrlerdl Hemames aw KirysKoaghat iTig t he
node used by the user with the node 10configured to provide the service.
The key #resentenithaepnidanisalirelationshinbetagen the diferent demiips mpaphthathange
request of the d in.including .the node fromthe same node used by the
user, chg}&ek‘s'gﬁ’éet“ﬁ ?ma’r"sﬁﬁ?regh@g&?@?‘q YS#%Tﬁ%ﬁysg‘at abase stores the account
regardi ng the node. The key distributing neans is configured to, upon
acknow edgi ng that the user information database stores the account

regandi ngpt7be 15 node, obtain the secret key corresponding to the
post - changed domai n of the node by use of the authenticating neans, and
send t he obtBurbker, sedreebokeipstance, hesehofttbe atihiensivd trenteoest AMgandeaas i s

configured to, after qbtaining the secret key which the node used by the
user useduihgntisptioglatabane ploeias aensap BS g pearided fapeach domain ReyInpiiecth t he node

uses to communi cate wi.t he. ot.her ngde..in.the posi-ch ed in, and 20
G err ! pul TR RSl dud BEnP RIS AR R ettt e BRAME DO LR0R 1 ane

line with,@EBpsast:AMRERLA 88LLAR ABRAEM-RYs DSE 1982, L8 DRBCT BbwkRY, used in
t he post-changed donain. [0178]
20  the present system may include, instead of the three authenticating means AM1, AM2,
and AM3, single authenticating means configured to function as the three
authenticating means AM1, AM2, and AM3. The present system may include,
instead of the three authentication database storing means DS1 to DS3, single

authentication database storing means configured to function as the three

256 authentication database storing means DS1 to DS3.

[0177]
As described in the above, the present authentication system includes a plurality
of the nodes, the authentication database, the authenticating means, the user

30  information database, and the key distributing means. Each node is connected to the
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251 n other words, the authentication system of the present enbodi nent

i ncludes the user node Nu, a plurality of the service nodes Ns, the

aut henti cati on database storage unit DS, the authentication unit
(authenticating unit) AM the user information database storage unit DSu,
and the key distribution unit (key distributing unit) KDl. The user node Nu
i s adapt gdfolRahén tpeduii¥aBor$@orkEaaite PUSAIIM SFEhOREIR s Neclhdos ¢ROFdQUr ed to
provi de a service corresponding to its domain. The authentication database
st or age uwidiapteDFo bs uedrifyi qyusee thridocths modecdnlieusdith @ ndvidaits emvidat dthese ( DB1,
DB2, DB3) in which the secret key of the user node Nu is prelimnarily

r egi st er edithanticatagrhdatebatiens eynfiparedrp hapginforppéion aegaatingayplptalithef theer node
Nu is configured to differ accordi to a domain D. The user .information
5dat abas &° &Sa%én%mt oo ShsPTTEan CHmEEBRBGPHECTEER AAr mat | on

dat abgse DRk o MLENRb0GIFEERN Do HEEHN] OlrAIBP R A0bNGo R HAUTRE gl LN the

user node IS regl stere e user node I'S contigured to s he

domai N Chapgesih @6 WBEd udeQ biyhBe K8, TBRE hi Ui @MingHhdanKRlconfiguted@o i Nf or mat i on
conmmuni cation network NT in order to request changing fromthe current

domai n D storcimihecimthbticasion datdesdNuitb ebgamd so the tode ahd detmir e sdowbkey D t o
whi ch the user node Nu intends to belong. The key distribution unit KDl is
conf i gur erreongingio thecdamain dgndybng theenode c hifgeser syoraattioydiahase iuser node
Nu, check et h [ t the user .information t abase DBu stores the
necount  SelBEaFTa 0Bt atedfp i i i e et BE e B B e ey
di st npbutch R Lo JE¥idb ShLQRFiLAUMEE Kef diddRPRiACKPAV i€ ARG { R upde user

i nformati on dat abase DBu 15stores the account associating the desired

domai n Drideiving the cisfge RQAest Mfithealdbailimidchalisetieaiodk 6ymothe sh@e us@s node Nu
associated with the desired donmain D by user of the authentication database
(DB1, DB2sediB3hhegtsor, ebedkrvhetkerautniot e wsat inder nepdioatstasabase stozegedheini t DS, and
send the obtajned secret key to the user node Nu via_the_ information
conmuni c&F°BR W@%@P&tl}eﬁoﬁwe bt K HitF BHEP S et {5 CRNRFEE EhfPglir ed 20t o,

ft th N i : t | . desired
et SR PR D R BB GO0 SRR bl e

the user np@debiin BathetRE kSLENIEFNIREEL0 NS polt@ihaRgH It On b cdREE bpd domai n
Dwthin the desired domain D, and encrypt the created session key with the

secret kaye ciohe esfientiating wwediseantbsindate domiied sEyretkel ®ehenbdwe dher ypt ed
sessi on ;ﬁe{h to the user node Nu via the 25 informati on conmuni cati on

net wor k RFthepgatgle means is configuenddiongfterbtaiaingtbe ssretdirh Seiichethe nodpen t he
dorsi n D, including. the node NO ysed by the user b5 preliym ngri y, recor ded
node uses to communicate with the other node in the post-changed domain, and
20 distribute, to the corresponding nodes, the session key authenticated in line with a
message authentication manner by use of the secret key used in the post-changed

domain.

[0178]

25 In other words, the authentication system of the present embodiment includes
the user node Nu, a plurality of the service nodes Ns, the authentication database
storage unit DS, the authentication unit (authenticating unit) AM, the user
information database storage unit DSu, and the key distribution unit (key
distributing unit) KD1. The user node Nu is adapted to be used by a user. Each

30  service node Ns is configured to provide a service corresponding to its domain. The
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30t he account is registered, the key distributing neans KD 1 sends the
secret key corresponding to the domain Dto the node N. Further, the
session key is sent by use of the secret key. Consequently, with using the
account for distributing the secret key, it is possible to change the
domain D defined by the secret key in a secure manner. Further, the session

key is disfthddich@ish BYtabsR Mrabd18nis B i€lodBYir BRA:EUhS LhtheRi@BeR domain D.
Therefore, the session key is used in only the correspondi ng donain D.

Thus, it dasalpes HB1,ORL) DBRwewhichltbe seratilee of themsbehaly Nu avi ded beyond t he
domain D. [0180] 10Further, the registering neans nmay be attached to the
user i nf drAimingwilyeasissered forpqeh demrintR (P hdPZP3hs The seemt keyofebe neerr egi st er

t he account response to.mani pulation of the input device adapted to be
oper at ed 159 4§ & lg[“ﬁ%%tf]dl%%lar‘fg%fl}?@rmwa?}n §cc@ﬁ%ﬂ‘?ﬁ§ 8T At er r ed

aspect, Ifag, Al Qt%g%g'e%?lﬂ 5% Eyc%hﬁ%ar%gli(% SFe. £nd %'s%&qgiﬁ)rhl%oﬁ 8963%55@151'39” uni t

(registering nean connect e e user information database storage

uni t DSu.in Whech giasdouat 1A iddsod®Elngd $ d6ART WA hE Qséreae W ige account in
the user information database DBu in response to mani pul ati on of the input
devi ce | Megdapided The uber nede dNubiy codfesungkto. seBQ theddB2]in changeAsquesptatibned i n
t he above, the present enbodi nent includes the input device |Mwhich the
user usese¥ fisbipreion wit BDdrvip theanfesmation commppisatigenctiaroNen ioster dat abase
DBu. Accaording.to this confiquration he setting of th cecoun nd t he
di st ri butr ol eReridrel Heriaf hpan g I shfh e s meb SRy ISRE ke B, 11T 1

possiihl e deQrd AWML D (3G INEE tHe! de¥r Rdel g jxﬁkﬁ&s%%foh?.n Ble kY1 SEHEbn KEY -
[ 0183] Further, in a specific node of the donmains, the node nmay

provi de angKWbi tcobfigided cqapen addeivinghicotath sodee uspdstdyorh ik wser . The
regi stering neans may be
node Nu, check whether or not the user information database DBu stores the account
associating the desired domain D with the user node Nu. The key distribution unit
KD1 is configured to, upon acknowledging that the user information database DBu
15 stores the account associating the desired domain D with the user node Nu, obtain the
secret key of the user node Nu associated with the desired domain D by user of the
authentication database (DB1, DB2, DB3) stored in the authentication database
storage unit DS, and send the obtained secret key to the user node Nu via the
information communication network NT. The authentication unit AM is configured
20  to, after the user node Nu obtains the secret key corresponding to the desired domain
D, create the session key used for encryption communication between the user node
Nu and the service node "Ns" belonging to the desired domain D within the desired
domain D, and encrypt the created session key with the secret key corresponding to

the desired domain D, and send the encrypted session key to the user node Nu via the

25 information communication network NT.

[0179]
According to the present embodiment, when the domain D including the node NO
used by the user is preliminarily recorded in the user information database DBu and

30  the account is registered, the key distributing means KD1 sends the secret key
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configured to record a set of the cooperating nodes as a group in the user
i nformati on database in response to mani pul ati on of the input device. The
aut henti cati ng means may be configured to, upon being requested by the node
used by the user to change its donmain to the specific node, transmt the
secret key for the specific domain to the 5user's node when the user

i nf or mat i efred@habas thd QLSnTD® G adPe NNCFEdhaY tRNRstisR kepisRoflEhd t he
node of the specific domain. [0184] In other words, according to a

pr ef er r edf dgpectet kehe (rinseciently, with tkieg hiodessoig fidistribudieg thdieecedgoper at i on
service node N3 configured to provide the service in which the cooperation
servi ce M6¥et Peyblsdp shangeine Hoppw B definaddgehrigecratieeyipgiseewei ng means RGL

is configured to.register a.set of .th S node. Nu and .t he coo ation
service AHERe TG eaRifikea haiintAE by ECE PEa R KV GrERRET R coponse
to magl plé!aéﬁ H(ﬁﬂaing.t ﬁ%ek&&‘é? tH NG iR i BRU, oqw/fh%%rrké\ﬂonaﬁl% dﬁ%m
distribution unit 15 KD1 is configured to, upon receiving the donal n change
request fD.orMhubeit iks@issiBlA pNetent IR ribierhie beidk pretidddigeyus®thd dvheiifat i on

dat abase DBu stores the account associating the desired donmain Dwth the
user nodd-Nu and al so stores the group indicative of the set of the user
node Nu and the cooperation service node N3 belonging to the desired domain
D. The key distribution unit is configured to, upon 20 acknow edgi ng t hat

t he user (i)lrgfopr mat i on dat abase DBu stores the account associating the
desired domain D with the user node Nu and al so stores the group indicative

of the set ofuither, UseregROdenNdeARMNEE: £0QIMEH 3 RS LMY GtRade N3
bel onging to the desired donain D, obtain the secret key of the user node

Nu associdatabdseni tIhe trégistdeiag hednsdmahfigiRethyo tegesterdthe hb@uauinhestdnsatd on

dat abase (DB1, DB2, DB3) stored in 25the authentication database storage
uni t, andaddidatioieofdbe Hins devecrdaptedelp begpetped et uptdde Nu via t he

i nformati on communi cati on network NT. [0185] As mentioned in the
above, the plural nodes N belonging to the sane domain D 30is permtted to
forma greuwp and cooperate with each other. Here, the distribution of

15 In other words, according to a preferred aspect, the authentication system
further includes the registration unit (registering means) RG1 connected to the user
information database storage unit DSu. The registration unit RG1 is configured to
record the account in the user information database DBu in response to manipulation
of the input device IM adapted to be used by the user.

20
[0182]

As explained in the above, the present embodiment includes the input device IM
which the user uses in order to record the account in the user information database
DBu. According to this configuration, the setting of the account and the distribution

25  of the secret key are performed separately. Therefore, it is possible to improve the

security of the distribution of the secret key.

[0183]
Further, in a specific node of the domains, the node may provide a service of

30 cooperating with the node used by the user. The registering means may be
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the secret key used in the domain D (D3) enabling the cooperation of the
nodes Nis permtted when the nodes N formng the group is recorded in the
user information database DBu. According to this configuration, the group
is confirmed in addition to the account of the user. Therefore, it is
possible to distribute the secret key in a nore 5secure manner. [0186] Upon

bei ng r eqypstadd Byrdehi@d R4 6f #heboRYatiktendds€hs h @rdupangke e ifdFheAdn domai n,
the key distributing neans sends the secret key of the new donmain to the

10r equestdatgpanoteresgdree eambheipulaiparnt tieciapbut dgyideheThe kuibwh @dgaendansr om t he
requesting node, the key distributing nmeans may delete the entry of the
secret keyaykegynfiguredo, pirevibeirs reipated byrthernedrensedbridhe Reeatts errngatibase.

0187] 15 t d f d t,.th di st t t
(Key 0 SCPRBER Frige RBiheyi4p S8t 9 Ghraatt b bpoey Bherorns The
acknow e%@f@ﬂ&defv&}%‘ t‘n@ ‘aséﬁgforﬂﬁgggn &Maﬁﬁ%%"m%?ﬂ%' Gu Hl%lu%l‘?x?gf e JSEYs

correspond| ng to the desired donain to the user node Nu In response to t he

domai n changend aguest of telpbafit hemsacr et key corresponding to the current
domain D fromthe authentication database (DBl, DB2, DB3). 20 [0188]

As described in the above, the secret key (the entry of the secret key) is
del et ed fronﬁthe aut henti cati on database (DB1, DB2, DB3) in response to the
receptloﬁ t he acknomﬁedgnent after the distribution of the secret key to

the nOde N. ﬁc rGId{?VQ tOCCgI' é)tacl(irrél"eir% a%i[)fl%c nt'thﬁgﬁura?igp(%% I bl(feﬁtI\P aVOI d a

contradiction %etmeen the sec e entry of

the §6Cr ghcli@Y thécdoPBradidh Q@Mde%laé 83 cGﬁlﬁéQ@&? €0 §19%ke thBlrvieBR withch woul d
ot herwi se occur due to a failure of communication. Therefore, it is enabled
t 0 succesbd tlobyracihangeic heddNBebspebhtes lithdhagsdrhedadbe Nhe 38fi&288¢
means RG1 is configured to register a set of the user node Nu and the cooperation
service node N3 in the user information database DBu as a group in response to
manipulation of the inputting means (input device) IM. The key distribution unit
15 KDI1 is configured to, upon receiving the domain change request from the user node
Nu, check whether or not the user information database DBu stores the account
associating the desired domain D with the user node Nu and also stores the group
indicative of the set of the user node Nu and the cooperation service node N3
belonging to the desired domain D. The key distribution unit is configured to, upon
20 acknowledging that the user information database DBu stores the account associating
the desired domain D with the user node Nu and also stores the group indicative of
the set of the user node Nu and the cooperation service node N3 belonging to the
desired domain D, obtain the secret key of the user node Nu associated with the
desired domain D by user of the authentication database (DB1, DB2, DB3) stored in

25  the authentication database storage unit, and send the obtained secret key to the user

node Nu via the information communication network NT.

[0185]
As mentioned in the above, the plural nodes N belonging to the same domain D

30  is permitted to form a group and cooperate with each other. Here, the distribution of
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Upon acknow edgi ng that the node used by the user no | onger obtains the
session key fromthe authenticating neans, the node used by the user may
try to obtain the session key corresponding to the other domain in |ine
with the order prelimnarily determned with regard to the donain to which
t he user node belongs. 5 [01901 In other words, in a preferred aspect,

the user thedeerMNkeyusc®@ (HQWLRRI4 D.(DUPALASK HRMEHGhNEH bitat nbie Nser node Nu
no | onger receives the session key corresponding to the current donmain D

from t he mutitést wiat themoded N fAding eguastp ishecadsbinthe kieyr ih@ematiespondi ng to
the other domain Din line with the order prelimnarily determned with
regard t clatahase Bas nApsordingfe Bhs edndisuedionndeerowr epoitgeed ipedditipnig

apparent fromthe ove, n t he . node N sed t he user . no. |l onger 15
D e i ey oAb e DRkl AR R e L TR A RE ARt KROm Bt used

by the u§£§u@5h§gg's to acquire the session key fromthe authenticating
means AM of the other donmain D. According to this configuration, it is
possible to increase the possibility of restoring the communication in a
priority order even if the comunication using the session key is failed.
For exang0®6lwhen the node fails to 20obtain the session key used in the
domain D providing the paid service, the node requests the session key used
in the donmi NPPR BPggireusgtedve the edesused by dhe Tira e ehnnge thaupidsi bility of

obt ai ni ng t he %Eesl%el g&lsﬁkrﬁ%ml?% nll'lesa%s (s)e];n tsr%ge geec%{teigeyl(()?ﬁl St I(50 stored in the node

. . Oma%xh e new n% 11 .to the .
is given 10 € no N sSuth an instance, the’node can obtain tThe session

key apd rr@cﬂlé@ﬁﬁ% hok. Ch‘ﬁ_@ﬂgft&f, ubb@r&_@ﬁﬁ{-gthac]?—rﬁ)w_[lgﬂg%gﬂent from thDr eover, the

node providing the service may provide the services of different types. The
aut hent i eaquestinglatdeh dsckdyrlystsibatigg nehnd may ideletd the epafyfod thd degret lkey access
restriction for each service provided by the node. The authenticating nmeans
may 30sended nethp pronenstdoorin fpmtthe agtheatisatiansdatikaspon t o t he nodes when

di stributing the

[0187]

15 In other words, in a preferred aspect, the key distribution unit (key distributing
means) KD1 is configured to, upon receiving the acknowledgement from the user node
Nu after sending the secret key corresponding to the desired domain to the user node
Nu in response to the domain change request, delete the secret key corresponding to
the current domain D from the authentication database (DB1, DB2, DB3).

20
[0188]

As described in the above, the secret key (the entry of the secret key) is deleted
from the authentication database (DB1, DB2, DB3) in response to the reception of the
acknowledgment after the distribution of the secret key to the node N. According to

25  this configuration, it is possible to avoid a contradiction between the secret key held
by the node N and the entry of the secret key in the authentication database (DB1,
DB2, DB3) which would otherwise occur due to a failure of communication.

Therefore, it is enabled to successfully change the domain D including the node N.

30 [0189]
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session key to the nodes. [01931 In other words, in a preferred aspect, the
service node Ns is configured to 5provide the services of different

cl asses. The authentication database (DBl1, DB2, DB3) is configured to store
t he access restriction information for perform ng the access restriction
for each service provided by the service node Ns. The authentication unit

AM i s confi guipefl abithow@ititdaffeasdle LESE by (el @Br hdfoREERILEARS tiR t he user
node Nu and the service node Ns when distributing the session key to the

user 10 mneskor\keyddn tirea ghemicaeing att@anbishe pOdOukbd by the Aserdesctry bed i n t he
above, when the node groviding t he service provides the services of
di f f er entobtappéhe sesgien fesceosrespengking ot the athes dpmpfnoinding With theqrRerser vi ce on

the 15basis.of the information stqored in the authenticatio t abase (DB1,
DB, - DBAPre IR e TaE A ORI it FULE (RS DAt AR HERE ¢ he
servige is limted by the range of the domain and further the accessible
range i s determ ned for each service. Therefore, it is possible to provide
the servijgmoMthin a nore limted range. For exanple, when the domain D
offering the paid service is provided, the access 20restriction is

per formed foin ehehwselsyincepreirtdd dshed, Bwenamgente Ny isiconfignrpdésiupbe t o
provide different service with regard to each of different fees.  CLAI M 1.
An aut heriekroatlpdgingsthet dha wsEprisNRGo lepegs Bceivatideagsptelen GrisePusde by a

user, to the current domain D from the authentication unit AM, request the session key

10 corresponding to the other domain D in line with the order preliminarily determined

with regard to the domain D to which the user node Nu belongs.

[0191]
As apparent from the above, when the node Nu used by the user no longer
15  obtains the session key from the authenticating means AM, the node Nu used by the
user attempts to acquire the session key from the authenticating means AM of the
other domain D. According to this configuration, it is possible to increase the
possibility of restoring the communication in a priority order even if the
communication using the session key is failed. For example, when the node fails to
20  obtain the session key used in the domain D providing the paid service, the node
requests the session key used in the domain D providing the free service. Therefore,
the possibility of obtaining the session key by use of the secret key still stored in the
node is given to the node. In such an instance, the node can obtain the session key
and request the change of the domain D.
25
[0192]
Moreover, the node providing the service may provide the services of different
types. The authentication database may store information for performing the access
restriction for each service provided by the node. The authenticating means may

30  send the information for the access restriction to the nodes when distributing the
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5a plurality of service nodes each configured to provide a service
corresponding to its domain; an authentication database storage unit; an
authentication unit; a user information database storage unit; and 10a key
di stribution unit, wherein said aut henticati on dat abase storage unit
is configured to store an authentication database in which a secret key of
sai d usergep@slekdvStoRh&hddisnarily regi stered for each domain, the secret key
of said user noéé bei ng configured to differ according to a donain, 15
said user information database storage unit being configured to store a
user infaormation database in which an account used for associating a domain
with sai dOi®ér node is regi stered, said user node being configured to send

a domai n change . .request.to said ke istributio i.t vi.a an jinformation
comuni cat i oﬁ‘gﬂ@t‘e PR i BPeT e a%@%u 5P AR Sdﬁc‘?l?fﬁﬁf?}lt(?urrent domai n

to whizch 544 H%%%rxﬁ&%fﬁ@%?%ﬁ%la%&’ebs? @'ﬂé&&tﬁgnﬁ%@ﬁh%&aﬁ)a}é\@im, i user node

i ntends to bel ong, sai stribution uni't being configuréd to, upon

recei Vi nOB)Es gl fedab3nge tHaquas tredtFiond Siifdnasieh fiiqieforehigake Whet her or
not the user information database stores the account associating the

desi red dosras reswiit¢tiondar ehchservigegatevidgbbydtheeyra&diogde Nsbutthen unit bei ng

configured to, upon acknow edgi that the user informatjon database stores

. upon ackno g i
t he accodfthoadisaiarmnnihdM ireopayrptr wordhnagmesresicon sdprmi todht ai n t he

secret key of id user node assqci at ed,. h..the desired d in by user of
Phe out hatelo M P Al ARGE ARRRE Sl lh AT RRLEE R BTRE DY UBOT O

uni t ,jpang,,3eNe 4nhenobt3i-pedasrRer et key to said user node via the
i nformati on communi cation 30 network, and
[0194]
As described in the above, when the node providing the service provides the
services of different types, the access restriction is performed for each service on the
15  basis of the information stored in the authentication database (DB1, DB2, DB3).
According to this configuration, the available range of the service is limited by the
range of the domain and further the accessible range is determined for each service.
Therefore, it is possible to provide the service within a more limited range. For
example, when the domain D offering the paid service is provided, the access
20 restriction is performed for each service. With this arrangement, it is possible to

provide different service with regard to each of different fees.
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said authentication unit being configured to, after said user node obtains
the secret key corresponding to the desired domain, create a session key
used for encryption conmuni cati on between said user node and said service
node belonging to the desired domain within the desired domain, and encrypt
the created session key 5with the secret key corresponding to the desired
domai n, and send the encrypted ses€ggggﬁﬁg to said user node via the

i nformati on conmmuni cati on networKk. ut hentication systemas set forth
inclaiml, wherein sai d aut hentication system further conprises
a registration unit connected to 10said user information database storage
unit, 1. Aﬁad ?hern%géﬁgr{%ﬁfe% dﬁ%r‘isul?ge' ng configured to register the account
in the user orrmation datapase 1n response to mani pul ati on of an i nput
devi ce adaptg@s&quh@au@@gdbymim@dmganmeﬂ53 An aut hentication system as set
forth in claim?2, wherein the plurality of said nodes includes a
coopebat i on selwnbty af seeiceanflegrack dotfgupedioi rdevide 8 eenviceeoiraspaniliclg tgai d
cooperation service node cooperates with said user node, said registration
unit belﬁﬁc@éﬁﬁPgured to register a set of said user node and 20said
cooperation servgcehglmn qlthgsgigr |nfornat|on dat abase as a group in
response to nanlpu I'on oflpﬁe |nﬁ%t évice, said key distribution unit
bei ng confi gy €8t RsicHRRNii€cel ving the domai n change request from said
user node, check whether or not the user information database stores the
account assosiuadriinfyrinatiotiésiabed taapgt aniMddd sai d user node and al so stores
25the group indicative of the set of said user node and said cooperation
servilee nodeabey distrigionomithe desired dommin, said key distribution unit
bei ng configured.to, n ackno%%'q%_ that the user ipformation database
stores the aWE%‘i?fﬂsaégg eat TR é"cFed’é‘htd?ﬁo %“ﬁeﬁgﬁ*sﬂorﬁﬁgr node and

2l 50 St oL emohiE ORI St DB, L i0lcs b4k H3RLaNgIR AN sal d

cooperat|on Service no onging to esire Oobtai n the
secret keyi@breaahdeddb@bmangde associated with the desired domain by user of

the secret key of said user node being configured to differ according to a domain,
15 said user information database storage unit being configured to store a user
information database in which an account used for associating a domain with said
user node is registered,
said user node being configured to send a domain change request to said key
distribution unit via an information communication network in order to request
20 changing from a current domain to which said user node belongs to a desired domain
to which said user node intends to belong,
said key distribution unit being configured to, upon receiving the domain change
request from said user node, check whether or not the user information database
stores the account associating the desired domain with said user node, said key
25  distribution unit being configured to, upon acknowledging that the user information
database stores the account associating the desired domain with said user node,
obtain the secret key of said user node associated with the desired domain by user of
the authentication database stored in said authentication database storage unit, and
send the obtained secret key to said user node via the information communication
30  network, and
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the authentication database stored in said authentication database storage
unit, and send the obtained secret key to said user node via the

i nformation communi cati on network. 54. An authentication system as set
forth in claim1l, wherein said key distribution unit is configured to,
upon receiving an acknow edgenent from said user node after sending the

secret key ceridespRidicAgort Onit Beind@shiREe DRNRItE: da@l G GhollS S¥tam@dRBe | N
response to the domai n change request, delete the secret key correspondi ng
to the cuerehkexdomeisporfdingriotthe desitddelviria¢atcrone datwbadey ukéd r An

aut henti cation systemas set forth in claim1, wherein sai d user node
i s confi FRFBRTEB CONPHRICAERABEEERyPHE uettarods And spideerigsarodp delopgigerto r ecei ves
t he sessi,on key .correspondi 0.t current domain from.said

bt hent | CF Ao B PR e by R oo SR ARH G iR ot her
domai B i Ryikih PR sorecbNeRfbsPhillfhe B b ABLRA dodn¥hiflel-QrBhd e Mchfpesegard to the
domain to which said user node %elongs. 6. An authentication system as set
forth in seborikel, towh@rnaennski via s ivifoemation eorhmuaRafibghstedrt.o provi de the
services of different classes, 20said authentication database being

configured to store access restriction information for perform ng access
restriction for, each service provided hy. said service node, and

sai d autﬁ% F%%k?ﬁﬁaﬁﬂ}ﬂwﬁﬁ?ﬁ@“ﬁéﬁ*?ghﬂéﬂnédwg%ﬁﬂlthe access restriction
i nf or nation %@d%ﬁtﬁnﬁ%%onn@ggegﬁﬁﬁith%?Icgmggge\élaCr g@?r%%aﬁ"@%{% cgﬁée}c{édqlélt ing the
Sessli on key to sal user "'node an sal servi ce noae.
10 said user information database storage unit,
said registration unit being configured to register the account in the user

information database in response to manipulation of an input device adapted to be

used by the user.

15 3. An authentication system as set forth in claim 2, wherein
the plurality of said nodes includes a cooperation service node configured to
provide a service in which said cooperation service node cooperates with said user
node,
said registration unit being configured to register a set of said user node and
20 said cooperation service node in the user information database as a group in response
to manipulation of the input device,
said key distribution unit being configured to, upon receiving the domain change
request from said user node, check Whether or not the user information database
stores the account associating the desired domain with said user node and also stores
256 the group indicative of the set of said user node and said cooperation service node
belonging to the desired domain, said key distribution unit being configured to, upon
acknowledging that the user information database stores the account associating the
desired domain with said user node and also stores the group indicative of the set of
said user node and said cooperation service node belonging to the desired domain,

30  obtain the secret key of said user node associated with the desired domain by user of
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the authentication database stored in said authentication database storage unit, and
send the obtained secret key to said user node via the information communication

network.

4. An authentication system as set forth in claim 1, wherein

said key distribution unit is configured to, upon receiving an acknowledgement
from said user node after sending the secret key corresponding to the desired domain
to said user node in response to the domain change request, delete the secret key

corresponding to the current domain from the authentication database.

5. An authentication system as set forth in claim 1, wherein

said user node is configured to, upon acknowledging that said user node no
longer receives the session key corresponding to the current domain from said
authentication unit, request the session key corresponding to the other domain in line
with an order preliminarily determined with regard to the domain to which said user

node belongs.

6. An authentication system as set forth in claim 1, wherein

said service node is configured to provide the services of different classes,

said authentication database being configured to store access restriction
information for performing access restriction for each service provided by said service
node, and

said authentication unit being configured to send the access restriction
information to said user node and said service node when distributing the session key

to said user node and said service node.

_64_



