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DI G TAL CERTI FI CATE STATUS This application clainms the benefit gfmi%
States Provisional Patent Application Ser. No. 60/365,518, file ,
2002, the entire disclosure of which is incorporated herein by reference.
5 BACKGROUND Technical Field This invention relates generally to the field
of secure MABOP6Hi ¢ nessaging and in particular to BERCAB3HAYE he status of
digital certificates. 10 Description of the State of the Art Known secure

messagi Ng. ¢l $PHEM ARG METHOD FORPEHEXRINY BiGI PRl BERTIFRATE $RAREPP! | cal | ons

operating on desktop conputer systems, maintain a data store, or at |east
a dedicated data Stﬂii@-ﬁﬁali@'ﬁ@rﬁolaiﬁm@fhe%@ﬁéﬁf@fUM@&thﬂeé‘lgrobi%ﬂhlrl PRbAtON such as 15

digital certificates. A digital certificate nornmally includes the public
key of an epplicayioreSer, Nue60/36551 B diRatMdroh 2002002186 britive dideRtburk 6 ihWnd t o t he
public key with one or nore digital signatures. In Secure Miltipurpose

| nt er net Mis incdixdraind herals by ®fdvbridE) nessaging, for exanple, a public key is
used to verify a digital signature on a received secure nmnessage and to
encrypt % session key that was used to encrypt a nessage to be 20 sent. In
ot her secure nessagi ng schenes, ‘Publ i c keys maybe used to encrypt data or
nmessages. |If a public key is n e at the nessaging client when

required for encryption or digital signature verification, then the
di gi tal ceL-Mé—‘E' s |l oaded onto the nessaging client before these

operations can be pgrformed. . Nor mallr\(, a digital certificate is checked
against a Certifica s invgntion relates generally to the fleld of secure electronic

messaging and in particular to checking the status of digital certificates.
10
Description of the State of the Art
Known secure messaging clients including, for example, e-mail
software applications operating on desktop computer systems, maintain a data store,
or at least a dedicated data storage area, for secure messaging information such as
15  digital certificates. A digital certificate normally includes the public key of an entity as
well as identity information that is bound to the public key with one or more digital
signatures. in Secure Muitipurpose internet Mail Extensions (S/MIME) messaging,
for example, a public key is used to verify a digital signature on a received secure
message and to encrypt a session key that was used to encrypt a message 1o be
20 sent. In other secure messaging schemes, public key-rs may be used to encrypt data
or messages. If a public key Is not available at the messaging client when required
for encryption or digital signature verification, then the digital certificate is loaded onto
the messaging client before these operations can be performed.

Normally, a digital cerificate is checked against a Cettificate
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1 9 SEP 2006 WO 03/079626 PCT/ CA03/ 00403 Revocation List (CRL) to
determne if the digital certificate has been revoked by its issuer. This
check is typically performed when a digital certificate is first gggpi kit
and periodically thereafter, for exanple, when a new CAL is received.
However, CRLs tend to be relatively bulky, so that transfer of CRLs to
messagi ng QG MA719%6265 consunmes consi derabl e conmuni cat | peT/€g8OMPTes, and
storage of CRLs at a messaging client occupies significant nenory space.

CRLbased rHasasd 08 (ORBt SetefilRHHiRe b BrfRaR TR BRIl I3 Ve and tine

consum ng. These effects can particu y pronounce messagi ng

clients opegsaéi Mhisthe 1§ BHRAS pERdNLE whE® HRIAMA CarkiiicAR 1§18 re8svegWhi Ch operate
wi thin bandwidth-limted w reless to conmuni cati on networks and may have

limted praoepsicizaiyiteraatenist exeMple wies. a ndwICRU® rbéesidd. HewWeO@at i on status is
updated in CRL-based systens only when a new CRL is distributed. One
al t er nat i vé&Rishentetofher reldiivgivt alkycer thaf frarafee of 6RDs &t messagihg@tileatschecki ng
i nvol ves querying renpte systens that naintain digital certificate
r evocat i fon ContNgs congdaratie ceraminication esources eandf styegre b CReg@t res transfer of
| ess information, reduces the conplexity of c(cl))__{]?}er ations that are perforned
at a messadiGiERANGICEN ogoypiehrgniican memorkspacs: iChh-basesravpcation staghsgi t al
certificate %nd msigﬁal SO ‘?3’8\” de re tinely digital certificate
revocat i on CBSHE G 7R BPFRSBYINESP ANF fimecgnseing, U wse €fesisrRe8 beThe Onl i ne
Certificati t col %SOCSW?? l.s.an iléustratj e ex | e of such a
schene. 20 pg@\%g%r rg%\?\ﬁng%@é% e g{lﬁq't%,?pgrg '{geﬁl‘b‘ﬁlf%‘?ﬁﬁdwﬁb' imitations and
latency reRgehunibdes € dkRQWN ke | : j for se nmessagi ng
clients operati rrillg on W T8 ess m@?fake&g‘@m%dgg@lﬁ%r{ﬂ{%@i @EQ%SSUMVARY -2 T
9 SEP 2006 gommunication networks and may have fimited processing and memory resources.
In addition, revocation status is updated in CRL-based systems only when a new
CRL is distributed,
One altemative scheme for digital certificate revocation status checking
involves querying remote systems that maintain digital certificate revocation status
15  information. This type of scheme requires transfer of less information, reduces the
complexity of operations that are performed at a messaging client to check the
revocation status of a digital certificate, and may also provide more timely digital
certificate revocation status information relative to CRL-based schemes. The Online
Certification Status Protocol (OCSP) is an illustrative example of such a scheme.
20 However, wireless communication system bandwidth limitations and latency render

these known schemes inappropriate for secure messaging clients operating on

wireless mobile communication devices.

SUMMARY
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WO 03/ 079626 PCT/ CA03/ 00403 According to an aspect of the invention, a
systemfor determning a status of a digital certificate fromstatus data
stored in a status provider system conprises a client system conpgi f]%ﬁ
client nodule, the client nodul e operable to generate and provi de status
request data corresponding to a status request for the 5 digital

certificat @FBL%Iansni ssion fromthe client system EBEeRICAQ/HCei ve digit al
certificate status data for the digital certificate in response to the

status request, a”dAccard_Plb%(Xn§¥p°éc?6‘f‘t§é)i'?§?éniti§ﬂ,'ﬁ%yﬁerﬂrf&)ﬁétémmﬁ%}%’ the proxy
nodul e operable to receive the status request data transmtted fromthe

client syststausdic digifal ceFeaeION KBS URa stdArAéigus YRViderddbemf or the
digital certificate status and provide the query data for to transm ssion

from t he proorprisey st cliettaystérm catalsing aplanvinciis, hpshetmodulgbpetableher  oper abl e
to receive the status data fromthe status provider system generate the

di gi tal certe peretada andpraxide statia regubstslatd corespdnding tost stedusctequastfarthei ved, and
provide the digital certificate status data for transm ssion to the client
system § n dgialofediipate fax tiamsraisgiom Eemabe clent systenh and o derelversligital syst em f or

15 handling djgital certificate status check services for a client system
conprises &epicHEstatus datadny thadigial earifigats jpepe)saip theistatussequash @0t o recei ve
fromthe cljient system f.i.rst di'ﬁi(%%lr certi fi[ﬁﬂa\te status check service
request dat™PYFYSETFOYIRFISRG 2Ry Fioqui: the giowy modyle operablg IRtecevRtPet 0, t o

i.Qi Lf . h . i d d
0o ot ovi e T refledl 8 BRIl frp iy BB ARE S RENRE G equast aat a
Lo provide The S rar cal | | d
aystom - angenyrad oy biaTor il o s bafidfi o e ief Salen' S8 PLETL O
check Sey Vieasfiich 69 Md bey Yot ) Bl b6l ShBhumneipnk servi ce

provider system to generate second digital certificate status check
servi ce datopelaple &retdive the status Hatatticdii tha lstafR dvideE snt baidasie Hlaeck  service

data received, and to provide the second digital certificate status check
-3 1 SEP 2@@fkal certificate status data based on the status data received, and provide the
digital certificate status data for transmission to the client system.
In accordance with another aspect of the invention, a system for
15 handling digital certificate status check services for a client system comprises a proxy
system comprising a proxy module operable to receive from the client system first
digital certificate status check service request data for a digital certificate and, In
response thereto, to generate second digital certificate status check service request
data and to provide the second digital cerlificate status check service request data
20 for trans‘mission to a digital certificate status check service provider system, and
further operable to receive first digital certificate staius check service data from the
digital certificate status check service provider system, to generate second digital

ceriificate status check service data based on the first digital certificate status check

service data received, and to provide the second digital certificate status check
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WO 03/ 079626 PCT/ CA03/ 00403 service data for transm ssion to the client
system wherein the second digital certificate status check service data
conprises a subset of the first digital certificate status checE{f rVi (ée
data received fromthe service provider system A system for handl S@ép 006
digital certificate status check services for a 5 digital certificate, the
digital ceMQPBpUsbe status check services provi ded byrer/diagionded

certificate status check service provider system operable to receive query

data for a seflicdldaf fof Hahdnlissicd! & b Hidhk s?él&ﬁkwﬁé?élﬂ e LR SRftar | N aNOt her

enbodi nent* of the 1invention, conprises client systemcorprising a client

modul e Opero@ﬁh@té@atuﬁf@&@ée@m%’lﬁtawoﬁﬁéh@@ afs%seidf%f’lli’ﬂt dighaPBerfiichat di gi tal
certificate status check service to request data corresponding to a digital

certifi cat etaisaheck sehivekiaescsivee irbm thessedliiptdlder Gyeteinl f i cate, and to receive
first digital certificate status check service data in response to the
first digital certiA isystenefesthacding cigeallcesifica status eltack servided foy awher ei n t he
first digital certificate status check service request data conprises a
subset df tdigltalpadifigatel shedigitgl cerificeiegtatiesl cheelr senfides atovided by aslightleck ser vi ce
request. 15 A nethod for handling digital certificate status check services
for a di g|°?'§T'°a@e‘5rtﬁ‘ti‘~°f‘Ph(?%s@w'qerﬁ’@"!ﬂebﬁ%t&m opeiable {9 reepive awendeie ffBeck servi ces

provi ded by, ertifjcate status check service provider system
operable t& g%@c“@% %ﬁus@?%f ¢fecl, spyice Jeaugstyiin anothes ambofimenk o5 gt us check

i - f h
the steps dlomen &%ﬁ%e%nga it SRR bR T o i n 50 Lo
conprises a.dbai tal,, LP f r&ihfosiol S rd%hélr?:gglﬂéatgé &t?tlu§ %ﬁécﬁ(' dohfz@t € status

check servic regue ata conprisin uery data where the

data itgm ‘Fé’-t{’@ét'dﬁﬁ%oﬁesp@hcﬁﬁgtﬁ'a d?@l"aideﬁ'tlﬁ@él& @tatuE’Et?Bék gér@fae fdng dgb\tﬁ' tal

certificate status check service reques transm ssion to a pr oxy
system andertifa®), didie redbigs ﬁrald.g&an:bmfdafe%fteﬁus%aéwsﬁrv@@&&&.n yisee data from

the proxy systemin response to the digital certificate status check
service - 4o the fiEfdighBIReriificate status check service request data, wherein the f_H’St digital
certificate status check service request data comprises a subset of the query data for
a digital certificate status check service request. | |
15 A method for handling digital certificate status check services for a
digital certificate, the digital certificate status check services provided by a digital
certificate status check service provider system operable to receive query data fora
digita! certificate status check service request, accordi;]g to a further aspect of the
invention comprises the steps of receiving a data item, determining whether the data
20 item comprises a digital certificate, generating digital cettificate status check service
request data comprising a subset of the query data where the data item comprises a
digital certificate, providing the digital certificate status check service request data for

transmission to a proxy system, and receiving digital cenificaie status check service

data from the proxy system in response to the digital certificate status check service
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WO 03/ 079626 PCT/ CA03/00403 request data. In a still further enbodi nent of
the invention, a nethod for handling digital certificate status requests
between a client systemand a proxy system conprises the steps of
receiving at the proxy systemdigital certificate status request % SR 2008
transmtted fromthe client system generating query data for the digital
certificat®OBAM6 i n response to receiving the digitaCT/casnidi cat e st at us
request data, transmtting the query data to a status provider system
recei vi ng agqubkt@iafal OXy system status data fromthe status provider system
in response?o the query data, generating digital certificate status data
based on the st at usin@adinfurBeeintdimerid e iasid, bimdhddTer hah@ingi gi t al
certificate status data to.the client system BRI EF DESCRI PTITON OF THE
DRAW NGS Fidtgital lcetiicate Istatiekrequeyr tietvezh sadieAk BRI AYd BRsGOGysignsystem Fig. 2
is a block diagramillustrating a secure e-mail nessage exchange 15 in a
nessagi ng syspiises theistgps ¢f rewivinglat theproxdisugerndigidl certificpiststatusirenoks#tnent i ng a
digital certificate revocation status check system Fig. 4Ais a flow

di agr am 9 | 198t8t fransmitigd drometfigodliedf systamc eneiating clueey date dortth¢ idighale r evocat i on
status. 20 Fi 4B is a flow diagramillustrati ng another nethod of

checki ng dicﬁﬁi[?‘é‘ie stlys ipjrespengedo FQS?‘ES'B%\WPSI@“@P%‘(@"G iatds regugskdata. | ock di agr am

of a syste ntin certificate, .revocation status check
yst e hav TR PR LT3 P AR HvEPt e oo e #PEESFE 2 bl ock
di agr am of cation device. 1 9 SEP 2006 WO
0'3 / 87 9626 3@%&%&%@8@&% Srm? ST Eg sysrl Im in re'sponse to\ﬁ"ne tuary dafa, generata%g

digital certificate status data based on the status data received, and transmitting the

10  digital certificate status data to the client system,

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a block diagram of an exemplary messaging system.
Fig. 2 is a block diagram illustrating a secure e-mail message exchange
16 in a messaging system.
Fig. 3 is a block diagram of a system implementing a digital certificate
revocation status check system.
Fig. 4A is a flow diagram lllustrating a method of checking digital
centificate revocation status.
20 Fig. 4B is a flow diagram illustrating another method of checking digitai
certificate revocation status.
Fig. 5 is a block diagram of a system implementing a digital ceftificate
revocation status check system having multiple proxy system client modules. |

Fig. 6 Is a block diagram of & wireless mobile communication device.

“5- .



Fig. 7 is a functional block diagramillustrating the processing of a
digital certificate status request. Fig. 8 is a block diagram show ng a
conmmuni cation system Fig. 9 is a block diagramof an alternativieg gpp 2066
comuni cation system s Fig. 10 is a block diagram of another alternative
comuni cation system DETAILED DESCRI PTI ON A secure nmessage i s a nessage
t hat has b&¥h3@%¥essed by a 1o nessage sender, or peEHCAIIodeM

i nternedi ate system between a nessage sender and a nmessage receiver, to

ensure one of ot el B8 &uRRRAISR Al ARl LBIREMN o 30d uoer

aut henti cation. Conmon techni ques ecur e nessa nclude signing a

message Wi tdigial shirtitdt@btatis ged@bdr € and/ or encrypting a nessage. For exanple,
a secure nessage nmay be a nessage that has been signed, encrypted,

encrypted and 15 t hEig. &is gk diagradispowity @bshhlifdatienssint ed, according to
variants of Secure Miltipurpose Internet Mail Extensions (S/MMg). A
messagi ng client al Figyisis a biogk tiegrammf ahalemaiive copeiunicationtsgstécei ve and
possibly also send messages. Messaging clients nmay operate on a conputer
system # handhel d Hevi@é adfockdjagsmef asotikar citematidesdmminivatidn

communi cations 20 capabilities. Many nessaging clients al so have additi onal
non- rressagi‘?fﬂe?‘uncti ons. Fig. 1 is a block diagramof an exenplary

nmessagi ng system The system 10 Includes a Wde Area Network (WAN) 12,
coupled to a conputer system 14, a wireless network gateway 16 and a

corporate Local Area Networ%%é%gﬁgh 9 SEP 2006 WD 03/079626

PCT/ CA0O3/ 00403 The wirel ess 16 is al so connected to a

W rel ess conmuni cat j . N i gh irel ess nmobjl e communi cati on
device 22 ("mobile }a%\@/?ucrg et@@al{é |g% hess‘é’&e ﬁ-nat %aéMbeen processecP l)y a

10 message sender, or possibly an intermediate system between a message sender
and a message receiver, to ensure one or more of data confidentiality, data integrity
and user authentication. Common techniques for secure messaging include signing
a message wifh a digital signature and/or encrypting a message. For example, a
secure message may be a messags that has been signed, encrypted, encrypted and

15 then signed, or signed and then encrypted, éccording to variants of Secure
Multipurpose internet Mail Extensions (S/MIME).

A messaging client allows a system on which it operates to receive and
possibly also send messages. Messaging clients may operate on a computer
system, a handheld device, or any other system or device with communications

20 capabilities. Many messaging clients also have additional non-messaging functions.

Fig. 1 is a block diagram of an exemplary messaging system. The
system 10 includes a Wide Area Network (WAN) 12, coupled to a computer system

14, a wireless network gateway 16 and a corporate Local Area Network (LAN) 18,
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configured to operate. An exenplary nobile device 22 is the type discl osed
in United States 5 Patent No. 6,278,442, entitled "HAND HELD ELECTRONI C
DEVICE WTH A KEYBOARD OPTI M ZED FOR USE W TH THE THUMBS, " t he i egltf{gfe 2005
di scl osure of which is incorporated herein by reference. The conpu ”
system 14 is a desktop or laptop PC, which is configured to communicate to
the WAN 12WOMR[W9%$% may be a |arge network, such as tReVCamompet , for
exanpl e. PCs, such as conputer system 14, 1o normally access the Internet

through an Thatviteltes nSiebii aRWEY W istid dohi@Rled t&@%:bl%@ééd?r%unﬁs{o\ﬁ' ce Provider
(ASP), or the like. The corporate LAN 18 is illustratively a network-based

messagi ng rebwaek2q in whichk eitkldse robith camarmidstion\elicd 2\mobiicfbvic, fshi n t he
corporate LAN 18, a nmessage server 26, operating on a conputer behind the
firewall Zmonﬁg!nrﬁdttoopsaias the primary 15 interface for the corporation to
exchange nmessages both within the LAN 18, and with other external

messagi ng clients vﬁaewﬁ@imbiledem%&@ﬁwpaMyscIQﬁdm@medSMrs 26 are

M crosoft TM Exchange _Server and Lotus Dom no". These servers are often

used in Tor AR NooR27BdA2:| stilsch EHANRRHELD SLECTRONE PBVICE WHH del i ver mai | .
wﬁaﬁzsgg%@g&%&ﬁ%ﬂ%&%ﬁﬁ P AHohoed Tearimaapse el b |1 5is,
mossagi ng_ B haRREedRSHERS % S TR TPUR SPERIAE RSO od o the LAN
i1?rpI er;%ltms ?t%t@gagl ngﬁ&{nh@ suc lB’l(“%Ietﬁflﬂ'};m&sof W@W%F ngnsor\lomls‘(l:'nl

etc. Wthing WO
03/ 079626 P ?m@?j 0%%‘0%%@‘?%?@@%3{5??3}5%@356003'3?%@55%%?53 to the

appr opr iat ol REeestnb Miterhts BFoudk 6Pt s@:dféé Pﬁa’%ﬁ& (!sP JaBfichRmel ved
nmessages, and are then accessed by a user throug
Service Provider (ASP), or the like.

The porporate LAN 18 is illustratively a network-based messaging
client, located behind a security firewall 24. Within the corporate LAN 18, amessage
server 26, operating on a computer behind the firewall 24, functions as the primary

15 interface for the corporation to exchange messages both within the LAN 18, and with
other external messaging clients via the WAN 12. Two exemplary message servers
26 are Microsoft™ Exchange Server and Lotus Domino™. These servers are often
used in conjunction with internet mail routers to route and deliver mail. The message
server 26 may also provide additional functionality, such as dynamic database
20 storage fordata related to calendars, to-do lists, task lists, e-mail and documentation.

The message server 26 provides messaging capabilities to networked
computer systems 28 coupled to the LAN 18. A typical LAN 18 includes multiple
computer systems 28, each of which implements a messaging client, such as

kTM

Microsoft Outlook™, Lotus Notes™, etc. Within the LAN 18, messages are received
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nmessagi ng client operating on a conputer system 28. The w rel ess network
gateway 16 provides an interface to a wireless 5 network 20, through which
nmessages are exchanged with the nobile device 22. The nobile dévi &P22008
may, for exanple, conprise a data comruni cation device, a voice

conmuni cati on device, a dual -npde conmmuni cati on device such as a nobile

t el ephone N&OAMEPs¥ot h dat a and voi ce conmuni cations feepCipa@bity, a
personal digital assistant (PDA) enabled for w reless communications, or a

comput er PR 5p SRR o8 B S AEBb R o Do P MR T (D, |
. 5 i Py 22 is
Such funct FORSSEL gl B ol iRE ch ISR, i AcBhatl SRso MBS or O ©

ot herwi se LeanshoBRh YpoMBRPGHESontRlfer Wslepd &5S transm ssion, and any ot her
required 15 interface functions nmay be perfornmed by the wirel ess network

gateway 16. The wi ITRé RRSled3eWRIHGaERag W8 prolidesTary inREacaohivgelesd to operate
with nore than one wreless network 20, in which case the wirel ess network

gat eway s 16netvark 20 ereughiwhies messagessdre bxckariged witt the miobifeaievite®2aTheng a gi ven

nobi | e devi ce user and possibly tracks nobile devices as users roam

bet ween comnbileidedce2 nayt faomdmple 20mArise adatepepmemuniogtianaievios, B Moieeccess to t he
WAN 12 may exchange nessages with the nobile device 22 through the

wirel ess neamoinicaticn deviop, aclual-mpdeceaiapunieetion deyige,sdch agi 3 8184 net wor k
gateways such as wireless Virtual Private  Network rou} ers could al so

be i npl enelélegbrrediaying prticiala pid \eReeammuBicRtinng fyngtiona '&/ﬂp'ﬁ‘ PrEY¥ net wor k. For
ESRERTEEEERY S LR OO T s
o o S SO b L5 By B Srlabt B bl e netvork
device. An exemplary mobile device 22 is previously described, and as described
further with reference to Fig. 6.
Such functions as addressing of the mobile device 22, encoding or
otherwise transforming messages for wireless transmission, and any other requirgd
15 interface functions may be performed by the wireless network gateway 16. The
wireless network gateway 16 may be configured to operate with more than one
wireless network 20, in which case the wireless network gateway 16 also determines
a most likely network for locating a given mobile device user and possibly tracks
mobile devices as users roam betwsen countries or networks.
20 Any computer system with access to the WAN 12 may exchange
messages with the mobile device 22 through the wireless network gateway 16.
Alternatively, private wireless network gateways such as wireless Virtual Private

Network (VPN) routers could also be implemented to provide a private interface toa

wireless network. For example, a wireless VPN implemented in the LAN 18 may
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nobi |l e devices via the wirel ess network gateway 16 and/or the w rel ess
network 20 is effectively extended to entities outside the LAN 18 by
providing a nmessage 5 forwarding or redirection systemt hat operiagei,%yvi@@ij
t he nessage server 26. In this type of system incom ng nessages”r¥ecei

by the nessage server 26 and addressed to a mail box or data store

associ at ed Wit B3M79826user of a nobile device such as 22r&KeAmsends t hr ough t he
wireless network interface, either a wireless VPN router, the wreless

net wor kK gatpeovitié alifivats inteXB&H A thi: DARM BT Ehe o RbreSHirRIZRS Bobilb Beditde W rel ess 10

!
network 20 and to the users nobile device 22. Another exenplary redirector

system opeueh 422 hroupibe WreReIeetREk ROr Sdéh Aptvateanttfackhewkai@® di scl osed in
United States Patent No. 6,219,694, entitled "SYSTEM AND METHOD FOR

PUSHI NG | MrbiRheevice i ROMrdledd@BilvoBaTul TendoMaBlvirdlesoAdfioeBYNUNI CATI ON

DEVI CE HAVI NG A SHARED ELECTRONI C ADDRESS, " the entire disclosure of 15
whi ch i s i reffestively sexieadadeioeentitign) ovtsile e ¢.6N #hby Ipevidigt 2 measagei nterface to a
user's mail box on a nmessage server 26 is a Wreless Application Protocol
(WAP) gat eViRirarding opiggirection sxstepidha negrates with e mesdagerservergbs Inthisa user' s
mai | box on  the nessage server 26, and possibly each nessage or a portion
of each medPag¥ SYRED: Eomig (messagen derried| by themessageosenved 2R &dr el ess net wor k

ot v o R RS bR IS bR A Rordl b BB EIE oo oo The
] | . . - i ] | k,
& Vol ce- conr £2afs s Bl elicR BB et TGS RERLMY BHEE Can "support
bot h voi ce y@reitak ﬁetﬁ%ﬂ%%%v@%%ﬁﬂ%&a@&?{nﬁ%gﬁ R B i &ﬂﬁ% hifgidre. -9 T 9

SEP 2006 WD 03/079626 _ ustrative W reless networks
i ncl udeot hae@@d@o%mofme%emm@H&i@@@?ﬁﬁﬁl@%laﬂ@éi%%yat&me G oupe
ile

Speci al Mbile or the dobal System for
operating on the message server 26 may be of the type disclosed in United States
Patent No. 6,219,694, entitled "SYSTEM AND METHOD FOR PUSHING
INFORMATION FROM A HOST SYSTEM TO A MOBILE DATA COMMUNICATION
DEVICE HAVING A SHARED ELECTRONIC ADDRESS," the entire disclosure of
15 which is incorporated herein by reference.

Another alternate interface to a user's mailbox on a message server 26
is a Wireless Application Protocol (WAP) gateway. Through a WAP gateway, a list
of messages in a users mailbox on the message server 26, and possibly each
message or a portion of each message, may be sent to the mobile device 22.

20 A wireless network normally delivers messages to and from mobile
devices via RF transmissions between base stations in the wireless network and the
mobile devices. The wireless network 20 may, for example, be a data-centric

wireless network, a voice-centric wireless network, or a dual-mode network that can

support both volce and data communications over the same infrastructure.
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Conmmuni cations (GSM and the Ceneral Packet Radio Service (GPRS), and
third- generation (3G networks such as the Enhanced Data rates for d obal
Evol ution 5 (EDGE) and Universal Mobile Tel econmuni cations Sys egns E&’U%
GPRS is a data-centric that is a data overlay on top of the exi 3

wirel ess network. Some ol der exanpl es of data-centric network include, but
are not |i MWG®BA7%%: the MbitexTM Radi o Network (" MbobPeeE®AGs/04eNd t he

Dat aTACTM Radi o0 Network ("DataTAC'). Exanples of voice-centric data

net wor ks i nglsidfe RRE [ ywor ks |ike
CDVA, GSM arsld T(iarre I%&?/%W%%QWMP c%g\(g:ces '°w%@§“‘g§%s§’m‘§ hat have been
avai | abl e frefuohevbalardlfar Speoi Aesisaee thECGRBE! SAETORr | MBIe0! Messagi ng
currently in use is e-mail In a standard e-mai |l “system an e-mai|l nessage

is sent by mnwﬂmsdnsmdﬂrnd thmﬁrépbackbthiaMan@cef@Pﬁégﬁn@tﬂrrdtef and/or a
service provider. system and typically 15 routed through the Internet to

one or nor genestonddGy mhedrkesieh aktrpErhansRiTRge fatadrior Glokd ERbllitonsent in t he
clear and use traditional Sinple Mail Transfer Protocol (SMIP), RFC822
header s fandERERERMYdMvesat Mebile GeldednmenidationsfSystemt (UMTS)h&RRSMaEl nessage. | n
recent years, secure nessagi ng techni ques have evolved to protect both the
cont ent ~ andi@tarpeatge thetis adaieeyeriay o8 topaf exisingrRSN wirelessagiork. S/ M VE and 20
Pretty Good PrivacyIM (PGPTM are two public key secure e-mail nessagi ng
protocol s that provPRe piger %‘GF‘H'G%R&FWW?'BFF Bafworingdaghut i 89 protects the

d d hent ir b

ecerver datef s Troldielt hil NekeRy o@n@aﬁéﬁé CERR AL of herw S0
- oo .

o 05 0796 B R RGNS B e of YidLeRl BRieBiod R EE FeI0Mar i ng o secure

e- mai | [P S IRARAKERA teglsggegrﬁamg ke abm,e@smmﬁd St Bl c! udes an

e-mai |l sender 30, cou
Multiple Access (TDMA) systems that have been available for several years,

Perhaps the most common type of meésaging currently in use is e-mail.
In a standard e-mail system, an e-mail message is sent by an e-mail sender,
possibly through a message server and/or a service provider system, and typically
15 routed through the Internet to one or more message receivers. E-mail messages are
normally sent in the clear and use traditional Simple Mail Transfer Protocol (SMTP),
RFC822 headers and MIME body parts to define the format of the e-mail message.

In recent years, secure messaging techniques have evolved to protect -
both the content and integrity of messages such as e-mail messages. S/MIME and
20 Pretty Good Privacy™ (PGP™) are two public key secure e-mail messaging
protocols that provide for both encryption and signing, which protécts the integrity of
- a message and provides for sender authentication by a message receiver. Secure
messages may also be encoded, compressed or otherwise processed in addition to

being encrypted and/or signed.

-10-



WAN 32 and a wirel ess gateway 34, which provides an interface between the
WAN 32 and a wireless network 36. A nobile device 38 is adapted to operate
within the 5 wirel ess network 36. Also shown in Fig. 2 are a di§i% &P 2006
certificate revocation status information provider 37 and a proxy system
39, both connected to the WAN 32. The e-mail sender 30 is a PC, such as

t he syst emWMi306¥i g. 1, a networ k- connect ed conput er PCEHOATA®E3 t he conput er
system 28 or Fig. 1, or another nobile device on which an e-mail nessage A

| s composed and sentig. 2 biANsHam ik Bathls shufeRl Rafmdial %‘@?%eg’gs the wreless

network 36, and the nobile device 38 aré substanti al ane as
simlarly |iakehdseapirosyprne e systefriitbludds ar\6-aN dbmfdr BO, BG4 8 gTESSAgI Ng
schemes such as SSMME and PGP, a nessage is encrypted using a one-tine
sessi on keyWaNGSE end dyirdlées gateway $4, smiotipoviddd.an intéreacs BatReNh&®MNI S used to
encrypt the nessage body and is then itself encrypted 15 using the public
key of eachiaridieadrsless miweriige Aeowvbicderice 38 hilapted hepereadiieties to be sent.
As shown_at 40, a nessage encrypted in this way includes an encrypted
message DodkireleEss BeIWOTK 86 o Alep Shavidn Elgsare A diolsl caficatavevdvationtsigtus of message
encryption scherre a .nmes sagg: sender such as the e-mail sender 30 nust have
access to tNRMEIB}previgers7 3 é&fﬂ’iy Bistem 39, P@hﬁﬂ*n“éﬁe@lwtéﬁlﬂw&?ed nmessage is to
be sent. 20 Accordi @/n dlpgl ta}1 nature schene, the secure
e-mai| sender 30 sﬂ%n%'m& ﬁ@%" 8 %% FtaRyic d‘sé YRR 1% Figre. fessage and
signing th rivate may, for
efhne i3 Aol P sSEITo SrBle L Ent8 Yot T v iR

exanpl e, be generate perftorm ndancy Check

(CRC) or S%x!@&%@%ﬁ%féﬁﬁ%ﬂauﬂ%&a@ﬁé?&h@&é‘e&@ﬁ%@' gl%o\!gﬂﬁ as a hash on

t he nessage. This digest Is en si 03/ 079626
PCT/ CAO34 OQHﬁﬁlrMstdat%mﬁ?Welhe WhEIBE: e 851050 tﬁe RbbilsadeGicd §¥ are TE PTivate

key may be used to  performan encryption or other transformation operation
on the di gesubstamiallyamesaniccastdirilarly labelled components in Fig. 1.

According to secure messaging schemes such as S/MIME and PGP, a

message is encrypted using a one-time session key chosen by the e-mail sender 30,

The session key is used to encrypt the message body and Is then itself encrypted

15 usingthe public key of each addressed message receiver to which the messageisto
be sent. As shown at 40, a message encrypted in this way includes an encrypted
message body 44 and an encrypted session key 46. In this type of message
encryption scheme, a message sender such as the e-mail sender 30 must have
access to the public key of each entiiy to which an encrypted message is to be sent.

20 According to one known digital signature scheme, the secure e-mail
sender 30 signs a message by taking a digest of the message and signing the digest
using the senders private key. A digest may, for example, be generated by
performing a check-sum, Cyc!ic': Redundancy Check {CRC) or some other preferably

non-reversible operation such as a hash on the message. This digest is then signed
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di gest signature. A digital signature including the digest and the digest

signature is then appended to the outgoing nessage. In additioq, aﬁééggmal
certificate of the 5 sender 30, which includes the sender's publig B

sender identity information that is bound to the public key with one or
nore digital signatures, and possibly any chained digital certificates and
CRLs associ¥1®B@79i6t h t he sender's digital certificatePCHAsIENYS chai ned
digital certificates, may al so be attached to a secure nmessage. The secure

-mai | - i i | he digital
e oS g, i 0 TR ol S e 1911
session keMerﬁ’ﬁn aW &R/ pén d?’@th@hraﬂéf@rng'rh;&ld Wratiddth 1Redigdito SerBlatithepl certificate,

any chained digital Certificates, one or nore CRLS may al so be incl uded
in the rreaig@g%%L rel A dighd sighdlirdinchigiy the deaand inadidesieipaidrees di git al
certificates, s and digital signatures are normally placed at the

begi nni ng thkn appersedethe avidoihd) medsagere s agiitiohodl Wigited cetiftdatedefdha n a fil e
attachnment. Messages generated by other secure nessaging schenes may pl ace
message 5c osgnaac3il, which ingludesf the sander’sqruliir key laad serslaoidentibyr informationde addi t i onal
and/or different conponents. For exanple, a secure nessage 40 may I|nclude
addr essi ngthtis beundie e puliio key wilh ongor morg digital pigratyres, anérpessibly gi¥ir esses, and

ot her header information. 20 \Wen the secure e-mail messa%e 40 is sent from

t he e-mail c@é}ggg;gitqjggﬂifiqafesiagd EBLt asgogidedugHhe Fﬁé‘dﬂmi@tﬁ' °§H_ e wirel ess
O oy o k] ey S oM TSR RS, %00 35
ey 50, el u0e Sl ol A SRR ™S SO L0
o0 4288 S SHRAR040%, A 8308 gy TRELA o P 8 1 oot o
forward 0r_e&‘?ib‘ﬂad%@&‘?&n‘i@?ﬁ!%&ﬁ%ﬁﬁlﬁct?d?é‘signed. The sender's digital certificate,
any chained digitai certificates, and one or more CRLs may also be included in the
message 40. In the S/MIME secure messaging technique, digital certificates, CRLs
and digital signatures are normally placed at the beginning of a message, and the
15 message body is inciuded in a file attachment. Messages generated by other secure
messaging schemes may place message components in a different order than
shown or include additional and/or different components. For example, a secure
message 40 may include addressing information, such as ;To:" and “From:” e-mail
addresses, and other header information.
20 When the secure e-mail message 40 is sent from the e-mail sender 30,
it is routed through the WAN 32 and the wireless gateway 34 to the wireless network
36 and the mobile device 38. The transmission path between the e-mail sender 30

and the mobile device 38 may also include additional or different components than

those shown in Fig. 2. For example, the secure e-mail message 40 may be
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data to the nobile device 38. Further internediate systens may al so store
and/or route the secure nessage to the nobile device 38. The exenpl ar
redirection 5 systemas previously described and as di scl osed i1n9%R e’éﬂ@
States Patent No. 6,219,694 is an exanple of one such system In addition,
the nessage may be routed or forwarded to the nobile device 38 through

ot her tran¥guB7ischani sns t han the wirel ess gateway B8dr/C4aniexanpl e,
routing to the wireless network 36 nay be acconplished using a wireless to

VPN router »ageaetas amatbbllordafa forfBbdocRRAAMN 2Messdbe sdribr bPgagase of a
nmessage being received at an internedi ate conputer system or server and

then for vwaseeer vhizhthasbedimlrlssdRubisRo Rvariblsand lBesived neésaBebianlie conput er
system or server. Regardl ess of whether a signed nessage is sent directly

to the nobidhta to thewiabie B8ricer38r Ediherinteamidiate systemumhdy aisodw 41/088, when a
signed nmessage is received, 15 the nobile device 38 may verify the digital
si gnat ur e, 4tdhihependre amdsarpeato dhegmshileafevich 88 ndbe agemiarg yedirdctiand encr ypt ed
session key 46, extracting the digest fromthe digital signature 42,
conpari iy EYRer s dremagly Hegeribed ﬂﬂf?ﬁstdﬁéloﬁﬁdgiéslﬂn“é&tsfﬁ@ﬁ BaferitrNam the digital

signature nd, verifyin thewgi gest signature In the digital signature
42. The dgéég'sg‘h'FGBreﬁ"gﬁﬁ D8 SYR7 S¥S'Bcur e nessage receiver i's the sane as

exampl e (& mesaBGaoEk AR Rty 1 ot of REVe e ERTAat ur e 42 ne
(Srity., ol PRl Sheshisoedndnifie erife hPdecsiBibh B e “wgor i t
message 1 ossr s HBnyR R widbsB i S8 nF b ook Bl BRI Caos! bodos
the senger venpoLraSsdeRiedMRe tHeRtmdiisBifuel B o IndMALaLE 6f aQfbstddR paihgest in the
digital signature 42 by performng a reverse transfornmati on on the digest
si gnat ur e. rdcoivecataimmmtemddiate computer system or server and then forwarded to the
mobile device 38, with the intermediate computer system or server.
Regardless of whether a signed message is sent directly to the mobite
device 38 or redirected to the mobile device 38, when a signed message is recsived,
15 the mobiie device 38 may verify the digital signature 42 by generating a digest of the
message body 44 and encrypted session key 46, extracting the digest from the
digital signature 42, comparing the generated digest with the digest extracted from
the digital signature 42, and verifying the digest signature in the digital signature 42.
The digest algorithm used by a secure message receiver is the same as the
20 algotithm used by the message sender, and may be specified, for example, in a
message header or possibly in the digital signature 42. One commonly used digest
algorithm is th_e so-called Secure Hashing Algorithm 1 (SHA1), although 6ther digest

algorithms such as Message-Digest Algorithm § (MD5) may also be used.

In order to verify the digest signature 42, a message receiver retrieves
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t he nessage sender generated the digest signature by encrypting the digest
using the sender's private key, then a receiver uses the sender, ublic

key to decrypt the 5 digest signhature to recover the original dibgngplﬂm&
secure nmessage Includes the sender's digital certificate or the sender's

digital certificate has already been stored in a data store at the nobile
devi ce 38, wohsi7%¥e sender's public key is extracted PecDmospde recei ved or
stored digital certificate. The sender's public key may instead be

et reved T B0k L Coribe HDBGRUIL LT SH MR SHHERGHS O 21

earlier nessage om’t'he Sender oréd™rn a e’in the

receiver's 4@(5? BbrihiAg 8 revetsh %ﬁ%@éﬁ@e@n vﬂéér E‘%F?Ii %Q,%Aes%ﬂg%@ﬁéé gcertificate

may be requested froma Public server that Is

nor mal |y asisnséahgckenbidriyerritd fhbfdigﬁétt ndf8enbptigthe digesiisinghi ch a di gi tal

e
certificate for an entity, including the entity"s public key, is available.
A PKS m glitte sendérd rivate Haly,nheh s00cdh@r aded o ¥dn@di'e Putiis kéyBo Gédrgpt the) , Oor anywhere

on the 15 WAN 32, Internet or other network or systemthrough whi ch nessage
recei verss mliggst signatatsl to sévoeartimaioiginet digess. kiatdectrb encRiége intluslenther ' s di gi t al
certificate may also possibly be | oaded onto a nobile device 38 froma PC
or other cé&apfigradigitesridioate or thi spoadersalicia crtificateihes gieedydeamstyredinnon- r ever si bl e
function that produces a unique output for’eveyé uni que input. Therefore,
i f an ori gidfgta siere afprmphile dryierydts then thegiendays pubdiic key is exfwpted fremdi gest
gener at ed the receiver will be different fromthe digest extracted from
the digita | ; i ‘e ails. ecause
he di gi t al"SsTHH ¥ 8loreq Hpital; GgRilEale- o ThAsSANAPIEAUPls ke iy dTsiseg beai | B
di gest al gQr,i. ar G&liﬁhé kno however ., it is possible that an
entity nagétré%vtggfrorg ai%cg e §5B‘é¢%&8’ﬂ%¥@?@egfr%\?ﬁ ARUELSH®t he al tered
nmessage,, a t , r . [yessage
oodavie Rl i tﬁ'eﬂ%eﬁﬁ%gggggﬁeﬁg‘ o SR R B O A BRI 03 00403
di gest gene{eRghrbighd) BorfifReRInt be Whubiisd RFTh Puislc E€§er@ér pRgdamessage wil|
match the new 'di ggst 1 hat vvaa:? added by the ent |Kt t ha{( a@i ered the
nessage. TIPRSAs @QGiver that is normally associated with a Certificate Authority (CA) from
which a digital certificate for an entity, including the entity's public key, is available. A
PKS might reside within a corporate LAN such as 18 (Fig. 1), or anywhere on the
15 WAN 32, Internet or other network or system through which message receivers may
- establish communications with the PKS. A sender’s digital certificate may also
possibly be loaded onto a mobite device 38 from a PC or other computer system.
A digest algorithm is preferably a non-reversible function that produces
a unique outpui for every unique input. Therefore, if an original message is changed
20 or corrupted, then the digest generated by the receiver will be different from the
digest extracted from the digital signature, and signature verification therefore falls.
Because digest algorithms are publicly known, however, it is possible that an entity
may alter a secure message, generate a new digest of the altered message, and

forward the altered message to any addressed message receivers. Inthis case, the
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signature check is intended to prevent verification of a digital signature
in such a situation. Even though the generated and new digests wll match,
since a sender 5 signs the original digest using its own privatiegkesp e
entity that altered the nmessage cannot generate a new di gest signature
that can be verified wth the sender's public key. Therefore, although the
di gest s i nWHBAEPIer ed nessage match, the digital sipewiCAmeodd || not be
verified since the digest signature verification will fail. These

mac horat | 0o AREHAUEART SRRt oPFELENS AN ARRANIAMLSR R e | 10 contents

of the secu ssage, but ensure e nessage S no een tanpered

Wi th Si ncenb des: 1AARBhAI by Aot MG WiAhedsHSe, TPRSAE WS ST gned by

the person as’indicated on t S From fiel e nessage. It should al so
be appreci gleslure RRECKAS eshdél 1BipreVbntSietifftAlion & ORIMETN Adriafife Ach yeri fication
algorithns may instead be used. The digest and reverse transform 15 schene
descri bed shatien. i Bventteugixtelabierstbd andihg digdstsSwimaichirsince alsender The present
invention is in no way limted thereto. Wen the digital signature 42 has
been vesi f sigos theorigiahdigashmsigdy ewn privatedtey theahtity thgtadierad thewessagecat i on fai l s,
the encrypted nessage body 44 is then decrypted before it is displayed or
further provwokgenelsie anawatigestsigngturedhal san bryvestiadevith thesender's ngpli20 on t he

nobi | e device 38 in Fig. 2. A receiving nessaging client uses its private
key to deK?WpThqf?T%reeﬁ'g'P%I’éﬂ-dgé§t§i“bﬂlekfé‘9r946“%ﬁ%99tfﬁ%‘ﬁh-dﬁ%g'gﬂﬁle decr ypt ed

i k d . ' ed ] 4 dth b
the ort gi neeahue Gl Beypliuars oL SR testeadr Wiliflossed to or e ¢ han
Cecel ver. that i's anarypRagrebyBhGeEEshafste de iR Re L) Choal 00403
usi ng_Le Byl Coritofle ISALS Bt ShouES et SEERNSE R LAERAL he same
?lcat L{IOHS, D g

digital ~ signature veri on opera ecrypts I'fferent one of
the encryplftsince it was signed by the sender, and that the message was signed by the

person as indicated on the ‘From’ fieid of the message.

it should also be appreciated that other digital signature generation and

verification algorithms may instead be used. The digest and reverse transform
15 scheme described above is one example of a digital signature scheme. The present
invention is in no way limited thereto.

When the digital signature 42 has been verified, or sometimes even if
digital signature verification fails, the encrypted message body 44 is then decrypted
before it is displayed or further processed by a receiving messaging client operating

20 onthe mobile device 38 in Fig. 2. A receiving messaging client uses its private key
fo decrypt the encrypted session key 46 and then uses the decrypted session key to
decrypt the encrypted message body 44 and thereby recover the original message.

An encrypted message that is addressed to more than one receiver

includes an encrypted version of the session key, for each receiver, that is encrypted
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session keys using its own private key. Therefore, in a secure nessagi ng
system a sending nessaging client 5 nust have access to the public key of
any receiver to which an encrypted nessage is to be sent. A retei QEpg2006
messagi ng client nust be able to retrieve the sender's public key, which
may be available to a nessaging client through various nechanisns, in

order to vaamypmMeedi gital signature In a signed nessaper/csBrfasugh t he
nobil e device 38 is a receiver of the secure nessage 40, the nobile device

38 may be QRARkAChIAE dPof HE HENeE OBRM Vel PormNflo WA LigfST O € T equi re

public keys for both nessage sending an sage recel Vving operations.

Public keysigRatereCRAMBARMY ofdraiohslaslit dBeribid) b iditerdi® 'ohé of 4Rt &Rrypdg descri bed
above, a digital certificate for any particular entity typically includes

t he entity'sssgontibyscusingéy oangrivatiaay) fi cation information that is bound to
the public key with a digital t5 signature. Several typées of digital
certificates are cuheairéyn i seculethesgrpingdysiss a sehdie] roekisaghg diet exanpl e,
X.509 digital certificates, which are typically used in SSMMe. PGP uses
di gi t al Temusthagerassssip this prblis ket anyrectivief tombich ar encryated méssageig st ens  and

met hods as disclosed herein may be used with any of these types of digital
certifi cat dabesgat \deqeiving masprginaolientmug be aplgioratrievedha senderspelic bot h

currently known type 20 as well as others that are devel oped in the
future. Thé%:",’\"g\d? Ingy Bp BYRARRIS © 4 essagialien threughvpiqus seshanm§eRer at ed by t he

[ f digital. i fi d hecked .
recoiver. AR gloa b Sehuled Suirenctd, AlaR S Toolatied i ne. or

Lot Y oD 88 |s2dedehyBra Y <6 mBEER 2 U el € Bvios BB RY BL BRBichfor| e 11 91 12!

certificate has expir er rgn o gital -16 1 9

2 cer i T cor B R e e R R TP R 1T s s
user's di gisériting@Ra triebdaga reeRmgWBerhtiods, POSsi bly other digital
Public keys are commonly provided in digital certificates. As described
above, a digital certificate for any particular entity typ.icaily includes the eniity’s public
key and identification information that is bound to the public key with a digital
15  signature. Several types of digital certificafes are currently in widespread use,
including, for example, X.509 digital certificates, which are typically used in SMIME.
PGP uses digital certificates with a slightly different format. The systems and
methods as disclosed herein may be used with any of these types of digital
certificates, as well as other types of digital certificates, both currently known types
20 as well as others that are developed in the future.
The digital signature in a digital certificate is generated by the issuer of
the digital certificate, and can be checked by a message receiver. A digital certificate

sometimes includes an expiry time or validity period from which a messaging client

determines if the digital certificate has expired. Verification of the validity of a digital
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certificates to verify that the user's digital certificate is authentic. A
digital certificate may al so be checked to ensure that it has not been 5
revoked. As described above, digital certificate revocation statiud SEy 285
checked by <consulting a CRL or by requesting digital certificate status
information froma digital certificate revocation status information
source. | nWHBAO®Get em of Fig. 2, a user of the nobil eCHeM3E®BIB8 nay submit
a revocation status request for any digital certificate stored at the

mobi | e devigaiice iy BIBE V@V cerdiiBhtidn ph tﬂﬁl?r&ﬁ%té P SHificghgr 37. The 1o

provi der 37 then returns revocation statu ormat | or that digital
certificat ehkif, ¥ inbld¥s| LusteY idRRal TBifiddeSEs Wwéll 8 BossbiedtRortdthl provi des for
determination of di gital certificate revocation status w thout requiring
CRLs. Ver sicenificatds tORBF thatvies ixeendigicédnifieate isfautheticanpl e, I n RFC 2560 and In
the Internet-Draft "Online Digital Certificate 15 Status Protocol, version
2", both avail abl e Adigital cdnificktatrey alsd b&chgickedds eénsgreTizas k hiorotieeen( | ETF) . OCSP
is one of the npst widely used digital certificate revocation status check
prot ocol% dpipked %HW'PQJB@OY%dﬁlt&ﬁ@ﬂficﬁewoﬁmn%twwmlcwkMrrpl e of such
schenes. The systens and net hods described herein, however, are also

appl i cabl e COpyitigg ﬁQBLPWéngﬂrmd@"ﬁ!aaeﬂ@@tqﬁtqtv%latoanat@oaelaﬂd&ﬁalst at us

checki ng sch nvol vi ’% tr| eval revoc i on stat s information
from renot é’eégﬁ%@%‘mm}&é‘@ i rt?grlge 'gq}e&ﬁ@'@f’ 1% 2SR ¢ ddto a status
f : p U
recel prof Moth 1R mad SIAFe ol EBE reqfodRackRy SO RUERRRt ur ns a
response 1 fe HRUEN Bhice 1o LSRR FEEN HBHaYET oM b, 2" ocsp

protocol version nu a service 79626

PCT/ CAOR/ 0QARRIeF Bak@sbiums Ro@tioh Sight fnfdnﬁé’tfog gﬂhﬁ{ didhal Rhfl&ke Hirg! t 2l

certificate to which the request is
mobile device 38.

OCSP is one scheme that provides for determination of digital
certificate revocation status without requiring CRLs. Versions of OCSP have been
defined, for example, in RFC 2560 and in the Internet-Draft “Online Digital Certificate

.15 Status Protocol, version 2", both available from the Internet Engineering Task Force
(IETF). OCSP is one of the most widely used digital certificate revocation status
check protocols and is therefore used herein as an illustrative example of such
schemes. The systems and methods described herein, however, are also applicable
t_o other types of digital certificate revocation status checking schemes involving

20 retrieval of revocation status information from remote sources.

According to OCSP, a request is submitted to a status information
provider, gen_erally referred 1o as an OCSP responder. Upon receipt of a properly
formatted request, an OCSP responder returns a response to the requestor. An

OCSP request includes at least an OCSP protocol version number, a service

-17 -



The version nunber identifies the version of OCSP with which the request
conplies. The service request specifies the type of service being
requested. 5 For OCSP version 2, Online Revocation Status (OR5)Y SBEI @@t ed
Path Validation (DPV) and Del egated Path Di scovery (DPD) services have been
defined. Through the ORS service, a nessaging client obtains revocation
status | nf %Ooma0ers for digital certificates. The DPVreridal®miseser vi ces
effectively delegate digital certificate validation path-rel ated

processi ng B S S 0m| T i ~certificate is
I dentified %@,ﬂ&%@ﬁﬁﬁ%@@ %@{dré\gﬁ'%gésmﬂcg‘fe tﬁﬁgﬁgf@tr%%gé %hed nane (DN)
of the issygdtef the digital certificate, as well as the serial nunber of
the digital certificate. However, since nmultiple digital certificate

i ssuers may use thermpammsiddMuniber effied the VeisionIOoBP Wwithf wHighehé on, in the
formof a hash of the issuer's public key, is also included in the request.
Ther ef or e, réhbedt aorglies.dTig seavice egudst fpecitibsthé yposfadbitoieingneqaastéd"SP r equest

i ncludes a hash algorithm identifier, a hash of the DN of the digital
certifi cat g or OEGEvetsione; Qnling Revdoatprt Statuh (OARE), RDélegateidtRath Vadiddiash of t he

i ssuer's public key, also ge_nerat ed using the hash. algorithm and the
serial nunifdtVend Prlegateg Galb DisreyrtydPPR)servicer bavedeemdriingd hray or. may not
be signed eé:)aﬁre uestor. Further optional -20 information may al so be

i ncl uded i R a&?ﬁ%?&@@g’fé‘wrﬁﬁe@f"ﬁtwusW&'ﬁ%‘fgﬂ@?’?’iQWegl a msssz;llgi ng
iCtI (ragtjult:ng?rﬁ@%ngcf Og?ﬁﬁ?ﬁwpﬁeﬁe%"@e@%@é‘bﬁ@% %@@é@tﬁﬁpﬂﬁ‘?i}‘gghggkl nhat
1271 SeratBllvlsoBhseSolh e ERBBILS St arts checking. rovever .

OCSP reguests can %n‘iﬁlﬁﬁh%&f%&ﬁﬁpheﬁ@&tiﬁd&% i RERAIRY in &P@éié'llﬂg%;f.%‘? typically

limted wireless communicatli esources and power ava
using a hash of the distinguished name (DN) of the issuer of the digital certificats, as

well as the serial number of the digital certificate. However, since multiple digital
certificate issuers may use the same DN, further identification information, in the
form of a hash of the issuer's public key, is also included in the request. Therefore,
15 target digital certificate information in an OCSP request includes a hash algorithm
identifier, a hash of the DN-of the digital certificate issuer generated using the hash
algorithm, a hash of the issuer's public key, aiso generated using the hash
algorithm, and the serial number of the target digital certificate.
The request may or may not be signed by arequestor. Further optional
20 information may also be included in a request and processed by an OCSP
responder.
When a messaging client is operating on a mobile device 22, OCSP
may be desirable in that it reduces the processing and memory resources necessary

to check revocation status of a digital certificate relative to CRL-based revocation
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on a nobil e device. The proxy system 39, in conjunction with an
appropriately enabled nobile device 38, is used to optim ze OCSP and
simlar protocols involving 5 renote systems for nobile devices, agp 6
described in further detail below Fig. 3 is a block diagramof a sg t%{m
inplementing a digital certificate revocation status check system The
nobi | e devW§38Béi6ncl udes a nmenory 52, a nessagi ng SYCUesns/@B93 a pr oxy
systemclient nodule 62, a user interface (U) 64, and a wreless

t [ 66. T 5 f bly includ t f 10
i gi ol coahs pekies o FOneves 008K Falns gt pRSRASy it B CG S stion as

dd b d | ‘ ' ' ' ' t d, d

n appl + carrien ety HPhd RS RRRI A5l B bR ABRe” 70T ',

: et L STOFes A3 d associated with

and 55 ar a1 P8 Bee, "EbTIeT ety QR RSy IRt bl St rented i n o

menory 52 ganiBRichiR dd6ié S is3Bed th BRIMBIDESP B dihiar potodbisAvdMngused by ot her
device systens In addition to those shown in Fig. 3 to store other types

of datas TRmotEeyBEMs o mobild delibgs, soddsyribley inuiicr de@ibbetowt or e such as a RAM
into which other device conponents may wite data. The digital certificate
store 54 is a stoFggRisabkek deganat 2slsten impemagingafdigialgetitidatecert i fi cat es on
the nobile device 38. 20 Digital certificates may be stored in the digital
certifi cateveationestdids check bstehor Thet mokile dewidec3P intlegesarmemnent 62.8ed, or nay
alternatively be parsed or otherwise translated into a storage fornmat

bef or e bei MESsABING 3ysieMas, 2 prexydygiers clipnt madele G2ea ysayinteacaidh 8hd®h i s connect ed
to the wireless transceiver 66 and _ is thus enabled for C(%m'runi cations via

the wir el ed¥irgigssiignscelvey 667The meaen Gp Rrplerabiyingluepsgesor 21963 03/ 079626
g %—g gf‘gg/ IO 3‘%@3‘%‘?5@? ?eo%ttp 'ﬁsP ‘ng 2 }98#%} Sther %t%tslo?ensssucﬂ & & a%ﬁn%?sagi ng client
book 56 in which messaging contact information is stored, and an appiication data
storage area 58 which stores data associated with software apblications installed on
the mobile device 38. Data stores 56 and 58 are illustrative examples of stores that
may be implemented in a memory 52 on mobile device 38. The memory 52 may
15  also be used by other device systems in addition to those shown in Fig. 3 to store
other types of data. _
The memory 52 is illustratively é writeable store such as a RAM into
which other device components may write data. The digital certificate store 54 is a
storage area dedicated to storage of digital certificates on the mobile device 38.
20 Digital certificates may be siored in the digital certificate store 54 in the format in
which they are recelved, or may alternatively be parsed or otherwise translated into a
storage format before being written to the store 54.
The messaging system 60 is connected to tﬁe wireless transceiver 66

and is thus enabled for communications via the wireless network 36. The messaging
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The proxy systemclient nodule 62, which is also preferably inplenented as
a software application or conponent, is coupled to the nessaging 5 system
60, the wireless transceiver 66, the digital certificate store 54gd3@'p129%e
U 64. Revocation status for any of the digital certificates storedin the
digital certificate store 54, as well as digital certificates received by
t he nessagmegseisxem 60 but not yet stored in the dipiwedosorestificate
store 54, may be checked using the proxy system client nodule 62, as
described in detail below 10 The U 64 pay.include such U conponents as a
keyboard oPSRENADI mosimgleaghtalipns,ds & gefsadingSligshembadied ik 39{™a®cept | nput s
fromor provide outputs to a user of the nobile device 38. Al though shown
as a si nglaeoplﬁﬁaﬁ?:? in Fig. 3, a nobile device typically includes nore than

ul, d the Ul t O interf . 15
one an e U tg,;ﬁrgglg e CEe%prrﬁ&%%y%g“Z%‘\cf&\'F %"38@@%‘{%' nterfaces

4
The wirel ess networEe 367Vl eSS gat ewa cation status

| nf ormati qn\g@ﬁﬁxieeaéaéamreea NGatiGPORoMBorRintle LN b #Rahds8sygPPONeNt s i n

Fig. 2. The proxy system 39 1 ncludes a proxy system service nodul e 68 and
a statys @R adche MrdifRtrafBReivéres ife digikfcdMifoxi sBEBACaIIE Wilskust rat i vel y
conprises one 20 or nore conputers connected to the WAN 32 and operable to
recei ve anR@cativpisiatus ibrtaamosthatdigitalr ceelfiestes Siorediinhbidigial denificaks 38, or some
other client system and perform the status request and attendant

pr ocessi ngstere 8psasovel bedigilal cedificatberenaitsid| by thibondseagir@dystem G0 buimoknbodi nent, t he
proxy system 39 is an internedi ate conputer that perfornms the status
request onysbethegrfn the digitebcatiifibate stotah, may BBchetked UG e REwY 8t onput er  -20 1
9 SEP 2006 WO 03/079626 PCT/ CA03/ 00403 maybe further operable to provide

t he addr esdiewmadyle 62035 descried/indetaliPeiaWt he status request. In anot her

embod qunt ! h_e PT %3/ Uﬁéaﬁagrinc u%e &?c'ﬁ‘?.h Icosr(raigon%ntg rag %( Xeyﬁgér S"er&;%%f

a display, or other components which accept inputs from or provide outputs to a user

of the mobile device 38. Although shown as a singte block in Fig. 3, a mobile device
typically Includes more than one Ul, and the Ul 64 therefore represents one or more

user interfaces.
15 ' The wireless network 36, wireless gateway 34, WAN 32 and revocation
status information provider 37 are the same as similarly-labelled components in Fig.

2,

The proxy system 39 includes a proxy system service module 68 and a
status provider client module 70. The proxy system 39 illustratively comprises one
20  ormore computers connected to the WAN 32 and operable to receive an enctyption
item status request from mobile device 38, or soms other client system, and perform
the status request and attendant processing steps on behalf of the mobile device 38.
In one embodiment, the proxy system 39 is an intermediate computer that performs

the status request on behalf of the mobile device 38. The intermediate computer



Is al so operable to perform proxy server functions, such as providing
security, admnistrative control, and caching, in addition to perform ng
the status request on 5 behalf of the nobile device 38. The prd¢x§y SPpst/8ih
service nodule 68 is configured to exchange information with the proxy
systemclient nodule 62, and the status provider client nodule 70 is
adapt ed t oW&MHAEFge i nfornmation with the revocati on SeGC®3/pEEyi der 37.
Each of these conponents, the status provider client nodule 70 and the

Poau o ooV TR i TG B3 sbdpRlaR Al &i@%ﬁ%“%%%a%f’f’lz;fﬁéhi”nﬁ;
be enbodi erg Q‘[ﬂ‘ﬁ@%} p"ﬁ@{mﬁ“%r %feﬂmg(ﬁﬁ\ ﬁg oRAtthyel y be separate

progr ans exe operat i oh ssagl ng system 60 on

the mobi | g QEX'dtﬁ@raglg to g@rférﬁlcﬁ'b)\ﬁﬁ&n%?qlurﬁ@&'n%' Bl a%e&stﬁd.@egéénm yressages via

the wirel ess ne descri bed above. Wen a si gnature on a received

secur e esgipfifstiativeldniad, anachdnir@din aBditich 10 BeSAERg e stdusrequeetun Wi th an
encrypted session key, the nmessagi ng system 60 may retrieve a public key

for an gntbehyf ¢fitheemobila dewdedd®. of a received nessage or a recipient of a
nmessage to be sent) froma digital certificate. Before the public key is 20
used, however, theTmmsmagismers)setvémrﬁmu@rG&iajsm'nﬂgmremrlcee*chﬁw wi sh to check
that the di gltal certificate containing the public key is valid and has
not been riefomtadan witDihgipraxy systam Fliencmedsile & iand tiatsietis RipEientlieBhs may be
performed automatical ly, when a di gital certificate is received with a

secure megBelye 704y adgpted }Sﬁ%@f@f‘@? 'H@H’&S“"@)‘F"“UE%TP"%’BW cElERBYIEe P4t erval s, for

exanpl e, or. when Invoked b SEP 2006 03/ 079626
PCT/ CAD3/ 0Batiolthesg gmpananfe. e sty ?fev'i%tc"w pedulg %cﬁ"a\w R O%er tificate

checki ngj OSD etre%tser%:g moddle Elé is preRerab!y a software application or module operating at

the proxy system 39. These software applications may be embodied in a single
computer program, or may aliematively be separate programs executed
independently.
In operation, the messaging system 60 on the mobile device 38
15 receives and possibly sends secure messages via the wireless network 36 as
described above. When a signature oh a received secure message is to be verified
or a message is to be sent with an encrypted session key, the messaging sysiem 60
may retrieve a public key for an entity {i.e., a sender of a received message or a
recipient of a messaée to be sent) from a digital certificate. Before the public key is
20  used, however, the messaging system 60 or a user thereof may wish to check that
the digital certificate containing the public key is valid and has not been revoked.
Digital certificate verification operations may be performed
automatically, when a digital certificate is received with a secure message, or at

predetermined or user-configurable intervals, for example, or when invoked by a user
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dependent upon different controls. For exanple, the validity and revocation
status of a digital certificate may be checked autonatically when the
digital certificate Is first 5 |oaded onto the nobile device 381 9 SEPh@l0s
digital certificate is valid and not revoked, then it may be assuned to be
valid until an expiry tinme or during a validity period specified in the
digital cema®hbyexwe, whereas its revocation status maycrdwsewts er be
checked once every week to ensure that it is not revoked before it expires.
As descri bed above, digital certificate status information requests to a

| o renDtethﬁPQ?%H&¢%n provi der such as 37 may be relatively long and are

th f i | f i | i 1,J; i i 38 h
bandwi at h- 1 i t ed. PRSI BT S talscihebihobuBRBblednaaial 20 07 0"
SErvice o le?&en%{)ﬁ@ﬁer{g@icpgfo . %P&Eﬁgg}tﬁb Jafifty §5a bR at Rtk oof 1 nformation

that is sen rom evi ce to reguest status Information for a

digi tal Ceé&i.glﬁldl EiiRate fray YO €RocRed' ffREmaally Wi PB dlgRaI@eiiica® iSfrstM Shes to check

t he revocati status of a digital cerfificate, the proxy systemclient

modul e 62, jogdedRARINhILIB deiadf 381aF tRe ARl batiichio s valid it repRveeds | n _
conjunction with the proxy systemclient nodule 62, is Invoked by entering

an appr oprihén £ mag berassimed tabdNali6 4ntil sn ekpigdima or Meyrgaavalidityfperiolexanpl e.  The
user also specifies the particular digital certificate to be 20 checked,

f or | nst anspecitied indhet digitabaertifiahte rwireeas its revecsipre status say thereaftaebedi gi t al
certificate. Alternatively, the proxy systemclient nodule 62 accesses the
digital c@uepkeﬁioo@ﬂeaewmeétwsu@thﬁtﬁﬁﬂ reveked heforedePest | st of currently
stored digital certificates, fromwhich the user selects one or nore
digital certificat 8809sgrinag abpve. fightpl cerfificats sigius IniQr@alan rBUeE{O drpdul e 62 t hen
preferably either extracts from -22. 1 P.2006 WO .03/ 079626

PCT/ CAG%/ 0I679'S 'hipymalion Ripy s'éﬁ%@f»?arﬂaxaﬂefaﬁeéﬁ?'a@?a RSEPETRE ¢ om ¢ he user

m&grghesg %pgp%gfogﬂéplgéggtgtiogﬁn} al(:l) g'réc{bgg Weli& 38%or Lder PR Wia B ifted Ser vi ce
communication systems. The proxy system client and service modules 62 and 68
are adapted to reduce the amount of information that is sent frqm the mobile devicé
38 to request status information for a digital certificate.

15 When a user of the mobile device 38 wishes to check the revocation
status of a digital certificate, the proxy system client module 62, or possibly a
software application which operates in conjunction with the proxy system client
module 62, is invoked by entering an approptiate command on a Ul 64, such as a
keyboérd, for example. The user also specifies the particular digital ceriificate to be

20 checked, for instance using the setial number or subject name of the digital
certificate. Alternatively, the proxy system client module 62 accesses the digital
certificate store 54 to display to the user a list of currently stored digital certificates,

from which the user selects one or more digital certificates to be checked.

The proxy system client module 62 then preferably either extracts from

.02



revocation status check. Since the proxy system 39 provides an interface
between the nobile device 38 and the status information provider 37,
requests and responses 5 between the proxy system client nodul e 6@ 2006
proxy system service nodule 68 need not conformto the protocol use
between the status provider client nodule 70 and the status information
provi der 3WOFABe2f ore, although the status provider BIT/CAR@4EX at us

provi der client nodule 70 may support OCSP or a simlar protocol, the

' nodu).. | i | f bl
T B S TSt o B LR B2 2ot
such, 55 < Slr LG Sng PG BREH S A SR laretqgei o0 o ohtal e

protocol | FRbAIGILEH: et VS thd oRs0aum 3Y BloRRdniRBhadBekEn 62 and the

proxy system service no e proxy systemclient nodule 62

pr ef er abl y @ ¥idbifdeticd asiridithedtatGabfolnl diis@brviddl 7, Rhestsiiiespbbs @l nunber,
i ssuer nane, and other digital certificate information froma digital

certifi gat potba M6l ptoRly bRBNHEBhE AbUREE drlli RAY Sysidrvs@vibdtmotifle 88 gi tal
certificates are first parsed so that parsed data is stored in the digital

certifi cat geesitrot enfodm tdthepro®ts sed befwarntieistatus ipeovieist dievd reduie FTdm t he par sed
data in the digital certificate store 54 by the 20 proxy systemclient
nmodul e 62. akdthé statul énformaticormmevidens7. | Breraferei aftheuigh theuptatus previger 8fipt ed  to enter
the Information. Wien all required informati on has been extracted or

ot her wi se anshitatbmpigvier cliant merds ¥O 819y setpor [QCGSRtor gitilagpetecoldng equest i s
formatted and sent to the proxy system servijce ng@\%leg 6%. The content of
this requeBPXy 8ysian genves, Beidf £8 ang Proxy gysigrb clingh 1odyip) b8 Hreforedy 6

T R ARe WS M BBl Bl B BB st S B b2 o o1
service i Ssrﬁéiféppe%gsgs. t hen the request '
The particular information extracted or obtained by the proxy system
client module 62 is dependent upon the communication protocol implemented
. between the proxy system client module 62 and the proxy system service module 68.
15 The proxy system client module 62 preferably exiracts a digital certificate subject
name, serial number, issuer name, and other digital certificate information from a
digital certificate stored in the digital ceriificate store 54. if digital certificates afe first
parsed so that parsed data is stored in the digital certificate store 54, thén such
information is extracted from the parsed data in the digital certificate store 54 by the
20  proxy system client module 62. If further information is required, a user is prompied
to enter the. information.
When all required information has been extracted or otherwise

obtained by the proxy system client module 62, a request is formatied and sent to

the proxy system setvice module 68. The content of this request is also dependent
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may specify which type of service is requested. In sone inplenentations,
only a single service may be supported, such that no service type need be
specified. 5 Information received by the proxy system service nopl§ §EP82(($
preferably passed to the status provider client nodule 70. This information
is then wused by the status provider client nodule 70 to format a request
for the st &aums/o79%xf or mation provider 37. If the revocatcT/ossmsised us

i nformation provider 37 and status provider client nodule 70 support OCSP,

f I j ety ' he,. 10 1 [ dul e 68,

e wel | B oy P TR b e AT ng o R BTt dlp & o o Goop
. i i E QVi

Corvi o ot o B ey oot R BlbeRiBH AR e B Vo hor

cases, fur tiearspeetly hightypRIbf bérviexk kb ey, lh%%gqm‘;mg@é{%gg%gy Eor exanpl e,

where the proxy system39 is configured to store a mapping’table or like

el ement whistgleBrvivaimdyd sepparted) sUdHIRND N6 S616IGe HBS MRRABeShetileal certificate
i ssuers and serial nunbers and/or subject names, then the status provider

client nfodul e 70 neljfoiraationtreceivet ddyuithe preguesien' Sdrvibdenoa@b r'é3Ck r evocati on
status information provider 37 based on only a serial nunber or subject
name recei PEUTBYY Parseiodha statysprovides elient medukoril | ThisG@ofnation istHeg pr oxy system
client nodule 62 20 In Fig. 3, it is assunmed that the revocation status

i nf or mat i ofSF} B‘(/fhﬁéfatu%ﬁroﬂgﬁﬁﬁm ogle AR darmpt & eequestordbe stelisn recei vi ng a
request, tk Ol,h]%vocat i.@ ;t%us | nfformation provider 37, which is an OCSP
responder WRSHANPrONIGR] BT JF the revagation status ipforragiion Riswider7R0d stalypor t OCSP,

hecks th t it is f ted, ly, that th
quost ed SETAHAenbAEZY siheh sk of Sy larBicePabeppbe e, and - 24 1
9 SEP 2{06 / he. _includes all of
ne 1 nf or nE L or e TSP fhds el gR Sl e g i Retencss “Conal t1 ons

are not metormit@Nntb 3R CUISPWeIREL 3 sbrfid HsBS, 1 infdfhdlion PRAAEPS, ho the

proxy system service module 68 includes all required information, whereas in other
cases, further information is extracted from other sources. For example, where the
proxy system 39 is configured to store a mapping table or like element which

15 maintains a correspondence between digital certificate issuers and serial numbers
and/or subject names, then the status provider client module 70 may format a status
request for the correct revocation status information provider 37 based on ‘oniy a
serial number or subject name recsived by the proxy system service module 68 from
the proxy system client module 62,

20 In Fig. 3, it is assumed that the revocation status information provider
37 supports an ORS or like service. Upon receiving a request, the revocation status
Information provider 37, which is an OCSP responder when the provider 37 and the
client module 70 support OCSP, checks the request to ensure that it is formatted

properly, that the requested service is a service that it s configured to provide, and
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client nmodule 70. The client nodule 70 then perfornms error processing to
provide any mssing required information and possibly to request m ssing
information fromb5 the nobile device 38 through the proxy systdrrgsszgfyi@@{}
nodul e 68, or returns an error mnessage to the proxy system servi ce nodul e
68, which then formats and sends an error nessage to the proxy system
client noDdWO038P62%s a response to its Initial servicecresgaests O her

condi tions, such as when a provider 37 receives an unsigned request but is

conf gur e {4 i8Rk SAGRED SRR o HhallBS Tl ReBLQUAERrRI W O° T8 Lo

unabl e to respond, 0 resu 'n~a r?g returned to

the —providRdssGohdiiths B Ret/flen hE pldifer SURRS ABRbAMIRALNE R cONdi i ons,

. a
then a definitive response I's returned to the prov rent nodule 70. A

definitive digfRRAEE 70BYhé ABMUARIURTS R Rrfolls il blodestihg Blpfdvie 1 ndi cati ons,
such as a "valid" or like indication when a target digital 15 certificate

has not beemy missingeshuired infoavatior drid posstbip & ieqilsRBING Mforih@iod @bmdi gi t al
certificate has been revoked, or an "unknown" indication if the status

provi der 5 37thdmebile devigesiBihraughithdqnowkwtiyesepficetnaule @8 e tetuttisghbadr certifi cate.
Furthernore, the proxy systemclient nodule 62 may al so be operable to

cl assify t Heesgaggite te peaxy systant sgrdceasoduled8oviig thewiormaiswaridisemy anhe st at us of
the digital 20 certificate after sending a request. The status of the

di gital cerdTPt Mesage it theriexy sieier slient modvip SRdisryreseonsado #fnifiall i d, r evoked,
or unknown after th 0X stem client nodul e 62 receives the
correspondisﬁef'cgf%?é' 8'&1‘8’5%&@%  SEPhAR WhRR 2 Broyider 3 \reqelvRs amwsionede proxy system

oL ent Moo BBl iRy oA A B OB Po BV e oS
L5, SO P12 TV L ol e
provider client module 70.
If the request meets required conditions, then a definitive response is
returned to the provider client module 70. A definitive response may include one of a
plurality of status indications, such as a "valid” or like indication when a target digital
16 cerdificate has not been revoked, a “revoked” indication when the target digital
certificate has been revoked, or an “unknown” indication if the status provider 37 has
no record or knowledge of the target digital certificate.
Furthermore, the proxy systen"l client module 62 may also be operable
to classify the digital certificate as "pending" when awaiting the status of the digital
20 certificate after sending a request. The status of the digital certificate is then
changed from pending tb one of valid, revoked, or unknown after the proxy system
client module 62 recelves the correspondihg status indication from the proxy system

39. The proxy system client module 62 may also be configured o prompt a user via

an /O device on the mobile device 38 to confirm an action to be executed on a data
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A response returned to the status provider client nodule 70 by the status
information provider 37 is passed to the proxy system service nodule 68, 5
whi ch prepares and sends a response to the proxy system client nodu§ep 68ig
When the response fromthe provider 37 is signed and the proxy system
client nodule 62 or another conmponent on the nobile device 38 is

confi gur edWMOoB@®sIf y status response signatures, thepCb@3enti re response
fromthe status provider 37, or possibly the sirgned portions thereof, are

preferably.forwarded to e proxy.system,10 client dul 2 _substantially
unchanged. 't%\;\ﬁ@éjﬁﬁ?m :qchgespf%g@y%réfu&w%&sﬁﬁ%se&p?apggfq' rgv%gg’,g:r' t he status
provi der chﬂ&g%nmdul e 70 checks status response signatures on behal f of
t he nobil e device 38, then only certain parts of the response, for

exanpl e, the status joBSin [dutfed¥8dnd Nawe bfviad! clieRrhdduleCRlisy ther | al number or
subject name, are preferably extracted Dy the proxy system service nodul e

68 and f or sfub Glorfatidn irévicr BE &PSRERI fohiRd plofy §yeRMm seRide thadiulehd, pr oxy system
client nodul e 62. The response fromthe proxy system service nodule 68 is

t hen pr ecewhieltipleparbdandpents) réspdhsTo thel prem bystaniclieat nicdule@2.dwher m ne whet her
the digital certificate has been revoked. The presence of a proxy system

cl i ent nodtheesspBngsrivimghaprbyidat 82 & signied apd the buodesydiemi diedt module B2i cate val idity
and revocation status checks according to known 20 techni ques. Thus,

di gital cept prdtiesstcompenention dhee okbile demisevithis goafigred toywribnslaveich as t he
status information provider 37 are conplenentary to other_ status check

oper at i ons"eEBINSGFIIALIeRthaD e et aspensgdront thecriaik BUWYVINRAR3T: 7t he embodi nent

Fevocat | onPERRpGe BB PRBSIhoRS: BB i RLY e BRSSP 2006 VO
031079530 AL 3L S0 BN B e i St
appl i cati Othof1EBS &ﬁﬂe%tﬁéb‘?ovﬂfe%%nﬁ%ﬁh@% checks status response signatures
on behalf of the mobile device 38, then only certain parts of the response, for
example, the status indication and the digital certificate serial number or subject
name, are preferably exiracted by the piroxy system service module 68 and formaited
16  into a response that is then sent to the proxy system client module 62. The response
from the proxy system gervice module 68 is then processed by the proxy system
client module 62 to determine whether the digital certificate has been revoked.
The presence of a proxy system client module 62 preferably does not
preclude digital certificate validity and revocation status checks according to known
20 techniques. Thus, digital certificate status checks involving remote systems such as
the status information provider 37 'are; complementary to other status check
operations for which the mobile device 38 are enabled.
While the embodiment of Fig. 3 depicts the wirelesg. gateway 34, the

proxy system 39, and the revocatipn status provider 37 as separate systems
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service nodul e 68 and the status provider client nodule 70 is stored and
executed on the wireless gateway 34. 5 In yet another enbodi nent, the
software application conprising the proxy system service nodule?@ﬁ Sg dZ ﬁ
status provider client nodule 70 is stored and executed on the revocati
status provider 37. In still another enbodinent, the software application
conpri si ng WHBOMWE¥xy system service nodul e 68 and t hePE€T/€4038040r OVi der
client nodule 70 is stored and executed on the nessage server 26 (Fig. 1).

system. . deormsanserbe fi 3k R S s b teflt BB E " he
fnct i onal i Xicleitd Empélehéiptd BN AABh o6l i x V&ﬁ,@{eﬁgosyst em as

di scl osed herern e use anot ern di nent, the

Wi rel ess galGuoddfh deSind R sBRlsSrovider E’lﬁhﬁﬁéﬂuféem'lg Tt&e&’@ﬁc?e%&ﬁéﬂ such as an

S/'M ME nessage to be transmtted to nobi ' e device 38, is signed
with a di gbdpbwhbiesaattivay 84, i ncl udes a digital certificate. If so, then the
wirel ess gateway 34 pre-enptively queries the revocation status provider

37 to obtain the dipyet ahote® einbbdidahtpihgtsatwese bpplicdtibe compig td the S/ M ME
nmessage. The digital certificate status is preferably obtained before the
SIM ME rreswe;gesyistemtseaha motitle 68 fumi mhetatmlp'rdv’eledﬁemtmdae JOisrstaxéd ch case the
S/M ME nessage 20 is stored at the wirel ess gateway 34. The wirel ess

gat eway 34andeyetiéedionitheteyocatinp statusipeovider 3. ércﬁvﬁanqtmeéetsbwm@trmsage if the
digital certificate is not valid or expired, or alternatively may transmt

the SIM WW@@&Q@'%WW%@Pmlth‘%orﬂ’éﬂﬁyﬁéfﬂﬁﬁ'V’CWW‘%szﬂfq Ha$ on that the
digital certificat S ex

e s el R
i it a6 cePt FH{iEaped oo bl A Brin PR oL s e ed ar e
Pdentifi edyeaPRIUbRRE oAl 8V ifore i¥lword! R SHaktk %ebﬁnctlonailty of the
client/proxy digital eertificafe status systerﬁ as disclosed herein may also be used.
in another alternative embodiment, the wireless gateway 34 is operable
to determine if a data item, such as an S/MIME message to be transmiited to the
15  mobile device 38, is signed with a digital signature or includes a digital certificate. if
s0, thenthe wirelesg gaieway 34 pre-emptively quetries the revocation status provider
37 to obtain the digital certificate status for the signef of the S/MIME message.
The digital certificate status is preferably obtained beiore the S/MIME
message is transmitted to the mobile device 38, in which case the S/MIME message
20 is stored at the wireless gateway 34. The wireless gateway 34 may be further
operable to discard the S/MIME message if the digital certificate is not valid or
expired, or alternatively may transmit the S/MIME message to the mobile device 38
with a notification that the digital certificate status is not valid or is expired.

Fig. 4A provides a flow diagram fllustrating a method of checking digital
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perfornmed automatically or the digital certificates could be selected by a
user. A service request is then prepared and sent to the proxy system at
step 82. At step 84, 5 the proxy system prepares and sends a seﬁvgl(%f? 2008
request to a status information provider such as an OCSP responder. The
status information provider then checks the request to ensure that it is
formatted WQOPEEMEI, that the requested service, digitatT/icamnedsicate
revocation status in this exanple, |Is supported by the provider, and that

per for mad S spl e B3y Aoy BB Rl ers SBkEce  cond 11 ons.
t hen an er%ﬁ{ck%%ﬂ%ﬁg - P(r)ag gﬂtﬁlgd.t nggﬁ"w“og%vﬁﬁx‘?%gébg@%?p 88. An error

nmessage is also ret nobi evice a ternatively,

error proces#imed BRImaRalfd e GltalloricRBs 8Qid bd LIRRay dser. tAer information
when the request does not include all required 15 information, for exanple,

af ter whi Cherficéreuuestls ihef Prepad @5 seRBY th ProRy SERMedstapeb. A8a8is4 o t he provi der
at step 84. \Wen the request satisfies the conditions in step 86, the

status s ninerprevyi systemrppepacsr antdedetitds servieé adquést itt distaadd inlormation he pr oxy
systemat step 94, in response to the service request fromthe proxy

syst em Therovidertsught asandB;Sh raspopdarx Yheatayisformtiveprovider thehehehs i re response
fromthe status information provider, or at least parts thereof, to the
nmobi | e devithegequgst taensusiioat § is foattertproperly.ithat theeeauested sarvieredititdir om  t he

nmobi | e devi ce. Al though the sg}stem,and nmet hod descri bed above relate to the

i |1 ustrati ¢etficigiposatign sigiugintais exagple, ie surpered byiluevidsh aad thatgd checki ng,
di gi tal tificat -28 1 EP 2006 03/ 079626 PCT/ CA03/ 00403 lidit
Checke.  acebhiAdioRaomE nBedediie Fotss et eclra eI DERRr pr of bcol 5.

for exa,r(gpl 85 MBY simlarly be optimzed for nobile devices and ot her types
of ' '

If the request does not satisfy these conditions, then an error message
is returhed to the proxy system at step 88. An error message Is also returned to the
mobile device at step 92. Alternatively, error processing may be executed at step 90,
to obtain further information when the request does not include all required

15  information, for example, after which a new service request may be prepared and
sent to the provider at step 84.

When the request satisfies the conditions in step 86, the status
information provider returns a status indication to the proxy system at step 94, in
response to the service request from the proxy system. Then, at step 96, the proxy

20  system returns the entire response from the status information provider, or at least
parts thereof, to the mobile device, as a response to the initial service request from
the mobile device.

Although the system and method described above relate to the

iflustrative example of digital certificate revocation status checking, digital certificate
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processi ng-, menory- or communi cation resource-constrained systens through
a proxy systemclient nodule and service. A proxy system 39 nay al so be
enabled to 5 provide its proxy service to nultiple nobile devi deB.SEFFi Pyo@B
provides a flow diagramillustrating anot her nethod of checking digital
certificate revocation status. In this nethod, the wrel ess gateway 34
(Fig. 3) BAOMe¥ a proxy program as previously descPCiesh3oapd is further
operable to determine if a data item such as an S/M ME nessage, to be

Lransi t eg g, SO0 IUILLS 54 §R b LARLUGRS - el AlsL 11 cate. I

so, the wire S gast’t eway pre-- enp NG y queries t vocati on status

i nformati O%r%ggﬁﬂ)lg,%a S%iﬂlaﬁgdbef%&ngg%r '}]%egg\rﬂ@és 8&?‘%qu of4 receives a

data itemto tra e nobi Vi ce n"'step 202, the

wirel ess gaieuRigd tlefioRl BESomunicalih dsdufbelcbRdiiainB§ bikdass tﬁrod'grgat al

certificate. If the data itemdoes not include a digital 15 certificate,

then the dpiody svemdiént ARbille bed defoeMMprdxesydem SpanaBlsods efdldtoi N Step 216.
However, if the data itemincludes a digital certificate, then the wirel ess
gat eway 534 pewide ésprotyeseddtedo mukipte anodilgdegioes. es a servi ce request that is sent
to a status provider, as shown in step 204. The status information is
received in step 208 4Bpyvides asfowsliapesn Hustating anatiier methog ofghedsingy 34
determines if the digital certificate status Is valid, revoked, or

unknown. | fligia) gertficgierramocatiop slafusc lytais methodthegvirelese gateway 34i(FlgiRss gat eway 34
attaches a valid indicator to the ?Iata item and the data itemis then

r edi rect ed ¥GUEHE PIBH PGl RIEViRsly descdioguind 15 TuRREsOPSEBIedRd 216, If the
revoked | ndPREI & goBleRh 39 se TS PuME Rendioh P 3R v EE e 2006 o ©
03/ 079626 ' Al ] ' i 38,

shown iﬁ SF' (Ea%-ﬁse(‘@?gé g%(fj}'g@i%st g%*#ﬁ%mgﬁe;?f{; tg’l thggﬁ@lg?sl@gé[dg?iag%ﬁéﬁﬁﬁovm, ? f]en

the wirel egsp@Rleuees #b BidcafRER @ MR Bovider 37,

At step 200, the wireless gateway 34 receives a data item to be
fransmitted to the mobile device 38. in step 202, the wireless gateway determines if
the data item includes a digital certificate. If the data item does not include a digital

15  cerlificate, then the data item is sent to the mobile device 38, as shown in step 21 6.'

However, if the data item includes a digital certificate, then the wireless
gateway 34 stores the data item and prepares a service request that is sent to a
status provider, as shown in step 204, |

The status information is received in step 206, and in step 208 the

20  wireless gateway 34 determines if the digital certificate status is valid, revoked, or
unknown. If the digital certificate is valid, then the wireless gateway 34 attaches a
valid indicator to the data item, and the data item is then redirected to the mobile
device 38, as shown in steps 210 and 216. If the digital cettificate is revoked, then

the wireless gateway 34 attaches a revoked indicator o the data item, and the data
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indicator to the data Item and the data itemis sent to the nobil e device
38, at steps 214 and 216. 5 Thus, upon receipt of a data itemthat
includes a digital certificate, the nobile device determ nes th’iegssgpug}gg)f
the digital certificate imediately by consulting the valid, revoked or
unknown indicator that is attached to the data item In an alternative
enbodi nent wWadigrsier el ess gateway 34 pre-enptively quecT/essbdia revocati on
status information provider, but forwards the received data 10 itemto the

nobi |l e device.with an indicator,. "pendi ng" .indicatqr for, exanple, which

i ndi cat es {tmﬂs\'}h?rbﬁng‘o t@%’f"?ﬁ‘?id@éﬁeé%ssg%%}l? "ﬁh%te aﬂﬁ@?%ed” % further

i ndi cation ARRE t i e t jle device when a
status i ndfj’g{éi# ic%ﬁﬁ(‘lta? s %@%:@W\ﬁ/’etﬁér*utrﬁ%%ﬁ?h% i%{ej@ﬁ?ﬂaﬁ;&g?ﬁg@@%oﬁ? ovider. In
anot her empaghiBERine dahagtem?é_ HE datLiehtis S%ﬁto(tﬁé %pbi@deﬂé&.ﬁ, GygpLises 15 a
redirection system as descri bed above. e redirection system executes a
proxy prog{psmdgeeid i s further operable to determne if a data itemto be
transmtted to the nobile device 38 includes a digital certificate. If so,
the redisrection systasupbereceitf 4 ¥4 enfinarindiset B Gigh® vatitbiepe St at us
provider 37 to obtain the digital certificate status, and perforns simlar
pr ocessi ngmebiEpdevice deteanindsettle wiadtls ofethpedigital certifivate Rimetiatelyt &gs gat eway 34
and Fig. 4B. In a further enbodi nent, a nobile device and a proxy system

i ncl ude nadnsuipingthe valigntevekad orgmkndvndndinatin thabis affiched © thedaga itshock di agr am of
a system inplementing a digital certificate revocation status check system
having multiple prioRyakgmatieherahodiment, theavineless gateway; 3§ presemptively menory 102,
the data stores 104,106, -30 1.9 SEP 2006 WO 03/079626 PCT/ CA0O3/00403
108, the nHdiiggiNedearaias pajusdnformation jprovider, byt fawgids biedeceived dMa cei ver 116,

ts Bg st gn@$;ﬁ$@ toqﬁé %\géire d%.\]ﬁgé wi&hha% ir%c%%lr,%s‘psen%%tg'ﬁx\g}gatolr%%’exgrﬁlpqe, twpu%h VAN 122 are

indicates that digital certificate status has been queried. A further indicafion of
certificate status is then sent to the mobile device when a status indication is

received from the status information provider.
In another embodiment, the message server 26 (Fig. 1) also comprises
15  aredirection system as described above. The redirection system executes a proxy
' program and is further operable to determine if a data item to be transmitted to the
mobile device 38 inciudes a digital certificate. If so, the redirection system pre-
emptively queries the revocation status prbvider 37 to obtain the digital certificate
status, and performs similar processing steps as described with respect to the

20 wireless gateway 34 and Fig. 4B.

in a further embodiment, a mobile device and a proxy system include
muitiple client and service modules. Fig. 5 is a block diagram of a system
implementing a digital certificate revocation status check system having muiltiple

proxy system client modules. In Fig. 5, the memory 102, the data stores 104, 1086,
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the sane as simlarly |abelled conponents in Fig. 3. The nobil e device 100
i ncludes client nodules 112, including proxy 5 systemclient rmg I g Qﬁﬂ]g,
and proxy systemclient nodule N 113, and possibly other proxy ?s 5

client nodul es. The proxy system 128 includes corresponding proxy system
service nodules A and N, 132 and 136. The proxy system 128 al so i ncludes
status proWABL7%I5 ent nodul es A and N, 130 and 134, WweI/EAn3ames confi gur ed
for conmunications with the status Information provider A 124 and the

. . . velv. Th h .
Fig. 5 opotds 48 SbedtnBieih i 0T BEGREGR Ik TR Tat us or one
i o £ eat . ¢ e i
O O Bhib R4 $N IR A T SRS WA P gty exorple: 1
extracts %eQérﬁﬁéé"éirﬁﬁarﬁbc{b@ﬂe'a%ofnﬁérf%t@mh%. required in a service request to

its 15 respective proxy system service hodul e 132 and 136. The status
provider client nmypdmeBileldVicaNeh heldask Rfdht HizBulbd €12, MeRaiRGpoRN from the
service request fromthe nobile device 38, and possibly i nformation

avai | abke gktemhdiefmiduleSy stieand hidky system pllcapbdul@Nsies vand@ossibiuest to st at us
information providers 124 and 126. Responses returned by the status

i nf or mat i osthgrmpeoxy dystem diddt raothiled 2The moxyaystere 428 inplodes aonespobritgeof , 20 are
then refornmatted if necessary and returned to the proxy systemclient
nmodul es  1droxy=syetern B8rvige mokdesbond B, 1$&and 236, 0The mrowyIsy§iero 38 &lsest em cl i ent
nodul e 111 and 113 nmay be adapted to collect request information and

process r el8puries stajusppividat glign mogulesA gndY.dpR Ard 1¥pwhich argipagfiguigd certificate
status check protocol. However, t i nf ormati o | ected hy both -31. t 9
2P 5006 RLRBRYTERYE MO RIS G & 24 e R HRI es 115 and
113 may, be, i ned i.nt .e service request to the proxy system 128.

Each pr8xy'n€°{%? '8%?3'9%@%%56%@6%2 and 136

The system shown in Fig. 5 operates substantially as described above.

When the status of one or more digital certificates, such as revocation status, for
example, is to be checked, each proxy system client module 111 and 113 preferably
extracts or otherwise obtains information required in a service request to its
15  respective proxy system service module 132 and 136. The status provider client
modules 130 and 134 then use the information from the service request from the
mobile device 38, and possibly information available at the proxy system 128, to
prepare a service request to status information providers 124 and 126. Responses
returned by the status information providers 124 and 126, or at least portions thereof,
20 are then reformatted if necessary and returned to the proxy system client modules
111 and 113 at the mobile device 100.
Each proxy system client module 111 and 113 may be adapted to
collect request information and process response information for a different remote

digital certificate status check protocol. However, the information collected by both
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then extracts information fromthe service request required for a service
request to its . associated status information provider 124 and 126.
Responses returned to the 5 status provider client nodules 130 dn8 3B 1y;
the status provider systenms 124 and 26 is returned to the proxy system
client nmodules 111 and 113 either separately or in a single response. For
exanpl e, wiaPHMes0r both of the status information peDoicdesiss 124 and 126
signs its responses, and the proxy systemclient nodules 132 and 136 are

conti gur ed gréky\gitoier® HRANSET R AN Y RS 0o LBRBNIPAR Alifyd GagNSeS are 10

preferably returned to the proxy system'clien ules hd 113

accor di ng trequesiBiile fre§ RA%Er Y28, REaeh PRIRY Systehf sehARRSHRRS 38 bRy Ny siA‘gned,
a s

however, the responses may be conbined into i ngl e response.

nul ti pl e- clthemdxirassirometigs fremthasenitoWauédtrebii@d fopa b&viRabdlesd & | y usef ul
when a user wi shes to check the validity and/or revocation status of an

entire di giassdciatebstatas infoiiatiah eravidar t2anmdctesi Ruspuhess fiugiddab trertificates
for which status information is available fromdifferent status information
provi derks. Staiusdiexiger dipatragrules 4a8panthit3d by thegtabstpsovider systamb 124 gridt al
certificate in the chain nmust be sent to the status information providers.
In the systa8is 8lumedEp thesproxysiygicna elienbmpgules 137 arfl d 3eithen separataan inbe sent from
the nobile deviEce 100 to_obtain status information froma nunber of status
20 i nf or matd SRIBIEOPWEr SFor rRmRer WBteOng Binkgh of Hieovtatts indmmelie i s required
by all pro . j~ent dul es and, servi ce nodul es need be incl uded
only once ﬁovg%}’sﬁtr:]zggalm 0212'6 P 319 r@gpqng%ggqﬁ%gpﬁy SyRter elentmogies Bast em 128,
t hereby redugh - I i.nLthal ,service request. Fig. 6 is a
bl ock di agram g@argﬁg‘mﬂlpg‘?ﬂ;@@eh@ﬁspgnsg os%%t‘ﬁfl%&éﬁqnosﬁpﬂ@f\?ir ONses 8% 1 9 SEP 2006
WO 03/ 04696 2fotdtedil (BB W 3prdhrey HBRI dism HDULEE 1 PO Aol ARaR! v @ two-way
communi cation device having at’ I'east  voice and data comnur cation
capabi | i ti ewir rdgpective protoBolsl are6ion SR A bighedPholvel&Sth REponses may
be combined into a single response. '
A multiple-client module system as shown in Fig. 5 is particularly useful
when a user wishes to check the validity and/or revocation status of an entire digital
15 certificate chain which includes digital certificates for which status information is
available from different status information providers. In known systems, separate
requests for each digital certificate in the chain must be sent to thé status information
providers. In the system of Fig. 5, however, only a single request need be sent from
the mobile device 100 to obtain status information from a number of status
20  information providers. Furthermore, common information that is required by all proxy
system client modules and service modules need be included only once in an initial
service request sent to the proxy system 128, thereby reducing redundancy in the
initial service request.

Fig. 6 is a block diagram of a wireless mobile communication device.
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capability to conmunicate with other conputer systens on the Internet.
Depending on the functionality provided by the nobile device, the nobile
device may be referred 5 to as a data nessagi ng device, a tmo-waﬁ ﬁaﬁEﬁ,Z%ﬁ
nobi |l e tel ephone with data nessaging capabilities, a wireless Internet
appliance, or a data conmunication device (wth or w thout tel ephony
capabi | i ti 8D 03/0R&6nent i oned above, such devices are P&EFexsedIxo generally
herein sinply as nobil e devices. The nobil e device 600 includes a

transceiv e(‘jl'hgﬂ'larbile%eme%roe '%:p?qu@ﬁ% twg%r%y@gﬁmuﬁl#fﬁ Bévﬁx h%’at I?aét: lash memory

624, a random access menory auxiTiary rnp output (1/0

devi ces 62 30ic@a,-,g%ia%mﬂgﬁiEaﬁg]g&paiﬁiitiF§Yl’ﬁé’ﬁﬁﬂle%@ce 600 pRRMHhas 1534 , a

m crophone 636, a short-ran W rel ess comruni cati ons sub-system 640, and

ot her devi ggpabiillytSotpinfiRcaih othBEcdripaiRe SRiayRon fklnteiel. DeRRdhgansni t  and
receive antennas 616, 618, a receiver (Rx) 612, a transmtter (Tx) 614,

one or nor éntheamktichalitpprevitiddmly Getndbllé evics, tBe matid dévicdinGly bédefediegnal processor
(DSP) 620. Wthin the Flash nenory 624, the nobile device 600 includes a
pl ural ity &f asatdblaanessagiapdebe6L Wo-wh2pEget, laahobdiateldphomxeittutiatad by t he

m cr opr ocessor 638 (and/or the DSP 620), including a voice comunication
nmodul e 624messagingtcapabiities. @i witelase interpelAnpliaRa.80r a datel camplmieationt y of ot her
operational nodul es 624N for carrying out a plurality of other 20

f unct i ons. deyiee (Wiben vétherd jelenbomrapakilitips)e A6 Menligned abave. suely dviR®Auni cat i on
device havin vod ce and data conmmuni cation capabilities. Thus, for

exanpl e, t A 'REEP ge@@%y@erewm;@s mehidRYIee%t e over a voice network, such
oSy, o e 21! e By B0 LSSy BB 22 o3 070626
o onC RS A0 8 PRAYRENS, 308 SRR S nBtib BB AE .
communi cat LRiaRAHNENSut H7D) R8VicE BAS, s6rial port 630, a keyboard 632, a speaker
634, a microphone 636, a shori-range wireless communications sub-system 640, and
other device sub-systems 642. The transceiver 611 includes transmit and receive
antennas 616; 618, a receiver (Rx) 612, a transmiiter (Tx) 614, one or more local
15  oscillators (LOs) 613, and a digital signal processor (DSP) 620. Within the Flash
memory 624, the mobile device 600 includes a plurality of software modules 624A-
624N that can be exeguted by the microprocessor 638 (and/or the DSP 620},
including a voice communication module 624A, a data communication module 624B,
and a plurality of other oberational modules 624N for carrying out a plurality of other
20 functions. |
The mobile device 600 is preferably a two-way communication device
having voice and data communication capabilities. Thus, for example, the mobile
device 600 may communicate over a voice network, subh as any of the analog or

digital cellular networks, and may also communicate over a data network. The voice

-33-



infrastructure, such as base stations, network controllers, etc., or they
may be integrated Into a single wireless network. References to the
network 619 should 5 therefore be interpreted as enconpassi ng gogI‘SEP 0! e
voi ce and data network and separate networks. The comruni cati on subsystem
611 is used to communicate with the network 619. The DSP 620 is used to
send and r &@PIFommuni cation signals to and from t RET/EAGEAHI tter 614 and
receiver 612, and may al so exchange control 10 information with the

transnit t er afifldbtertvorecab YeHct&liA Fid. & o} M8 c¥RineRlcaioA ot ) GRgIEUNI cations

occur at a single frequency, or closely-spaced set of frequencies, then a

singl e LO Gudrerany dite netwertts may bosdpared dommunichtionnbivolic aBRgidphife 614 and
receiver 612. Alternatively, if different frequencies are utilized for

voi ce . coinfiagildere] sush aserase stationsa netorkLoohitaibisp B8, of fiRp niaymeur al ity of LOs
613 can be 15 used to generate a plurality of frequencies corresponding to
t he net wor kinggated indp g 5tMglghviteless aeterin Dsfedarees ©1Be aetwortiepd shoaedll i n Fi g. 6,
the nobile devjice 600 could be used with a single antenna structure.

| nf or mat P ontCRRITES IntBpreiRges eprampageiichothearingleaics anddats meiwdrioand i s

communi cat-ed %Ot and fromthe communication nodule 611 via a |ink between
the DSP 620" ARGt 0Fﬁ"*t:roprocessor 638. 20 The detail ed design of the

comruni cati on subs e uch as, f uen band, . conponent sel ecti on,
power |evel, etc., yﬁel %Q"ﬁ'@%lf@ﬁoé‘rﬁd'g%teﬂb%ﬁ% W@g¥%@mﬂﬂ?§9€‘8wﬁt§ﬂ’eﬂet work 619 in
whi ch t he i i £ Sl erate.. For,exanple, a nobile
dei/i ce 600wdéﬁ%@g\ﬂh%gc?E%?gisstlbﬁ{cgéﬂggﬁfg rcioggwmﬁ%t,,o'gélgné i ncl ude a

conmruni cat i g fRMPeY S ' it jtex -34 19
SEP 2006 WO 03/ 0796%2%%%&%%3?8%%3@ %rz(’)%g% ?ah%g&%rrggﬁagg%a a Icom‘runi cation

net wor kso arisfomiation dars itig RehshifteP B9 4 n@ decoivol BIANYS RE vBic¥ ahdi @iy of voi ce
comuni cati on networks, such as AMPS, TDWMA,
communications occur at a single frequency, or closely-spaced set of frequencies,
then a single LO 613 may be used in conjunction with the transmitter 614 and
receiver 612, Alternatively, if different frequencies are utilized for voice .
communications versus data communications, then a plur'ality of LOs 613 can be
15 used to generate a plurality of frequencies corresponding to the network 619.
Although two antennas 616, 618 are depicted in Fig. 6, the mobile device 600 could
be used with a single antenna structure, Information, which includes both voice and
data information, is communicated to and from the communicatiori module 611 viaa
link between the DSP 620 and the microprocessor 638. |
20 The detailed design of the communication subsystem 611, such as
frequency band, component selection, power level, etc., will be dependent upon the
communicat_ion network 619 In which the mobile device 600 is intended to operate.
For example, a mobile device 600 intended to operate in a North American market

may include a communication subsystem 611 designed to operate with the Mobitex
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CDMA, PCS, etc., whereas a nobile device 600 intended for use in Europe may
be configured to operate with the GPRS data comruni cati on network. and the
GSM 5 voi ce conmuni cation network. Other types of data and voi ce nétSih K8(6
both separate and integrated, nmay also be utilized with the nobil e device
600. Dependi ng upon the type of network 619, the access requirenments for

t he nobi | ewd)e%%??égmo may al so vary. For exanple, in PRECABBIPEX and

Dat aTAC data networks, nobile devices are registered on the network using
a unique gt iniic 3k WrmAUNBSIon 3858Rk hEed blneatibdird e, | n CPRS
dat a networ ks, however, network access IS assocl ated wth a subscriber or

user of tNgTRY ey %&t&%ﬁv&%&?grﬁpgrﬁﬁm !Inrisiéﬂ shtPAC AMPY, THfNI res a

subscri ber identity nodul e , C required I n order to operate

the mobi | eciomn] Fes, 8R0 whsreds £3ibbHeABYINB0Y intdrie@or Qe IMBropd MAYEY K
comuni cation functions (if any) may be operable, w thout the SIM but the

15 nobi | e cefligesl BAPetrate withlike GRABI datd cyntunicstiopuistvarly arfdthe GSeNS | nvol vi ng
comuni cations over the network 619, other than any legally required

oper at i ®nsyoiusimnagicatinhlneiwarkre rjearctypesadi| dategandAvdicer netwyrks, dgpthi r ed net wor k
regi stration or activation procedures have been conpleted, the nobile
devi ce 600sapgiptesanddntegizied, aeiialse be oilizethiviaihe oabilezievied 830al s, preferably

i ncluding both voice and data signals, over the network 619. Signals

recei ved by the anPerainguernihe;iype of acwgrshlBitieacress reputreeentes 819 are rout ed

e e AL B Ve B bR BRI 12 et on,
o0 ool oS e RORIERS T a8 1 S (3 7o'
T COSARTRS Bhb S8 AL PRSI gL oL o1 ond
to be trangdidrk 86kebPis bdiBciated with a subscriber or user of the mobile device 600. A
GPRS device typically requires a subscriber identity module (“SIM"), which is
required in order to operate the mobile device 600 on a GPRS network. Local or non-
network communication functions (if any) may be operable, without the SIM, but the
15 mobile device 600 will be unable to carry out any functions involving communications
over the network 619, other than any legally required operations, such as ‘911’
emergency calling.
After any required network registration or activation procedures have
been completed, the mobile device 600 may send and receive communication
20  signals, preferably including both voice and data signals, over the network 619.
Signals received by the antenna 616 from the communication network 8619 are
_ routed to the receiver 612, which provides fér'such operations as signal amplification,

frequency down conversion, filtering, channe! selection, and analog to digital

conversion. Analog to digital conversion of the received signal allows more complex
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network 619 are processed, including nodulation and encodi ng, for exanple,
by the DSP 620 and are then provided to the transmtter 614 for digital to
anal og 5 conversion, frequency up conversion, filtering, anplifidhSFen2iibd
transm ssion to the comunication network 619 via the antenna 618.

Al t hough a single transceiver 611 is shown in Fig. 6 for both voice and
data comuiff@BO%Hs, It is possible that the nobile BEVCABOGH0 may i ncl ude
two distinct transceivers, a first transceiver for transmtting and

recei ving ﬁeﬁmﬁﬁniéétﬁﬂa}bﬁotiﬁﬁs{,‘ﬁug 3E€CH rhéﬁaambe{?rng{ggo%@a%w“ ng lo and

receiving data signals. e transceiver na provided in a

mobi | e deyehgimad aghFe DEP@REIRA SmilarithdrAel BRI 15 B HaRMiteAREMBi cati on
network or nultiple frequency bands. In addition to processing the

communi cat inetwofd & 0 aterockfsed fidhg thoalistion aBA MoEiAG, drekanirhs; 6y mer and
transmtter control. For exanple, the gain levels applied to 1s

communi cat iD&RP 820ynad ard theh povidedetb e t@ddninerds 1dr fan sligitditieranétbd nay be
adaptively controlled through automatic gain control algorithms inplenented
i n the DSPcep@rsiondrdgeency up perveisiva fiteringt amplificaligoandtransnigsionitethal so be
inplemented in the DSP 620 in order to provide nore sophisticated control
of the trafS@@MRigatiopnaiwork§i9 via be spiediadd 8 xitheimb asingfediensseiyerfdlhages and
controls the over_a}l:islgrﬁé(F)B%gerati on of the nobile device 600. Many types of

mi cr opr oceds¥PYN §} NPIPRLRIcETda eRmMUNiqaEongsitis PResikle gt the g t er nat i vel y,
2510 o DR iR R S R B SRR R ™ o 1
ot o0 e BB RTILEA Mk o5 I RSRBE RS BN ©7o0" e
2000 18 03481545y BT LGNS QOAAOUED S UM BCHRITHI i o, coPL co
nenory 624 d¢bade K4HEY 0 PBrafRMwitiiA®nore than one communication network or multiple
frequency bands.
In addition to processing the communication signals, the DSP 620 also
provides for receiver and transmitter control. For example, the gain levels appliedto
15 communication signals in the receiver 612 and transmitter 614 may be adaptively
controlled through automatic gain control algorithms implemented in the DSP 620,
Other transceiver control algorithms could also be implemented in the DSP 620 in
order to provide mora sophisticated control of the transceiver 611.
The microprocessor 638 preferably manages and controls the overall
20 operation of the mobile device 600. Many types of microprocessors or |
microcontroliers could be used here, or, alternatively, a single DSP 620 could be
used to carry out the functions of the microprocessor 638. Low-level communication

functions, including at least data and voice communications, are performed through

the DSP 620 in the transceiver 611. Other, high-level communication applications,
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m croprocessor 638. For exanple, the voice comunication nodul e 624A may
provide a high-level user interface operable to transmt and reﬁiive vVoi ce.
calls 5 between the nmobile device 600 and a plurality of other VdiSBP 2008
devices via the network 619. Simlarly, the data comruni cati on nodul e 624B
may provide a high-level user interface operable for sending and receiving
data, such k038593 | nessages, files, organizer infoP@B€ABMA40hort text
nmessages, etc., between the nobile device 600 and a plurality of other

data devi C%ﬁ?hvla@at\}aﬁe %ﬁh\qﬂﬁé&tﬁ)ﬁgapﬁmﬁ&h%z{ﬂ? ik & &%‘é{ ic?ﬁmﬁ@gat'oﬁ 10 secure
messagi ng software application, 1 Ncorporatring soltware t%8s _
cor r espondizBglichidnt 428 NEe SAEH:A I S FRSA %nﬁ%fiﬁéﬁ%&ﬁ%@é&ﬁuﬁ@t #@ client nodul e

62 or client nodules 113 and 111, for exa operate I n conjunction

with the datigoprec@sddd88.akboskaRRUIR VoRRé BormmuMEdih idaliBTB2eARRY t he _
t echni ques descri bed above. 15 The mi croprocessor 638 also interacts with

ot her devi pevklalkshigi-levas usersitielacSogelbletto 2RhaHit 8L recbile vlibarsdlis menory 624,
the RAM 626, the auxiliary input/output (1/0O subsystens 628, the serial

port 636, thiwekeihboabid 8@ 600ed a plesiyof oitted doicd desiced \ta thpheinark 636, t he
short-range comuni cati ons subsystem 640, and any of the other device
subsyst ens 64@n¥miary yheriata epmumunibation raarie 6247 mexproyities higinlevel Oserodul es 624A- N
are executed by the m croprocessor 638 and may provide a high- |evel
i nterface Hier{RseAPasrblpiar seading andrestiung datei syehes comall masseges, fle®r f ace
typically _includes ai{ogur phi cal cog%)onent rovi ded_thr _ough t he display 622,
and an 1 nBURRERITSI B messseeie. aebFRs0dts aRle SRR RO |/ O 628, t he
keyboard 6 he eaker 634, qar the mGr ne 636. Su interfaces are
desi gnat ed%&”ﬁ%‘@a‘if P@g%‘%‘%ﬁe‘”c?%‘?'a 3‘%9@\“—35‘% 083%'1695"8@%&?&892 T/ CA03/ 00403
64 in Fjgs n : th st ' [ erform
comuni Jé)at is%%-r@rlgfsa%? %c?ﬁor@{a{eon%pﬁﬁgﬁelggﬂﬁg %gr(r? sﬁqltgtg'?@t gmrr%aglrfegy provi de
"resident” cffesphicfigYd ti€messaging system 60 and the proxy system client module 62 or

| client modules 113 and 111, for example, may operate in conjunction with the data

communication module 624B in order to implement the techniques described above.

15 The microprocessor 638 also interacts with other device subsystems,
such as the display 622, the Flash memory 624, the RAM 626, the auxiliary
input/output (/O) subsystems 628, the serial port 630, the keyboard 632, the speakér
634, the microphone 636, the short-range communications subsystem 640, and any
of the other device subsystems generally designated as 642, For example, the

20 modules 624A-N are executed by the microprocessor 638 and may provide & high-
level interface between a user and the mobile device 600. This interface typically
includes a graphical component provided through the display 622, and an
input/output component provided through the auxitiary IO 628, the keyboard 632, the

speaker 634, or the microphone 636. Such interfaces are déstgnated generally as Ul
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functions. Notably, sonme subsystens, such as the keyboard 632 and the

di splay 622 5 are used for both communication-rel ated functions, such as )
entering a text message for transnission over a data communicatifoq SEP %[105'
net wor k, and devi ce-resident functions such as a calculator or task Tis

or other PDA type functions. Qperating system software used by the

m croproced4b3N®EW is preferably stored in a non-vol aCFL&mser e such as

Fl ash menory 624. In addition to the 10 operating system and comruni cati on
nodul es 62?43\'-”%5. St?gnc]:é ash nmenory 624 may also include a file systemfor
storing data. N Orage area is also preferably provided in the Flash

menory 624 to stor e fagirtial s&%ﬁa‘ténﬁé %ﬁ/ﬁﬁrﬁggggrgp%ﬁ&rrp diiatidres and

possi bly other information required for agi ng, shown as data stores 54,

56 and  58didlediulidtions? whBféa® othdn RibQRANRIhAYbrSuidk! RdidemtP SCdntdeviceleVi ce
applications or nodules, 15 or parts thereof, may be tenporarily | oaded

into a vol filnttoRs. Notibl, scimelbasteMANuBR4s theleybdarfdsg Bndpe disglay®a2 Mor eover,
recei ved conmuni cation signals nay al so be tenporarily stored to RAM 626,

bef or e per ammueed foybottr sommuyichtivaneltied funttiohe, seghsdsenietimpcatbddchessagehe  Fl ash
menory 624. An exenplary application nodul e 624N that nmay be | oaded onto

t he 20 nofsr iransehisgion eves @Qialasommpeicalion abtwoikf andidaviceoiesidem agetioné Pl M)
application providing PDA functionality, such as cal endar events,

appoi nt mengush agagalcdater pritesidist oypiber PRYDE WNGRAN may al so interact with the
voi ce conmuni cation _nodul e 624A for nmanagi ng phone calls, voice malls,

etc., and may also qq?faéif‘%c?ﬁt?ﬁ‘t?f?ﬁt”ﬂ'@ Eredaby QeSO G388l e 6246 f or
T 35 R0 g B Ao 9
et B2 i i 4 RS P I ARl 2
' also include a file system forstoring data. A storage areais also preferably provided
in the Flash memory 624 to siore digital certificates, address hook entries and
possibly other information required for messaging, shown as data stores 54, 56 and
58 in Figs. 3 and 5. The operating system, specific device applications or modules,
15 orparts thereof, may be femporarily loaded into a volatile store, such as RAM 626 for
faster operation. Morgover, received communication signals may also be temporarily
stored to RAM 626, before permanently writing them to a file system located in the
Flash memory 624, |
An exemplary application module 624N that may be loaded onto the
20  mobile device 600 Is a personal information manager (FIM) application providing
PDA functionality, such as calendar .events, appointments, and task items. This
module 624N may also interact with the voice communication module 624A for
managing phone calls, voice malls, etc., and may also interact with the data

communication module 624B for managing e-mail communications and other data
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The Fl ash nenory 624 preferably provides a file systemto facilitate 5
storage of PIMdata itens on the device. The PIM application preferably
includes the ability to send and receive data itens, either by iit 8e$gR 2805
in conjunction with the voice and data conmuni cation nodul es 624A, 624B,
via the wirel ess network 619. The PIMdata itens are preferably seam essly
i nt egr at ed W&BREKI60Ni zed and updated, via the wirel e8€T/AeBMBK 619, with a
correspondi ng set of data itens stored or associated 1o with a host

conmput er s VignSfikssibrite ARVNBISAA N W0 R flhdiibighi nlq_!ﬁﬂ:ta | tens
associated wth a parti cnul a@auser. AIth'ouglﬁ sﬁ%ﬁ%&%gségﬁ asﬁonrrermry 624,

those ski | | rectiuie62eAendih di cbmmamgtieenadute 6228ty Hh fredrattfifto®e Non-vol atile
store, such as a battery backed-up RAM for exanple, could be used in

addi ti on t oPldmadnlet ead of 't he Flash nenory 624. 15 The nobile device 600
may al so be manual Iﬁjs’ﬁnchr onized with a conputer system by placing the
nmobi | e devi ce 600 i Medrfashmemémn6@4 pretecibly, pravitics la filecsysteinds facilleteser i al  port
630 of the nobile device 600 to the serial port of the conputer system

The seri@l $i5fge o5BY dpig itemssy theedevise dhe BIMapalisatiorsprefersbly ingudasthepr ef er ences

t hrough an ﬁﬁr nal device or software application, to downl oad ot her

appl i cati orf"%g' regevaatedlems aitheyby el ot In capiyngiien witthe vaiee | oad di gi t al
certificate nt.o mobi l e devi s wi.red downl oad path may further be
usteﬁ fj ot Ihoa dgﬁtagﬂ%WBlF?ﬂc?H ml?é&‘/'_esgf%%-ggﬁvﬁté?ﬁ w@eﬁ?ﬂmﬁwrhég&l%re stecurE

met ho a i ion via £ss net wor

619. Addi t?&ﬁ?ﬁ‘%@ﬁﬁ cgﬁ?%%ﬁﬁ%ééﬁ‘%éi'yﬁ%ﬁ{ﬁgﬁﬁ)’” Sige aadumshel Bho nobi 1e - 30
1 9 SEP 20 i / i t he network
519, "t hr oug S escy TR ere WGt el ALt of Bl S0 bR 1T 101 630,
t hr ough 4 h&vitﬁ%obtéo%\%%r%%ﬁ{”h‘fé%? Ql'éﬁté)n)?%;ﬁm%l;e‘a"%izgé@ﬁgr Rfa aﬁseﬁfsough any ot her

sui tabl e subsystem and installed user
associated with a particular user.
Although shown as a Flash memory 624, those skilled in the art will
appreciate that other types of non-volatile store, such as a battery backed-up RAM,
for example, could be used in addition to or instead of the Flash memory 624.

15 The mobile device 600 may also be manually synchronized with a
computer system by placing the mobile device 600 in an interface cradle, which
couples the serial port 630 of the mobile device 600 to the serial port of the computer
system. The serial port 630 may also be used to enable a user to set preferences
through an external device or software application, to download other application

20 modules 624N for installation, and possibly to load digital certificates onto a mobile
device. This wired download path may further be used to load an encryption key
onto the device, which is a more secure method than exchanging encryption

information via the wireless network 619.

Additional application modules 624N may be loaded onto the mobile
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menory 624 or RAM 626. Such flexibility in application installation
increases the 5 functionality of the nobile device 600 and may provide
enhanced on-device functions, comrunication-related functions, b BpPhN0s
For exanple, secure comunication applications nmay enable el ectronic
commerce functions and other such financial transactions to be perforned
usi ng t he NeH30@sdevi ce 600. When the nobil e device 6@0r/Ca3p@Eer ating in a
data communi cation 1o node, a received signal, such as a text nessage or a

b d I ol h cej i ded h
m cr ot ocetbr uamogh B WeBREr By et AaR U aubaRefel covi ved i gnal
dovi oo boeToishPEsfiafiRiebp oo the srafichl AR Wenlens bR, 121 1D

response t&tﬁoh%?&& &i@bl§§§os?§ét[aﬁt§4:@,%?ﬂ1s{aﬁe@b £G4 fh (REFREPS, 15 for

exanpl e, may be to a digl certiticate store in the Flash nenory

624 i f it mbBasryHRk orhARADE. SRAMIcRbRY fappicatibtinktdIABslifeasR e at i on stat us
of such a digifal certificate may al so be checked as descri bed above. A

user of smofahtiRnglBY bic he6Rbbile NRYIca 690 HANRAS Protias anharRes ondledbe as e- mai |
messages, using the keyboard 632, which is preferably a conplete

al phanuner fuactivay; b cammiuricatich-eitted HurichensQWERTOth.s Fyil exar@fle.alsedvwoaigh ot her
styles of conplete al phanuneric keyboards such as the known DVORAK style
may al so beonysenibatiansapplidatignstmayenable elesiiniceommegraedurdtions andfoihet her enhanced
with a plurality of auxili arg |/ O devices 628, which may include a

]

t hunmbwheel sychfitancigbivangactions tp ba pafrIaed Bsingdhe mpkilesievieaf@8hes, a rocker input

switch, etc. The conposed data jtens. input bé t he user nay then be
transmitted over t Néhenlagmohileciodies 69¢iserPeraindia 2eas% SeNPRIHAh3/ 00403
comuni cat | 0{} networé 619 Vi %bt he .transceiver 611. V\h%\r‘& fphﬁ? .Srmbi | e device
600 is 1BpeP18 T Ry ePRYS Wltéu mﬁ?%ﬁ$§ﬁqe.°ﬁ3dé, 308 GYBPEYI"™ oper ati on of
the mobi| epn%@e\é'sgcebyGtRQ trbr?scgiyg%tl "fl%a B]lol/iXedSt'qu rﬂfcrotp%cggﬁr 638, which
 preferably further processes the received signal for output to the display 622, or,
alternatively, to an auxiliary /O device 628. A digital ceriificate received by the
transceiver 611, in response to a request to a PKS or attached to a secure message,
15 for example, may be added to a digital certificate store in the Flash memory 624 if it
has not already been stored. Validity and/or revocation status of such a digital
certificate may also be checked as described above. A user of mobile device 600
may also compose data items, such as e-mail messages, using the keyboard 632,
which is preferably a complete alphanumeric keyboard iaid out in the QWERTY style,
20  although other styles of complete alphanumeric keyboards such as the known
DVORAK style may also be used. User input to the mobile device 600 is further
enhanced with a plurality of auxiliary /O devices 628, which may include a

thumbwheel input device, a touchpad, a variety of switches, a rocker input switch,

etc. The composed data items input by the user may then be transmitted over the
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data node, except that received signals are preferably output to the
speaker 634 and 5 voice signals for transm ssion are generated by a

m crophone 636. in addition, the secure messaging techniques degcﬂiSEé’dZGUB
above m ght not necessarily be applied to voice comunications.

Al ternative voice or audio |I/0O subsystens, such as a voice nessage
recordi ng UHY8PP¥¥m may al so be inplenented on the nBEVC&3E@HN ce 600.

Al t hough voice or audio signal output is preferably acconplished primrily

thr ough 10 dofnpiRamdriienfohde1olanéaRbater 672 My al So be used to provide an
indication of the identity of a calling party, the duration of a voice

cal |, or other voi cheahte mediateske GOOfIé)Bﬁ@étinthaE&ée hitlRlcBtiont he
m croprocessor 638, in conjunction with the voice conmmunication nodule

624A and t heodeptae aiéraljosyation bl tembbierdevice 800 il SlREhtiAlR Similgab tar
identification information of an incom ng voice call and display it on the

di spl ay 13iagogodeTénseptiivt (oceicadgignaloanepielcrailyiontpst to the speaka8846eHd may i ncl ude
an infrared device and associated circuits and conponents, or a

shor t - r dhgeoirp pighaisior transmipgian sieciensiatat biud micsaphbnesdS6a inBidditerptieh TM nodul e or
an 802. 11 nodule to  provide for comrunication with simlarly-enabl ed

syst ens ancfe%W'@é%ag'"?ﬁ%@q% deseripaceapoyqymighienchnecessiariy bapprtiedioat e t hat

"Bl uet oot h" and " to sets specifications, available from

the- | neti t UPEe GrmBaATPre, ATrie Bt AUl UQ SRR S5 10k ng Lo
ot o SO G IR s B L 1 "
1o crss R ek P e AR A B 52
0, ol i 5B oA T 1
clients opedeniity df acaling party, eafufa86msh a Udied skl Bothdi ¥5iBe call related
information. For example, the microprocessor 638, iﬁ conjunction with the voice
communication module 624A and the operating system software, may detect the
caller identification information of an incoming voice call and display it on the display
15 B622.
The short-range communications _subsystem 640 may include an
infrared device and associated circuits and components, or a short-range wireless
communication module such as a Bluetooth™ module or an 802.11 module to
provide for communication with similarly-enabled systems and devices. Those
20 skilled in the art will appreciate that “Bluetooth” and “802.11” refer to sets of
specifications, available from the Institute of Electrical and Electronics Engineers,
relating to wireless personal area networks and wireless LANS, respectively.

The above description relates to preferred embodiments by way of

example only. Other embodiments may be realized. For example, although digitel
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operating on desktop and | aptop conputer systens, networked conputer 5

wor kst ati ons and ot her types of nmessaging clients for which digital
certificate checks involving remote systems nmay be desired. Wjij E‘:he?[][;ﬁ
above description also relates primarily to OCSP, other protocols may
simlarly be optimzed through an internedi ate proxy system which operates
i n conj unctYQHOFEh both renpte systens and proxy sysPEnCaisiosst nodul es. 1o
Such other protocols are not limted to digital certificate status check

Cont | gur Zac e SR E OGRS D Hnh T Pyl 2TBPBITORY oF ot us check
services. Ehimulobd teldes 'Yt 33| mbhak sbhaR MGPA bpstraling e

processing o ital Cerfificate status request t hough t he processing

of a digit applicdoke @@He'ﬁdgﬁ@téﬁer% %bé@tl 396]'“651& bf&tférh@.""fhclu&nd: Whse 7, Ot her types
of status request may al'so be hand depicted In Fig. 7. Acllent

syst em has operatingt us deakiop Naidi mptoprmur@mtenﬁ%emrm epipugd by an
external system such as a proxy systemrunning a proxy system program 504
enbodyi 5y @okstationsancothardypgs sinsseagingetientsder whintudigital cerifidteshedksis pr ovi der
client nodules. 20 The digital certificate status request is sent to the
proxy syst évyelving sgotersysioms mayhe desireth a proxy system . The digital
certificate status request sent to the proxy system program 504 conforns
to a client/proxy Mbﬂeotb@a|abowr@sgmmals%y%qt@aww@w@nﬁg@@g ather oper abl e to
receive the digital certificate status request and performthe status

request an@RPE MEAFIMIBMoREALMFGY dresh apiigiarediefe REPySHReR PRt  -42 1 9 SEP
2006 WD 03/079626 PCT/,CA03/.00403 d Wt f t

Zhe o oy CoRRES T SR R PTGl st PR el agy Mt | ot " rodul e
70 The: 1 K0 ARk Ol Uh 68 miBYc SRR Bl Al A pRRATTA cat 1 On

pr ot oco nay I proprretary p
proxy system and proxy system client modules may be configured to provide other

services than digital cerificate status check services.
Fig. 7 provides a functional block diagram 500 illustrating the
processing of a digital certificate status request. Although the processing of a digital

15 certificate status request is shown in Fig. 7, other types of status request may also
be handled as depicted in Fig. 7. A client system has a status information
requirement 502 to be served by an external system; such as a proxy system running
a proxy system program 504 embodying one or more proxy system service modules
and status provider client modules.

20 The digital cerificate status request is sent to tr}e proxy system
program 504 running on a proxy system . The digital ceriificate status request sent
to the proxy system program 504 conforms to a client/proxy protocol. The proxy
system program 504 is operable to receive the digital certificate status request and

perform the status request and attendant processing steps on behalf of the client
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The proxy system program 504 then prepares the digital certificate 5
status request, including information in the request fromthe gldng }3 Zﬁg}%tem
and possibly information avail able at the proxy system in th g t e
514, for exanple, to be sent according to a status query protocol to a
status provider systemrunning a status provider program 506. The status
query prot SHPOHE¥ conformto a known status prot ocoPCT/€AMMIES OCSP, or
may | nstead be a proprietary protocol. In one 10 enbodi nent, the

cl i ent/ pr oxsysempisabribbSwith rbiefehbe BHY ﬂgﬁ)cfystéﬂgé}vigfm@ddig tﬁs%rnl:l ary protocol,

and the status query protocol is a sec protoc such as P. The

st at us pr o\states prwidey iR idd0let70 S The BIORPRSO Brotddsl nfty 86rfordsla kitn St at us

provi der system provides digital certificate statfus data to the proxy
system pr cgmawniaibn pidteolloighdyahstear s  progpiorinsdrétbets, data il lustratively
conprises a digital 15 certificate status indicator. If the digital
certificate conpri s&ke poxaystamagfrogianyisDd thenqeepiatekitisadigital cérititatea

correspondi ng(u nunber of digital certificate status indicators are provided
to the prodALS ©adssh Jndiging infametionriny thaaequssiciom the divritaysteprandi der  pr ogr am
506 may regﬁi LS laPIdi tional .information fromthe proxy system program 504,
and thus, mIFFGHTETERY Iabig 3t Bieoraxu sxpean intheanapiabla b 14y fetesample.ogr am 504 and
the 20 sta oVi rogr.am 506 occur. Accordingly, multiple

communi cat ﬁ%ﬁ% g%écgrg{qg%ﬁ%t‘é?rcé‘e?yé’b‘?q‘gégﬁtaéﬁ“ﬁQE‘W@%W‘V@‘% "PHIE syst em
program 504 : p ider _prodaram 506. Upon, conpl etion of the
digital cer taﬂ‘%i%(g%\{&%r E%Q%ﬂ?%eéﬁ%é@@stqﬁ%wgFoggW' maé’f?f'fgfﬁ' fﬂ'%@%&’ﬁ\ 504 prepares
the di git alsta@@rgrothéct 3L& SiGESS r .Sslkon bhack -43 1 9 SEP 2006
WD 03/ 079626 PCT/ CAG3/ 00403 td°?ﬂ;eagci: S?%‘Hibesﬂ’i@é'?n‘%wﬁm@%- W A8di ment, t he

proxy syst embpdiRghta theSiéntp Rl pictodo R ' elucfacs ply data
received fromthe status U%r gg?der pro%?g%b%g)ga’t (E)uc eas %?g)ﬁg%ér?t ed to the

client syspmtcol, andthe bt qesPEdictBIN a sdddRd PHBXY, sBYS4EHEHB.0gr am

The status provider program 506 then processes the query and the
status provider system provides digital certificate status data to the proxy system
program 504. The digital certificate status data illustratively comprises a digital

15 certificate status indicator. If the digital certificate comprises‘ a chain of digital
certificates, then a corresponding number of digital certificate status indicators are
provided to the proxy system program 504, Furthermore, the status provider
program 506 may require additional information from the proxy system program 504,
and thus, multiple communications between the proxy system program 504 and the

20  status provider program 506 may oocuf. Accordingly, multiple communications 508
and 510 are represented between the proxy system program 504 and the status
provider program 506.

Upon completion of the digital certificate status request, the proxy

system program 504 prepares the digital certificate status data for transmission back
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selects only a single status Indicator, such as valid, invalid, unknown, or
revoked to 5 be transmtted to the client system For exanple, if, gn
digital certificate in a chain of digital certificates is found 1@ EEP 2006
invalid by the status provider program 506, then the proxy system program
504 may select only an invalid status indicator to be transmtted to the
client sysh3/0RIser nati vely, the proxy system prograbeBOM M@y sel ect an
invalid status indicator to be transmtted to the client systemand al so

'S v de P el et e b el Bondfe oot Dt o
Cor respondiie Secaioha ofi il lecBif3) G ARSARBRIBNFIREIONHEI 0 i niain

corr espond@dﬁ@ﬂn’a&{o\@ﬁ@&em@w%mh afichdr bfnbSdhsnt! tﬁé;%#ﬁhﬁsyﬁ&ﬁ pfograml nunber s

and/ or subject nanmes. The Ient 15 system may en provi de only a uni que

I ndi cat or ddictsnfy QA JirRer@N iRdeafbr Bublrbs vahi@lidvald, G@inbwn, DHRbol@a 1 serial nunber
or subject name. The proxy system program 504 nay then format a digital

certifi gatiss irdnamiited fodkbicigit spaernr Homgaiple!ihehe dighdlesrtiipaimya chairot ocol for the
status provider systemrunning the status provider program 506 based on
only a serdfalgitaeattificatesns fowly) te b innaliaby thecsatvemtoviden propilam 506j then system 20
Simlarly, a unique identifier returned to the client system by the proxy
system i s the ¢oul syadem progee 5damey beleat ipply @inilevalid siaius dndicalsr figba he mappi ng
table 512. Thus, if the client system conprises a nobile device operable
t o conmuni Es@itig tthe plienbyveierp. Adgraativalydheproyy sysiea rieam a4 @Rk, the nappi ng

e VR 4 TR R PR
eXAL 58, bR R8BSRl S B3 R AR ol o e
systens angd {00 na ddivd el & B enfREIRS A6 KichPYRMAI cati on systens.
The client system and the proxy system store corresponding mapping
tables 512 and 514 or like elements which maintain a correspondence betweeﬁ
digital certificate issuers and serial numbers and/or subject names. The client
15 system may then provide only a unique indicator for a corresponding digital
certificate, such as a setial number or subject name. The proxy system program 504
may then format a digital certificate status request according to the status query
protocol for the status provider system running the status provider program 506
based on only a serial number or subject name received from the client system.
20 Similarly, a unique identifier returned to the client system by the proxy system is
resolved if necessary by the client system using the mapping table 512. Thus, if the
client system comprises a mobile device operable to communicate with the proxy
system over a wireless network, the mapping tables 512 and 514 conserve the

relatively limited bandwidth of the RF network,
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Fig. 8 is a block diagram showi ng a comrmuni cation system In Fig. 8 5
there is shown a conputer system 802, a WAN 804, corporate LAN 806 behind a
security firewall 808, wireless infrastructure 810, wrel ess net vio KSERB 2806
and 814, and nobile devices 816 and 818. The corporate LAN 806 includes a
nmessage server 820, a wireless connector system 828, a data store 817
including NOPEREY¥ a plurality of mail boxes 819, a dBEKEMBOWBPUter system
822 having a comrunication link 1o directly to a nobile device such as

through physt cal cos s Pilafibs bPnlids e oPAE sfliameaIRGhR 820, and @

wi reless VPN router 832. Operation o e 'syste descri bed

bel ow wi t h disglogdatRth 4r@ [Ih1RHRS Bigsl 85108 Pds. 85dtestle Bd@tondliRes@TPUL €1 System
802 is, for exanple, a | aptop, desktop or palntop conputer system

conf i gur ed tfhesystems BN ibtaods vithinhdiffdiNeEdblantttinimicafioiybiems, 15 system may
connect to the WAN 804 via an ISP or ASP. Alternatively, the conputer

system 802 may be dFig@tismblickatiagnet stedinganpmmanicstios sestent.NAFig. 8,1 ke t he
conputer system 822 for exanple, accesses the WAN 804 through a LAN or

ot her néx wadace is shewine easfuitan sysiem B2, ddVAN 804, sopomtedANgDE behindennect i on to a
WAN t hrough various infrastructure and gateway arrangenents, so that the
conput er syeeushfipryali 8RBy wisgless infragtrystire 8 1Rpieless ratwarksB 12 and81daingor at e LAN 806

is an Illustrative e | e of central, server- based nessagi hg system
that has baeelbretit e By gﬁ%%%’*’?!@ﬁﬁ‘ﬂﬂi*’@%ﬁ%‘ﬁ%ﬁa’T‘ﬁ%sag%?’b%rate LAN 806

T D o0 Sy T gl g BB PRy 2 2,
L0, ot o008 ST B O ORAR Ay 00" L 00
T L i it L R
LAN connector 826, and a wireless VPN router 832. Operation of the system in Fig. 8 is
described below with reference to the messages 833, 834 and 836.
The computer system 802 is, for example, a laptop, desktop or paimtop
computer system configured for connection to the WAN 804. Such a computer
15 system may connect to the WAN 804 via an ISP or ASP. Alternatively, the computer
system 802 may be a network-connected computer system that, like the computer
system 822 for example, accesses the WAN 804 through a LAN or other network.
Many modern mobile devices are enabled for connection to a WAN through various
infrastructure and gateway arrangements, so that the computer system 802 may also
20 be amobile device.
The corporate LAN 806 is an iliustrative example of a central, server-
based messaging system that has been enabled for wireless communications. The

corporate LAN 806 may be referred to as a “host system”, in that it hosts both a data

store 817 with mailboxes 819 for messages, as well as possibly further data stores
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806 and one or nore nobile devices 816 and 818. In nore general terns, a
host 5 systemis one or nobre conputers at, with, or in associati OKIQV%EB 0§
which a wirel ess connector systemis operating. The corporate LANY8 i%ﬂ
one preferred enbodi ment of a host system in which the host systemis a
server conmputer running within a corporate network environnment operating
behi nd and W8P®6¥ed by at | east one security comunPEBEAGAT | rewal | 808.
Q her possible central host systens include 1o | SP, ASP and ot her service

S R X T L s

interfacel/ e Suc 0 systens, wreless

COMTUNI Gat kRS 3l H%1Rls Bfindthdelfin b5, WROBEIAR ioligfsgbel ove The

corporate LAN 806 i npl ements the W rel ess ¢onnector system 828 15 as an

associ at edopdobsthiPSRereOPaNRhiS shamRGcoRiplchilttis ERPEIRNéopordié AN Wi | | normal |y

be a software program a software application, or a software conponent

built to weggandwnt or mbrelreifié deiv@s SEEHRUF 8S af nisre g8ddlal tdring, ahdsel ess connect or
system 828 is used to send user-selected infornmation to, and to receive

i nf or mabki osysferoimone nemaone compeatersrab with cordrezssodatios With auhith @ v8reless a one or nore
wi rel ess networks 812 and 814. The 20 wirel ess connector system 828 nmay be
a separ at ecaroegorsesiem isfoperaiings ThetanpratshAN 0% is cne pfevedembodment 8, or may
instead be partially or entirely incorporated into other conmmunication
syst em confichlast systemp in whighihp dostisheermdssa agyeer sampider 19w WHD & ncorporate a

sof tware program application, or co nent i nmpl enenti the wreless
connect or SRR NEHIK BRYIPRBRE OP?’(@W@%&”Q@"Q @Wﬂ?e%d By Fﬂg?S‘ M

functi onal !setc% - 46& 1 t'gnngP %@? ) 03&(}79@ r6 "E’%/ er(%3/‘ Ol(l)JélOS The nessage
server 8205°PIAPAGUAFRIENSIEMATCEY BURTROGRIRETA RIS “act s as the
MR N i ngerfsac ‘%\sﬁ:%ﬁdh&h?r%e?ﬁ{ea{%ﬂ Gert & rﬁ&iFgé{éﬂs. ”ﬁ&%&@fﬁwe 49,%5.&’0" ng for
exanpl e el ectroni ¢ mal I, calendaring data, voice narl, electronic
document s, o&@fifhter system 824 and interface/connector 826 may be located outside such host
systems, wireless communication operations may be similar fo those described
below.
The corporate L.AN 806 implements the wireless connector system 828
15  as an associated wireless communications enabling component, which will normally
be a software program, a software application, or a software component built to work
with at least one message server 829. The wireless connactor system 828 is usedio
send user-selected information to, and to receive information from, one or more
mokhile devices 816 and 818, via one or more wireless networks 812 and 814. The
20 wireless connector system 828 may be a separate component of a messaging
system, as shown in Fig. 8, or may instead be partially or entirely incorporated into
other communication system components. For example, the message server 820

may incorporate a software program, application, or component implementing the

wireless connector system 828, portions thereof, or some or all of its functionality.
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other PIMdata with a WAN 804, such as the Internet. The particul ar
internmediate 5 operations and conputers are dependent upon the specific
type of nessage delivery nechanisns and networks via which massigis%&’r &008
exchanged, and therefore have not been shown in Fig. 8 The functionality
of the message server 820 may extend beyond nessage sending and receiving,
provi di ng é’(fg‘ﬁ""i”é%ﬁ ures as dynanic database storage PEFCARIOMI | ke

cal endars, to-do lists, task lists, e-mail, and io docunmentation, as

descri bed above. '\’%E%%"ss%g‘r%rs‘é%ﬁszggtﬁgni@m?@%@@{gﬁ%&@@@h&h@ﬁ na plurality

of rmail boxes 819 i n one or e ore or each user

havi ng an 3 I mai | boxes 819
g a@s;((a@ﬁgg)msg,famﬁer%é ¥Phe cJBﬁat%@tt@ex%EQ{gs n%%gaggﬂﬁagy&ﬁe

for a nunber user accounts. ssages recel nessage

server 8201dr Baimpleckidtirbhi mai, bRlendBfig dafd, WRRImaNCAQBhic dGbuiBris AR, Or possi bly
anot her address associated with a user, account or nuil box 819, as a

message r eothpi RIMtdateswithypWenl 40y, saitiodsafe inferidle The purictRppRehatmaterai | box 819. |f
a nmessage |s addressed to nmultiple recipients or a distribution list, then
copi es of tpmatoaseEndresPaigs ansnepbrelesttuporeitie specifivtype ¢finessagadeliverri | box 819.

Al ternatively, the nessage server 820 may store a single copy of such 20 a
message | nmgchaisms gndnaiwerkevia whith reessageakte ayfhanbed, asdtherefarhiang an account on
the nessage server 820, and store a pointer or other identifier in each
reci pi ent' 8ot bag $9WR ingflig 8. |The fupgtiopaliy gtihedeassaas sepef 8304nayexieRd user t hen
accesses hjis or her rmumilpox 819 and its contents using a messagi ng client

nd
such as M B§Y8E%MmesgRge goying rand rgeallinanpiovding vk Healgrsar IY"aier at es on a PC
h th kt 47 1 9 SEP 2006 3/.079626, PCT/ CA03/ 00403
Syt em 822 RERACTRBI 19t 04 "oAeD8™: JPHn b A5 oo op comput or

system 8221 L i hose skilled in the art will appreciate
that a @ANdéct%?%?tgg%’ bgg%ﬁfﬁjzﬁd%goﬁhny deskt op, not ebook, and | aptop conputer

systems. Each Message servers such as 820 normally maintain a plurality of
mailboxes 819 in one or more data stores such as 817 for each user having an
account on the server. "_l'he data store 817 includes mailboxes 819 for a number (")

of user accounts. Messages received by the message server 820 that identify a

16 user, a user account, a mailbox, or possibly another address associated with a user,
account or mailbox 819, as a message recipient is typically stored in the
corresponding mailbox 819. If a message is addressed to multiple recipients or a
distribution list, then copies of the same message may be stored to mote than one
mailbox 819. Alternatively, the message server 820 may store a single copy of such

20 amessage in a data store accessibie to all of the users having an account on the
message server 820, and store a pointer or other identifier in each recipient’s
mailbox 819. In typical messaging systems, each user then accesses his or her
mailbox 819 and its contents using a messaging client such as Microsoft Outlook or

Lotus Notes, which normally operates on a PC, such as the deskitop computer
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messaging client normally accesses a mail box 819 through the nessage server
820, 5 although in sone systens, a nessaging client may enabl e dir f@
access to the data store 817 and a nmil box 819 stored thereon b)l § P 2006
desktop conputer system 822. Messages may al so be downl oaded fromthe data
store 817 to a local data store on the desktop conputer system 822. Wthin
t he cor por AX¥Q30®P6306, the wirel ess connector system 8CBCANHNODer at es in
conjunction with the nessage server 820. The wirel ess connector system 828

d
"t ead b P 2R APHESE FHG e, i 0 SR SRMG SR 0 O ™
| npl ement 'é}& %%2;&4.&51% tﬁrﬁFlgoé”iﬁdéE%Rniieﬁyxﬁttr?en&r?@ﬂ gﬁﬁéczétb%t Reamartially or

entirely Tntegra he nessage server 820. The w rel ess connector

system 82& viIGHly BEHRainsom Wﬂ@p %Sfelé&ik Er?d)laﬁtbﬁ! chrhgUiér spfibiis, dB&dhgned to

cooperat e and |nteract to allow the pushing of information to the nobile

devi ces 81rﬁess§%|$gchbmnﬁmhyamaeswﬁmhalbakBMhrotldrﬂhemesrsegsessﬁemmnector system
828 is preferably configured to send information that is stored in one or

nor e dag a sihough weecgitahs d nwissdyinglolent maypenabtealirecibc@6Siothe detze or nore of
the nobile devices 816, 818, through the corporate firewall 808 and via the
20 WAN 804stere@1Dans aohaitbhes 18 sterbdterene byibe Kesidopromguatar system &Ranpl e, a user
that has an account and associated mail box 819 in the data store 817 may
al so have Messagasimay ajsebe ewnlandetire/s thg tta siete lude p jasel @i SINAP" nessages
received by the rressage server 820 that identify a user, account, or

mai | box 810 deskiop CHIPRMENSYSEM 822 1 espondi ng mmi | box 819 by the nmessage

E’gl'y gb\oglz 804|0]; ge\lj été'"qg%ﬁq{p%{gtgé‘f@ B%g?auﬂreeées? Egﬁ%gtg %anﬁéeeorigg g gge server
20, it o a0 o RRBGE  Pslpiab bt o 0 (e
Thi's type Qbiof 48 ap Ridlde ok tHeMRMB TEMpSiedystem as the message server 820,
o may instead be implemented on a different computer system. Software
implementing the wireless connector system 828 may also be partially or entirely
integrated with the message server 820. Thé wireless connector system 828 and the
15 message server 820 are preferably designed to cooperate and interact to aliow the
pushing of information to the mobile devices 816, 818. In such an installation, the
wireless connector system 828 is préferably configured to send information that is
stored in one or more data stores associated with the corporate LAN 806 to one or
more of the mobile devices 816, 818, through the corporate firewall 808 and via the
20 WAN 804 and one of the wireless networks 812, 814, For example, a user that has
an account and associated mailbox 819 in thé data store 817 may also have a
mobile device, such as 816. As described above, messages received by the

message server 820 that identify a user, account, or mailbox 819 are stored to a

corresponding mailbox 819 by the message server 820. If a user has a mobile
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"push” message sendi ng techni que. The w rel ess connector system 828 may 5
instead enploy a "pull" technique, in which itens stored in a nail?gﬁgﬁia
are sent to a nobile device 816 or 818 responsive to a request gr e<800
operation nade using the nobile device, or sone conbination of both

techni ques. The use of a wireless connector 828 thereby enabl es a nessagi ng
syst em i ncMfHBAYs® nessage server 820 to be extended BCI/CANamMMBBCh users
nobile 10 device 816, 818 has access to stored nessages of the nessage

server 820 gofld BAUCHS 1B ALE BNt TR NUBCIEIRE APENGLELG 2re Mot

restricted solely to a pus as _ _
of push- ba&lﬁlﬁm@%rﬁéiﬂbf‘ﬂQVE?é/prefQﬁblpe&B&e&@tﬁ{}ﬁre@giéoﬁgecgr%%?eﬁl g2at ent and
h pu echnique uses a wrel ess

i ncorporated by reference above. " This sht
friendy emaddemgo toQsPrafichild Beviddts 18N ThisRiie0d fhaidnBRf Ripfidnts @ del i ver al |
information to a nobile device, thus effectively extending the conpany
firewal | 80@ushbmessagedenditetotmijube Theviviestsss bneefofl sistdia 886 nslgown in Fig. 8,
there are several paths for exchanging information wth a nobile device
816, 818 fﬁ@tﬁaﬂlﬁélpgmﬂﬁmﬂ’%tecéaniumirﬂm&h iteme stoasidn duhailbox Sfdaresentton t r ansf er
path is through the physical connection 824 such as a serial port, 20 using
an interfa@é e@Wﬁﬁ@é%/@rm%@@pomhe@qaaquﬁsiosameeqmraﬁmmmmge for bul k

i nformati on u &??]tes often performed at initialization of a nobile device
816, 818 of G’E P gaYicea P SPMasembination of beth teshnigtss| e devi ce 816, 818 is
working at a conput.er system.in the LAN 806, such as the conputer system
822. For exanple, a eLﬁgé’i?iwﬁglassa‘i?(?{}%‘ftorglzgllt%?bdef"éb'%‘l‘rmﬁﬁsr%qm@xchahged over

h i -49 1 P 2006 03/ 079626 P CA03/ 00403
2e?iugl gorclgz3 @%ﬁ%ﬁg@@g@ﬁ{n %_Ssé“g%?%%‘?rgz?cﬁ %erex%‘gg%c}%pagﬁa%p %8'%1 I'Ingwaevi ce 816, 818
may be 40Pl aefd a1d)B1BNGS 6@ks P HBRG! ﬁagé%ag%‘lof”tﬁ%/ n%%%%gbst%avlég g%%t o transfer

1
other information froma deskt op conpit system bi |l e device
816, 818, iankdudd itHedyBbinY hEmethods described herein are not restricted solely to a

push-based technique, a more detailed description of push-based messaging may
be found in the United States Patent and incorporated by reference above. This
push technique uses a wireless friendly encoding, compression and encryption

15 technigue to deliver all information to a mobile device, thus effectively extending the
company firewall 808 to include the mobile devices 816 and 818.

As shown in Fig. 8, there are several paths for exchanging information
with a mobile device 816, 818 from the corporate LAN 806. One possible
information transfer path is through the physical connection 824 such as a serial port,

20 us_ing an interface or connector 826. This path Is useful for example for bulk
information updates often performed at initialization of a mobile device 816, 818 or
periodically when a user of a mobile device 816, 818 is working at a comﬁuter
system in the LAN 8086, such as the computer system 822, For example, as

described above, PIM data Is commonly exchanged over a such a connection as a
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security keys ("private keys") such as private encryption or digital
signature keys 5 associated with the desktop conputer system 822, gr Sgbhﬁfﬁﬁ
relatively bulky information such as digital certificates and CR1_ )
Private key exchange using the physical connection 824 and the connector
or interface 826 allows a user's desktop conputer system 822 and nobil e
devi ce 816Vr038M86t 0 share at | east one identity for pcoessiong all
encrypted and/or |lo signed nail. The user's desktop conputer system 822 and

nobi | e device, 816 or can al so thereb har.e. pri.yaLe keys so that
ei t her theS‘F{@EQO%@%‘EQ%%S‘?@C"B&f“l?é”'?r%'ﬁ'\’ 'cg' ayraé{y)? g%""%fég'%tjgg‘fé ®an process
secure nes . : ' ccount. on the nmessage
server 820?8%%2Tﬁ€§{#§?%§&6‘%&&h g?‘%@ﬁ?%seoﬁﬁr@%tg?@sﬁéﬁg' C Lﬁ%tt'gl\?er such a
physi cal cepnacki ot i I 3?‘?5{" J.aLge anmount of
15 the data that Iﬁbdpeagt??%t%&oa?z a @Edé‘@%ﬁgﬂgﬁﬁg@%g’g*’% key security
met hods.  Aseddfi§keys mmatelkgyst(??dupﬁsé biateCécRptich & WRjitd) sinallieditdy@l certificates
used to verify the user's igital certifi'‘cate, and a CRL, as well as
di gi t al scewgsotibteatvn, thei ghiskiap compltef systdne 82PabNstheA PelativdRBulkpr ot her users,
may be | oaded onto a nobile device 816, 818 fromthe wuser's desktop
conput er singirmeatiod 2dch aBhdigital cedtificates 2okl CRLber user's digital certificates 20
and CRLs onto a nobile device 816, 818 allows a nobil e device user to
sel ect other enti tFrivate key exchargenising thiagrhysitad pomrieglicn 884 andcthengi ng secure
messages, and to pre- load the bulky information onto the nobile device
t hrough a BIyesrar intedasrd=bialinws & userscleskters copputer sygiemd2r andmeide savi ng ti me
and wirel e s,bw wi dt h V\ﬁ secure nessage is received fromor to be

t

sont to suBFVIBENGoT Sedp Sharg al lgpst Ang KNty 13t aRessing 4!l snaypiog apdER 2006 WO
03/ 079626 PCT/ 30040 igital tifi i t.o .b ] db d
one.or Tor 04rEn- g SRrades bt el bilent@Bnd ha8 g3 el A “wner ot he
Systems ang Tl s, 1656 bhRESkEEEhE ot theHAR <GS 822 or the mobile

" device 816 or818 can process secure messages addressed to the user's mailbox or

=

account on the message server 820. The transfer of digital certificates and CRLs
over such a physical connection is desirable in that they represent a large amoﬁnt of
15  the data that is required for S/MIME, PGP and other public key security methods. A
user's own digital certificate, a chain of digital certificates used to verify the user's
digital certificate, and a CRL, as well as digital cerificates, digital ceriificate chains
and CRLs for other users, may be loaded onto a mobile device 816, 818 from the
user's deskiop computer system 822. This loading of other user’s digital certificates
20 and CRLs onto a mobile device 816, 818 allows a mobile device user to select other
entities or users with whom they might be exchanging secure messages, and to pre-
load the bulky information onto the mobile device through a physical connection
instead of over the air, thus saving time and wireless bandwidth when a secure

message is received from or to be sent to such other users, or when the status of a
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I n known "synchroni zation" type wirel ess nessagi ng systens, a 5 physi cal
path has al so been used to transfer nessages from mai |l boxes 819 associ at ed
with a message server 820 to nobile devices 816 and 818. Anot het InBEPozlif or
dat a exchange with the nobile devices 816 and 818 is over-the-air, through
the wirel ess connector system 828 and using the wreless networks 812 and
814. As sh¥P3pPmé®Ei g. 8, this could involve a Wrel esBCTIOAGYFMDY out er 832,
if available in the network 806, or, alternatively, a traditional WAN
connection,to wireless infrastructure 810 tha [ O\ interface to one
or more 9| cggé'carﬁ%‘?g%elgg GEWB#%G%T&?“G?HB"’E\?P@% " %ct)thst er 832

provi des fQr .cr | 0, I i ; specific

Wi rel ess née?‘te S\%rcgﬁh%@&t %ﬁgjeg\nwl@]\lé%sgw%@%P@@mgq%&%éh%ﬁgé;ﬁ%gg[egss VPN rout er
832 may bee%n'\ﬁﬁ}éd.i n conjunction with a 15 static addressing schene. For
exanple, it the wireless network 812 is an I P-based wreless network, then

| PV6 woul d provi deeramahslRnaddamss eppet irdkadi makagim sysbmsaddr ess to every
nobi | e device 816 configured to operate within the network 812 and thus

make i ts posHyibdl atrohgsusibo bedrousait foomarisfar messdpes drotlembibexddldicat any tine. A
primary advantage of using a wreless VPN router 832 is that it could be an
of f -t he 20assbtaidtéd WP roesspgmsenter 820 iomobieidevican8itrangBii8.e W rel ess
infrastructure 810. A VPN connection nay use a TCP/IP or UDP/IP connection
to deliver nessageénaherastiog ferglatesgrghdnge with thegrabile deMopp 886 816, 1 f a

w reless VPN router 832 is not available, then a |link to a WAN 804,

normal |y tHS iBriverihealr hreugh Benwiiasy cqaragior SYRRMR 628 R AWERAM&S M t hat may be
-51 1 9 SEP 2006 = WO 03/ 079626 PCT/ CAOi__/_ 00403 e lo‘ﬁed the wirel ess
connect or W{Rlgss peworks 8iRand 4 Asehevnidic Esthia Golld myel a BIBP%: devi ce 816

o0 o O U T B AT R bR P e A OB AR Loty 10 1
connection to wireless infrastructure 810 that provides an interface to one or more
wireless networks such as 814. The Wireless VPN router 832 provides for creation
of a VPN connection directly through a specific wireless network 812 1o a wireless
device 816, Such a Wireless VPN router 832 may be used in conjunction with a

15  static addressing scheme. For example, if the wireless network 812 is an IP-based
wireless network, then IPV6 would provide enough EP addresses to dedicate an IP
address to every mobile device 8186 configured to operate within the netw'ork 812and
thus make it possible to push information to a mobile device 816 at any time. A
primarj advantage of using a wireless VPN router 832 is that it could be an off-the-

20 shelf VPN cémponent which would not require wireless infrastructure 810, A VPN
connection may use a TCP/IP or UDP/IP connection to deliver messages directly to
and from a mobile device 816.

If 2 wireless VPN router 832 is not available, then a link to a WAN 804,

normally the Internet, is & commonly used connection mechanism that may be
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likely wireless network for |ocating a given user, and, track users as they
roam 5 between countries or networks. In wreless networks such gsggigand
814, nessages are normally delivered to and from nobil e devices via RF
transm ssions between base stations and the nobile devices. A plurality of
connections to wireless networks 812 and 814 may be provided, including,
for exanpl 0PI Frane Relay or T1 connections usi nCT/E&03/0M83 TCP/ | P
protocol used throughout the Internet. The wirel ess networks 812 and 814

Col ot 380k il SRS O AL e PR el 1Y, 01O
different ﬂw%ﬂﬂg ﬁ?(\fs?éce ngﬁP{Mngﬁmer rb(@ﬁleﬂ' ﬁ*&e{?@c@fb‘ﬁcti&%t, wi éliésgb Fnﬁséhgndred ata-centric

w rel ess networ vol ce-cenfric wrel ess networ al - nrbde net wor ks

that can sgipROsbiefaBly hsdtP ITHE witBlesshRtBircture SITTHAY AiRldeRifin®Y fost he sane or

simlar infrastructure, such as any of those ‘described above. In sone

i mpl ement ikl MreleSPh@&wbM A6 186HEn® ¥ Qliveh BerRaid tradkorseBt dsOifey amhange nechani sm
may be provided in the corporate LAN 806. In Fig. 8 for exanple, the

mobi | e slevietenSbinidsg oB hEwaks.odn atireldssvinbtivotks esush banBii2gndeliihpoxes 20 819
associated wth user accounts on the nessage server 820 are configured to
oper at e ormetistfesrasnnormaliyelelveredieantirdasmetiiiz davices8BAF trensmiselons r el ess net wor k
812 supports |IPv6 addressing, then the wireless VPN router 832 may be used
by the wihetwassdasasirions and thymobilpdyiges o exchange data with any nobile
device 816 operating within the wirel ess network 81 The wirel ess network
814 may be a -52 A phraiprol sepngctionpiqwireiess §okope B AR GoUBLKi fferent type
of wireless network, however h as t Mohitex network, . n which case

" or | oV Reyeng W eainie, 285N emd el bt S oRT B e at i ng

WU N 1ot IoMP R8T udbB Blgholt b iMtehef: THRMIEEL Riwd diBEny P 804 and the

could represent distinct, unique and unrelated networks, or they could represent the
same netWork in different countries, and may be any of different types of networks,
including but not limited to, data-centric wireless networks, voice-centric wireless
networks, and dual-mode networks that can support both voice and data

15 communications over the same or similar infrastructure, such as any of those
described above.

In some implementations, more than one over-the-air information
exchange mechanism may be provided in the corporate LAN 806. In Fig. 8 for
example, the mobile devices 816 and 818 associated with users having mailboxes

20 819 associated with user accounts on the message server 820 are configured to
operate on different wireless networks 812 and 814. If the wireless network 812
supports |Pv6 addressing, then the wireiess VPN-router 832 may be used by the
wireless connector system 828 to exchange data with any mobile device 816

operating within the wireless network 812. The wireless network 814 may be a
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infrastructure 810. 5 Qperation of the systemin Fig. 8 will now be
described using an exanple of an e-mail nessage 833 sent from tihg opputier
system 802 and addressed to at | east one recipient having both an account
and mail box 819 or like data store associated with the nessage server 820
and a nobile device 816 or 818. However, the e-mail nmessage 833 Is

i nt ended f &0 01966t r at i ve purposes only. The 10 exchahgeCaBia@diher types of
i nformati on between the corporate LAN 806 is preferably al so enabl ed by

h irel f h
comput er <JREnEes Yre¥ REPOA g SioBaF B MARRGRABRRMACT 5P gned
with a di %g|nfo%&mﬂpjﬁhﬁe@dﬁs{c%‘a@wﬁ{wﬁ% o@aegmcxwrau.anmthtnhe parti cul ar

nmessagi ng schenme use nputer system 802 is

enabl ed fOfe%ﬁ:@néésenéf%&a@mﬂa laseoaaec%dvlaviﬁe WhﬁrBOW‘tﬁﬁd e mw;babssnessage 833 may
be signed, encrypted, or both. E-mail nessages such as 833 normally use

traditi onainfrﬁyﬂ'&urewzz headers and M ME body parts to define the format
of the e-mail nessage. These techniques are all well known to one in the
art. The e-mail negpagiorBdFAhasyitamin Bp. 264l doev be dssegbedsesingean 820, whi ch
determ nes Into which mail boxes 819 the e-mail nessage 833 shoul d be
stored. Asexeplerof mde-alad \essszgen8tSssat fremdhe ssmpiter systeri 802 aksage 833 may
include a user name, a user account, a nmilbox identifier, or other type
of i dent i fadsressdskip al leastappredipient havipakath aniacepuni sedbmAlbos 19 dksci at ed nai | box

819 by the nessage server 820. For an e-nmajl rressa\g@e? 833, recipients are
typical |y datsgore assogated i the massass ey ansiameis SeienAi8 O &8nti fi ed usi ng

R8T Aok AT BPRUb B8 oo SR Bkeh A, e o) D% 10
10 exchange of other types of information between the corporate LAN 806 is preferably
also enabled by the wireless connector system 828.

The e-mall message 833, sent from the computer system 802 via the
WAN 804, may be fully in the clear, or sighed with a digital signamre andfor
encrypted, depending upon the particular messaging scheme used. For examplie, if

15  the computer system 802 is enabled for secure messaging using S/MIME, then the
e-mail message 833 may be signed, encrypted, or both.

E-mail messages such as 833 normally use traditional SMTP, RFC822
headers and MIME body parts to define the format of the e-mail message. These
techniques are all well known to one in the art. The e-mail message 833 arrives at

20 the message server 820, which determines Into which mailboxes 819 the e-mail
message 833 should be stored. As described above, a message such as the e-mail
message 833 may include a user name, a user account, a mailbox idehtifier, or other
type of identifier that is mapped to a particutar account or associated mallbox 819 by

the message server 820. For an e-mail message 833, recipients are typically
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network 812 or 814, certain user-selected data itens or parts of data itens
fromthe 5 corporate LAN 806 to the user's nobile device 816 or 818,
preferably upon detecting that one or nore triggering events hai qu}a&rn%
A triggering event includes, but is not limted to, one or nor P hé
foll owi ng: screen saver activation at a users networked conputer system
822, di scomeBpnierd of the user's nobile device 816 or pcBE&sbeimM t he
interface 826, or receipt of a command sent froma nobile device 816 10 or

818 to the iﬂﬁﬁkd%ﬁb%éipaﬁ%rsés 5&%9%60%@?8 a%sem&gaglgea?r@?ﬂ?e?s'[ ored at the

host system Thus, "'the wreless con system ect triggering
events asaR@hgxtedd Wi th the nmessage server 820, such as receipt of a
command, or with one or nore networked conmputer systens 822, including the

screen saver and diheaMralBsCdonadtier YRREnS SZRRAtY A aiatd) Viaghe WRdas Wi T el ess
access to corporate data for 15 a nobile device 816 or 818 has been

activat ed aetwotke12oN8180driaih asererlacipd datavtasrs or pdvis oflate liessfrabothaect or syst em
828 detects the occurrence of a triggering event for a nobile device user,
dat a i t &ns cerppratet-All 886 tottheusgEsmnokile devinedi! 8 oI Bypraferably uppnideiectinger ' s nobi | e
device. In the exanple of the e-mail nessage 833, assum g&yt_hat a

tri ggeri nghabonefr megstigaedng enspisdagercutrert Adfigaeing event inghedepdsbinge 833 at the
nessage server .8 20 i s det ec%eg by the wrel ess connector system 828.
This may b&° E’H‘Sﬁg‘?'i@ﬁé’&,m%f’” B %{'ﬁ%'l"%',s"f?f“r?é\’ﬁ’ta&?"{aﬂg‘ 8@ HFyi ng nmi | boxes
819 associated with the ness .server 8 or,, if the sage server 820
isaM cr03%‘?“?’@8%‘&%%Sﬁ%@%“‘?ﬂ’é‘ﬂe‘ﬁﬂ%ﬁ&ﬁ Ysgr%g‘gb'@d‘{%ﬂ%%?%rw syst em 828 may
regi ster f i | fi.. i,pg Application
br ogr ammi ng§ TP REER Res bSO Popliha sl JRR SHudp 8RR 08" 1

03/ 0796236 BfFHetd\Wah g%?e skl SoAdIAPENS hstStored to a
mai | box 819.- WWen aQ%a anfl?gn%dss%@t?{h as to esg-n%?ﬁgﬁegggegggﬁgggﬁi s to be sent
to a nobi ki iTee, Hbtikless bhnebiofsysentbRSRay QREQ HiglbrirydbMs) 828

preferably repackages
associated with the message server 820, such as recéipt of a command, or with one
or more networked computer systems 822, including the screen saver and
disconnection events described above. When wireless access to corporate data for
15 amobile device 816 or 818 has been activated at the LAN 806, for example when
the wireless connector system 828 détects the occurrence of a triggering event for a
mobile device user, data items selected by the user are preferably sent to the user's
mobile device. In th-e example of the e-mail message 833, assuming that a triggering
event has been detected, the arrival of the message 833 at the message server 820
20 s detected by the wireless connector system 828, This may be accomplished, for
example, by monitoring or querying mailboxes 819 associated with the message
server 820, or, if the messaée server 820 is a Microsoft Exchange server, then the

wireless connector system 828 may register for ddvise syncs provided by the

Microsoft Messaging Application Programming Interface (MAPI} to thereby receive
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the data itemin a manner that |Is transparent to the nobil e device 816 or
818, so that 5 information sent to and received by the nobile degﬁgicﬁlﬁwgr
818 appears simlar to the information as stored on and accessi bl*evat ¢
host system LAN 806 in Fig. 8. One preferred repackagi ng nethod i ncl udes
wr appi ng recei ved nessages to be sent via a wreless network 812 or 814 in
an el ect r omosemesl ope that corresponds to the wrel esscsmpoasy k addr ess of
the nobil e device 816 or 818 to which the nessage is to 1o be sent.

Al ternati vel.ty, .ot her repackagi ng net hods coul d be used, such as special -
pur pose Towfiffcptions Ak Ao Beasaos FetoreddgamaBp8¥®agi ng preferably al so

{ESEL&Z IL Fom a " coMPES B oAaTAD Howts 15 &Pl eeeega e’ BIS e tBe a1o gesﬁa”b_”lg
devi ce s1a e aiSAREo R 8, BOrRE bypba T B feRlh EBaae=T O] 2,000
bet ween atnéja;%tat ihgmaﬂﬁmktr%sgg%gﬂég% moﬁ%agde@ﬂga{d'tﬁafﬁ)%ﬂh& devi ce.

0 e me |

Repackagi ng e- mal ssag I's indicated at 834 and 836.

Repackagi Wﬂoﬁr@%ﬁ‘é&%%nmeib@d tyHiE thébite Hi&VicedN B 0Py dppdiirssithitaafesT er  pat hs or
may be dependent upon the particular transfer path, either the wreless

i nfrastr ughdlinBrididn@s sitd diandbéebans atii\hdsosiistin, BB sod-aiFigesanpl e, the
e-mai |l message 833 is preferably conpressed and encrypted, either before

or after hedjgeieeapopagarhghetididciutdes wiappigabseiver oessdgesitobe setur e transfer
to the nobile device 818. Conpression reduces the bandwidth required to
send t he mnissaiEesswiinodas 2engdyipan aectionis anveiope wheargeponiistoithey of any

nmessages or other information sent to the nobile devices 816 -551t 9 SEP

2006 WD OgreEpoastokatiressasihe 0w deviee Sib®r 81810 whish thg Sessageginges

transferred via a VPN router 832 m ght only be 08 ressed . gnd not
encr yptied, besept AltamerivceiRerdenariseing Seliors g%équwe HPHORASNPES YUt er 832 i s

| nherent| ypu?r.'ec;%leJ E‘SP/HD/\%%;SJS‘IRQG tsech%fqﬁes. %ﬁgherggacﬁggcmugrp%fgragl)? ert]_éd res\{xiltéain%-i ther

mail messages sent from a mobile device 816 or 818_ appearing to come from a

corresponding host system account or mailbox 819 even though they are composed

and sent from a mobile device. A user of a mobile device 816 or 818 may thereby

15  effectively share a single e-mail address between a host system account or mailbox
819 and the mobile device.

Repackaging of the e-mail message 833 is indicated at 834 and 836.

Repackaging techniques may be similar for any available transfer paths or may be

dependent upon the particular transfer path, eitherthe wire!ess_ infrastructure 810 or

20 the wireless VPN router 832. For example, the e-mail message 833 is preferably

compressed and encrypted, either before or after being repackaged at 834, to

thereby provide for secure iransfer to the mobile device 818. Compression reduces

- the bandwidth required to send the message, whereas encryption ensures

confidentiality of any messages or other information sent to the mobile devices 816
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encryption at the wireless connector system 828, which may be considered a.
non 5 standard VPN tunnel or a VPN-like connection, for exanple)| ®rgaphagigPN
router 832, to nobile devices 816 and 818. Accessing nessages using a
nobi | e device 816 or 818 is thus no | ess secure than accessing mail boxes
at the LAN 806 using the desktop conputer system 822. Wen a repackaged
nessage 83WNQBOPBB arrives at a nobile device 10 8l6ror/c838¢40d/i a t he
wireless infrastructure 810, or via the wireless VPN router 832, the

bil e devi 1 818 I iC. I f h
Fepackaged aiBade St mestrges tartiepey Forne L 3tk MIBLUBLE mor eost on and
decrypt i on. gRSLALE BRPnaREFAUE Sp32 Vel AMIPRId Aol Yl 6 AP Or 818 and
addr essed £0 fona-or nmore r ciprents are prererably sintlarly repackaged,

and 15 possi b ios HINASHE @RS ABREIRISE et S8Ry Konand1gfer SYSt em such as

the LAN 8 e host system may then renové the electronic envel ope from

the repackpapfoBRISABRIesH B6TERDr 5tEmM BOE WHVhESHy HeltBndisstagmni f desired, and
route the nessage to the addresséd recipients. Another goal of using an

out er epvekafdrd WPN nAdbrd AN ilatcohistidn, eesample, oi2fle YPIeroadds32ssi ng

information in the original e-mail message 833. Although the outer

envel ope ukanbhil@devinet 818 arfd@n 8Adcessiigonasedgeb esioea mokike dBliG 81808 i s addressed
using a network address of one or nore nobile devices, the outer envel ope
pr ef er abl y81&ladayssnl lassesecuiadhamadeessingrajlbonss abthediAN BSsupiigeh®33, i ncl udi ng
at | east one address field, possibly in conpressed and/or encrypted form
Thi s al | ondeshiopgpeitersyglem 822.56 1 9 SEP 2006 WD 03/ 079626 PCT/ CA03/ 00403

"From' and "CC' addresses of the e-mai|l nmessage 833 to ,&e}j@di spl ayed when
the outer envel opdVed ar@Pﬁﬁ‘f%Q?dé‘Pﬁﬁsi‘Q‘?@sﬁég%%”Yeéaaﬁg}SP' #°®n a nobile

device 816000 o i Sia bl Rt SRATAA AT B3 S B 1n3 el ERlAN [EhRPERES O be

the mobile device 816 or 818 removes the outer electronic envelope from the
repackaged message 834 or 836, and performs any required decompression and
decryption operations. Messages sent from a mobile device 816 or 818 and
addressed fo one or more recipients are preferably similarly repackaged, and
15 possibly compressed and encrypted, and sent to a host system such as the LAN
806. The host system may then remove the elecironic envelope from the
repackaged message, decrypt and decompress the message if desired, and route

the message to the addressed recipients.
Another goal of using an outer envelope is to maintain at least some of
20 the addressing information in the original e-mail message 833. Although the outer
envelope used to route information to mobile devices 816, 818 is addressed using a
network address of one or more mobile devices, the outer envelope preferably
encapsulates the entire original e-mail message 833, including at least one address

field, possibly in compressed and/or encrypted form. This allows original “To”,

-56-



recipients, with the "Front' field reflecting an address of the nobile

devi ce user's 5 account or mail box on the host system when the orptgarSE 2006
envel ope of a repackaged outgoing nessage sent from a nobil e device |g "
removed by the w reless connector system 828. Using the user's account or
mai | box address fromthe nobile device 816 or 818 all ows a nessage sent
froma nmobWoP@¥Ice to appear as though the messageP@PCAiHEdERd from t he
users mail box 819 or account at the host systemrather |o than the nobile

device. Figy,2 5GPl Qflsdl cﬁg{eaerfﬂn%f m@&a@%?iﬁr ﬁ%&id\aéﬁlggéﬁ%ﬂéﬂit@t ion system

in which wreless comunications are en nponent associ at ed

with an o fis BmBldaSh8 §3 mBLRNdispRed BPAobIB dBliG 818or the system
i ncl udes a&jg%r%%&gtkgréls %?stg%] 8%%, V\Aélggé%dﬂifs,’pﬁgecorpo?e{te IiAN 88r7 | ocat ed

behind a sgRuUriHeVrepdck@R discBshiBws fplytRéssRGds 16 BE ballvered idaddrssbédict ure 840, a
wirel ess network 811, and nobile devices 813 and 815. The conputer system

802, the W\ablpBad, withite FaemT fidid/ refieotigyan hddiedd, of theamobiie sievigeaussey ver 820, the
data store 817, the nmmil boxes 819, and the VPN router 835 are

subst ansi addeyurit bemsithoe omthethoeat systern) alrenythd elierlehezlopeaip capeckaged n Fi g. 8.
However, since the VPN router 835 conmuni cates with the network operator
i nf r ast r uceuigaing0esBagp, sent froneeniobilgtdeviesie sareavied by the wiselefiscetngsior VPN rout er in
the systemof Fig. 9. The network operator infrastructure 840 enabl es

Wi rel ess |$Vﬁt¢nh%%i Msing sherisatreagseyrieenailboy addresy figphe mghileiieviedbi | e devi ces

813 and 815, respectively associated with the conputer s ems 842 and 852
and oonf | GHIART BB SRS APESSae FROHTOTE TS ARdE to AR RGN 108 1t ho- LAN 807

lurality of desk 842 852 57 SEP 20116 WO
031 070626 PERPEDHBBRUI N TRIErrRIDo TR Faorhe B RRTATEL R b nnect | on 86

or 856 .0 I .Qr connector 848 or 858. A wireless connector
system1g44ﬂ§?{h§g§{b§|§&§’5§? ating on or in conjunction with each conputer

system 842 and 852y g s a block diagram of an altemnative communication system, in

which wireless communications are enabled by a component associated with an

operator of a wireless network. As shown in Fig. 9, the system includes & computer

system 802, WAN 804, a corporate LAN 807 located behind a security firewall 808,

15 network operator infrastructure 840, a wireless network 811, and mobile devices 813

| and 815. The computer system 802, the WAN 804, the security firewall 808, the

message server 820, the data store 817, the mailboxes 819, and the VPN router 835

are substantially tﬁe same as the similarly-labelled components in Fig. 8. However,

since the VPN router 835 communicates with the network operator infrastructure

20 840, it need not necessarily be a wireless VPN router in the system of Fig. 9. The
network operator infrastructure 840 enables wireless Information exchange between |

the LAN 807 and the mobile devices 813 énd 815, respectively associated with the

computer systems 842 and 852 and configured to operate within the wireless

network 811. Inthe LAN 807, a plurality of desktop computer systems 842 and 852
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The wirel ess connector systens 844 and 854 are simlar to the wireless 5
connect or system 828 described above, in that they enable data itg SEP“@%
as e- mail messages and other itens that are stored in mail boxes 819, an
possibly data Itens stored in a |local or network data store, to be sent
fromthe LAN 807 to one or nore of the nobile devices 813 and 815. In Fig.
9 however, WhBO#sIWor k operator infrastructure 840 pPOWCsBAMEN i nterface
bet ween the nobil e devices 813 and 815 10 and the LAN 807. As above,

of a0~ mafP SHEERcHHEh TEVAR & Pyoil ehtiestort Bt B R°E 1B Pom (hat may b
sent 10 2 UpLLG X &8 ANApRl SR HEh Al S BBl odiERRAGE, B3, adrcssed

to one or nore recrpients ccount on't e server 820, is

received b ‘ nessage, or possibly a pointer
é'O“LJﬂg;?“g@ﬁ t%ggn c%@{g}éﬁg sgsﬂaﬁ g3 %nd b&e g9 p yap

to a single to age stored 1n a central nail box or data store,

s stored in the mahbptedboebioainssling 6SFdN Gfferto 1SWIRIek1e e el |
nmessage 833 or pointer has been stored to a nmailbox 819, it may preferably

be accessegbnisditiGysteBRS UeschiRdiabevedihInad the bhabld deid iensexanpke- shown in  Fig.
9, the e-mail nessage 833 has been addressed to the mail boxes 819

associ at edmaidmessapeszoti othdeitkisdat arerudddn maiisikend! 98ahd passibhBf2a and t'hus bot h
nobi | e devices 813 and 815. As those skilled in the art will appreciate,
conmuni cat ieors steredinrakocaperaeiviotldetastorenimbe/santicem the LANIBEHtomee ROr ks such as
the LAN 807 and/or the WAN 804 are not suitable or conpatible with

wi rel ess n@PRET heduriile Aeviegs Bbhansri&ib o iufig 9 hoggver, the rptmork gp@atol\d 03/ 079626

PCT/ CA03/'00403 used within wireless networks such as 811. For exanpl e,
communi cat PERINEHEBREPFPVIdes A ntoEBre Rapusardarimoblieperessiirend 81 ncy, which are

D CORRhS TaN St AF G oo SN B %o o> o1 o 11 can
below in the context of an e-mail message as an illustrative example of a data item
that may be sent to a mobile device 813 or 815.
. When an e-mail message 833, addressed to one or more recipients
having an account on the message server 820, Is received by the message server
15 820, the message, or possibly a pointer to a single copy of the message stored in a
central mailbox or data store, is stored in the mailbox 819 of each such recipient.
Once the e-mail message 833 or pointer has been stored to a mailbox 819, it may
preferably be accessed using a mobile device 813 or 815. In the example shownin
Fig. 9, the e-mail message 833 has been addressed to the mailboxes 819 aésociated
20  with both deskiop computer systems 842 and 852 and thus both mobile devices 813
and 815.
As those skilled in the art will appreciate, communication network

protocols commonly used in wired networks such as the LAN 807 and/or the WAN

804 are not suitable or compatible with wireless network communication protocols
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much hi gher capacity and speed than wirel ess networks. Therefore, nobile
devices 5 813 and 815 cannot nornally access the data store 817 directly.
The network operator infrastructure 840 provides a bridge bet wek§ SER ﬁmﬁ
wirel ess network 811 and the LAN 807. The network operator infrastructure
840 enabl es a nobile device 813 or 815 to establish a connection to the
LAN 807 t hMUHR7¥e WAN 804, and mamy, for to exanpl ePChiesmsp@pat ed by an
operator of the wireless network 811 or a service provider that provides

bul | - basea egunnfitnSihafiotdinesa 14 afndes-abuipa bt Ot cat i on
et work coEP T8 e e ARROR Rbnd WA LoD CEhd B liBel e such as

15 Wrel ef5ﬁetﬁ&@@&ﬁrﬂﬁﬁicéﬁ&?s?ére%E%ﬁ@:ﬂﬁc‘én&%@neﬁﬁbﬁ@, Wﬂiﬁhﬁﬁ:ﬁ@ﬁﬂh‘aﬁb shoul d remain

confidential, and a wreless we rowser such as a Wreléss Application

Protocol  eMé&ihigHer eupaety and'spéS@thah idleds REMAAE SThetdidro tBdbig@viead sel ection or
pre-selected defaults in the software residing in the nobile device, any

or all isnf @t3raid 815 caphot] neghally Revesk teoddat@misiong1 7 difectyx aThel retwesit ored in a
mai | box 819 in the data store 817 at the 20 LAN 807. The network operator
i nf r ast r uc pperaoBafGsstuab 840xineddea a bidpedetweemthe wirclgsssetwork 8lit ahd a wi r el ess
connector system 844, 854, using Secure Hypertext Transfer Protocol
(HTTPS), feléd8ple, if no session has already been established. As.

above, a session between the network operator infrastructure 840 and a
wirel ess connect orfhejaivakpreriodiragnisturpisogaatips gamobiledencg 81508 a1 WAN

ot o efl LR ot SR A oV B WA R, 0003 L1,
o “ao Bl BBl S AR B el S, Dok
and the wi pRli8SShat provides wireless communication service for mobile devices 813 and
815. In a pull-based system, a mobile device 813 or 815 establishes a
communication session with the network operator infrastructure 840 using a wireless
network compatible communication scheme, preferably a secure scheme such as
15  Wireless Transport Layer Security (WTLS) when information should remain
confidential, and a wireless web browser such as ;31 Wireless Application Protocol
{WAP) browser, A user then requests, through manual selection or pre-selected
defaults in the softwére residing in the mobile device, any or all information, or just
new information, for example, stored in a mailbox 819 in the data store 817 at the
20 LAN 807. The network operator infrastructure 840 establishes a connection or
session with a wireless connector system 844, 854, using Secure Hypertext Transfer
Protocol (HTTPS), for example, if no session has already been established. As
above, a session between the network operator infrastructure 840 and-a wireless

connector system 844 or 854 may be made via a typical WAN connection or through
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connector systens 844 and 854 may be configured so that a conmunication 5
connection renmai ns open once established. In the systemof Fig. 93 gwe?ﬂ[fs
originating fromnobile device A 813 and B 815 would be sent to the

Wi rel ess connector systens 844 and 854, respectively. Upon receiving a
request for information fromthe network operator infrastructure 840, a

Wi rel ess cHmeObos system 844 or 854 retrieves requesPENiCA/00408 Or mat i on
froma data store. For the e-mail nessage 833, the w rel ess connector

: e 5 - .
oySLom 844 R | U R S 2 2
with the C9%Hﬁeeﬁevicéé’ﬁ%to‘?g&%ﬁ@ro%g\{eﬁgﬁeﬁ%leﬁﬁfm&ic?lcb%&?'@ i ds POX 819 either

via the nessage server ernative a W rel ess

connector siska A, Bt Berkfer GalhAMFCEUd SrPRESaRIGER | Doxes 819

itself, directly or through the nessage server Al'so, other data

stores, botdhneebmeystemeadsa SidossASmEY Bb |oaiifighied tsbanatad Bomimmigati8d 7 and | ocal
data stores associated with each conputer system 842 and 852, may be

accessi bl ectrmectionrentdirsoperc omeastablishey st em 844 or 854, and thus to a nobile
device 813 or 815. 20 If the e-mail nessage 833 is addressed to the
message server acdobhesystenr offig. DheqestsSignaisg fran atobitk devich AlBdE h conput er
systens 842 and 852 and devices 813 and 815, then the e-mail nessage 833
is sent to2fthE &kt wewlk bgpwenhtothe windlessseonnentalrsysigae 844 arldo®it. at 860 and
862, which then sends a copy of the e-mail nessage to each nobile device
813 and 815SPerival, JYROATRAGIVAY apiggueshigr emation frgmthgnatmerk ppergior Wo 03/ 079626
PCT/ CA03/ 00#0% | nf %453'[ i ?n is transferred between the w rel ess connector
systems 84XTaHYCHEESf WIElGEs FANGRIPTSYEISEY SH A S04 FRtHRes IRAUEFIEY 840 via eit her
a connegti . 8%0 t he VPN rout 35. VWien the network
oper at of 1 hiorSich i cBredideCEorlr FraliDessRd &, e Rire e el

system 844 or 854 retrieves the e-mail message 833 from the appropriate mailbox

819, typically through a messaging client operating in conjunction with the computer

system 842 or 852, which may access a mailbox 819 either via the message server

820 or directly. Alternatively, a wireless connector system 844 or 854 may be

15  configured to access mailboxes 819 itself, directly or through the message server

820. Also, other data stores, both network data stores similar to the data store 817

and local data stores associated with each computer system 842 and 852, may be

accessible to a wireless connector systermn 844 or 854, and thus to a mobile device

813 or 815,

20 If the e-mail message 833 is addressed to the message server

accounts or mailboxes 819 associated with both computer systems 842 and 852 and

devices 813 and 815, then the e-mail message 833 is sent to the network operator

infrastructure 840 as shown at 860 and 862, which then sends a copy of the e—maij

message to each mobile device 813 and 815, as indicated at 864 and 866.
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with the wirel ess connector systens 844 and 854 and the nobil e devices 813
and 5 815 via different protocols, translation operations may be pe} REP2005
by the network operator infrastructure 840. Repackagi ng techni ques may

al so be used between the wreless connector systens 844 and 854 and the
network operator infrastructure 840, and between each nobil e device 813
and 815 and®U@79%t wor k operator infrastructure 840. PADCABA®Hges or ot her
information to be sent froma nobile device 813 or 815 may be processed in

mobi e deyEARgyisehdaBeffbucth Mo Tblspibobhioith it SRR 1 2° 60 e
netvor k_oPge Ablon BbLRFIHENMIR S0 RS SERASIENE heMANERiiPn 1o @

wi rel ess connector "system or storage In a nailbox 819 and

delivery t@eipnabiterdBd! QAR themfiol! GRttorirabthRUIGSMABMnAINES 820, for
exanple, or may alternatively deliver the information to the addressed

reci pi ent swithlihe wasleasoblRstdt sytenB4afand BS4 andsheniobile devigks 833mAd ates to

pul | -based operati-ons. The w rel ess connector systens 844 and 854 and the
net wor k 5o p&tsatiaxdifferem proagbls (tahsiaten opgrations tneg de pafoooet byghe redlvdro push dat a
items to nobile devices 813 20 and 815. A conbi ned push/pull systemis also
possi bl e. ¢rerateniaieplrusiura84b FRepackagingdechnigflesanayalsohe ssedhetweenthe | i st of data
items currently stored in a data store at the LAN 807 could be pushed to a
mobi | e devVisdess rennectog systemgi4dranehdts endkthe metwedeeperator infagicite nessages or
data itens_fromthe LAN 807 vjia the network oRerator infrastructure 840.

-61 1 9 SE¥0EDS belyep spey 5igdils qsviee BADAND G0 Y he BHVPK OBEVI%kes associ at ed

with user a csguqtsagﬁ the LAN 807 are configured to operate within
di fferent WFRMEYE 938t wor ks, then each wirel ess network may have an

associ gped wirel esg, el WobKoihd? InfdRbdon @ ¥ SnfrRIPREHTe d3lidd 8@ L0 840.

815 may be processed in a similar manner, with such information first being
transferred from a mobile device 813 or 815 o the network operator infrastructure
840.. The network operator infrastructure 840 then sends the information to a
wireless connector system 844 or 854 for storage in a mailbox 819 and delivery to

15 any addressed recipients by the message server 820, for example, or may
alternatively deliver the information 1o the addressed recipients.

The above description of the system in Fig. 9 relates to pull-based
operations. The wireless connector systems 844 and 854 and the network operator
infrastructure may instead be configured to push data items to fnobile devices 813

20 and 815. A combined push/pull system is also possible. For example, a notification
of a new message or a list of data items currently stored in a data store at the LAN
807 could be pushed to a mobile device 813 or 815, which may then be used to
request messages or data items from the LAN 807 via the network operator

infrastructure 840,
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Al t hough separate, dedicated w reless connector systens 844 and 854 5 are
shown for each conputer system 842 and 852 In the systemof Fig.{9% SEpe2sds
nore of the wireless connector systens 844 and 854 is preferably configured
to operate in conjunction with nore than one of the conputer systens 842
and 852, or to access a data store or mail box 819 associated with nore

t han one cAdMPHUEL®E26 system For exanple, the wrel ess ®ONA&BOEL syst em 844
may be granted access to |lo the mail boxes 819 associated with both the

conputer system 842 ﬁ@ﬂle&ﬁﬁ‘p@sﬁ%&%ﬁa‘?@ @%@Eﬁﬁcg 3'°'ﬁ%?§§§§§7e%{8r data itens

from either nobile device are en p by the

wireless copmpGkalo @ﬁ%@mmerﬁh@ﬁﬁa%g&gﬁ%g ﬁiﬁ%%lﬁfnlaﬂmgﬁéo enabl e

Wi r el ess communi cations bet ween t Vi ces 813_ and
815 Wi t houtmdyend 4l dFodiat6ERrdIag nSQBRLHfl@EtrMé Somptfentatlla®e 840.0 be runni ng

for 15 each nobile device user. A wireless connector systemmay instead be

i mpl emented i n conjiihoegh separale] dedichted WRkSagMNEQRs sAlterfXii4 ey gsaabl e wirel ess
comuni cations. Fig. 10 is a block diagram of another alternative

conmmuni cat iapnsheys fee wachldvenaies systen 842 andé52 in thosyatdne of Biy. & eva 302, WAN 804, a
corporate LAN 809 |ocated behind a security firewall 808, an access

gat eway 88moraoidhe wireless eongEior systoma\B4dcdrelsiS4rie pietaribly &Bfgwarlo886, and

mobi | e devi ces 888 and 890. The conputer system 802, the WAN 804, the
security fi9P&Ri&IN copiyactiopmith meedhaions etteeongpter systams 84gead 82dire 817, the

mai | boxes ﬁlg, t he desktop Com%ut er g%s,tem 822, the physical connection
824, the i A? 8PS dglp SiumAEERoX §38 astogated wittyprere digp one sampulgre

substantial | y t sane, as the correspondi ng, co nent s descrj bed above: The
262 19 SEﬁV%%g%’%“&ﬁ'g‘?%%sW%%@%W 3’8&?”%&@8‘%&5@”880 and dat a
store 8 M i i ] data itens
Stored N MeRHIGeRBE sBodiale oo By otintthe RS ST 55

oper at s 0y 852, GRBLAACTHL Qi Mirkd ol \GhIERGRG Be i A'S13 F#BRBe5 Akt hough a
then processed by the wireless connector system 844. This configuration is useful to
enable wireless communications between the LAN 807 and the mobile devices 813
and 815 without requiting a desktop computer system 842 and 652 to be running for

16 eachmobile device user. A wireless connector system may instead be implemented
in conjunction with the message server 820 to enable wireless communications.

Fig. 10 is a block diagram of another alternative communication

system. The system includes a computer system 802, WAN 804, a corporate LAN

809 located behind a security firowall 808, an access gateway 880, a data store 882,

20 wireless networks 884 and 886, and mobile devices 888 and 890. The computer

system 802, the WAN 804, the security firewall 808, the message server 820, the

data store 817, the mallboxes 819, the d'esktop computer system 822, the physical

connection 824, the interface or connector 826 and the VPN router 835 are

substantially the same as the corresponding components described above. The
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connector system may instead operate on or in conjunction with one or nore
desktop 5 conputer systens 822 in the LAN 809. The w rel ess connegtgé 2006
system 878 provides for transfer of data itenms stored at the LAN 80 ?o
one or nore of the nobile devices 888 and 890. These data itens preferably
include e-mail nessages stored in nmail boxes 819 in the data store 817, as
wel | as po¥BOPs¥t her itens stored in the data storeP8WgABHENOt her 10
network data store or a |ocal data store of a conputer system such as 822.

As descri bgﬁe&bqo%e%vgx%go gﬁc{}fﬁté stifs %ﬁi‘&%wﬁé %o@i%dtfe@ﬁ&eébg%@d 855wy nore

reci pi ents havi acco on the"nmessage server and received by the

TEsSage SChelsiddlia s 401 Ahd DIObG R0 BRI fhackRgichuh T ecl pi ent.

In the systemo the external data store 882 preeferably has a

simlar stgcptiatesion or it orfitidnanm tHtSneu¥ae Yo Bl g8 Chiinbidha wiBRsglat a store 817.
PIMinformation or data stored at data store 882 preferably is

i ndependengdnyiedidrddtéramaginktoad dperdtd dv or Ikfcorjirtidrofthohe orctkedesittey ed at t he host
system In this particular configuration, the independently nodifiable

i nf or mat i ocongiuter bystaand 822 irethe AW 80%t or e 882 may mai ntai n synchroni zati on of
a plurality of data stores associated with a user (i.e., data on a nobile
devi ce, data 20 on The pieiessisannectorgystee878 proMidesdor tegasiar e tlate Rems or por at e LAN,
etc.). This synchroni zation may be acconplished, for exanple, through
updat es seered gt hadAND0R to aneqyr glogpyt they meile dayises| 888 and B ket system 878 at
certain tine jnterv laﬁ 'eﬁ@h time an entré,in. he g?éa sté:)re 817 |s added
or changed®@tatereshreigrallyclide esrall megsadss stpjed ip maitpxes R0 WA ddthe LAN 809, by
t he nessage s er 820 or C ter st.em 822, .at _.-63 1.9 SEt 2006 WO
037 070620 RRi Achors ¥ s Sooshy BE o6t st P 6 988 1L OB “robi e devi ce
888 or 1§90%&®§£H&Q s{opee?raaqgc%\?éata %%%V@Xorﬁ&ﬁer sbﬁerﬁ Qﬁchca%%%pf the e-mail

or sen 0

message 833, exanpl'e, an update
As described above, an e-mail message 833 addressed to one or more

recipients having an account on the message server 820 and received by the
message server 820 are stored into the mailbox 819 of each such recipient. In the
system of Fig. 10, the external data store 882 preferably has a similar structure 1o,

15 and remains synchronized with, the data store 817. PIM information or data stored
at data store 882 preferably is independently modifiable to the PiM information or

data stored at the host system. in this particular configuration, the independently
modifiable Information atthe external data store 882 may maintain synchronization of

a plurality of data stores associated with a user (i.e., data on a mobile device, data

20 on a personal compuier at home, data at the corporate LAN, etc.). This
synchronization may be accomplished, for examble, through updates sent to the data

_ store 882 by the wireless connector system 878 at certain time intervals, each time

an entry in the data store 817 is added or changed, at certain times of day, or when

initiated at the LAN 809, by the message server 820 or a computer system 822, at
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the data store 882 sone tine after the e-mail nessage 833 is received

indi cates that 5 the nmessage 833 has been stored in a certain nailBogre190;
in the store 817, and a copy of the e-mail nmessage is stored to a
correspondi ng storage area in the data store 882. Wen the e-nail nessage
833 has been stored in the mail boxes 819 corresponding to the nobile

devi ces 8388Qi@#"@B0, one or nore copies of the e-nmil pCressayges i ndi cated

at 892 and 894 in Fig. 10, will be sent to and stored in 1o correspondi ng

storage argas, or .mai .l boxes jn.the tg st 8 As shown, updates or
cop o9 of LB SPBLIREE ok brsibick v dpdtedfe oL B wioRal PR BSeshl o't he dat
store 882 é{g‘ﬁa\ﬁsﬁonnecti on to the WAN 804 or the VPN router 835. For
exanpl e, t fie i TE€l ess connector system 878 nay post updates ‘or stored

|nformation to a T q3MUEER of hlehiinbBlae BS01S o bRl POSt T equest

Alternatively, a secure protoc suc ecure Sockets Layer
(SSL) may b dee@fbre d82@3Me BMb hitePfhe biindiiRs8dde 885 lslreconBPhdiatadtRt t hat a single
copy of a data itemstored in nore than one location in a data store at

t he LANs580hemRssadessss hls benS®rdd i @ cérffn waitbdx 81Dikeneliote 81Mbsd £opy of the
data itemcould then be stored either in nore than one corresponding

| ocati on i copytoféthedmmall imbssage i883Breddo azosegpghdingcapygaaya indhestiade ed i n t he data
store 882, with a 20 pointer or other identifier of the stored data item
bei ng st or &drei §82e Féhendbe e-vsj eskiagg 833 baslvdep stared in e roiibexegBd? e 882. The
access gateway 880 is effectively an access platform in that it provides
nobi | e devfYESPEERIINHe SobilageyipesH8E aad 80 oney Mg eoriss eitee BRIl The data

store 882 may be ,config]ured as a_resource accessi ble on thg,V\AN 804, and
the -64 1M§SER BEEYT § 67981 $%6 I FecTP B PPRIDY AN yLed At eway 880 may

connect 0t o PRGSO RRHRE THBTHE 1ot oRth e T8 ARaEr™ WORBS i bl e wi th the
W el ess gl MaLk Sy B8 HRSmBER rTRY ol S P81 MR e Bnfl 55l

882 via a connection to the WAN 804 or the VPN router 835. For example, the

wireless connector system 878 may post updates or stored information to a resource

in the data store 882 via an HTTP post request. Alternatively, a secure protocol such

15 as HTTPS or Secure Sockets Layer (SSL) may be used. Those skilled in the art will

appreciate that a single copy of a data item stored in more than one iotation in a

data store at the LAN 809 may instead be sent to the data store 882. This copy of

the data item could then be stored either in more than one corresponding location in

. the data store 882, or a single copy may be stored in the data store 882, with a

20  pointer or other identifier of the stored data item being stored in each cotresponding
location in the data store 882.

The access gateway 880 is effectively an access platform, in that it

| provides mobile devices 888 and 890 with access to the data store 882. The data

store 882 may be configured as a resource accessible on the WAN 804, and the
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data store 882, which is synchronized with the data store 817, and downl oad
stored 5 data itens either automatically or responsive to a requzs% %Do
nobi | e device 888 or 890. As shown at 896 and 898, copies of th i
nmessage 833, which was stored in the data store 817, are sent to the

nmobi | e devi ces 888 and 890. A data store on each nobile device 888 and 890
i s thereby"Ri8M1¥ni zed with a portion, such as a naP¢HoOM3BW®B of a data
store 817 on a corporate LAN 809. Changes to a 1o nobil e ‘device data store

Gescri bed Rere EePE &l o St e by ibuibhien mb O havi ng
el ement s Caéméﬁémd@gotcan&ebﬁomewmaa of wmﬁ?mwye%g bR 3;&%9.1 ted in the

clainms. This witten description nay enable those o Inary skill in the

art to makgp Iélﬁﬁnﬁgh%iéﬁ%ﬁw%rl@%mélﬂjBﬁbh@yﬂﬁhbyﬁse@t@éﬁ_%@ésﬁhé hat |ikew se
15 correspond to the elenents of the invention recited in the clains. The

intended g£0pOre@B2 WhithiigByRdhrdniiad WihiBe tate blockes 7 ini @bwilbddetdretr €S, systens or
nmet hods that do not differ fromthe literal |anguage of the clains, and

f ur t her 5i ndata s eithérewtostaticatiy onresponsiete & esypesd fromenfobiiksdewice B8S nsubst ant i al
differences fromthe literal |anguage of the clains. 20 -65 1 9 SEP 2006
Vhat is cl e §98d As shown, at R96 gt 888, Eepiesché therernail messages@3B whicholas di gi t al
certificate fromstatus data stored in a status rovi der stem
conpr i si ngstosd i e palastoss Et7ente GO theimepile deviqes §8 WiﬂﬂﬂoeAQ%?e client nodul e
operable to generate and provi de status reckfngst data corresponding to a

stat us reqBfe@onegeh makile devige BEF andA90iis thergpe snshronized R aRIAMAR: f r om t he
oL Yo he e ARSI S e 3 o PRI LA, BB 2 T S
CoONPri $hN9,BR'ddihde AL S ard Afitdhy RREPRNSaRPGEREEE 4rd 817,
The embodiments described herein are examples of struciures,
systems or methods having elements corresponding to the elements of the invention
recited in the claims. This written description may enable those of ordinary skill in
the art to make and use embodiments having alternative elements that likewise
15  correspond to the elements of the invention recited in the claims. The intended
scope of the invention thus includes other structures, systems or methods that do not
differ from the literal language of the claims, and further includes other structures,
systems or methods with insubstantial differences from the literal language of the
claims.

20
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1o receive the status request data transmtted fromthe client system and,
in response thereto, generate query data for the digital certifi aéf
status and provide the query data for transm ssion fromthe pr XQ/: rfPstZB%n
to the status provider system and further operable to receive the status
data fromthe status provider system generate the digital certificate
status dat Whaddéselaimedise status data received, and provide the 15 digital
certificate status data for transm ssion to the client system 2. The
systemof claim1l, wherein the client system conprises a nobil e device

i ncluding a nenory subsystem and operable to communicate with the proxy

system over a Avsystersier defemdlring & gtates of & digital cerlificat® fronestatusaizta r el ess
network, and to 20 store the data itens in the nmenory subsystem 3. The

system of storddin stahiRrRbvideneystirg] dcthpigmid:i i cate status data conprises a
subset of the status data received fromthe status provider system 25 4.

The sysfy em of § bk : (gt I subset
o ob o SEP D e o e ™ & S the

o “The. oy Y SRR ARPRIGORANE oqiRE] Lol PO RS I PGS TR °
transi t t egioid QM BF RANAKSIRRGATRY L sfbal by PHER g T evoked

i ndi cator, n- nown 1 ndr cat or. _ e SYySti | wherein
e, 091" berichl G508 B 0B R sSAER I FoabTot b BELR IRy .
client nmodule is further operabl.e to periodically generate and provide
status  requestd Y SKOPILEINBRRING P50 BEdvESheRiBacmofyle dhetrlRiesi on o
R PR Lo SIS A LS R olE o e TS

thereto, generate query data for the digital certificate status and provide the query

data for transmission from the proxy system to the status provider system, and

further operable to receive the status data from the status provider system, generate

the digital certificate status data based on the status data received, and provide the

16 digital certificate status data for transmission to the client system.

2. The system of claim 1, wherein the client system comprises a mobile device
including a memory subsystem and operable to communicate with the proxy system
over a wireless network, to receive data items over the wireless network, and to

20 store the data items in the memory subsystem.

3. The system of claim 2, wherein the digital certificate status data comprises a

subset of the status data received from the status provider system.

25 4. The system of claim 3, wherein the status request data comprises a subset of
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15 8. The systemof claim2, wherein the proxy systemis operable to
redirect a data itemto the nobile device, and the proxy m)dulq gsﬁqurzggﬁsr
operable to determ ne whether the data itemincludes a digital certifi e
and, upon a determ nation that the data itemincludes the digital
certificate, to generate and 20 provide status request data correspondi ng
to a statudhe guerysiatd.or the digital certificate for transnmission to the
status provider system and to receive digital certificate status data for
the digital certificate in response to the status request. 9. The system
of claim3, wherein the digital certificate conprises a digital 25

certificat &. chalfhe @fstdirgof cdint £/ Wwhérerathe quendatbtohfirides BR GriIAEUS I equest
data conprises 67 1 9 SEP 2006 data corresponding to each digital

certifi cat €drifidabee St pﬁgtogar(@bfgp;@tggrﬁhai n. 10. A nmethod for handling
digital certificate status requests between a client systemand a proxy

system st he nmethod conprising the steps of: 5 receiving at the proxy system
digital certificate status request data transmtted fromthe client

taponse t o r ooty eReEm of 2 Mnere fb Hdid) gér@{i%%fééfaﬁéﬁaé%ﬁ‘%%ﬂ@ed
the proxy 19T B8 BUE] di"dhohtyes et rRlicRon Bss Tl Bhicalin 47 o1 coponse
to the queéxﬁsrgat a; g:enerati ng digital certificate status data based on the

stat us dat el (Pg ;atorand transmtting the digital certificate status data

to the client system 15 11. The nethod of claim 10, wherein the digital
certificate status data is a subset

10 7. The system of claim 2, 'wherein the digital certificate status data comprises
validity period data indicating a validity period for the digital certificate, and wherein
the client module is further operable to periodically generate and provide status
request data corresponding to a status request for transmission to the proxy system
during the validity period of the digital certificate.

15
8. The system of claim 2, wherein the proxy system is operable to redirect a
data item to the mobile device, and the proxy module is further operable to
determine whether the data item includes a digital certificate and, upon a
determination that the data item includes the digital certificate, to generate and

20  provide status request data corresponding to a status request for the digital
certificate for transmission to the status provider system, and to receive digital

certificate status data for the digital certificate in response to the status request.

9. The system of claim 3, wherein the digital certificate comprises a digital

25 certificate chain of digital certificates, and wherein the status request data comprises
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of the status data received fromthe status provider. 12. The met hod of
claim 10, wherein the digital certificate status request data 20 BBEN i85
a subset of the query data. 13. The nethod of claim 12, wherein the query
data for the digital certificate status conprises Online Certificate

Status Protocol (OCSP) query data. 25 68 . . _
data corresponding to each digital certificate in the digital certificate chain.

10. A method for handling digital certificate status requests between a client
system and a proxy system, the method comprising the steps of:
5 receiving at the proxy system digital certificate status request data transmitted
from the client system;
generating query data for the digital certificate status in response to receiving
the digital certificate status request data;
transmitting the query data fo a status provider system;
10 receiving at the proxy system status data from the status provider system in
response to the query data;
generating digital certificate status data based on the status data received:;
and
transmitting the digital certificate status data to the client system.
15
11.  The method of claim 10, wherein the digital certificate status data is a subset

of the status data received from the status provider.

12.  The method of claim 10, wherein the digital certificate status request data

20 comprises a subset of the query data.

13.  The method of claim 12, wherein the query data for the digital certificate

status comprises Online Certificate Status Protocol (OCSP) query data.

25
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