A secure commruni cati on system wherei n nessage

decryption may be perfornmed while off-1ine,
A sender

optionally while on-Iine.

or
encrypts a nessage

(12 RSEENSTIONKI A PRESGHTEN KUBLISHED (DWAR SHE PATENTCGPOPERATION TREATY (PCT)

recipient.
QUBated hknener mppdryg t he pgr
verifi @rgandlagse the veri fL&Y

t he reehpiogmBurealhe reci pilgD
along with the nessage or

@B) ThiefHRiGRADPIMEEatPRDAY ,
1(hSep@siser 26040(10.09.26040M Se.
the envelope while off-1ine

f‘;wgately,
cont enpor ane@Ws Inidrhdtiond @abl@hticdfNumber

PELT eci pi eWW(OG 20044077290 Al

based on their

An envel ope containing a nessage key is

ge key based on a

00 SARSFAG TR iwGha

fromthe sender

secret

(51) LRGSR HaleR\(RsdidRiolTES S aQBsFH00, T FOM LNE ROPMEISORE MR E.; Intellectual Property

Hokeony P2t he nmessage.

open the envel ope, optional

(22) International Filing Date: 25 June 2003 (25.06.2003)

(25) Filing Language: English

(26) Publication Language: English

(30) Priority Data:
60/449,068
10/250,004

Us
Us

20 February 2003 (20.02.2003)
27 May 2003 (27.05.2003)

(71) Applicant: SECURE DATA IN MOTION, INC.
[US/US]; 1875 South Grant Street, Suite 500, San Mateo,
CA 94402 (US).

(72) Inventors: MOREH, Jahanshah; 2122 Century Park
Lane, Apt. 417, Los Angeles, CA 90067 (US). BRUNS,
Logan, O’Sullivan; 127 Quarry Drive, Napa, CA 94559
(US).

I n the eventialh®@idLaoopisedit BE&@RNGEe, Suite 660,

on- | i (reralt CASPOPEBNI t S

1) Idbiaaénal A@liassinsmaace t hat may
al ternat e envel opeCiNaI00¥HY5T e

{%&Bc]!)els'lid %teg) ptgtgsl rgzltior)zgl )2 %B, AG, AL, AM, AT, AU,
! pAZ?%&., BEHE, é@ﬁ‘ﬁ, BZ, CA, CH, CN, CO, CR, CU,
CZ,DE, DK, DM, DZ, EC, EE, ES, FI, GB, GD, GE, GH,
GM, HR, HU, ID, IL,, IN, IS, JP, KE, KG, KP, KR, KZ, L.C,
LK, LR, LS, LT, LU, LV, MA, MD, MG, MK, MN, MW,
MX, MZ, NI, NO, NZ, OM, PG, PH, PL, PT, RO, RU, SC,
SD, SE, SG, SK, SL, TJ, TM, TN, TR, TT, TZ, UA, UG,
UZ,VC, VN, YU, ZA, ZM, ZW.
(84) Designated States (regional): ARIPO patent (GH, GM,
KE, LS, MW, MZ, SD, SL, SZ, TZ, UG, ZM, ZW),
Eurasian patent (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM),
European patent (AT, BE, BG, CH, CY, CZ, DE, DK, EE,
ES, FI, FR, GB, GR, HU, IE, IT, LU, MC, NL, PT, RO,
SE, SI, SK, TR), OAPI patent (BF, BJ, CF, CG, CI, CM,
GA, GN, GQ, GW, ML, MR, NE, SN, TD, TG).

Published:
with international search report

For two-letter codes and other abbreviations, refer to the "Guid-
ance Notes on Codes and Abbreviations” appearing at the begin-
ning of each regular issue of the PCT Gazette.

4/07:7290 A1 IV 0O Y OO

=
—

=
=

(54) Title: SYSTEM FOR ON-LINE AND OFF-LINE DECRYPTION

(57) Abstract: A secure communication system wherein message decryption may be performed while off-line, or optionally while
on-line. A sender encrypts a message based on the message key and sends it to the recipient. An envelope containing a message key
is created by encrypting the message key based on a verifier, where the verifier is based on a secret of the recipient. The recipient is
provided the envelope, along with the message or separately, from the sender or from another party, contemporaneous with receipt
of the message or otherwise. The recipient can then open the envelope while off-line, based on their secret, and retrieve the message
key from the envelope to decrypt the message. In the event the recipient cannot open the envelope, optional on-line access permits
obtaining assistance that may include obtaining an alternate envelope that the recipient can open.



