W RELESS PERSONAL AREA NETWORK HAVI NG AUTHENTI CATI ON AND ASSCOCI ATED METHODS
Field of the Invention [0001] The present invention relates to the field of
wi rel ess networks, and, nore particularly, to systens for providing

aut henticated proximty access to wirel ess networks and rel at ed net hods.
Background of the Invention [0002]El ectronic conputing devices have

i ncreased productivity in the workplace by enabling the easy transportation
and transm ssion of data. However, the easy transportation and transm ssion
of data has also created problens for those tasked with protecting an
organi zation's confidential data. [0003] To address this problem a nunber of

WIRELESS PERSONAL AREA NETWORK HAVING AUTHENTICATION AND
ASSOCIATED METHODS

Field of the Invention

{00011} The present invention relates to the field of
wireless networks, and, more particularly, to gystems for
providing authenticated proximity access to wireless

networks and related methods.

Background of the Invention

fooo2] Electronic computing devices have increased
productivity in the workplace by enabling the easy
transportation and transmission of data. However, the
easy transportation and transmission of data has also
created problems for those tasked with protecting an
organization’s confidential data.

{0003] To address this problem a number of
authentication mechanisms such as card readers, biometric
sensors, and fob keyless entry devices, and the like have
been devised. The use of such authentication mechanisms
can provide an organization with control over usger access
to an electronic device as well as control over user
access to data on the electronic device. For example,

U.5. Patent No. 5,81C,981 tc Mooney et al. discloses a



aut henti cati on nmechani sns such as card readers, bionetric sensors, and fob
keyl ess entry devices, and the |i ke have been devised. The use of such

aut henti cati on nmechani sns can provide an organi zation with control over
user access to an electronic device as well as control over user access to
data on the electronic device. For exanple, U S. Patent No. 5,610,981 to
Mooney et al. discloses a secure conputer controlling the access to data
storage devices via a card reader. [0004] U. S. Patent ) 6 003 135 to
Bialick et al._discloses t, communi cat es t st _conputi ng
devi ce to enabf% e G %%‘séﬁﬁﬁfgajﬂﬁkﬁﬁFi8&?6?& 58 QFPOFHQHa%§ t he
nmodul ar devi cezon ¢ arisd of ethrd tilla@etzdhe host conputing device, data

provi ded fromthe host conputing device to the nodul ar device, or data

retrieved by tHP4dst ¢ ¢ iBRg S e or O3 RS SnsQuBar Ldeli 86 2£0005] U. S.
Patent No. 6, 76333640 Kolds A 2¢l-95esnfpi-velsal,i$8r ¥ehLkpat wirel essly
networks a plurality of portable digital devices to an el ectronic conmrerce
term nal . The &yutEmsamaiceude auphdnt icoat oon wweehaairesmstyuch as a smart
card reader e read [ ' enso

[ 0006] U. S. Pat§h§¥ﬁgﬁnggf%§gg??é%fg% gh%&hg% |§b ggggeg tgféegéaﬁgcard

t hat can be deﬂkuyedmasﬁanlaﬂme@gsaam@mpAtungvdegabecaddtaepdeV1da@ read
t he unlversaljgard nd th uni versal @grd r eade nicate wt

)
vari ous eIectr&ﬁ?%t:eV|c STARVESTY EEVIHGFa téP@pW8ﬁ8?ng 88¥§8ﬁa|oalglta|
assi stant, or dhd@&&%ﬁﬁﬂkﬂﬁﬂﬂﬁ@tﬁhe The turiowensahgcaediceadesni oed udes an

interface that be a wired interface, or a wireless interface such as an
antenna for c i%atiS5Vg SFi-a radi o waves and/or an infrared conmuni cations
interface. [0005] U.S. Patent No. 6,763,336 to Kolls discloses a

universal server that wirelessly networks a plurality of
portable digital devices to an electronic commerce
terminal. The system can include authentication
mechanisms such as a smart card reader, a keypad, a
magnetic card reader, or bicmetric sensors.

[0006] U.8. Patent No. 6,715,679 to Infonsino
discloses a universal card that can be deployed as an
access card. A universal card reader can read the
universal card and the universal card reader can
communicate with various electronic devices such as a
cellular telephone, a personal digital assistant, or a
personal computer. The universal card reader inciudes an
interface that may be a wired interface, or a wireless
interface such as an antenna for communicating via radio
waves and/or an infrared communications interface.

[0007] U.S. Patent No. 6,732,278 to Baird, III et al.
discloses a device for providing access to a remote site.
Accegs to the device 1s gained through an authentication
process during which a user password and biometrics are

provided to the device. Once authenticated, the device



[0007] U.S. Patent No. 6,732,278 to Baird, Il1l et al. discloses a device for
provi ding access to a renpte site. Access to the device is gained through
an aut hentication process during which a user password and bionetrics are
provided to the device. Once authenticated, the device authorizes access
to a renote site (e.g., a web site or a server on a |ocal area network).

[ 0008] Unfortunately, such conventional systens have a nunber of

shortcom ngs. For instance, once a user is signed onto an el ectronic

devi ce, the user_,can remain signed e el ectronic device even though

t h |
the user wal ke SRR FAGmATTE 261 S0t Pol oG8y Fese. AfioBher 2 SHEPL SbNt g 12 ¢ hat

a user usuall ydhasgt erbe awidentireat edtioikeach device that has an
aut henti cati on _nmechani sm Summary of the |Invention [0009]1n view of the
foregoi ng backglO&dd, i t'EOTENNEGElEct SHFN RETVAVEAPTBR FYSPFBYI BRV_YRt ens

and net hods t hafnrRoWrderd RS LY agbheatieahi-an ggcbani sgebefyeen
short-range wirel essly communi cating el ectronic devices.
signed onto an electronic device, the user can remain
signed onto the electronic device even though the user
walkg away from the electronic device. Another
shortcoming is that a user usually has to be
authenticated for each device that has an authentication

mechanism.

Summary of the Invention

[0009] In view of the foregoing background, it is an
object of the invention to provide systems and methods
that provide a proximity authentication mechanism between
short-range wirelessly communicating electronic devices.
[0010] This and other objects, features, and
advantages in accordance with the invention are provided
by a wireless personal area network (WPAN) system that
includes a plurality of WPAN devices using encrypted
wireless communication therebetween when in an enabled
state and not wirelessly communicating when in a disabled
state. At least one of the WPAN devices preferably
comprises a WPAN identity reader for reading at least one
identifying parameter of a user and for confirming that
the user is an authorized user based upon reading the at
least one identifying parameter. The WPAN identity
reader may also wirelessly communicate with at least one
other WPAN device to switch the at least one other WPAN
device from the disabled state to the enabled state based

upon confirmation that the user is an authorized user.



[ 0010] This and ot her objects, features, and advantages in accordance with
the invention are provided by a wirel ess personal area network (WPAN)
systemthat includes a plurality of WPAN devi ces using encrypted wrel ess
conmmruni cation therebetween when in an enabled state and not wirel essly
comuni cating when in a disabled state. At |east one of the WPAN devices
preferably conprises a WPAN identity reader for reading at |east one
identifying paraneter of a user and for confirmng that the user is an

thori zed based ding the at |east identifyi ter.
The WPAN | dent1S) 1ERtEr ) i S0 rof eB3F ofmAFEaTa Wit SPH cast one

ot her WPAN dew s dno isMddhrihecatusieashannedot her WPAN device fromthe
di sabl ed state to the enabl ed state based upon confirnation that the user

i s an authori Z&@%ider. TASHIHTRGETY &bt HEAL 8atddepr BXY ni*#ySakcess in a

WPAN system i s jagvant agpenslivagnabl edngb0QLE] The plutahitycnt MPAN devices
may have a |imted comruni cation range and the at | east one ot her WPAN

devi ce when iWHﬂﬁﬂ%ﬁ@%ﬁé&h§@aﬂ@ §%ﬁt@ﬁé§1§écﬁtﬁéetﬁéi§¢§ﬁﬁlbﬂckt@?¢ based
upon ”Dvenenbﬁgﬁg%ﬂ%éﬂT%&'s@%%%db%%gH“ﬂFBgth80e&§ﬂgeb¥%$ﬁdt?ﬁivffﬁﬁﬁgfnt'ty
u 0

reader. The system further may 1 nc e an 1 denti1fying en carried by
a user and t heotPANiicdntcnt yangader. theatls WRaNi ddattfiyyngetdken Whien in

proximty ther 0012] The AN i dent i reader .may.continue to
wirelessly co 5%Ec f%fﬂg}ﬁrF 3rapaVeé§F&é%$ SphéQeVé%‘ ﬁ%%i%%k?% mai ntai n
the at | east aenerdidenbMBANsdeviad thet Weamnabkadisyateadsr| pagdastidae

i dentifying tQEen i,S.in proximty to.the WPAN,identitg reader. The
identifying t 5 r CREFD HBFOHdE eREPYPIEbY HAPECERrried by a

substrate and [olog.2gncrypticompgdat aceay i tpckudaeat nhpasénoneuofta public and

Private encrypll o ety Lomn nee 2" Wi ER L2 1 0sL, VEne! SENL LSy P
device to maintain the at least one other WPAN device in
the enabled state as long as the identifying token is in
proximity to the WPAN identity reader. The identifving
token may further include encryption data carried by a
substrate and the encryption data may include at least
one of a public and private encryption key.
{0013] The at ileast one other WPAN device may be
operable to permit user operation thereof when in the
enabled state. The at least one other WPAN device may be
operable upon user entry of a password in addition to
being in the enabled state. The WPAN devices may
wirelegsly communicate using a Bluetooth protocol and/ox
a Federal Information Processing Standard (FIPS)
compliant encrypticn protocol. At least one of the
plurality of WPAN devices may include a computer, a
printer, a scanner, a camera, a barcode scanner, a Global
Pogitioning System (GPS) device, a personal digital
assistant, and a wireless email device, for example.
[0014} The WPAN identity reader may comprise a

portabkle housing and a reader carried by the portable



operable to permt user operation thereof when in the enabled state. The at
| east one ot her WPAN devi ce may be operabl e upon user entry of a password
in addition to being in the enabled state. The WPAN devices nmay wirel essly
comuni cate using a Bluetooth protocol and/or a Federal Information
Processing Standard (FIPS) conpliant encryption protocol. At |east one of
the plurality of WPAN devices may include a conputer, a printer, a scanner
a canera, a barcode scanner, a G obal Positioning System (GPS) device, a
personal digit ssi st ant d a.wireless enmail devic f or exanpl e.

[ 00141The mPAﬁgW§;R3té§%é§aggjﬁhﬁﬁ%b rﬁ§385 SSFtééﬁgg%gﬁﬁF%g and a reader
carried by thepotatde ohausiskg .f orheeadizng ittheratyl eastieongal denssdf yi ng
par anmet er of a.uier] Th§JMPAN jdentity reader may also include a limted

conmmuni cat i on TENGE IAPAN EVTENIESANOH BEReBOYt BbPRSRBUSFR. The

WPAN identity ¢padesd By e et 008Phose i dghr 06assRbagalhbgdiby the
portabl e housing and connected to the reader and the |limted conmunication
range WPAN tr &y SR2Y The theddermipay senel pdecasspeastrohedoby atmgneti ¢

stripe reader.og siard (A1 dpader ool A hi pURLEEC, ChALACLSKT shic Teader,

for exanple. [0015] A nethod aspect of the invention I's for operating a WPAN
system t hat i nicimides! aopierdiciaty oof rARAN dealNcesansthiaer| eaBhe oneaddért he

WPAN devi ces rd sjsng . .a N_ i dentity_reader. The thod may,incl ude
Usi ng the ARG T altararSr Bhentimg SEoPeaet Bhbiraentidtt gt
par anmet er of a@&nmsser cagenfrickaienyg thdt at beéowsericscharactdof szed vsedebased
upon readi ng the at qu;t one identifying paraneter, and wrel essly

comuni cati ng T IF*4™*East one other WPAN device to switch the at |east

one ot her WPANodensiice fromeandHsabbedcsbat enkoinRegnabheds state based upon
confirmng the user is an_ authorized user. The at |east one other WPAN

devi ce may usEPERETYHCed WEPH ¥ELeBnhliAr cARFOHCRReh PHUTRE!l Bnadf P at e

and not wirel egsii\-cGOMI¥AI 6at i REsWhBAei Brt PRediyBAN! 84y Stét exomprising
Brief Description of the Drawings [O0016]FIG 1 is a schenmatic di agram of
the WPAN systPeFPdr igeakift yeadesss Bbeordthgdt vay hinghydatweing the

e e e
parameter of a user, confirming that the user is an
authorized user based upon reading the at least one
identifying parameter, and wirelessly communicating with
at least one other WPAN device to switch the at least one
other WPAN device from a disabled state to an enabled
state based upon confirming the user is an authorized
user. The at least one other WPAN device may use
encrypted wireless communication when in the enabled

state and not wirelessly communicating when in the

disabled state.

Brief Description of the Drawings

foo1s] FIG. 1 is a schematic diagram of the WPAN
system for proximity access according to the invention.
[0017] FIG. 2 is a schematic diagram of the WPAN
system shown in FIG. 1 illustrating the WPAN devices in

an enabled state.



[0018]FIG 3 is a schematic diagram of the WPAN system shown in FIG 1
Illustrating the WPAN devices in a disabled state. [0019]FIG 4 is a nore
detail ed schematic bl ock diagramof a WPAN identity reader as shown in FIG
1. [0020]FIG 5 is a schematic block diagramof an alternate enbodi nent of
a WPAN identity reader as shown in FIG 1. [0021]FIG 6 is a flow chart
illustrating a nethod according to the invention.

foo1s] FIG. 3 is a schematic diagram of the WPAN
system shown in FIG. 1 illustrating the WPAN devices in a
disabled state.

[0019] FIG. 4 is a more detailed schematic block
diagram of a WPAN identity reader as shown in FIG. 1.
{0020] FIG. 5 is a schematic block diagram of an
alternate embodiment of a WPAN identity reader as shown
in FIG. 1.

{0021] FIG. 6 is a flow chart illustrating a method
according to the invention.

[0022] FIG. 7 is a more detailed schematic block
diagram of an alternate embodiment of a WPAN device

according to the invention.

Detailed Description of the Preferred Embodiments

[0023] The present invention will now be described
more fully hereinafter with reference to the accompanying
drawings, in which preferred embodiments of the invention
are shown. This invention may, however, be embodied in
many different forms and should not be construed as
limited to the embodiments set forth herein. Rather,
these embodiments are provided so that this disclosure
will be thorough and complete, and will fully convey the
scope of the invention to those skilled in the art. Like
numbers refer to like elements throughout, and prime
notation is used to indicate similar elements in
alternate embodiments.

[0024] Referring initially to FIG. 1, the basic
components and interconnections of a wireless personal
area network (WPAN) system 10 for authenticated proximity
access in accordance with the invention are now

described. A WPAN is a wireless pergonal area network



[0022]FIG 7 is a nore detailed schematic bl ock diagramof an alternate
enbodi nent of a WPAN device according to the invention. Detail ed
Description of the Preferred Enbodi nents [0023] The present invention wll
now be described nore fully hereinafter with reference to the acconpanying
drawi ngs, in which preferred enbodi nents of the invention are shown. This
i nvention may, however, be enbodied in many different fornms and shoul d not
be construed as |limted to the enbodi nents set forth herein. Rather, these
enbodi nents ar rovi ded so.that this disclosur t hor ough and
conpl et e, andtarﬁi %ﬁf % H?eﬁnFﬁ§c§8858t6Pntﬁ Wﬁéﬁng?ﬁhc?ﬁ 3 %Eea§?illed
inthe art. Ud@thﬂﬂﬂ@ﬁbithE?FOEOebbKeo@h@HEnt@héh%ﬁéﬁb@ﬂty AR Prigre
notation is used to_indicate simlar elenents in t ernate enbodi nent s.

[ 0024] Ref er ri A HHiltivafiy o 1R BELEr St RECHESTCHEBNPBREhESS angr & few

I nt er connect i @mo(aifet%r\é« bekeeenPar #RRR! qaleasNghuoL k- AWPAN) system 10 for
aut henticated proximty access in accordance with the invention are now

descri bed. A ViPANexan@lgi.r elfesbnpenpsoankcarléganéoner kort ate gl es t he

|nterconnectlngqge@Pégndggl ﬁﬁnﬁh§£ @%g ﬁgFEIQO%égglglé%ﬁégﬁgggg ot her.

The proximty range is normally about ers ween evices, or a
fem/k|IoneterthetweemlaaMPANadéarde anadwaltentrappsecvered floy emamrle.
Techni cal spec . aglons me WPAN devi ces can be found in the | EEE
802. 15 st andard %ﬁ& otRef ?lﬁfgar standards as will be appreciated by those
skilled in thdoars] The WPBAN system 10 illustratively includes a

plurality of WPAN devices 12a-12d. Each WPAN device may
include a respective portable housing 16a-16d and
respective limited communication range WPAN transceiver
l4a-14d carried by the corresponding portable housing.
Each limited communication range WPAN transceiver 14a-14d
may use a respective antenna 28a-28d and may be capable
of encrypted communications over links 22a, 22d. Each
WPAN device 12a-12d4 may also include a resgpective
procegsor 18a-~18d carried by the corresponding portable
housing l6a-16d and connected to its limited
communication range WPAN transceiver l4a-14d.

[0026] One of the WPAN devices ig illustratively a
WPAN identity reader 12d that illustratively includes a
reader 204 carried by the portable housing 164 and
connected to the processor 18d. The reader 204 can be
used for reading at least one identifying parameter of a
user, for example. The reader 204 may comprige at least
one of a magnetic stripe reader, a smart card reader, and
a biometric characteristic reader as will be appreciated
by those skilled in the art. The WPAN identity reader
12d. may further include a memory 24d connected to the

processor 18d.



[ 0025] The WPAN system 10 illustratively includes a plurality of WPAN

devi ces 12a-12d. Each WPAN device may include a respective portabl e housing
16a- 16d and respective limted conmunication range WPAN transcei ver l1l4a-14d
carried by the correspondi ng portable housing. Each |imted conmmuni cation
range WPAN transcei ver 14a-14d nmay use a respective antenna 28a-28d and may
be capabl e of encrypted comruni cati ons over |inks 22a, 22d. Each WPAN
device 12a-12d may al so include a respective processor 18a-18d carried by

t he correspondin ortabl e housing 16a-16d and connected to its limted
communi cat i on i° &% MPANhFr§ﬁ§5egg¥ﬁcf&alfﬁd12?069%]?ﬂ%r%@t?ﬁe WA Hevi ces

i's lIIustratl\c@nynuau\é@/éwohd@%ktylhﬁadgbalZQQHh%ekéw@Lé@ﬁWﬁély imcludes a
reader 20d carried by the portable hou5|ng 16d and connected to the

processor 18d.epke efeadale208dcan Eétuyéé@ﬁ@ﬁsiEa@@W@U%%Céﬁ'é%sWh@hem a
(dent1Tying paraphen gbagelselinol bagXanmhe  Jhecloafel,0d, my conprise

at | east one of a magnetic stripe re card rea and a
bi onmetric chanédwemmstn@eﬂEaervadednEbrbeeappngcaatbdaﬁy ¢m©se skilled in

the art. The \WRAN... ntlt r ead furt i nc e a nmenory. 24d
connected to tﬁgnﬁﬁgg 8§90 af@Hegef08g7fTHée5Vﬁ&ﬁd£9fc%%ng ﬁﬁﬁi%;é%
encrypt ed mnremessSeeomﬁuancautnnrmved Lisaksbh22aq Qﬂdntﬁ@&@b@jWﬁﬁﬂ when in
an enabl ed state and do not wrel essl ihconnunl when in_a di sabl ed

State. The WPANFUYi0g PeadEFCEad | Shr NESHr SAFVEL ST previded fombeadi ng

at | east one ixdest Wiykngsparageh@tin®baBeUsethand {Q4s€aonid ratmar thaiy t he
user is an authorized user based qun reading the identifyin ar anet er.

The WPAN i dentiftyCReaddr 132dtaa§Walst Wheefbsseyseommurfreite WAk at | east
one ot her WPAHe@%EbC?ré%atﬂgcdiQaﬁ!é&cgtébé 9& Eﬁ@sénéﬁﬁé&t@Eﬁté“%ﬁ%é@w“Ce

fromthe disabled state to the enabled state based upon confirmation that
the user is aHPant Renfzedatser. tihgtordenygbyr aﬁtﬁ@n@m%ﬁ@@&?%ﬂcﬁﬁ&ﬁty access

in the WPAN sgﬁ%ﬁ%mg;gf agﬂeﬂ%ﬁgﬁ%%wpgy{ﬁ& g&@@@gé @%&Vmed

expl anation o e op ion o IS exp alned
reference to EVGSeleanﬂs3adﬁhnt&§@®udkyleeabl@a 12b, 12d each have a

limted communi on range | | cat by r e circles .30a 30 30d
whi eh s he PARCiZE! 0os ArBSun 8t Pl BSd P BRRE B G TR pe R A & by
those skill edtha WwheNasyst&arilexaapbepl hesdt heclk angeeediied e BGaraverd aps

t he range circlg 30d, the WPAN device 12a and the WPAN identity 12d use
encrypt ed wir8P8ss- cofEnTRal i SAVIFRR 528 t heP ebbA MR WS 1 an enabl ed

state as seeniifiFt&. ccgmmlhl@léél@iéﬂloﬁan@@eﬂlw&&?%ﬁp%@e isi.enahl ed and

the range circle 30a overlaps range circle 30b, the WPAN device 12a and the
WPAN devi ce 12B2us&llenct Pt Wikt eh esle CoRpRinieat ¢on aTalel® @5 al so seen

in FIG 2. communicate as will be appreciated by those skilled in
the art. For example, when the range circle 30a overlaps
the range circle 30d, the WPAN device 12a and the WPAN
identity 124 use encrypted wireless communication link
22d therebetween when in an enabled state as seen in FIG.
2. In addition, when WPAN device 12a is enabled and the
range circle 30a overlaps range circle 30b, the WPAN
device 1l2Za and the WPAN device 12b use encrypted wireless
communication link 22a as also seen in FIG. 2.
[0029] As shown in FIG. 3, when the range circle 30a
does not overlap the range circle 304, the WPAN device
12a and the WPAN identity 12d do not use encrypted

wireless communication link 224 therebetween and WPAN



[ 0029] As shown in FIG 3, when the range circle 30a does not overlap the
range circle 30d, the WPAN device 12a and the WPAN identity 12d do not use
encrypted wirel ess communi cation |ink 22d t herebetween and WPAN  devi ce
12a is not enabled. The conmunications link 22d is no | onger operative as
indicated by the "X". In addition, the WPAN device 12a is not enabl ed even
t hough the range circle 30a overlaps the range circle 30b. The WPAN devi ce
12a and the WPAN device 12b may not use encrypted w rel ess conmuni cation

over the link her rds en t range ci.rcle 30d_no, | onger
overl aps the r%%giec‘%:inlr% elsscfl\gé?t ten%a%ﬁﬂl dg&ecgo%ﬁ%fnéﬁﬁtwnﬁoﬁé@*ﬁ 234
comrmuni cat e wi it el MRAN: iglentdtive eadamdti2d.tsAsbg Easukky  t hen WPAN devi ce

12a may be diggg%gd.and this g&¥ al so di sabl e the WPAN device 12b.
[ 0030] Referrin W A AN dqHé&e deailiss tet eRePWeANeE§Et BRPUGL ar e

expl ai ned. The:WMWPANSystamchQ fand hefedingludes %Bnbge@EEEZE”QQEPK%Q?
carried by a user and the WPAN identity reader 12d reads the identifying
t oken 32 when THRprASIIHS v deherst dheTHEANPARViigent Rbynprader 42d may

continue to wdelesslay %@H‘i@s%atc%m%k%cégﬁoﬁt okEBSELENES f(hgﬁa\APAPlndeVi ce

to maintain the at" | east one other vice in the enabl'ed”sState as | ong
as the identi fotihey twekasts , 32hieq itheprexiom tyrtdet RedWRANL bdegat i dyer baser

12d. (0031] As 0 in t il I ustrat.ed di.ment e identifying token
32 may furthe#ﬁﬁ%g?ﬁggzéﬁ%F%ﬁt%?ﬁ’d%ﬁg g%ggagFVéﬁébggﬁ gﬁ%s??ai%“ " The
encrypti on dat@rBhimmptienedinde tat: Weast ideatetyarpabbi-ciaad pagvate

encryption ke%€%§gﬁﬁllhpe gg&r ciated.bé those skilled in the art.

[0032] The at 1648t “on& 6t K RN G6vitce Ray B disabled and this may
also disable the WPAN device 12b.
{0030] Referring now to FIG. 4, further details of the
WPAN system 10 are explained. The WPAN system 10 further
includes an identifying token 22 carried by a user and
the WPAN identity reader 12d reads the identifying token
32 when in proximity theretc. The WPAN identity reader
12d wmay continue to wirelessly communicate with the at
least one other WPAN device to maintain the at least one
other WPAN device in the enabled state as long as the
identifying token 32 is in proximity to the WPAN identity
reader 124d.
[0031] As shown in the illustrated embodiment, the
identifying token 32 may further include encryption data
34 carried by a substrate 38. The encryption data 34 may
include at least one of a public and private encryption
key as will be appreciated by those skilled in the art.
[0032] The at least one other WPAN device may be
cperable to permit user operation thereof when in the
enabled state. The at least one other WPAN device may be
operable upon user entry of a password in addition to

being in the enabled state. The WPAN devices may

wirelessly communicate using a Bluetcoth protocol and/or



operable to permt user operation thereof when in the enabled state. The at
| east one ot her WPAN devi ce may be operabl e upon user entry of a password
in addition to being in the enabled state. The WPAN devices nmay wirel essly
comuni cate using a Bluetooth protocol and/or a Federal I|Information
Processing Standard (FIPS) conpliant encryption protocol. At |east one of
the plurality of WPAN devices may include a conputer, a printer, a scanner
a canera, a barcode scanner, a G obal Positioning System (GPS) device, a

personal digit.al sistant, and.a w_rel ess.enmaj] device exanpl e.
P0039] An al Lerndi e o AT G o8 R BERE, Py aktar B0 § s ewpl ai ned
wi t h addi ti onalongfierencedrgplien brotbecVWPANat desist Yorieader+Had'

illustratively includes a bionetric characteristic reader 20d'. In this
embodi nent, biRIYERLIE Y Idr HEPST eV ECEeRaYr 1DOH AT 52 | AOTHEE¢Br i of a

fingerprint sensQfterthe dabankhomst BEm8@ASOL LSrPh@cessethdy, thespuocessor
18d" for determ ning a match between an enrolled authorized person and the

person presentAgpigligeiing KysteitndePSi1deniche sensvromsl wildl el appr eci at ed
by those skill i e . A o] he,, tion is for
y N TR

operating the system 10 and I'S now ce to the
flowchart 43 dOOBI3G 6. Fheadtthodtiesehbediestabl ©8ha ngeianctggptteittwi r el ess

comuni cati on betwee ,pl.ural i .of "WWPAN deyices n_in an enabl ed state
and not mﬁre|é§?@?fb§%§Un%§aF¥ﬁ%¥ﬁB8ﬁ i %%é%%}%%gﬁtﬁﬁikrﬁﬁc?gﬁ%t one of
t he WPAN devi ¢es.i Bcl udes arWRANGedentit yes@ader2d Thel et ek Skt s at

Bl ock 45 and i,ncl.udes readi ng at least one jdentifying parameter of a user
at Bl ock 46 uépﬁ&u%ﬁé @P%NOWgEHﬁFt?g?EQBE??l%?%QuE%?d%%ﬁz%% conft ¥ as an

aut hori zed usempbasedndpopibeading theratrbeastiOnteddentidyd ngs pal amet er
at Block 48. Then, the WPAN identity reader wirel essly communi cates wth at

| east one ot h&PCWBANTAEYi e TEBISHPT ERTt AENAPT | ealite ot dtHa™ BN devi ce
fromthe di sabbedost akept8ckhec8NBY! efe processor 18d¢ for determining

a match between an enrolled authorized person and the
person presently placing his finger 41 on the sensor as
will be appreciated by those skilled in the art.

[0034] A method aspect of the invention ig for
operating the WPAN system 10 and is now described with
reference to the flowchart 43 of FIG 6. The method is
for establishing encrypted wireless communication between
a plurality of WPAN devices when in an enzbled state and
not wirelessly communicating when in a digabled state.

At least one of the WPAN devices includes a WPAN identity
reader. The method starts at Block 45 and includesg
reading at least one identifying parameter of a user at
Block 46 using the WPAN identity reader. The user can be
confirmed as an authorized user based upon reading the at
least cone identifying parameter at Block 48. Then, the
WPAN identity reader wirelessly communicates with at
least one other WPAN device to switch the at least one

other WPAN device from the diszabled state to the enabled
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state based upon confirmng the user is an authorized user (Block 50).

[ 0035] The operation of WPAN system 10 can be affected by different
operational paraneters, which may be checked at Bl ock 52. For exanple, the
plurality of WPAN devices may have a |imted communication range as

descri bed previously. The nethod may further include checking to see if the
limted comruni cati on range of the WPAN identity reader has been exceeded
at Block 54. If the range is exceeded then the nmethod includes swi tching
the at | east one ot evic mhen in the enabled state back to the

di sabl ed st at € 4t txﬁlﬁﬁf §90F06§§ Aﬁ@ﬁﬁgrtgﬁePﬁ?FoﬁﬁlaBa?%ﬁ%Q%ﬁz?% be
checked at Bl agde®2(A1%dK stohe identity token is still proximte the WPAN
identity reader at Block 58. If so, then maintaining the at | east one_other
WPAN devi ce i nt@4Slenabl®@ SPRretiay BE WRAHt BYRBEMAL0| 6My B3 3hHescted

identifying takenfSddaml @ty chait Be - WRANLdenf it ¥n readere éﬁecﬂ&éd the
ot her WPAN devi'ce is disabled at Bl ock 56 before ending (Bl ock

[ 0037] The at |adadtlastke 56t-heFowPANadieEcetaypberapétabbe Fﬂbﬁl}beiGPﬁltC%er
operatlon ther gi %Q%PFFﬂ1HH%e8”%§hﬁﬂn§§§EEOnTPgnggtQQd Q$gr{¢géher i ncl ude
n I 0

requiring user try o password 1 n a on he™ a east one ot her
WPAN devi ce begimyicugilye effabl agdtbbdt mafofutheeat itehsde onesctiher WPAN

e oed oo R AT Enet d0R L O B AR Sp She ot e et otmpta i tn Y

reference to RldantityTheadeyi bas10606ni agtydesdasbousssg 4200, 18 Keyboard
1400 and an out put device 1600Q0. The output device shown is a dlsplty 1600,
which is pref éFad% *& P&FPESPQphFEeEC‘B‘“ed‘ﬁ%@o@yb%% gfes switching the

at least one other WPAN device when in the enabled state
back to the disabled state at Block 56.

[0036] Another operatiocnal parameter to be checked at
Block 52 is if the identity token is still proximate the
WPAN identity reader at Block %8. If go, then
maintaining the at least one other WPAN device in the
enabled state may be maintained as long as the
identifying token is in proximity to the WPAN identity
reader. If not, the other WPAN device is disabled at
Block 56 before ending (Block 57).

[0037] The at least one other WPAN device may be
operable to permit user operation thereof when in the
enabled state. The method may further include reguiring
user entry of a password in addition to the at least one
other WPAN device being in the enabled state for the at
least one cther WPAN device to be operable.

[00381] Another example of a WPAN device 1000 that may
be used in accordance the present invention is further
described with reference to FIG. 7. The device 1000
includes a housing 1200, a keyboard 1400 and an output
device 1600. The output device shown is a display 160G,
which is preferably a full graphic LCD. Other types of

11



out put devices may alternately be utilized. A processing device 1800 is
contained within the housing 1200 and is coupl ed between the keyboard 1400
and the display 1600. The processing device 1800 controls the operation of
t he display 1600, as well as the overall operation of the nobile device
1000, in response to actuation of keys on the keyboard 1400 by the user.

[ 0039] The housing 1200 may be el ongated vertically, or may take on ot her

si zes and shapes (including cl anshel | housing structures). The keyboard may

include a node, ction ke her _ha [ e for swtching
between text en yqéﬁiq?éf*yﬁgﬁya % na@ E E]VE %ﬁﬁ?% Yoot he e
processi ng devknamﬁsﬁﬁxxnu&etonaah&edfw&hﬁlﬂvbhéehd@yiﬁg i@@@ #AL® Shown

schenatically in Fl 7. These_ include a _comruni cations_subsystem 1001; a

short-range cdSimiticChtisiecSubbystantes20; 1ERE RBYboRF a9 antt Yhe
di spl ay 1600, T&Jeowde@etsal%haevha@ua/a@ut PYht 88YE CeBe 1060521080, 04100 and

1120; as well as nenory devices 1160, 1180 and vari ous ot her device
subsyst ens 12GLSPRHFE A0 e 28eViRée E@OQh?sOﬁ@é@éla%P%rﬁt%%®‘mﬁwﬂRF

CO”““”'Cat'onﬁmﬁﬁﬂkﬁﬁega%bngoﬁ 'Cﬁna rgg QeCQS“Hﬁﬁﬁéﬁi .?§a@ %h&{ies. I'n

addition, the nobile device 1000 pre has the capability
conmmuni cat e wittie @Eﬁ@pa@dnﬁaﬂérbsyShenstra the Internet. [0041] Cperating

systen1softwaQ% %@?CUteqhgthnS%ﬁéogﬁﬁﬁ'n dgglg %%QQ V‘géﬁi¥f¥”y stored

in a persistent store, such ash" St'ored in
ot her types obrneawryadeVDaesthsuchzaSSaan@aﬁh@pég nfm&ﬂqdiﬁﬁl@ or simlar

t I t t ft f d
2Pl | Cati ons. COPTBHFLY FREPLBE: ShEGCbRTBhporaT oy TR A 411 o

store, such asctiee seardenvacress seNBfNet RMMdware or software for
switching between text entry and telephony entry.
[0040] In addition to the processing device 1800,
other parts of the mobile device 1000 are shown
gschematically in FIG. 7. These include a communications
subsystem 1001; a short-range communications subsystem
10206; the keyboard 1400 and the display 1600, along with
other input/output devices 1060, 1080, 1100 and 1120; as
well as memory devices 1160, 1180 and various other
device subsystems 1201. The mobile device 1000 is
preferably a two-way RF communicationg device having
voice and data communications capabilities. In addition,
the mobile device 1000 preferably has the capability to
communicate with other computer systems via the Internet.
{0041] Operating system software executed by the
processing device 1800 ig preferably stored in a
persistent store, such as the flash memory 1160, but may
be stored in other types of memory devices, such as a
read only memory {(ROM) or similar storage element. In
addition, system software, gpecific device applications,
or parts thereof, may be temporarily loaded into a

volatile store, such as the random access memory (RAM)
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1180. Communi cations signals received by the nobile device may al so be
stored in the RAM 1180. (0042] The processing device 1800, in addition to
its operating system functions, enabl es execution of software applications
1300A- 1300N on the device 1000. A predeterm ned set of applications that
control basic device operations, such as data and voi ce conmuni cati ons
1300A and 1300B, may be installed on the device 1000 during manufacture. In
addition, a personal information nanager (PIM application nmay be installed
during nanufaciyg@ agmh4ﬂf@d€i refqg% i% 3%%%9 &40 yo%g%n%%bng and
managi ng data i1tenms, such as e- nall ar eventsy vorcé mails,

appoi nt nent s, @ﬂﬂﬂ¢@nﬂ@yt&inp bEh@tBMMdapplmaatRem usaalso preferably
capabl e of sen ceiving data itens via a w.re s_network,K 1401.
Preferably, ghgﬁwﬁdata Eiéﬁ§>gﬁ€l§§aﬁfes§ﬁylgﬁpegﬁﬁt@gglsﬁﬁﬁhFBnFEﬁd and

updat ed vi a trmp@wdmﬂmgmsym&kwoE&nb%&bﬂ@ t Bnthe cdevikeeudsen’ srcehrespeadi ng
data itens stored or associ ated w a host caonputer system

[ 0043] Conmuni G orf F Uit &ﬁ@OAIHépGHiﬁﬁ da€adgidceol €80cofinuni cati ons, are

perforned thr quaidhe GomuRkeaticons -3ubsysbam 4001, -and, BOSELBLY through
t he short-range conmmuni cations subsystem The conmuni cations subsystem 1001

i ncl udes a red&Xigie BBOTatdonsanshicht @6 48260, anAdvohesoronvreiaat epnas 1540
and 1560. In addidd Qg tﬁ%o%omp pat aaeﬁaﬁgayéhe@héog% %% g@&' udes a
t al %Py E 15

processi ng nodul e, such as a dig si gnal processor and | oca
oscillators (Ebeﬁlmﬁm@nufh@tgpeclﬁncadéstgnnand papben&htanfonm@t1®Me
comuni cat i ong,_s| iO% Blca endent Hgo g i Hngnlcatlons net wor k
i n which the nD e deV|c 68 i hEeld8d "t o BpErat e FF18%anmpl e, a

mobi | e devucen&@@&amwwrencmhdepam tonpuafeabbbfiscaphsyst em dP§idn deshgned to

operate with the Mbitexm Dgt a, TACm or GCeneral Packet Radi o Service (GPRS)
nobi | e data cgﬁﬁuﬁﬁgﬁpﬁgﬁs AGEWOFRES - afilCRI €0 BeRF §hed R LERPRT SR ¥ERFEh any

of a variety ebive eeitemmuppeahteestBet WOAKSasBUCh-@S . AMDS, pTiIPMA, CDVA,
PCS, GSM etc. Cﬁher ty es of _data and voi ce netwrks, both separate and

i nt egr at ed, P§8t58 utFl p28d RF%EGFﬁelﬁn%@Pebhev@%esqeeeng[@E@A}AEtmork

access requireaRBl%i%ar MadgPePEh8gvUR0R ihe Lypenof f@“y ation system
For exanple, in thel bl?ex and DeYaTAC‘ﬁetmor% w8 dggfces are

regi stered onpﬁﬁéeﬁépﬁﬁrktbslHéMad@ﬁﬁqyeemer@n@a$e$m&¢m$lycamt@mmmMﬂber or
PIN associ at ed. Wt oR3o ey Ol . GPFS, NELIOL kS, hoteyer, et york access

is associated a subscri er or user of devi evi ce
t herefore reqwutéstaesdbsmcebe$erden¢®rpe$@mmmengommmmndwemgfﬁﬂdfﬁﬁt@rew a

SIMcard, in grdst ;L8P A, e, ofod FERMLIU e em.
[0043] Communication functions, including data and
voice communications, are performed through the
communications subsystem 1001, and possibly through the
short-range communications subsystem. The communications
subsystem 1001 includes a receiver 1500, a transmitter
1520, and one or more antennas 1540 and 1560. In
addition, the communications subsystem 1001 also includes
a processing module, such as a digital signal processor
(DsP) 1580, and local oscillators (LOs) 1601. The
specific design and implementation of the communications
subsystem 1001 is dependent upon the communications
network in which the mobile device 1000 is intended to

operate. For example, a mobile device 1000 may include a
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[ 0045] When required network registration or activation procedures have
been conpleted, the nobile device 1000 may send and recei ve comruni cati ons
signals over the communication network 1401. Signals received fromthe
comuni cati ons network 1401 by the antenna 1540 are routed to the receiver
1500, which provides for signal anplification, frequency down conversion,
filtering, channel selection, etc., and may al so provide analog to digital
conversion. Anal og-to-digital conversion of the received signal allows the

DSP 1580 to pe ol ex tions functions ch a

denmodul at i on a%léd%{éecodé@locn Sug) QP% q %nr?glslgﬁe &% OP&I‘S‘E t?”étﬁgm' tted
to the networ ktﬂ@lﬂ\loiaitee;ﬁ’f Loaessed e g:r Raidratle baand cemeadedp=kyit-he DSP
1580 and are tg )prowd_lcgno the transmtter 1520 for digital to anal og
conver si on, %ﬁ% ﬁ%%¥%‘%WFmWQHQQ£%QQ§ @%ﬁmqnﬁSca@Pénaéﬁa

transm ssion t@ed igh&OnBILatbten etwverk 0L (akiRetweirks)vka the
antenna 1560. [0046]1n addition to proceéessing conmuni cations signals, the

DSP 1580 pr ovi H8¥brCoT0MES RS i r sty érs PGS afdMihe CEMARSRLEE er
1520. For exarme, éEHf“bﬁHQ¥'H?%e%ocﬁo%ﬁﬁg!%%b!Q%ﬁc%'%@@b%rkg the feceiver

1500 and transmtter 1520 may bBé adaptively controll through automatic
gai n control a@gEiaimendpnéremesed,n elye 2DSP bE80L1[10643] wnth dhta

comuni cations, ei signal, such as a text nessage or web page
downl oad, is pf%%ggéé%ﬁ%y t%%%gonnunlcatlons subsystem 1001 and is input to

t he proce55|ngnuumnce 183@@woThe areeeisvedgsiigraknts then Huptheindrapessed

by the proces device 1800 for an output to the display 1600, or
al ternatively 69 o %thmgﬁ?ﬁFﬁgF?an%S&§W|cgof0§6aﬁﬁlﬁevﬁﬁetﬁ§er may

al so conpose dﬁﬂﬁxxb@@&d SUEhTAS acfRbkkBES§2BESe HUSiNgekhgrkeyboard 1400
and/ or some other, auxiljary |/O device 1060, such as a touchpad, a rocker
switch, a thuﬁﬁ*ﬁ%ﬁﬁﬁredopnsBﬁﬁ BERWPTEY HE1BE RnPBLIHEVPEESOTRE conposed

data itens mayddnen fieatianRshibhbed eyebrkhescoRUpLEall PRS- REE WRLK; d401 via
t he comuni cations subsystem 1001. [0048]1n a voice comunications node,
over al | In GPRS networks, however, network access is associated

with a subscriber or user of a device. A GPRS device
therefore requires a subscriber identity module, commonly
referred to as a SIM card, in order to operate on a GPRS
network.

[0045] When required network registration or
activation procedures have been completed, the mobile
device 1000 may send and receive communications signals
over the communication network 1401. Signals received
from the communications network 1401 by the antenna 1540
are routed to the receiver 1500, which provides for
signal amplification, frequency down conversion,
filtering, channel selecticn, etc., and may also provide
analog to digital conversion. Analog-to-digital
conversion of the received signal allows the DSP 1580 to
perform more complex communications functions, such as
demodulation and decoding. In a similar manner, signals
to be transmitted to the network 1401 are processed (e.g.

modulated and encoded) by the DSP 1580 and are then
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operation of the device is substantially simlar to the data comruni cations
node, except that received signals are output to a speaker 1100, and
signals for transm ssion are generated by a m crophone 1120. Alternative
voi ce or audio I/O subsystens, such as a voice nessage recordi ng subsystem
may al so be inplemented on the device 1000. In addition, the display 1600
may al so be utilized in voice comuni cations node, for exanple to display
the identity of a calling party, the duration of a voice call, or other

voice call rel . | O 49]. The rt-range.co ni cati ons
subsyst em ena é%g%%%%gﬁygg%?gﬁx%égﬁgﬁﬁﬂiﬁ%gﬁogpfeggg&gggngﬁoﬁnakagother
proxi mat e systemsversidevi desqushicch ureedvet-sieeessanikyihe, siml ar

devi ces. For examghg t he shorf-ran e,connunicatbpns subsystem may i ncl ude
C

an infrared deViite Hid B<h@nst &b ol FETakd EHfp6RABREELCBFLE7BI uet oot h

comuni cat i onsheauhtle 1@ 1pr @4 e theyrkeoMual eaki aRcwhhh $58bl arl y-enabl ed
systens and devi ces. For exanple, the interaction between short-range
conmuni cat i onst &ffdy st e G20 &A™ e processorI1800mPEI GRRECRAADI es t he

devi ce 1000 t qicommuni cale pet N Jedentity sueader 12d.as; Wikl (he appreci at ed
by those skilled in the art. [0050] ﬁy nggifications and otﬁer enbodi nment s
of the inventissieiwie 1660e ang tthe Finagsofitore $KRPI eBornexampdet havi ng

t he benefit of_.t: i.ngs pr i.n e_f ir criptions and
t he associateéﬁﬁggvjﬁggae$hgfé gﬁ@&kﬁgaF§°h%dgﬁ§§§%§ ?ﬁa?ﬁéhgegé%%%¥ion IS
not to be |i mittéd Lod heaspedictiec anBodmagnbs disptosetly andttbdnted

nodi fi cati ons, and e%bodine%ks are.intended.to. be included Yéégégeéhfnscope

S UCORRT CWAPER PETEERLVERSPE: Tims 1D

of the appende TS s
the DSP 1580.

T0047] In a data communications mode, a received
gignal, such as a text message or web page download, is
processed by the communications subsystem 1001 and is
input to the processing device 1800. The received signal
is then further processed by the processing device 1800
for an output to the display 1600, or alternatively to
some other auxiliary I/0 device 1060. A device user may
also cowpose data items, such as e-mail messages, using
the keyboard 1400 and/or some other auxiliary I/0 device
1060, such as a touchpad, a rocker switch, a thumb-wheel,
or some other type of input device. The composed data
items may then be transmitted over the communications
network 1401 via the communications subsystem 1001.
[0048] In a voice communications mode, overall
operation of the device is substantially similar toc the
data communications mode, except that received signals
are output to a speaker 1100, and sgignals for
transmission are generated by a microphone 1120.
Alternative voice or audic I/0 subsystems, such as a
volce megsage recording subsystem, may also be

implemented on the device 1000. In addition, the display
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1. Awreless personal area network (WPAN) system conpri sing: a
plurality of WEAN devices using encrypted w rel ess comruni cation

t her ebet ween when in an enabl ed state and not wirel essly comruni cati ng when
in a disabled state; and at | east one of said WEAN devi ces

conprising a WEAN identity reader for reading at |east one identifying
paraneter of a user, for confirmng that the user is an authorized user
based upon reading the at | east one identifying paranmeter, and for

wirelessly co t ne othe VEAN e cetos tch the
at |east one of er%%%d%wb%e trlol%azteﬁ1 di sabl“ed “St'ate*t's %ﬁ%s %n?Ed state
based upon confar mxgnile tuseri dps agn taudt h@remz;&dyu&era calling partyZ. The
VEAN syst em ac c]i)rd to Caiml wherein_said urallt)l/ of WEAN devi ces
have a linited rerHFrg‘lﬂ FPafgeCand ‘whe Péi ﬁtpﬁé 4PifgasStlbneebeherl WEAN
devi ce when i nitherenakled state switches back to the di sabl ed state based

upon novenent bc}/ond the limted communication range with said WEAN
identity readek The shoyt-TREIPEARTEYESEEATacBEr dRRGYEEET ai m 1

further conprisifig JreF=Tah ) BV t r d u n erekn said
VEAN identity readee;@rdeadstnsg%égq?)éle%lé?%e%%g%th% ggxmﬁenéﬁl:{%?og?é\n@ %/I%

thereto. other proxinfie APANegystendavdordi nghtohChagd Bowherein sai d
VIEAN 'dent'tyxﬂﬁﬁgﬁ%xgqgtb%ugimﬁgiy &%L@%égy For example, the short-

range communications subsystem may include an infrared
device and associated cirxcuits and components, or a
Bluetooth communications module to provide for
communication with similarly-enabled systems and devices.
For example, the interaction between short-range
communications subsystem 1020 and the processor 1800 is
what enables the device 1000 to communicate with identity
reader 12d as will be appreciated by those skilled in the
art.

[0050] Many modificaticons and other embodiments of the
invention will come to the mind of one skilled in the art
having the benefit of the teachings presented in the
foregoing descriptions and the asscociated drawings.
Therefore, it is understood that the invention is not to
be limited to the specific embodiments disclosed, and
that modificationg and embodiments are intended to be

included within the scope of the appended claims.
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communicate with the at | east one other WPAN device to maintain the at
| east one ot her WPAN device in the enabled state as |long as the identifying

token is in proximty to said WPAN identity reader. 5. The WPAN
system according to Caim3 wherein said identifying token conprises a
substrate and identifying data carried thereby. 6. The WPAN
system according to Claim5 wherein said identifying token further
conprises encryption data carried by said substrate. 7. The
WPAN system according to Claim6 wherein said encryption data conprises at

| east one of a public and privaigneRgiddyd 13 X8YMED 1s: 8. The WPAN

systemaccording to Caim1 wherein the at | east one other WPAN device is
operable to permt user operation thereof when in the enabled state.

9. The WPAN system according to ClaimlL wherein, the at least, OQ&A%her WWPAN
devi ce i s operabl e upon user enfqry of “a password ih adndpiiil on to bei'ng in

t he enabl ed st atyetem comprising:10. The WPAN system according to Caiml

wherei n sai d WPAN devi ces Wwr el essl o] ni cate using a Bl uetoaoth
or ot ocol 13, PYHESVPAIG S5 ot B et G - 0801 511 Th ¥ Wier ei n

sai d WPAN devi gageWeke! esshyncoATUBhCAhET &St Bifedn when in an enabled
state and not wirelessly communicating when in a disabled
state; and

at least one of said WPAN devices comprising a

WPAN identity reader for reading at least one identifying
parameter of a user, for cenfirming that the user is an
authorized user based upon reading the at least one
identifying parameter, and for wirelessly communicating
with at least one other WPAN device to switch the at
least one other WPAN device from the disabled state to
the enabled state based upon confirming the user is an

authorized user.

2. The WPAN system according to Claim 1
wherein said plurality of WPAN devices have a limited
communication range; and wherein the at least one other
WPAN device when in the enabled state switches back to
the disabled state based upon movement beyond the limited

communication range with sald WPAN identity reader.

3. The WPAN system according to Claim 1
further comprising an identifying token carried by a
user; and wherein said WPAN identity reader reads said

identifying token when in proximity thereto.

4. The WPAN system according to Ciaim 3

wherein said WPAN identity reader continues to wirelessly
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Federal Information Processing Standard (FIPS) conpliant encryption

pr ot ocol . 12. The WPAN system according to Claim1l wherein at
| east one of said plurality of WPAN devi ces conprises a conputer, a
printer, a scanner, a camera, a barcode scanner, a d obal Positioning
System (GPS) device, a personal digital assistant, and a wirel ess emai
devi ce. 13. The WPAN system according to Claim1l wherein said
WPAN i dentity reader conprises: a portable housing; a reader
carried by said portable housing for reading the at | east one identifying

paraneter of 8 diSfinicate with tﬁ%' L 5.@9590%@”%&%@ b Apngs, AN

transcei ver carried by said portabl e housing; an a processor
carried by sai craporttabl ¢éhhoasi hgaahdogennect ediR AN siid aeddertrand sai d

l[imted connunlca%ggglgggge V%%%%Eransc iver 14. The WPAN

. end o} : fyid .tokeri I
syst em accor di 17§ A AT 13%Whar 8P n° Sal o r eatiel Lot 18 a9 édst one of

a magneti c strippextieader toasstrar ¥pERr gddéeatley , rantkma bi onetric
characteristic reader

5. The WPAN system according to Claim 3
wnerein said identifying token comprises a substrate and

identifying data carried thereby.

6. The WPAN system according to Claim 5
wherein said identifying token further comprises

encryption data carried by said substrate.

7. The WPAN system according tc Claim 6
wherein said encryption data comprises at least one of a

public and private encryption key.

8. The WPAN system according to Claim 1
wherein the at least one cother WPAN device is operable to

permit user operation thersof when in the enabled state.

9, The WPAN system according to Claim 1
wherein the at least one other WPAN device is operable
upon user entry of a password in addition to being in the

enabled state.

10. The WPAN system according to Claim 1
wherein said WPAN devices wirelessly ccmmunicate using a

Bluetooth protocol.

11. The WPAN system according to Claim 1

wherein said WPAN devices wirelessly communicate using a

18



15. A method for operating a wireless personal area network (WPAN) system
conprising a plurality of WPAN devices with at |east one of the WPAN

devi ces conprising a WPAN identity reader, the nethod conprising: using the
WPAN i dentity reader for reading at |east one identifying paraneter of a
user, confirmng that the user is an authorized user based upon
readi ng the at | east one identifying paraneter, and wrelessly
comunicating with at | east one other WPAN device to switch the at | east
one ot her WPAN device froma disabled state to an enabl ed state based upon

confirming the pusen S 1aRaMLROLEZed USEE i nd h&ﬁﬁdé_ﬁésgyw Qthes: ;WPAN

devi ce using encrypted wireless comuni cati on when 1 n the enabled state and
not wirel essly ecemypitiioat bngtwhehn.in the di sabl ed state. 16.
The met hod according to Caim15 wherein the plurality of WPAN devi ces have
a limted conmunication range; and wherein the at |east one other WPAN

devi ce when in the enabl @d.st @ahe snhkchestbackctardhey dicahl:ach st at e based

upon nmovenent beyond th imted co ni cation range with the WPAN identity
eader L n] 0% I RahoP Hoas Botor i 10 BT T LGS
conprising usi rgnpkesVBAN tdeptity, reageintor, reaghithan idenkidns, ng t oken
carried by a user when the identifying token is in proximty of the WPAN

i dentity readepParcode scanner, 18 Giped el Pivbt B rdi i 195" d%iSh 17 furt her

conpri sing conyiRui-ag Wi {:@k@éﬁa.@Oa%mgﬁtw@iéo@éﬂ@,e%&% \\BAN sicdent i ty
reader and the at |east one other AN device to maintain the at |east one
ot her WPAN devedéiinderécenabl ed state as long as the identifying token is

in proximty to the WPAN identity reader

13. The WPAN system according to Claim 1
wherein said WPAN identity reader comprises:

a portable housing:;

a reader carried by said portable housing for
reading the at least one identifying parameter of a user;

a limited communication range WPAN transceiver
carried by said portable housing; and

a processor carried by said portable housing
and connected to said reader and said limited

communication range WPAN transceiver.

14. The WPAN system according to Claim 13
wherein salid reader comprises at least one of a magnetic
stripe reader, a smart card reader, and a blometric

characteristic reader.

i5. A method for operating a wireless persoconal
area network (WPAN) system comprising a plurality of WPAN
devices with at least one of the WPAN devices comprising
a WPAN identity reader, the method comprising:

using the WPAN identity reader for
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19. The method according to Claim15 further conprising requiring a user to
enter a password for the at | east one other WPAN device to be operable in
addition to the at | east one other WPAN device being in the enabl ed state.

reading at least one identifying parameter of a
user,

confirming that the user is an authorized
user based upon reading the at least one
identifying parameter, and

wirelessly communicating with at least one
other WPAN device to switch the at least one
other WPAN device from a disabled state to an
enabled state based upon confirming the user is
an authorized user, the at least one other WPAN
device using encrypted wireless communication
when in the enabled state and not wirelessly

communicating when in the disabled state.

16. The method according to Claim 15 wherein
the plurality of WPAN devices have a limited
communication range; and wherein the at least one other
WPAN device when in the enabled state switches back to
the disabled state based upon movement beyond the limited

communilcation range with the WPAN identity reader.

17. The method according to Claim 15 further
comprising using the WPAN identity reader for reading an
identifying token carried by a user when the identifying

token is in proximity of the WPAN identity reader.

18. The method according to Claim 17 further
comprising continuing wireless communication between the
WPAN identity reader and the at least one other WPAN
device to maintain the at least one other WPAN device in
the enabled state as long as the identifying token is in

proximity to the WPAN identity reader.
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19. The method according to Claim 15 further
comprising requiring a user to enter a password for the
at least one other WPAN device to be operable in addition
to the at least one other WPAN device being in the

enabled state.
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