-1- TRUE RANDOM NUMBER GENERATION Field of the Invention The present invention relates
generally to true random number generation. More particularly, the present invention relates to
systems and methods for generating true random numbers suitable for use in electronic security
systems. Background of the Invention With improvements in the functional and storage capabilities of
consumer electronic applications comes the growi‘n]g'need for robust security systems. For example,
because mobile phones and pocket computers have developed into multi-functional devices that
provide the user with telecommunication and internet access, memory and computational features,

audio-visual functions, etc., ahREESRANPLANMUNLIYIBOR{aEOERATEQDN Y confidential or personal

information, is being stored on these devices. Without a good security system, all this information can
be easily retrieved by others, and consequently misused to the owner's loss. One way of enhancing
the integrity of a security system is to usEigld ofiblednventbens. Providing true random numbers to a
small, portable device is a significant technical challenge. There are systems that have settled for the
use of pseudo-random numbers since pseudo-random numbers are easier to create. Unfortunately,
pseudo-random numhefsebeindrioentieraisl ssepeneiadigtableu aiegéserallyndeemed incapable of
providing the desired level of protection against today's sophisticated hackers. -2-

generation. More particularly, the present invention relates to systems and

methods for generating true random numbers suitable for use in electronic

security systems.
Background of the Invention

With improvements in the functional and storage capabilities of
consumer electronic applications comes the growing need for robust security
systems. For example, because mobile phones and pocket computers have
developed into multi-functional devices that provide the user with
telecommunication and internet access, memory and computational features,
audio-visual functions, etc., an increasing amount of information, particularly
confidential or personal information, is being stored on these devices.
Without a good security system, all this information can be easily retrieved by
others, and consequently misused to the owner’s loss. One way of enhancing
the integrity of a security system is to use true random numbers.

Providing true random numbers to a small, portable device is a
significant technical challenge. There are systems that have settled for the use
of pseudo-random numbers since pseudo-random numbers are easier to
create. Unfortunately, pseudo-random numbers, being to a certain extent
predictable, are generally deemed incapable of providing the desired level of

protection against today’s sophisticated hackers.



Others have tried to extract true random numbers from some physical phenomena. In general, these
methods involve comparing a property of some natural phenomena against a predetermined threshold
or reference, and generating a "1" digit or a "0" digit depending on whether the property is greater or
less than the reference. The reference must be correctly determined and constantly maintained lest
there is a bias towards generating one digit over th%‘other, and resulting in a failure to generate true
random numbers. There is, therefore, a need for an improved true random number generator. The
present invention addresses this and other needs, and offers advantages over other proposed

solutions. Summar{heie haverftitnsl Eprdoteicte shirdoprasembateivsn sevet/physeshs and

methods that,generate trye randonil nHmbers.gggnome a with detectable rand?ﬂ% v%%ing

) Hotena. 15 Feneral thise hethodamuolie dring a prQper 9
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numbers arendétird PeeDependiagdnsndptieeetbenpiiaat tyrefleobtleciedeeyand, isrdpresented by an
odd or even value, the value is converted into one of the two possible binary digits. The process can

be repeated 38 BB GO diditd! MhthtatigbAneroHRa M OGS TR X ARRIBeiSof the desirable
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permutations’in which the digits are concatenated. The present invention can be implemented as a
function of aadetaostehanéydevicsanedras] hereds tdbirtdstoratsigaheratngsioradigidevice. It can

also be imblemented i data siprag devices for contoling acess (0,103, SYSIGME.gL host devices
associated with the data storage devices.
There is, therefore, a need for an improved true random number
generator. The present invention addresses this and other needs, and offers

advantages over other proposed solutions.
Summary of the Invention

Embodiments of the present invention involve systems and methods
that generate true random numbers. Phenomena with detectable randomly
varying properties, such as position error signals, are identified as suitable
sources from which true random numbers are derivable. Depending on
whether the property of a selected event is represented by an odd or even
value, the value is converted into one of the two possible binary digits. The
process can be repeated to obtain more digits, which can then be concatenated
to form a number of the desirable number of bytes. Variations may be made
in the manner of selecting the events and in the permutations in which the
digits are concatenated.

The present invention can be implemented as a function of a data
storage device to control access to data stored in the data storage device. It
can also be implemented in data storage devices for controlling access to host

systems or host devices associated with the data storage devices.



-3- These and various other features as well as advantages which characterize the present invention
will be apparent upon reading of the following detailed description and review of the associated
drawings. Brief Description of the Drawings FIG. 1 shows a data storage device in which an
embodiment of the present invention is implemented. FIG. 2 is a diagram to illustrate positional errors.
FIG. 3 is a flowchart detailing a method of generafirgfg true random numbers, according to an
embodiment of the present invention. FIG. 4 illustrates one way of implementing the method of FIG. 3.
FIG. 5 is a block diagram of a system embodying the present invention. Detailed Description A data
storage device, of whiesethacigtirieother Spaturan asi@ell is pdventgsamipiehincludes recording

devices and ipcordiog Jegia fnal s designed iorhe inrslalive metion ta gaehitier. To ensure that

the recording devices an tHe recor Ing media are in e’ 8e5|relépp05|t|ons, Felative to each other, the

data storagefoivietngadetslyd elissroptivbaemd sysiem ¢lishaliysecicostpdssinggervo electronics) to
detect and compensate for misalignments. It is observed that such misalignments can produce

parameters of near ideal spectral distribution, and can thus be a source from which true random
numbers are generated. The recoiglifng Pedidi|Hbis s atentsissalisc 102 and the recording devices
are heads 104 that are supported by an actuator assembly 106. en the disc drive 100 is powered
up, a motor 108 rotates the disc 102. The heads 104 can be held near to the disc 102 so that they

trace a FIG. 1 shows a data storage device in which an embodiment of the

present invention is implemented.

FIG. 2 is a diagram to illustrate positional errors.

FIG. 3 is a flowchart detailing a method of generating true random
numbers, according to an embodiment of the present invention.

FIG. 4 illustrates one way of implementing the method of FIG. 3.

FIG. 5 is a block diagram of a system embodying the present invention.
Detailed Description

A data storage device, of which the disc drive 100 shown in FIG. 1 is
but one example, includes recording devices and recording media that are
designed to be in relative motion to each other. To ensure that the recording
devices and the recording media are in the desired positions, relative to each
other, the data storage device generally relies on a servo system (usually
encompassing servo electronics) to detect and compensate for misalignments.
It is observed that such misalignments can produce parameters of near ideal
spectral distribution, and can thus be a source from which true random
numbers are generated. The recording media in this example is a disc 102
and the recording devices are heads 104 that are supported by an actuator
assembly 106. When the disc drive 100 is powered up, a motor 108 rotates the
disc 102. The heads 104 can be held near to the disc 102 so that they trace a



-4- path 110 on the disc, and in some cases, the heads 104 are intended to follow a particular track
110 on the disc 102. In some other situations, the disc drive 100 may be carrying out some read or
write operations. In all these situations where the heads 104 will be able to read from servo sectors,
position error signal (PES) will be available to the disc drive and true random numbers can be
generated from the PES according to embodimentéof the present invention. FIG. 2 is a diagram
showing a portion of a track 200. As the disc spins, the heads trace a path 202 that, owing to various
factors, do not coincide with the ideal track (represented by a centerline 203). To address this, servo

sectors 2061#hel pBsitichal diforaradidn srmeetieg dhedieisle 10daisriatersiag tRigpHdyniisalignment

of the heads,_In reaf[]it Lthe s segtors th elyes may define.a "writtensin” track (represented here
by centertind 30 L e o e s B e T e et o 2
"written-in" erorsnaf batharyihg difcinspivaidgriha heageriioradlfien drsestrvatkanior after
another, thereby resulting in intermittent feedback tq the servo electronics. This feedback, generally

referred to a¥’PES tBFotass 2AiNdILRE Pl tAES3ESHIBM SFING AR RN ThE ¥ written-in” track
204. It can @?g%&@giﬁ@} thaREIvaiisiates imthaideviatien 288 QftherrriHakhgads Position 202 from

the "written-in"track 204 which is defined by the servo sectors. It can be said that the PES is taken
with respectle geramzteyrbfere tice PRitr doistiogiioaeibdisesnts it thonicsean cause the actuator
assembly to. mak% the required movements to compensate for any misalignment of the heads.
However, delgp‘)’i‘t?élégﬂ'stant effort to minimize PES and bring the heads

FIG. 2 is a diagram showing a portion of a track 200. As the disc spins,
the heads trace a path 202 that, owing to various factors, do not coincide with
the ideal track (represented by a centerline 203). To address this, servo sectors
206 have positional information embedded at suitable locations to help
identify misalignment of the heads. In reality, the servo sectors themselves
may define a “written-in” track (represented here by centerline 204) that
deviates from the ideal track 203. Such deviations are commonly referred to as
“written-in” errors 207. When the disc is spinning, the heads will read from one
servo sector after another, thereby resulting in intermittent feedback to the
servo electronics. This feedback, generally referred to as PES, provides an
indication of the position of the heads relative to the “written-in” track 204. It
can be seen that the PES is related to the deviation 208 of the actual heads
position 202 from the “written-in” track 204 which is defined by the servo
sectors. It can be said that the PES is taken with respect to a varying reference.
With this feedback, the servo electronics can cause the actuator assembly to
make the required movements to compensate for any misalignment of the
heads. However, despite constant effort to minimize PES and bring the heads
into alignment with the “written-in” track, the PES data obtained continues to
vary from servo sector to servo sector. Indeed, PES from non-neighboring
servo sectors exhibit little correlation. Further, the PES from a servo sector

during one revolution of the disc cannot be predicted from the PES taken from



into alignment with the "written-in" track, the PES data obtained continues to vary from servo sector to
servo sector. Indeed, PES from non-neighboring servo sectors exhibit little correlation. Further, the
PES from a servo sector during one revolution of the disc cannot be predicted from the PES taken
from -5- the same servo sector during an earlier revolution. The random nature of the PES is probably
due to a combination of windage effects, disc flutte|5, icrojog compensation errors, resonance of
actuator assembly, settling errors, "written- in" errors, etc. It is proposed that PES or like parameters
are suitable sources from which true random numbers can be derived. According to the present

invention, if FESyaRseryoyecya duing anyparlistareplitbanN Tepinsdemrsiakbinaintwigits can be

obiained (g X3, o) AS SRR e, BONENAT oL G 34RER flala yhis igkan (step 302)
and converted Into Ic)Jne or the other of the two inary num ars 'eor"g‘l, epending onwWhether the
selected PESotafiysisioddnoeyardsiemdddf 30dixtorhissenshiigsHigiraneiomness ofttbe-numbers
that are generated since the probabilities of the PES data being odd and being even are equal. One

way of expri¥siigaht fifatlbrsRiPBeiRedRIhEFEY H5eRAEHIISEHT G eRERMEF RS S hown in

equation (1) Pglawe Xl ¥H-ROHHS A numbdd) cBY BERRAING the process, more binary digits can be
generated (step 306). The bits are then concatenated (step 310) to form a number that is represented

by a desired numbekasiodies, ©ghenaipetidmvdstiontheIBiS datthe genarated pumbemnhay differ
from the ordlesr tia Vé/rrlli rrc])m siteSr\rflg \égc 81%? I\?l B{R/aer(gf @fgﬁs@@be obtained (x1, x2, x3, ..., xj,
., XN). As shown in the flowchart of FIG. 3, PES data y; is taken (step 302)
and converted into one or the other of the two binary numbers “1” or “0”,
depending on whether the selected PES data y; is odd or even (step 304, 304").
This ensures the randomness of the numbers that are generated since the
probabilities of the PES data being odd and being even are equal. One way of
expressing the relationship between the PES data y; and the bit generated x;, is
shown in equation (1) below.
xi = yi modulus 2 e (D)

By repeating the process, more binary digits can be generated (step
306). The bits are then concatenated (step 310) to form a number that is
represented by a desired number of bytes. Optionally, the order of the bits in
the generated number may differ from the order in which the bits have been
derived (step 308).

Preferably, the number is formed from digits derived from non-
successive samples of PES. This is to eliminate any possible correlation
between PES at neighboring servo sectors. For example, PES sampled at
intervals of n servo sectors (where 1 > 0) can be used to form an 8-bit number.
It can be represented as:

X1 X(1+n) X(1+2n) X(1+3n) X(1+4n) X(1+5n) X(1+6n) X(1+7n)
Continuing in this fashion, another 8-bit number can be obtained:

X(1+8n) X(1+9n) X(1+10n) X(1+11n) X(1+12n) X(1+13n) X(1+14n) X(1+15n)



Preferably, the number is formed from digits derived from non- successive samples of PES. This is to
eliminate any possible correlation between PES at neighboring servo sectors. For example, PES
sampled at intervals of n servo sectors (where n > 0) can be used to form an 8-bit number. It can be
represented as: X1 x(1+n) x(1+2n) x(1+3n) x(1+4n) x(1+5n) x(1+6n) x(1+7n) Continuing in this
fashion, another 8-bit number can be obtained: x(1@8n) X(1+9n) x(1+10n) x(1+11n) x(1+12n) x(1+13n)
X(1+14n) x(1+15n) -6- There is no limit to the number of true random numbers that can be generated
since there is no significant correlation between PES data taken from different revolutions. Therefore,

if the numbet beselvoedemtdodhe otectredfoltiiorod e aisakeisdhiticiant bthgenereded can

continue into,fgllowing.Rol S SHARGSS AR RUMASHIAANG N ABIS S o be gengrated: One
way of doing so, according to 8ne embodiment of the present invention, IS illustrated with the aid of
FIG. 4. Showavislpeidias Ofteettdoked d0textendibgr oyeesayesat@ervensecionscdesighaion 410 to 418
respectively. As the disc and the heads are in relative motion to each other, the heads can be
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the disc is represented by centerline 402. Only the PES from three servo sectors is required, and
various way®bflsegotmaqeaer dinget® BSedandbattiynicn tuskthd prassiebse ehE PES is taken from every
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over several servo sectors designated 410 to 418 respectively. As the disc and
the heads are in relative motion to each other, the heads can be perceived as
moving along the track 400. The track that is pre-defined by the servo sectors
is represented by centerline 404, and the actual path taken by the heads in this
particular revolution of the disc is represented by centerline 402. Only the
PES from three servo sectors is required, and various ways of selecting the
three PES data may be used. In this case, the PES is taken from every fourth
servo sector, that is, n = 4. Thus, PES data vyo, y4, ys (designated 420, 424, 428)
from the servo sectors 410, 414 and 418 are utilized. If the PES data 1o is odd,
1o is represented by a bit xo having a value of “1”. If the PES data yo is even, yo
is represented by a bit xo having a value of “0”. (Alternatively, a bit having
the value “1” can be generated if the PES data yo is even, and “0” generated if
the PES data yo is odd.) After repeating the same for PES data y4 and ys, there
are now three bits xo, x4, xs (designated 430, 434, 438) for use in forming a new
3-bit number. These bits are then concatenated to form the new number
(designated 440), for example, xs x4 xo. It will be understood that the bits can
alternatively be concatenated in a different order if so desired, to form
numbers other than xs x4 xo, such as, x4 xs xo, etc.

The quality of the proposed methods of generating true random
numbers was demonstrated experimentally. Using a disc drive that has 264

servo sectors on a disc that is configured to spin at 5,800 revolutions per



yo is represented by a bit xo having a value of "1". If the PES data yo is even, yo is represented by a
bit xo having a value of "0". (Alternatively, a bit having the value "1" can be generated if the PES data
yo is even, and "0" generated if the PES data yo is odd.) After repeating the same for PES data y4
and y8, there are now three bits xo, x4, x8 (designated 430, 434, 438) for use in forming a new 3-bit
number. These bits are then concatenated to form the new number (designated 440), for example, x8
x4 xo. It will be understood that the bits can alternatively be concatenated in a different order if so
desired, to form numbers other than x8 x4 xo, such as, x4 x8 xo, etc. The quality of the proposed
methods of geruigidghdrtaitiophlestadbersastlsn ohseepbatiogserindernanertesing & disc drive
that has 2§4b1§eltr\{lo sectors on a igg tQé"CtoiS Cﬁ%nfguged etﬁqgei% ta,EhS 800 revolution Qler A7 minute,

Tue T, om nu € present mventi
PES data is col ecteda%r a number o revorutlo s and converted to é) %It true random numbers

according toldstweihod of the poSFE ravieltin muAn bistoghaminettbhdh0s H00igneam numbers obtained
shows a fairly even distribution providi_rrlegl)]_an indication that all numbers from 0 tg 255 (being all

numbers that S B i RERKd N, 3RS ER HA bR HRRS A eaL A N ERAEBE BYiRtEs. To verify,
the genefat%@HHéPﬂﬁaf‘éawﬁﬁétsﬁe%JHé@% SPAYSise RAME B F@ggrﬁw@mform (FFT)

analysis and autorelation testing. It was observed that the results of the FFT are statistically uniform.

This indicatesuhtehefdimeyadiicatyifo tupgenerndcedoetweler o genbieted faufabdver A power
spectral dengity ool ol ine.generaled nuiers s Jouniierbe sybstentiply o fat e, This autorciaion
sequence is A1S0 COMpParab él}g %m oBFalna%féS%Sr white r?mse,%nd ?uraher SUPPOMS the assertion that
the testing. It was observed that the results of the FFT are statistically uniform.

This indicates that there is practically no dependence between the generated

numbers. A power spectral density plot of the generated numbers is found to

be substantially a flat line. This autorelation sequence is also comparable to

that obtainable for white noise, and further supports the assertion that the

present invention provides for the generation of true random numbers.

Clearly, the present invention provides for the generation of true random

numbers, and not merely pseudo-random numbers.

In the foregoing examples, the positional errors from which the true

random numbers are derived were measured with respect to a “written-in”

track or a pre-defined reference. Further, the positional errors were measured

from a reference that may vary from sample to sample. It will be understood

that these examples are given solely for the purpose of illustration, and that

other measurable or detectable phenomena can be used in place of such

positional errors. One can therefore use a method of analysis similar to that

described in the previous paragraph to assess if a phenomena is suitable for

use in generating true random numbers in accordance with the present

invention.

Many applications and systems can benefit from a true random number
generator of the present invention. Contemplated are data storage devices,

such as disc drives 100, that are themselves configured to generate true



present invention provides for the generation of true random numbers. Clearly, the present invention
provides for the generation of true random numbers, and not merely pseudo-random numbers. In the
foregoing examples, the positional errors from which the true random numbers are derived were
measured with respect to a "written-in" track or a pre-defined reference. Further, the positional errors
were measured from a reference that may vary fr’oﬁfsample to sample. It will be understood that
these examples are given solely for the purpose of illustration, and that other measurable or
detectable phenomena can be used in place of such positional errors. One can therefore use a

method of atiaidesimirabes shardddstrividiananeblecnbasenstayeiphtiornastae #ddhenomena is

suitable for use in generating frue rangom numbers |n.8ccordan e gp}tlhe pre§}?nt invgntion. Many
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applications and systems can benefit from a tfue random number generator of the present invention.

Contemplateshheecalastaidgefdenices, Buonhplediacldidees,dtinsBisiie Wiskisadves configured to
generate true -8- random numbers, and thus either enable enhanced protection of the data stored in

the data stordgRHRVREHAFIAVRIE A EG5E I WIS PR s P Bl af CORTHEYSHity features.
Examples inglude siyRiama R4 \Whigh-coderand Ry 8arpssneiated hesiorhyyich may be a

computer, a consumer electronic’device, etc.), a data storage device 520 generates a true random
number and Buppiiesane stueplagsdde tiumbperdorthe todtead athielbotfieatonidemiitieati®obsequent
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ost 510 returns the same
storage device 520 will be successful only if the host 510 returns the same
identification number to the data storage device 520. Otherwise, the data
storage device 520 remains in a locked mode in which no data retrieval or
recording can be carried out. This prevents unauthorized data retrieval from a
data storage device that has been removed from its designated host. Other
examples may include a data storage device 520 that is capable of generating
true random numbers for use by its host 510. Therefore, host 510 itself does
not need to be configured with the ability to generate true random numbers.
Additional examples where a true random number generator of the present
invention can be implemented includes security systems that utilize random
numbers.

Various other advantages and benefits can be achieved by
implementing the present invention. For example, a true random number
generator of the present invention can generate true random numbers very
quickly. It has been verified that as many as 844,800 bytes of PES data can be
collected and converted to 105,600 bytes of true random numbers within 33.1
seconds. If a faster disc drive or processor is used, or if the disc has more
servo sectors, the speed at which the true random numbers are generated can
conceivably be further increased.

The present invention is further advantageous over other methods

because of its ability to reliably produce true random numbers without the



identification number to the data storage device 520. Otherwise, the data storage device 520 remains
in a locked mode in which no data retrieval or recording can be carried out. This prevents
unauthorized data retrieval from a data storage device that has been removed from its designated
host. Other examples may include a data storage device 520 that is capable of generating true
random numbers for use by its host 510. Therefore? host 510 itself does not need to be configured
with the ability to generate true random numbers. Additional examples where a true random number
generator of the present invention can be implemented includes security systems that utilize random
numbers. Vat f@ﬂ@*ﬁﬂ&@ﬂééﬁéﬁﬁﬁ@ﬁéﬁ@ﬁ@@ﬁhﬂ%%ﬁ@édﬂ}wﬁ%lérﬁ@miﬁgq}?élyresent

invention. Far example, a tru Er%%rsnvr\} ere . denerator %rltrrlrl%gresent |%venet}9er}a an generate true
random numlge?s very qur as been veritied that as many as glilf % ytes of PES data can be

collected anﬁmwba&ﬂiyt@ﬁxaﬁ ﬁeazbyhep oDuluer dnaicivmmbers withiapabilisecande If a faster disc
drive or processor. is used or if the disc h% more servo sectors, the speed at which the true random
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advantageoys,oygs Lmethods: hsGauss ob %@@ugygglfemproduce true random numbers
without the -9- need Tor tuning or adjustment of system parameters. This can be particularly important

in applications whele adiditamtddrecaussidris mathdod deererateredrineddiatelyalpempoiver-up. Other

situations Where thrs ab|1<t y.can be es eC|aII3(/l usefulcpclu e éogllcatlo Where there is little or no
time to Walt eCI seek,’read or ereo eration, a disc drive can produce tru

random numbers any time the disc is spinning and the heads are interfacing
with servo sectors. This flexibility broadens the scope of applications of the
proposed true random number generator and shortens the time required for
generating the required true random numbers. Because the present invention
can make use of the readily available PES data as a source for true random
number generation, and PES is typically available in a digitized form, one
further advantage of using PES data as a source is that the parity of PES
samples can be easily ascertained without the need for an additional analog-
to-digiter converter. Suitably randomly varying analog signals can
nevertheless be used in embodiments of the present invention by converting
the analog data into a form from which parity can be determined.

Most advantageously, various embodiments of the present invention
can be implemented without making hardware changes to a conventional disc
drive. It is also envisioned that embodiments of the present invention can be
incorporated in a wide range of data storage devices that include servo
systems involving PES or similar signals.

Alternatively described, contemplated embodiments of the present
invention includes a method (such as 300) of generating a number involving
generating a bit of a first value if a phenomena is represented by an odd
variable, and generating a bit of a second value if the phenomena is

represented by an even variable (such as 304, 304"). This method may further



for the system to settle down, or to conduct self-tuning. In addition, because this method does not
require the involvement of any specific seek, read or write operation, a disc drive can produce true
random numbers any time the disc is spinning and the heads are interfacing with servo sectors. This
flexibility broadens the scope of applications of the proposed true random number generator and
shortens the time required for generating the required true random numbers. Because the present
invention can make use of the readily available PES data as a source for true random number

generation, and PES is typically available in a digitized form, one further advantage of using PES data
as a source g YRAYeHepratinStimESe R gt ringeadasity abtuindnets Wikioonthbiheed for an

additional analog- to-ghigiter converter. Suitably randomly varying analog,signals can ertheless be
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changeable reference (such as 204, 404). The bits can also be generated from
non-successive measurements (such as 420, 424, 428). In some embodiments,
the measurements are positional errors (such as 208). In alternative
embodiments, the variable may include a position error signal (such as 208).

Also contemplated is a system (such as 100, 400, 500) for generating a
number, having a detector (such as 104) that is configured to translate a
detected phenomenain to one or more quantitative measurements (such as
208), and a generator (such as 100, 300, 520) that is configured to generate a bit
of a first value if a selected quantitative measurement is odd and to generate a
bit of a second value if the selected quantitative measurement is even (such as
304, 304"). The generator may be further configured to form a new number
by concatenating the bits generated (such as 310, 440). The generator can
optionally be configured to arrange bits for concatenation (such as 308).

In some embodiments, the system (such as 500) includes a host (such as
510) for receiving the new number from the generator (such as 520). The new
number can thus be used for controlling access to the host (such as 510).
Alternatively, the generator (such as 520) can be part of a data storage device
that is associated with the host (such as 510), and the new number can be used
for controlling access to the data storage device (such as 520).

Further embodiments of the present invention includes a data storage

device (such as 100) having a disc (such as 102) with at least one track and



involve repeating the step of generating a bit to obtain more than one bit (such as 306), and
concatenating the bits to form a new number (such as 308). Further, the method may include a step of
arranging the bits before concatenating the bits (such as 440). Optionally, measurements of the
phenomena may be taken at intervals, and each of the measurements (such as 420, 424, 428) may
provide one variable for use in generating one bit'(ydch as 430, 434, 438). If so desired, the
measurements may be taken with respect to a changeable reference (such as 204, 404). The bits can
also be generated from non-successive measurements (such as 420, 424, 428). In some

embodimentBeagie (Fedsts difbricdr p ssridgaredrirg ¢adctr asrdeghstansisbtintorgibsdiments, the
variable may, include, a ition errar signal %su h a. 1Alsa gontemplated. is a system. (such as
100, 400, SO0 e O YR TR0 rastete
a detected goenamerdin t@onehat therdeqectoiitativéudeabulerments (shcisd92208haddta generator
(such as 100, 300, 520) that is configured to generate a bit of a first value if a selected quantitative

measuremeft FSFCST folgarAsid10) b ST igHEs SO AR hihBRMOLS Y MRYitRive measurement

is even (suchapste30h BRA0JRBIBPERRIAL AR DG Ve ReRfigured i faunag)ewdpumber by
concatenating the bits generated (such as 310, 440). The generator can optionally be configured to

arrange bits ¢spowpleatbratiom{siatty asrgesirknsorerembodimdatgoshiecsystaar tsgohlas 500)
includes a host (suc 510) for receiving the .number from the generator (such as 520). The
e rombel S (AR SRS L b E M E SIS B Riflnatively. the
generator (sushanb2®) sarehs pad pfe datsl placdgrderies atisageayiated with the host (such as

510), and the new number can be used o
It is to be understood that even though numerous characteristics and
advantages of various embodiments of the present invention have been set
forth in the foregoing description, this disclosure is illustrative only, and

changes may be made within the principles of the present invention without

departing from the scope of the present invention.



for controlling access to the data storage device (such as 520). Further embodiments of the present
invention includes a data storage device (such as 100) having a disc (such as 102) with at least one
track and -11 heads (such as 104) that are configured to read or write substantially along the track.
The data storage device (such as 100) also includes the system (such as 400) in such a way that the
detectors include the heads (such as 102). The dals storage device (such as 100) is configured so
that the phenomena may be related to the position of the heads relative to the track (such as 208).
For example, the quantitative measurements may include position error signals (such as 208).
Optionally, tkdajimsititative measurements are taken with reference to at least one previously defined
track (such as 204). It is to be understood that even though numerous characteristics and advantages
of various embodiments of the present invention have been set forth in the foregoing description, this
disclosure islillustratieethkyd ananphisfiges may be made within the principles of the present invention
without departing from the scope of the present invention. -12- Claims: 1. A method comprising:
sampling a signal ataRteNAk Jo°iERfirdt dats sfiplesasawis Q%@téagém%?e}?é’dﬂgr%éia%er;
obtaining a generated bit fof,a|eagpRAL thgdata samples by generating a bit with a first value

when the at least one data sample is represented as odd, and
obtaining a generated bit for at least one of the data samples by

generating a bit with a first value when the at least one data
sample is represented as odd, and

generating a bit with a second value when the at least one data
sample is represented as even; and

concatenating the generated bit with at least one additional generated

bit in an order that is independent from the data sample

sequence order.

2. The method of claim 1, wherein the data samples comprise a first data
sample and a second data sample and there is a first generated bit from the
first data sample and a second generated bit from the second data sample;
and wherein the first generated bit and the second generated bit are
concatenated in an order different from the order that the first data sample

and the second data sample were acquired.

3. The method of claim 1, wherein the data sample sequence order
comprises a sequence of data samples having an order (X1, X2, X3, . . . Xn); and
wherein there is a sequence of generated bits (Y1, Y2, Y3, . . . Yn) with each
generated bit corresponding to a respective data sample in the sequence of

data samples.



generating a bit with a second value when the at least one data sample is represented as even; and
concatenating the generated bit with at least one additional generated bit in an order that is
independent from the data sample sequence order. 2. The method of claim 1, wherein the data
samples comprise a first data sample and a second data sample and there is a first generated bit from
the first data sample and a second generated bit flem the second data sample; and wherein the first
generated bit and the second generated bit are concatenated in an order different from the order that
the first data sample and the second data sample were acquired. 3. The method of claim 1, wherein
the data sample sequence order comprises a sequence of data samples having an order (Xi, X2, X3...
X and wherein thars is.a5equangs;ef denaraled B (ol A Y3 b each, geneaied bit
corresponding to a respective data samplé in the sequerte of data samples. -13- 24%Fhe method of
claim 3, whesainiitderghaeiaiddibiinafecanbatendtedirthair oedpedtiatis siffetenpfeam the order of
their respective data samples. 5. The method of claim 1, in which the signal is generated from a
changeable reference. 6. The method of claim 1, in which multiple bits are generated from non-
successive igtervalgy¢. Thamaethed of¢iaim 4idn Which ttggedg;g@n}glegeﬁ@ﬂgaiti%ﬁlle5rors. 8. The
method of claim 1, in which the signal comprises a position error

changeable reference.

6. The method of claim 1, in which multiple bits are generated from non-

successive intervals.

7. The method of claim 4, in which the data samples are positional errors.
8. The method of claim 1, in which the signal comprises a position error
signal.

9. A system for generating a number, comprising;:

a detector configured to sample a signal at intervals to acquire data
samples having a data sample sequence order; and

a generator configured to generate a bit with a first value when a
selected data sample is odd and to generate a bit with a second
value when the selected data sample is even and further
configured to generate a number by concatenating the generated
bit with at least one additional generated bit in an order that is

independent from the data sample sequence order.



signal. 9. A system for generating a number, comprising: a detector configured to sample a signal at
intervals to acquire data samples having a data sample sequence order; and a generator configured
to generate a bit with a first value when a selected data sample is odd and to generate a bit with a
second value when the selected data sample is even and further configured to generate a number by
concatenating the generated bit with at least one ddditional generated bit in an order that is
independent from the data sample sequence order. -14- 10. The system of claim 9, wherein the data
samples comprise a first data sample and a second data sample and there is a first generated bit from
the first datd $ampleariy steiacehelgendtavebasifidhetdatoctonelg¢atecsanipte; adisdrtrein the first

generated bl gndiing second gRICrRIBARILAR foneainated i ap gel AIRIRNtigM e order that
an 8 5 12. clal

the first datasgénn?p?ean d'the second data s mple were acquire e system o m 9, wherein

the data sanfjia skquencasidendontedsas asagiadelot dadenstmplesomalidgtansangele(Xi, X2, X3...
X.); and wherein there is a sequence of generated bits (Y1, Y2, Y3... Y.) with each generated bit

correspondifgto WREZsEitRed At agsierHare RilqaBAcd Y derandnanBeraervhteiiahe

generated bits argrcrRcRISRRieA IR AidRsdatris AiffRrept danihe eider:of thalk sppeiive data
samples. 12. The system of claim 9, further comprising a device for receiving the number from the

generator. and the second data sample were acquired.

11.  The system of claim 9, wherein the data sample sequence order
comprises a sequence of data samples having an order (X1, X2, X3, . . . Xn); and
wherein there is a sequence of generated bits (Y1, Y2, Y3, . . . Yn) with each
generated bit corresponding to a respective data sample in the sequence of
data samples and wherein the generated bits are concatenated in an order that

is different from the order of their respective data samples.

12.  The system of claim 9, further comprising a device for receiving the

number from the generator.

13.  The system of claim 12, in which the number is used for controlling

access to the device.

14.  The system of claim 12, in which the generator is part of a data storage
device, and in which the number is used for controlling access to the data

storage device.

15.  The system of claim 9, further comprising:
a disc having at least one track; and

a head configured to read or write substantially along the track.



13. The system of claim 12, in which the number is used for controlling access to the device. 14. The
system of claim 12, in which the generator is part of a data storage device, and in which the number is
used for controlling access to the data storage device. 15. The system of claim 9, further comprising:
a disc having at least one track; and a head configured to read or write substantially along the track.
-15- 16. The system of claim 15 in which the signailﬁdates to the position of the head relative to the
track. 17. The system of claim 16 in which the signal is a position error signal. 18. The data storage

device of claim 16 in which the data samples are taken with reference to at least one previously
defined trac6.  The system of claim 15 in which the signal relates to the position of the

head relative to the track.
17.  The system of claim 16 in which the signal is a position error signal.

18.  The data storage device of claim 16 in which the data samples are taken

with reference to at least one previously defined track.
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TRUE RANDOM NUMBER GENERATION


Field of the Invention



The present invention relates generally to true random number generation.  More particularly, the present invention relates to systems and methods for generating true random numbers suitable for use in electronic security systems.


Background of the Invention



With improvements in the functional and storage capabilities of consumer electronic applications comes the growing need for robust security systems.  For example, because mobile phones and pocket computers have developed into multi-functional devices that provide the user with telecommunication and internet access, memory and computational features, audio-visual functions, etc., an increasing amount of information, particularly confidential or personal information, is being stored on these devices.  Without a good security system, all this information can be easily retrieved by others, and consequently misused to the owner’s loss.  One way of enhancing the integrity of a security system is to use true random numbers.


Providing true random numbers to a small, portable device is a significant technical challenge.  There are systems that have settled for the use of pseudo-random numbers since pseudo-random numbers are easier to create.  Unfortunately, pseudo-random numbers, being to a certain extent predictable, are generally deemed incapable of providing the desired level of protection against today’s sophisticated hackers.


Others have tried to extract true random numbers from some physical phenomena.  In general, these methods involve comparing a property of some natural phenomena against a predetermined threshold or reference, and generating a “1” digit or a “0” digit depending on whether the property is greater or less than the reference.  The reference must be correctly determined and constantly maintained lest there is a bias towards generating one digit over the other, and resulting in a failure to generate true random numbers.


There is, therefore, a need for an improved true random number generator.  The present invention addresses this and other needs, and offers advantages over other proposed solutions.


Summary of the Invention



Embodiments of the present invention involve systems and methods that generate true random numbers.  Phenomena with detectable randomly varying properties, such as position error signals, are identified as suitable sources from which true random numbers are derivable.  Depending on whether the property of a selected event is represented by an odd or even value, the value is converted into one of the two possible binary digits.  The process can be repeated to obtain more digits, which can then be concatenated to form a number of the desirable number of bytes.  Variations may be made in the manner of selecting the events and in the permutations in which the digits are concatenated.



The present invention can be implemented as a function of a data storage device to control access to data stored in the data storage device.  It can also be implemented in data storage devices for controlling access to host systems or host devices associated with the data storage devices. 



These and various other features as well as advantages which characterize the present invention will be apparent upon reading of the following detailed description and review of the associated drawings.


Brief Description of the Drawings


FIG. 1 shows a data storage device in which an embodiment of the present invention is implemented.



FIG. 2 is a diagram to illustrate positional errors.



FIG. 3 is a flowchart detailing a method of generating true random numbers, according to an embodiment of the present invention.


FIG. 4 illustrates one way of implementing the method of FIG. 3.


FIG. 5 is a block diagram of a system embodying the present invention.


Detailed Description


A data storage device, of which the disc drive 100 shown in FIG. 1 is but one example, includes recording devices and recording media that are designed to be in relative motion to each other.  To ensure that the recording devices and the recording media are in the desired positions, relative to each other, the data storage device generally relies on a servo system (usually encompassing servo electronics) to detect and compensate for misalignments.  It is observed that such misalignments can produce parameters of near ideal spectral distribution, and can thus be a source from which true random numbers are generated.  The recording media in this example is a disc 102 and the recording devices are heads 104 that are supported by an actuator assembly 106.  When the disc drive 100 is powered up, a motor 108 rotates the disc 102.  The heads 104 can be held near to the disc 102 so that they trace a 


path 110 on the disc, and in some cases, the heads 104 are intended to follow a particular track  110 on the disc 102.  In some other situations, the disc drive 100 may be carrying out some read or write operations.  In all these situations where the heads 104 will be able to read from servo sectors, position error signal (PES) will be available to the disc drive and true random numbers can be generated from the PES according to embodiments of the present invention.


FIG. 2 is a diagram showing a portion of a track 200.  As the disc spins, the heads trace a path 202 that, owing to various factors, do not coincide with the ideal track (represented by a centerline 203).  To address this, servo sectors 206 have positional information embedded at suitable locations to help  identify misalignment of the heads.  In reality, the servo sectors themselves may define a “written-in” track (represented here by centerline 204) that deviates from the ideal track 203.  Such deviations are commonly referred to as “written-in” errors 207. When the disc is spinning, the heads will read from one servo sector after another, thereby resulting in intermittent feedback to the servo electronics.  This feedback, generally referred to as PES, provides an indication of the position of the heads relative to the “written-in” track 204.  It can be seen that the PES is related to the deviation 208 of the actual heads position 202 from the “written-in” track 204 which is defined by the servo sectors.  It can be said that the PES is taken with respect to a varying reference.  With this feedback, the servo electronics can cause the actuator assembly to make the required movements to compensate for any misalignment of the heads.  However, despite constant effort to minimize PES and bring the heads into alignment with the “written-in” track, the PES data obtained continues to vary from servo sector to servo sector.  Indeed, PES from non-neighboring servo sectors exhibit little correlation.  Further, the PES from a servo sector during one revolution of the disc cannot be predicted from the PES taken from the same servo sector during an earlier revolution.  The random nature of the PES is probably due to a combination of windage effects, disc flutter, microjog compensation errors, resonance of actuator assembly, settling errors, “written-in” errors, etc.  It is proposed that PES or like parameters are suitable sources from which true random numbers can be derived.


According to the present invention, if PES data (y1, y2, y3, …, yi, …, yN) is taken from N servo sectors, N binary digits can be obtained (x1, x2, x3, …, xi, …, xN).  As shown in the flowchart of FIG. 3, PES data yi is taken (step 302) and converted into one or the other of the two binary numbers “1” or “0”, depending on whether the selected PES data yi is odd or even (step 304, 304’).  This ensures the randomness of the numbers that are generated since the probabilities of the PES data being odd and being even are equal.  One way of expressing the relationship between the PES data yi and the bit generated xi, is shown in equation (1) below.



xi = yi modulus 2
…..….. (1)



By repeating the process, more binary digits can be generated (step 306). The bits are then concatenated (step 310) to form a number that is represented by a desired number of bytes.  Optionally, the order of the bits in the generated number may differ from the order in which the bits have been derived (step 308).



Preferably, the number is formed from digits derived from non-successive samples of PES.  This is to eliminate any possible correlation between PES at neighboring servo sectors.  For example, PES sampled at intervals of n servo sectors (where n > 0) can be used to form an 8-bit number. It can be represented as:



x1 x(1+n) x(1+2n) x(1+3n) x(1+4n) x(1+5n) x(1+6n) x(1+7n)

Continuing in this fashion, another 8-bit number can be obtained:



x(1+8n) x(1+9n) x(1+10n) x(1+11n) x(1+12n) x(1+13n) x(1+14n) x(1+15n)

There is no limit to the number of true random numbers that can be generated since there is no significant correlation between PES data taken from different revolutions.  Therefore, if the number of servo sectors read in one revolution of the disc is insufficient, the process can continue into following revolutions.



Suppose a new number having three bits is to be generated.  One way of doing so, according to one embodiment of the present invention, is illustrated with the aid of FIG. 4.  Shown is portion of a track 400 extending over several servo sectors designated 410 to 418 respectively.  As the disc and the heads are in relative motion to each other, the heads can be perceived as moving along the track 400.  The track that is pre-defined by the servo sectors is represented by centerline 404, and the actual path taken by the heads in this particular revolution of the disc is represented by centerline 402.  Only the PES from three servo sectors is required, and various ways of selecting the three PES data may be used.  In this case, the PES is taken from every fourth servo sector, that is, n = 4.  Thus, PES data y0, y4, y8 (designated 420, 424, 428) from the servo sectors 410, 414 and 418 are utilized.  If the PES data y0 is odd, y0 is represented by a bit x0 having a value of “1”.  If the PES data y0 is even, y0 is represented by a bit x0 having a value of “0”.  (Alternatively, a bit having the value “1” can be generated if the PES data y0 is even, and “0” generated if the PES data y0 is odd.)  After repeating the same for PES data y4 and y8, there are now three bits x0, x4, x8 (designated 430, 434, 438) for use in forming a new 3-bit number.  These bits are then concatenated to form the new number (designated 440), for example, x8 x4 x0.  It will be understood that the bits can alternatively be concatenated in a different order if so desired, to form numbers other than x8 x4 x0, such as, x4 x8 x0, etc.



The quality of the proposed methods of generating true random numbers was demonstrated experimentally.  Using a disc drive that has 264 servo sectors on a disc that is configured to spin at 5,800 revolutions per 


minute, PES data is collected for a number of revolutions and converted to 8-bit true random numbers according to a method of the present invention.  A histogram of the 105,600 random numbers obtained shows a fairly even distribution, providing an indication that all numbers from 0 to 255 (being all numbers that can be represented in 8 bits) are generated in roughly equal number of times.  To verify, the generated numbers are subjected to further analysis, namely, Fast Fourier Transform (FFT) analysis and autorelation testing.  It was observed that the results of the FFT are statistically uniform.  This indicates that there is practically no dependence between the generated numbers.  A power spectral density plot of the generated numbers is found to be substantially a flat line.  This autorelation sequence is also comparable to that obtainable for white noise, and further supports the assertion that the present invention provides for the generation of true random numbers.  Clearly, the present invention provides for the generation of true random numbers, and not merely pseudo-random numbers.


In the foregoing examples, the positional errors from which the true random numbers are derived were measured with respect to a “written-in” track or a pre-defined reference.  Further, the positional errors were measured from a reference that may vary from sample to sample.  It will be understood that these examples are given solely for the purpose of illustration, and that other measurable or detectable phenomena can be used in place of such positional errors.  One can therefore use a method of analysis similar to that described in the previous paragraph to assess if a phenomena is suitable for use in generating true random numbers in accordance with the present invention.


Many applications and systems can benefit from a true random number generator of the present invention.  Contemplated are data storage devices, such as disc drives 100, that are themselves configured to generate true  


random numbers, and thus either enable enhanced protection of the data stored in the data storage devices, or provide associated or host systems with enhanced security features.  Examples include systems 500 in which, on demand by an associated host 510 (which may be a computer, a consumer electronic device, etc.), a data storage device 520 generates a true random number and supplies the true random number to the host as an identification number.  Subsequent attempts by a user to access data stored on the data storage device 520 will be successful only if the host 510 returns the same identification number to the data storage device 520.  Otherwise, the data storage device 520 remains in a locked mode in which no data retrieval or recording can be carried out.  This prevents unauthorized data retrieval from a data storage device that has been removed from its designated host.  Other examples may include a data storage device 520 that is capable of generating true random numbers for use by its host 510.   Therefore, host 510 itself does not need to be configured with the ability to generate true random numbers.  Additional examples where a true random number generator of the present invention can be implemented includes security systems that utilize random numbers. 

Various other advantages and benefits can be achieved by implementing the present invention.  For example, a true random number generator of the present invention can generate true random numbers very quickly.  It has been verified that as many as 844,800 bytes of PES data can be collected and converted to 105,600 bytes of true random numbers within 33.1 seconds.  If a faster disc drive or processor is used, or if the disc has more servo sectors, the speed at which the true random numbers are generated can conceivably be further increased.


The present invention is further advantageous over other methods because of its ability to reliably produce true random numbers without the 


need for tuning or adjustment of system parameters.  This can be particularly important in applications where true random numbers must be generated immediately upon power-up.  Other situations where this capability can be especially useful include applications where there is little or no time to wait for the system to settle down, or to conduct self-tuning.


In addition, because this method does not require the involvement of any specific seek, read or write operation, a disc drive can produce true random numbers any time the disc is spinning and the heads are interfacing with servo sectors.  This flexibility broadens the scope of applications of the proposed true random number generator and shortens the time required for generating the required true random numbers.  Because the present invention can make use of the readily available PES data as a source for true random number generation, and PES is typically available in a digitized form, one further advantage of using PES data as a source is that the parity of PES samples can be easily ascertained without the need for an additional analog-to-digiter converter.  Suitably randomly varying analog signals can nevertheless be used in embodiments of the present invention by converting the analog data into a form from which parity can be determined.  


Most advantageously, various embodiments of the present invention can be implemented without making hardware changes to a conventional disc drive.  It is also envisioned that embodiments of the present invention can be incorporated in a wide range of data storage devices that include servo systems involving PES or similar signals. 


Alternatively described, contemplated embodiments of the present invention includes a method (such as 300) of generating a number involving generating a bit of a first value if a phenomena is represented by an odd variable, and generating a bit of a second value if the phenomena is represented by an even variable (such as 304, 304’).  This method may further involve repeating the step of generating a bit to obtain more than one bit (such as 306), and concatenating the bits to form a new number (such as 308).  Further, the method may include a step of arranging the bits before concatenating the bits (such as 440).  Optionally, measurements of the phenomena may be taken at intervals, and each of the measurements (such as 420, 424, 428) may provide one variable for use in generating one bit (such as 430, 434, 438).  If so desired, the measurements may be taken with respect to a changeable reference (such as 204, 404).  The bits can also be generated from non-successive measurements (such as 420, 424, 428).  In some embodiments, the measurements are positional errors (such as 208).  In alternative embodiments, the variable may include a position error signal (such as 208).


Also contemplated is a system (such as 100, 400, 500) for generating a number, having a detector (such as 104) that is configured to translate a detected phenomenain to one or more quantitative measurements  (such as 208), and a generator (such as 100, 300, 520) that is configured to generate a bit of a first value if a selected quantitative measurement is odd and to generate a bit of a second value if the selected quantitative measurement is even (such as 304, 304’).   The generator may be further configured to form a new number by concatenating the bits generated (such as 310, 440).  The generator can optionally be configured to arrange bits for concatenation (such as 308).  


In some embodiments, the system (such as 500) includes a host (such as 510) for receiving the new number from the generator (such as 520).  The new number can thus be used for controlling access to the host (such as 510).  Alternatively, the generator (such as 520) can be part of a data storage device that is associated with the host (such as 510), and the new number can be used for controlling access to the data storage device (such as 520).


Further embodiments of the present invention includes a data storage device (such as 100) having a disc (such as 102) with at least one track and heads (such as 104) that are configured to read or write substantially along the track.  The data storage device (such as 100) also includes the system (such as 400) in such a way that the detectors include the heads (such as 102).  The data storage device (such as 100) is configured so that the phenomena may be related to the position of the heads relative to the track (such as 208).  For example, the quantitative measurements may include position error signals (such as 208).  Optionally, the quantitative measurements are taken with reference to at least one previously defined track (such as 204).


It is to be understood that even though numerous characteristics and advantages of various embodiments of the present invention have been set forth in the foregoing description, this disclosure is illustrative only, and changes may be made within the principles of the present invention without departing from the scope of the present invention.  


Claims: 


1.
A method comprising: 


sampling a signal at intervals to acquire data samples having a data sample sequence order;


obtaining a generated bit for at least one of the data samples by


generating a bit with a first value when the at least one data sample is represented as odd, and 


generating a bit with a second value when the at least one data sample is represented as even; and

concatenating the generated bit with at least one additional generated bit in an order that is independent from the data sample sequence order.

2.
The method of claim 1, wherein the data samples comprise a first data sample and a second data sample and there is a first generated bit from the first data sample and a second generated bit from the second data sample; and wherein the first generated bit and the second generated bit are concatenated in an order different from the order that the first data sample and the second data sample were acquired. 


3.
The method of claim 1, wherein the data sample sequence order comprises a sequence of data samples having an order (X1, X2, X3, . . . Xn); and wherein there is a sequence of generated bits (Y1, Y2, Y3, . . . Yn) with each generated bit corresponding to a respective data sample in the sequence of data samples. 


4.
The method of claim 3, wherein the generated bits are concatenated in an order that is different from the order of their respective data samples. 


5.
The method of claim 1, in which the signal is generated from a changeable reference. 


6.
The method of claim 1, in which multiple bits are generated from non-successive intervals. 


7.
The method of claim 4, in which the data samples are positional errors.


8.
The method of claim 1, in which the signal comprises a position error signal. 


9.
A system for generating a number, comprising:


a detector configured to sample a signal at intervals to acquire data samples having a data sample sequence order; and 


a generator configured to generate a bit with a first value when a selected data sample is odd and to generate a bit with a second value when the selected data sample is even and further configured to generate a number by concatenating the generated bit with at least one additional generated bit in an order that is independent from the data sample sequence order. 


10.
The system of claim 9, wherein the data samples comprise a first data sample and a second data sample and there is a first generated bit from the first data sample and a second generated bit from the second data sample; and wherein the first generated bit and the second generated bit are concatenated in an order different from the order that the first data sample and the second data sample were acquired. 


11.
The system of claim 9, wherein the data sample sequence order comprises a sequence of data samples having an order (X1, X2, X3, . . . Xn); and wherein there is a sequence of generated bits (Y1, Y2, Y3, . . . Yn) with each generated bit corresponding to a respective data sample in the sequence of data samples and wherein the generated bits are concatenated in an order that is different from the order of their respective data samples. 


12.
The system of claim 9, further comprising a device for receiving the number from the generator. 


13.
The system of claim 12, in which the number is used for controlling access to the device. 


14.
The system of claim 12, in which the generator is part of a data storage device, and in which the number is used for controlling access to the data storage device. 


15.
The system of claim 9, further comprising: 


a disc having at least one track; and


a head configured to read or write substantially along the track. 


16.
The system of claim 15 in which the signal relates to the position of the head relative to the track. 


17.
The system of claim 16 in which the signal is a position error signal. 


18.
The data storage device of claim 16 in which the data samples are taken with reference to at least one previously defined track.


