
DESCRIPTION  SERVER SYSTEM, SERVER DEVICE AND METHOD
THEREFOR  Technical Field [0001] The present invention
relates to a server system of a redundant
configuration with improved reliability, a server
device used in  the system, and a method therefor.
Background Art  [0002] Patent Documents 1 and 2
disclose a method of assigning an  IP address to a
node such as a computer in accordance with a DHCP
(Dynamic Host Configuration Protocol). There are
provided a plurality of servers, each being provided
with a specific function, such as a DHCP server for
assigning an  IP address to each node in a network in
accordance with the DHCP,  are installed in a single
network so as to provide redundancy, thereby
improving reliability of the servers. However, for
example, in providing redundancy for the DHCP
servers, information indicating the correlation
between an address  and a node and the like is
required to be managed so as not to generate  any
inconsistency among a plurality of servers. However,
it is not always easy to manage information so as  not
to generate any inconsistency among a plurality of
servers.  Patent Document 1: JP 2000-59387 A 1 Patent
Document 2: JP 2001-203806 A  



Disclosure of the Invention Problems to be solved by
the Invention  [0003] The present invention is made in
view of the above-described  background, and has an
object of providing a server system that  is improved
to enable information management without generating
any inconsistency among a plurality of servers, a
server device  used in such a system, and a method
therefor. More specifically, the present invention has
an object of  providing a server system that is
improved to be capable of managing  addresses to be
assigned to nodes so as not to generate any
inconsistency  among a plurality of redundant DHCP
servers, and of assigning the  IP addresses in
accordance with a DHCP with high reliability, a
server device and a method therefor. Means for solving
the Problem  [0004] In order to achieve the above
object, according to the present  invention, there is
provided a server system including a plurality  of
server devices, the plurality of server devices
performing  processing using a plurality of processing
data without duplication,  each of the plurality of
server devices relaying a signal initially
transmitted by any of the server devices or a signal
corresponding  to the initially transmitted signal to
any of the other server devices 2 so that the signal
passes through all the server devices to be finally
received by the server device initially transmitting
the signal,  



wherein each of the plurality of server devices
includes: transmission  means for transmitting a first
signal indicating that any of the  processing data is
in use to another one of the server devices when  the
processing data is to be used; relay means for
receiving the  first signal from the another server
device and relaying the first  signal thus received to
the other server devices; and use permit  means for
permitting use of the processing data to be used when
the first signal is transmitted from the transmission
means to be  relayed from the other server devices.
[0005] Further, according to the present invention,
there is provided  a server device, which may be used
in plural, a plurality of the  server devices
performing processing using a plurality of processing
data without duplication between a plurality of
servers when used  in plural, each of the plurality of
server devices relaying a signal  initially
transmitted from any of the server devices or a signal
corresponding to the initially transmitted signal to
any of the  other server devices so that the signal
passes through all the server  devices to be finally
received by the server device initially  transmitting
the signal, wherein each of the plurality of server
devices includes: transmission means for transmitting
a first signal  indicating that any of the processing
data is in use to another 3 one of the server devices
when the processing data is to be used;  relay means
for receiving the first signal from the another server
device and relaying the first signal thus received to
the other  



server devices; and use permit means for permitting
use of the  processing data to be used upon reception
of the first signal that  is transmitted from the
transmission means and relayed from the  other server
devices. [0006] Preferably, the server device further
includes processing means  for performing
predetermined processing by using the processing  data
permitted for use. [0007] Preferably, each of the
server devices further includes  processing data
aggregate creating means corresponding to any of  the
server devices, the processing data aggregate creating
means  being for creating a processing data aggregate
containing at least  one piece of processing data
without duplication, any of the processing  data
aggregate creating means of the plurality of server
devices  creates the processing data aggregate, each
of the processing means  of the server devices uses
the processing data contained in the  processing data
aggregate associatedwith the server device to perform
processing, each of the transmission means of the
server devices  transmits the first signal indicating
the use of the processing  data to be used by the
processing means for processing to any of 4 the other
server devices, and each of the use permit means of
the  server devices permits the processing means to
use the processing  data to be used when the use
permit means receives the first signal  that is
transmitted from the transmission means and relayed
from  



the other server devices. [0008] Preferably, a first
identifier indicating at least a relay  order of the
first signal is uniquely assigned to each of the
server  devices, and the relay means relays the first
signal thus received  to the server device that is to
receive the first signal next, in  accordance with the
assigned first identifier. [0009] Preferably, the
first identifier indicating at least the relay  order
of the first signal is uniquely assigned to each of
the server  devices, and the aggregate creating means
of the server device with  a predetermined first
identifier creates the processing data  aggregate.
[0010] Preferably, the first identifier further
indicates the order  of priority of each of the server
devices, and the aggregate creating  means of the
server device with the first identifier indicating
the highest order of priority creates the processing
data aggregate.  [0011] Preferably, each of the server
devices further includes server 5 group creating means
for creating a server group containing all  the server
device capable of transmitting data to the server
device  itself, and in any of the server devices
contained in the server  group, the processing data
aggregate creating means corresponds  to any of all
the server devices contained in the server group and  



creates the processing data aggregate containing at
least one  processingdatawithout duplication, and in
each of the server devices,  the processing means uses
the processing data contained in the  processing data
aggregate associatedwith the server device to perform
processing, the transmission means transmits the first
signal  indicating the processing data to be used by
the processing means  for processing is in use to any
of the other server devices, and  the use permit means
permits the processing means to use the processing
data to be used when the use permit means receives the
first signal  that is transmitted from the
transmission means and relayed from  the other server
devices. [0012] Preferably, an identifier indicating
an order of priority of  the server device is uniquely
assigned to each of the server devices;  and the
server group creating means of the server device
having  the identifier indicating the highest order of
priority in the server  group creates the processing
data aggregate. [0013] Preferably, the server group
creating means of the server device 6 creates the
processing data aggregate by aggregating the
processing  data corresponding to all the server
devices contained in the server  group and
distributing the aggregated processing data to all the
server device contained in the server group. [0014]
Preferably, each of the server devices further
includes: use  



status management means for managing a status of use
indicating  whether each of the processing data
contained in the corresponding  processing data
aggregate is in use or not; and synchronizing means
for synchronizing the status of use managed by the use
status management  means of any of the server devices
and a status of use managed by  the use status
management means of each of the servers contained  in
the created server group, in any one of the server
devices when  the server group is created. [0015]
Preferably, the synchronizing means of anyof the
serverdevices transmits a second signal for inquiring
a status of use of each  of the processing data and
determines the processing data  corresponding to the
second signal is in use when the second signal  is
relayed to be returned, and otherwise determines that
the processing  data corresponding to the second
signal is not in use, to synchronize  the statuses of
use, and the relay means of each of the server devices
relays the second signal to the other server devices
only when the  relay means receives the second signal
from another server device 7 and the processing data
corresponding to the received second signal is in use.
[0016] Preferably, the predetermined process is for
dynamically  assigning an IP address to a
communication node in accordance with  a DHCP (Dynamic
Host Configuration Protocol) , and each of the
plurality  of processing data indicates the IP address
that can be assigned  



to the communication node. ~ [0017] Further, according
to the present invention, there is provided  a data
processing method implemented by a server device that
may  be used in plural, in which a plurality of
processing data are used  without duplication between
a plurality of the server devices when  the server
device is used in plural to perform processing, the
method  including the steps of: relaying a signal
initially transmitted  from any of the server devices
or a signal corresponding to the  first transmitted
signal to any of the other server devices and  is the
signal passes through all the server devices and is
finally  received by the server device initially
transmitting the signal;  transmitting a first signal
indicating use of processing data to  another server
device when any of the processing data is to be used;
receiving the first signal from the another server
device and relaying  the received first signal to any
of the other server devices; and  permitting use of
the processing data to be used upon reception 8 of the
first signal relayed from the other server devices
that is  transmitted by the transmission means. [0018]
Further, according to the present invention, there is
provided  a program of a server device, which may be
used in plural, including  a computer, the server
devices performing processing using a plurality  of
processing data without duplication between a
plurality of servers  



when used in plural, each of the server devices
relaying a signal  initially transmitted from any of
the server devices or a signal  corresponding to the
initially transmitted signal to any of the  other
server devices so that the signal passes through all
the server  devices to be finally received by the
server device initially  transmitting the signal, the
program causing the computer of each  of the server
device to execute the steps of: transmitting a first
signal indicating use of processing data to another
server device  when any of the processing data is to
be used; receiving the first  signal from the another
server device and relaying the received  first signal
to any of the other server devices; and permitting
use of the processing data to be used upon reception
of the first  signal relayed from the other server
devices that is transmitted  by the transmission
means. Effect of the Invention  [0019] According to
the server system, the server device, and the 9 method
therefor in the present invention, information can be
managed  so as not to generate any inconsistency among
a plurality of servers. Further, according to the
server system, the server device,  and the method
therefor, addresses assigned to nodes can be managed
so as not to generate any inconsistency among a
plurality of redundant  DHCP servers, thereby
assigning the IP address in accordance with  the DHCP
with high reliability. Brief Description of the
Drawings  



[0020] [Fig. 1] A diagram illustrating a configuration
of a network system  to which a data processing method
according to the present invention  is applied. [ Fig.
2 ] Aview illustrating hardware of client computers,
amanagement  server, and DHCP servers shown in Fig. 1.
[Fig. 3] A diagram showing a redundant configuration
of the DHCP  servers shown in Figs. I and 2,
illustrating a case where all the  DHCP servers
included in the network system form one logical ring
(a first logical ring). [Fig. 4] A communication
sequence diagram showing an assignment  process of an
IP address to a client computer by the logical ring
shown in Fig. 3, illustrating a case where the IP
address is assigned  normally. [Fig. 5] A
communication sequence diagram showing an IP address
assignment process for the client computers by the
logical ring 10 CD shown in Fig. 3, illustrating a
case where collision occurs in IP  address provision.
[Fig. 6] A signal sequence representing a test (ring
update) for  judging whether communication in the
logical ring shown in Fig.  3 is maintained normally
or not, illustrating a case where the  communication
in the logical ring is maintained normally. [Fig. 7] A
diagram illustrating an error occurring in the logical
ring (Fig. 3). 



[Fig. 8] A diagram illustrating an abnormal
communication sequence  (S14) when the client computer
(Fig. 1) makes a request to the DHCP  servers for the
IP address at the occurrence of an error in the
logical ring (Fig. 3) as shown in Fig. 7. [Fig. 9] A
diagram illustrating a second logical ring and a third
logical ring, which are configured by ring
reconfiguration processes  (Fig. 11) when the error
occurs as shown in Fig'. 7 in the communication
between the DHCP servers included in the logical ring
shown in Fig. 3. [Fig. 10] A diagram illustrating an
abnormal communication sequence  in ring updating
performed by a master DHCP server when an error
occurs in the logical ring (Fig. 3) as shown in Fig.
7. [Fig. 11] A diagram showing a communication
sequence illustrating  a ring reconfiguration process
in the DHCP servers (a logical ring;  Fig. 9) shown in
Figs. 8 and 10. [Fig. 12] A view illustrating a VS
(Virtual Scope) that is shared 11 and set for each of
the DHCP servers shown in Fig. 1 and the like,  andaVS
table used f ormanagingtheVS, wherepart (A) showsVSSs
(Virtual  sub-scope) defined in a form of table and
part (B) shows a table  of the VS in the first logical
ring shown in Fig. 3. [Fig. 13] A first view showing a
communication sequence showing  an address
synchronization process in the DHCP servers (the
logical  ring; Fig. 9) shown in Figs. 8 and 10. [Fig.
14] A view showing a second communication sequence
showing  the address synchronization process in the
DHCP servers (the logical  



ring; Fig. 9) shown in Figs. 8 and 10. [Fig. 15] A
diagram illustrating a mode in which the third logical
ring is reconfigured as a fourth logical ring and a
fifth logical  ring when an error occurs in the third
logical ring shown in Fig.  9. [Fig. 16] A diagram
illustrating a mode in which two DHCP servers  are
reconfigured from the third logical ring so as to
operate  independently when an error occurs in the
fifth logical ring shown  in Fig. 15. [Fig. 17] A
first diagram illustrating a sixth logical ring
composed  of four DHCP servers. [ Fig. 181 A diagram
showing a process of creating the VSSs respectively
corresponding to the DHCP servers from an aggregate
(scope) of IP  addresses given to the logical ring
shown in Fig. 17. [Fig. 19] A first diagram
illustrating an error occurring in the 12 logical ring
shown in Fig. 17. [Fig. 201 A diagram illustrating a
VSS reconfiguration with the  DHCP servers shown in
Fig. 19. [Fig. 211 A second diagram illustrating an
error occurring in the  logical ring shown in Fig. 17.
[Fig. 22] A flowchart showing a proxy process (S30) in
which the  DHCP server in a logical ring shown in Fig.
21 performs a function  of the DHCP server departing
from the logical ring. [Fig. 23] A diagram showing
data setting to the order of division  in the VS table
in the proxy process shown in Fig. 22. 



[Fig. 24] A first communication sequence diagram
illustrating a  proxy process (S34) in which a DHCP
server #0 in the logical ring  shown in Fig. 21
performs a function of a DHCP server #2 departing
from the logical ring. [Fig. 25] A second
communication sequence diagram illustrating a  proxy
process (S38) in which the DHCP server #0 in the
logical ring  shown in Fig. 21 performs the function
of the DHCP server #2 departing  from the logical
ring. [Fig. 26] A diagram showing a configuration of
DHCP server program  for performing processing shown
in Figs. 3 to 20, which is executed  in the DHCP
server shown in Fig. 1. [Fig. 27] A diagram showing a
ring message transmitted between the  DHCP servers for
a process of a ring management section and a ring
update section shown in Fig. 26. 13 [Fig. 28] A state
transition diagram of the ring management section
shown in Fig. 26. [Fig. 29] A state transition diagram
of a ring test section shown  in Fig. 26. [Fig. 30] A
state transition diagram of a ring message receiving
section shown in Fig. 26. [Fig. 31] A diagram showing
an assignment message (lease message)  used by an
address assignment section for the processing, where
part (A) shows the entire assignment message, part (B)
shows assignment  information illustrated in (A), and
part (C) shows a VSS message.  [Fig. 32]A state
transition diagram of the address assignment section  



shown in Fig. 26. [Fig. 331 A state transition diagram
of an assignment message receiving  section shown in
Fig. 26. [Fig. 34] A state transition diagram of a VSS
message receiving  section shown in Fig. 26. [Fig. 35]
A state transition diagram of a transmission section
shown  in Fig. 26. Best Mode for carrying out the
Invention  [0021] [Network system 1] Hereinafter, an
embodiment of the present invention will be
described. Fig. 1 is a diagram illustrating a
configuration of a network 14  system 1 to which a
data processing method according to the present
invention is applied. As shown in Fig. 1, the network
system 1 is configured by n  client computers 10-0 to
10- (n-1) , a management server 12 and DHCP  servers
2-0 to 2- (n-1) , which are interconnected through a
network  14 such as a LAN, a WAN or the Internet so as
to be communicable  with each other. [00221 In each of
the drawings, n indicates an integer equal to or
larger than 2. Moreover, n does not necessarily always
indicate  the same number. 



If any of components or processing, which may possibly
be present  in plural, such as the DHCP servers 2-0 to
2-(n-1), is described  without being specified, they
are sometimes abbreviated simply as  the DHCP servers
2. Substantially the same component and processing
are denoted by the same reference numerals. [00231 All
components, which may serve as the center of data
processing  or communication in the network system 1
such as the DHCP servers  2, the client computers 10,
or the management server 12 for managing  data setting
for the DHCP servers 2, are collectively referred to
as nodes in some cases. In the network system 1, the
plurality of DHCP servers 2 have  a redundant
configuration. An IP address is dynamically assigned
15 to the client computer 10 from the DHCP servers 2
in accordance  with a DHCP (Dynamic Host Configuration
Protocol) so that the client  computer 10 communicates
with the other nodes. Hereinafter, the description
will be given appropriately with  specific examples.
The specific examples are given to embody and  clarify
the description, but not to limit the technical scope
of  the present invention. [0024]  [Hardware]  Fig. 2
is a view illustrating a hardware of the client
computers 10, the management server 12 and the DHCP
servers 2 shown in Fig. 1. 



As shown in Fig. 2, each of the above-mentioned nodes
includes:  a main body 100 including a CPU 102, a
memory 104 and the like;  an input/output device 106
including a display device, a keyboard  and the like;
a communication device 110 for communicating with  the
other nodes; and a recording device 112 such as a CD
device,  an FD device and an HDD device. Specifically,
the above-mentioned nodes include a component  as a
computer communicable with the other nodes through the
network  14 (Fig. 1). [0025]  [Redundant configuration
of the DHCP servers 2] A redundant configuration of
the DHCP servers 2 in the network 16 system 1 will now
be described. Fig. 3 is a diagram showing a redundant
configuration of the  DHCP servers 2 shown in Figs. 1
and 2, illustrating the case where  all the DHCP
servers 2 included in the network system 1 form one
logical ring (a first logical ring) 16-1 (Fig. 3
illustrates the  case where n = 8). [0026] As shown in
Fig. 3, for example, all the DHCP serves 2-1 to  2-
(n--1) included in the network system 1 logically form
one loop-like  redundant configuration (the first
logical ring 16-1) . Any one of  #0 to # (n-1) is
assigned to each of the DHCP servers 2 as a unique
identifier (a server ID) with an ID of the logical
ring 16-1 (the  ring ID = 1). 



[0027] The server ID indicates the order of priority
of the DHCP servers  2-0 to 2- (n-1) in the logical
ring 16-1 in addition to the transmission  order of
signals used for the IP address assignment. For
example,  as a value of a server ID becomes smaller,
the order of priority  of the DHCP server 2 having the
server ID becomes higher. A plurality of logical rings
16 may be included in the network  system1.
Hereinafter, for embodying and clarifying the
illustration  and the description thereof, the case
where only one logical ring  16-1 is included in the
network system 1 is given as a specific  example. 17
[0028] Moreover, in the logical ring 16-1, a signal
transmitted from  the DHCP server 2-i (i - 0 to (n-1))
is returned to the initial  DHCP server 2-i through
all the DHCP servers 2 forming the logical  ring 16-1
in the order of the server IDs #0 to # (n-1) (where 0
comes  after n-1) so as to assign the IP address to
the client computer  10 in accordance with the DHCP.
Specifically, for example, a signal transmitted from
the DHCP  server 2-0 to the DHCP server 2-1 is
sequentially relayed in the  order of the DHCP serves
2-2, 2-3 to 2-7 (n-1) to be finally returned  to the
DHCP server 2-0. [0029] In the logical ring 16-1, an
aggregate of all the IP addresses  that can be
assigned to the client computers 10 (a scope; a VS in



a logical ring 16-2 shown in Fig. 9 or the like) by
the DHCP servers  2 included in the logical ring 16-1
as a whole are divided into  virtual sub scopes (VSS)
#0 to #7(n-1) respectively corresponding  to the DHCP
serves 2-0 to 2-(n-1) so as to includes at least one
IP address without duplication. In the logical ring
16-1, for example, the DHCP server 2 having  the
smallest value of the server ID operates as a master
DHCP server  2, whereas the other DHCP serves 2
operate as slave DHCP servers 2. [0030] 18 In the
logical ring 16-1, the VSSs #0 to #7 (n-1) are created
respectively by the corresponding DHCP servers 2-0 to
2-7 (n-1) so  as to be set to themselves. Each of the
DHCP servers 2-0 to 2- (n-1) can assign an IP address
contained in any one of the thus set VSSs #0 to #7
(n-1) to the client  computer 10 making a request for
IP address assignment. A method of creating the VSSs
will be described below with  reference to Figs. 18
and 20, Formulae I to 3 and the like.  [00311 [IP
address assignment by the logical ring 16-1]
Hereinafter, the IP address assignment to the client
computer  10 by the logical ring 16-1 will be
described. Fig. 4 is a communication sequence diagram
showing an assignment  process (SlO) of an IP address
to the client computer 10 by the  logical ring 16-1
shown in Fig. 3, illustrating the case where the  



IP address is assigned normally. In each of the
following communication sequence diagrams, the  symbol
(M) submitted to the DHCP server 2-0 and the like
designates  that the DHCP server 2-0 or the like is
the master DHCP server 2,  whereas the symbol (S)
submitted to the DHCP server 2-1 designates  that the
DHCP server 2-1 or the like is the slave DHCP server
2. As shown in Fig. 4, the client computer 10 makes a
request  to the DHCP server 2-0 for IP address
assignment in step 100 (SlOO) .  [00321 19 In step 102
(S102), any of the DHCP servers 2-0 to 2-(n-1)  (in
Fig. 4, the DHCP server 2-0) returns a signal (offer)
indicating  that an IP address A contained in the VSS
#0 is provided to the  client computer 10 making a
request for IP address assignment. The client computer
10 makes a request to the DHCP server 2-0  for IP
address assignment in step 104 (S104). At steps 106-1
to 106-n (S106-1 to S106-n) , the DHCP server  2-0
offering the provision of the IP address to the client
computer  10 transmits a signal indicating that an IP
address A is provided  (an address assignment
notification signal) to the DHCP server 2-1  in
accordance with the server ID. [00331 The address
assignment notification signal is relayed through  all
the DHCP servers 2 contained in the logical ring 16-1
so as  to be returned to the DHCP server 2-0. In step
108 (S108), the DHCP server 2-0 performs a process  



for assigning the IP address A (ACK transmission) to
the client  computer 10 making the request for IP
address assignment. As described below with reference
to Fig. 5, step 106 (S106)  involves a signal
(Request) for making a request for the assignment  of
the IP address A from the client computer 10 to the
DHCP server  2-0 and a signal (ACK) indicating the
acceptance of the request  from the DHCP server 2-0 to
the client computer 10. [ 0 0 34 ] 20 0 In the logical
ring 16-1, in accordance with IP address  assignment
requests from the plurality of client computers 10, a
plurality of DHCP servers 2 sometimes provide the same
IP address  or different IP addresses to the client
computers 10. Next, a process in the case where the
collision of IP address  provision as mentioned above
occurs will be described. Fig. 5 is a communication
sequence diagram showing an IP address  assignment
process (S10') for the client computers 10 by the
logical  ring 16-1 shown in Fig. 3, illustrating the
case where collision  occurs in the IP address
provision. As in the process at S10 shown in Fig. 4,
at steps 100-1 and  100-2 (5100-1 and 5100-2), for
example, the client computers 10-0  and 10-1 make a
request to the DHCP servers 2-0 and 2-2 for IP address
assignment, respectively. [0035] At steps 102-1 and
102-2 (S102-1 and S102-2), the DHCP servers  



2-0 and 2-2 return a signal (Offer) indicating that
the IP address  A contained in the virtual scope (VS)
is provided to the client  computers 10-0 and 10-2
making the request for IP address assignment,
respectively. At steps 104-1 and 104-2 (5104-1 and
5104-2), the client  computers 10-0 and 10-1 make a
request to the DHCP servers 2-0 and  2-2 for the
assignment of the IP address A. At steps 106-1 (S106-1
to 106-n) , the DHCP server 2-0 offering 21 the IP
address provision to the client computer 10-1
transmits a  signal (an address assignment
notification signal) indicating the  provision of the
IP address A to the DHCP server 2-1. The address
assignment notification signal is relayed through  all
the DHCP servers 2 included in the logical ring 16-1.
The address  assignment notification signal is
returned to the DHCP server 2-0  within a time limit
after the DHCP server 2-0 sends a signal indicating Q
the provision of the IP address A. [0036] On the other
hand, at steps 106'-l and 106'-2 (S106'-1 and
S106'-2), the DHCP server 2-2 offering the IP address
provision  to the client computer 10-1 transmits a
signal (an address assignment  notification signal)
indicating the provision of the IP address  A to the
DHCP server 2-3(not shown in Fig. 5). The address
assignment notification signal is blocked by the  DHCP
server 2-0 having the higher order of priority, which
provides  the IP address A to the same client computer
10-0. Therefore, the  



address assignment notification signal is not returned
to the DHCP  server 2-2 within the time limit after
the DHCP server 2-2 sends  the signal indicating the
provision of the IP address A. The DHCP server 2-2 is
capable of knowing that the IP address  A is used by
the DHCP server 2-0 having the higher order of
priority  based on the reception of the address
assignment notification signal  transmitted from the
DHCP server 2-0 to be relayed by the DHCP server 22
2-1 at S106-1. Therefore, the DHCP server 2-2 having a
lower order  of priority than that of the DHCP server
2-0 does not assign the  IP address A. [0037] In step
108 (S108), the DHCP server 2-0 -returns a signal
(ACK)  indicating the assignment of the IP address A
to the client computer  10-0. On the other hand, in
step 110 (5110), the DHCP server 2-2 U returns a
signal (HACK) indicating that the IP address A is not
assigned to the client computer 10-1. [0038]  [Ring
update] Moreover, the master DHCP server 2-0 tests the
DHCP server  2-0, for example, in a given cycle, to
know whether the communication  in the logical ring
16-1 is maintained normally. Fig. 6 shows a signal
sequence representing a test (ring update)  for
knowing whether the communication in the logical ring
16-1 shown  



in Fig. 3 is maintained normally or not, illustrating
the case where  the communication in the logical ring
16-1 is maintained normally. As shown in Fig. 6, in
step 120-1 (5120-1), the master DHCP  server 2-0
transmits a ring update signal to the slave DHCP
server  2-i. At steps 120-2 to 120-n (3120-2 to
5120-n), the ring update signal is sequentially
relayed through the DHCP servers 2-1 to 2- (n-1) 23 to
be finally returned to the DHCP server 2-0. The DHCP
server 2-0 can determine that the communication in
the logical ring 16-1 is maintained normally based on
the return  of the ring update signal within a time
limit after the transmission  of the ring update
signal. [0039]  [At the occurrence of an error]
Hereinafter, an operation of the logical ring 16-1
(Fig. 3) at the occurrence of an error will be
described. Fig. 7 is a diagram illustrating an error
occurring in the  logical ring 16-1 (Fig. 3).
Hereinafter, the case where the communication between
the DHCP  servers 2-0 to 2-3 and the DHCP servers 2-4
to 2-7(n-1) becomes  impossible in the logical ring
16-1 (Fig. 3) due to the occurrence  of an error in
the network 14 of the network system 1 (Fig. 1) and
the like as shown in Fig. 7 will be given as a
specific example.  [0040] . Fig. 8 is a diagram
showing an abnormal communication sequence  



(S14) when the client computer 10 (Fig. 1) makes a
request to the  DHCP servers 2 for the IP address at
the occurrence of an error  in the logical ring 16-1
(Fig. 3) as shown in Fig. 7. As in the normal case
(Fig. 4; S10), the client computer 10  makes a request
to the DHCP servers 2 for IP address assignment  in
step 100 (5100) as shown in Fig. 8. 24 In step 102
(S102), the DHCP server 2-0 provides the IP address  A
for the client computer 10. In step 104 (S104), the
client computer 10 makes a request  to the DHCP server
2-0 for the assignment of the IP address A.  [0041] C
C In steps 106-1 to 106-3 (5106-1 to S106-3), as in
the normal  case (Fig. 4) , the DHCP servers 2-0 to
2-3 are informed of the assignment  of the IP address
A to the client computer 10 in this order. As
indicated with a broken line at steps 106-4 to 106-n
(S106-4  to S106-n; partially not shown), however, the
communication between  the DHCP servers 2-3 and 2-4 is
impossible in contrast with the  normal case.
Therefore, the DHCP server 2-4 does not receive the
notification. Accordingly, the notification is not
returned to the DHCP server  2-0 within the time
limit. [0042] In such a case, in step 20-1 (S20-1) ,
the DHCP server 2-0 performs  



a process for reconfiguring the ring (S20-1) between
the DHCP servers  2-0 to'2-3 (Fig. 7) which are
capable of intercommunicating (a  communication
sequence for the ring reconfiguration (S20) will be
described below with reference to Fig. 11). Similarly,
even if it is time to perform the ring update on,  for
example, the DHCP servers 2-4 to 2-(n-1) in step 140
(S140),  these DHCP servers cannot receive the ring
update signal from the 25 DHCP server 2-0. After this
event, the DHCP servers 2-4 to 2-(n-1) perform a
process for ring reconfiguration (S20-2) between the
DHCP servers  2-4 to 2-(n-1) which are capable of
intercommunicating. [0043] Fig. 9 is a diagram
illustrating a second logical ring 16-2  and a third
logical ring 16-3, which are configured by the ring
reconfiguration processes (S20-1 and S20-2; Fig. 11)
when the error  occurs as shown in Fig. 7 in the
communication between the DHCP  servers 2 included in
the logical ring 16-1 shown in Fig. 3. As a result, as
shown in Fig. 9, the first logical ring 16-1  (Fig. 3)
is divided at the position where the error occurs as
shown  in Fig. 7, to be reconfigured as two logical
rings 16 (the second  logical ring 16-2 and the third
logical ring 16-3). At this time, in the logical ring
16-1 (Fig. 3) , the VS composed  of the VSSs #0 to #7
associated with the DHCP servers 2-0 to 2-7 (n-1) are
also reconfigured as a VS composed of VSSs #0 to #3 in
the logical  ring 16-2 and a VS composed of VSSs #4 to
#7(n-1) in the logical  



ring 16-3. [0044] Furthermore, as shown in Fig. 8, a
process for address  synchronization for eliminating
the inconsistency of the lP addresses  assigned to the
client computer 10 by the DHCP servers 2 is performed
between the DHCP servers 2-0 to 2-3 and between the
DHCP servers 26 2-4 to 2- (n-1) , respectively (S30-1
and S30-2; described below with  reference to Figs. 13
and 14). [0045] If an error occurs in the logical ring
16-1 as shown in Fig.  7, the processes for ring
reconfiguration (S20-1 and S20-2) are  performed even
at the ring update as well as at the assignment of
the IP address shown in Fig. 8 so as to create the
logical rings  16-2 and 16-3 (Fig. 9) . In each of the
created rings, the process  for address
synchronization (S30-1 and S30-2) is performed. [0046]
Fig. 10 is a diagram illustrating an abnormal
communication 0 sequence (S16) in ring updating
performed by the master DHCP server  2-0 when an error
occurs in the logical ring 16-1 (Fig. 3) as shown  in
Fig. 7. As shown in Fig. 10, the master DHCP server
2-0 transmits a  ring update signal to the slave DHCP
server 2-1 at steps 160-1 to  160-3 (S160-1 to S160-3)
. The signal is relayed to the DHCP server  2-3. 



However, since the communication between the DHCP
server 2-3  and the DHCP server 2-4 is impossible, the
ring update signal is  never returned to the DHCP
server 2-0 within the time limit.  [0047] In such a
case, the DHCP server 2-0 performs the process for
ring reconfiguration (S20-1) and the process for
address 27 synchronization (S30-1). On the other hand,
the DHCP servers 2-4 to 2-7 (n-i) performs  the
process for ring reconfiguration (S20-1) and the
process for  address synchronization (S30-1) based on
the fact that the ring  update signal is not
transmitted from the DHCP server 2-0 for
predetermined time. As a result of the above-described
processes, the logical rings  16-2 and 16-3 (Fig. 9)
are created even if the ring update is not  completed
normally. Furthermore, the VS and VSS are
reconfigured.  [0048] Fig. 11 is a diagram showing a
communication sequence  illustrating the ring
reconfiguration process (S20-1) in the DHCP  servers
2-0 to 2-4 (the logical ring 16-2; Fig. 9) shown in
Figs.  8 and 10. At steps 200-1 to 200-4 (S200-1 to
S200-4), each of the DHCP  servers 2-0 to 2-3 includes
a ring ID = 1 as a parameter for the  network 14 in
the network system 1 (Fig. 1) to broadcast or
multicast  a signal for the notification of ring
reconfiguration. The ring reconfiguration signal is
transmitted only between  



the DHCP servers 2-0 to 2-3 that are capable of
intercommunicating;  as indicated with a broken line,
the ring reconfiguration signal  is not transmitted to
the other DHCP servers 2-4 to 2-7(n-1).  [0049] At
steps 204-1 to 204-4 (S204-1 to S204-4), when a time
limit 28 is exceeded after the transmission of each of
the ring reconfiguration  signals, each of the DHCP
servers 2-0 to 2-3 determines that the  DHCP servers
2-0 to 2-3 receiving the ring reconfiguration signal
within the time limit are included in the same logical
ring 16-2  to fix the DHCP servers 2 (ring members)
included in the logical  ring 16-2 to which each ring
reconfiguration signal belongs. Furthermore, the DHCP
server 2-0 determines that the server  ID having the
smallest value should be assigned to the DHCP server
2-0 itself so that the DHCP server 2-0 serves as the
master DHCP  server 2 in the logical ring 16-2 and the
other DHCP servers 2-1  to 2-3 should be the slave
DHCP servers 2. Moreover, each of the DHCP servers 2-0
to 2-3 identifies its  own order of priority in the
logical ring 16-2 based on the server  ID assigned to
itself and the server ID in the logical ring 16-1,
which is notified from another DHCP server 2. As can
be easily understood, in this case, the order of
priority  of the DHCP servers 2-0 to 2-3 is 0 to 3 in
the logical ring 16-2.  [0050] In step 12 (S12), the
DHCP server 2-0 performs the process  for ring update
shown in Fig. 6. 



At steps 210-1 to 210-4 (S210-1 to S210--4) , each of
the master  DHCP servers 2-0 to 2-3 notifies the other
DHCP servers 2 of the  VSSs which have been set before
the ring reconfiguration takes place. The notification
of VSSs is performed in such a manner that 29 each of
the DHCP servers 2 adds its own VSS to the
notification  of the VSSs received from the other DHCP
servers 2 so as to relay  it to the next DHCP server
2. After the notification of VSSs circulates through
the logical  ring 16-2 once, it is returned to the
DHCP servers 2-0 to 2-3.  [0051] At steps 212-1 to
212-4 (5212-1 to S212-4), each of the DHCP  0' servers
2-1 to 2-2 obtains an aggregate (a Virtual Scope: VS)
of VSSs set for the DHCP servers 2 to be included in
the new logical  ring 16-2 after the ring
reconfiguration in the old logical ring  16-1 before
the occurrence of the ring reconfiguration based on
the VSSs notified from the other DHCP servers 2 and
the VSS set  to itself (Fig. 9). Furthermore, each of
the DHCP servers 2-0 to 2-3 obtains a  VSS to be set
to itself in accordance with the obtained VS, the
number of the DHCP servers 2 included in the logical
ring 16-2 and  its own order of priority. Although
Fig. 11 only shows the ring reconfiguration process
(S20-1) in the second logical ring 16-2 (Fig. 9), the
ring  reconfiguration process (S20-2) in the third
logical ring 16-3 is  performed in a similar manner
(hereinafter, the same will be applied  



to each of the logical rings 16). [0052] Fig. 12 is a
view illustrating a VS that is set for each of 30 the
DHCP servers 2 shown in Fig. 1 and the like and a VS
table used  for managing the VS1 where Fig. 12(A)
shows the VSSs defined in  the form of table and Fig.
12(B) shows a table of the VS (scope)  in the first
logical ring 16-1 shown in Fig. 3. In each of the DHCP
servers 2, the VS and the VSSs are defined  by a
method using -recurrence formulae described below with
reference  to Formulae 1 to 3 or in the form of table
of IP addresses and their  indices set for the
respective DHCP servers as shown in Fig. 12 (A) . In
this manner, the VS defined in the form of formula or
table  is set for each of the DHCP servers 2. [00531
As shown in Fig. 12 (B) , for example, in the logical
ring 16-1  (Fig. 3) , the VS table that is used by the
DHCP servers 2 for managing  the VS contains in a
correlated manner: an index of an IP address;  an IP
address and a MAC address; an identifier (a server ID)
of  the DHCP server 2 for assigning the IP address to
the client computer  10; and data indicating whether
the IP address is assigned or not
(assigned/unassigned), whether the IP addresses are
synchronized  or not (synchronized/ unsynchronized),
an assignment time limit  (lease time limit), an order
of division when the IP address is  assigned to the
client computer 10 (the order of division will be
described below with reference to Fig. 18 and the
like). 



[0054] As is already described with reference to Fig.
3, in the first 31 logical ring 16-1 in an undivided
state, the VS is exactly the scope  that can be
assigned by the DHCP servers 2-0 to 2- (n-a.) as a
whole  to the client computer 10. In the logical rings
16 obtained as a result of the ring  reconfiguration
such as the second logical ring 16-2, the VS is
defined as an aggregate of all theVSSs set before the
ring configuration  for the DHCP servers 2, which are
to be included in the logical  rings 16 after the ring
reconfiguration as described above. [0055] Fig. 13 is
a first view showing a communication sequence
illustrating the address synchronization process
(S30-1) in the  DHCP servers 2-0 to 2-4 (the logical
ring 16-2; Fig. 9) shown in  Figs. 8 and 14. Fig. 13
illustrates the case where the IP address A recognized
by the DHCP server 2-0 as being used by the DHCP
server 2-2 is actually  assigned to the client
computer 10 (in use) by the DHCP server 2-2.  [0056]
As illustrated in Fig. 13, the DHCP server 2-0
transmits a  signal for inquiring of the DHCP server
2-2 whether the IP address  A is assigned to the
client computer 10 or not (IP address A is  in use) to
the DHCP server 2-2 in step 300-1 (S300-1). In step
300-2 (S300-2), the DHCP server 2-1 relays the signal
from the DHCP server 2-0 to the DHCP server 2-2. 



[0057] 32 In step 302-i (S302-1) , the DHCP server 2-2
transmits a signal  indicating that the IP address A
is in use to the DHCP server 2-3. In step 302-2
(5302-2) , the DHCP server 2--3 transmits the signal
indicating that the IP address A is in use to the DHCP
server 2-0.  If the signal is returned from the DHCP
server 2-3 within the time limit, the DHCP server 2-0
determines that the IP address A  is actually being
used by the DHCP server 2-2 and stores that effect.
At steps 302-3 and 302-4 (S302-3 and S302-4), the
signal indicating that the IP address A is in use
circulates once through  the logical ring 16-2 to be
returned to the DHCP server 2-2. As in the case of the
DHCP server 2-0, the DHCP servers 2-3  and 2-1
receiving the signal indicating that the IP address A
is  in use determine that the IP address A is actually
being used by  the DHCP server 2-2 and stores that
effect. [0058] Fig. 14 is a view showing a second
communication sequence  illustrating the address
synchronization process (S30-1) in the  DHCP servers
2-0 to 2-4 (the logical ring 16-2; Fig. 9) shown in
Figs. 8 and 14. Fig. 14 illustrates the case where the
IP address A recognized  by the DHCP server 2-0 as
being used by the DHCP server 2-2 is not  actually
assigned to the client computer 10 (not used) by the
DHCP  server 2-2, that is, the case where the
addresses are not synchronized  between the DHCP
servers 2-0 and 2-2. 



33 As illustrated in Fig. 14, as in the case shown in
Fig. 13,  the DHCP server 2-0 transmits a signal for
inquiring of the DHCP  server 2-2 whether the IP
address A is in use or not to the DHCP  server 2-2 in
step 300-1 (5300-1). In step 300-2 (S300-2), the DHCP
server 2-1 relays the signal  from the DHCP server 2-0
to the DHCP server 2-2. [0059] In step 304-1 (S304-1),
since the DHCP server 2-2 is not using  the IP address
A, the DHCP server 2-2 transmits to the DHCP server
2-3 a signal indicating the IP address A is not used
in contrast  with the case shown in Fig. 13. In step
304-2 (S300-2), the DHCP server 2-3 relays a signal
indicating that the IP address A is not being used to
the DHCP server  2-0. In such a case, the DHCP server
2-0 determines that the IP  address A is not used by
the DHCP server 2-2 and stores that effect. At steps
304-3 and 304-4 (S304-3 and S304-4), the signal
indicating that the IP address A is not being used is
returned to  the DHCP server 2-2. As in the case of
the DHCP server 2-0, the DHCP servers 2-3  and 2-1
receiving the signal indicating that the IP address A
is  not being used determines that the IP address is
not actually being  used by the DHCP server 2-2 and
stores that effect. [0060] 34 



Fig. 15 is a diagram illustrating a mode in which the
third  logical ring 16-3 is reconfigured as a fourth
logical ring 16-4  and a fifth logical ring 16-5 when
an error occurs in the third  logical ring 16-3 shown
in Fig. 9. Fig. 16 is a diagram illustrating a mode in
which two DHCP  servers 2-6 and 2-7(n-1) are
reconfigured from the third logical  ring 16-3 so as
to operate independently when an error occurs in  the
fifth logical ring 16-5 shown in Fig. 15. [0061] By
repeating the processes described above with reference
to  Figs. 3 to 14, the fourth logical ring 16-4 and
the fifth logical  ring 16-5 can be reconfigured from
the third logical ring 16-3 when  an error further
occurs in the third logical ring 16-3 that disables
communications between the DHCP servers 2-5 and 2-6 as
shown in  Fig. 15. Furthermore, as shown in Fig. 16,
when an error further occurs  in the fifth logical
ring 16-5 that disables communications between  the
DHCP servers 2-6 and 2-7 (n-1) , the fifth logical
ring 16-5 can  be reconfigured so that each of the
DHCP servers 2-6 and 2-7 (n-1)  can operate
independently. [0062] Figs. 9, 15 and 16 illustrate
above the case where an error  occurs in the logical
ring 16 that disables communications between  the DHCP
servers 2. However, even if various errors occur such
as 35 in the case where at least one of the DHCP
servers 2 goes down to  



disable the IP address assignment process, similar
processes for  the reconfiguration of the logical
rings 16, VSS reconfiguration  and address
synchronization are performed. Furthermore, for
example, when the communications in the second
logical ring 16-2 and the third logical ring 16-3
shown in Fig.  9 are reestablished, the master DHCP
server 2-0, for example,  periodically performs the
ring reconfiguration process (S20) shown  in Fig. 11
so as to combine the plurality of logical rings 16
into  one logical ring 16-1 (Fig. 3) . The VSSs can be
reconfigured in  accordance with the combination so
that the addresses can be  synchronized. [0063]  [VSS
reconfiguration] Fig. 17 is a diagram illustrating a
sixth logical ring 16-6  composed of four DHCP servers
2-0 to 2-3. Hereinafter, for clarification of the
description, the logical  ring 16-6 composed of the
four DHCP servers 2-0 to 2-3 as shown  in Fig. 17 is
taken as a specific example to describe
thereconfiguration  of VSSs along with the division of
one logical ring 16 into a plurality  of logical rings
16. [0064] Fig. 18 is a diagram showing a process of
creating the VSSs respectively corresponding to the
DHCP servers 2-0 to 2-3 from the 36 aggregate (the
scope) of the IP addresses given to the logical ring
16-6 shown in Fig. 17. 



The DHCP servers 2-0 to 2-3 are provided with the same
scope  as an initial value, and do not initially have
a VSS. Therefore,  even if all the VSSs of the DHCP
servers 2-0 to 2-3 are assembled  in the logical ring
16-6, the VS is vacant (0 in size). In this  case,
each of the DHCP servers 2-0 to 2-3 regards its own
scope  as the VS. The VS at this time corresponds to
the same IP address  aggregate as the scope given as
the initial value, which includes  IP addresses #000,
#001 and so on as illustrated on the left of  Fig. 18.
An undivided state of the VS as described above is
defined  as a 0-th order division of the VS. The 0-th
order divided VS is identical with the scope given  to
each of the DHCP servers 2 in the logical ring 16.
[0065] When dividing the VS divided the 0-th order to
equally assign  the same number of IP address as much
as possible to four DHCP servers  2-0 to 2-3 (the
order of priority 0 to 3) forming the logical ring
16-6, the division is performed as shown on the right
of Fig. 18. Specifically, focusing on an index k of an
IP address #k (k  0,1, 2, 3, ...(S-1)) contained in
the 0-th order divided VS, the  0-th order divided VS
is subjected to the first-order division into  VSSs #0
to #3 respectively containing the IP addresses having
the 37 index k of the IP address #k giving k [mod] 4 =
0 to 3 so that the  VSSs #0 to #3 are associated with
the DHCP servers 2-0 to 2-3 forming  the logical ring
16-6. 



In the first-order divided state of the VSS, the VS of
the  logical ring 16 obtained by aggregating all the
VSSs of the DHCP  servers 2-0 to 2-3 forming the
logical ring 16 corresponds to the  0-th order
division and is identical with the scope corresponding
to the initial value possessed by each of the DHCP
servers 2-0 to  2-3. As described above, the order of
division of the VSS is always  larger than that of the
VS by 1. [0066] An index Y1i1 of the IP address in the
VSS1#il (i = 0, 1, 2,  Al-1) set for each of Al (a
subscript indicates the order of division of the VSS)
DHCP servers 2-0 to 2-(A1-1) included in the logical
ring 16 having the 0-th order divided VS can be
defined by the following  Formula 1. Y1i1 = A1X + B1i1
... (1) where, in Formula 1, the order of priority of
the DHCP server 2-i1  is Bli1, and X is an integer
equal to or larger than 0, satisfying  Y1i1 <- S-1.
[0067] Fig. 19 is a first diagram illustrating an
error occurring in the logical ring 16-6 shown in Fig.
17. 38 Hereinafter, as shown in Fig. 19, the case
where the  communication to the DHCP server 2-2 from
the other DHCP servers  2 becomes impossible in the
logical ring 16-6 is taken as a specific  example. 



In such a case, the master DHCP server 2-0
reconfigures a seventh  logical ring 16-7 including
only the DHCP servers 2-0, 2-1 and 2-3  from the sixth
logical ring 16-6 as is already described above. In
the logical ring 16-7, the orders of priority A20 to
A22  of the DHCP servers 2-0, 2-1 and 2-3 are 0 to 2.
[0068] Fig. 20 is a diagram illustrating the VSS
reconfiguration with  the DHCP servers 2-0, 2-1 and
2-3 shown in Fig. 19. On the other hand, since the
DHCP servers 2-0, 2-1 and 2-3  cannot know whether the
DHCP server 2-2 is operating or not, it  is necessary
to reconfigure the VS and the VSSs so that the IP
address  can be assigned to the client computer 10
without using the VSS  #2 correlated with the DHCP
server 2-2 as shown in Fig. 18. In order to satisfy
the requirement as described above, as  shown on the
left of Fig. 18 and on the left of Fig. 20, the DHCP
servers 2-0, 2-1 and 2-3 aggregate the IP addresses
included in  the VSSs #0, #1 and #3 respectively
associated with the DHCP server  2-0 and the DHCP
servers 2-1 and 2-3 capable of communicating with  the
DHCP server 2-0 before the occurrence of an error in
the mode  as shown in the center of Fig. 20. In this
manner, the VS of the 39 logical ring 16 including the
DHCP servers 2-0, 2-1 and 2-3, which  is reconfigured
after the occurrence of the error, is obtained. The VS
in this case is the VS of the first-order division. 0
[0069] 



Furthermore, the aggregate of the IP addresses
included in  the thus assembled VSSs #0, #1 and #3,
that is, the VS of the first  order division is
subjected to the second order division in the  same
manner as that in the first order division from the
0-th order  divided VS as shown on the right of Fig.
20 to obtain new VSSs #0,  #1 and #3 after the
occurrence of an error. As a result, the VSSs  in the
logical ring 16-6 can be reconfigured as VSSs in the
logical  ring 16-7. Each time a certain logical ring
16 is divided into a plurality  of logical rings 16,
the IP addresses contained in the VSSs  corresponding
to the DHCP servers 2 forming each of the logical
rings 16 are aggregated as the VS, which is further
divided into  new VSSs for reconfiguration. Asa
result, a new VSS can be associated  with each of the
DHCP servers 2 forming the logical ring 16.  [0070]
The index Y2i2 of the IP address in the VSS 2#i2 (i =
0, 2,  A2-1) in the state of the n-th order division,
which is set for each of A2 DHCP servers 2-0 to 2-
(A2-1) included in the logical ring  16 after the
reconfiguration of the ring can be defined where G1
is a total number of B1, expressed in Formula 2 below.
40 Y2 J.2 = A1(A2X + B2i2) + B1j1(0), = Al (A2X +
B2i2) + B1j 1 (B1-2) and = A1(A2X + B2i2) +
Blj1(B1--1) (2) where, in Formula 2, the order of
priority of the DHCP server 2-i2  



is B2i2, X is an integer equal to or larger than 0,
satisfying Y2i2  <_ S-1, and j 1 (0) to j 1 (B1-1) are
the orders of priority respectively  given to the DHCP
servers 2 prior to the ring reconfiguration, which
are to be included in the logical ring 16 obtained by
the ring  reconfiguration (however, the order of
priority of the DHCP server  2 that does not have the
order of priority given prior to the ring
reconfiguration is excluded). Other symbols are
identical to those of method 1. [0071] The VSS
reconfiguration described above will be further
described below. As is already described above with
reference to Fig. 18, the  state where the VS
identical with the scope corresponding to the  initial
value possessed by each of the DHCP servers 2 forming
the  logical ring 16 is not divided is referred to as
the 0-th order  divided VS. Moreover, as is already
described above with reference to Figs. 41 17 and 18,
the state where the IP addresses contained in the 0-th
order divided VS are divided into VSSs respectively
corresponding  to the DHCP servers 2 forming the
logical ring 16 is referred to  as the first order
divided VSS. Furthermore, as is already described
above with reference to  Figs. 19 and 20, the state
where the VS obtained by aggregating  the VSSs
obtained as a result of the first order division does
not Q return to the 0-th order division for lack of a
part of the VSSs  



(that is, remains as the first order division) and is
reconfigured  as new VSSs, is referred to as the
second order divided VSS. As described above, the VSS
reconfigured along with the division  of the VS of the
logical ring 16 for n-1 times can be defined as  the
VSS obtained by the n-th order division. Hereinaf ter,
the number  n of division of the VS is defined as the
order of division.  [0072] U' The above-described
Formula 2 can be further generalized. The  index Ynin
of the IP address in the VSS n#i,, (in = 0, 1, 2, ...,
An-1)  in the state of the n-th order division, which
is set for each of  An DHCP servers 2-10 to 2-(An-1)
included in the logical ring 16  after the
reconfiguration of the ring can be recursively defined
by Go, G1, ..., G._1 formulae where Gn is a total
number of Bn, as expressed  in Formula 2 below.
Hereinafter, the number Go, G1, ..., Gn-1 of formulae
in the VSS  with the order of division n is referred
to as F. 42 Ynin = An-1 (AnX + Bnin) + Bn-1] n-1 (0) ,
= An-1 (AnX + Bnin) + Bn_1ja-1 (13.-1-2) and = An-1
(AnX + Bnin) + Bn-1]n-1 (Bn-1-1) ... (3) where, in
Formula 3, the order of priority of the DHCP server
2-in  is Bnin, X is an integer equal to or larger than
0, satisfying Ynin  <S-1, and jn-1 (0) to jn-1
(Bn-1-1) are the orders of priority respectively
given to the DHCP servers 2 prior to the ring
reconfiguration, which  



are to be included in the logical ring 16 obtained by
the ring  reconfiguration, (however, the order of
priority of the DHCP server  2 that does not have the
order of priority given prior to the ring
reconfiguration is excluded). [0073] As described
above, the history of change of VSSs from the  VS in
the logical ring in the 0-th order division state
through  the VS in the logical ring 16 in the n-1-th
order division state  to the VSS in the n-th order
division state of each of the DHCP  servers 2 forming
the logical ring 16 can be stored in the form  of
recursive formula in each of the DHCP servers 2 as
expressed  in Formulae 1 to 3. When the logical rings
16 are restored to a single form again  along with the
recovery from an error or the like, each of the DHCP
servers 2 after restoration can calculate back the
stored recursive  formulae so as to calculate and
reset the VSS used in the restored 43 logical ring 16.
[0074] [VSS duplication determination] As described
above, the VSSs respectively assigned to the DHCP
servers 2 are not the same in principle in any logical
ring 16 obtained  by the reconfiguration from the
logical ring 16-1 (Fig. 3). Therefore, even if the
VSSs are combined when a plurality of  logical rings
16 are to be reconfigured as a single logical ring
16, the IP addresses contained in the VSSs to be
combined are never  



the same. However, the possibility that the IP address
duplication may  occurs between a plurality of VSSs is
not 0 because of some processing  error. Therefore, if
the occurrence of duplication can be determined  to
take a measure of excluding any of the VSSs causing
the duplication  from the combination or the like, the
reliability of the logical  ring 16 can be further
enhanced. [0075] Herein, Formula 3 is expressed in the
following manner, Ynin = An-1 (AnX + Bnin) + Bn-1]n-1
(0) , = An-1 (AnX + Bnin) + Bn-17n-1 ($n-1-2) and An-1
(AnX + Bnin) + Bn-1]n-1 (Bn-1-1) ... (3) 44 can be
expressed in a simplified form as Formula 4 below.
Ynin = CnX + Eni (0), = CnX + Eni, (Fn-2) and  = CnX +
Ein(Fn-1)  [0076] ..(4) Herein, indices Yniln and
Yni2n of the IP addresses included  in the VSSs set
for two DHCP servers 2 are expressed by Formulae  5-1
and 5-2 as follows. Yni In = CnX, + Eni In (0) , 



= CnX1 + Eni 1n (Fn-2) , or  = CnXz + Eni 1n (Fn-1)
Yni2n = CnX2 + Eni2n (0) , CnX2 + Eni2n (Fn-2) , or =
CnX2 + Eni2n (Fn-1) ... (5-2) where XZ and X2 are
integers equal to or larger than 0, satisfying 45
Yniln _< S-1 and Yni2n _< S-1, respectively. [0077]
When the two VSSs are the same, Formula 6 below is
established. Yniln= Yni2n .. (6) When the two VSSs are
the same, any one of Formulae 7 below  is established.
CnXl + Eniln(0) = CnX2 + Eni2n (0) , = CnX2 + Eni2n
(Fn-2) , or = CnX2 + Eni2n(Fn-l), or  CnX1 + Eniln(1)
= CnX2 + Eni2n (0) , = CnX2 + Eni2n (Fn-2) , or = CnX2
+ Eni2n(Fn-1) , or CnXl + Eni In (F,,-l ) 



46 = CnX2 + Eni2n (0) , = CnX2 + E"i2n (Fn-2) , or =
CnX2 + Eni2n (Fn-l) .. (6) [0078] Each of the
equations included in Formula 6 can be simplified  as
Formula 7 as follows. aXl + b = cX2 + d  (7)  [0079]
However, in Formula 7,  0 < b < a ... (8), 0 d < c ...
(9), 0 <- aXi + b < S, 0 _< cXz + d < S (10) .  [0080]
When Formula 7 is transformed, Formula 11 is obtained
below,  where each of aXl and cX2 + d-b is a multiple
of a. aX1 = cX2 + (d-b)  (11)  [0081] Therefore, if
both cX2 and (d-b) are multiples of a, that is,  when
the following Formula 12 is established and the sum of
a residue  system of a of cXz and a residue system of
a of (d-b) is a, more  specifically, when the
following Formula 13 is established, 47 duplication of
the two VSSs occurs. Accordingly, the following
Formulae 12 and 13 are executed  



for each of the equations included in Formula 6 to
determine whether  the two VSSs are the same. cX2
[mod] a = 0 and (d-b) [mod] a = 0  (12), or,  cX2
[mod] a + (d-b) [mod] a = a (13) [0082] Herein, A and
B are defined as expressed in Formulae 14 and  15
below. If a value of a-B is contained in a set of A,
it can be  determined that the IF addresses contained
in the two VSSs are the  same. A = cX2 [mod] a  (14) B
= (d-b) [mod] a  (15) Alternatively, when a value of B
is 0 and a value of c is a  multiple of a, it can be
determined that the IF addresses contained  in the
VSS1 and VSS2 are the same. [0083] If Formulae 14 and
15 are assigned in the following Formula  16, Formula
17 below can be obtained. A = (a-B) [mod] a  (16) cX2
[mod] a = (a- (d-b) [mod] a) [mod] a  (17)  [0084]
When X2 satisfying Formula 17 is obtained and X2
satisfies Formulae (9) and (11), an index Y of the
duplicate IF address can 48 be obtained by Formula 18
below. By performing the above-described process for
each of the  equations expressed in Formula 6, the
duplicate IP address (the  



index of the IP address) in the two VSSs can be
obtained. Y = cX2 + d  (18)  [0085] [Determination
whether or not an index value of a certain IP address
C~ is contained in the VSS] Hereinafter, the
determination whether or not an index value  of a
certain IP address is contained in the VSS will be
described. The determination is employed for
determining with an index  value k of an IP address #k
whether or not the IP address is contained  in the VSS
to be determined and the IP address is assigned to the
client computer 10. Since the index value Y of the IP
address to be determined  should satisfy the
above-described Formula 11 and the index value  Y is
expressed by Formula 19 below, it can be determined
that the  index value of the IP address is contained
in the VSS to be determined  if Formula 20 below is
satisfied. Y = aXz + b  (19)  (Y-b) [mod] a = 0  (20)
[0086] According to the above-described method, based
on the history of change of the VSS of each of the
DHCP servers 2, which is stored 49 in the form of
order of division and recurrence formula of each  of
the logical rings 16, (a) the VSSs can be easily
reconfigured, and  (b) the division and combination of
the VSSs;  



(c) the determination of VSS duplication; and (d) the
determination whether or not a certain IP address is
contained  in the VSS to be determined Q can be
performed by simple calculations. Therefore, if the
VSS is defined by the recurrence formulae  to be used
for the notification between the DHCP servers 2, it is
no longer necessary to transmit all the IP addresses
in the VSSs  between the DHCP servers 2 as in the case
where the VSS is defined  intheformof table (Fig. 12
(A)) . Therefore, the amount of information  to be
transmitted between the DHCP servers 2 can be reduced
for  the reconfiguration of the logical ring 16 and
the division and  combination of the VSSs. [0087]  [IP
address proxy reassignment] Hereinafter, an IP address
proxy assignment process when an  error occurs in the
logical ring 16 will be described. Fig. 21 is a second
diagram illustrating an error occurring  in the
logical ring 16-6 shown in Fig. 17. As shown in Fig.
21, as in the case illustrated in Fig. 19,
communication between the DHCP server 2-2 in the
logical ring 16-6 50 and the other DHCP servers 2-0,
2--1 and 2-3 becomes impossible,  so that the DHCP
servers 2-0, 2-1 and 2-3 cannot know the operating
state indicating whether or not the DHCP server 2-2 is
operating  normally in some cases. In such a case, for
example, the master DHCP server 2-0 in  



the logical ring 16-7 obtained by the ring
reconfiguration performs  the processing of the DHCP
server 2-2 instead of the DHCP server 2-2. If the
master DHCP server 2-0 reassigns an IP address instead
of the DHCP server 2-2 when the client computer 10
which cannot  communicate with the DHCP server 2-2
reassigns an IP address to  the DHCP server 2-2 or the
like before the IP address assignment  time limit
expires, the IP address assignment to the client
computer  10 is not interrupted. As a result,
communication can be prevented  from being
interrupted. [0088] Herein, the case where only the
communication between the DHCP  servers 2-0 and 2-2
becomes impossible whereas the DHCP server 2-2  itself
is capable of performing the processing normally will
be  considered. In such a case, at the time when the
link reconfiguration occurs,  the IP address assigned
by the DHCP server 2-0 in the proxy processing  to the
client computer 10 remains continuously reassigned to
the  client computer 10 whereas the DHCP server 2-2
cannot receives an 51 IP address reassignment request
from the client computer 10 to release  the IP address
at the assignment time limit. Thereafter, if it
happens that the DHCP server 2-2 assigns  the same
(released) IP address to another client computer 10
independently of the DHCP server 2-0, inconsistency
sometimes occurs  in the IP address assignment state
between the DHCP servers 2-0  



and 2-2. [0089] 0 In order to eliminate such
inconsistency, the measures as  described in (1) to
(7) below are taken so that the DHCP server  2-0 is
capable of performing the proxy processing in
accordance  with the IP address reassignment request
to the DHCP server 2-2  in the logical ring 16-7 and
the like. (1) The DHCP servers 2 are provided with a
proxy ARP server  function for realizing an ARP
(Address Resolution Protocol) in  addition to the
function described above as the DHCP servers. (2) A
"gratuitous ARP request" (according to the translation
in "TCP/IP illustrated, Voll. 1, the Protocols; by W.
Richard Stevens,  translated in Japanese by Yasuo
Tachibana and Shoji Inoue, edited  by Pearson
Education Japan) is made to the slave DHCP servers 2
in the new logical ring 16. With the gratuitous ARP
request, the  master DHCP server 2 in the new logical
ring 16 after the ring  reconfiguration resolves the
IP address of the DHCP server 2, which  is included in
the logical ring 16 before the ring reconfiguration 52
but not in the new logical ring 16, to a MAC address
of the master  DHCP server 2. Moreover, after the ring
reconfiguration, each of the DHCP  servers 2 sends a
"gratuitous ARP request" to resolve its own address
to its own MAC address. [0090] 



(3) When an error occurs in the communication between
the DHCP server 2-2 and the other DHCP servers 2-0,
2-1 and 2-3 in the logical ring 16-6 to induce the
ring reconfiguration, the master DHCP server  2-0 in
the logical ring 16-7 looks up the VS table shown in
Fig.  12 (B) to obtain the DHCP server 2 not included
in the logical ring  16-7 (in the example shown in
Fig. 21, the DHCP server 2-2) after  the ring
reconfiguration among the DHCP servers 2 in the
logical  ring 16-6, which assign the IP address to the
client computer 10  at the time when the ring
reconfiguration occurs. (4) The master DHCP server 2-0
in the logical ring 16-7 stores  the IP address of the
DHCP server 2-2, which is not included in  the logical
ring 16-7 after the ring reconfiguration but assigns
the IP address to the client computer 10 at the time
of the ring  reconfiguration, in a proxy reply list.
[0091] (5) The master DHCP server 2-0 sends a
gratuitous ARP request  to the other DHCP servers 2
(the DHCP servers 2-1 and 2-3) in the  logical ring
16-7 so that the IP address of the DHCP server 2-2 53
contained in the proxy reply list is resolved to the
MAC address  of the DHCP server 2-0. In this manner,
the master DHCP server 2-0  is capable of receiving
the IP address reassignment request issued  from the
client computer 10 to the DHCP server 2-2 and the like
in the logical ring 16-7. (6) The master DHCP server
2-0 receives the IP address  reassignment request
issued to the DHCP server 2-2 and the like 



in addition to the IP address reassignment request
issued to itself  and performs the processing instead
of the DHCP server 2-2.  [0092] (7) The DHCP servers
2-0 to 2-3 store all the IP addresses  reassigned
after the occurrence of the ring reconfiguration in
association with the order of division (for example,
n) of the VS  at the time of the occurrence of the
ring reconfiguration (Fig.  12 (B)) . The order of
division of the VS is identical with the number  of
division of the logical ring 16. For the IP address
having a larger order of division of the  VS stored in
association than that of the VS at the occurrence of
the ring reconfiguration, the associated order of
division of the  VS is reset to that of the VS at the
occurrence of the ring  reconfiguration. The DHCP
servers 2-0 and 2-2 do not reuse the IP address, which
is already assigned by the DHCP server 2-2 to a
certain client computer  10 at the time when the ring
reconfiguration occurs, so as not to 54 assign it to
the other client computers 10 even if the assignment
time limit expires before the recovery from the error
is achieved  or the network system 1 is restored to an
initial state by an  administrator so that the order
of division of the VS in the logical  ring 16 is
reduced to the order of division of the VS stored with
the IP address or smaller. In this manner,
inconsistency can never be generated in the  IP
address assignment state between the DHCP server 2-2
and the  



other DHCP servers 2-0, 2-1 and 2-3. [0093] The order
of division of the VS is handled as follows. (i) The
order of division of the VS in the logical ring 16  at
the time of the IP address assignment is stored at
that time  as an order of division to be stored with
the IP address. (ii) If the order of division stored
with the IP address is  larger than that of the VS in
the logical ring at the time of ring  reconfiguration,
the order of division is overwritten by the order  of
division of the VS in the logical ring 16 at the time
of ring  reconfiguration. (iii) The IP address is not
assigned even if the assignment  time limit expires
unless the order of division of the VS of the  logical
ring 16 at that time becomes equal to or less than
that  of the VS stored with it. By handling the order
of division of the VS in this manner, 55 the proxy
reassignment processing of the IP address can be
performed  without regarding the 0-th order division
as special. [0094] Fig. 22 is a flowchart showing a
process (S30) in which the  DHCP server 2 in the
logical ring 16-7 illustrated in Fig. 21 performs  the
function of the DHCP server 2-2 departing from the
logical ring  16-7 instead of the DHCP server 2-2.
Fig. 23 is a diagram showing data setting to the order
of division  in the VS table in the proxy process
shown in Fig. 22. 



In the logical ring 16, as shown in Fig. 22, if some
event  (clear of the order of division in the VS
table, an IP address assignment  request, an IP
address reassignment request, the occurrence of an
error, the recovery from an error and the like)
occurs, each of  the DHCP servers 2 in the logical
ring 16-6 determines whether or  not the occurring
event is an instruction of clearing the order  of
division in the VS table (Fig. 12(B)) by an
administrator of  U the network system 1 and setting
initial data (Don't Care; see the  entry of an index #
(A+l) shown in Fig. 23) indicating no error occurs  in
the logical ring 16 in step 300 (S300). If the event
is an instruction to clear the VS table, the DHCP
server 2 proceeds to step S312. The DHCP server 2
otherwise proceeds  to step S302. [0095] In step 302
(5302) , the DHCP server 2 in the logical ring 16-6 56
determines whether or not the event corresponds to the
occurrence  of an error, the recovery from an error,
an IP address reassignment  request/assignment request
from the client computer 10 or the like. The DHCP
server 2 in the logical ring 16-6 proceeds to step
S320 if the event indicates the occurrence of an
error. Otherwise,  it proceeds to step S330. In step
310 (S310), the DHCP server 2 in the logical ring 16-1
combines the plurality of logical rings 16 generated
as a result  of the ring reconfiguration due to the
error occurring before this  



step. Furthermore, the DHCP servers 2 in the logical
ring 16-6 uses  the recursive formulae described with
reference to Formulae 1 to  3 to combine the VSSs
associated with the DHCP servers 2 in the  plurality
of logical rings 16 to create a new VS. Furthermore,
the  new VS is further divided to be associated with
each of the DHCP  servers 2, thereby reconfiguring the
ring. [0096] In step 312 (S312), the DHCP server 2 in
the logical ring 16-6  sets initial data to the orders
of division of all the entries in  the VS table. In
step 320 (5320) , the DHCP server 2 in the logical
ring 16-6  performs the processing for ring
reconfiguration and VSS  reconfiguration. In step 322
(S322), the DHCP servers 2-0 to 2-3 look up the 57 VS
table to set the order of division (the order of
division of  the logical ring 16-7) at the time when
the ring reconfiguration  occurs for the entry of the
IP address having a larger order of  division than
that at the time when the ring reconf iguration
occurs,  which was assigned to the client computer 10
before the ring  reconfiguration (when included in the
logical ring 16-6) without  exceeding the assignment
time limit (see the entry of the index  4A shown in
Fig. 23). At S322, the DHCP server 2 issues a
"gratuitous ARP request,"  for resolving its own IP
address to its own MAC address. 



[0097) In step 324 (S324), the DHCP server 2 in the
logical ring 16-7  determines whether or not to
perform the IP address reassignment  instead of the
DHCP server 2-2. The DHCP server 2 in the logical ring
16-7 for performing the  processing instead of the
DHCP server 2-2 is selected in accordance  with, for
example, the previous setting for each of the DHCP
servers  2 or the rule that the master DHCP server 2
in the new logical ring  16 performs the processing
instead of the DHCP server 2-2 (herein,  the case
where the DHCP server 2-0 performs the processing
instead  of the DHCP server 2-2 is given as a specific
example). If it is not necessary to perform the
processing instead of  the DHCP server 2-2, the DHCP
server 2 in the logical ring 16-7  completes the
processing. The DHCP server 2 otherwise proceeds to 58
step S326. In step 326 (S326), the DHCP server 2 in
the logical ring 16-7  sends a gratuitous ARP request
to the other DHCP servers 2 in the  logical ring 16-7
and the client computer 10 so as to be able to
receive the IP address reassignment request to the
DHCP server 2-2  instead of the DHCP server 2-2. If it
is not necessary to perform the processing instead of
the DHCP server 2-2, the DH in the logical ring 16-7.
[00981 In step 330 (S330), the DHCP server 2-0 to 2-3
process the  IP address reassignment request
issuedtothemselves. TheDHCPserver  



2-0, 2-1 and 2-3 process the IP address assignment
request to  themselves. Furthermore, the DHCP servers
2-0 and 2-2 process the IP address  assignment request
and the reassignment request to the DHCP server  2-2.
However, if a new IP address assignment -request is
generated,  the DHCP server 2-0 selects the IP address
from the IP addresses  which are not registered yet on
the VS table while being in the  VS of the logical
ring 16 to which the DHCP server 2-0 belongs or  from
those in the VS table with an order of division of the
VS which  is larger than or equal to that at the
occurrence of ringreconfiguration  as the order of
division with the assignment time limit being
exceeded,  thereby assigning the selected IP address
to the client computer 59 10 making the request.
Similarly, when the DHCP server 2-2 assigns a new IP
address,  the DHCP server 2-2 selects the IP address
from the IP addresses  which are not registered yet on
the VS table while being in the  VS of the logical
ring 16 to which the DHCP server 2-2 belongs or  from
those in the VS table with a larger order of division
of the  VS than that at the occurrence of ring
reconfiguration as the order  of division with the
assignment time limit being exceeded, thereby
assigning the selected IP address to the client
computer 10 making  the request (however, this is
applied to the case where the order  of division is
obtained by subtracting the frequency of recovery
from error from the frequency of occurrence of error.
If the order  



of division is obtained by subtracting the frequency
of occurrence  of the error from the frequency of
recovery from error, the condition  defined by the
order of division in the VS table and the order of
division in the logical ring 16 at the time of
assignment is reverse  to that described above).
[0099] Fig. 24 is a first communication sequence
diagram illustrating  a process (S34) in which the
DHCP server 2 in the logical ring 16-7  shown in Fig.
21 performs the function of the DHCP server 2-2
departing  from the logical ring 16-7 instead of the
DHCP server 2-2. As shown in Fig. 24, in step 340
(S340), the DHCP server 2-2  in the logical ring 16-6
assigns the IP address A to a certain client 60
computer 10 so as to store it with the order of
division n of the  VS in the VS table. At steps 342
and 344 (5342 and S344), the ring reconfiguration  and
the VSS reconfiguration occur. As a result, the DHCP
server  2-2 departs from the logical ring 16-7. At
this time, the order of division of the logical ring
16-7  and the VS of the DHCP server 2-2 is increased
from n to n+l. On  the other hand, the order of
division of the IP address A assigned  by the DHCP
server 2-2 to the client computer 10 (Figs. 12(B) and
23) remains n even after the occurrence of ring
reconfiguration.  [0100] In step 346 (S346), the DHCP
server 2-0 issues a gratuitous  ARP request to the
other DHCP servers 2 and the client computer  



10 in the logical ring 16-7 so as to be able to
perform the IF address  reassignment instead of the
DHCP server 2-2 in the logical ring  16-7. In step 350
(S350), the client computer 10 makes a request  to the
DHCP server 2-2 for the reassignment of the IP address
A.  This request is received only by the DHCP server
2-0 but not by  the DHCP server 2-2 as indicated with
a broken line. In step 352 (5352) , the DHCP server
2-0 reassigns the IF address  A instead of the DHCP
server 2-2. At this time, the time limit for assigning
the IP address A  to the client computer 10 by the
DHCP server 2-2 expires. Therefore, 61 in the DHCP
server 2-2, the IP address A is not assigned to any
client computers 10. [0101] In step 362 (5362) , a
certain client computer 10 makes a request  to the
DHCP server 2-2 for the IP address assignment. In step
364 (5364) , the DHCP server 2-2 cannot use the IP
address  A among unused IP addresses contained in the
VS of the logical ring 16 to which the DHCP server 2-2
belongs because the order of division  n+1 of the VS
is larger than the order of division n stored with
the IP address A. Therefore, the DHCP server 2-2
selects the IP  address from those in the VS of the
logical ring 16 to which the  DHCP server 2-2 belongs
but not registered yet on the VS table or  from those
with the order of division n+1 or larger in the VS
table  with the assignment time limit being exceeded,
thereby assigning  



the selected IP address to the client computer 10
making a new request for IP address assignment.
[0102] In step 370 (S370), the recovery from the error
occurring in  the logical ring 16-6 is further made.
As a result, the logical  ring 16-6 and another
logical ring 16 (not shown) are combined with  each
other so as to reconfigure the VSSs. Furthermore, the
order of division of the VS of the logical  ring 16
after the combination is returned to n. Furthermore,
the DHCP server 2-2 is also informed of the IP 62
address reassignment performed by the DHCP server 2-0
instead of  the DHCP server 2-2 by synchronous
processing. The DHCP server 2-2 sends a gratuitous ARP
request for resolving  its own IP address to its own
MAC address so as to be able to receive  the IF
address reassignment request from the client computer
10  that is using the IP address A. After the
combination of the logical rings 16, the DHCP server
2-2 does not leave the IP address A released but
designates it as  being in use, by synchronous
processing. In step 372 (S372) , the client computer
10 using the IP address  A issues the IP address
reassignment request to the DHCP server  2-2. In step
374 (S374), the DHCP server 2-2 accepts and processes
the reassignment request of the IP address A. [0103] 



Fig. 25 is a second communication sequence diagram
illustrating  a process (S38) in which the DHCP server
2 in the logical ring 16-7  shown in Fig. 21 performs
the function of the DHCP server 2-2 departing  from
the logical ring 16-7 instead of the DHCP server 2-2.
As illustrated in Fig. 25, at S340 to S352, each of
the DHCP  servers 2 processes the steps denoted by the
same reference symbols  in Fig. 24. In step 380
(S380), a certain client computer 10 makes a new
request to the DHCP server 2-0 for the 12 address
assignment. 63 At step S382, the DHCP server 2-0
selects an IP address from  those in the VS of the
logical ring 16 to which it belongs while  not being
registered on the VS table yet or from those in the VS
table with a larger order of division than that of the
VS at the  occurrence of the rings reconfiguration as
an order of division  with the assignment time limit
being exceeded, thereby assigning  the selected IP
address to the client computer 10 making a request
for the IP address assignment. At S370 to S374, each
of the DHCP servers 2 processes the steps  denoted by
the same reference symbols in Fig. 24. [0104]  [DHCP
server program 20] Hereinafter, a DHCP server program
20 will be described.  Fig. 26 is a diagram showing a
configuration of the DHCP server  program 20 for
performing the processing shown in Figs. 3 to 20,
which is executed in the DHCP server 2 shown in Fig.
1. 



~J As shown in Fig. 26, the DHCP server program 20
includes a  communication processing section 200, a
DHCP processing section  202, a proxy ARP processing
section 204, and a ring control program 22. [0105] The
ring control program 22 includes: a ring management
section  220, a ring test section 222, a ring message
receiving section 224,  an address assignment section
226, an assignment message receiving 64 section 228, a
VSS message receiving section 230, an transmission
232, a VSS management section 240, a VSS dividing
section 242, a  VSS duplication determining section
244, a VSS database (VSS-DB)  246, a belonging VSS
determining section 248, and an ARP request
processing section 250. The DHCP server program 20 is
supplied to, for example, through  a recording medium
114 (Fig. 2) to the DHCP server 2 so as to be
executed on an OS installed on the DHCP server 2
practically using  a hardware of the DHCP server 2.
The DHCP server program 20 realizes the processing
described  with reference to Figs. 3 to 25 by the
above-described components.  [0106] In the DHCP server
program 20, the communication processing  section 200
performs processing necessary for the communication
with the other nodes in each of the DHCP servers 2.
The DHCP processing section 202 operates in
cooperation with  the address assignment section 226
as described below so as to assign  



the IP address to the client computer 10 in accordance
with the  DHCP using the 1P address other than that is
inhibited to be assigned  when the IP address proxy
reassignment described with reference  to Figs. 21 to
25 is performed among the IP addresses contained  in
the VSS (Fig. 12 (A) , Formulae 1 to 3) assigned to
the DHCP server 2. The proxy ARP processing section
204 provides the function 65 of the ARP and also sends
a gratuitous ARP request described with  reference to
Figs. 21 to 25 in accordance with the control of the
ARP request processing section 250. [0107] In the DHCP
server program 20, the ring control program 22
performs the processing for the formation and the
reconfiguration  of the logical ring 16, the
reconfiguration of the VSSs, and the C) IP address
proxy reassignment described with reference to Figs.
3 to 25. [0108]  [The ring management section 220 and
the ring test section 222]  The ring management
section 220 and the ring test section 222 performs a
process using a list of sets of IP addresses and
identifiers  (server IDs (node_id)) of the DHCP
servers 2 (among the DHCP servers  2 connected to the
network system 1 (Fig. 1) , the aggregate of those
having the same ring ID as that of the DHCP server 2)
belonging  to the logical ring 16. The list of sets of
the IP addresses and the identifiers (server  



IDs) of the DHCP servers 2 belonging to the logical
ring 16 is stored  in the ring management section 220
in the form of table. Hereinafter, the table is
referred to as a ring member table. [0109] The ring
management section 220 and the ring test section 222
use the following timers. 66 A timer
association_timer:a timer for measuring the time limit
of a reply from the DHCP servers 2 belonging to the
logical ring  16 (Fig. 11 and the like); A timer
ring_update_timer: a timer for measuring time after
the last reception of the ring update for maintaining
the logical  ring 16; and A timer periodic timer: a
timer for measuring an interval of the ring update.
[0110] Fig. 27 is a diagram showing a ring message
transmitted between  the DHCP servers 2 for the
process of the ring management section  220 and the
ring test section 222 shown in Fig. 26. As shown in
Fig. 27, the ring message processed by the ring
management section 220 and the ring test section 222
contains:  a ring ID of the logical ring 16 (Fig. 3
and the like) to which the DHCP server 2 transmitting
the message belongs; an IP address of the DHCP server
2 transmitting the message; and a flag group
containing the following flags: 



a flag C/U: when it is true, the ring is formed or
reconfigured,  and when it is false, the ring is
updated; a flag A: when it is 1, the ring management
section 220 is  in an ASSOCIATED state D1; and a flag
D: when it is 1, server ID (node id) duplication
occurs. 67 The ring management section 220 and the
ring test section 222  use the following variables; a
variable IARM: it is true when the DHCP server 2 is
the master  DHCP server 2; a variable ASSOC: it has a
true value while the ring is already  formed; a
variable RBRK: it has a true value when the ring is
required  to be reconfigured; and a variable NNODE:
the maximum number of the DHCP servers 2  that can be
included in the redundant configuration (the number
of the DHCP server 2 included in the network system
1). [0112]  [State transition of the ring management
section 220] Fig. 28 is a state transition diagram of
the ring management  section 220 shown in Fig. 26. As
shown in Fig. 28, in each of the DHCP servers 2, the
ring  management section 220 can be in any of: a NOT
ASSOCIATED state  Al, an ASSOCIATING state B1, a
TENTATIVE SLAVE state Cl, an ASSOCIATED  state Dl, an
ISOLATED state El, and a TENTATIVE MASTER state Fl.
[0113] 



In the NOT ASSOCIATED state Al, the DHCP server 2 does
not  belong to the logical ring 16. In the ASSOCIATING
state B1, the DHCP server 2 exchanges a 68 ring
message for the formation and the reconfiguration of
the logical  ring 16 so as to form and reconfigure the
logical ring 16.  [0114] In the TENTATIVE SLAVE state
Cl, the DHCP server 2 is connected  to the next DHCP
server 2 as the slave DHCP server 2. In the ASSOCIATED
state Dl, the logical ring 16 is formed.  In the
ISOLATED state El, the DHCP server 2 independently  0
operates. The DHCP server 2 in the ISOLATED state El
cannot belong to the logical ring 16. In the TENTATIVE
MASTER state Fl, the DHCP server 2 tentatively
promotes to the master DHCP server 2. [0115] 1 When
the processing is initiated, the ring management
section  220 goes into the NOT ASSOCIATED state Al. In
the NOT ASSOCIATED state Al, the ring management
section  220 sets the variables ASSOC, IARM, and RBRK
to be false, respectively.  If the DHCP server 2
previously configures the logical ring 16, the ring
management section 220 disconnects the next DHCP
server  2 on the ring to break the logical ring 16.
Moreover, the ring configuration message (the ring
message  shown in Fig. 27 with the C/U flag of 1) is
sent. 



[0116] In the NOT ASSOCIATED state Al, the ring
management section 220 unconditionally transits to the
ASSOCIATING state B1 (al). 69 [0117] After the
transition to the ASSOCIATING state B1, the ring
management section 220 makes the timer association
timer start  counting and waits for the reception of a
ring configuration message  having the same ring ID
from another node (corresponding to the  processing
S200-1 to S200-4 shown in Fig. 11). When the ring
management section 220 receives the ring  '
configuration message containing the same ring ID from
another DHCP  server 2 which is not in the ring member
table, it registers the  node on the ring member table
while resetting the counting of the  timer
association-timer to restart counting (dl). If the
ring management section 220 receives the ring
configuration message containing the same ring ID and
IP address  as its own ones, which is not issued by
itself, the ring management  section 220 transits to
the ISOLATED state El (cl). If the ring configuration
message having the same ring ID is  not received from
another node that is not in the ring member table
before the timer association-timer expires, the ring
management section 220 transits to the TENTATIVE SLAVE
state C1 (bl). [0118] After the transition to the
TENTATIVE SLAVE state Cl, the ring  management section
220 looks up the ring member table created in  



the ASSOCIATING state B1 so as to be connected to the
DHCP server  2 having the second highest order of
priority (however, the DHCP 70 server 2 for which the
lowest order of priority is set is the DHCP  server 2
for which the highest order of priority is set) by a
TCP  (Transmission Control Protocol). In the TENTATIVE
SLAVE state Cl, the ring management section  220:
transits to the NOT ASSOCIATED state Al upon reception
of the  ring configuration message containing the same
ring ID from another  DHCP server 2 which is not in
the ring member table (fl); transits to the ASSOCIATED
state Dl under the condition that  the variable ASSOC
becomes true (gl); and transits to the TENTATIVE
MASTER state F1 under the condition  that the ring
member table is looked up so that the order of
priority  of its own DHCP server 2 becomes the highest
(il). [0119] After the transition to the ASSOCIATED
state D1, the ring  management section 220 makes the
timer ring update timer start  counting so as to wait
for the reception of a ring update message  (the ring
message shown in Fig. 27 with the C/U flag of 0). If
the ring update message is received before the
counting  of the timer ring_update_time is completed,
the ring management  section 220 remains in the
ASSOCIATED state D1 (hl) . If the counting  of the
timer ring_update_time is completed or the variable
RBRK  becomes true, the ring management section 220
transits to the NOT  ASSOCIATED state Al (jl). 



[0120] 71 If the ringmanagement section 220 is reset
(the ringmanagement  section 220 is restarted) in the
ISOLATED state El, it transits  to the NOT ASSOCIATED
state Al (el). [0121] The ring management section 220
sets the variable IARM to be  true in the TENTATIVE
MASTER state Fl so as to transit to the NOT
ASSOCIATED state Al under the condition that the ring
configuration 0 message having the same ring ID is
received from another node that is not in the ring
member table (k1); and to transit to the ASSOCIATED
state Dl under the condition that  the variable ASSOC
becomes true (11). [0122]  [State transition of the
ring test section 222] Fig. 29 is a state transition
diagram of the ring test section  222 shown in Fig.
26. The ring test section 222 periodically performs
the ring update  shown in Fig. 6 and the like. The
ring test section 222 creates a ring update message
for  the following ring update so as to place it in a
ring transmission  queue in the transmission section
232. When the processing is started, the ring test
section 222 goes  into an INIT state A2. In the INIT
state A2, the ring test section 222 stops the
periodic timer. 



72 In the INIT state A2, the ring test section 222
transits to  a TRANSMITTING state B2 under the
condition that the variable IARM  becomes true, which
indicates that the ring management section 220
transits to the TENTATIVE MASTER state F1 (a2). [0123]
In the TRANSMITTING state B2, the ring test section
222 creates  the ring update message so as to place it
in the ring transmission  queue in the transmission
section 232. Then, the ring test section  222 transits
to a WAITING state C2 under the condition that the
variable IARM becomes true (b2). In the WAITING state
C2, the ring test section 222 makes the timer
periodic-timer start counting. 2 In the WAITING state
C2, the ring test section 222: transits  to the
ASSOCIATING state D2 under the condition that the ring
update  message containing the same IP address as its
own IP address is  received (c2); transits to the INIT
state A2 under the condition that the  variable IARM
becomes false (d2); and transits to the TRANSMITTING
state C2 when the timer  periodic timer expires (e2).
[0124] In the ASSOCIATING state D2, the ring test
section 222 sets  the variable ASSOC to be true. The
ring test section 222 in the ASSOCIATING state D2 



73 unconditionally transits to the TRANSMITTING state
B2 (f2).  [0125] [Ring message receiving section 224]
Fig. 30 is a state transition diagram of the ring
message  receiving section 224 shown in Fig. 26. The
ring message receiving section 224 receives a ring
message  to perform the processing. ~j 101.26] When
the processing is started, the ring message receiving
section 224 goes into the WAITING state A3. When the
ring message receiving section 224 receives the ring
message in the WAITING state A3, it transits to a
RECEIVING state  B3 (a3). [0127] In the RECEIVING
state B3, the ring message receiving section  224:
transits to an UPDATING state C3 when it receives the
ring  update message (c3); transits to a BREAKUP state
E3 under the condition that the  variable ASSOC
becomes true when it receives the ring configuration
message containing the same ring ID as that of the
DHCP server 2  and the IP address of the DHCP server 2
that is not in the ring  member table (d3); transits
to a CONFIGURING state F3 under the condition that
the variable ASSOC becomes false when it receives the
ring 74 



configuration message containing the same ring ID as
that of the  DHCP server 2 and the IP address of the
DHCP server 2 that is not  in the ring member table
(e3); and transits to the WAITING state A3 under the
conditions other  than those described above (b3).
[0128] In the UPDATING state C3, the ring message
receiving section  224 places the received ring update
message in the ring transmission  queue in the ring
transmission section 232. In the UPDATING state C3,
the ring message receiving section  224: transits to
the ASSOCIATING state D3 when it receives the ring
update message having the value 1 of flag A (g3); and
otherwise, transits to the WAITING state A3 (f3).
[0129] In the ASSOCIATING state D3, the ring message
receiving section  224 sets a value of the variable
ASSOC to be true. In the ASSOCIATING state D3, the
ring message receiving section  224 unconditionally
transits to the WAITING state A3 (h3).  [0130] In the
BREAKUP state E3, the ring message receiving section
224 sets a value of the variable RBRK to be true. In
the BREAKUP state E3, the ring message receiving
section  224 unconditionally transits to the
CONFIGURING state F3 (j3).  [0131] 75 In the
CONFIGURING state F3, the ring message receiving
section  



224 sets a value of the variable RCRCV to be true so
as to register  the IP address contained in the
received ring configuration message  on the ring
member table. In the CONFIGURING state F3, the ring
message receiving section  224 unconditionally
transits to the WAITING state A3 (i3).  [0132] 0 The
ring message receiving section 224 forms and
reconfigures  the logical ring 16 in accordance with
the following rules. (1) A ring ID is assigned to each
of the logical rings 16.  The DHCP servers 2 having
the same ring ID form the logical ring 16. (2) The
DHCP server 2 cannot commit information before the
signal transmitted by itself returns. (3) If the DHCP
server 2 receives the identical information
transmitted from another DHCP server 2 before the
information  transmitted by itself returns, a) the
DHCP server 2 does not relay the information to the
other DHCP servers 2 when its own order of priority is
higher than  those of the other DHCP servers 2, b) the
DHCP server 2 forwards the information of the other
DHCP servers 2 and cannot commit the information
issued by itself  when its own order of priority is
lower than those of the other  DHCP servers 2. 76 0 



(4) If the information transmitted by the DHCP server
2 itself  does not return within a time limit, the
DHCP server 2 cannot commit  the information. (5) When
the timer ring_update_timer expires (time runs out),
the DHCP server 2 broadcasts the ring configuration
signal so as  to reconfigure the logical ring 16. (6)
The master DHCP server 2 in the logical ring 16 (the
DHCP  server 2 with the smallest server ID in the
logical ring 16) sends  the ring update signal to the
logical ring 16 before the timer  ring-update-timer
runs out of time, thereby maintaining the logical
ring 16. [0133]  [Address assignment section 226] The
address assignment section 226 operates in cooperation
with the ring management section 220 and the DHCP
processing section  202. The scope is shared in the
logical ring 16 as a virtual scope.  The virtual scope
is divided into VSSs so as not to cause any
duplication between the DHCP servers 2 in the logical
ring 16. The  VSSs are respectively associated with
the DHCP servers 2.  [0134] The entries in the table
of the scope and VSSs include the  following items: an
IP address of the DHCP server 2 to which the 1P
address 77 is assigned; 



flags: S: 1 for synchronized entries, and P: 1 for
entries being synchronized for assignment (lease) ; an
IP address; a MAC address; and an assignment (lease)
time limit. [0135] Fig. 31 is a diagram showing an
assignment message (lease  message) used by the
address assignment section 226 for the processing,
where Fig. 31(A) shows the entire assignment message,
Fig. 31(B)  shows assignment information illustrated
in (A), and Fig. 31(C)  shows a VSS message. As shown
in Fig. 31 (A) , the assignment message contains a
flag  group, a sender, a server, and assignment
information. A flag group of the assignment message
contains a flag D and  a flag Q/R. When the flag D is
true, it indicates nonuse illustrated  in Fig. 14.
When the flag Q/R is true, it indicates a query (Figs.
13 and 14). When it is false, it indicates a reply.
The sender indicates the IP address of the DHCP server
2 sending  the message. The server indicates the IP
address of the DHCP server  2 assigning the IP address
of the client 10 to be synchronized by  the message.
78 [0136] As shown in Fig. 31(B), the assignment
information contains  



the IP address, the MAC address, and the assignment
time limit (lease  time limit). Moreover, as shown in
Fig. 31(C), the VSS message contains  a flag DUP, the
sender, and the VSS information. In the VSS message, a
value of the flag DUP becomes 1 when  u VSS
duplication occurs. C) The sender indicates the IP
address of the DHCP server 2 sending  the VSS message.
The VSS information indicates VSSs obtained by
dividing the  VS (the virtual scope) shared in the
logical ring 16 as illustrated  in Fig. 18, and is
obtained by, for example, associating the order  of
division 1 of the VSS expressed in Formula 1 and
factors Al and  B111 with each other. The VSS
information is repeated for 0 time or more. [0137] The
address assignment section 226 uses the following
variables.  A variable NDESYNC: the number of entries
with the value 0 of flag S in the scope or in the VS
table shown in Fig. 12(B).  Avariable DHREQRCV: its
value becomes true when the DHCP server  program 202
gives a reply to the assignment request from the
client  computer 10. A variable VSIMP : its value
becomes true when the VSS is imported 79 for
combination. A variable RSTVSS : its value becomes
true when the VSS is reset. 



[0138] The ring message receiving section 224 and the
DHCP processing  section 202 are connected to each
other by, forexample, abidirectional  FIFO (not
shown). In the direction from the DHCP processing
section 202 to the  Q ring message receiving section
224, assignment information for initiating the
assignment in  response to the IP address assignment
request (the DHCP request)  from the client computer
10, and notification that the IP address assignment is
terminated in  response to the notification of the IP
address assignment (DHCP  assignment (lease)) are
output through the bidirectional FIFO. In the
direction from the ring message receiving section 224
to the DHCP processing section 202,  U transmission
permission of a reply (ACK) or a negative reply
(NACK) to the IP address assignment request is output
through the  bidirectional FIFO. [0139] The DHCP
processing section 202 has to synchronize the IP
addresses with another DHCP server 2 by the address
assignment section  226 when it receives the IP
address assignment request. The DHCP processing
section 202 replies to the IP address 80 assignment
request (the DHCP request) in accordance with the
result  returned from the address assignment section
226. 



The DHCP processing section 202 has to provide the IP
address  from the range of the scope calculated by the
address assignment  section 226. [0140] The DHCP
processing section 202 of the master DHCP server 2 is
out of the logical ring 16. However, when it receives
the IP U address assignment request (the DHCP request)
to the DHCP server  2 that has to be basically
contained in the logical ring 16, the  DHCP processing
section 202 returns the ACK instead of that DHCP
server 2. [0141] As shown in Figs. 12(A) and 12(B),
the VS is shared by the  DHCP servers 2 included in
the logical ring 16. As shown in Fig. 12 (B) , the
DHCP server 2 is associated with  the VSS possessed
when it is isolated from the logical ring 16 so  as to
be able to provide the IP address from the VS in the
ring  containing the VSS. The DHCP servers 2 remaining
in the logical ring 16 cannot  provide the IP address
from the range of the VSS associated with  the DHCP
server 2 that departs from the logical ring 16. The
VSS is kept unless it is explicitly reset by an
administrator  of the logical ring 16 or the like. 81
If the VSS is explicitly reset, the IP address
assignment by  the DHCP server 2 associated with the
reset VSS is cancelled.  



[0142] [State transition of the address assignment
section 226] Fig. 32 is a state transition diagram of
the address assignment  section 226 shown in Fig. 26.
As illustrated in Fig. 32, the address assignment
section 226  can have seven states. Among the seven
states, in a STANDBY state C6, the formation  of the
logical ring 16 is waited for. In a SYNCHRONIZING
state D4, the VSS and the assignment  information are
synchronized with another DHCP server 2. In this
state, the DHCP server program 202 is not permitted to
assign the  IP address. In an ISOLATED state G4, VSS
duplication is detected so that  the IP address
assignment is not permitted. In a READY state E4, the
synchronization with another DHCP  server 2 is
established so that the IP address assignment is
possible.  In a PENDING-LEASE state F4, when the IP
address is assigned in response to a request, the
synchronization with another DHCP  server 2 is being
obtained. [0143]
Whentheprocessingisinitiated,theaddressassignmentsecti
on 226 goes into the INIT state A4. 82 In the INlT
state A4, the address assignment section 22 6 transits
to a VSS reset state B4 under the condition that a
value of the  variable RSTVSS becomes 1 (a4) .
Otherwise, the address assignment  



section 226 transits to the STANDBY state C4 (b4). The
address assignment section 226 unconditionally
transits  from the VSS reset state B4 to the STANDBY
state C4 (c4).  [0144] In the STANDBY state C4, the
address assignment section 226  transits to the
SYNCHRONIZING state D4 when a value of the variable
VSSDUP is true (d4) In the SYNCHRONIZING state D4, the
address assignment section  226 sets a value of the
variable VSSDUP false and a value of the  variable
VSIMP false so as to send its own VSS to the logical
ring  16 by means of the VSS message illustrated in
Fig. 31(C). Then, after the VSIMP becomes true, the
address assignment  section 226 sends a message with a
false synchronized flag in the  VS table illustrated
in Fig. 12 (B) to the logical ring 16 by means  of the
message illustrated in Fig. 31(A). In the
SYNCHRONIZING state D4, the address assignment section
226: transits to the ISOLATED state G4 under the
condition that  a value of the variable VSSDUP becomes
true (g4); transits to the STANDBY state C4 under the
condition that a  value of the variable ASSOC becomes
false (e4); and 83 transits to the READY state E4
under the condition that a value  of the variable
NDESYNC is 0 and a value of the variable VSIMP becomes
true (f4) [0145] 



U 0 In the ISOLATED state G4, the address assignment
section 226  transits to the STANDBY state C4 under
the condition that a value  of the variable ASSOC
becomes false (k4). In the READY state E4, the address
assignment section 226:  transits to the PENDING LEASE
state F4 under the condition  that a value of the
variable DHREQRCV becomes 1 (h4); and transits to the
STANDBY state C4 under the condition that a  value of
the variable ASSOC becomes false (j4). [0146] In the
PENDING-LEASE state F4, the address assignment section
226 registers the IP address to be assigned on the VS
table illustrated  in the Fig. 12 (B) with the flag
being assigned to be true. At the  same time, an
assignment message, which contains additional
assignment information for the IP address (the MAC
address and the  assignment time limit illustrated in
Fig. 31 (B) ) , the flag D being  false, and the
sender and the server being indicated by its own  IP
address, is created so as to be transmitted to the
logical ring 16. In the PENDING LEASE state F4, the
address assignment section 226 unconditionally
transits to the READY state E4 (i4). 84 [0147]
[Assignment message receiving section 228] The
assignment message receiving section 228 operates in  



cooperation with the address assignment section 226.
The assignment message receiving section 228 uses the
following  variables: a flag group in the assignment
message; a flag D indicating an object to be deleted;
and a flag Q/R being true when it indicates a query
and false  when it indicates a reply. [0148]  [State
transition of the assignment message receiving section
228]  Fig. 33 is a state transition diagram of the
assignment message receiving section 228 shown in Fig.
26. As illustrated in Fig. 33, the assignment message
receiving  section 228 can have eight states .  Among
the above eight states, in a waiting state A5, the
assignment message receiving section  228 waits for an
assignment message. Ina replying state D5, the
assignment message receiving section  228 replies
because it receives a query to the DHCP server 2.  In
a forwarding state H5, an assignment message of
another  DHCP server 2 is forwarded. In a applicating
state G5, an assignment message of another 85 DHCP
server 2 is applicated to local VS table. In a
mark_sync state B5, the synchronization with another
DHCP  server 2 is established. 



In a commit state C5, an ACK to the IP address
assignment is  allowed to be returned. In a cancel
state E5, assignment is cancelled because the IP
address is already assigned by another DHCP server 2.
In a reject state F5, a NACK to the IP address
assignment is  allowed to be returned so as to
instruct another DHCP server 2 to  delete the IP
address. [01491 When the processing is initiated, the
assignment message  receiving section 228 goes into
the waiting state A5. In the waiting state A5, the
assignment message receiving  section 228: transits to
the mark_sync state B5 when the assignment message
receiving section 228 receives a reply assignment
message including  the sender that is itself and the
flag DUP in the message is false  (b5) ; transits to
the replying state D5 when the assignment message
receiving section 228 receives a query assignment
message including  the sender that is not itself and
the server that is itself (f 5) ; transits to the
cancel state E5 when the assignment message  receiving
section 228 receives a response assignment message 86
including the sender that is not itself, the flag
being assigned  in the entry of the VS table
corresponding to the IP address to  be assigned in the
reply assignment message is true, and the order  of
priority of the sender is higher than its own order of
priority  



(h5); transits to the forwarding state D5 when
receiving a query  assignment message including the
sender that is not itself (m5); U transits to an
applicating state G5 when receiving a response
assignment message and the server in the message is
different from  its own IP address (15); and
otherwise, remains in the waiting state A5 (a5).
[0150] U In the mark-sync state B5, the assignment
message receiving  section 228 sets the flag being
assigned to be false and the synchronized  flag to be
true if there is any entry in the VS table, which
corresponds  to the IP address to be assigned in the
received assignment message.  In the mark-sync state
B5, the assignment message receiving section  228:
transits to the commit state B5 if the entry of the IP
address  to be assigned is present in the VS table
(d5); and otherwise, transits to the waiting state A5
(c5). [0151] In the commit state B5, after the
assignment message receiving section 228 gives an
assignment reply permission to the DHCP processing 87
section 202 for the IP address to be assigned, it
unconditionally  transits to the waiting state A5
(e5). In the replying state D5,after the assignment
message receiving  section 228 sets the response
assignment message to the received  



query assignment message to be its own IP address of
the sender  and the server and fetches the MAC address
and the assignment time  limit from the entry of the
VS table corresponding to the IP address Q to be
assigned in the query message so as to use them as the
assignment  information to create a reply assignment
message to the received  query assignment message, it
transmits the thus created response  assignment
message to the ring. Moreover, if the entry
corresponding to the query is not found  in the VS
table, the assignment message receiving section 228
creates  a reply assignment message with the flag D
being true for the IP  address to be assigned so as to
transmit it to the ring. Thereafter, the assignment
message receiving section 228 unconditionally transits
to the waiting state A5 (g5).  [0152] In the CANCEL
state, the assignment message receiving section  228
updates the entry of the VS table corresponding to the
IP address  to be assigned in the received response
assignment message by  overwriting it with the
assignment information in the received  response
assignment message. In the CANCEL state, if the
assignment message receiving section 88 228
successfully updates the entry of the IP address to be
assigned  to the VS table, it transits to the reject
state E5 (j5); and otherwise, transits to the waiting
state A5 (i5). [0153] In the reject state E5, after
the assignment message receiving  



section 228 gives an assignment rejection reply
permission to the  DHCP processing section, it
unconditionally transits to the waiting  state A5
(k5). In the applicating state G5, after 1 is
subtracted from the  variable NDESCYNC and the entry
is updated by overwriting it with  the assignment
information in the received response assignment
message if the synchronized flag of the entry of the
VS table, which  corresponds to the IP address to be
assigned in the received response  assignment message,
is false, the assignment message receiving  section
228 unconditionally transits to the waiting state A5
(n5). In the forwarding state D5, after sending the
received  assignment message to the ring, the
assignment message receiving  section 228
unconditionally transits to the forwarding state H5
(05). [0154]  [VSS message receiving section 230] The
VSS message receiving section 230 operates in
cooperation  with the address assignment section 226.
The VSS message receiving section 230 uses the
following 89 variable:  a flag field of the VSS
message. The VSS message contains the VSS information,
that is, the  order of division n and the repetition
of An and Brain obtained by  generalizing Al and Bliz
in Formula 1. The VSS information item is not single
and repeated for zero  



or more times. If there is no VSS (immediately after
all the logical  rings 16 are reset or the like) , the
number of VSS information becomes  zero. [0155]
[State transition of the VSS message receiving section
2301  Fig. 34 is a state transition diagram of the VSS
message receiving  section 230 shown in Fig. 26. As
illustrated in Fig. 34, the VSS message receiving
section  230 have five states. Among them, in a
waiting state A6, the VSS  message receiving section
230 waits for a VSS message. In a merging state B6,
the own VSS of the DHCP server 2 is  merged with
(listed in parallel to) the VSS of another DHCP server
2. In a duplicate-VSS state C6, VSS duplication is
detected with  another DHCP server 2. In a forwarding
state D6, the VSS obtained by the merger in  the
merging state B6 is forwarded. In an importing state
E6, a returned VSS is imported as a VS. 90 [0156] When
the processing is initiated, the VSS message receiving
section 230 goes into the waiting state A6. In the
WAITING state, the VSS message receiving section 230:
transits tothemerging state B6 when receiving a
VSSmessage containing  the VSS (a6); and transits to
the importing state E6 when it receives the VSS 



message containing the VSS and thesender of the
VSSmessage corresponds to the IP address of the DHCP
server 2 sending the message (f6). [0157] U In the
merging state B6, the VSS message receiving section
230 examines whether the received VSS and the its own
VSS are duplicated  or not. If VSS duplication is
detected, the VSS message receiving  section 230
transits to the DUPLICATE_VSS state (b6) , and
otherwise,  transits to the forwarding state D6 after
merging the its own VSS  with the received VSS message
(d6). In the duplicate_VSS state C6, after setting the
variable VSSDUP  to be true, the VSS message receiving
section 230 unconditionally  transits to the
forwarding state D6 (c6). [0158] In the forwarding
state D6, the VSS message receiving section  230 sends
the received VSS message to the ring without any
change  when the variable VSSDUP is false, while the
VSS message receiving  section 230 sends the received
VSS message to the ring after setting 91 the flag DUP
in the VSS message to be true when the variable VSSDUP
is true, the VSS message receiving section 230
unconditionally  transits to the waiting state A6
(e6). In the importing state E6, the VSS message
receiving section  230 imports a VSS group obtained by
the merger as a VS when the  flag DUP in the received
VSS message is false. If the imported VS  is supposed
to be n-l-th division, the VS is subjected to n-th
division  



based on Formula 3 so as to obtain and store VSSs.
Then, the variable VSIMP is set to be true. If the
flag DUP  in the received VSS message is true, the
variable VSSDUP is set  to be true without performing
the importing. After the above  processing, the VSS
message receiving section 230 unconditionally
transits to the waiting state A6 (g6). [0159]
[Transmission section 232] The transmission section
232 uses the following variable.  A variable NXMITQUE:
for keeping the number of messages in  the
transmission queue in the transmission section 232.
[0160]  [State transition of the transmission section
232] Fig. 35 is a state transition diagram of the
transmission section  232 shown in Fig. 26. As
illustrated in Fig. 35, the transmission section 2 32
contains  a transmission queue (not shown) in the
transmission section 232 92 and has three states. [
01611 In an init state A7, the transmission queue in
the transmission  section 232 is vacated. In awaiting
state B7, the transmission queue in the transmission
section 232 is waited for not being vacant. In a
transmitting state D7, a message is in the
transmission  0 queue in the transmission section 232
and the message in the  



transmission queue is transmitted. [0162] When the
processing is initiated, the transmission section  232
goes into the init state A7. In the init state A7, the
transmission section 232 vacates  the transmission
queue in the transmission section 232. In the init
state A7. the transmission section 232 transits  to
the waiting state B7 under the condition that TCP
connection  to a next ring member is established when
the ring management section  220 is in the TENTATIVE
SLAVE state C1 (a7). [01631 In the waiting state B7,
the transmission section 232: transits  to the init
state A7 under the condition that a value of the
variable  ASSOC becomes false (b7); and transits to
the transmitting state D7 under the condition that  a
value of the variable NXMITQUE is not 0 (c7). 93 In
the transmitting state D7, the transmission section
232  transmits a message in the transmission queue in
the transmission  section 232 to the logical ring 16
and subtracts 1 from the variable  NXMITQUE for each
transmission. Then, the transmission section 232
transits to the init state A7 under the condition that
the value  of the variable NXMITQUE is 0 (d7). 10164]
[The VSS management section 240 and the like] The VSS
management section 240 creates the VS table (Fig. 12
(B) )  



so as to store it in the VSS-DB 246. The VSS
management section  240 uses the stored VS table for
the processing in the other components  of the ring
control program 22, the DHCP processing section 202
and the proxy ARP processing section 204. Furthermore,
the VSS management section 240 modifies and manages
the contents of the stored VS table in accordance with
the processing  of the other components of the ring
control program 22. 0 [0165] The VSS division and
combination section 242 provides a function  necessary
for the VSS reconfiguration for the other components
of  the ring control program 22. As the function of
the VSS division and combination section  242, the
function required for the processing in the state E6
of  the VSS message receiving section 230 (Fig. 34),
the function for  storing and managing the recursive
formulae (Formulae 1 to 3), and 94 the like can be
given as examples. [0166] The VSS duplication
determining section 244 provides a function  necessary
for the determination of VSS duplication (Formulae 4
to  18) for the other components of the ring control
program 22. As the processing using the function of
the VSS duplication  determining section 244, the
processing in the state B6 of the VSS  message
receiving section 230, and the like can be given as
examples.  [0167] 



The belonging VSS determining section 248 provides a
function  (Formulae 19 and 20) necessary for the
determination of the VSS  to which a certain IP
address belongs, for the other components  of the ring
control program 22. The APR request processing section
250 controls the proxy ARP  processing section 204 so
as to perform the processing for sending  a gratuitous
ARP request, which is required when the DHCP server  2
reassigns the IP address instead of another DHCP
server 2.  Industrial Applicability [0168] The present
invention can be used for a server device having a
redundant configuration and the like. 95 CLAIMS  [1] A
server system including a plurality of server devices,
the  plurality of server devices performing processing
using a plurality  of processing data without
duplication, each of the plurality of  server devices
relaying a signal initially transmitted by any of  the
server devices or a signal corresponding to the
initially  transmitted signal to any of the other
server devices so that the Q signal passes through all
the server devices to be finally received  by the
server device initially transmitting the signal,
wherein each of the plurality of server devices
includes:  transmission means for transmitting a first
signal indicating  that any of the processing data is
in use to another one of the  server devices when the
processing data is to be used; 



relay means for receiving the first signal from the
another  server device and relaying the first signal
thus received to the  other server devices; and 0 use
permit means for permitting use of the processing data
to be used when the first signal is transmitted from
the transmission  means to be relayed from the other
server devices. [2] A server device, which may be used
in plural, a plurality of  the server devices
performing processing using a plurality of  processing
data without duplication between a plurality of
servers  when used in plural, each of the plurality of
server devices relaying  a signal initially
transmitted from any of the server devices or 96 a
signal corresponding to the initially transmitted
signal to any  of the other server devices so that the
signal passes through all  the server devices to be
finally received by the server device initially
transmitting the signal, wherein each of the plurality
of server devices includes:  transmission means for
transmitting a first signal indicating  that any of
the processing data is in use to another one of the  V
server devices when the processing data is to be used;
0 relay means for receiving the first signal from the
another  server device and relaying the first signal
thus received to the  other server devices; and use
permit means for permitting use of the processing data



to be used upon reception of the first signal that is
transmitted  from the transmission means and relayed
from the other server devices.  [3] The server device
according to claim 2 further comprising  processing
means for performing predetermined processing by using
the processing data permitted for use. [4] The server
device according to claim 3, wherein: each of the
server devices further comprises processing data
aggregate creating means corresponding to any of the
server devices,  the processing data aggregate
creating means being for creating  aprocessingdata
aggregate containing at least one piece of processing
data without duplication; any of the processing data
aggregate creating means of the 97 plurality of server
devices creates the processing data aggregate;  each
of the processing means of the server devices uses the
processing data contained in the processing data
aggregate associated  with the server device to
perform processing; each of the transmission means of
the server devices transmits  the first signal
indicating the use of the processing data to be  used
by the processing means for processing to any of the
other  U server devices; and each of the use permit
means of the server devices permits  the processing
means to use the processing data to be used when  the
use permit means receives the first signal that is
transmitted  from the transmission means and relayed
from the other server devices.  [5] The server device
according to claim 4, wherein a first  



identifier indicating at least a relay order of the
first signal  is uniquely assigned to each of the
server devices; and the relay means relays the first
signal thus received to the  server device that is to
receive the first signal next in accordance  with the
assigned first identifier. [6] The server device
according to claim 4, wherein: each of the server
devices further comprises server group  creating means
for creating a server group containing all the server
device capable of transmitting data to the server
device itself; in any one of the server devices
contained in the server group,  the processing data
aggregate creating means corresponds to 98 any of all
the server devices contained in the server group and
creates the processing data aggregate containing at
least one  processing data without duplication; and in
each of the server devices, the processing means uses
the processing data contained in  the processing data
aggregate associated with the server device  to
perform processing; 0- the transmission means
transmits the first signal indicating the processing
data to be used by the processing means f or
processing  is in use to any of the other server
devices; and the use permit means permits the
processing means to use the  processing data to be
used when the use permit means receives the  first
signal that is transmitted from the transmission means
and  relayed from the other server devices. 



[71 The server device according to claim 6, wherein an
identifier  indicating an order of priority of the
server device is uniquely  assigned to each of the
server devices; and the server group creating means of
the server device having  the identifier indicating
the highest order of priority in the server  group
creates the processing data aggregate. [81 The server
device according to claim 7, wherein the server  group
creating means of the server device creates the
processing  data aggregate by aggregating the
processing data corresponding  to all the server
devices contained in the group and distributing 99 the
aggregated processing data to all the server device
contained  in the group. [9] The server device
according to claim 6, wherein each of the  server
devices further comprises: use status management means
for managing a status of use  indicating whether each
of the processing data contained in the  corresponding
processing data aggregate is in use or not; and
synchronizing means for synchronizing the status of
use managed  by the use status management means of any
of the server devices  and a status of use managed by
the use status management means of  each of the
servers contained in the created server group, in any
of the server devices when the server group is
created. [10] The server device according to claim 9,
wherein: the synchronizing means of any of the server
devices transmits  a second signal for inquiring a
status of use of each of the processing  



data and determines the processing data corresponding
to the second  signal is in use when the second signal
is relayed to be returned,  and otherwise determines
that the processing data corresponding  to the second
signal is not in use, to synchronize the statuses  of
use; and the relay means of each of the server devices
relays the second  signal to the other server devices
only when the relay means receives  the second signal
from another server device and the processing  data
corresponding to the received second signal is in use.
100 [11] The server device according to claim 10,
wherein: the predetermined processing is for
dynamically assigning an  IP address to a
communication node in accordance with a DHCP (Dynamic
Host Configuration Protocol); and each of the
plurality of processing data indicates the I P address
that can be assigned to the communication node. [12] A
data processing method implemented by a server device
that 0 may be used in plural, in which a plurality of
processing data are used without duplication between a
plurality of the server devices  when the server
device is used in plural to perform processing,  the
method comprising the steps of: relaying a signal
initially transmitted from any of the server  devices
or a signal corresponding to the first transmitted
signal  to any of the other server devices and is the
signal passes through  all the server devices and is
finally received by the server device  initially
transmitting the signal; 



transmitting a first signal indicating use of
processing data  to another server device when any of
the processing data is to be  used; receiving the
first signal from the another server device and
relaying the received first signal to any of the other
server devices;  and permitting use of the processing
data to be used upon reception of the first signal
relayed from the other server devices that is 101
transmitted by the transmission means. [13] A program
of a server device, which may be used in plural,
including a computer, the server devices performing
processing using  a plurality of processing data
without duplication between a plurality  of servers
when used in plural, each of the server devices
relaying   signal initially transmitted from any of
the server devices or   signal corresponding to the
initially transmitted signal to any  of the other
server devices so that the signal passes through all
the server devices to be finally received by the
server device initially  transmitting the signal, the
program causing the computer of each  of the server
device to execute the steps of: transmitting a first
signal indicating use of processing data  to another
server device when any of the processing data is to be
used; U receiving the first signal from the another
server device and  relaying the received first signal
to any of the other server devices;  



and permitting use of the processing data to be used
upon reception  of the first signal relayed from the
other server devices that is  transmitted by the
transmission means. 102 








