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DESCRI PTI ON SERVER SYSTEM SERVER DEVI CE AND METHOD

THEREFOR Technical Field [0001] The present invention

relates to a server system of a redundant

configuration with inproved reliability, a server

device used in the system and a nethod therefor.

Background Art [0002] Patent Docunents 1 and 2

di scl ose a nethod of assigning an |P address to a

node such as a conputer in accordance with a DHCP

(Dynam ¢ Host Confi gur BEPORIPEEPBCcol ). There are

provided a plurality of servers, each being provided

W t BERVERe SYISTEM, UISERVER DEVICEASND BDIRCP e MusRHI@R

assigning an |P address to each node in a network in
TechAteol drnsedwi th the DHCP, are installed in a single

network so as to provide redundancy, thereby
[oooipproving reliability of the servers. However, for

exanpl e, in providing redundancy for the DHCP

S Latormati.on i ndicati the correl ation

Dot fE R R Y B SR 0 A8 e 940 2 redundant

requi red to, he managed so as not to generate any o
cont | GHAEFSR Gl AT e b IAAE A G s o 98FS = HEamber, used in

it is not always easy to manage information so as not
the sysERPerat@ anjethednsherefiey- anong a plurality of

servers. Patent Docunent 1: JP 2000-59387 A 1 Patent
Back@oeunéndr2: JP 2001-203806 A

[0002]

Patent Documents 1 and 2 disclose a method of assigning an
IP address to a node such as a computer in accordance with a DHCP
(Dynamic Host Configuration Protocol).

Therea;eprovideda;ﬂuralityofservers,eachbeingprovided
with a specific function, such as a DHCP server for assigning an
IP address to each node in a network in accordance with the DHCP,
are installed inasinglenetwork soas toprovide redundancy, thereby
improving reliability of the servers.

However, for example, in providing redundancy for the DHCP
servers, information indicating the correlation between an address
and a node and the like is required to be managed so as not to generate
any inconsistency among a plurality of servers.

However, it is not always easy to manage information so as
not to generate any inconsisténcy among a plurality of servers.

Patent Document 1: JP 2000-58387 A
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Di scl osure of the Invention Problens to be solved by
the I nvention [0003] The present invention is nade in
vi ew of the above-described background, and has an
obj ect of providing a server systemthat is inproved
to enabl e informati on managenent w t hout generating
any inconsistency anong a plurality of servers, a
server device wused in such a system and a nethod
therefor. More specifically, the present invention has
Patenth RDijweentof2: pFoViA0 he2@38@6 vRr systemthat is
i nproved to be capabl e of managi ng addresses to be
Disclhssignedf tcheoltesersioi@&s not to generate any
i nconsi stency anong a plurality of redundant DHCP
ProbB@ﬁs/elfcﬁ,b@nQoPife@% GHAIrAPeht 1S addresses in
accordance with a with high reliability, a
[000§Erver device and a nethod therefor. Means for sol ving
e Problem [0004] In order to achieve the above
ohj,ec cordin 0 the r ent jnvention, there
pﬁ%&? rgs% %e%%gg t%g?e%ﬁ euaphﬁﬁ%ﬁ uFBrig5Pe V%ﬁdescrlbed
K Serv evices, the plurality of server deV|ces
‘?ﬁ{marrgé B3% s S Gisi g REGTARHIG t§ W iRborssieny that
data wi t hout duplication, each of the plurality of
is ingppapegd d@l@@k%l@f@]@n@m@mnag&mem& |lwithout generating
transmtted by any of the server devices or a signal
any igororesimingtiayy antand he phitdBity ¢f ansridied i gnadet Hevice
any of the other server devices 2 so that the signa

used PAsSASCH Y augle | die Sefvatodemicessdo. be finally
received by the server device initially transmtting

the & g&ﬂfﬂclflcally, the present invention has an object of
providing a server system that is improved to be capable of managing
addressestobeassignedtonodesscasnottogenerate anyinconsistency
among a plurality of redundant DHCP servers, and of assigning the
IP addresses in accordance with a DHCP with high reliability, a
server device and a method therefor.
Means for solving the Problem
[0004]

In order to achieve the above object, éccording to the present
invention, there is provided a server system including a plurality
of server devices, the plurality of server devices performing
processingusingaplurality of processingdata without duplication,
each of the plurality of server devices relaying a signal initially
transmitted by any of the server devices or a signal corresponding

totheinitially transmitted signal toany of the other server devices
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wherein each of the plurality of server devices
i ncludes: transm ssion neans for transmtting a first
signal indicating that any of the processing data is
in use to another one of the server devices when the
processing data is to be used; relay neans for
receiving the first signal fromthe another server.
device and relaying the first signal thus received to
the other server devices; and use pernmt neans for

So thpertdie s1gga Lpe sck st hler prgived ity datraetaldvd desetlo weefMinally
the first signal is transmtted fromthe transm ssion

receineahdyt ahee setreleayedvitem hheiat her tﬁﬁﬁé’lﬁitgﬁﬂg C€®e signal,
[ 0005] Further, according to the present invention,

wherdiité£ch § fRh@W 1R 1 & SE&F ¥ELvEEULGS ce WG JIRS .08 USSR s s i on
in plural, a plurality of the server devices
(Mpn I i_ng.usi.ng. utality, of processing
e W T hait. G, Eatron oot Geah ShB tHarPey BFE any'%e ehe
ser.ver en_used in plural, each of the plurality of
Process Vet %ae\?i st éllsgy{;ﬁgaréo%egﬁgpe ?igii'tkiealsleﬁver devices when
transmtted fromany of the server devices or a signa
the RrAGRSSIidREa 45t ke Phi BFaFF yretavshearedier gredetolng the
. any of the other server devices so that the signa
firstygidgagli irgudheaphotherseramrer deviicesanad red afiimal te first
received by the server device initially transmtting
signalhéisisgmalce iwleer eionthachthbrt berpburabviyedf £0dM¥e permit
devi ces includes: transm ssion nmeans for transmtting
meansA ffdd PerdliGhalng iyl &t it Wi dhe RPGERSSIMH when

data is in use to another 3 one of the server devices

the £AHSR SRENRNOLESS NGLAA fod Sildh BRLIEEMh s €LY REDS: o be

for receéiving the first signal fromthe another server
relaﬂﬁy'ﬁq%rrﬁr{q‘ler ec!te}yelrn%etrqreezf IJeS\}icsra!sg.nal thus received to

the other
f0005]

Further, according to the present inve'ntioﬁ, there is provided

a server device, which may be used in plural, a plurality of the
server devices performing processingusingapluralityof processing
data without duplication between a plurality of servers when used

in plural, each of the plurality of server devices relaying a signal

initially transmitted from any of the server devices or a signal

corresponding to the initially transmitted signal to any of the

other server devices so that the signal passes through all the server
devices to be finally received by the server device initially
transmitting the signal, wherein each of the plurality of server
devices includ_es: transmissionmeans for transmittinga first signal

indicating that any of the processing data is in use to another



server devices; and use permt neans for permtting
use of the processing data to be used upon reception
of the first signal that is transmtted fromthe
transm ssion neans and relayed fromthe other server
devi ces. [0006] Preferably, the server device further
i ncl udes processing neans for performng
predet erm ned processing by using the processing data
permtted for use. [0007] Preferably, each of the
one ofether sgaviesedetirehevhénct velgsroqriessidataddtsato be used:
aggregate creating neans corresponding to any of the
relageraees fevimessitiiey phecesss NG idalad agenedad anoh@atd NGerver
means being for creating a processing data aggregate

devi@OMHd NWh Pind asd £ ORS: M L5 PfIOCRSSI NG LR the other
W t hout duplication, any of the processing data

servA@IUEPALEs CF LRG| HgﬁgB%%i‘Bf m%laﬁsplf%ﬁ:algjetr)fni%fttizl%r \e/ugsreh of the

devices <creates t rocessing data aggrega C

of the processing neans of the serve evi ges uses
Proceye 5t 8%&&9 ﬂ}%i{sae%&m ﬁsaePﬁl?ﬂeoft &Sﬁé&gisﬁgsaaﬂal that
: aggregat e associatedwi th the server device to perform
1s t%}gw% Ly, TReR Ry RN IR bTSIRR SRR Sreatd Blayed from the
server devices transmts the first signal indicating
othex e giar ofetdeedrocessing data to be used by the
processi ng neans for processing to any of 4 the other
[000&Jerver devices, and each of the use permt neans of
the server devices permts the processing neans to

userd e JPI0Eessd 8grveatiavi 0ce rused (WA dS & ssingmeans
permt neans receives the first signal that is
for ée{lﬁfﬁﬂfﬁ&%f%&%ﬂéﬁﬁﬁé@%é@é&%m%% rﬂ@yﬁpocessing
data permitted for use.
[0007]

Preferably, each of the server devices further includes
processing data aggregate creating means corresponding to any of
the server devices, the processing data aggregate creating means
being for creating a processing data aggregate containing at least
onepiece ofproceséingdatawithout duplication, anyoftheprocessing
data aggregate creating means of the plurality of server devices
creates the processing data aggregate, each of the processing means
of the server devices uses the processing data contained in the
processingdataaggregateassociatedwiththeserverdevicetoperform
processing, each of the transmission means of the server devices

transmits the first signal indicating the use of the processing

data to be used by the processing means for processing to any of
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the other server devices. [0008] Preferably, a first
identifier indicating at least a relay order of the
first signal is uniquely assigned to each of the
server devices, and the relay nmeans relays the first
signal thus received to the server device that is to
receive the first signal next, in accordance with the
assigned first identifier. [0009] Preferably, the
first identifier indicating at |least the relay order
the ofthehesyvest deivgeals i sndneggll 9f aglsd greed peomedchieahs of the
the server devices, and the aggregate creating neans
server ddiel aer verndew teewptbceaspnedad@igitnediski £Be processing
identifier creates the processing data aggregate.
data [tR0Bb6]ufseferabliie the Jdrmsitt hdaRki FEEE1 FUE RS Ffirst signal
i ndicates the order of priority of each of the server

that d&YiGRmH sraitd & RH0EQALS 20s8ALIAY, FBARS Qf 4t Pglayed from
server device with the first identifier I ndicating

the 5{E%fn§g¥§grcééggf%%1priority creates the processing

dat a aggr egat 1] Preferably, each of the server

[000€ﬁVices further includes server 5 group creating neans
r creating a server group containing all the server

device capable of transmitting data to the server

dAieranlonl fa fiaet ddemy idfierhdndécasingenicksast a relay

contained in the server group, the processing data
ordenggr elgatld rrteat gnglnenng icoelgsponisned acaaychfoflbhe server

t he server devices contained in the server group and
devices, and the relay means relays the first signal thus received
to the server device that is to receive the first signal next, in
accordance with the assigned first identifier.
[0009]

Preferably, the first identifier indicating at least the relay
order of the first signal is uniquely assigned to each of the server
devices, and the aggregate creating means of the server device with
a predetermined first identifier creates the processing data
aggregate.

[0010]

Preferably, the first identifier further indicates the order
of priority of each of the server devices, and the aggregate creating
means of the server device with the first identifier indicating
the highest order of priority creates the processing data aggregate.

[0011]

Preferably, each of the server devices further includes server
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creates the processing data aggregate containing at
| east one processingdataw thout duplication, and in.
each of the server devices, the processing nmeans uses
the processing data contained in the processing data
aggregate associatedwith the server device to perform
processing, the transm ssion neans transmts the first
signal indicating the processing data to be used by
the processing nmeans for processing is in use to any
groupfCrert piharesns vEer deveéaesng andseter useoper oohtatahsg all
permts the processing neans to use the processing
the sgatvart debicesepaldlen of hier asem pet Thd dBaANSorMeteisweset-h@svice
first signal that is transmtted fromthe

itselfﬁnﬁﬂiﬁﬁiQﬂuﬂ&&ﬂ$h@nQe&@béyagvﬁE@§1c%ﬁ@a@hgﬁriﬁefﬂgrserver
g

devi ces. [0012] Preferably, an identifier i1ndicatin

groupN ﬁéjeﬁr@éeﬁi% i %éﬂ_f’ﬁfea%%?g 264 Vc?feg@illjlgZ%ﬁ?#gci:cgyreel:yponds

assigned to each o ver devi ces;

e r creati means of the server device
to an ot gt LS ISENET a7 LCadi BAPF AGRE Aol i G SE TdRdePTaRD and
ri0£'ty in the,server group creates the processing
creatfs S Ag PEGSEES IPRO LA PIRASH AL, CRBIAERVES grodPast one
creating nmeans of the server device 6 creates the
Procesodd hyvwdhbauhgyrddans oy &gyt byasthgftthe serverdevices,
processing data corresponding to all the server
the plevtessinpnneanedusast hbeserveressdhouplaaikd contained in the
di stributing the aggregated processing data to all the

procesy Mef daey hggregataiaRed dif tllthy el Vet s8EoHP del@@: o perform
Preferably, each of the server devices further

procdd¥inflesth¥S@ ransmission means transmits the first signal
indicating the processing data to be used by the processing means
for processing is in use to any of the other server devices, and
theusepermitmeanspermitsthe processingmeans touse theprocessing
data to be used when the use permit means receives the first signal
that is transmitted from the transmission means and relayed from
the other server devices.

[0012]

Preferably, an identifier indicating an o;der of priority of
the server device is uniquely assigned to each of the server devices;
and the server group creating means of the server device having
the identifier indicating the highest order of priority in the server
group creates the processing data aggregate.

[0013]

Preferably, theservergroupcreatingmeansof theserverdevice



status managenent neans for managi ng a status of use

i ndi cating whether each of the processing data

contained in the correspondi ng processing data

aggregate is in use or not; and synchronizi ng nmeans

for synchroni zing the status of use managed by the use

status managenent neans of any of the server devices

and a status of use managed by the use status

managenent neans of each of the servers contained in
creatdre thegat ek seive dagrougy réda ta b yongy oé gd tien § @heefrocessing

devi ces when the server group is created. [0015]

data Poetrespbhyinthto syncth®Beziveg deanse Otormthehebhen the server
serverdevices transmts a second signal for inquiring

grou% st tafipine f t%c_r&‘tgﬁ%gia%%dgEQB%@%is@gigdétd@aa?ﬁeall the

eterm nes the processing a rrespondi'ng to
C . S is 1n use when the second signal is
Servﬁglglcg‘{}gldé% g@ etérler%élﬁ]nle%,t%%as%lf‘ﬁee? W s&'Riet er ni nes t hat

OOléfe processing data corresponding to the second
[ gnal is not in use, to synchronize the statuses of

use, and the relay means of each of the server devices

r AL uaR wesrd of gl sesvenedethees Samdremdénicdsdes: use

only when the relay neans receives the second signa
statys omraganert seeanes fevienagang 4 het processSiuge daddicating

corresponding to the received second signal is in use.

whet 0 B@lchPo ef ealpliyscdshd npr edet esdh frethdd Ageshel Sof®Esponding
dynam cally assigning an |IP address to a

proc&HIRN eRk SHgPROGLL LN ACRAILARGE Vi ¢ @n@s?ﬁ?ﬁggmgﬂ'}mj%eans

Host Configuration Protocol) , and each o

for sPRUE AOALY1nOLnBERAERSIIH, AAh e SEUEPLRS IS LR AL S ement
hat can be assi gne

means of any of the server devices and a status of use managed by

the use status management means of each of the servers contained

in the created server group, in any one of the server devices when

the server group is created.

[0015]

Preferably, thesynchronizingmeansof anyof theserverdevices
transmits a second signal for inquiring a status of use of each
of the processing data and determines the processing data
corresponding to the second signal is in use when the second signal
isrelayedtobereturned,andothérwisedeterminesthattheprocessing
data corresponding to the second signal is not in use, to synchronize
the statuses of use, and the relay means of each of the server devices

relays the second signal to the other server devices only when the

relay means receives the second signal from another server device



to the comuni cation node. ~ [0017] Further, according
to the present invention, there is provided a data
processi ng nethod i npl emented by a server device that
may be used in plural, in which a plurality of
processing data are used wthout duplication between
a plurality of the server devices when the server
device is used in plural to perform processing, the
method including the steps of: relaying a signa
and thaipietdys inadsirat ¢@dre $pomiany tof thdereserivesd devba@signal
or a signal corresponding to the first transmtted
is irsigwal to any of the other server devices and is the
si gnal passes through all the server devices and is
[ooi1djinally received by the server device initially
transmtting the signal; transmtting a first signa
[ S ' t anoth server
B S P ORERLIG U8 8.1 BTILNST SO M car 1y
recej ving_th rst signal fromthe another server
aSSlgd‘evrrgcsnaﬁ‘é ar%i%%ﬁ%&o fHECTREE SRY-9T Pdssignafceplapge with
he ot her server devices; and permtting use of
a DHC? h%%@%%@@ﬁﬁ&oalétlé!wr@t@@nd?sratqrqﬂilﬁ rardpetbafghsfomlity
first signal relayed fromthe other server devices
of priddstssing tedmsintiiedtby the TPaaddisssothaeatsn YOG igned
Further, according to the present invention, there is
to ther edndedh i giregraydenf a server device, which may be
used in plural, including a conputer, the server
[oo17evi ces perform ng processing using a plurality of
processi ng data w thout duplication between a

m?ﬁfﬂﬂéﬂﬁé%cé@ﬁ¥ﬁ£%othepresentinvention,thereisprovided
a data processing method implemented by a server device that may
be used in plural, in which a plurality of processing data are used
without duplication between a plurality of the server devices when
the server device is used in plural to perform processing, the method
including the steps of: relaying a signal initially transmitted
from any of the server devices or a signal corresponding to the
first transmitted signal to any of the other server devices and
is the signal passes through all the server devices and is finally
received by the server device initially transmitting the signal;
transmitting a first signal indicating use of processing data to
another server device when any of the processing data is to be used;
receivingthe first signal fromthe another serverdevice andrelaying
the received first signal to any of the other server devices; and

permitting use of the processing data to be used upon reception



when used in plural, each of the server devices
relaying a signal initially transmtted from any of
the server devices or a signal corresponding to the
initially transmtted signal to any of the other
server devices so that the signal passes through al
the server devices to be finally received by the
server device initially transmtting the signal, the
program causi ng the conmputer of each of the server

of thgeileett elgreturelapedsfeps wWie duhanseietviergdavicestthat is
signal indicating use of processing data to another

transertvesd devitdee tetsminys 0dn teag ocessing data is to
be used; receiving the first signal fromthe another

[oo1sserver device and relaying the received first signal
to any of the other server devices; and pernmtting

e sed 4pon rece
o ke aPEOEEERL RS AR BLLRORE IR URAE HEEFR ap Frovidea
vice that IS transmt b he transm ssion
aproﬁgSE“SOE Ye’éf‘f%‘ﬁecelfnv ﬁFPde)(Y 4853 AL BLEFAG- ticluding
server s%stenl t he server device, and the 9 nethod
acomET%ﬁﬁfBPesﬁr (& PBre<SERPE R RAPLPAE &F hAE ISANSAD Birality
managed so as not to generate any inconsistency anmong
of praces st ag defactl derwedspl Foat hen pedwesndi pguteliheg of servers

server system the server device, and the nethod

when tisecefiar pladdl pssesh asSitgRedcr¥atodesiean E@lﬁ?ﬂﬁ@eﬁ signal
SO as not to generate any i nconsi st ency anong a

initipluralddan safi dredurdapt anHER %ﬁév§é§ve£h&é€9¥eﬁ or_a 51gnal

assigning the IP address in accordance wth

corré@ﬁéh&kdﬁ1ﬂ6”ﬂﬁg” ﬂlﬁﬁaf¥§(¥ré%§ﬁ¥ﬂﬂgd(§léﬁafr%% any of the

Draw ngs

other server devices so that the signal passes through all the server
devices to be finally received by the server device initially
transmitting the signal, the program causing the computer of each
of the server device to execute the steps ¢f: transmiiting a first
signal indicating use of processing data to another server device
when any of the processing data is to be used; receiving the first
signal froﬁ the another server device and relaying the received
first signal to any of the other server devices; and permitting
use of the processing data to be used upon reception of the first
signal relayed from the other server devices that is transmitted
by the transmission means. |
Effect of the Invention

[0019]

According to the server system, the server device, and the



[0020] [Fig. 1] A diagramillustrating a configuration

of a network system to which a data processing nethod

according to the present invention is applied. [ Fig.

2] Aview illustrating hardware of client conputers,

amanagenment server, and DHCP servers shown in Fig. 1.

[Fig. 3] A diagram show ng a redundant configuration

of the DHCP servers shown in Figs. | and 2,

illustrating a case where all the DHCP servers
methogghggedornin hbemeammTic syverm dor mndiveradgicratan begnanaged

(a first logical ring). [Fig. 4] A conmmunication

SO asgwyubn et rgreaans Howong ian cassi gnoeda p PEOSESSy Of $drvers.
| P address to a client conmputer by the logical ring

strwrt Her Fiagcoddiin é:;l U&tfﬁé@@r\?’eﬁ%@%t‘@ﬂ?r ehkhSetFer device,
address i s assigne normal ly. [Fig. 5]

and tﬁ%%@h@@tﬂh%e%%q}legaarglﬁggéaigSSJ{M&]QO%QO&E%%%%ge managed

aSS|gnnent process or thecli uters

[ CD. shown, stratin
soas H%Q 4 sﬁegggml‘@' iCeEE L Eetny o i bita B bTRs pundant
A SI seqguence representing a test (ring
DHCP eé)‘J'f Shex éfg?ﬁ@lﬂﬁé’t‘ﬁe?h%&ﬁnﬁﬁdéétslsohnl Foeprdance with
ical ring shown in Fig 3 is maintained normally
the Qﬂé%uﬁlthIh%&hr%ﬁ%#ﬁ?%ﬂk@Se where the communication

in the logical ring is maintained normally. [Fig. 7] A
BrleﬂhQ&ﬁQﬂmpﬂiqnnqﬁuﬁm@ reveings occurring in the | ogica

ring (Fig. 3).
[0020]
[Fig. 1] A diagram illustrating a configuration of a network system
to which a data processing method according to the present invention
is applied.
[Fig. 2] Aviewillustratinghardwareofclient computers, amanagement
server, and DHCP servers shown in Fig. 1.
[Fig. 3] A diagram showing a redundant configuration of the DHCP
servers shown in Figs. 1 and 2, illustrating a case where all the
DHCP servers-included in the network system form one logical ring
(a first logical ring).
[Fig. 4] A communication sequence diagram showing an assignment
process of an IP address to a client computer by the logical ring
shown in Fig. 3, illustrating a case where the IP address is assigned
normally.

[Fig. 5] A communication sequence diagram showing an IP address

assignment process for the client computers by the logical ring

10



[Fig. 8 Adiagramillustrating an abnor mal
communi cati on sequence (S14) when the client conputer
(Fig. 1) nakes a request to the DHCP servers for the
| P address at the occurrence of an error in the
logical ring (Fig. 3) as shown in Fig. 7. [Fig. 9] A
diagramillustrating a second logical ring and a third
| ogical ring, which are configured by ring
reconfiguration processes (Fig. 11) when the error
showrpdewFd gas3shbhbus nrfFE ghg & dasd hbeeenviiléatibancccurs in IP
bet ween the DHCP servers included in the logical ring
addreswowrdwiHicgh. 3. [Fig. 10] A diagramillustrating an
abnormal conmuni cati on sequence in ring updating

[Fig.pef ar sednhY acHBELEE E@E?e§§ﬁ¥§ﬁg“@as S oVE I% Epdate for

occurs in the | ogical rlng Fig
judgihg [WHebne el catlon
IRe S Eqlence | Icustrar?llg%aggﬂ a %Vﬂn&% ecor |gur}Lr aJilno% Sﬁ?%"(fbsjé“ Fig.

._in_the serve | cal . shown in

3 i i AGETET Y 1ofoh viANPLRaSEPE: PGaRvERere the
(Mirtual Scope) that is shared 11 and set for each of

commyr ISR ddy Vidis Lamvael rimig.isl raid tdiedd ke rmadidaVs
tabl e .used f ornmanagi ngt heVS, wherepart (A) showsVSSs

[Fig.(Vilr fudiagsab- stopg)raeingeth ierrarf ocruekihgbie wind logical
part (B) shows a table of the VSin the first |ogica

ring r(Figy.stsdwn in Fig. 3. [Fig. 13] Afirst view showi ng a
comuni cati on sequence show ng an address

[Fig. SBWQ@H@@@&@&LQDlﬁéﬁﬁgﬁﬁngﬂniE%n@%gplsgéﬂﬁﬁﬁl&ébf n sequence
logical ring; Fig. 9 own in Figs. 8 and 10. [Fig.

(s14)1dheh Vh&WIShow egmguﬁég:og %ormuﬁ'aﬁéglgl} %ﬁ&%%%ﬁ the DHCP

shomnng the address synchroni zation proces
servé?gj%d%e %ﬁ!%}%ﬁi&éééﬁ% %@ the occurrence of an error in the

logical ring (Fig. 3) as shown in Fig. 7.

[Fig. 9] A diagram illustrating a second logical ring and a third
logicalring,whichareconfigurederingreconfigurationprocesses
(Fig. 11) when the error occurs as shown in Fig. 7 in the communication
betwgen the DHCP servers included in the logical ring shown in Fig.
3.

[Fig. 10] Adiagram illustrating an abnormal communication sequence
in ring updating performed by a master DHCP server when an error
occurs in the logical ring (Fig. 3) as shown in Fig. 7.

[Fig. 11] A diagram showing a communicafion sequence illustrating
a ring reconfiguration process in the DHCP servers (a logical ring;
Fig. 9) shown in Figs. 8 and 10.

[Fig. 12] A view illustrating a VS (Virtual Scope) that is shared

11
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ring; Fig. 9) shown in Figs. 8 and 10. [Fig. 15] A
diagramillustrating a node in which the third |ogica
ring is reconfigured as a fourth logical ring and a
fifth logical ring when an error occurs in the third
logical ring shown in Fig. 9. [Fig. 16] A diagram
illustrating a node in which two DHCP servers are
reconfigured fromthe third logical ring so as to
operate independently when an error occurs in the

and sfetf fhrl egtbadf rilveg DSitAWaeriverki ghodh.id Figy. 17hnd the like,
first diagramillustrating a sixth |ogical ring

anda¢stpbiedseaff drown JHCR Ses Ve fnheke Egt(%ﬁ%h%#gﬁggéﬂﬂirtual
showi ng a process of creating the VSSs respectively

sub—é%%&kﬁsQﬁﬁghﬂQiﬁgl%h%oQHCBfS@Eﬁﬁésaﬁﬁgﬁ%ég.?g?rggﬁég a table

(scope) of IP addresses given tot 0og
i [ 0. [Flg. 19] A first diagram
of tkﬁ]%{]tlrrgt@neg faln]gsetr rloérquo%aclurlflinn% ?kho‘frhe”gfa t%ygital ring
. S in..Fig. 17. [Fig., 201 A diagrami|lustrating a .
[Fig VT B i S DI TG e C I S S91DigT o Showing
Fig. 19. [Fig.. 211 A second dia%%?nlillustratrng,an
an addrPgs SRz a i etherocsgischr thienBHER@mrvar Filghe Thgical
' [Fig. 22] A flowhart showi ng a proxy process (S30) in
ringwiigh tHe sIBMEP igerBigrs i B adddital ring shown in Fig.
21 perfornms a function of the DHCP server departing
[Fig.frlam Bheikagshalingng. séEb8d EShmh k201 &N SAAWMNL showing

data setting to the order of division in the VS table
the ad8ré&58 B RNiORSDSPPYRED il Ghe BACP servers (the logical
ring; Fig. 9) shown in Figs. 8 and 10.
[Fig. 15] A diagram illustrating a mode in which the third logical
ring is reconfigured as a fourth logical ring and a fifth logical
ring when an error occurs in the third logical ring shown in Fig.
9.
[Fig. 16] A diagram illustrating a mode in which two DHCP servers
are reconfigured from the third logical ring so as to operate
independently when an error occurs in the fifth logical ring shown
in Fig. 15,
[Fig. 17) A first diagram illustrating a sixth logical ring composed
of four DHCP servers.
[Fig. 18] Adiagramshowingaprocessof creatingtheVSSsrespectively
corresponding to the DHCP sexrvers from an aggregate (scope) of IP

addresses given to the logical ring shown in Fig. 17.

[Fig. 19] A first diagram illustrating an error occurring in the

12



[Fig. 24] A first comuni cation sequence di agram
illustrating a proxy process (S34) in which a DHCP
server #0 in the logical ring shown in Fig. 21
perfornms a function of a DHCP server #2 departing
fromthe logical ring. [Fig. 25] A second
communi cati on sequence diagramillustrating a proxy
process (S38) in which the DHCP server #0 in the
logical ring shown in Fig. 21 perforns the function
logiasl tiendDHERvwerirerF#2 departing fromthe | ogical
ring. [Fig. 26] A diagram showi ng a configuration of

[Fig.DHCR serdierg f¥mogrian s teft ief OB N JURCeSRi A SHOWE th the
in Figs. 3 to 20, which is executed in the DHCP

DHCP SRIMRIr ShWyd i i@.q 1.1d Fig. 27] A diagram showi ng a
ring nmessage transnﬁ%ted between the DHCP servers for

[Fig.ﬁgggoﬁeéécgﬁdad{ arﬁr?iri g rn%gnegigrfrélrggrzgj:cgrg%ag in the

te section s

. tran3|t|o di agr ram of the ring managenent section
logl%ﬁ%) 4%%¥n Fﬁig h‘72'9] A state transition diagram
rlng test section shown in Fig. 26. [Fig. 30] A

R

[Fig st2z¥t eBt £ARYChRER ahayiam af PEOKYnBraeesageSI@Lelvivwigich the
section shown in Fig. 26. [Fig. 31] A diagram show ng

DHCP grrassi gnnentogissslagengl ehsenniesszige) 2 lupedfbymana function
address assi gnnent section for the processing, where

of thEamHP)seshans ddpa ey & 1R86 i gRTE/g RSS adgg part ( B)
shows assignnment information illustrated in (ﬁo and

[Fig.pany ACHishews shdpehdresedSetdifldto32hA §EALE of division
transition diagram of " the address "assi gnment secti on

in the VS table in the proxy process shown in Fig. 22.

[Fig. 24] A first communication sequence diagram illustrating a
proxy process (S34) in which a DHCP server #0 in the logical ring
shown in Fig. 21 performs a function of a DHCP server #2 departing
from the logical ring.

[Fig. 25] A second communication sequence diégram illustrating a
proxy process (538) in which the DHCP server #0 in the logical ring
shown in Fig. 21 performs the function of the DHCP server #2 departing
from the logical ring. |
[Fig. 26] A diagram showing a configuration of DHCP server program
for performing processing shown in Figs. 3 to 20, which is executed
in the DHCP server shown in Fig. 1.

[Fig. 27] A diagram showing a ring message transmitted between the
DHCP servers for a process of a ring management section and a ring

update section shown in Fig. 26.

13



shown in Fig. 26. [Fig. 331 A state transition diagram
of an assignnent message receiving section shown in
Fig. 26. [Fig. 34] A state transition diagramof a VSS
nmessage receiving section shown in Fig. 26. [Fig. 35]
A state transition diagramof a transm ssion section
shown in Fig. 26. Best Mdde for carrying out the
Invention [0021] [Network system 1] Hereinafter, an
. e | ment of the present invention wll be

[Flg'dggi(rjé‘ %E&.teFFﬁ‘?‘niiE%O% Hi streaneif] s tviang mgnagement section

confiquration of a network 14 system 1 to which a

showry ity Erdocefsi ng met hod accor di ng to the present
invention is applied. As shown in Fig. 1, the network

[F1g.sysiem qtate cordngit soh byt ayrl icenk SOgULESS 01 419 shown
10- (n-1) , a managenent server 12 and servers

in Fi%.02tta 2- (n-1) , which are interconnected through a
network 14 such as a LAN, a WAN or the Internet so as

ig.t eac i WLt h ther, [.00221 In each of,
e o ee CaRheirthh (e faiba e Wiiaraas g Teceiving

J.arger. th . Moreover, n does not necessarily always
sectifl SR, Ei gl Rt e

[Fig. 31] A diagram showing an assignment message (lease message)
used by an address assignment section for the processing, where
part(A)showstheentireassignmentmessage,part(B)showsassignment
information illustrated in (A), and part (C) shows a VSS message.
[Fig.32]Astatetransitiondiagramoftheaddressassignmentsection
shown in Fig. 26,
[Fig.33]Astatetransitiondiagramofanassignmentmessagereceiving
section shown in Fig. 26.
[Fig. 34] A state transition diagram of a VSS message receiving
section shown in Fig. 26.
[Fig.35]Z&statetransitiondiagramcﬁfatransmissionsectionshown
in Fig. 26.
Best Modé for carrying out the Invention
[0021]
[Network system 1)

Hereinafter, an embodiment of the present invention will be
described.

Fig. 1 is a diagram illustrating a configuration of a network

14




If any of conmponents or processing, which may possibly
be present in plural, such as the DHCP servers 2-0 to
2-(n-1), is described wthout being specified, they
are sonetinmes abbreviated sinply as the DHCP servers
2. Substantially the sane conponent and processing
are denoted by the sane reference nunerals. [00231 Al
conmponents, which nay serve as the center of data
processing or comrunication in the network system1
systaydht ag'hifd pHEPt s @mames sing meehobi @mtocohputter shéoresent
or the managenent server 12 for managi ng data setting
inverftgrort hes DHIGPL isstvers 2, are collectively referred to
as nodes in some cases. In the network system 1, the

play alhicwh 9h BHEP Servies snekdve sy defundantonfigured by n
configuration. An |IP address is dynam cally assignhed

1ienkd cogphte r& 16D AR el_140 tr QEEP Vel
e [ ncacgglr dance e\n% a dﬁ%&%(’ﬁnﬁﬁégﬁgst &%}f{egrﬁrlgt %%% DHCP
ient, conputer muni cat es

t | 10
servelPROB0Ld Aot M B R eSSt ti G na Petwork
ill b ' ' | ith ifi | .
14 sufifh aspac 1Ae. Gl BE ahe SPbeRNEh BRbelytarks CERITicable

... the description, but not to limt the technical scope
with gach pdhftesent invention. [0024] [Hardware] Fig. 2
is aviewillustrating a hardware of the client
[002Zdonmput ers 10, the nmanagenent server 12 and the DHCP
servers 2 shown in Fig. 1.

In each of the drawings, n indicates an integer equal to or
larger than 2. Moreover, n does not necessarily always indicate
the same number.

Ifanyofcomponentsorprocessing, whichmaypossiblybepresent
in plural, such as the DHCP servers 2-0 to 2-(n-1), is described
without being specified, they are sometimes abbreviated simply as
the DHCP servers 2. Substantially the same component and processing
are denoted by the same reference numerals.

[0023]

All components, whichmay serve as the centerof dataprocessing
or communication in the network system 1 such as the DHCP servers
2, the client computers 10, or the management server 12 for managing
data setting for the DHCP servers 2, are collectively referred to
as nodes in some caseé.

In the network system 1, the plurality of DHCP servers 2 have

a redundant configuration. An IP address is dynamically assigned

15
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As shown in Fig. 2, each of the above-nentioned nodes
i ncludes: a main body 100 including a CPU 102, a
menory 104 and the like; an input/output device 106
including a display device, a keyboard and the |ike;
a conmmuni cati on device 110 for communicating wth the
ot her nodes; and a recordi ng device 112 such as a CD
device, an FD device and an HDD devi ce. Specifically,
t he above-nenti oned nodes include a conponent as a
to theymjuiett comaniicabl® faamh the BiGRrsewdess thriougrddedance
network 14 (Fig. 1). [0025] [Redundant configuration
with afDHGR: (DFCPmMs erHerisCahfAgneduhdartr eaidd gusatitdt ehe client
the DHCP servers 2 in the network 16 system1 wll now

compihee et rddaethnidate 3 Wik 2 tHagiaBshmdy, a redundant
configuration of the DHCP servers 2 shown in Figs. 1

andrdid Acest,rahl @ S8 [2a%e Wel e éeﬁ?ﬁnggglatelyw1th

servers 2 included in tRhe networ system one

I 16-1 (Fig.
spec:l.% ra els%%t gzﬂgérée%ercgaexam%@s F&@Q@%‘Vlﬂg ERSRogy and
f I 2-1t 2-
Cla“(ﬁ%g ti})e AecCEaBa 1R 1 b PétnBP\‘ixDFR miﬁiﬁﬁi’ |%@¢fe@f¢@l fergme of

one | oop-like redundant configuration (the first
the presieed MvVRPtie) . Any one of #0 to # (n-1) is
assigned to each of the DHCP servers 2 as a unique
[0024]dentifier (a server ID) with an ID of the |ogica
ring 16-1 (the ring ID = 1).
[Hardware]

Fig. 2isaviewillustratingahardware of the client computers
10, the management server 12 and the DHCP servers 2 shown in Fig.
1.

As shown in Fig. 2, each of the above~mentioned nodes includes:
a main body 100 including a CPU 102, a memory 104 and the like;
an input/output device 106 including a display device, a keyboard
and the like; a communication device 110 for communicating with
the other nodes; and a recording device 112 such as a CD device,
an ¥D device and.an HDD device.

Specifically, the above-mentioned nodes include a component
as a computer communicable with the other nodes through the network
14 (Fig. 1).

[0025]

[Redundant configuration of the DHCP servers 2]

A redundant configuration of the DHCP servers 2 in the network

le
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[0027] The server ID indicates the order of priority
of the DHCP servers 2-0to 2- (n-1) in the logica
ring 16-1 in addition to the transm ssion order of
signals used for the I P address assignnent. For
exanple, as a value of a server |ID becones smaller,
the order of priority of the DHCP server 2 having the
server |ID becones higher. A plurality of Iogical rings
16- may be included in the network systent.
systaferleividfl erow for dessoditiery. and cl arifying the

illustration and the description thereof, the case

Widrge 6niy ol algagicahowiing a k@cﬂeldc&ﬁtn@:bh@@@uh:ﬁtﬁaﬁ of the
network system1 is given as a specific exanple. 17

DHCP [S@O2%Lr sMVbr €100 ,id ilghe hoghgal, 1ﬂﬁ%s¥@a¥un%'%hgnééﬁj)where

transnmtted from the DHCP server 2-i

all ﬂﬁéﬁﬁ&ﬁf%%@vkg Eelheghporn]ﬁ*gf% SLYGL B SYS Qéoqgék¥m1one

all the DHCP servers oglcal Frn
of .the servye Di g é é) (Wh

logl%ﬁ%ﬂﬁ?% e flrSf)98815§Yt618§ ig -Lhe e i S ptes the

the client conputer 10 in accordance with the DHCP
case ghaki§ icdl 1%, for exanple, a signal transnitted from

the DHCP server 2-0 to the DHCP server 2-1 is
[Oozegequentially relayed in the order of the DHCP serves

2-2, 2-3to 2-7 (n-1) to be finally returned to the

DFGPssewmein2F Dy . [ D028} laxantd d,0gildakhei DgCckbsdivea® 2-1 to

aggregate of all the IP addresses that can be _

- {(n-d9si gOREd¢@ iheh &£ heeRbr e AYUHSET § 1591(R 135008 m Bn¥ Y ddb-1ike
redundant configuration (the first logical ring 16-1). Any one of
#0 to #(n-1) is assigned to each of the DHCP servers 2 as a unique
identifier (a server ID) with an ID of the logical ring 16-1 (the
ring ID = 1).

[0027]

The server IDindicates theorderof priorityof the DHCP servers
2-0to2-(n-1) inthe logicalring1l6-1inadditiontothe transmission
order of signals used for the IP address assignment. For example,
as a value of a server ID becomes smaller, the order of priority
of the DHCP server 2 having the server ID becomes higher.

A plurality of logical rings 16 may be included in the network
systeml. Hereinafter, forembodyingandclarifyingtheillustration
and the description thereof, the case where only one logical ring

16-1 is included in the network system 1 is given as a specific

example.
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a logical ring 16-2 shown in Fig. 9 or the like) by
the DHCP servers 2 included in the logical ring 16-1
as a whole are divided into virtual sub scopes (VSS)
#0 to #7(n-1) respectively corresponding to the DHCP
serves 2-0 to 2-(n-1) so as to includes at |east one
| P address wi thout duplication. In the |ogical ring
16-1, for exanple, the DHCP server 2 having the
smal | est value of the server |ID operates as a naster
[0028JHCP server 2, whereas the other DHCP serves 2
operate as slave DHCP servers 2. [0030] 18 In the
| ogireaverd, ngn fhel 1 obie aVSSen#Q - ,#4 itmb)l 8k8n6meREtRH from
respectively by the correspondi ng DHCP servers 2-0 to

the DHCP (derke S ~aS({ @ ttf—‘ &8 ﬂ-ol hef@efé‘iﬁﬁ"n@% gqué h&itial
DHCP servers 2- O to 2- (n- can assign an ress

pHee SORLANSM; | h Al rsenofchfehﬁﬂ&s U é&trs\/és%oﬁgah L9 #e ogical

. ddr A met hod_ of, cre t he VSSs

ring JBrT Ho Wi 07 PBec DT GF RS 11 dferod (o Fl Jencrs 0 comes
and 20 Formulae | to 3 and the |ike. [00311 [IP

afteré@ﬁﬂés§°a§§l§ﬁnéﬁ5159 the [Bgpédressnge IBrg]client computer
Hereinafter, the IP address assignment to the client

10 lﬂxﬁﬁﬂﬂnﬁaDQﬂ)WAthlﬂhd(ﬁﬁaﬂﬂ ring 16-1 will be
described. Fig. 4 is a conmunication sequence di agram
sispeiaid iam 1dssi foreamiregcessi Sl 10 refhsant L PdaddineSEe DHCP
to the client conputer 10 by the logical ring 16-1

servesh@MD itk kh@. DECPI bbusbraplingi e @S WET @ tdiayed in the

order of the DHCP serves 2-2, 2-3 to 2-7 (n-1) to be finally returned

| to the DHCP server 2-0.

[0029]

In the logical ring 16-1, an gggregate of all the IP addresses
that can be assigned to the client computers 10 (a scope; a VS in
a logidal ring 16-2 shown in Fig. 9 or the like) by the DHCP servers
2 included in the logical ring 16-1 as a whole are divided into
virtual sub scopes (VSS) #0 to #7 (n-1) respectively corresponding
to the DHCP serves 2-0 to 2-(n-1) so as to includes at least one
IP address without duplication.

In the logical ring 16-1, for example, the DHCP server 2 having
the smallest value of the server ID operates as a master DHCP server
2, whereas the other DHCP serves 2 operate as sla\(e DHCP servers
2.

[0030]
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| P address is assigned normally. In each of the

foll ow ng communi cati on sequence di agrans, the synbol

(M submitted to the DHCP server 2-0 and the like

designates that the DHCP server 2-0 or the like is

the master DHCP server 2, whereas the synbol (9S)

submtted to the DHCP server 2-1 designates that the

DHCP server 2-1 or the like is the slave DHCP server

2. As shown in Fig. 4, the client conmputer 10 nakes a

rdquése logitche DHEP Igerlyeth2- 0SEer#d Raddrass) are created

assignnent in step 100 (SI0CO . [00321 19 In step 102
respec3li0RA)]y ayy tht tHerSkEbnachyenscR - vk 0ollo £iM(n-1) so

Fig. 4, the DHCP server 2-0) returns a signal (offer)

as td WH cld N dlddsan,dPS address A contained in the VSS
#0 is provided to the client conputer 10 making a

f ' ._.kh i ent t
e L, 4600 ess S BT e ST oo

serv

addr ess assignnept .in_step 104 (S104). steps 106-1 .
cont {UEER AT 5 i BuSIHet Voha Tt Shivel! ta bhe client
of fering the provision of the IP address to the client

Comp%&FpL&Oeg“akfm rarsatesta gl a9dhnes iaRpignmendn | P
address A is provided (an address assi gnnment
nét Meitéad off Ssirgaslingt dheh¥SERICPLbrverd@sdrilbed below with
accordance with the server ID. [00331 The address
referssigreritigot ifd ecatd @0, Simnatulse relwayed ddu augh 18ld .
the DHCP servers 2 contained in the logical ring 16-1
[003150 as to be returned to the DHCP server 2-0. In step
108 (S108), the DHCP server 2-0 perforns a process

[IP address assignment by the logical ring 16-1]

Hereinafter,theZﬂ?addressassignmenttx:theclientcomputer
10 by the logical ring 16-1 will be described.

Fig.4isacomﬁunicationsequencediagramshowinganassignment
process (510) of an IP address to the client computer 10 by the
logical ring 16-1 shown in Fig. 3, illustrating the case where the
IP address is assigned normally.

In each of the following communication sequence diagrams, the
symbol (M) submitted to the DHCP server 2-0 and the like designates
that the DHCP server 2-0 or the like is the master DHCP server 2,
whereas the symbol (S) submitted to the DHCP server 2-1 designates
that the DHCP server 2-1 or the like is the slave DHCP server 2.

As shown in Fig. 4, the client computer 10 makes a request
to the DHCP server 2-0 for IP address assignment in step 100 {SLOO).

f0032]
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for assigning the I P address A (ACK transm ssion) to
the client conputer 10 making the request for IP
address assignnent. As descri bed bel ow with reference
to Fig. 5, step 106 (S106) involves a signa
(Request) for making a request for the assignnent of
the IP address A fromthe client conputer 10 to the
DHCP server 2-0 and a signal (ACK) indicating the
acceptance of the request fromthe DHCP server 2-0 to
t A2 eteeni02okplbel, 18ny[oD Ch84DCRGdrtard Ite-d agi cal(n-1)
ring 16-1, in accordance with |IP address assignnent
(in FieqdestsefDHUR shevpkwr-a0)i tytaknel 4 eRlgneaput ££5) k@diating
plurality of DHCP servers 2 sonetinmes provide the sane
that bR a¢deesseser adickhengmled Rnaddiesaes 4o its\lx%r%lvli%%td to the
conputers 10. Next, a process in the case ere the
; (o] MNRY ofy gl ress i, Si ment i oned ahove
e B B 10 TR RS r R B B T e enc
S ence. di agram.show.n n | P_address assi gnment
R eet ol SRR N e il e Rt Iy PArRerver 2-0
logical ring.16-1 shown in Fig. 3, illustrating the
for Igaggd%ﬁéﬁeaégﬁﬁpyﬁﬁﬁ 18c EkeP ﬂ%4tH§1p¢)address
provision. As in the process at S10 shown in Fig. 4,
afttsEeprs 100611 il 10E00 ZS19$60- toahtl 6400, Dhe fIMCP server
exanple, the client conputers 10-0 and 10-1 nake a
2-0 ofteuesy tthe phevDECBnsef téres I 2-dddweks 242 the dIR atddeesputer
assi gnnment, respectively. [0035] At steps 102-1 and

10 trdfgm2t {6 Wrdnand nahiQrt2ng tha tDHGPIBeSN&FSss A is provided

(an address assignment notification signal) to the DHCP server 2-1
in accordance with the server ID.
[0033]

The address assignment notification signal is relayed through
all the DHCP servers 2 contained in the logical ring 16-1 so as
to be returned to the DHCP server 2-0.

In step 108 (S108), the DHCP server 2-0 performs a process
for assigning the IP address A (ACK transmission) to the client
computer 10 making the request for IP address assignment.

As described below with reference to Fig. 5, step 106 (S106)
involves a signal (Request) for making a request for the assignment
of the IP address A from the client computer 10 to the DHCP server
2-0 and a signal (ACK) indicating the acceptance of the request
from the DHCP server 2-0 to the client computer 10.

[0034]
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2-0 and 2-2 return a signal (Ofer) indicating that

the | P address A contained in the virtual scope (VS)

is provided to the client conputers 10-0 and 10-2

maki ng the request for |IP address assignment,

respectively. At steps 104-1 and 104-2 (5104-1 and

5104-2), the client conputers 10-0 and 10-1 nake a

request to the DHCP servers 2-0 and 2-2 for the

assignment of the IP address A. At steps 106-1 (S106-1

t A 0B e) Logipel DHCRasdrrelr, 2t1) atferdagc@lwtihe TP address

address provision to the client conputer 10-1
assignmarsiminesiests dram tae apddreldstgssFgpmesht computers 10, a

notification signal) indicating the provision of the

plurdRwddifesscA s0rv8es DH @l Meds FrbviHee c8ddEgss 1p ﬁldress
assi gnnent notification signal is relayed through eﬁ

or difte AP seragheLddclydad iy the lcoc%ﬁ%?fs} S%.]'G' 1.

The address assignment notification sigha

r e DHCP, server 2-0 i t hi Ctime it

aﬁeg{trlt %eﬁ%’—@%sérnvepef%)s%é’ (?5%%?9%2#&?&9%3@ h§ agdress

t he provisiaon ?&ﬁ%h | P address A.. [0036] On the other
provightsl 4y ManIHenRsh 2RO PO S 2715168 -de s bed.

S106' -2), the DHCP server 2-2 offering the IP address

prEGE -s? bf @ GUMIHEL @1t kon seanpucedibgramslansinid sndP address

signal (an address assignnent notification signal)
assigmmuindapkageshe(Jrdvi sbortiadf clhent Raddriess 18 dpthBeogical

DHCP server 2-3(not shown in Fig. 5). The address

ring assilgsm@mnh Aat Figcasi opl shepahtisgblwskesksdyide LHR sion
server 2-0 having the higher order of priority, whic

occur¥ QM dge e ddraddrfss A g, the same client conputer
10-0. Therefore, the

As in the process at S10 shown in Fig. 4, at steps 100-1 and
100-2 (S100-1 and S100-2), for example, the client computers 10-0
and 10-1 make a request to the DHCP servers 2-0 and 2-2 for IP address
assignment, respectively.
[0035]

At steps 102-1 and 102-2 (SlOZ—J.and:SlOZ—Zj, the DHCP servers
2-0 and 2-2 return a signal (Offer) indicating that the IP address
A contained in the virtual scope (VS) is provided to the client
computers 10-0 and 10-2 making the request for IP address assignment,
respectively.

At steps 104-1 and 104-2 (S5104-1 and S104-2), the client
computers 10-0 and 10-1 make a reguest to the DHCP servers 2-0 and

2—-2 for the assignment of the IP address A.

At steps 106-1 (S106-1 to 106-n), the DHCP server 2—-0 offering
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address assignment notification signal is not returned
to the DHCP server 2-2 within the tinme limt after
the DHCP server 2-2 sends the signal indicating the
provision of the IP address A The DHCP server 2-2 is
capabl e of knowing that the IP address A is used by
the DHCP server 2-0 having the higher order of
priority based on the reception of the address
assi gnment notification signal transmtted fromthe
the I@r@@‘%sr&%ﬁepr?-‘fe%l@nbéq Ehgyedipptt AemproPrskPvertpansmits a
2-1 at S106-1. Therefore, the DHCP server 2-2 having a
signglovien afdeessoispigmmeny ndtaf itdeeticof stiheabhiCPndteseing the
2-0 does not assign the |IP address A [0037] In step
provilipr SIDBhe tire DHER serv/ero 2Kk -Tiet RIr isrve 81 Hha)
(ACK) indicating the assignnent of the |IP address A

t rHNed etk €Bta sEAPteNt ndPt BicsPidh r
step 110 (5110) @?he SAEP se%%erl%-%l%ﬁ$§1t$%gqub81through

all tBé @l ééﬂ%Q q}&ﬁ&d&%k*@% 18%&5’1 %ﬁ%@f f '%hréoatddress

assigned to t I ent conputer

t.e I r t he nmast Otes
%&%ﬁ“ s%rﬁrfe o S%QS%E@PeEH?C‘}FI S5 irhiey BHEE atver 2-0
s ‘Whet her the communi cati on |n t he Ioglcal ring
Wlthlﬂsa ’le“§ Ik 3f hed thErHIE §eTERy 26 saniia §1igngdaindicating
sequence representing a test (ring update) for
the Hﬁﬁﬁﬂﬁﬂ?ﬂMﬂﬁnﬁhetﬁ%iﬁhﬁﬁﬁﬁidﬁtlon in the logical ring
16-1 shown
[0036]

On the other hand, at steps 106’-1 and 106’'-2 (S106’-1 and
5106’ ~-2), the DHCP server 2-2 offering the IP address provision
to the client computer 10~1 transmits a signal (an address assignment
notification signal) indicating the provision of the IP address
A to the DHCP server 2-3(not shown in Fig. 5).

The address assignment notification signal is blocked by the
DHCP server 2—0‘having'the higher order of priority, which provides
the IP address A to the same client computer 10-0. Therefore, the
address assignment notification signal is not returned to the DHCP
server 2-2 within the time limit after the DHCP server 2-2 sends
the signal indicating the provision of the IP address A.

The DHCP server 2-2 is capable of knowing that the IP address
A is used by the DHCP server 2-0 having the higher order of priority
basedon the reception of the address assignment notification signal

transmitted from the DHCP server 2-0 to be relayed by the DHCP server
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in Fig. 3 is maintained normally or not, illustrating
the case where the comunication in the |ogical ring
16-1 is maintained nornmally. As shown in Fig. 6, in
step 120-1 (5120-1), the master DHCP server 2-0
transmts a ring update signal to the slave DHCP
server 2-i. At steps 120-2 to 120-n (3120-2 to
5120-n), the ring update signal is sequentially
relayed. through the DHCP servers 2-1 to 2- (n-1) 23 to
2-1 a?iesf%{ﬁéhy%@tr@rfﬁé@rt bheHHEerryerydr2havimhe bpgPr order
server 2-0 can determne that the comunication in
of priggitagitd@n thag 06- thesDHEPnsaived Robnabéy hasessoign the
the return of the ring update signal within a tine
IP addnegs after the transmission of the ring update
signal. [0039] [At the occurrence of an error]
[003Hereinafter, an operation of the logical ring 16-1
(Fig. 3) at the occurrence of an error will be
dascetbdodiigiof) | Suft $hRer AL Usly BLERGLEN, B14RLI (ack

occurring in the 'fogical ring 1

P s el er,.the case ere the.co nj cati on. bet ween
inat (R Ehb Les IR 0% 35’ T oRe foren neaPbrat Eapouter
10-0 to 2-7(n-1) beconmes inpossible in the logical ring

'16-1 (Fig. 3) due to the occurrence of an error in
the network 14 of the network systeml1l (Fig. 1) and
t 8 [Ghige o4& eshbandi nini gtep WPl (B521Ql vebhasDHCP server 2-2
specific exanple. [0040] . Fig. 8 is a diagram
retumisow rig g labM®digl ioehimatiicss itdmatsequerite address A is not

assigned to the client computer 10-1.
[0038]
[Ring update]

Moreover, the master DHCP server 2-0 tests the DHCP server
2-0, for example, in a given cycle, to know whether the communication
in the logical ring 16-1 is maintained normally.

Fig. 6 shows a signal sequence representingatest (ringupdate)
for knowing whether the communication in the logical ring 16-1 shown
in Fig. 3 is maintained normal-ly or not, illustrating the case where
the communication in the logical ring 16-1 is maintained normally.

As shown in Fig. 6, in step 120-1 (S120-1), the master DHCP

server 2-0 transmits a ring update signal to the slave DHCP server

2-1.

. At steps 120-2 to 120-n (5120-2 to $120-n), the ring update

signal is sequentiallyrelayedthrough the DHCP servers2-1to2-(n-1)
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(S14) when the client conputer 10 (Fig. 1) nmakes a
request to the DHCP servers 2 for the |IP address at
the occurrence of an error in the logical ring 16-1
(Fig. 3) as showmn in Fig. 7. As in the normal case
(Fig. 4; S10), the client conputer 10 nmakes a request
to the DHCP servers 2 for | P address assignnent in
step 100 (5100) as shown in Fig. 8. 24 In step 102
O%hé‘the server 2-0 provides the IP address A
to b%ﬁ X1y rrashpd e"%thDHCFEu SRWEe 04§ S104), the
client conmputer 10 nakes a request to the DHCP server
2-Theg HHCEneeaysirghn@tanfdeternimaddnes sha. coft@ditation in
Cln steps 106-1 to 106-3 (5106-1 to S106-3), as in

the lidyd aedr nEing d#sé (Bi paidraintlenbHER13$9r ¥EESI 20 18 return
2-3 are informed of the assignment of the IP address

of thé #ing hedalkieest gAMYL nlQ dithd Difi 078l r Ale ¢
i ndicated with % brokenlﬁinelét steﬁs 10éﬂﬁ to T sm1551on

of tHeSW0Gif dbégqg4&é]partlally not shown), however, the

conmuni cati on bet the DHCP servers 2-3 and 2-4 is
[003dﬁnp055|ble in contrast with the normal case.
herefore, the DHCP server 2-4 does not receive the
notification. Accordingly, the notification is not

(At thg AR IheDAP rr  2-0 within the tine
[imt. [0042] In such a case, in step 20-1 (S20-1) ,
t HerBHoR idervenn2opepationnet the logical ring 16-1 (Fig. 3)

at the occurrence of an error will be described.

Fig. 7 is a diagram illustrating an error occurring in the
logical ring 16-1 (Fig. 3).

Hereinafter, the case where the communication between the DHCP
servers 2-0 to 2-3 and the DHCP servers 2-4 to 2-7(n-1) becomes
impossible in the logical ring 16-1 (Fig. 3) due to the occurrence
of an erxor in the network 14 of the network system 1 (Fig. 1) and
the like as shown in Fig. 7 will be given as a specific example.
[0040]

Fig. 8 is a diagram showing an abnormal communication sequence
{S14) when the client computer 10 (Fig. 1) makes a reguest to the
DHCP servers 2 for the IP address at the occurrence of an error
in the logical ring 16-1 (Fig. 3) as shown in Fig. 7.

As in the normal case (Fig. 4; 310), the client computer 10
makes a request to the DHCP servers 2 for IP address assignment

in step 100 (8100) as shown in Fig. 8.
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a process for reconfiguring the ring (S20-1) between
the DHCP servers 2-0to' 2-3 (Fig. 7) which are
capabl e of interconmunicating (a contmunication
sequence for the ring reconfiguration (S20) wll be
descri bed below with reference to Fig. 11). Simlarly,
even if it is tinme to performthe ring update on, for
exanpl e, the DHCP servers 2-4 to 2-(n-1) in step 140
(S140), these DHCP servers cannot receive the ring
updat Bllﬁlaafs}-@%)m the DECDEERPvserdrdl p2ofidAbtidre Thikidress
event, the DHCP servers 2-4 to 2-(n-1) performa

A forpt@@e$§ﬂEMt rdongputeaonfi.gur ati on (S20-2) between the
DHCP servers 2-4 to 2-(n-1) which are capabl e of

| Thesgepnuoicasiogy , [ 0R43%1 Feg: cgoﬂlﬁ'u‘@eﬂ'ﬁgrn@dﬁes 2 request
illustrating a second logical ring 16-2 and a third

to theo@ed RS rle-3 A gtlglsea %f%%?lfn{e% rgygfok%l ﬁ rI@%ess A.

reconfiguration proces
[0po4a14hen the error occurs as shomn in Fig. 7in the _
onmuni cati on between the DHCP servers 2 included in
the lo shomn in_Fig. As a result, as
ﬁ&wﬁt BSaJr%é ggco[ Pr& Pr $81PBgi el SrJ10r§g 3)6- 85 iFjtie gprmal
is divided at the p03|t|on where the error occurs as
Case@ﬁkﬁm4)4ﬁhﬁP@CPFGQW?QﬁQT%E@ﬁfﬁ@ﬁaﬂﬁﬁﬁimwwofbgeeablgnment
rings 16 (the second logical ring 16-2 and the third
of thleodiFcalddriesg P6+3) that diHiesmitt icomputert e liegitedls krgr.
16-1 (Fig. 3) , the VS conposed of the VSSs #0 to #7

aasoidi @ot o Wh thhebbPbEBnsermehs iddhd 008=1 1 d5-A'®106-4
al so reconfigured as a VS conposed of VSSs #0 to #3 in

to s16éen) %@a‘r@:@'allﬂz‘ A8t Js@o%na}ndh&de/vsefm{@l%sggm%ni@%lgn deween
#7(n- in thé | ogical

the DHCP servers 2-3 and 2-4 is impossible in contrast with the

normal case. Therefore, the DHCP server 2-4 does not receive the

notification.

Accordingly, thenotificationisnot returnedtothe DHCP server
2-0 within the time limit.

[(0042]

Insuchacase, instep20-1 (520-1), the DHCP server 2-0performs
aprocessforreconfiguringthering(820—1)betweentheDHCPservers
2-0 to 2-3 (Fig. 7) which are capable of intercommunicating (a
communication sequence for the ring reconfiguration (S20) will be
described below with refereﬁce to Fig. 11).

Similarly, even if it is time to perform the ring update on,

for example, the DHCP servers 2-4 to 2-(n-1) in step 140 (5140},

these DHCP servers cannot receive the ring update signal from the
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ring 16-3. [0044] Furthernore, as shown in Fig. 8, a
process for address synchronization for elimnating

. the inconsistency of the | P addresses assigned to the
client conmputer 10 by the DHCP servers 2 is perforned
bet ween the DHCP servers 2-0 to 2-3 and between the
DHCP servers 26 2-4 to 2- (n-1) , respectively (S30-1
and S30-2; described belowwith reference to Figs. 13
and 14). [0045] If an error occurs in the logical ring

DHCP Ber¥egs 2sflown in Fig. 7, the processes for ring

reconfiguration (S20-1 and S20-2) are perforned even

aRfttee thhg epeate tse VIBIJP araferishe-assbawemti pfperform a
the I P address shown in Fig. 8 so as to create the

procelsedireal r {h§ase c e ik 16 I -9 & BhtwekR €REH P NG vers

created rings, the process for address

2-4 t%yQQq Oqu%%l %§%p nd S3Q 3) .S erforneq:rk9046]

O I's a grami us ratlng an ab
(0043 onnunlcatlon O sequence (S16) in ring updatlng
aerforned by the master DHCP server 2-0 when an error
occurs |n t he_| ogi cal, rln%g;G 1 (Fig. 3) as showmn in
FEg9-72 # arbd@dLar pildustoating AaseepndHoP ez yaring 16-2
2-0 transmts a ring update signal to the slave DHCP
and asgivgd lopigelstépy 16631 whichb@r® (ShEI-ghirted $36@HE) ring
The signal is relayed to the DHCP server 2-3.
reconfiguration processes {S20-1 and S20-2; Fig. 11) when the error
occurs as shown in Fig. 7 in the communication between the DHCP
servers 2 included in the logical ring 16-1 shown in Fig. 3.
As a result, as shown in Fig. 9, the first logical ring 16-1
(Fig. 3} is divided at the position where the error occurs as shown
in Fig. 7, to be reconfigured as two logical rings 16 (the second
logical ring 16-2 and the third logical ring 16-3).
At this time, in the logical ring 16-1 (Fig. 3}, the VS composed
of the VSSs #0 to #7 associated with the DHCP servers 2-0 to 2-7 (n-1)
are also reconfigured as a VS composed of VSSs #0 to #3 in the logical
ring 16-2 and a VS composed of VSSs #4 to #7(n-1) in the logical
ring 1le6-3.
[0044]
Furthermore, as shown in Fig. 8, a process for address
synchronizationforeliminatingthe inconsistencyoftheIPaddresses

assigned to the client computer 10 by the DHCP servers 2 is performed

between the DHCP servers 2-0 to 2-3 and between the DHCP servers

26



o

However, since the communicati on between the DHCP
server 2-3 and the DHCP server 2-4 is inpossible, the
ring update signal is never returned to the DHCP
server 2-0 within the time imt. [0047] In such a
case, the DHCP server 2-0 perforns the process for
ring reconfiguration (S20-1) and the process for
address 27 synchroni zation (S30-1). On the other hand,
the DHCP servers 2-4 to 2-7 (n-i) perforns t he
2-4 torlocessl f.orepPAGTLEEdHT | 3ot bod $ 38202 1 Xeand ifdeel below with
process for address synchronization (S30-1) based on
refergheef got Filgst. tli¥e amidhd 4)update signal is not
transmtted fromthe DHCP server 2-0 for
[0045predetermned tine. As a result of the above-descri bed
processes, the logical rings 16-2 and 16-3 (Fig. 9)
ane ghest Ll ey i d ﬂrlh%hé' Dg%yegftﬁég 104 2Go0RLEhed, rig.

normal l'y. Furthernore,

7, thre%fde%%re%d forl Q:Q%] (%'nlfléﬁl,rs iﬁagl't%rg%mlﬁho W?2) are

nication sequernc
reconfiquration process (S20-1) in_the DHCP servers
PerfOf“@dt §Y n4af2tme|%ﬂg?%éﬁp bfy aF6 ¥l IFRE. 20) L Gpignment of
gs.. 8 and 10. At steps 200-1 to 200-4 (S200-1 to
the Iﬁzeédzt)?SSeabﬁwaf IphBIOHP secrvers Zantte the lowlades ings
aring ID=1 as a paraneter for the network 14 in
16-2 #hd hetiofikigytem In(dach dff) the breadedstimgs, the process
mul ticast a signal for the notification of ring

for adeeenfs gynahiremnizEe on NG 30eq0RHAW3AHZON iY Gadlr drked.
transmitted only between
[0046]

Fig. 10 is a diagram illustrating an abnormal communication
sequence (S16) in ring updating performed by the master DHCP server
2-0 when an error occurs in the logical ring 16-1 (Fig. 3) as shown
in Fig. 7.

As shown in Fig. 10, the master DHCP server 2-0 transmits a
ring update signal to the slave DHCP server 2-1 at steps 160-1 to
160-3 (S160-1 to S160-3). The signal is relayed to the DHCP server
2-3. |

However, since the communication between the DHCP server 2-3
and the DHCP server 2-4 is impossible, the ring update signal is
never returned to the DHCP server 2-0 within the time limit.
[0047]

In such a case, the DHCP server 2-0 performs the process for

ring reconfiguration (S20-1) and the process for address
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the DHCP servers 2-0 to 2-3 that are capabl e of
i ntercommuni cating; as indicated with a broken |ine,
the ring reconfiguration signal 1is not transmtted to
the other DHCP servers 2-4 to 2-7(n-1). [0049] At
steps 204-1 to 204-4 (S204-1 to S204-4), when a tine
l[imt 28 is exceeded after the transm ssion of each of
the ring reconfiguration signals, each of the DHCP
servers 2-0 to 2-3 determnes that the DHCP servers
synchranitzat2Z-g) rgcHl+ling the ring reconfiguration signal
within the tinme limt are included in the sane | ogi cal
riorgthe- @chép Hand b e eDbIIPP ses mag:Ss 2 {4 kBU2 MBRET S)performs
included in the Ioglcal ring 16-2 to which each ring

the precQyd guratiag %%QhEﬁk%%n 'fgébhﬂ”gﬁﬁa% SPREQSS for

server 2-0 detérm nes that the server

addre%?@yqﬁltq%/ U rb%'%%%aqs%e&j to%‘réserves as Vecrhe ring

so that t Server
t he r|n -2 and th

2 |
spaa i PR o ety & 2P 2. b i bBEEROSeFAFE 20 for

DHCP servers 2. Moreover, each of the DHCP servers 2-0
predgteTningdidimai es its own order of priority in the
| ogi cal ring 16-2 based on the server |D assigned to

i ek Feand ttidfetkepboret-Bespribedmgaeadsad nghd Bogical rings
which is notified from another DHCP server 2. As can

16-2 beceds$i-By (Bhder 81 cork dredted waseift RBeorday @hdate is not
priority of the DHCP servers 2-0 to 2-3is 0to 3 in

compltdiead ﬁglrﬁ@hlgl NOFdHt e rmd A05@h el s AP vE3 é].sé-zﬁecérn%gured

server 0 perforns t he process for ring update
[00485]hovvn in Fi g. 6.

Fig. 11 is a diagram showing a communication sequence
illustrating the ring reconfiguration process (S20-1) in the DHCP
servers 2-0 to 2-4 (the logical ring 16-2; Fig. 9) shown in Figs.
8 and 10.

At steps 200-1 to 200-4 (S200-1 to S200-4), each of the DHCP
servers 2-0 to 2-3 includes a ring ID = 1 as a parameter for the
network 14 in the network system 1 (Fig. 1) to broadcast or multicast
a signal for the notification of ring reconfiguration.

The ring reconfiguration signal is transmitted only between
the DHCP servers 2-0 to 2-3 that are capable of intercommunicating;
as indicated with a broken line, the ring reconfiguration signal
is not.transmitted to the other DHCP servers 2-4 to 2-7(n-1).
[0049]

At steps 204-1 to 204-4 (5204-1 to S204-4), when a time limit
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At steps 210-1 to 210-4 (S210-1 to S210--4) , each of
the master DHCP servers 2-0 to 2-3 notifies the other
DHCP servers 2 of the VSSs which have been set before
the ring reconfiguration takes place. The notification
of VSSs is performed in such a manner that 29 each of
the DHCP servers 2 adds its own VSS to the
notification of the VSSs received fromthe other DHCP
servers 2 so as torelay it to the next DHCP server

is exceedyd of tehghrdtidr weitd iorod £ ¥88H o Trelkahgy edundiigiuration
the logical ring 16-2 once, it is returned to the

signaidCPesehvefstReODHOP2s8rvel 8051) & StEpRetZbrihd®d that the
212-4 (5212-1 to S212-4), each of the DHCP 0' servers

DHCP Zelvb@s2220 OfY 23S rakeagangdahe £endyirdia £1 i MP)signal
of VSSs set for the DHCP servers 2 to be included in

withihheneew: hedh ¢ah + ékggl&g%gd?%g|céﬁﬁg?géﬂE%&$QEﬁ?% rlng 16-2

reconfiguration in th ring

co B BESHE TR B 7o L AR RS P s

%e VSS set, to itself q&g Furthernnre each of
ring s 2piep vhdheeach Glﬁ]& zfe:s? Hgue tdonvss ang lhdedemngs .

to itself in accordance with the obtained VS, the
nirBEheshorige DREMECRP ey e i2nél ddedrinanehethayitted server
ring 16-2 and its own order of priority. Although

ID ha¥igg e amal ltdwsatlive shagldasorfdgyradd @b PROCHEESP server
(S20-1) in the second logical ring 16-2 (Fig. 9), the

2-0 itisegf 66CORALJUREt DROPPEQERSS P 0sedvdd ddhardiabter DHCP

logical ring 16-3 is performed in a simlar manner
servelher ehnahkelogtBg1SAMRyWM L2 ben @PPld &t her DHCP servers 2-1
to 2-3 should be the slave DHCP servers 2.

Moreover, each of the DHCP servers 2-0 to 2-3 identifies its
own order of priocrity in the logical ring 16-2 based on the server
ID assigned to itself and the server ID in the logical ring 16-1,
which is notified from another DHCP server 2.

As canbe easilyunderstood, in this case, the order of priority
of the DHCP servers 2-0 to 2-3 is 0 to 3 in the logical ring 16-2.
[0050]

In step 12 (3812}, the DHCP server 2-0 performs the process
for ring update shown in Fig. 6.

At steps 210-1 to 210-4 (5210-1 to 8210-4), each of the master
DHCP servers 2-0 to 2-3 notifies the other DHCP servers 2 of the

VSSs which have been set before the ring reconfiguration takes place.

The notification of VS8Ss is performed in such a manner that
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to each of the logical rings 16). [0052] Fig. 12 is a
viewillustrating a VS that is set for each of 30 the
DHCP servers 2 shown in Fig. 1 and the |ike and a VS
table used for managing the VS1 where Fig. 12(A)
shows the VSSs defined in the formof table and Fig.
12(B) shows a table of the VS (scope) in the first
logical ring 16-1 shown in Fig. 3. In each of the DHCP
servers 2, the VS and the VSSs are defined by a

each @dt fd¢ PHICRy Sareers énceldsorims aemd 8 itled Heelnmi iviiitdat ion
reference to Fornmulae 1 to 3 or in the formof table

of thef VEPsaddressed anontited rotHendintied set-vbes Phes as to relay
respective DHCP servers as shown in Fig. 12 (A . In

it tot hihe mREepHdthe Yo gdefrined in the formof fornula or
table is set for each of the DHCP servers 2. [00531

[ r t 0
f‘?ﬁf‘gtlé%vﬂié '91(0%1@1013%1(3%) fe\]f\%st gg?gfﬁ)iﬁteé Irfsl’lr{}sglél g}llegt oglcal
: RHCR seryers .2 .for n ont ai ns
TG Sor rel%glt \eéd ;Lécnﬁesr regﬁu:?% e%oofthaen\siﬁfg%aﬁﬁlxé?ﬁs 5% 5 2-3-
ddress and a MAC address; an identifier (a server |D)
the DHCP server 2 for assigning the IP address to
the client conputer 10; and data indicating whether
t BE PPeRERERT! it 238r§néB2bR-hoto S212-4), each of the DHCP
(assi gned/ unassi gned), whether the | P addresses are
servegynehiohpzad2 obtmbns(swnanrm@aE@/(anmmmuﬂuknﬁdﬂyﬁa VS) of
an assignment tine limt (lease tinme |limt), an order
VSss ebtdiwrstion pHEM ddierd i address isc1ag8sHINEARD ARE 1ogical
client conmputer 10 (the order of division will be

ring ??Eg;h?@@rbﬁhgmkthhré@5§ff@&§aﬁ£bﬁ”fh Qﬁ%zﬁﬁhtfgalcalrrlng

[0051

16-1 before the occurrence of the ring reconfiguration based on
the V5Ss notified from the other DHCP servers 2 and the VSS set
to itself (Fig. 9).

Furthermore, each of the DHCP servers 2-0 to 2-3 obtains a
VES to be set to itself in accordance with the obtained VS, the
number of the DHCP servers 2 included in the logical ring 16-2 and
its own order of priority.

Although Fig. 11 only shows the ring reconfiguration process
(520-1) in the second logical ring 16-2 (Fig. 9), the ring
reconfiguration process {520-2) in the third logical ring 16-3 is
performed in a similar manner (hereinafter, the same will be applied
to each of the logical rings 16).

[0052]

Fig. 12 is a view illustrating a VS that is set for each of
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[0054] As is already described with reference to Fig.
3, inthe first 31 logical ring 16-1 in an undivi ded
state, the VS is exactly the scope that can be
assigned by the DHCP servers 2-0 to 2- (n-a.) as a
whole to the client conmputer 10. In the logical rings
16 obtained as a result of the ring reconfiguration
such as the second logical ring 16-2, the VSis
defined as an aggregate of all theVSSs set before the
the DRCRgseovdi W shoon ifofighd BHEPtserVeks ad whvsh a5 used
to be included in the logical rings 16 after the ring
for maeegihigguhat Ven ahedeserighed 2aovend@02dk Fists LR fi%ied in
a first view show ng a conmuni cati on sequence

the fblhUSErabbng bAE BIYI €55 (SYNSAKPHI £
(S30-1) in the serve);/s 2-0 to%ék%rb(%%%ﬁ%svgm scope)

in th%'?gréﬁ %o Fid1 hn éhQ%nl'gpﬁﬁhgén %&and 14. Fig. 13

[Ustrafes the case where géss A recogni zed

gé?v c%wg?%geg%%ﬁaﬁﬁyv%zgg u?ng%%t%Fqgﬁﬁs are defined

nput er (in use) gy t he DHCP server 2-2. [0056]
by a mﬁ%hPfiH?slt%tf@aurﬁeFF@ oFRu kated epEPlBed el o @ith reference

transmts a signal for inquiring of the DHCP server
to Fopmplgmel her 3 tdre 1nPthe draess ofAtalblassi gReadtivesbes and their

client conputer 10 or not (IP address Ais 1in use) to
indicekes&ti@Rrseheerep@ct ive DT BH0rte 530D shbwnl InStigp. 12 (A

300-2 (S300-2), the DHCP server 2-1 relays the signa

f ranmiie mBicB rsernev2dert felinen PHEPESBHVET F8rRula or table
is set for each of the DHCP servers 2.
[0053]

As shown in Fig. 12(B), for example, in the logical ring 16-1
{Fig. 3), the VS table that is used by the DHCP servers 2 for managing
the VS contains in a correlated manner: an index of an IP address;
an IP address and a MAC address; an identifier (a server ID) of
the DHCP server 2 for assigning the IP address to the client computer
10; and data indicating whether the IP address is assigned or not
(assigned/unassigned), whether the IP addresses are synchronized
or not (synchronized/ unsynchronized), an assignment time limit
(lease time limit), an order of division when the IP address is
assigned to the client computer 10 (the order of division will be
described below with reference to Fig. 18 and the like).

[0054]

As is already described with reference to Fig. 3, in the first
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[0057] 32 In step 302-i (S302-1) , the DHCP server 2-2

transmts a signal indicating that the |IP address A

is in use to the DHCP server 2-3. In step 302-2

(5302-2) , the DHCP server 2--3 transnmits the signa

indicating that the IP address Ais in use to the DHCP

server 2-0. If the signal is returned fromthe DHCP

server 2-3 within the tine limt, the DHCP server 2-0

determ nes that the IP address A is actually being
logiagdedihyg lhel DHCH sexdieri 2D saade sttdreyst taex@icftast the scope

At steps 302-3 and 302-4 (S302-3 and S302-4), the

that skgnaé aswh@edd ng that phbe $&Erddds es50 Ad 8-I(R-Y5€as a whole
circul ates once through the logical ring 16-2 to be

o th@equ@@Q_ng%m%eQHQ%.server 2-2. As in the case of the
DHCP server 2-0, the DHCP servers 2-3 and 2-1

receiy [ | ndicat j that _the_ | P addr A
| SR eHNR g tlod s RS PR LGt 8o rRorE Vaptudiny Fing
i n sed by .the server 2-2 and stores that _
recondiold SRR Beoe TP FECOT] AWOBKGM ™ Ssdind the VS is
. communi cation sequence illustrating the address
defingdiqpRayaeIoRe pE dedddh (SR 35t baf e thpudRgsemidrasrat ion
2-0 to 2-4 (the logical ring 16-2; Fig. 9) shown in
for thiegPHCE medvets Bi,gwhid4h lanestucates itrkd wekse whethe tieyical

| P address A recognized by the DHCP server 2-0 as
ringsbdieng fiteed the triiegDHER oo iVRIT ad-idn SN RlesAGHE labove.

assigned to the client conputer 10 (not used) by the
[0055PHCP server 2-2, that is, the case where the

addresses are not synchroni zed between the DHCP

Siers -G ade 22 view showing a communication sequence

illustrating the address synchronization process ($30-1) in the
DHCP servers 2-0 to 2-4 (the logical ring 16-2; Fig. 9) shown in
Figs. 8 and 14.

Fig. 13 illustrates the case where the IP address A recognized
by the DHCP server 2-0 as being used by the DHCP server 2-2 is actually
assigned to the client computer 10 (in use) by the DHCP server 2-2.
[0056]

As illustrated in Fig. 13, the DHCP server 2-0 transmits a
signal for inquiring of the DHCP server 2-2 whether the IP address
A is assigned to the client computer 10 or not (IP address A 1is
in use) to the DHCP server 2-2 in step 300-1 (S300-1).

In step 300-2 (S300-2), the DHCP sexver 2-1 relays the signal
from the DHCP server 2-0 to the DHCP server 2-2.

[0057]
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33 As illustrated in Fig. 14, as in the case shown in

Fig. 13, the DHCP server 2-0 transnmts a signal for
inquiring of the DHCP server 2-2 whether the IP

address Ais in use or not to the DHCP server 2-2 in

step 300-1 (5300-1). In step 300-2 (S300-2), the DHCP
server 2-1 relays the signal fromthe DHCP server 2-0

to the DHCP server 2-2. [0059] In step 304-1 (S304-1),
since the DHCP server 2-2 is not using the |IP address

AIn heePHCR sle(§8P2212, tutenBHLPssd1ordh2-DHGR rs@iMey a signal
2-3 a signal indicating the IP address A is not used

indidaticantthast thei Ih ddereasa $BOYWA e RO thE3pHED SELPer 2-3.
304-2 (S300-2), the DHCP server 2-3 relays a signa

| i e8dp Bgztba(tsstdzazl P ﬁ?@bﬁé@ s/éfv%x@l3 PE&HQmEEQ‘Eh%OSlgnal

the DHCP server -0. I n such a case,
1nd1%ﬁ&%a@ BRa fgaatzdchnae d 10
server and stAorg g{lha?e etfc} b%@s?%ﬁgﬂ 2-0.
% g 304-4 (S304-3 adg Qﬂ bH t he SI
| EBEI Jggwatlst RE FE GHATEet RS ﬂgts%‘f% 396w Fain the
returned to_ the DHCP server 2-2. As in the case of '
time ddiigophse HER setverned-Preptsaniers phat el DR jaddress A
receiving the signal indicating that the I P address A
is actyalhptbergihysaddry thediiihesrvhat2-tthentiBaddreshait =ffect.
not actually being used by the DHCP server 2-2 and
stAdr estdpmt 3@t fecand [ 80803 34302-3 and S302-4), the signal
indicating that the IP address A is in use circulates once through
the logical ring 16-2 to be returned to the DHCP server 2-2.

As in the case of the DHCP server 2-0, the DHCP servers 2-3
and 2-1 receiving the signal indicating that the IP address A is
in use determine that the IP address A is actually being used by
the DHCP server 2-2 and stores that effect.

[0058]

Fig. 14 is a view showing a second communication sequence
illustrating the address synchronization process (530-1) in the
DHCP servers 2-0 to 2-4 (the logical ring 16-2; Fig. 9) shown in
Figs. 8 and 14.

Fig. 14 illustrates the case where the IP address A reccognized
by the DHCP server 2-0 as being used by the DHCP server 2-2 is not
actually assigned to the client computer 10 (not used} by the DHCP

server 2-2, that is, the case where the addresses are not synchronized

between the DHCP servers 2-0 and 2-2.
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Fig. 15 is a diagramillustrating a node in which the
third logical ring 16-3 is reconfigured as a fourth
logical ring 16-4 and a fifth logical ring 16-5 when
an error occurs in the third logical ring 16-3 shown
in Fig. 9. Fig. 16 is a diagramillustrating a node in
which two DHCP servers 2-6 and 2-7(n-1) are
reconfigured fromthe third logical ring 16-3 so as
to operate independently when an error occurs in the
f Apt hllogteared g 063 5 shows ilm Ehg. cdSe $0OG1]iByFig. 13,
repeating the processes descri bed above with reference

the DHOP Fegser32t+0 fdanshetéourdghoyifat iMdd dibrgt ddhe DHCP
the fifth logical ring 16-5 can be reconfigured from

servetthe-phivhdthegi eak rengddbe3sWhens fﬁ‘@%écgrfdﬂﬂiﬁﬂ'the DHCP
occurs in the third logical ring 16-3 that disables

servegoqugnhgagkggs3@@Lweq@3b@e1QHCP servers 2-5 and 2-6 as

shown in | . 15. "Furthernore, as shown in Fig. 16

A S LSO L Pk s e o

£ servers 2-6 @b t he flfth | ogi ca
rom ﬁng§PSS@§Herbg Pe&&nﬁpﬁup PsGS¢NEL @ach of the
DHCP servers 2-6 and 2-7 (n-1) can operate
[0058ndependently. [0062] Figs. 9, 15 and 16 illustrate
above the case where an error occurs in the |ogica
r Ings e Biidt-1d( Sab4 €3) canmaoa theiDHTP betrvweenp-2 he fHCRsing
servers 2. However, even if various errors occur such

the IRSaddréds thhe chaspHohesecddr 23t ranemaf st B8 G HCP sexrver
servers 2 goes down to

2-3 a signal indicating the IP address A is not used in contrast

with the case shown in Fig. 13.

In step 304-2 (S300-2), the DHCP server 2-3 relays a signal
indicating that the IP address A is not being used to the DHCP server
2-0.

In such a case, the DHCP server 2-0 determines that the IP
address A is not used by the DHCP server 2-2 and stores that effect.

At steps 304-3 and 304-4 (S304-3 and S304-4), the signal
indicating that the IP address A is not being used i1s returned to
the DHCP server 2-2.

As in the case of the DHCP server 2-0, the DHCP servers 2-3
and 2-1 receiving the signal indicating that the IP address A is
not being used determines that the IP address is not actually being

used by the DHCP server 2-2 and stores that effect.

[0060]
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di sabl e the | P address assignnment process, simlar

processes for the reconfiguration of the | ogica

rings 16, VSS reconfiguration and address

synchroni zation are perfornmed. Furthernore, for

exanpl e, when the communi cations in the second

logical ring 16-2 and the third logical ring 16-3

shown in Fig. 9 are reestablished, the nmaster DHCP

server 2-0, for exanple, perlodlcally performs the

r ERG -1 &80kt | yiHadem pldests at320) ashoda inmwiFigh thie third

so as to conbine the plurality of logical rings 16
logiciadt gingné 6-3giicalreciond ibGrkd( Bisga FpurthhaodSSalcannke 16-4

reconfigured in accordance with the conbination so

and at Hatfthhe caddressesgcam-ze whavnah @irged o dRQ83lin k¥eSthird
reconfiguration] Fig. 17 is a diagramillustrating a

loglcguxgqnboggcglsﬁbgg 16- @lgco osed of four DHCP servers
-3. Hereinafter, for clarification of the

d r| ca ng, 16-6 co osed
%§§ D%EP serve}%ggg% %%l%s rggl%%dﬁﬁn S Fi g %é% %¥° PHCP
tak n_as p c exanple to describe
serverfa ol gttt oh S15 VEREOM ki 4 LhFamd g vihdizsh lemical
one logical ring 16 into a plurality of |ogical rings
ring 1673100633 ¥ Eravrie ndepepdenshowhen @prosess ogfcurs in
creating the VSSs respectively corresponding to the
the fHECR dooverd Zidgt 36253 shwoem time F3G.adgr.egate (the

scope) of the IP addresses given to the logical ring
[006116-6 shown in Fig. 17.

By repeating the processes described above with reference to
Figs. 3 to 14, the fourth logical ring 16-4 and the fifth logical
ring 16-5 can be reconfigured from the third logical ring 16-3 when
an error further occurs in the third logical ring 16-3 that disables
communications between the DHCP servers 2-5 and 2-6 as shown in
Fig. 15.

Furthermore, as shown in Fig. 16, when an error further occurs
in the fifth logical ring 16-5 that disables communications between
the DHCP servers 2-6 and 2-7(n-1), the fifth logical ring 16-5 can
be reconfigured so that each of the DHCP servers 2-6 and 2-7(n-1)
can operate independently.

[0062]

Figs. 9, 15 and 16 illustrate above the case where an error

occurs in the logical ring 16 that disables communications between

the DHCP servers 2. However, even if various errors occur such as
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The DHCP servers 2-0 to 2-3 are provided with the sane
scope as an initial value, and do not initially have
a VSS. Therefore, even if all the VSSs of the DHCP
servers 2-0 to 2-3 are assenbled in the logical ring
16-6, the VS is vacant (0 in size). In this case,
each of the DHCP servers 2-0 to 2-3 regards its own
scope as the VS. The VS at this time corresponds to
the sane | P address aggregate as the scope given as

in theheasai vhate vat Uesasihicote ioiclthedeSHCPPsadde essesgddGown to
#001 and so on as illustrated on the left of Fig. 18.

disabAe uﬁéiYPdﬁddﬁéééeagéiéﬂ@eﬂ§5ﬁ@b@@§§fii&MﬁEﬂ%ﬂP%dd%sses for
defined as a O-th order division of the VS he O-

the r@&@ﬁﬁl?h%b@@@nv§f'§hédf8éi@§d fﬁﬁ&btﬁ§ %ﬁﬁp%éESH%lgdf%tlon

each o servers 2 in the'lTogi'cal ring 16.

and akG3L \éhfls%_hqlﬁm'a%qoﬁqh%r\és g dgdghe 0-th order to

qual 'y ams nuiber 0 address as nuch
sible ta. four rs 2-0to 2-3 (th
058%?%8@8?. o PR ) RGP R T Gt 3 £ hghe second
-6, the division is perforned as shown on the right
109106‘1‘1 Flg9 1825886 fabealthy.rok dogdicsd & nen Litndeshiewst ian Fig.
| P address #k (k 0,1, 2, 3, ...(S-1)) contained in
9 are hHeedstabbisked di theethawSert HEICH-$droedet - dj vifded e¥@mple,
is subjected to the first-order division into VSSs #0

perloﬁdcﬁallyeﬁéﬁﬁtbrmeltmec@mhglﬁd@ﬁi@ﬂ&ﬁiﬁb&%&%&shﬂyﬂﬁ (mg shown
the 37 index k of the I P address #k giving k [nod] =

in m@ tp1 Z5ast hat célhslné/&s% @Ld&ﬁ%ﬁb@ %agea@t §£’n<¥\étll'5 into
the DHCP servers 2-0 t 3 forming the logical Ting

one l%@l@al ring 16-1 (Fig. 3). The VSSs can be reconfigured in

accordance with the combination so that the addresses can be

synchronized.

[0063]

[VSS reconfiguration]

Fig. 17 is a diagram illustrating a sixth logical ring 16-6
composed of four DHCP servers 2-0 to 2-3.

Hereinafter, forclarificationof thedescription, the logical
ring 16-6 composed of the four DHCP servers 2-0 to 2-3 as shown
inFig. 1l7istakenasaspecificexampletodescribethereconfiguration
0f VSSs alongwith thedivision of one logical ring 16 intoaplurality
of logical rings 16.

[0064]

Fig. 18 is a diagram showing a process of creating the VSSs

respectively corresponding to the DHCP servers 2-0 to 2-3 from the
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In the first-order divided state of the VSS, the VS of
the logical ring 16 obtained by aggregating all the
VSSs of the DHCP servers 2-0 to 2-3 formng the
| ogical ring 16 corresponds to the O-th order
division and is identical with the scope correspondi ng
to the initial value possessed by each of the DHCP
servers 2-0 to 2-3. As described above, the order of
di vision of the VSS is always |I|arger than that of the
aggreygtigy (the[0088]) Af thele ¥ddteobeshelvéh asdehssl i d¢de ring
VSS1#il (i =0, 1, 2, A -1) set for each of Al (a
16-6 shbsariipt Figdi dgt.es the order of division of the VSS)
DHCP servers 2-0 to 2-(Al-1) included in the |ogica

r L
58, R0 8 215G 80, By gy g

[ rder of ri

as anthglﬁééiy€%¥€%? %b&?ﬂyyxﬁB f&q g Eave apﬁ% egé%erefore,
equal .t r a sati sf g. Yilil <- S

even Fg 57} Y i i S 5‘3%?35?3#Er%s*f?a%.%@%assembled
error occurring in the logical ring 16-6 shown in Fig.

in the7logdcpdr &iRgf L6r &/ athgnBAnipnvErant 160 ihestaek. In this
where the conmmunication to the DHCP server 2-2 from

case,t gacht kér tbECPHSEr veryers Bedomes 2i-Ppesgialds iitst lven scope

logical ring 16-6 is taken as a specific exanple.
as the V8. The VS at this time corresponds to the same IP address

aggregate as the scope given as the initial value, which includes
IP éddresses #000, #001 and so on as illustrated on the left of
Fig. 18.

An undivided state of the VS as described above is defined
as a 0-th order division of the VS.

The 0-th order divided VS is identical with the scope given
to each of the DHCP servers 2 in the logical ring 16.

[0065]

When dividing the VS divided the 0-th order to equally assign
the same number of IP address as much as possible to four DHCP servers
2-0 to 2-3 (the order of priority 0 to 3) forming the logical ring
16-6, the division is performed as shown on the right of Fig. 18.

Specifically, focusing on an index k of an IP address #k (k
=0,1, 2, 3, ..(85-1)) contained in the 0-th order divided VS, the
0-th order divided VS is subjected to the first-order division into

VS8Ss #0 to #3 respectively containing the IP addresses having the
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In such a case, the master DHCP server 2-0
reconfigures a seventh |logical ring 16-7 including
only the DHCP servers 2-0, 2-1 and 2-3 fromthe sixth
logical ring 16-6 as is already described above. In
the logical ring 16-7, the orders of priority A20 to
A22 of the DHCP servers 2-0, 2-1 and 2-3 are 0 to 2.
[0068] Fig. 20 is a diagramillustrating the VSS
_ reconfiguration with the DHCP servers 2-0, 2-1 and
lnde)‘?-‘%@h%%ﬁ IR F¢reay #logittamtkhémodand, = 9 riee 3t ke that the
DHCP servers 2-0, 2-1 and 2-3 cannot know whet her the
VSSs BRCR $8raxe aZs@dis tepew ith ntheODHOPtsedderd 8-0&CL8S3M forming
to reconfigure the VS and the VSSs so that the IP
the lagfliresis rioan ®-@ssigned to the client conputer 10
W t hout using the VSS #2 correlated with the DHCP
sefyyeh Shewy | [ ~ykn.ar saty sf
t he reéﬁ?ﬁé%ght as dgggﬁﬁggd%gggée?gagﬁés gaha%%gt%% of the
. ft .of FigQ. . n the left .of Fig. 20, e
logléé;\ﬁghg—%F%?b%%f%%%dgf-gggﬁsgg atd ?Eg Féﬁaﬁégﬁs%gsthe DHCP
inclung iB tEe VSSs #0, #1 and #3 respectively
SeIVEIK 4civat8dwne t FPTRENBHER d&dicial Xipgans eaEresepnds to the
servers 2-1 and 2-3 capable of comunicating with the
0-th puderseivépionoandfiy ¢ dane iotcumighc thef saspercmrrésponding
the node as shown in the center of Fig. 20. In this
to theapnetiaflheaVBeoposhes38d|logieath dhghi6DHORl 88iRgrsB-0 to
DHCP servers 2-0, 2-1 and 2-3, which is reconfigured
2-3. after the occurrence of the error, is obtained. The VS
inthis case is the VS of the first-order division. 0O

[ @68t scribed above, the order of division of the VSS is always
larger than that of the VS by 1.
[0066]

An index Y;i; of the IP address in the VSS:#i, (i = 0, 1, 2,
wr A;—1) set foreachof A; (a subscript indicates the orderofdivision
of the VSS) DHCP servers 2-0 to 2-(A;-1) included in the logical
ring 16 havingthe O-thorderdividedVS canbedefinedbythe following
Formula 1.
Yiiip = X + Bii; (1)
where, in Formula 1, the order of priority of the DHCP server 2-i,
is Bjii, and X is an integer equal to or larger than 0, satisfying
Y;i; £ 8-1.
[0067]

Fig. 19 is a first diagram illustrating an error occurring

in the logical ring 16-6 shown in Fig. 17.
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Furthernore, the aggregate of the |IP addresses

included in the thus assenbled VSSs #0, #1 and #3,

that is, the VS of the first order division is

subjected to the second order division in the sane

manner as that in the first order division fromthe

O-th order divided VS as shown on the right of Fig.

20 to obtain new VSSs #0, #1 and #3 after the

occurrence of an error. As a result, the VSSs in the

I@@ir@élnarfltﬁgf 1628 ciewie ﬂéco?ﬁqguﬂéd ash&/SSwmsden vhere the

logical ring 16-7. Each tinme a certain logical ring
commupg dag- iginy itdbedhienDECR pkuvaki y2 dHfohogheadtiiéNTHAB, servers

the I P addresses contained in the VSSs corresponding

2 bectmes hienddER Isles v arshe Uoefibangdr eagh ©f¢ tBerdogh 6al 3 specific
rings 16 are aggregated as the VS, which is further

exampdievi ded into new VSSs for recpnflguratlon Asa
result, a new VSS can be associated wth each of the

o2 I 007
RN Wi TR
ooty Firrafict R SR 4 B0 2
- |ncluded inthe lo |cal ring_ 16 after the

from r%f%X&u FAGFadf 1ime TP Edn Use adetsasd dgsems b above.
is a total nunmber of Bl, expressed in Formula 2 bel ow.

4@ny2hg_20gi¢@(A@&hg—IEHID theBhrted)s, of ALi0AZKy+A20 to A22
B2i2) + Bl 1 (B1-2) and = AL(A2X + B2i2) +

of thel jDHCBlsekve(?) 2wiier €-1 mrorms a2 o e order of
priority of the DHCP server 2-i2

[0068]

Fig. 20 is adiagramillustrating the VSS reconfiguration with
the DHCP servers 2-0, 2-1 and 2-3 shown in Fig. 19.

On the other hand, since the DHCP servers 2-0, 2-1 and 2-3
cannot know whether the DHCP server 2-2 is operating or not, it
is necessary to reconfigure the VS and the VSSs so that the IP address
can be assigned to the client computer 10 without using the VSS
#2 correlated with the DHCP server 2-2 as shown in Fig. 18.

In order to satisfy the requirement as described above, as
shown on the left of Fig. 18 and on the left of Fig. 20, the DHCP
servers 2-0, 2-1 and 2-3 aggregate the IP addresses included in
the VSSs #0, #1 and #3 respectively associated with the DHCP server
2-0 and the DHCP servers 2-1 and 2-3 capable of communicating with

the DHCP server 2-0 before the occurrence of an error in the mode

as shown in the center of Fig. 20. In this manner, the VS of the
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is B2i2, Xis an integer equal to or larger than O,
satisfying Y2i2 < S1, andj 1 (0) toj 1 (Bl-1) are
the orders of priority respectively given to the DHCP
servers 2 prior to the ring reconfiguration, which
are to be included in the logical ring 16 obtai ned by
the ring reconfiguration (however, the order of
priority of the DHCP server 2 that does not have the
order, of _prjorit iven prior to the ring
Logi Gl SRRl Pt POt S8 (1GEGY, SerREFSsymbol%s lapad 2-3, which
, identical to those of nethod 1. [0071] The VSS
15 reqoedridyinchtd e e moves i |thre dwraheris obtained.
descri bed below. As is already described above with
r dfher 8ifcént ahkisgcat8, ishehesvat ef whes ef 1 bt \V-der division.
identical with the scope corresponding to the initia
[0069jal ue possessed by each of the DHCP servers 2 formng
the logical ring 16 is not divided is referred to as

tiFﬁf%Hé}HQ&@?rth%'%b%§@ YPe ggr?g¥EfP g&%ﬁéﬁ%&é%@%% ded in

descri bed above wtH eren
h IP ddr ont ai ne
che thli§ SLELE-H0 \eﬁéa%@fd#@‘. A sttt e org 0% bhe arst
4 [ espondi.n . servers 2 formng_ the
crdes 651 claﬁD o rredho Seésortqqéﬂfqerrstdwwon in the

di vi ded VSS. Furthernnre as is already described
same RRRRETRE Fhadt épehle figstregederidinheion fudm theadeth order
~_Where the VS obtained by aggregating the VSSs
dividgsst ¥iSnad sisoen rasulhe ofightieofi F5¢. e dbtiaihonedoesss 40,
not Qreturn to the 0O-th order division for |ack of a
#1 anpa#B aftéhecNMSSEcurrence of an error. As a result, the VSSs
in the logical ring 16-6 can be reconfigured as VS8Ss in the logical
ring 16-7.

Each time a certain logical ring 16 is divided into a plurality
of logical rings 16, the IP addresses contained in the VSSs
corresponding to the DHCP servers 2 forming each of the logical
rings 16 are aggregated as the VS, which is further divided into
new V5Ss for reconfiguration. Asaresult, anewVSScanbeassociated
with each of the DHCP servers 2 forming the logical ring 16.
fO070]

The index Y;i, of the IP address in the VSS .#i, (i = 0, 2,
..r Ay~1) in the state of the n-th order division, which is set for
each of Ap; DHCP servers 2-0 to 2-(A2-1) included in the logical ring

16 after the reconfiguration of the ring can be defined where G;

is a total number of Bi, expressed in Formula 2 below.
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(that is, remains as the first order division) and is
reconfigured as new VSSs, is referred to as the
second order divided VSS. As described above, the VSS
reconfigured along with the division of the VS of the
logical ring 16 for n-1 tinmes can be defined as the
VSS obtained by the n-th order division. Hereinaf ter,
the nunmber n of division of the VS is defined as the
~order of division. [0072] U The above-descri bed
Yziz Fornmula 2 can be further generalized. The index Ynin
of the IP address in the VSS n#i,, (in =0, 1, 2, ...,
A (A% 1) Bqip) theBgsjihdbe,of the n-th order division, which
is set for each of An DHCP servers 2-10 to 2-(An-1)
included in the logical ring 16 after the
reconfiguration of the ring can be recursively defined
by Go, Gl, ..., G _1 fornulae where Gh is a total
nunber of Bn, as expressed in Formula 2 bel ow.
i natter he .punber , GlL, ..., G1-1 of formul ae
- Al(}lt%the%%%/§8+v%’tjﬁ(ghg?)()r% of division nis referred
to as F, 42 Ynin = An-1 (AnX + Bnin) + Bn-1] n-1 (0) ,
A1 {ReXart Bafphxt BBni(B)-1 Bn_1ja-1 (13(2)1-2) and = An-1
(AnX + Bnin) + Bn-1]n-1 (Bn-1-1) ... (3) where, in
wherepotmiiermsila e theeprderpef ariioridfy tife tBEOPHGRrserver 2-i,
2-in is Bnin, X is an integer equal to or larger than
is B2iQ, BaissfryiimyedrimeqguSlltoand Jarded Bhar0 0, Nsdtisfying Yois,
(Bn-1-1) are the orders of priority respectively

<s-1 ,gia‘ﬁ@n#m)t e PHER-36T ¥BE S 1te BRURY st Of 118 Jding, respectively
reconti gur ation, i ch

given to the DHCP servers 2 prior to the ring reconfiguration, which

are to be included in the logical ring 16 obtained by the ring
reconfiguration (however, the order of priority of the DHCP server
2 that does not have the order of priority given prior to the ring
reconfiguration is excluded).

Other symbols are identical to those of method 1.

[0071]

The VSS reconfiguration described above will be further
described below.

As is already described above with reference to Fig. 18, the
state where the VS identical with the scope corresponding to the
initial value possessed by each of the DHCP servers 2 forming the
logical ring 16 is not divided is referred to as the 0-th order
divided VS.

Moreover, as isalreadydescribed above with reference tc Figs.
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are to be included in the logical ring 16 obtai ned by
the ring reconfiguration, (however, the order of
priority of the DHCP server 2 that does not have the
order of priority given prior to the ring
reconfiguration is excluded). [0073] As descri bed
above, the history of change of VSSs fromthe VS in
the logical ring in the O-th order division state
through the VS in the logical ring 16 in the n-1-th
17 andrir Wieistiade share the TReadPSesnes heomednead der the 0-th
division state of each of the DHCP servers 2 formng
ordertditvidgice aviendivfdeaniheostssed dgpddie drymeo@fresponding
recursive forrmula in each of the DHCP servers 2 as

to theXPHEBSEErvéRs FRrfatmend ik 3oden thed ag qal r%ﬁ%?%ed to
e

16 are restored to a single formagain 7along w
as thBCEO¥ERY ohHAMm AN eHEQr AL the |ike, each of the DHCP
servers 2 after restoration can cal cul ate back the
St.or recursive . fornul ge so as, to,cal cul ate and
EQEFReRECTRS AR ds FIrERay T tra Sr0g Eath tatsmRRce to
[gg?4L [%ES duplication_determ nation] As described _
abgvend: ke - 888 pEepectheEry thesVgneltadnedebpHeRgregating
servers 2 are not the sane in principle in any | ogica
the VE$aphimishrdiared royulheof ddonfiigetatidar fdiomsien does not
logical ring 16-1 (Fig. 3). Therefore, even if the
returSSs the Cotbinedenheivas pburedt tyadi of eyiealt KM@gse vsss
16 are to be reconfigured as a single logical ring
(thatlfs, theend i Ader ensesi £ONAIFRRAqH §1E5R8nYSHS8d i RPRconfigured
conbi ned are never

as new VSSs, is referred to as the second order divided VSS.

Figs.

Asdescribedabove,theVSSreconfiguredalongwiththedivision
of the VS of the logical ring 16 for n-1 times can be defined as
the VSS obtained by the n~thorderdivision. Hereinafter, the number
n of division of the VS is defined as the order of division.
[0072] |

The above-described Formula 2 can be further generalized. The
index Ynin of the IP address in the VSS p#in (in =0, 1, 2, ., An-1)
in the state of the n-th order division, which is set for each of
A, DHCP servers 2-10 to 2-(A;-1) included in the logical ring 16
after the reconfiguration of the ring can be recursively defined
by Gg,G1, ...y Gn-1 formulae where G, is a total number of B,, as expressed
in Formula 2 below.

Hereinafter, the number Gg,Gi1, ..,Gu-1 of formulae in the VSS

with the order of division n is referred to as Fj.
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the sane. However, the possibility that the | P address
duplication may occurs between a plurality of VSSs is
not O because of some processing error. Therefore, if
the occurrence of duplication can be determned to
take a neasure of excluding any of the VSSs causing
the duplication fromthe conbination or the |ike, the
reliability of the logical ring 16 can be further
. enhanced. [0075] Herein, Fornula 3 is expressed in the
Yaln follow ng manner, Ynin = An-1 (AnX + Bnin) + Bn-1]n-1
(0) , = An-1 (AnX + Bnin) + Bn-17n-1 ($n-1-2) and An-1
= Ap1(AX + Brinh) ++BBa§1hnol,(Bn-1-1) ... (3) 44 can be
expressed in a sinplified formas Formula 4 bel ow.

= A, YA F E1X) ++Enj lggg BT ,CnX #nkni, (Fn-2) and = CnX +
Ei n( Fn- 1) [0076] 4) Herein, indices Yniln and

i2n .t ses ncluded in VSSs set
A1 %fg +0§Tﬁ459 ?63 ére expressed by ggrnulae 5-1
where,nf%Efé%ﬁﬁﬁg(gl %W% orger of pé%gglty Jy the SQ%P server 2-i,

is Bpin, X is an integer equal to or larger than 0, satisfying ¥Y,i,

SS—l,andjnﬂ(O)tojnﬂijq—l)aretheordersofpriorityrespectively
given to the DHCP servers 2 prior to the ring reconfiguration, which
are to be included in the logical ring 16 obtained by the ring
reconfiguration, (however, the order of priority of the DHCP server
2 that does not have the order of priority given prior to the ring
reconfiguration is excluded).
[0073]

As described above, the history of change of VS8Ss from the
VS in the logical ring in the 0-th order division state through
the VS in the logical ring 16 in the n-1-th order division state
to the VS5 in the n-th order division state of each of the DHCP
servers 2 forming the logical ring 16 can be stored in the form
of recursive formula in each of the DHCP servers 2 as expressed
in Formulae 1 to 3.

When the logical rings 16 are restored to a single form again
along with the recovery from an error or the like, each of the DHCP
servers 2 after restoration can calculate back the stored recursive

formulae so as to calculate and reset the VSS used in the restored
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= CnX1 + Eni 1In (Fn-2) , or = CnXz + Eni 1n (Fn-1)
Yni2n = CnX2 + Eni2n (0) , CnX2 + Eni2n (Fn-2) , or =
CnX2 + Eni2n (Fn-1) ... (5-2) where XZ and X2 are
integers equal to or larger than 0, satisfying 45
Yniln < S 1 and Yni2n _< S-1, respectively. [0077]
When the two VSSs are the sane, Fornmula 6 belowis
established Yniln= Yni2n .. (6) Wien the two VSSs are
sane, any one of Formul ae 7 belom1 i s established.

1°9lcéﬂxrfl$gEﬂ| 'n(0) = CnX2 + Eni2n (0) , = CnX2 + Eni 2n
& n-2) , or = CnX2 + Eni 2n(Fn-1), or CnXl + Eniln(l)

[00743 CnX2 + Eni 2n (0) , = CnX2 + Eni2n (Fn-2) , or = CnX2
+ Eni 2n(Fn-1) , or CnXl + Eni In (F,,-1 )

[VSS duplication determination]

Asdescribedabove,theVSSsrespectivelyassignaﬂtotheDHCP
servers 2 are not the same inprinciple in any logical ring 16 obtained
by the reconfiguration from the logical ring 16-1 (Fig. 3).

Therefore, even if the VSSs are combined when a plurality of
logical rings 16 are to be reconfigured as a single logical ring
16, the IP addresses contained in the VSSs to be combined are never
the same.

However, the possibility that the IP address duplication may
occurs betweena plurality of V8Ss is not 0 because of some precessing
error. Therefore, if theoccurrenceofduplicationcanbedetermined
to take ameasure of excluding any of the VSSs causing the duplication
from the combination or the like, the reliability of the logical
ring 16 can be further enhanced.

[0075]

Herein, Formula 3 is expressed in the following manner,

Ynin

= Ap-1{AnX + Bpin) + Bn-ljn-l(o)r

= Ap1(ApX + Bpin) + Bn—ljn—l(Bn-—l_Z) and

= Ap-1 (AnX + Bnin) + Bn—ljn—l(Bn—l'—l) . ...(3)
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46 = CnX2 + Eni2n (0) , = CnX2 + E'i2n (Fn-2) , or =
CnX2 + Eni2n (Fn-1) .. (6) [0078] Each of the
equations included in Fornula 6 can be sinplified as
Formula 7 as follows. aXl + b = cX2 +d (7) [0079]
However, in Formula 7, O <b<a... (8, 0d<c..
(9), 0<- aXi +b <SS 0 <cXz +d<S (100 . [0080]
When Fornmula 7 is transforned, Formula 11 is obtained
el where each .of aXl, and cX2 + d-b is a nultiple
can b%f FBregrdd i % SEindyL £ iegh Yo ym @t [Fommerler dr de lic.
v i both ¢cX2 and (d-b) are nultiples of a, that is, when
"1 the following Fornula 12 is established and the sum of
a resjdue systemof a of cXz and a residue system of
= CoXg*ofrindB)y is a, nore specifically, when the
followng Fornmula 13 is established, 47 duplication of
the two VSSs occurs. Accordingly, the follow ng
Formul ae 12 and 13 are executed

= CpX + Epin(Fe—-2) and
= CoX + Epip (Fp-1) = (4)
[0076]

Herein, indices Ynily, and Yni2, of the IP addresses included
in the VSSs set for two DHCP servers 2 are expressed by Formulae
5~1 and 5-2 as follows,

Ynilp

= CpXp + Eniln(o)r

ch]_ + Eniln(Fn_Z) r or
= CnXy + Epils(Fn-1) = (5-1)
YniZn

= CpXp + Enizn(o)r

= CnX2 + Enizn(Fn_‘2) 7 orxr
= CpXy + Enizn(Fn_l) = {5=-2)

where X; and X, are integers equal to or larger than 0, satisfying
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Yni 1n

for each of the equations included in Fornula 6 to
determ ne whether the two VSSs are the sanme. cX2
[mod] a = 0 and (d-b) [mod] a = 0 (12), or, cX2
[mod] a + (d-b) [npd] a = a (13) [0082] Herein, A and
B are defined as expressed in Fornulae 14 and 15
below If a value of a-Bis contained in a set of A

it can be determned that the |IF addresses contai ned
in the two VSSs are the sane. A =cX2 [nod] a (14) B
= (g=b)afqaod]iZg <(3$5), Areepeativelly, when a val ue of B
is 0 and a value of cis a nmultiple of a, it can be

[0077Heterm ned that the | F addresses contained in the

VSS1 and VSS2 are the sane. [0083] If Fornul ae 14 and

1ph ek @ n_SSl ged sl Ard E%ef@érhé’WFB‘é}mEQ r@‘b@loqﬁls EQEQBhilshed
17 bel ow can be obtai ned = (a [ Mo

= b d d 17 0084
“ll'=bﬁggiyg satlsfggh i ] a) L ] a ) ; ]

g Fornmula 17 is obtained and X2
f F 9 d (11 d Y of t
dup%f&gggivggq§%%b§g 05ﬁ24§g@%20%$£ﬁ%§ﬂ%§9 ﬁ%WW&P& {gbelow

| ow. By perform ng the above-described process for

is eSEﬁgﬁlﬁhe?he equations expressed in Fornmula 6, the

duplicate I P address (the

CpX1 + Epil, (0}

= CpXp + Enizn(o)r

= Cp¥o + Epi2,(Fp—-2), or

= CpXy + Enizn(Fn_l) ’

or

Cn¥y1 + Epily (1)

= CpXs + Enizn(o)r

= Cp¥s + Eni2n (Fa=1),

or

CoXy + Epil,(Fp-1)
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i ndex of the IP address) in the two VSSs can be
obtained. Y =c¢cX2 +d (18) [0085] [Determ nation
whet her or not an index value of a certain |IP address
C~ is contained in the VSS] Hereinafter, the
determ nati on whether or not an index value of a
certain | P address is contained in the VSS w Il be
descri bed. The determ nation is enpl oyed for
determining with an index value k of an |IP address #k
CrnXowheldiedn (60 »not the I P address is contained in the VSS
to be determned and the I P address is assigned to the
client conmputer 10. Since the index value Y of the IP
address to be determ ned should satisfy the
above-described Forrmula 11 and the index value Y is
expressed by Fornula 19 below, it can be determ ned
t ha e Lpdex val ue of the I P address is contained
cd@iﬁ Fﬁ%ﬂV§§ ?g'bg%deternined if Formula 20 below is
satisfijed. Y. = aXz + b (19) (Y-b) [nod] a = 0 (20)
C“Xﬁ (ﬁﬁﬁénzgéo%ﬁing to the above-descri bed nmethod, based
on the history of change of the VSS of each of the
DHCP servers 2 Which is stored 49 in the form of
order of division and recurrence fornula of each of
[0078t he |l ogical rings 16, (a) the VSSs can be easily
reconfigured, and (b) the division and conbi nation of
theclVe$sthe equations included in Formula 6 can be simplified

as Formula 7 as follows.
a¥; + b =cX + d - {7
[0079]

However, in Formula 7,

0 £b < a (8),

0 £d<c (2),

0 aX¥X; + b <5, 0 X2+ d< S5 - (10).
[0080]

When Formula 7 is transformed, Formula 11 is cbtained below,
where each of aX; and cX; + d-b is a multiple of a.
aX; = cX; + (d-b) - (11)
[0081]

Therefore, if both ¢X; and (d-b) are multiples of a, that is,
when the following Formula 12 is established and the sum of a residue
system of a of cX; and a residue system of a of (d-b}) is a, more

specifically, when the following Formula 13 is established,
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(c) the determ nation of VSS duplication; and (d) the
determ nation whether or not a certain |IP address is
contained in the VSS to be determ ned Q can be
performed by sinple calculations. Therefore, if the
VSS is defined by the recurrence fornulae to be used
for the notification between the DHCP servers 2, it is
no | onger necessary to transmt all the I P addresses
in the VSSs between the DHCP servers 2 as in the case
duplighéient lvd V88 iteroddBSiSsecdcdumtshef or mof table (Fig. 12
(A)) . Therefore, the anount of information to be

t Aapsmithgd ybetweefol hewDhigPrsenvess 22 ey bies r-aduesdcuted
for the reconfiguration of the logical ring 16 and

for edde o YhSIRaNGnLOABINAEHUT 0brh8aVEFS dé@&ﬂ%% Rther
res

address proxy reassignnent] Hereinafter, S

the tggo&gsgsghgnqggtSgﬁ%cess when an error occurs in the
| ogi cal ring 16 be described. Fig. 21 is a second

Lagram.i| | error occurrlng in the

ch[m?%ggcarbr?ﬁa ﬁ%a%sgﬁagﬂ i g %) A®%hown in Fig.

21 in the case |IIustrated in Fig. 19,
CXZ[m%%hﬂuﬁl&bebﬁm%éiﬁeenathe(éﬁ¢P server 2-2 in the

| ogical ring 16-6 50 and the other DHCP servers 2-0,
[00823. -1 and 2-3 becones inpossible, so that the DHCP

servers 2-0, 2-1 and 2-3 cannot know the operating

sHatreinpdhcatd ry arkethdrined a6t ekbec DEER S€rMefmZtae i1Sf and

operating normally in sone cases. In such a case, for

15 bel¥aOpl®Es 4 Ra1masber a DEIGHs sedeli s i a set of A, it can be

determined that the IP addresses contained in the two VSSs are the

same.
A = cXo[modla - (14)
B = {(d-b) [mod]la - (15)

Alternatively, when a value of B is 0 and a value of c is a
multiple of a, it can be determined that the IP addresses contained
in the VSS1 and VSS2 are the same.

[0083]
If Formulae 14 and 15 are assigned in the following Formula

16, Formula 17 below can be obtained.

A = (a-B) [mod]la - (16)
cXs[modla = (a-{d-b) [modla) [mod]a o (17
f0084]

When X, satisfying Formula 17 is obtained and X, satisfies

Formulae (9) and (11), an index Y cof the duplicate IP address can
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the logical ring 16-7 obtained by the ring
reconfiguration perforns the processing of the DHCP
server 2-2 instead of the DHCP server 2-2. If the
mast er DHCP server 2-0 reassigns an | P address instead
of the DHCP server 2-2 when the client conputer 10
whi ch cannot comunicate with the DHCP server 2-2
reassigns an |IP address to the DHCP server 2-2 or the
li ke before the IP address assignment time linit

be obteginesk bvt Femeladdeds lagsi gnnent to the client
conputer 10 is not interrupted. As a result,
c Gynpeirdatringm gc & eb e bprveveldsed i Hacdomraridig for each of the
interrupted. [0088] Herein, the case where only the

equatdemslrixpaidserdaiieRrmie BHCR hes /fMariTad-D0 I@ﬂ%c%r%ss (the
becones i npossi bl e whereas the DHCP server 2-2 its

indexd Scamablie efaRedor NiNg e Jy /4a8SI NG, Y r%éavl V%WA '
be i me q

considered. In such a case, at the't
v - Cgénk reconflgg{€t|on occurs, the |IP address assigned
thg Br 2-0in the proxy processing to the
ﬁllent conmputer 10 renmins continuously reassigned to
client conmputer 10 whereas the DHCP server 2-2
cannot receives an 51 | P address reassignnent request
[Deteppimationcyhekbes spueeran dngsxret kas of 2 lfertR iaddP eskiress
at the assignment time limt. Thereafter, if it
copgppens timattheh& SBHCP server 2-2 assigns the sane
(released) I P address to another client conputer 10
| Heepanadd€nklry ohe tdwer JMCRBeIoewhdtBer BEQR SheNtYex value
sometinmes occurs in the |IP address assignnent state

of a betveen TMedHERSeEVesst21Red in the VSS will be described.

[0085

The determination is employed for determining with an index
value k of an IP address #k whether or not the IP address is contained
in the VSS to be determined and the IP address is assigned to the
client computer 10.

Since the index value Y of the IP address to be determined
should satisfy the above-described Formula 11 and the index value
Y is expressed by Formula 19 below, it can be determined that the
index value of the IP address is contained in the V5SS to be determined
if Formula 20 below is satisfied.

Y = aX; + b = (19)
(Y-b) [mod]a = 0 -« (20)
[0086]
According to the above-described method, based on the history

of change of the VSS of each of the DHECP servers 2, which is stored
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and 2-2. [0089] O In order to elimnate such
i nconsi stency, the neasures as described in (1) to
(7) below are taken so that the DHCP server 2-0is
capabl e of performng the proxy processing in
accordance wth the I P address reassi gnnent request
to the DHCP server 2-2 in the logical ring 16-7 and
the like. (1) The DHCP servers 2 are provided with a
proxy ARP server function for realizing an ARP
in theafaresefResdeat PEndprosdenl pndnreaddirenos formhéa of each
function described above as the DHCP servers. (2) A
of thégltagiucedusiARP Léquest"” (according to the translation
in "TCP/IP illustrated, Voll. 1, the Protocols; by W

(a) tRechissd §éﬁVB@SeasiR?n§bébﬁﬂlgﬁréépaﬁﬁae by Yasuo
Tachi bana and Shoji Tnoue, edited by Pearson

tﬁguaébhemoﬁagﬂa) cbabﬁﬁgﬁlbﬂ wetﬁkavngHCP servers 2

in the new logical ring h the gratuitous ARP

2 I I
© tggqgg%mg_ggu e TN o o 2

ddress of t server 2, which_is included in
@) the S G e oG R ee Be BOE RS LT LEGRRIGRe T BAnBined

but not in the new logical ring 16, to a MAC address
in thgfVERetAnBeefletOFPRSEr ver 2. Moreover, after the ring

reconfiguration, each of the DHCP servers 2 sends a
can b&gpartptrved BRPsimgliestdltoleesohse its own address

to its own MAC address. [0090]

Therefore, if the VSS is defined by the recurrence formulae
to be used for the notification between the DHCP servers 2, it is
no longer necessary to transmit all the IP addresses in the VSSs
between the DHCP servers 2 as in the case where the V53 is defined
intheformoftable (Fig.12(A)). Therefore, theamountofinformation
to be transmitted between the DHCP servers 2 can be reduced for
the reconfiguration of the logical ring 16 and the division and
combination of the VSSs.

[0087]
[IP address proxy reassignment]

Hereinafter, an IP address proxy assignment process when an
error occurs in the logical ring 16 will be described.

Fig. 21 1s a second diagram illustrating an error occurring
in the logical ring 16-6 shown in Fig. 17.

As shown in Fig. 21, as in the case illustrated in Fig. 19,

communication between the DHCP sexrver 2-2 in the logical ring 16-6
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(3) Wien an error occurs in the communi cati on between
the DHCP server 2-2 and the other DHCP servers 2-0,
2-1 and 2-3 in the logical ring 16-6 to induce the
ring reconfiguration, the master DHCP server 2-0 in
the logical ring 16-7 | ooks up the VS table shown in
Fig. 12 (B) to obtain the DHCP server 2 not incl uded
inthe logical ring 16-7 (in the exanple shown in
Fig. 21, the DHCP server 2-2) after the ring
and thecobheégubPHE€Poacaweng £he, DBICP sedveér3d Betomtheimpossible,
logical ring 16-6, which assign the IP address to the
so thad itért DEORRIKFedd 2-at, Lhe dnde-theanhbe ¥hd@ the operating
reconfiguration occurs. (4) The master DHCP server 2-0

statel Ihdh€at P94 CRhe fhdY éﬁ'ﬂo@t@{@%Hd@%elﬁe%dQL§s§sogpggﬁt ing
DHCP server 2-2, which is not included in the |oglca

§4009:4654.a8f LeL.Lhe ring reconfiguration but assigns
normat%g P gdﬂress ?% the client conputer 10 at the tinme

of the ring _reconfiquration, .in a proxy reply list. _
PERONTCh 5 S ot e 0 ol SR piE R Ser e 2-0 4
gratuitous ARP request to the other DHCP servers 2

the 1qica lpuepash vepdtainedndy £he) ring maconiggiuzatiqmgerforms
16-7 so that the I P address of the DHCP server 2-2 53

the proptashed ¢hH the PHOX\sampy JH4X5tinss geek olfvétict BHCReserver
MAC address of the DHCP server 2-0. In this manner,

2-2, the master DHCP server 2-0 is capable of receiving
the I P address reassignment request issued fromthe

CifaiHe mEEPUEEPHAD sled-vidher DhIGR S MAls 2n2r ARIdRE d 1KStead
inthe logical ring 16-7. (6) The master DHCP server

of thg'gHE§C§E¥§ért932lﬁh@HdEﬁésclﬁ@ﬁgskgggﬁgﬁgrEQUQﬁEch cannot

I ssued to the DHCP server 2-2 an

communicate with the DHCP server 2-2 reassigns an IP address to
the DHCP server 2-2 or the like before the IP address assignment
time limit expires, the IP address assignment to the client computer
10 is not interrupted. As a result, communication can be prevented
from being interrupted.

[0088]

Herein, the case where only the communication between the DHCP
servers 2-0 and 2-2 becomes impossible whereas the DHCP server 2—2
itself is capable of performing the processing normally will be
considered.

Insuchacase, atthetimewhenthe linkreconfigurationoccurs,
the IP address assigned by the DHCP server 2-0 in the proxy processing
to the client computer 10 remains continuously reassigned to the

client computer 10 whereas the DHCP server 2-2 cannot receives an
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in addition to the | P address reassignnent request
issued to itself and perforns the processing instead
of the DHCP server 2-2. [0092] (7) The DHCP servers
2-0 to 2-3 store all the IP addresses reassigned
after the occurrence of the ring reconfiguration in
association wth the order of division (for exanple,
n) of the VS at the tinme of the occurrence of the
ring reconfiguration (Fig. 12 (B)) . The order of

I P addgp¢psiems gfonmen S dee $dEmpinddle ol 14nt bemputrberl 0 tof release
division of the logical ring 16. For the |IP address

the Ibhawidigesds|at gehecondetgohedtvtshonlohithe VS stored in
associ ation than that of the VS at the occurrence of
thige Féaibt & £C 0N | QUNAIH O s e tASIRCIDAd s@idel 912 assigns
division of the VS is reset to that of the VS at the

the sQREUTN (&I égdfhg?ggggre%gcqnjiQHBﬁééfgtgggﬂtu%%ﬂ uter 10

servers 2- and 0 not reuse t ress, IC

. I s,alread SSj d by th server 2-2 to a,
indepedofat bV of B DEGRBEIgrT 107 At PERE L FERHEIP e IS hgecus
) reconfiguration occurs, so as not to 54 assign it to
in th%h%Po%ﬂ%¥e%Fi%ﬁ%l&%ﬁ%ﬁ?eﬁgaﬁe Bokrieen Ehe aﬁngﬁﬁﬁﬁ@rs 2-0
time limt expires before the recovery fromthe error
and 213.achieved or the network systeml1 is restored to an
initial state by an admnistrator so that the order
[0089bf division of the VSin the logical ring 16 is
reduced to the order of division of the VS stored wth

the éPieddiess1oninaBe| 8hich! IntbhSiFBEAGY, the measures as
i nconsi stency can never be generated in the |IP

descr%ﬁ%&?ﬁé apsi goment sLabs RELWeERehheo DEGR: Seh¥epuép2server
2-0 is capable of performing the proxy processing in accordance
with the IP address reassignment request to the DHCP server 2-2
in the logical ring 16-7 and the like.

(1) The DHCP servers 2 are provided with a proxy ARP server
function for realizing an ARP (Address Resolution Protocol) in
addition to the function described above as the DHCP servers.

(2} A “gratuitous ARP request” (according to the translation
in“TCP/IPillustrated, Voll.1l, the Protcocols; byW. Richard Stevens,
translated in Japanese by Yasuo Tachibana and Shoji Inoue, edited
by Pearson Education Japan) is made to the slave DHCP servers 2
in the new logical ring 16. With the gratuitous ARP request, the
master DHCP server 2 in the new logical ring 16 after the ring
reconfiguration resolves the IP address of the DHCP server 2, which

is included in the logical ring 16 before the ring reconfiguration
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ot her DHCP servers 2-0, 2-1 and 2-3. [0093] The order
of division of the VS is handled as follows. (i) The
order of division of the VSin the logical ring 16 at
the tine of the I P address assignnent is stored at
that time as an order of division to be stored with
the I P address. (ii) If the order of division stored
with the IP address is |larger than that of the VS in
the logical ring at the tine of ring reconfiguration,
but nehelmr nek dpgishbnrisg oMer wd bt BAChyddhesorafertheofiaster
division of the VSin the logical ring 16 at the tine
DHCP e&rwemg2Z.reconfiguration. (iii) The I P address is not
assigned even if the assignnment time limt expires

upbessvehe grder e divigirafridaMI &, then 120keal paep
ring 16 at that tine becones equal to or |ess than

serveEfBaZ sefRfisthes Var 8 0664 Atd ﬁe&ﬁes@y t%af%%é)?ﬂeetigrgbﬁrggadress

of division of the VS in this manner, Xy

L Le [ n rocessing of the I P address can be
to lt%e??érﬁggea§F?ﬁ§%f regardi ng the O-th order division

009035 special. [0094] Fig. 22 is a flowhart showi ng a
[ Erocess (S30) in which the DHCP server 2 in the

logical ring 16-7 illustrated in Fig. 21 perfornms the

f GAC s 8f qIH IDPICPUS BriveEhe-Comduparad thigorf behwwels the DHCP

logical ring 16-7 instead of the DHCP server 2-2.
serveFi4y:2 28di ttha otthegr BT B sewivieg sdat+ @, etlt ang 2-8 thecloy detical

of division in the VS table in the proxy process
ring Is¥dWaoiihdids tBE.ring reconfiguration, the master DHCP server
2-0 in the logical ring 16-7 looks up the VS table shown in Fig.
12 (B) to obtain the DHCP server 2 not included in the logical ring
16-7 (in the example shown in Fig. 21, the DHCP server 2-2) after
the ring reconfiguration among the DHCP servers 2 in the logical
ring 16-6, which assign the IP address to the client computer 10
at the time when the ring reconfiguration occurs.

. {4) The master DHCP server 2-0 in the logical ring 16-7 stores
the IP address of the DHCP server 2-2, which is not included in
the logical ring 16-7 after the ring reconfiguration but assigns
the IP address to the client computer 10 at the time of the ring
reconfiguration, in a proxy reply list.

[0091]
(5} The master DHCP server 2-0 sends a gratuitous ARP request

to the other DHCP servers 2 (the DHCP servers 2-1 and 2-3) in the

logical ring 16-7 so that the IP address of the DHCP server 2-2
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In the logical ring 16, as shown in Fig. 22, if sone
event (clear of the order of division in the VS
tabl e, an I P address assignment request, an IP
address reassi gnnent request, the occurrence of an
error, the recovery froman error and the |ike)
occurs, each of the DHCP servers 2 in the | ogica
ring 16-6 determ nes whether or not the occurring
event is an instruction of clearing the order of
contagngrsipnthe PRexYSrepby el {F% gis IXB))vdsy tan the MAC address
admnistrator of U the network system 1 and setting
of th¢ MAGRIsedaea 2DON' tIrCahés saenéhe tlentmaygtefr BRCP nokexwet 2-0
(A+l) shown in Fig. 23) indicating no error occurs in
is capdielé o eakbefivAggléhé M BEEARr3lE £S309) gnhént NBUEIY issued
is an instruction to clear the VS table, the

f $BEVEN i 2nkr e6R! 019t 2. L\wer, .
o othermﬁsg procg’g%gtr E? g?eg%é38§E@F8 95]rf% étéﬁ 3656 1ike

. 5 t _server 2 in the logical ring 16-6 56
in th%eigékcal Q%H?P%E 5

m nes r ‘'or not the event corresponds to the
OE%rr% nce of an error, the recovery froman error,
an®l p B3Rt eafEFEnmSRVe Y eques LRSSV Snerte r E§udsidress
fromthe client conputer 10 or the |ike. The DHCP
reassigppept2 reAueRE Legresl tei felBHEFpsecweds 2@ sngpthe like
S320 if the event indicates the occurrence of an
in ad@itien t@ hbeviBeddriessprezssignnenstremu@330i sknedtep itself
310 (S310), the DHCP server 2 in the logical ring 16-1
and peaffbirmes thhe pplodealsiihy ahslkegidcalr rthegPHLE gerekat ed2 .
as a result of the ring reconfiguration due to the
[00g92@rror occurring before this

(7) The DHCP servers 2-0 to 2-3 store all the IP addresses
reassigned after the occurrence of the ring reconfiguration in
association with the order of division (for example, n) of the VS
at the time of the océurrence of the ring reconfiguration (Fig.
12(B)). The order of division of the VS is identical with the number
of division of the logical ring 16.

For the IP address having a larger order of divisicn of the
VS stored in association than that of the VS at the.occurrence of
the ring reconfiguration, the assoclated order cof division of the
VS is reset to that of the VS at the occurrence of the ring
reconfiguration.

The DHCP servers 2-0 and 2-2 do not reuse the IP address, which
isalreadyassignedbythe DHCP server 2-2 toacertainclient computer

10 at the time when the ring reconfiguration occurs, so as not to
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step. Furthernore, the DHCP servers 2 in the | ogica
ring 16-6 uses the recursive fornul ae described with
reference to Fornulae 1 to 3 to conbine the VSSs
associated with the DHCP servers 2 in the plurality
of logical rings 16 to create a new VS. Furthernore,
the new VS is further divided to be associated with
each of the DHCP servers 2, thereby reconfiguring the
~ring. [0096] In step 312 (S312), the DHCP server 2 in
assigphit |toyitdw otheg ¢dientserspihersall daten tid the asdégsment
of division of all the entries in the VS table. In
time kiept 2O i(5EE20®kfotchehBHERCcseeyer £ 2om tHdedregi dal achieved
ring 16-6 perfornms the processing for ring

or thEeeRRkicgu afyderand VSSreke60Bhi gUr ald i dih 1S8R 322y an
(S322), the DHCP servers 2-0 to 2-3 | ook up the 57 VS

. e - of .
admlngé‘pkgtgij s%e{:htBE:tl?é %ﬁrdeqf og'dgll'x%%sfﬁ%rﬂ %?e%kﬁée%?rjﬁ@ tvl\}jee%oglcal

I vi st on of ogical rin

. e. ring, reconfiguratign_ occurs.for th nt of th .
ring {80 R T S P kG, SE AP 6F0n TS, Ramred wicn
that at the time_when the ring reconf iguration
the I5cadfsesswht chM@4s®assi gned to the client conputer 10
before the ring reconfiguration (when included in the

| i teal s margiers- énopnsieiencax caadiayger Hee asgiagmtms in the
time limt (see the entry of the index 4A shown in

IP ad@irgss23ksidnm&8R2sthhe PeiCRessr the RHCBseesvar 2-2 and the
"gratuitous ARP request,” for resolving its owmn IP

otheradHCessetOerbs2onn MAC address.

[0093]

The order of division of the VS is handled as follows.

(i) The orxder of division of the VS in the logical ring 16
at the time of the IP address assignment is stored at that time
as an order of division to be stored with the IP address.

(ii) If the order of division stored with the IP address is
larger than that of the VS in the logical ring at the time of ring
reconfiguration, the order of division is overwritten by the order
of division of the VS in the logical ring 16 at the time of ring
reconfiguration.

(iii) The IP address i1s not assigned even if the assignment
time limit expires unless the order of division of the VS of the
logical ring 16 at that time becomes equal to or less than that

of the VS stored with it.

By handling the order of division of the VS in this manner,
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[0097) In step 324 (S324), the DHCP server 2 in the
| ogical ring 16-7 determ nes whether or not to
performthe | P address reassi gnnent instead of the
DHCP server 2-2. The DHCP server 2 in the |logical ring
16-7 for performng the processing instead of the
DHCP server 2-2 is selected in accordance wth, for
exanpl e, the previous setting for each of the DHCP
servers 2 or the rule that the master DHCP server 2
the prgxyt heaashonvght&radanpinsopartiol RFrddre g osadsd pgriormed
i nstead of the DHCP server 2-2 (herein, the case
withowheregéheibhiCPhsebveh 2rBepedfolptohhaspepeessing
instead of the DHCP server 2-2 is given as a specific
(oooagxanple). If it is not necessary to performthe
processing instead of the DHCP server 2-2, the DHCP

spryera2 it he I5G&! 6z 7 etef it
pr 626551 ng. “Th e°?.%%s%§e?§2995%o?h%$€§%%pﬁ'ﬁf‘é%egil vhigh toe

DHCP s%hr%rsg’%% ﬂé‘lgEE%g%%&r‘g%é@? i lIFLllstDH(’E%dSJ.IA\RgE,gr equggfrforms

ogl ca S a grat UI ous

to the othe servers_2_i . |caI ring 16-7 .
the FURE 14T O TR S DECaE TR 2 S g 6k L 40et i 1001 cal ring

receive the | P address reassi gnnent request to the
16-7 pmebesdr 9ér the2DHCRsseadesf 2tRe DHCP server 2-2. If it
is not necessary to performthe processing instead of
t Aeg DEIGR ssedvegra2mn3hotiegtd ians¢ tiei hgogbthle ardwy dbfdivision
[00981 In step 330 (S330), the DHCP server 2-0 to 2-3
in thprvsessblibeinl Phadgresy peasssgnBRBINI €HUESY.
i ssuedt ot hensel ves. TheDHCPser ver

In the logical ring 16, as shown in Fig. 22, if some event
(clearoftheorderofdivisionintheVStable, anTPaddressassignment
request, an IP address reassignment request, the occurrence of an
error, the recovery from an error and the like) occurs, each of
the DHCP servers 2 in the logical ring 16-6 determines whether or
not the occurring event is an instruction of clearing the order
of division in the VS table {Fig. 12(B)) by an administrator of
the network system 1 and setting initial data {Don’t Care; see the
entry of an index # {(A+1) shown in Fig. 23) indicating no error occurs
in the logical ring 16 in step 300 (5300).

If the event is an instruction to clear the VS table, the DHCP
server 2 proceeds to step $312. The DHCP server 2 otherwise proceeds
to step S302.

[0095]

In step 302 (S302), the DHCP server 2 in the logical ring 16-6
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2-0, 2-1 and 2-3 process the |IP address assi gnnment
request to thenselves. Furthernore, the DHCP servers
2-0 and 2-2 process the | P address assignnent request
and the reassi gnnent request to the DHCP server 2-2.
However, if a new | P address assignnent -request is
generated, the DHCP server 2-0 selects the |IP address
fromthe | P addresses which are not registered yet on
the VS table while being in the VS of the | ogical
determipgs Mhatdiathicoh nolret DRIGV Rt \arr @ Ppduloigstbe ofcoenrence
those in the VS table with an order of division of the
of an ¥Srwhj cthe iredcareger frbammoreregugl ahol B haldrats st heassignment
occurrence of ringreconfiguration as the order of

reque$h Yh §6 DfnméhH RIS EYBBMHe ElHBNki ddrp P NA0 or the 1ike.
exceeded, thereby assigning the selected |IP address

t [ ; 9 ; [ i .
S T e Phe DHp LeTier 2 P hod (8 ¥ess po ster

. SS he DHCP server 2-2 selects the |P add S__ .
5320 4 Bhe Suen s it sae LhE g R iopt, A8 Revarad Dekepises
, the VS table while being in the VS of the |ogica
1T Pro¢eg@iete oSWhlP ch3fhe DHCP server 2-2 belongs or  from
those in the VS table with a | arger order of division
ofn tsrepr ¥80t Hahl Ghathat DHGR seeviptr éridetoe ¥omipcal ring 16-1
reconfiguration as the order of division with the
combingsigmeantutalety iod tldusige] exdicesddd, geherelyd as a result
assigning the selected IP address to the client

of theeiput eecdAfmgkragiohheud aguest éhsveuRicudhirsy b®fore this
applied to the case where the order of division is

step.Obtained by subtracting the frequency of recovery
fromerror fromthe frequency of occurrence of error.

Iﬁuﬁgﬁefﬁgfé, the DHCP servers 2 in the logical ring 16-6 uses
the recursive formulae described with reference to Formulae 1 to
3 to combine the VS8Ss associated with the DHCP servers 2 in the
plurality of logical rings 16 to create a new V5. Furthermore, the
new VS is further divided to be associated with each of the DHCP
servers 2, thereby reconfiguring the ring.

[0096]

In step 312 (S312), the DHCP server 2 in the logical ring 16-6
sets initial data to the orders of division of all the entries in
the VS table.

In step 320 (S320), the DHCP server 2 in the logical ring 16-6
performs the processing for ring reconfiguration and V5SS
reconfiguration.

In step 322 (S322), the DHCP servers 2-0 to 2-3 look up the
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of division is obtained by subtracting the frequency
of occurrence of the error fromthe frequency of
recovery fromerror, the condition defined by the
order of division in the VS table and the order of
division in the logical ring 16 at the tine of
assignnent is reverse to that described above).
[0099] Fig. 24 is a first comunicati on sequence
diagramillustrating a process (S34) in which the

VS talpHePtgesgertiRei ardde bbgdtuisiong (ibe 7ordhownfi diFigion of
21 perfornms the function of the DHCP server 2-2

the leepaalinghg freMit et 0y edne Whenl6hé rhayeadcohrih8ration
DHCP server 2-2. As shown in Fig. 24, in step 340

occuré SB4P) thé henbPHEPo sef Mer 1 2- gddk@sghﬁabQQFcéllék 8r18z8er of
assigns the IP address Ato a certain client

divis FONRMST + 19t SQ E‘ﬁe't% \958 Wwiﬂgf%%o%ﬂgugtlf&occurs,

di vision n of inth Sta
and _344 (5342, and 44),. the ring recon ion
“hich g VeSS oo SR ety Al uFaonp? Pt iel Cring
erver  2-2 departs fron1the | ogi_cal ri.ng 16-7. At
reconifh?‘éri‘Fh‘én freR T ledediin dilvh loricee Ffég‘ligcéﬁ PP ngdthout
16-7 and the VS of the DHCP server 2-2 is increased
exceedipg Bheoaasignoantt hemet héminandeet hbeoedbryopf the index
di vision of the IP address A assigned by the DHCP

#A sheenven Rig.t®3ihe client computer 10 (Figs. 12(B) and
23) remains n even after the occurrence of ring

ree@Eigurakl pAce $04R01 A AsgheR 34@AaB¥Houd AR PDHERuest”
server 2-0 issues a gratuitous ARP request to the

for rOLHeLiHCP seryR $r2a8Rdkhe 5l i €Dt (GAMMAKECLadress.

[0097]

In step 324 (5324), the DHCP server 2 in the logical ring 16-7
determines whether or not to perform the IP address reassignment
instead of the DHCP server 2-2.

The DHCP server 2 in the logical ring 16-7 for performing the
processing instead of the DHCP server 2-2 is selected in accordance
with, for example, the previous setting for each of the DHCP servers
2 or the rule that the master DHCP server 2 in the new logical ring
16 performs the processing instead of the DHCP server 2-2 (herein,
the case where the DHCP server 2-0 performs the processing instead
of the DHCP server 2-2 is given as a specific example).

If it is not necessary to perform the processing instead of

the DHCP server 2-2, the DHCP server 2 in the logical ring 16-7

completes the processing. The DHCP server 2 otherwise proceeds to
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10 in the logical ring 16-7 so as to be able to
. performthe | F address reassignnment instead of the
DHCP server 2-2 in the logical ring 16-7. In step 350
(S350), the client conmputer 10 nakes a request to the
DHCP server 2-2 for the reassignnment of the |IP address
A. This request is received only by the DHCP server
2-0 but not by the DHCP server 2-2 as indicated with
a _broken Iine. In step 352 (5352) , the DHCP server
step 3396reassigns the |F address A instead of the DHCP
server 2-2. At this tinme, the tine limt for assigning
t e stRraddpes3320) t GhehBHEP isstveqopint ¢éhelDodycahering 16-7
DHCP server 2-2 expires. Therefore, 61 in the DHCP

sends sergmat Zithud PRH Pea@@s@SsoAths foheASSHOMSE A2 @NY in the
client conputers 10. [0101l] In step 362 (5362) , a

logic&Briahf thieningompuieri )k Makes s GQHeY adl Qof
J DHCP sgrver 2}5 for thé'IP address assignwgﬁtgolﬁgsﬁgée to

rec @%ét}{es%%é Del-g 2-2_cannot enée}guegl P N
ela ress d%ﬁ%%g unusse%&{l%&ga%cﬁee useeSg: %gngg? TS 2-2
nst Yg o% gge bgg%cal ring,1g to which the DHCP server 2-2
-HSLERB) Bhgs Be e>th¥&®brtef - of division n+l of the VS
is_larger than the order of division n stored with

the 1P ldd@résaeAS STREYeF BrRer f¢ien BHICP Py@cpes ipp instead of

selects the P address fromthose in the VS of the
the DHGBi satverngd-26 tbewblichnt hbe DbigPcserviéng2ig-bel ongs

but not registered yet on the VS table or fromthose
[0098W th the order of division n+tl or larger in the VS

table wth the assignment time linmt being exceeded,

t her ebyp a0 IB3I®), the DHCP server 2-0 to 2-3 process the
IPaddressreassignment request issuedtothemselves. TheDHCPserver
2-0, 2-1 and 2-3 process the IP address assignment request to
themselves.

Furthermore, the DHCP servers Z2-0 and 2-2 process the IP address
assignment request and the reassignment request to the DHCP server
2-2.

However, if a new IP address assignment request 1s generated,
the DHCP server 2-0 selects the IP address from the IP addresses
which are not registered yet on the VS table while being in the
VS of the logical ring 16 to which the DHCP server 2-0 belongs or
from those in the VS table with an order of division of the VS which
islargerthanorequaltothatattheoccurrenceofringreconfiguration

astheorderofdivisionwiththeassignment timelimitbeingexceeded,

thereby assigning the selected IP address to the client computer
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the selected IP address to the client conputer 10
meki ng a new request for | P address assignnent.
[0102] In step 370 (S370), the recovery fromthe error
occurring in the logical ring 16-6 is further nade.
As a result, the logical ring 16-6 and anot her
| ogical ring 16 (not shown) are conbined with each
other so as to reconfigure the VSSs. Furthernore, the
10 r.der  of dIVISI n of the VS of the logical ring 16
Mk e 1ESMSSTation is returned to n. Furthernore,
the DHCP server 2-2 is also inforned of the IP 62
addfede rldasehghnin DPEFT o Fedlc By-2t AesDHOP sorvelP 2liress,
i nstead of the DHCP server 2-2 by synchronous
the DjfEcessivey. 2TResDHEPt seter IR-2ddensls frgi alhbd TRIS AR sses
request for resolving its own |IP address to its own
whichMACeadditeseogiG tagdd e @l & HeO VLRI WHi8d Being in the
address reassignnent request fromthe client conputer

VS oflfhet bagitsl Uﬁirft% tdhed Rraddr ess ﬁHC@Ié@f\E)%_%gZ—Z bveelrongs or

conbi nati on of e logical rings 16

from ¢ndsd0€8 AQL &§*§§ﬁ#é“%fé% %dgg%%%r %E?gﬁg%§$§51on of the

designates It as el ng in usSe
, the client conputer

Vs th%éqfﬁ?ls‘i? Wi stihaite SR Shaus atmd Hopriddn 35 the order

r aSS|gnnent request to the DHCP server 2-2. In step
of dl‘é#ﬂl@@mia thgea pRicpnaeny drine 1 inddebetnamkprotedsahereby

the reassi gnment request of the IP address A [0103]
assigning the selected IP address to the client computer 10 making

the request (however, this is applied to the case where the order
of division is obtained by subtracting the frequency of recovery
from error from the frequency of occurrence of error. If the order
of division is obtained by subtracting the freguency of occurrence
of the error from the frequency of recovery from error, the condition
defined by the order of division in the VS table and the order of
division in the logical ring 16 at the time of assignment is reverse
to that described above).
[0099]

Fig. 24 is a first communication sequence diagramillustrating
a process (534) in which the DHCP server 2 in the logical ring 16-7
shown in Fig. 21 performs the function of the DHCP server 2-2 departing
from the logical ring 16-7 instead of the DHCP server 2-2.

As shown in Fig. 24, in step 340 (S340), the DHCP server 2-2

in the logical ring 16-6 assigns the IP address A to a certain client
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Fig. 25 is a second conmunication sequence di agram
illustrating a process (S38) in which the DHCP server
2 inthe logical ring 16-7 shown in Fig. 21 perforns
the function of the DHCP server 2-2 departing from
the logical ring 16-7 instead of the DHCP server 2-2.
As illustrated in Fig. 25, at S340 to S352, each of
the DHCP servers 2 processes the steps denoted by the
sanme reference synbols in Fig. 24. In step 380

computsygdy, sa eeriaiwere drit widhpiher otdemakésdavheion n of the
request to the DHCP server 2-0 for the 12 address

VS inagdiegiviferitabl®3 At step S382, the DHCP server 2-0
selects an I P address from those in the VS of the

| 6gi sedps 3AQ 4:6d Ba AVNE Bh? ishdbeb DS v L eng &@co@@l@glratlon
registered on the VS table yet or fromthose in the V

and t‘h@bkJ@sV\/'rteEoﬁfh@[:%ftl%d?Ec‘aE diyi si %glh?ygu dlcd I'éerver

S at the occurrence of the rings reco ration as

2-2 d%%a%&%e%r%gl%l togfe &qn%hﬁﬁﬁaﬁ'gnnent time limt

exceeded, y assi the selected IP
s to. the ient. co 10 maki ng a_request
fgg ?ﬁésﬂﬁf%’dr O1gergf i Vi SFOR PR Kagacadaping 16-7
the DHCP servers 2 processes the steps denoted by
and tPﬁeV§aﬁ£ ot PR selin| 53 i Filgcreasedofosn n[ bpiOP+l. On
server program 20] Hereinafter, a DHCP server program
the opbegi honde tesorideedof @lglsﬂﬁn@f ahdi 2gr aduisdoONi NG sEigned
configuration of the DHCP server program 20 for

by thpeDHOPngagvé NE2-T aeessienglskawncbiphtgs 18 t@idd, 12 (B) and
which is executed in the DHCP server 2 shown in Fig.

23} rémains n even after the occurrence of ring reconfiguration.
f0100]

In step 346 (5346), the DHCP server 2-0 issues a gratuitous
ARP request to the other DHCP servers 2 and the client computer
10 in the logical ring 16-7 so as to be able to perform the IP address
reassignment instead of the DHCP server 2-2 in the logical ring
16-7.

In step 350 (S350), the client computer 10 makes a request
to the DHCP server 2-2 for the reassignment of the IP address A.
This request 1s received only by the DHCP sexrver 2-0 but not by
the_DHCP server 2-2 as indicated with a broken line.

Instep 352 (S352), the DHCP sexrver 2-0 reassigns the IP address
A instead of the DHCP server 2-2.

At this time, the time limit for assigning the IP address A

to the client computer 10 by the DHCP server 2-2 expires. Therefore,
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~J As shown in Fig. 26, the DHCP server program 20
i ncl udes a conmmuni cation processing section 200, a
DHCP processi ng section 202, a proxy ARP processing
section 204, and a ring control program 22. [0105] The
ring control program 22 includes: a ring nmanagenent
section 220, aring test section 222, a ring nessage
recei ving section 224, an address assignnment section
. 226, an assignnment nessage receiving 64 section 228, a
in thgs8HEEs sageere@eilvi fidpes ddt iagilr236, Aan st mans@isssigored to any
232, a VSS managenent section 240, a VSS dividing
cliensecpmpmt242, 18. VSS duplication determ ning section
244, a VSS database (VSS-DB) 246, a bel ongi ng VSS
[0101determ ning section 248, and an ARP request
processi ng section 250. The DHCP server program 20 is

i%gﬁ%ﬁﬁg?ggfSﬁgbgﬁéﬁggkgaéégegggg:%épggfg%Q8gﬂﬂﬂggé%%huest

to e SREEd0n.ano08 sl ahed o e NCE aepve 2

= I,
ractica using "ah

The rver. program 20 realizes the processin
QOB SRt R e FHNE? e P rs - ¢ #onbs sy AHLLE address
above-descri bed conponents. [0106] In the DHCP server

A among dHIEERDOP afdrevrns Maidiorepiockheiiy ofstbeilmy 200l ring
perfornms processing necessary for the conmunication

16 to whttkht tee OHRErsemodes 2i-8 lealbdnagé behaubHGEhs erdersc2division
The DHCP processing section 202 operates in

n+l ofovherdsi D Whider t tiea RO L SSr &S I ONERL Se6 IR +228d with

as described bel ow so as to assign

the IP address A. Therefore, the DHCP server 2-2 selects the IP
address from those in the VS of the logical ring 16 to which the
DHCP server 2-2 belongs but not registered yet on the VS table or
from those with the order of division n+l or larger in the VS table
with the assignment time limit being exceeded, thereby assigning
the selected IP address to the client computer 10 making a new request
for IP address assignment.

[0102]

In step 370 (S370), the recovery from the error occurring in
the logical ring 16-6 is further made. As a result, the logical
ring 16-6 and another logical ring 16 (not shown) are combined with
each other so as to reconfigure the VSSs.

Furthermore, the order of division of the VS of the logical

ring 16 after the combination is returned to n.

Furthermore, the DHCP server 2-2 is also informed of the IP
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the IP address to the client conputer 10 in accordance
wth the DHCP using the 1P address other than that is
inhibited to be assigned when the |IP address proxy
reassi gnment described with reference to Figs. 21 to
25 is perforned anong the | P addresses contained in
the VSS (Fig. 12 (A) , Formulae 1 to 3) assigned to
the DHCP server 2. The proxy ARP processing section
204 provides the function 65 of the ARP and al so sends

addreg syrapgistguscARPPeedoestddeycthbelHOP t bervef el-ehcimdtead of
Figs. 21 to 25 in accordance with the control of the

the DNRP mequest 2pr20dss siynghseciduen (dabed3Hy7] I n the DHCP
server program 20, the ring control program 22

PEhAHTP & 8EvHF 0COSTH M 5 grathecbosmaip P&%lﬁé@t Qe resolving
reconfiguration of the |ogical ring

its ohRCGMEHEVERLI 0N Qs Bhﬁgﬁagd%gﬁt be %)tclap ad rl%S Q receive

proxy reassignment des P e BREE

8 The r|n a nent sectii,on 220 and
he ety (finlihor imagerdt computer 10

Sectlon 22 the ring test sectlon 222 perforns a
that gs,u8d89 u§%ﬁ 1F pdsress det s of | P addresses and

identifiers ﬁé)server I Ds (node_id)) of the DHCP
s@fersthe campigathienDHORhset ot cal 2iogsnb6l ¢dhet DHCP@erver
network system 1l (Fig. 1) , the aggregate of those
2-2 dhawsi ngtt heasanehe i1 alddras st Ratedbabbe BIHCRISSIM@Itd it as
bel onging to the logical ring 16. The list of sets of
beingt & LBegd@iesseshabe ke drdertsshiingrs (server
In step 372 (S372), the client computer 10 using the IP address
A issues the IP address reassignment request to the DHCP server
2-2.
In step 374 (S374), the DHCP server 2-2 accepts and processes
the reassignment request of the IP address A.
[0103]
Fig. 25isasecondcommunicationsequencediagramillustrating
a process (S38) in which the DHCP server 2 in the logical ring 16-7
showninFig. 21 performs the function of the DHCP sexver 2-2 departing
from the logical ring 16-7 instead of the DHCP server 2-2.
As illustrated in Fig. 25, at $S340 to S352, each of the DHCP
servers 2 processes the steps denoted by the same reference symbols
in Fig. 24.

In step 380 (S380), a certain client computer 10 makes a new

request to the DHCP server 2-0 for the IP address assignment.
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I Ds) of the DHCP servers 2 belonging to the |ogica

ring 16 is stored in the ring nmanagenent section 220

in the formof table. Hereinafter, the table is

referred to as a ring nmenber table. [0109] The ring
managenent section 220 and the ring test section 222

use the following tinmers. 66 A tiner

association_tiner:a timer for nmeasuring the tinme limt

of areply fromthe DHCP servers 2 belonging to the

| 8§i sEEPIrINee, e BHGP ddéruad 2h@ ddlka)ts Ant [PBiddress from
ring update tinmer: a timer for neasuring tine after

thoset He kast vBee€pthenlefithe ring updad eyi0sn mad rH@dHc_{g} while
the logical ring 16; and A tinmer periodic timer:

not bbh%?rrggﬁsﬁ%§%ﬂrbﬁgtﬁ8 V§t€£B§é Plethe ff&@'ﬂﬂﬂﬁg%m.the VS

ig. 27 is a diagram show ng a ring ness

table %@%ﬁ”ﬁtﬁgggﬁgt$@ﬁgr Eedgtgg Vers %gapéjﬁi?r¥§ at the

pr ocess O ng manag emsn sect I
ng t ecti.on 222 shown |n Fi g. 26. As shown in
occurﬁen ﬁg FFH@Sméﬁﬁg Hg aﬁyaph@qqqﬁgof division
manag enent section 220 and the ring test section 222
with ghfy é?ﬁégnmﬁnﬁ hyme DL bRl E eeingictdesdeny IdqRhy a®signing
and the like) to which the DHCP server 2 transmtting
the sehechedsbyjadslemryse thel &L belur essnpoftdrhé 0DMERi s@ra/efequest
2 transmtting the nessage; and a flag group
for thentl®d kidagy etshse afseliloewieng .f | ags:

At S370 to $374, each of the DHCP servers 2 processes the steps
denoted by the same reference symbols in Fig. 24.

[0104]
[DHCP server program 20]

Hereinafter, a DHCP server program 20 will be described.

Fig. 26 is a diagram showing a configuration of the DHCP server
program 20 for performing the processing shown in Figs. 3 to 20,
which is executed in the DHCP server 2 shown in Fig. 1.

As shown in Fig. 26, the DHCP server program 20 includes a
communication processing section 200, a DHCP processing section
202, a proxy ARP processing section 204, and a ring control program
22.

[0105]
The ringcontrol program22 includes: a ringmanagement section

220, a ring test section 222, a ring message receiving section 224,

an address assignment section 226, an assignment message receiving
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aflag U when it is true, the ring is forned or
reconfigured, and when it is false, the ringis
updated; a flag A: when it is 1, the ring nanagenent
section 220 is in an ASSOCI ATED state D1; and a fl ag
D: when it is 1, server ID (node id) duplication
occurs. 67 The ring managenent section 220 and the
ring test section 222 wuse the followi ng variables; a
_variable IARM it is true when the DHCP server 2 is
Sectiofe 2afst &rVS DIRGS KIS &€ C21 vAngaprablenABIOC an tt teasm ssion
true value while the ring is already forned; a
232, QaVS@bmangBrRKentt shasiant 24@, val Uss wiieni direy rdegrian 242, a
required to be reconfigured; and a vari abl e NNODE:
VSS dupé icexiionmdsugbed nahgt becDHOR seqyed svss ddidb0 R&s-DpB)
i ncluded in the redundant configuration (the nunber

246, af bthenbHeB $$BV§ét8rMBﬁLHQegeb91$HGQ@@tW@H&:§H“ﬂ§¥nrequest
1). [0112] [State transition of the ring managenent

[ Fi 28 is a state transition di agram of
proce%%ghgsﬁg%%g%ggg%ent sectlon 220 shomn in Fig. 26. As
servers 2, _the
ﬁ%ﬁﬁsagﬁswr&@cﬁ%ﬁg SHUBRL VRE FRY A GFanilNOFhzough
ASSOCIATED state , an_ASSOCI ATI NG state Bl, a
a TeCPERFRY PRISPAVELSt éF 896 2) aho ASSORRAEID e BYer & BIQ & to be

| SOLATED state El, and a TENTATI VE MASTER state Fl.
executgdign an 0S installed on the DHCP server 2 practically using

~ a hardware of the DHCP server 2.

The DHCP server program 20 realizes the processing described
with reference to Figs. 3 to 25 by the above~described compenents.
[0106]

In the DHCP server program 20, the communication processing
section 200 performs processing necessary for the communication
with the other nodes in each of the DHCP servers 2.

The DHCP processing section 202 operates in cooperation with
the address assignment section 226 as described below so as to assign
the IP address to the client computer 10 in accordance with the
DHCP using the IP address other than that is inhibited to be assigned
when the IP address proxy reassignment described with reference
to Figs. 21 to 25 is performed among the IP addresses contained
in the VSS (Fig. 12(A), Formulae 1 to 3) assigned to the DHCP server
2.

The proxy ARP processing section 204 provides the function
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In the NOT ASSCCl ATED state Al, the DHCP server 2 does
not belong to the logical ring 16. In the ASSOCI ATI NG
state Bl, the DHCP server 2 exchanges a 68 ring
message for the formati on and the reconfiguration of
the logical ring 16 so as to formand reconfigure the
logical ring 16. [0114] In the TENTATI VE SLAVE state
C, the DHCP server 2 is connected to the next DHCP
server 2 as the slave DHCP server 2. In the ASSOCI ATED
of thgiARR ad alwo Issgidsak graguisois ARPmeshuestn ddweribed with
| SOLATED state El, the DHCP server 2 independently O
refereperatesFighe THAR < Ver a2comdbheel SOLATER: sé@tierdd of the
cannot belong to the logical ring 16. In the TENTATI VE

ARP rMAGEER ptratesElingt kecbHiGR $eover 2 tentatively
pronotes to the master DHCP server 2. [0115] 1 Wen

[o1074he processing is initiated, the ring managenent
sectlon 220 goes into the NOT ASSCClI ATED state Al. In

sectlon Sgggr%éggg%ﬁé§ ??ﬁb %X%%d%fq?ﬁﬁ%ﬁlﬁﬁdpﬁﬁﬁﬁam 22

perrogia PRGaryoaert | rcy EHe FBETELoR: M fgie FREcRtiguration
managenent section 220 di sconnects the next DHCP
of thgetg@ica} vhnghesri e tererebiawivt ioyichlths MPSES. and the
Mor eover, the ring configuration nessage (the ring
IP adpgwesagerogiyoweaiss iBngen2? deisthribleel @idhf lrageafente it® Figs.
3 to Zi?t.
[0108]
[The ring management section 220 and the ring test section 222]
The ring management section 220 and the ring test section 222
performs aprocessusinga list of setsof IPaddressesandidentifiers
(server IDs (node_ id}) of the DHCP servers 2 (among the DHCP servers
2 connected to the network system 1 (Fig. 1), the aggregate of those
having the same ring ID as that of the DHCP server 2) belonging
to the logical ring 16.
The 1ist of sets of the IP addresses and the identifiers (server
IDs) of the DHCP servers 2 belonging to the logical ring 16 is stored
in the ring management section 220 in the form of table.
Hereinafter, the table is referred to as a ring member table.
[0109]

The ring management section 220 and the ring test section 222

use the following timers.
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[0116] In the NOT ASSCCI ATED state Al, the ring
managenent section 220 unconditionally transits to the
ASSCCI ATING state Bl (al). 69 [0117] After the
transition to the ASSOCI ATI NG state B1, the ring
managenent section 220 nmakes the tinmer association
timer start counting and waits for the reception of a
ring configuration nmessage having the same ring ID
from anot her node (corresponding to the processing
SEOER 35 SPeDA i emowime i Bitglmeld For Weesuriegriigt ime 1imit
managenent section 220 receives the ring

of a geplyglrani one nREGRgs: cont A Nileg. driel A Y 1@ ifdaQMring
anot her DHCP server 2 which is not in the ring nenber

16 (Ftigbl @1 bhdregkestieks)t:he node on the ring nenber table
while resetting the counting of the tiner

aasechét i 0hd iEiadd dadarty QQHEEi?Qr(ﬁgQ?$égnéi¥ime after

ri ng managenent sectton 220 receives the r

ohe 1GEPLUALL00 SE SRR BRI, DS LU0, 1R 290

. 'hself, the ring managenent section 220 transits to

ting h & PBELATED state El (cl). If the ring configuration
message having the same ring IDis not received from
ahot HeR T medd aiar_tigesot ai wimere famgersnbéngt ablimterval of
before the tinmer association-tiner expires, the ring

the ringayedehe.section 220 transits to the TENTATI VE SLAVE
state Cl (bl). [0118] After the transition to the

[0110TENTATI VE SLAVE state O, the ring nanagenent section
220 | ooks up the ring nmenber table created in

Fig. 27 isadiagramshowing a ringmessage transmitted between
the DHCP servers 2 for the process of the ring management section
220 and the ring test section 222 shown in Fig. 26.

As shown in Fig. 27, the ring message processed by the ring
management section 220 and the ring test section 222 contains:

a ring ID of the logical ring 16 (Fig. 3 and the like) to which
the DHCP server 2 transmitting the message belongs;

an IP address of the DHCP server 2 transmitting the message:;
and

a flag group containing the following flags:

a flagC/U: when it is true, the ring is formed or reconfigured,
and when it is false, the ring is updated:

a flag A: when it is 1, the ring management section 220 is
in an ASSOCIATED state Dl; and

a flag D: when it is 1, server ID (node_ id) duplication occurs.
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t he ASSCOCI ATI NG state Bl so as to be connected to the
DHCP server 2 having the second hi ghest order of
priority (however, the DHCP 70 server 2 for which the
| onest order of priority is set is the DHCP server 2
for which the highest order of priority is set) by a
TCP (Transm ssion Control Protocol). In the TENTATI VE
SLAVE state O, the ring nmanagenent section 220:
transits to the NOT ASSOCI ATED state Al upon reception
[0111df the ring configuration nessage containing the sane
ring ID fromanother DHCP server 2 which is not in
t A&er Fhgg marsgenatd eettlipn 22Qrsid shear e tASSQSEATER 222
state D under the condition that the variable ASSOC
use thecdrad dwitey W@oiakdArGg ;transits to the TENTATI VE
MASTER state F1 under the condition that the ring

MeIvReF i 4190 & AR :| POKRO: MRk §RchNAe bh@POJéiﬁfexﬁE g master

priority of its own DHCP server 2 becones t
DHCP (@dpred @L19] After the transition to the ASSOCIATED
state DI, the ring nmanagenent sectlon 220 nmakes the

timer_rin mer start untln so, as to wait
6 R AR b TS F s ualeS bdantns kg 15 rgready
message shown in Fig. 27 with the U flag of 0). If
formedie ring update message is received before the
counting of the tinmer ring_update time is conpleted,
t RevalhgbhaRigdrent haeet tone 220 veewhienstha rtihg is required
ASSOCI ATED state D1 (hl) . If the counting of the
to bet imonfiingrepdataect i me i s conpl eted or the variable
RBRK becones true, the ring managenent section 220

t parnsirisplie NREDNOT:hASRO AlEDh&hBEL &Y Hd )DHCP servers 2

that can be included in the redundant configuration (the number
of the DHCP server 2 included in the network system 1).

[0112]

[State transition of the ring management section 220]

Fig. 28 is a state transition diagram of the ring management
section 220 shown in Fig. 26.

As shown in Fig. 28, in each of the DHCP servers 2, the ring
management section 220 can be in any of: a NOT ASSOCIATED state
Al, an ASSOCIATING state Bl, a TENTATIVE SLAVE state Cl, an ASSOCIATED
state D1, an ISOLATED state El, and a TENTATIVE MASTER state F1.
[0113]

In the NOT ASSOCIATED state Al, the DHCP server 2 does not
belong to the logical ring 16.

In the ASSOCIATING state Bl, the DHCP server 2 exchanges a
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[0120] 71 If the ringmanagenent section 220 is reset
(the ringmanagenent section 220 is restarted) in the
| SOLATED state El, it transits to the NOT ASSCCH ATED
state Al (el). [0121] The ring managenent section 220
sets the variable 1ARMto be true in the TENTATI VE
MASTER state FI so as to transit to the NOT
ASSCClI ATED state Al under the condition that the ring
, configuration O nessage having the sanme ring IDis
ring e} dRE0F idn Apvnakionede tharecenfidgurattibe af hge logical
menber table (kl1l); and to transit to the ASSCCI ATED
ring dfase Bls tedéortthendomdichindr otdrat thichd ovdidaablre ndS3EC
becomes true (11). [0122] [State transition of the
[0114ning test section 222] Fig. 29 is a state transition
diagram of the ring test section 222 shown in Fig.

26y teTENRETE98s1oRAE EEQt'é_i%Sl ,pgﬁlé .C(‘E-agé%(}rgg@f %g’%nnected

the ring update shown In and the

o chpl AABhHCEPEL0R,22 a7 SALES 3,1] Dbt fesease

ol Fowng rin in a

ring.tra 1SSl on_ queue in the transm ssion section
255 e S ErE T BRedting Pl sthe ki ame imy itose Formed.
section 222 goes into an INIT state A2. In the INIT
stat EhRo ISPRBTEPn§teést Edectthen DHER seapert Re independently

periodic tiner.
operates. The DHCP server 2 in the ISOLATED state El cannot belong

to the logical ring 16.

In the TENTATIVE MASTER state F1, the DHCP server 2 tentatively
promotes to the master DHCP server 2.
[0115]

When the processing is initiated, the ring management section
220 goes into the NOT ASSCOCIATED state Al.

In the NOT ASSOCIATED state Al, the ring management section
220 setsthevariablesASSOC, TARM, andRBRKtobe false, respectively.

If the DHCP server 2 previously configures the logical ring
16, the ring management section 220 disconnects the next DHCP server
2 on the ring to break the logical ring 16.

Moreover, the ring configuration message (the ring message
shown in Fig. 27 with the C/U flag of 1) is sent.
[0116]

In the NOT ASSOCIATED state Al, the ring management section

220 unconditionally transits to the ASSOCIATING state Bl (al).
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72 In the INIT state A2, the ring test section 222

transits to a TRANSM TTI NG state B2 under the

condition that the variable | ARM becones true, which

i ndicates that the ring nmanagenent section 220

transits to the TENTATI VE MASTER state F1 (a2). [0123]

In the TRANSM TTI NG state B2, the ring test section

222 creates the ring update nessage so as to place it
[0117in the ring transmssion queue in the transnission

gection 232. Then, the ring test section 222 transits

to.a WAITING state C2 under the condition that the

VAric&Bl ERPARKABELEABE EPUBLE PBISOTFAT HEG Wi i eB st dthe ring

C2, the ring test section 222 makes the tiner
managgEengdiseatiivgy FGmakeounthagtifernaskecPakTbNGtsmate start

C2, the ring test section 222: transits to the
countABSCGBIATENGssf at & hB2r einkder 1 h e fcording 66nf habrd HEof MG sage

update nessage containing the sane I P address as its

havin@WihePsaddr @399l I Feea Weothe2) nddeans I;N
gtate 22 undergfhe condi tion thatnothert SE?FE Pe%ﬁﬁﬁwkg the

sroceSSATPRUALLe L Lroand shgpe b A, g, [T TILIC

B2 0, EpASRRLATIAG AL TRy BB LA LY e ring
confi[_:;iurll“ tti%?ltmesggééeorg:o%l%:%iinr}.ntghgheAss%%él @IL!;GIDStfgg; a%zother DHCP
server 2 which is not in the ring member table, it registers the
node on the ring member table while resetting the counting of the
timer association_timer to restart counting (dl).

If the ring management section 220 receives the ring
configuration message containing the same ring ID and IP address
as 1ts own ones,.which is not issued by itself, the ring management
section 220 transits to the ISOLATED state El {(cl).

If the ring configuration message having the same ring ID is
not received from another node that is not in the ring member table
before the timer association timer expires, the ring management
section 220 transits to the TENTATIVE SLAVE state Cl (bl).
[0118]

After the transition to the TENTATIVE SLAVE state Cl, the ring
management section 220 looks up the ring member table created in

the ASSOCIATING state Bl so as to be connected to the DHCP server

2 having the second highest order of priority (however, the DHCP
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73 unconditionally transits to the TRANSM TTI NG state

B2 (f2). [0125] [Ring nessage receiving section 224]

Fig. 30 is a state transition diagramof the ring

nmessage receiving section 224 shown in Fig. 26. The

ring nessage receiving section 224 receives a ring

nmessage to performthe processing. ~j 101.26] Wen

the processing is started, the ring nmessage receivVving

section 224 goes into the WAITING state A3. Wen the
server; %gf%éﬁéﬁ tECelOPR§EseEdRBrr R PF iaddiwés shb 16 rihe DHCP

nmessage in the WAITING state A3, it transits to a
serveReeEf oF N stlattdhe B qredt JuE27pfl pribeiRECEE\VBNG by a TCP

state B3, the ring nessage receiving section 224:
(Frantmapsiibs tConamolPBABENGodtate C3 when it receives the

ring update nessage (c3); transits to a BREAKUP state

E3nufige rrENTa eondsthgR shatetde, t¥al L8kl SufiviEment section
becones true when it receives the ring Configuration

220: FBSS29Es CU YNNG Aﬁgoﬁﬂg%bi@&ﬂ@ﬁfﬁg!%w%é{‘fon of the

DHCP server 2 and t dress o rver

ring 44941 b3l g il 00 TEELSS 4ol OISt e
DHCP %E%a&%&&agkgcﬁs§gcngic%geihgagiggwgggbgg Ei%ﬁ%viilg?e

transits to the ASSOCIATED state D1 underx the condition that
the variable ASSOC becomes true (gl); and

transits to the TENTATIVE MASTER state F1 under the condition
that the ring member table is looked up so that the order of priority
of its own DHCP server 2 becomes the highest (il).

[0119]

After the transition to the ASSOCIATED state D1, the ring
management section 220 makes the timer riné_update_timer start
counting so as to wait for the reception of a ring update message
{the ring message shown in Fig. 27 with the C/U flag of 0).

If the ring update message is received before the counting
of the timer ring update time is completed, the ring management
section 220 remains in the ASSOCIATED state D1 (hl). If the counting
of the timer ring update time is completed or the variable RBRK
becomes true, the ring management section 220 transits to the NOT

ASSOCTIATED state Al (jl).

[0120]
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configuration nmessage containing the sane ring ID as

that of the DHCP server 2 and the I P address of the

DHCP server 2 that is not in the ring nenber table

(e3); and transits to the WAITING state A3 under the

conditions other than those descri bed above (b3).

[0128] In the UPDATING state C3, the ring nessage

recei ving section 224 places the received ring update

message in the ring transm ssion queue in the ring

t FAdF sEiphasaeement 23zt ilon 22@ 1 URPRAEING Is¢ al Bg@Anagement

the ring nessage receiving section 224: transits to
sectiphe 2A8S0El AEkNErseatl e iB3 tiee SCLATECIst@S et M9 ,r iiRY transits

updat e nessage having the value 1 of flag A (g3); and

to thet Rerwasgoctpandi ks akte hhe (WAKTI NG state A3 (f3).
[0129] In the ASSCCI ATI NG state D3, the ring nessage

[0121f€eceiving section 224 sets a value of the variable
SSOC to be true. In the ASSOCI ATI NG state D3, the

ri receivin ecti 224 yncondi ti onal
t FBRST T B AR A TrRETa0m 82T Hathe [B130P LPniARA to be

¢ BR@QEUP state E3, the ring nmessage receiving section

rue 55488t SRIVEN R MiS TR siaficablile SRERR €9 beAnsile.tq fhe NOT

the BREAKUP state E3, the ring nessage receiving

ASSOCLAZEDoT a2 A lupedaditthicopantyt L pardidts the tiney configuration
CONFI GURI NG state F3 (j3). [0131] 75 In the

me s sagONF GURY NGisstsatme E3ngt he 9 ngcressagérorcehvtigr node that
section

is not in the ring member table (kl1l); and

to transit to the ASSOCIATED state D1 under the condition that
the variable ASSQOC becomes true (11).

[0122]
[State transition of the ring test section 222]

Eig. 29 is a state transition diagram of the ring test section
222 shown in Fig. 26.

The ring test section 222 periodicallyperforms the ringupdate
shown in Fig. 6 and the like.

The ring test section 222 creates a ring update message for
the following ring update so as to place it in a ring transmission
queue in the transmission section 232.

When the processing is started, the ring test section 222 goes
into an INIT state A2,

In the INIT state A2, the ring test section 222 stops the

periodic_timer.
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224 sets a value of the variable RCRCV to be true so
as to register the |IP address contained in the
received ring configuration nmessage on the ring
menber table. In the CONFI GURI NG state F3, the ring
nmessage receiving section 224 unconditionally
transits to the WAITING state A3 (i3). [0132] 0O The
ring nessage receiving section 224 fornms and
reconfigures the logical ring 16 in accordance with
t 8 FBPI BWM Agskalt @ A2 BDheardinggtEBti seatspPyndR torasaxtts to
of the logical rings 16. The DHCP servers 2 having
a TRANAMISEANGrstgte B onaetrhehé ogirchlt foamghké. thed)vdhieable IARM
DHCP server 2 cannot commit information before the

becomgisghahie} nanseh tined 2y dst 8BhE 188 Win%y mb3hgbhehRes&HGon 220
server 2 receives the identical information

transtit@ns® thed revamanet MisTRHCR Serven 2 before the
information transmtted by itself returns, a) the

[0123@HCP server 2 does not relay the information to the
ot her DHCP servers 2 when its own order of priority is

i e P OB RB R e weheds b s 7 Sbroadic.an ReF creates
DHCP servers 2 and cannot commt the infornation
the riggjapddie iteeadoe iisensi te phirondeinothgriiong tyransmission
| ower than those of the other DHCP servers 2. 76 0
queue in the transmission section 232. Then, the ring test section
222 transits to a WAITING state C2 under the condition that the
variable IARM becomes true (b2).

In the WAITING state C2, the ring test section 222 makes the
timer periodic_timer start counting.

In the WAITING state C2, the ring test section 222: transits
to the ASSOCIATING state D2 under the condition that the ring update
message containing the same IP address as its own IP address is
received (c2);

transits to the INIT state A2 under the condition that the
variable IARM becomes false (d2); and

transits to the TRANSMITTING state C2 when the timer
periodic timer expires (e2).

[0124]
In the ASSOCIATING state D2, the ring test section 222 sets

the wvariable ASSOC to be true.

The ring test section 222 in the ASSOCIATING state D2
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(4) If the information transmtted by the DHCP server
2 itself does not return wwthinatinme limt, the
DHCP server 2 cannot commit the information. (5) Wen
the timer ring _update_tiner expires (tinme runs out),
the DHCP server 2 broadcasts the ring configuration
signal so as to reconfigure the logical ring 16. (6)
The master DHCP server 2 in the logical ring 16 (the
DHCP server 2 with the smallest server IDin the
uncondggiiege ldivn g reeis idends thise TRAAGMITIENS sitgriad B2 (90 .
logical ring 16 before the timer ring-update-tiner
[01250uns out of time, thereby maintaining the |ogica
ring 16. [0133] [Address assignnment section 226] The
[Ringacdisesgeaseic@ifamly $REiHiom 224G joperates in cooperation
with the ring nmanagenent section 220 and t he DHCP

PEFegessiong sSeCki-h o %Q%nsEQQO%F@H%g&%%ﬁQﬁ{%%é Qi&@ﬁgﬁgsage

| ogical ring 16 as a virtual scope. e virtua

a I\ in \% 0 .as not cause an
recel&aa&:§§gﬁgﬁ g%ﬁegﬁ%ﬁﬁel%Hégg§e? €rs 2 in ¥he | ogi ca
rhgg 16. The VSSs arge respectLvehg associated with
t NECOHCES BEPTBFE ZPCe O PEFheOB4Y BSCRAVERS FApY @essage
of the scope and VSSs include the following itens: an
Lo perpoghditss PFPCERSIDHGP server 2 to which the 1P

) address 77 i s assigned,
[0126]

When the processing is started, the ring message receiving
section 224 goes into the WAITING state A3.

When the ring message receiving section 224 receives the ring
message in the WAITING state A3, it transits to a RECEIVING state
B3 (a3).

[0127]

In the RECEIVING state B3, the ring message receiving section
224: transits to an UPDATING state C3 when it receives the ring
update message (c3);

transits to a BREAKUP state E3 under the condition that the
variable ASSOC becomes true when it receives the ring configuration
message containing the same ring ID as that of the DHCP server 2
and the IP address of the DHCP server 2 that is not in the ring
member table (d3);

transits to a CONFIGURING state F3 under the condition that

the wvariable ASSOC becomes false when it receives the ring
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flags: S: 1 for synchroni zed entries, and P. 1 for
entries being synchroni zed for assignnent (lease) ; an
| P address; a MAC address; and an assi gnnent (| ease)
time limt. [0135] Fig. 31 is a diagram show ng an
assi gnment nessage (|l ease nessage) used by the
address assignnent section 226 for the processing,
where Fig. 31(A) shows the entire assignment nessage,
Fig. 31(B) shows assignment information illustrated
confipRIghjongfgsspge gepcpinihewsha @8 mebsage) s tlowof the
in Fig. 31 (A , the assignnent nessage contains a
DHCP spagerg? apl thsdileddrassepfetheaDHCRASS¢é VBN that is not
information. A flag group of the assignnment nessage
in theomtiagnseabkkagablande3a;fhag QR Wen the flag Dis
true, it indicates nonuse illustrated in Fig. 14.

Waeanthesft 8 e RASriNd & ralte ARILSAL ES 1 %@Hﬁtl(i?r%sbther

g: A
13 and 14). Wen it is false, It Iindicates a rep

e L ndisc s t LP address of the DHCP server
than gﬂgg%d?%ggrkﬁgdngéggge?%%ﬁé server indicates the IP

[Olzsiddress of the DHCP server 2 assigning the |IP address
f the client 10 to be synchronized by the nessage.

78 [0136] As shown in Fig. 31(B), the assignnent

i EF&%APMTM gfage C3, the ring message receiving section

224 places the received ring update message in the ring transmission
queue in the ring transmission section 232.

In the UPDATING stéte C3, the ring message receiving section
224: transits to the ASSOCIATING state D3 when it receives the ring
update message having the value 1 of flag A (g3):; and

otherwise, transits to the WAITING state A3 (£3).
[0129]

In the ASSOCIATING state D3, the ringmessage receiving section
224 sets a value of the variable ASSOC to be true.

Inthe ASSOCIATING state D3, the ringmessage receiving section
224 unconditionally transits to the WAITING state A3 (h3).
[0130]

In the BREAKUP state E3, the ring message receiving section
224 sets a value of the variable RBRK to be true.

In the BREAKUP state E3, the ring message receiving section
224 unconditionally transits to the CONFIGURING state F3 (j3).

[0131]
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the | P address, the MAC address, and the assignnent
time limt (lease tinme limt). Mreover, as shown in
Fig. 31(C, the VSS nessage contains ‘a flag DUP, the
sender, and the VSS information. In the VSS nessage, a
val ue of the flag DUP becones 1 when u VSS
duplication occurs. C) The sender indicates the IP
address of the DHCP server 2 sending the VSS nessage.
The VSS i nformation indicates VSSs obtai ned by
di vitdiefgPNIRECURENG shateifid,ubhe séope)e strayeetecai vheg section
logical ring 16 as illustrated in Fig. 18, and is
224 sopt @ vedueyoffidre encaniplbd,e 8SROVI b ilng tirue sodes tofegister
division 1 of the VSS expressed in Fornmula 1 and

the TH adtioes sAtortalin&d 1h vhé hreeachyat hehg ddef MpSration message
information is repeated for O tinme or nore. [0137] The

on thgdggggsmgﬁgégnHgggesect|on 226 uses the follow ng
vari abl A vari abl e NDESYNC. the nunber of entries

. : ‘ h
P e Cal T L L
224 G BEBATI 1 6% 68 1E8st GnhERt "PEGIEG SE R Ce (13)
client conputer 10. A variable VSIMP : its val ue
[013Zhecomes true when the VSS is i nported 79 for

conblnatlon A variable RSTVSS : its val ue becones
t Foe nitenmeheay8S dae insigat section 224 forms and reconfigures

the logical ring 16 in accordance with the following rules.

(1) A ring ID is assigned to each of the logical rings 16.
The DHCP servers 2 having the same ring ID form the logical ring
16.

{2) The DHCP server 2 cannot commit information before the
signal transmitted by itself returns.

{3) If the DHCP server 2 receives the identical information
transmitted from another DHCP server 2 before the information
transmitted by itself returns,

a) the DHCP server 2 does not relay the information to the
other DHCP servers 2 when its own order of priority is higher than
those of the other DHCP servers 2,

b) the DHCP?P server 2 forwards the information of the other
DHCP servers 2 and cannot commit the information issued by itself
when its own order of priority is lower than those of the other

DHCP servers 2.
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[0138] The ring nessage receiving section 224 and the
DHCP processing section 202 are connected to each
ot her by, forexanple, abidirectional FIFO (not
shown). In the direction fromthe DHCP processing
section 202 to the Qring nessage receiving section
224, assignnent information for initiating the
assignment in response to the I P address assi gnment
request (the DHCP request) fromthe client conputer
104) arfd thetitiwand on haensmé tEPdaeld tbesDERR sgavent 2 iigself
termnated in response to the notification of the IP
does rldredsirassi ghies tiDeCPmEssitdienBHCP (deease) P @enot commit
out put through the bidirectional FIFO 1In the
the idifpeatit@bnf.rom the ring nmessage receiving section 224
to the DHCP processing section 202, U transm ssion

PeE s PRnef o r By ;
CRABS toE?ﬁg*?ﬁéisgﬁegéﬁéég?gﬁﬁgﬁﬁgé*quéz%qﬁé*%u%un% out) ,

o] e, |rec |on Fl.FO. ;
the Dh?%cgggyég St |%%F % has t?&%ﬁnéﬂ#ﬁ%é%ﬁgh%ﬁ§IﬁignalSO as
addr.esses DHCP_server 2 by the address
to ref0BFqAERt thectPn Co3o8 oA Bt 1 ecel vas the | P
address assi gnnent request. The DHCP processing
séét i The 2B tespPHER $9r Y A Pnatlde dspigm lagdngnhentthe DHCP
request (the DHCP request) in accordance with the

servereduith ridreusned lkstonseheeadld ess thesiggieal siecdild) sends
the riig.update signal to the logical ring 16 before the timer
ring_update_timerrunscnn:oftimé,therebyn@intainingthelogical
ring 16.

[0133]

[Address assignment section 226]

The address assignment section 226 operates in cooperation
with the ring management section 220 and the DHCP processing section
202.

The scope is shared in the logical ring 16 as a virtual scope.

The virtual scope is divided into VS5Ss so as not to cause any
duplication between the DHCP servers 2 in the logical ring 16. The
VSSs are respectively associated with the DHCP servers 2.

[0134]
The entries in the table of the scope and VSSs include the

following items:

an IP address of the DHCP server 2 to which the IP address
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The DHCP processing section 202 has to provide the IP
address fromthe range of the scope cal culated by the
address assi gnnent section 226. [0140] The DHCP
processi ng section 202 of the master DHCP server 2 is
out of the logical ring 16. However, when it receives
the I P U address assignnent request (the DHCP request)
to the DHCP server 2 that has to be basically
contained in the logical ring 16, the DHCP processing
is asgéegnedm 202 returns the ACK instead of that DHCP
server 2. [0141] As shown in Figs. 12(A) and 12(B),
t héayS:is shared by the DHCP servers 2 included in
the logical ring 16. As shown in Fig. 12 (B) , the

DHCP sesver zorss9§§99bﬁ&@debhhrlége Y88 possessed
when it is isolated fromthe logical ring 16 so as to

be ablePtolpE%%'%ﬁ#fﬁ%é;%%i?gEﬁéﬁéﬁ?&ﬁlygdv§oknagggﬁnment

ring containingt Servers 2 renai
leas?? the logical ring 16 cannot provide the |IP address
Omthe range of the VSS associated with the DHCP
servEE that departs fromthe logical ring 16. The
8HfCaffess it is explicitly reset by an
adn1n|strator of the logical ring 16 or the Iike. 81
| & MAE ®wadressexphfcitly reset, the | P address
assignment by the DHCP server 2 associated with the
resebsy¥dgnmmentantebbed. time limit.

[0135]

Fig. 31 is a diagram showing an assignment message {lease
message) usedbytheaddressassignment section226 fortheprocessing,
where Fig. 31(A} shows the entire assignment message, Fig. 31 (B)
shows assignment information illustrated in (A), and Fig. 31(C)
shows a VSS message.

As shown in Fig. 31 (A}, the assignment message contains a flag
group, a sender, a server, and assignment information.

A flag group of the assignment message contains a flag D and
a flag Q/R. W.hen the flag D is true, it indicates nonuse illustrated
in Fig. 14. When the flag Q/R is true, it indicates a query (Figs.
13 and 14). When it is false, it indicates a reply.

The sender indicates the IP address of the DHCP server 2 sending
the message. The server indicates the IP address of the DHCP server
2 assigning the IP address of the client 10 to be synchronized by

the message.
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[0142] [State transition of the address assignnent
section 226] Fig. 32 is a state transition di agram of
t he address assignment section 226 shown in Fig. 26.
As illustrated in Fig. 32, the address assignnent
section 226 can have seven states. Anong the seven
states, in a STANDBY state C6, the formation of the
logical ring 16 is waited for. In a SYNCHRON ZI NG
state D4, the VSS and the assignnent information are
[01363ynchroni zed with another DHCP server 2. In this
state, the DHCP server program 202 is not permtted to
adsi gmowhein [FRoaddid8$, the anss SOAMIED isifairend®,orV83ntains
duplication is detected so that the |IP address

the IR&8HEBBENtHSMACtadRRIdY ! 88d tiHe As REMNeSt %tl%e%mi{‘q lease
synchroni zation wth anot her DHCP server 2

time §§E§Qg|shed so that the | P address aSS|gnnent S
possi bl e In a PENDI NG LEASE state F4, when the IP

a 8s.1.Ss assi ned in res to est, the
s@%%%rgﬁFZa??oﬁg%W?h AN %ggﬁéﬁap t§5?3%% BSssags fgntains

tai ned
a fla 9%8H?he5h8cé§§ﬂﬁ§vsﬁﬁﬂtFQ?egsﬁhéﬁéQF@§§&§§lgnnentsectl

on 226 goes into the INNT state A4. 82 In the INT

stht Bha4VS$ Hee sy @s s2 asstymmehtt e diliasn P ®ecoamsi {ls when

to a VSS reset state B4 under the condition that a
VSS dvpldeadfionheccuasi.abl e RSTVSS becones 1 (a4)

O herwi se, the address assi gnnent

The sender indicates the IP address of the DHCP server 2 sending
the VSS message.

The VSS information indicates VSSs obtained by dividing the
VS (the virtual scope) shared in the logical ring 16 as illustrated
in Fig. 18, and is obtained by, for example, associating the order
of division 1 of the VSS expressed in Formula 1 and factors A; and
B;i; with each other.

The VSS information is repeated for 0 time or more.
[0137]

Theaddressassignmentsection226usesthefollowingvariables.

A variable NDESYNC: the number of entries with the value 0
of flag S in the scope or in the VS table shown in Fig. 12(B).

Avariable DHREQRCV: itsvaluebecomes true when the DHCP server
program 202 gives a reply to the assignment request from the client

computer 10.

AvariableVSIMP: itsvaluebecomes truewhentheVSSis imported
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A

section 226 transits to the STANDBY state C4 (b4). The
address assi gnnent section 226 unconditionally
transits fromthe VSS reset state B4 to the STANDBY
state C4 (c4). [0144] In the STANDBY state C4, the
address assi gnnent section 226 transits to the
SYNCHRONI ZI NG state D4 when a val ue of the variable
VSSDUP is true (d4) In the SYNCHRONI ZI NG state D4, the
addr ess assi gnnent section 226 sets a value of the
for compiaptéopssDUP fal se and a val ue of the variable
VSIMP false so as to send its own VSS to the | ogical
r Anvg rik® UsyRIEEDS: aft stiedl WSS cessage ud whist eakad I Os reset .
Fig. 31(C). Then, after the VSIMP becones true, the
[01384ddress assignment section 226 sends a nessage with a

fal se synchronized flag in the VS table illustrated
| DhEI b nglde 682 b & 48 i0Q §é‘&t£bﬁ]@2]46a1k?cl¥l eI p Bg:okggsing
nmessage |IIustrated in Fig. 31(A

s PN A S e 00 5 AR B85,

FIFO g it hat a value of the variable VSSDUP becones
P ERYP transits to the STANDBY state C4 under the
condition that a value of the variable ASSCC becones
f AN stehg gdyrectiergSromabke tHIGR prieceREADY seat 80E4R02 to the
. under the condition that a value of the variable
ring NDESYNE rscOimmdgaseakilenoR2the vari abl e VSI MP becones
true (f4) [0145]
assignment information for initiating the assignment in
response to the IP address assignment request (the DHCP request)
from the client computer 10, and
notification that the IP address assignment is terminated in
response to the notification of the IP address assignment (DHCP
assignment (lease)) are output through the bidirectional FIFO.
In the direction from the ring message receiving section 224
to the DHCP processing section 202,
transmission permission of a reply (ACK) or a negative reply
(NACK) to the IP address assignment request is output through the
bidirectional FIFO.
{0139]
The DHCP processing section 202 has to synchronize the IP
addresseswithanother DHCP server 2 by the address assignment section

226 when it receives the IP address assignment request.

The DHCP processing section 202 replies to the IP address

80



@

UO In the | SOLATED state 4, the address assi gnnment
section 226 transits to the STANDBY state C4 under
- the condition that a value of the variable ASSOC
beconmes false (k4). In the READY state E4, the address
assi gnnment section 226: transits to the PENDI NG LEASE
state F4 under the condition that a value of the
vari abl e DHREQRCV becones 1 (h4); and transits to the
. STANDBY state C4 under the condition that a value of
assilgpmenyare s st ASBeDbel amesiefsdl)sen (§obord0lA6yith the result
PENDI NG LEASE state F4, the address assignnent section
returf@@ feginsthesatiHeckP addigameh® becassngned.on the VS
table illustrated in the Fig. 12 (B) with the flag

behe DS bided skanbeséitifon Ao HEs SEME-o Iiﬁ%i tB8 IP address

assi gnnent nessage, which contains additiona

from §§éi9QH§@tofrﬁﬁEr%Eé§E1Jéﬁbdfﬁ%é&ﬂﬁ%ﬁﬁﬁ%?%d%&%%swggsﬁgnment

address”and the gnment time | [fustrat e
. Fi 1 (B , the flag D being false, and the
SeCtlggg%%g'agd)tLe server bging indicated by its owmn [P
(0140 ddress, is created so as to be transmtted to the
ogical ring 16. In the PENDI NG LEASE state F4, the
address assignment section 226 unconditionally
t FAASPHGP (Rr q¢rs REXDE ssttdtce B 2( pfl) th@4nd ©del7|DHCP server 2
[ Assi gnnent nessage receiving section 228] The
is ouhssignnentogiesshgeingcefvi NMpweseln,owh2?8 iapeeakteseisNthe IP

address assignment request (the DHCP request) to the DHCP server
2 that has to be basically contained in the logical ring 16, the
DHCP processing section 202 returns the ACK instead of that DHCP
server 2.

[0141]

As shown in Figs. 12(A) and 12(B}, the VS is shared by the
DHCP servers 2 included in the logical ring 16.

As shown in Fig. 12(B), the DHCP server 2 is associated with
the VSS possessed when it is isolated from the logical ring 16 so
as to be able to provide the IP address from the VS in the ring
containing the VSS.

The DHCP servers 2 remailning in the logical ring 16 cannot
provide the IP address from the range of the VSS associated with
the DHCP server 2 that departs from the logical ring 16.

TheVS8Sis keptunlessitisexplicitlyresetbyanadministrator

of the logical ring 16 or the like.
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cooperation with the address assignnment section 226.
The assi gnnent nessage receiving section 228 uses the
following variables: a flag group in the assignnent
nessage; a flag D indicating an object to be del eted,;
and a flag QR being true when it indicates a query
and false when it indicates a reply. [0148] [State
transition of the assignment nessage receiving section

228] g 33 is a state transition diagram of the
fst@ﬁrﬁé b hesswge alddel veagtsethe ofP 228 reisowasshoRimgnt by
26. As illustrated in Fig. 33, the assignnent nessage

the DH@ER eiafrer 3 etdsoni228d cantihaviee et gt STRS ebs . car@nbed.
the above eight states, in a waiting state A5, the

[0142]ssi gnnment nessage receiving section 228 waits for an
assi gnment nmessage. Ina replying state D5, the

[ StatéSSt AHEB oTESSE a6 ra@@&fé/wgassse rﬁrﬁ’é‘nt 2«3&{9&% | §§6]
because it receives a query to server 2.

t .
s KT W§ g ThS aa%giﬁasisc%%%%nment
an as nme message of anot her 85 DHCP
Secu%%@ C%‘?‘%n ajdbﬁjg%t e%ét o local VStable. In a
mar k_sync state B5, the synchronization with another
@HCPIl§§ﬁy§peg:ng@gta%2,§H§ﬁaddress assignment section 226

can have seven states.

Among the seven states, in a STANDBY state C6, the formation
of the logical ring 16 is waited for.

In a SYNCHRONIZING state D4, the VSS and the assignment
information are synchronized with another DHCP server 2. In this
state, the DHCP server program 202 is not permitted to assign the
IP address.

In an ISCLATED state G4, VSS duplication is detected so that
the IP address assignment is not permitted.

In a READY state E4, the synchronization with another DHCP
server 2 is established so that the IP address assignment is possible.

In a PENDING LEASE state F4, when the IP address is assigned
in response to a request, the synchronization with another DHCP
server 2 is being cbtained.

[0143]
Whentheprocessingisinitiated, theaddressassignmentsection

226 goes into the INIT state A4.
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In a commt state C5, an ACK to the I P address
assignnment is allowed to be returned. In a cance
state E5, assignnment is cancelled because the IP
address is al ready assigned by another DHCP server 2.
In a reject state F5, a NACK to the | P address
assignnment is allowed to be returned so as to
instruct another DHCP server 2 to delete the IP
address. [01491 Wen the processing is initiated, the
adBit§e sessale, theadidriars sepidrareP28egoesn PABGransits
the waiting state A5. In the waiting state A5, the
to a ¥SSi grseflit stessafd nedeirvichg ceediitdpn228att parsiliie bd the
the mark_sync state B5 when the assi gnnment nessage
variab@eeRyTVES $eeidns 2284 eceiotas rviken! Yhasd @b ssignment
nmessage including the sender that is itself and the

sectibhag2BUPrbRsthe wBssage sranbavSerakBSk4: (Hugnsits to
the replying state D5 when the assignment nessage

rRGEl é’é&@e§$%§sﬁ.§;r&%§1g gg%gérgﬁt %Zagl{ﬁ{é/ona isc.jt%gnga}[%&tyal;aansits

|
nmessage I nc e sen 'S not |1

e ver that is itself 5), . transits tg the
trom %BﬁcgggsFSFStE§tﬁESngghanégﬁgkﬁéﬁpBﬁe§§é§€ Ched&fVi-ng
section 228 receives a response assi gnnment nessage 86
[0144ﬂncluding the sender that is not itself, the flag
being assigned in the entry of the VS table
conrelpdFthigp etidte CR,atddeesddtess bes sisgimpred davttie 226
reply assignment nessage is true, and the order of
transptbotd thheoBEYNDERORNAENGI St dit @ Imelr whBAk kal veWsf aHiek a@fiable

priority
VSSDUP is true (d4).

In the SYNCHRONIZING state D4, the address assignment section
226 sets a value of the variable VSSDUP false and a value of the
variable VSIMP false so as to send its own VSS to the logical ring
16 by means of the VSS message illustrated in Fig. 31(C).

Then, after the VSIMP becomes true, the address assignment
section 226 sends a message with a false synchronized flag in the
VS table illustrated in Fig. 12(B) to the logical ring 16 by means
of the message illustrated in Fig. 31(A).

In the SYNCHRONIZING state D4, the address assignment section
226:

transits to the ISOCLATED state G4 under the condition that
a value of the wvariable VSSDUP becomes true (g4):

. transits to the STANDBY state C4 under the condition that a

value of the variable ASSOC becomes false (ed); and
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(h5); transits to the forwardi ng state D5 when
receiving a query assignnent nessage including the
sender that is not itself (nb); Utransits to an
applicating state Go when receiving a response
assi gnnment nmessage and the server in the nessage is
different from its owmn |IP address (15); and
otherwise, remains in the waiting state A5 (ab).
[0150] U In the mark-sync state B5, the assignnment
nme53agétpdcer e MFAeet fba E2P@nder & icheohdl gl eithgt a value
assigned to be false and the synchronized flag to be
of tha vaelableHIESYNG any entreyvahué loef M tvaltlieb 1@ WEIMP becomes
corresponds to the IP address to be assigned in the
true fE€¢egi.ved assi gnment nmessage. In the mark-sync state
B5, the assignnent nessage receiving section 228:
[ol4sfransits to the conmit state BS if the entry of the IP
address to be assigned is present in the VS table

( g)' t i transi.ts_ta the waiting state A5
(B end FRAPIRD bR ey s b Brhs® dFp LR Teocton 226
c aisi nggﬂt sage receiving section 228 gives an
rans3ESi HAneRt TUTGP hetAces FdntRaSEnER BRI iR ity 87 value
section 202 for the |P address to be assigned, it
of thgn¥andpblenAPFPC bearBiess fedsehdkdai-ting state A5
(e5). Inthe replying state D5, after the assignnent
nésshge REERY vitate st itdre 22Birsatss adsd grespansection 226:
assi gnnment nessage to the received
transits to the PENDING_LEASE state F4 under the condition
that a value of the variable DHREQRCV becomes 1 (h4); and
transits to the STANDBY state C4 under the condition that a
value of the variable ASSOC becomes false (j4).
[0146]
In the PENDING_LEASE state F4, the address assignment section
226 registers the IP address tobe assignedontheV3 tableillustrated
in the Fig. 12(B) with the flag being assigned to be true. At the
same time, an assignment message, which contains additional
assignment information for the IP address (the MAC address and the
assignment time limit illustrated in Fig. 31(B)), the flag D being
false, and the sender and the server being indicated by its own
IP address, is created so as to be transmitted to the logical ring
16.

In the PENDING LEASE state F4, the address assignment section

226 unconditionally transits to the READY state E4 (id).
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guery assi gnnent nessage to be its own |P address of
the sender and the server and fetches the MAC address
and the assignnent tine |imt fromthe entry of the
VS table corresponding to the IP address Qto be
assigned in the query nessage so as to use themas the
assignment information to create.a reply assignnent
nessage to the received query assignnent nessage, it
transmts the thus created response assignnent
[0147}essage to the ring. Moreover, if the entry
corresponding to the query is not found in the VS
(Assigabbef mhesagsi groenvingssageibacegiing section 228
creates a reply assignnent nessage with the flag D
behagatstignfientt e slsd geadi @SS/ ity e @ssh9nesls Sep8sat8s in
transmt it to the ring. Thereafter, the assignnent
coopeFBE$8HCwE €RCEMENE188655005428nHAReNdLELORA! bygtransits
g5).” | EANCEL

to the waiting state A5 ( 0152] In the

S . [ Lyin ectio 2 .
et s R e LB RO BEBL bR R T e Sotheving
Eegddress to be assigned in the received response
sSsignment nessage by overwiting it with the

assignment information in the received response

a’sf ypdedtonRsingkhe| ASEHENMANCERSE6Age; if the

assi gnment nessage receiving section 88 228

success® uflygupdan@dscahingnényocbfethetd Poaddebssetlp bed
assigned to the VStable, it transits to the reject

st at e BE5 f(lja%y) Q/Rbe iokher wé sAent 1BASHE Satesthguaaitddiral se
state A5 (i5). [0153] In the reject state E5, after

when theingstgosenk wBp$gge receiving

variaé

[0148]
[State transition of the assignment message receiving section 228]

Fig. 33 isastate transitiondiagramof the assignment message
receiving section 228 shown in Fig. 26.

As 1llustrated in Fig. 33, the assignment message receiving
section 228 can have eight states.

Among the above eight states,

inawaiting stateAS5, the assignment message receiving section
228 waits for an assignment message.

InareplyingstateD5, theassignmentmessagereceivingsection
228 replies because it receives a query to the DHCP server 2.

In a forwarding state H5, an assignment message of another
DHCP server 2 1s forwarded.

In a applicating state G5, an assignment message of anotherx
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section 228 gives an assignnent rejection reply
perm ssion to the DHCP processing section, it
unconditionally transits to the waiting state A5
(k5). In the applicating state G5, after 1 is
subtracted fromthe variable NDESCYNC and the entry
is updated by overwiting it with the assignnent
information in the received response assi gnment
message if the synchronized flag of the entry of the
DHCFP g8ryghl €, ishpeRlicoitedspondsoced VBethPladdress to be
assigned in the received response assignnent nessage,
i §nfaangek shecagsitgnRenttheesgageroeteavi og wisécihother DHCP
228 unconditionally transits to the waiting state A5
servefn3) isl esthelfiehwdrdi ng state D5, after sending the
recei ved assignnent nessage to the ring, the

ashi &ML 1TRTIAYECHECEHL VA + SERL! 9P - ,
uncondi tionally transits to the formar%ﬁ%ﬁf%ﬁzﬁ%fﬁ%?ment S

allowé@S{o Egl%gkurk¥§$_nessage_receiving section 230] The
V5SS nessage recerving section 230 operates in

cgoperag%%gs '%h %ge addr ess assi gnnent iection 226.
TRE V/S8"éds 208 tPetiar vi Ty ST ort S258nGELL Stifeecatse the TP

followng 89 variable: a fla% field of the VSS
addreggsdggalreREYVESSAEEEEgEYCc ORLENRE DHEPVSSIVAToRmat i on,

that is, the order of division n and the repetition

ofn/x a1 Br st tebfai neNARK tgettbral Pzaddredds aawb igriment is

in Formula 1. The VSS information itemis not single
allowandtoepeatedifrogd 28y @s to instruct another DHCP server 2 to
delete the IP address.
[0149]

When the processing is initiated, the assignment message
receiving section 228 goes into the waiting state AbL.

In the waiting state A5, the assignment message receiving
section 228:

transits tothemark sync state B5 when the assignment message
receiving section 228 receives a reply assignment message including
the sender that is itself and the flag DUP in the message is false
(b5}

transits to the replying state D5 when the assignment message
receiving section 228 receives a query assignment message including
the sender that is not itself and the server that is itself (£5):

transits to the cancel state E5 when the assignment message

receiving section 228 receives a response assignment message
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or nore tines. If there is no VSS (inmmediately after
all the logical rings 16 are reset or the like) , the
nunber of VSS information becomes zero. [0155]
[State transition of the VSS nessage receiving section
2301 Fig. 34 is a state transition diagramof the VSS
nmessage receiving section 230 shown in Fig. 26. As
illustrated in Fig. 34, the VSS message receiving
section 230 have five states. Anbng them in a

includ@angi ke ssandenethathel /39t rgssddo rtéeeiflliaggbséayi ersigned
230 waits for a VSS nessage. In a nerging state B6,

in thehenbwy WEStbé VBetBBHTP servespdnid$ngnebgedewWiPhaddress to
(listed in parallel to) the VSS of another DHCP server

be asignéd ardupki e8p Ly \Exs 5dahdh ChesWagUR! £ 4L 1 Ahd Sthe order
detected with another DHCP server 2. In a forward i ng

of prdafey s th@es¥§§e9b1§'ﬂegq1ety tthlg% %Eggwn'cﬂ*detlp%f Prlorlty

merging state B6 is forwarded. I'n an inporting
(h5) ; E6, a returned VSS is inported as a VS 90 [0156] When
the processing is initiated, the VSS nessage receiving

section 230 es nto t maltlng state A6. In the
viaf S RiE S &P eqn h’%o Cﬂé@% g redn Vg $8ceiFAng3e: query
. transits tothenmerging state B6 when receiving a
aSSlg%@ﬁEs@%@a%mwﬁ RS tHee \mSEdeiB)thadnd st nafisiitselld (mS);
the inporting state E6 when it receives the VSS
transits to an applicating state G5 when receiving a response

assignment message and the server in the message is different from
its own IP address (15); and

otherwise, remains in the waiting state A5 (a5).

[0150]

In the mark sync state B5, the assignment message receiving
section228setstheflagbeingassighedtobefalseandthesynchronized
flagtobetrueif thereisanyentryintheVStable, which corresponds
to the IP address to be assigned in the received assignment message.
In the mark sync state B5, the assignment message receiving section
228:

transits to the commit state B5 if the entry of the IP address
to be assigned is present in the VS table (d5); and

otherwise, transits to the waiting state AS (c5).

[0151]
In the commit state BS, after the assignment message receiving

section228givesanassignmentreplypermissiontothe DHCPprocessing
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nmessage containing the VSS and t hesender of the
VSSnessage corresponds to the | P address of the DHCP
server 2 sending the nessage (f6). [0157] U In the
mergi ng state B6, the VSS nessage receiving section
230 exam nes whether the received VSS and the its own
VSS are duplicated or not. If VSS duplication is
detected, the VSS nessage receiving section 230
transits to the DUPLI CATE_VSS state (b6) , and
sectigphéPwi Ser the disiadsinesst ke Poraws dimed stidt end®rafittdronally
merging the its owmn VSS with the recei ved VSS nessage
trans@d6) Lol iheheradapnioc atca t¥SASst (@t5e .C6, after setting the
variable VSSDUP to be true, the VSS nessage receiving

seatihenr 30y Ui obdt & Donaldter tHARSE i gnhént R8ssage receiving
forwarding state D6 (c6). [0158] In the forwarding

_ h el ) .
secti®hab®sDBet 5henYSa, gESSa9€, %gfﬁﬂéﬂélﬁl%gﬁ%%%%@utt%ﬁc%es %:ré%se ived

the received VSS nessage t
c n_the variable VSSDUP is false, whil he
queryvg%g%§§g§%§ nggﬁ@ﬁnﬁo §§bﬁ%§nof§0%§éﬁ€§rpﬁé nggﬁ@ééender
VSS nessa %ﬁ£ the ring after setting 91 the flag DUP
and t]IE 3 HY RSN SSGE ot Ue NAG RGPS REOVERP 1 ¢ Q/EBpUP time
. . is true, the VSS nessage receiving section 230
limityheemding BREFYYOL thanss ttalle chereabendingtta ¢haelP address
(e6). In the inporting state E6, the VSS nmessage
to be pesegnedgirsbbeiarery?86s sapersicsa @ tUYSS qtbap abtht red ibyiment

the nmerger as a VS when the flag DUP in the received
inforM@Simmssagereatbabseepl{ d6einmont athd&igd SSHHOSRGeived

to be n-I-th division, the VS is subjected to n-th
queryd5¥5§bﬁﬂent message, it transmits the thus created response
assignment message to the ring.

Moreover, if the entry corresponding to the guery is not found
inthe VS table, the assignment message receiving section 228 creates
a reply assignment message with the flag D being true for the IP
address to be assigned so as to transmit it to the ring.

Thereafter, the assignment message receiving section 228
unconditionally transits to the waiting state A5 (gb).

[0152]

In the CANCEL state, the assignment message recelving section
228 updates the entry of the VS table corresponding to the IP address
to be assigned in the received response assignment message by
overwriting it with the assignment information in the received

response assignment message.

IntheCANCELstate, iftheassignmentmessagereceivingsectiocn

88



O

based on Fornmula 3 so as to obtain and store VSSs.
Then, the variable VSIMP is set to be true. If the
flag DUP in the received VSS nessage is true, the
variable VSSDUP is set to be true w thout performng
the inporting. After the above processing, the VSS
nmessage receiving section 230 unconditionally
transits to the waiting state A6 (g6). [0159]
[ Transmi ssion section 232] The transm ssion section

228 syaoeggEdlinadditiarthg sakrusfetheAlR @ddairss MM @Y igned
for keeping the nunber of nessages in the

to ther ¥ifsriaddieon iquemenisi tishe ot reams Megsican sseatd @% 232.) ; and
[0160] [State transition of the transm ssion section

232hefivg se35tirana iskate tth@nsﬁatﬁt%gdls%art@rnmf (tifkg
transm ssion section 232 shown in Fig. .

ro1s3ijl lustrated in Fig. 35, the transm ssion sectlon 2 32
contains a transm ssion queue (not shown) in the

9 th t at . .
O SRS RO Ro Yot PP AR AL R peivins
, égansn155|on section 232 is vacated. In amaltln%
SeCtl&na? B VEREN AT ESTin T§I8GE PR FRBLY IRFISH $31 QM tO the

section 232 is waited for not being vacant. In a
DHCP prefats 119 A§csiane Dy ungomedddgaailsdyi prameits to the waiting
transm ssion O queue in the transm ssion section 232
stateaAd t(helnessage in the
In the applicating state G5, after 1 is subtracted from the
variable NDESCYNC and the entry is updated by overwriting it with
the assignment information in the received response assignment
message 1f the synchronized flag of the entry of the VS table, which
corresponds to the IP address to be assigned in the received response
assignment message, is false, the assignment message receiving
section 228 unconditionally transits to the waiting state A5 (nS).
In the forwarding state D5, after sending the received
assignment message to the ring, the assignment message receiving
section 228 unconditionally transits to the forwarding state H5
(05).
[0154]
[VSS message receilving section 230]
The VS8 message recelving section 230 operates in cooperation

with the address assignment section 226.

The VSS message receiving section 230 uses the following

83



transm ssion queue is transmtted. [0162] When the
processing is initiated, the transm ssion section 232
goes into the init state A7. In the init state A7, the
transm ssion section 232 vacates the transm ssion
gueue in the transm ssion section 232. In the init
state A7. the transm ssion section 232 transits to
the waiting state B7 under the condition that TCP
~connection to a next ring nenber is established when

variapge:ring management section 220 is in the TENTATI VE
SLAVE state Cl1 (a7). [01631 In the waiting state B7,
thefiagnémeddi o shet VOB RA3Bsateansits to the init
state A7 under the condition that a value of the

vaheabbe méSSi¥e besor®sns aline U )in VIt thadOis, the
a

the transmtting state D7 under the condition that

orderVeEUgiPi st BE Nashablse '\Pl%ﬂe-r%éﬁ cfptAnoagEi?%'i 93105 ned by

the transmtting state transm’ssi on séction

gener%ﬁéz%bgﬁgﬁrgﬁé %ﬁﬂefﬁaﬁgrﬁg%%hfbtransnission queue in

SSi o section the logical ring 16

afg §#$£L?§%§ 1 fromthe variable NXM TQUE for each

t Fafist? 3 ST IR £hET + AR S4ndd SRl prpemped for zero
transits to the init state A7 under the condition that

Oor moxsgipgpue Iofhere \amppali® (NXVEIQRELY Of a7l 11016dbgical
[ The VSS nanagenent section 240 and the |ike] The VSS

ringsnpdnage mese tsec thenl i249) ctbatresakerec VS sisaht foffd g od Becomes

(B )
Zero.
[0155]
[State transition of the VSS message receiving section 230}

Fig.34isastatetransitiondiagramoftheVSSmessagereceiving
section 230 shown in Fig. 26.

As illustrated in Fig. 34, the VSS message receiving section
230 have five states. Among them, in a waiting state A6, the VSS
message recelving section 230 waits for a VSS message.

In a merging state B6, the own VSS of the DHCP server 2 is
merged with (listed in parallel to) the VSS of another DHCP server
2.

In a duplicate VSS state C6, VSS duplication is detected with
another DHCP server 2.

In a forwarding state D6, the VSS obtained by the merger in

the merging state B6 is forwarded.

In an importing state E6, a returned VSS is imported as a VS.
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SO as to store it in the VSS-DB 246. The VSS
managenent section 240 uses the stored VS table for
the processing in the other conponents of the ring
control program 22, the DHCP processing section 202
and the proxy ARP processing section 204. Furthernore,
t he VSS nanagenent section 240 nodi fi es and nmanages
the contents of the stored VS table in accordance with
the processing of the other conponents of the ring
[0156¢ontrol program 22. 0 [0165] The VSS division and
conbi nation section 242 provides a function necessary
fdnen hend/$8 acesanifnggusat hbnisoed) hehotey mee¥peRERESeiving
of the ring control program 22. As the function of
sectidbhe2¥8Sgdeyi shes and 4anbingt kepcgegbion 242, the
function required for the processing in the state E6

Ofn ﬂH@WX%?%ﬁ%;?@Q@e[ eaci’?é VS@gmégggg? nnrgg%%l\;frll 'se?é@i’on 230:

the functi storing and nana e fetcuarsive
formul ae (For.mul ae 1 % and .94 the_ |li ke can be ..
erans L B B M et bR andt0as  an 1R BRace Containing
h det?r 'ping section 244 provides a function necessary
the Vear (A6’ g@E@r mi nati on of VSS duplication (Fornul ae 4
to 18) for the other conponents of the ring contro
PEBYRART DX 0 Ade HapprddegsEhgtastdgitidre funetedivest the VSS
the VSS duplication determ ning section 244, the
messape oopssaiingng hielits Sdrad ehBBenliet be WSS/ SIMESO8§e corresponds
recei ving section 230, and the |Iike can be given as
to thexBPpdsresd BB Hhe DHCP server 2 sending the message (f£6).
[0157]
In the merging state B6, the VSS message receiving section
230 examineswhether thereceivedVSSandtheitsownVSSareduplicated
or not. If VSS duplication is detected, the VS8S message receiving
section 230 transits to the DUPLICATE VSS state (b6), and otherwise,
transits to the forwarding state Dé after merging the its own VSS
with the received VSS message (d6).
Intheduplicate VSSstateC6, aftersettingthevariableVSSDUP
to be true, the VSS message receiving section 230 unconditionally
transits to the forwarding state D6 {ch)}.
[0158]
In the forwarding state D6, the VSS message receiving section
230 sends the received VSS message to the ring without any change

when the variable VSSDUP is false, while the V5SS message receiving

section 230 sends the received V5SS message to the ring after setting
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The bel ongi ng VSS determ ning section 248 provides a
function (Formulae 19 and 20) necessary for the
determ nation of the VSS to which a certain IP
address bel ongs, for the other conponents of the ring
control program 22. The APR request processing section
250 controls the proxy ARP processing section 204 so
as to performthe processing for sending a gratuitous
ARP request, which is required when the DHCP server 2

the flap UFAs e VIS ngsrage Fadteadust wvaaottHee vBrdRble VSSDUP
server 2. Industrial Applicability [0168] The present

is tripvemhieoVSSamdmsagedrdoriviner vect tevi 280havicngdationally
redundant configuration and the like. 95 CLAIMS [1] A

trans$esveo shsteminabudingeanpl yeahity of server devices,
the plurality of server devices perform ng processing

U§hngu§iﬁb@&%ﬁhﬁystQEeDE@PQ§§iOgsqﬁéébﬂﬁétﬂégeiving section
duplication, each of the plurality of Server devices

230 iggb%nge@sgi geahpi Bb}cégggxcgpa%@ hgggegvaénﬁe% whB$ the

rver vices or-a s orrespon gtot
initiall transnitﬁ g signal to any of t£ t her
£lag QR Jaf ti FEEE 855 VT 9 %1 GhaF 5SS s bt (HHDagROAed VS
, the server devices to be final%¥.receLved by the
15 suppes@sr tQeeincd itk 43 vl $ionr BREMS 15 Ay REtsAgan-thdivision
wherein each of the plurality of server devices
based| pol Bdesulat Bapsnksstonohtans hod stamenVEBeng a first
signal indicating that any of the processing data is
i Dhase tloe aretidyloWS IO thesesety dle devieCesr et tHiag DUP
processing data is to be used;
in the received VSS message 1s true, the variable VSSDUP is set
to be true without performing the importing. After the above
processing, the VSS message receiving section 230 unconditionally
transits to the waiting state A6 (g6).
[0159]
[Transmission section 232]
The transmission section 232 uses the following variable.
A variable NXMITQUE: for keeping the number of messages in
the transmission queue in the transmission section 232.
[0160]
[State transition of the transmission section 232]
Fig.35isastatetransitiondiagramofthetransmissionsection
232 shown in Fig. 26.

AsillustratedinFig. 35, thetransmissionsection232contains

a transmission queue (not shown) in the transmission section 232
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relay nmeans for receiving the first signal fromthe
anot her server device and relaying the first signa
thus received to the other server devices; and 0 use
permt neans for permtting use of the processing data
to be used when the first signal is transmtted from
the transm ssion neans to be relayed fromthe other
server devices. [2] A server device, which nay be used
in plural, a plurality of the server devices
and hBérEBFﬁ?nﬁtBFﬁéessing using a plurality of processing
data wi thout duplication between a plurality of
[0161ldervers when used in plural, each of the plurality of
server devices relaying a signal initially
t iarsninledthten anyheft tdresmsieradem deriueds e 98aaismission
signal corresponding to the initially transmtted
sectishgpab te aBn¥atef.the other server devices so that the
si gnal passes through all the server devices to be
fipal ; ' I [ j.nit.l C s
A o e o phaf AR S T bt rpgpmigsion
. ver, devices_includes; . transm ssion neans for
sectifh, 2871 b A LEER, 57 SPInBPiPHATERPRY that any of
the processing data is in_use to another one of the V
e Fﬁﬁﬁﬁ@ﬁﬁ%”%kﬁtﬁﬁé Bf o 8§iSF§ It a 13 the bEapsmdssion
O relay neans for receiving the first signal fromthe
queuegrddt hete SeppenigedPoe savd 4odl a33hgande thier mesdagel in the
thus received to the other server devices; and use
transpésmibtnngansef ds peanshtithgduse of the processing data

[0162]

When the processing is initiated, the transmission section
232 goes into the init state A7.

In the init state A7, the transmission section 232 vacates
the transmission queue in the transmission section 232.

In the init state A7, the transmission section 232 transits
to the waiting state B7 under the condition that TCP connection
to a next ring member is established when the ring management section
220 is in the TENTATIVE SLAVE state Cl (a7).

(0163]

Inthewaiting stateB7, thetransmission section232: transits
to the init state A7 under the condition that a value of the variable
ASSOC becomes false (b7); and

transits to the transmitting state D7 under the condition that

a value of the wvariable NXMITQUE is not 0O (c7).
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to be used upon reception of the first signal that is

transmtted fromthe transm ssion neans and rel ayed

fromthe other server devices. [3] The server device

according to claim2 further conprising processing

means for perform ng predeterm ned processing by using

the processing data permtted for use. [4] The server

devi ce according to claim 3, wherein: each of the

server devices further conprises processing data

a§0r et erarent t W aedat e Rt edpondingg srg sedprofseciidon 232

server devices, the processing data aggregate
transmieatanganﬁansibethg foaneméabing qapunecasdirgdabasmission

aggregate containing at |east one piece of processing
sectidat@mBicbhoné 1dgildagatiag; 1 aandodubbea ProCessbAt ik Ariable

aggregate creating neans of the 97 plurality of server

NXMIT@@EIE&Jﬁeaﬁﬁ%%éﬂhﬁsﬁ&?es%h@ﬁ dgid 29950988 on §@&E‘:ihon 232
he processing nmeans of the’ server devi ces uses the

transeegcsésmg fdata ¢ ﬂ@'ﬁﬁﬁicﬁ} g, Processiing dalad (ne value

gregate assocCl a e server evi ce tO

ot ehBSYLESFTLORERANEs, 2, Sl L e =2 nal 7

i ndi cating the use of the processing data to be used
[0164by t he processing neans for processing to any of the
other U server devices; and each of the use permt
[The HéanmanﬁgemenSeseetidevEéésapdrnheSlikhé processi ng
nmeans to use the processing data to be used when the
USRe pESMdndpansn it ecet ves 2ultecfddtsds Bhgwaltdd1ad (FSg. 12 (B) )
transmtted fromthe transm ssion neans and rel ayed

so asftenstbecoiheinsehyevseens Cess. [l TRe sehweendet G@ction
according to claim4, wherein a first

240 usesthe storedVS table for theprocessing in the other components

of the ring control program 22, the DHCP processing section 202

and the proxy ARP processing section 204.

Furthermore, theVSSmanagementsection240modifiesandmanages
the contents of the stored VS table in accordance with the processing
of the other components of the ring control program 22.

[0165]

TheVS5divisionandcombinationsection242providesafunction
necessary for the VSS reconfiguration for the other components of
the ring control program 22.

As the function of the VSS division and combination section
242, the function required for the processing in the state E6 of

the VSS message receiving section 230 (Fig. 34), the function for

storing and managing the recursive formulae (Formulae 1 to 3), and
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identifier indicating at |east a relay order of the
first signal 1is uniquely assigned to each of the
server devices; and the relay neans relays the first
signal thus received to the server device that is to
receive the first signal next in accordance wth the
assigned first identifier. [6] The server device
according to claim4, wherein: each of the server
devi ces further conprises server group creating nmeans
the like epBabPPnglizeserverXgmpdpsScontai ning all the server
devi ce capable of transmtting data to the server
[0166¢evice itself; in any one of the server devices
contained in the server group, the processing data
afpe F§atanelriestt iy deansn Cot igspendsnta 498 amded a @hhction
the server devices contained in the server group and

neces@é@?tﬁértﬁﬁélﬂéﬂéﬁﬁidﬁ&l@ﬁi%faggéegﬁﬁﬁlégﬁiéﬁnfﬁgkﬁﬁlae 4 to
| east one processing data w thout dupllcatlon I n

18) fS?CEhgfOEHSISEB§§Engﬁ¥ECS§ té@erﬁhgcﬁéﬁkggl é g%eaz

he processin ta contal ne I‘OCGS at a

0 S B0 S B RN Pt scasion

transmts the first signal indicating the processing
detergapangoSpet teed 4y ttﬁl@ PrBeessing Wedhe pteite B6 of the VSS
processing is in use to any of the other server

messageviessstvigimsentiond Jor and theahtkpeami lbs giien as examples.
processing neans to use the processing data to be
[01670sed when the use pernmt neans receives the first
signal that is transmtted fromthe transm ssion neans
anHe Wl @apgichd vemddiee ihein G eereh ode¥ £pSovides a function
(Formulae 19 and 20) necessary for the determination of the VSS
to which a certain IP address belongs, for the other components
of the ring control program 22.

The APR request processing section 250 controls the proxy ARP
processing section 204 so as to perform the processing for sending
a gratuitous ARP request, which is required when the DHCP server
2 reassigns the IP address instead of another DHCP server 2.
Industrial Applicability
[0168]

The present invention can be used for a server device having

a redundant configuration and the like.
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[71 The server device according to claim6, wherein an
identifier indicating an order of priority of the
server device is uniquely assigned to each of the
server devices; and the server group creating neans of
the server device having the identifier indicating
the highest order of priority in the server group
creates the processing data aggregate. [81 The server
devi ce according to claim 7, wherein the server group
creating neans of the sé&weMIevi ce creates the
processi ng data aggregate by aggregating the
[1] phosssingyddaen tocledpogd g urad. ialy ofheesesvetevices, the
devi ces contained in the group and distributing 99 the
pluradggyegntedvpr aesisddgpdatrariong/prddes S8iyaki166Vd peurality
contained in the group. [9] The server device

of pré€essdhidii O GhAt ey dﬂﬁﬁfﬁé&fﬁﬂ*‘éﬁcﬁ'yf E%%r§§5rallty of

devi ces further conprises: use status managenent nean

serve&o&eﬁggég'P@lgyfﬁgg% 1id¥?%xu. J_a 'Q%nsmfg} %ﬁChny of

pr ocess ai ne correspon
ocess data aggregate.is in use . hot; ap

the SBERERT Y RAE FIRNE ke ire S able gpitially
use managed _ by the use status nmanagenent neans of any

transgitifRd SE¥VRE %ﬂ%sf 5he atBest Sereer UiV raraged thyt the
the use status nmanagenent neans of each of the

signad ramssss somoaighedll mheheerveatdel servéo gedimally argeived
of the server devices when the server group is

by thersatredr f{id0lcédhénsedvefyderbhaemaceandi nget eighaim 9,
wherei n: the synchroni zi ng means of any of the server

deNEeesnt EaPENbEStha peGeRdisi 0Bl sEetekNgHLEEBY Bncludes:

status of use of each of the processing

transmissionmeans for transmitting a first signal indicating
that any of the processing data is in use to another one of the
server devices when the processing data is to be used;

relay means for receiving the first signal from the another
server device and relaying the first signal thus received to the
other server devices; and

use permit means for permitting use of the processing data
to be used when the first signal is transmitted from the transmission
means to be relayed from the other server devices.
[2] A server device, which may be used in plural, a plurality of
the server devices performing processing using a plurality of
processing data without duplication between a plurality of servers

when used in plural, each of the plurality of server devices relaying

a signal initially transmitted from any of the server devices or

96



data and determ nes the processing data correspondi ng
to the second signal is in use when the second signa
is relayed to be returned, and otherw se determ nes
that the processing data corresponding to the second
signal is not in use, to synchronize the statuses of
use; and the relay neans of each of the server devices
rel ays the second signal to the other server devices
only when the relay neans receives the second signa
a signaprRam IRy do gbei taiahalifet prosebsied signal to any
corresponding to the received second signal is in use.
of thd gl |setheers gewercedesiocthatcconei siggral gdadgasl@hrough all
wherein: the predeterm ned processing is for

the sedyRanicsaldes wsisé ghhAY1 dReckPvedtagte §@rver deviceinitially
communi cati on node in accordance with a DHCP (Dynam c

transh@§g1g§n£hgug§5hgm Protocol) and each of the
plurality of pfocessing data indicates the | P address

t@ﬁér@?ﬂ QgcﬁsﬁngE% é?u&gilﬁgnpg %%Leg ggge [12Lludes

dat a processin ser ver eVI ce

| | whi | |
Fselég@%ﬁélaaﬁfagﬁe‘fagi iotr A He S DA JdgRcating

plurality of the server devices when the server
that aav.eé FseuBEAcrASpdr dRtRoipelPokfrpEecassihgr ongeof the
nmet hod conprising the steps of: relaying a signa
servegnfdevakky whansthet pdotremiagydetat he ser ber usddvi ces
or a signal corresponding to the first transmtted

stghaly mémnanfooirdded vitrhetheefyvestdeviees Bngh ithe BRother
signal passes through all the server devices and is

serveki 8all¥er 8681 ¥&ta Ppynd henservest davdiefl drid ir@ldeived to the

transmtting the signal;
other server devices; and

use permit means for permitting use of the processing data
to be used upon reception cf the first signal that is transmitted
fromthe transmissionmeans andrelayed fromthe other serverdevices.
[3] The server device according to claim 2 further comprising
processing means for performing predetermined processing by using
the processing data permitted for use.
[4] The server device according to claim 3, wherein:

each of the server devices further comprises processing data
aggregate creating means corresponding to any of the server devices,
the processing data aggregate creating means being for creating
aprocessingdataaggregatecontainingatleastonepieceofprocessing

data without duplication;

any of the processing data aggregate creating means of the
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transmtting a first signal indicating use of

processing data to another server device when any of

the processing data is to be used; receiving the

first signal fromthe another server device and

rel aying the received first signal to any of the other

server devices; and permtting use of the processing

data to be used upon reception of the first signa

relayed fromthe other server devices that is 101
plurad i 5HsP tSE&F By IEHECe P 1eTd 53¢ ShenpansesHiBy datm egoamgate;

of a server device, which may be used in plural

i agtbhdohgtlee gommetsering heaser vér tdevieese petdardeaNagses the

processing using a plurality of processing data

procewst hgua tdupi catieni Rehwgan & fHiW@pdd tyag§te §8t ¥BESociated
when used in plural, each of the server devices

with £8ka¥kRger 8LGRBL %Bibg§kb¥mtﬁée§gggﬁﬁ ;fromany of
the server devices or signal corresponding to the

I QL I ] .t [ [t n of the other .
<G hBe Yok BB N fEBhe oA sl Fr Shafe srpnsmits
t he server_devices to be finally_ received by the

the FLESGer @AY CLITHTErSIFyEnE rHRAY (T RIRESSGRA datie to be

rogram causi ng the conputer of each of the server

used g&/gbé PEOERESHNE TRANSt 6ps BEOCEFaAEMI oI AgYacti ke other
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to any of the other server devices;
the processing means to use the processing data to be used when
the use permit means receives the first signal that is transmitted
fromthetraqsmissionmeansandrelayedfromtheotherserverdevices.
[5] The server device according to claim 4, wherein a first
identifier indicating at least a relay order of the first signal
is unigquely assigned to each of the server devices; and

the relay means relays the first signal thus received to the
server device that is to receive the first signal next in accordance
with the assigned first identifier.
[6] The server device according to claim 4, wherein:

each of the server devices further comprises server group
creating means for creating a server group containing all the server
device capable of transmitting data to the server device itself;

in any one of the server devices contained in the server group,

the processing data aggregate creating means corresponds to
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and permtting use of the processing data to be used
upon reception of the first signal relayed fromthe
ot her server devices that is transmtted by the
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any of all the server devices contained in the server group and
creates the processing data aggregate containing at least one
processing data without duplication; and

in each of the server devices,

the processing means uses the processing data contained in
the processing data aggregate associated with the server device
to perform processing;

the transmission means transmits the first signal indicating
the processing data to be used by the processing means for processing
is in use to any of the other server devices; and

the use permit means permits the processing means to use the
processing data to be used when the use permit means receives the
first signal that is transmitted from the transmission means and
relayed from the other server devices.
[7] The server device according to claim 6, wherein an identifier
indicating an order of priority of the server device is uniguely
assigned to each of the server devices; and

the server group creating means of the server device having
the identifier indicating the highest order of priority in the server
group creates the processing data aggregate.
[8] The server device according to claim 7, wherein the server
group creating means of the server device creates the processing
data aggregate by aggregating the processing data corresponding

fo all the server devices contained in the group and distributing
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the aggregated processing data to all the server device contained
in the group.
[9] The server device according to claim 6, wherein each of the
server devices further comprises:

use status management means for managing a status of use
indicating whether each of the processing data contained in the
corresponding processing data aggregate is in use or not; and

synchronizingmeans for synchronizingthe status of usemanaged
by the use status management means of any of the server devices
and a status of use managed by the use status management means of
each of the servers contained in the created server group, in any
of the server devices when the server group is created.
[10] The server device according to claim 9, wherein:

| the synchronizing means of any of the server devices transmits

a second signal for inquiring a status of use of each of the processing
data and determines the processing data corresponding te the second
signal is in use when the second signal is relayed to be returned,
and otherwise determines that the processing data corresponding
to the second signal is not in use, to synchronize the statuses
of use; and

the relay means of each of the server devices relays the second
signal to the other server devices only when the relay means receives
the second signal from another server device and the processing

data corresponding to the received second signal is in use.
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[11] The server device according to claim 10, wherein:
the predetermined processing is for dynamically assigning an
IP address to a communication node in accordance with a DEHCP {Dynamic
Host Configuration Protoceol); and
eachofthepluralityofprocessingdataindicatestheIPaddress
that can be assigned to the communication node.
[12] A data processing method implemented by a server device that
may be used in plural, in which a plurality of processing data are
used without duplication between a plurality of the server devices

when the server device is used in plural to perform processing,

the method comprising the steps of:

relaying a signal initially transmitted fromany of the server
devices or a signal corresponding to the first transmitted signal
to any of the other server devices and is the signal passes through
all the server devices and is finally received by the server device
initially transmitting the signal;

transmitting a first signal indicating use of processing data
to another server device when any of the processing data is to be
used;

receiving the first signal from the another server device and
relaying the received first signal toany of the other server devices;
and

permittinguseofthepmocessingdatatx)beuseduponrecéption

of the first signal relayed from the other server devices that is
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transmitted by the transmission means.
[13] A program of a server device, which may be used in plural,
includingacwmputer,theserverdevicesperformingprocessingusing
apluralityofprocessingdatawithoutduplicationbetweenaplurality
of servers when used in plural, each of the server devices relaying
a signal initially transmitted from any of the server devices or
a signal corresponding to the initially transmitted signal to any
of the other server devices so that the signal passes through all
theserverdevicestobefinallyreceivedbytheserverdeviceinitially
transmitting the signal, the program causing the computer of each
of the server device to execute the steps of:

transmitting a first signal indicating use of processing data
to another server device when any of the processing data is to be
used;

receiving the first signal from the another server device and
relaying the received first signal to any of the other server devices;
and

permitting use of the processing data to be used upon reception
of the first signal relayed from the other server devices that is

transmitted by the transmission means.
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