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RESTRI CTI NG UNSUPERVI SED ACTI VITY OF UNMANNED VESSELS
FI ELD OF THE | NVENTI ON The present invention rel ates

wo eoorhesssaf ety of operations perforned by an uP@EIRea/000432

vessel for limting potential hazardous activities of
the vessel and the payl oad on board the vessel.
BACKGROUND OF THE | NVENTI An unmanned mari ne vesse
was described in PCT/1L2005/ 001329 by the sane
applicant. Such a marine vessel can carry a variety of
payl oads. These payl oads may be related to any task
which the vessel is to fulfill, civil, mlitary,
reconnai ssance, or guard tasks or any conbination

t hereof. Payl oad on board vessels may incl ude
potentially dangerous itens or such that their
AHESTRIETING URSUPEIANSED ACTIVICOFUNMANINETPGESSELS

ot her vehicles or otherw se susceptible property or
personnel or the public in general. Mst obviously

of f ensi ve are weapons carried onboard unmanned vessel s
that are conditioned for firing. Unmanned vessel s can
carry a variety of payl oads sonme of which nay be
expectegel b o PHEINVENTIGNT a renote supervision of a
control facility. In cases of renote supervision

af fected using W rel ess communi cation activity of

anunndRRIeSAES SWentianelaiesiming saieNsionejalioBsPRTRIMeSYe

is typically an el ectronic
an unmanned vessel for limiting potential hazardous activities of the vessel and

the payload on board the vessel.

BACKGROUND OF THE INVENTION

An unmanned marine vessel was described in PCT/IL2005/001329 by
the same applicant. Such a marine vessel can carry a variety of payloads. These
payloads may be related to any task which the vessel is to fulfill, civil, military,
reconnaissance, or guard tasks or any combination thereof. Payload on board
vessels may include potentially dangerous items or such that their activity may
pose danger to intercepting vessels, other vehicles or otherwise susceptible
property or personnel or the public in general. Most obviously offensive are

weapons carried onboard unmanned vessels that are conditioned for firing.

Unmanned vessels can carry a variety of payloads some of which may
be expected to function under a remote supervision of a control facility. In cases

of remote supervision affected using wireless communication activity of an



system suited for traversing the distance and
conplying with specific conditions that prevail
wheirrees2t he transmtter and receiver. HoweverPCT/AL2067/000432
not unlikely that a wirel ess comunicati ons system in
some situations may becone totally inactive or fail to
deliver signals either way in a formsuitable for
processing and correct data extraction. It is expected
urirharined vessdl | the cgmadunicationsi systenaavaiahls isdypiealyeuh electioaica
source of failing data transm ssion. O her sources of
sy@tedh saitid fontraveesihg fhegdisiphce amd teraplging fwithespeaifio conditions
exi sting between the sender and receiver, weather
thaepretsitbetlvoms iearansmittes tand becthes., Hawalet, lieis mobunlikelyyth#ito
ei ther sender or receiver of foreign vessels. A
a diifdiedseadmimlinigatidhs | $yisesnih, eine Berfe NBiyiatishsbmay ghdcoateo titallyy
hostile activities, intentional or unintentional.

5 inddtReGRIiMo deBrdignartdittaswhy ks farmaduitabls feMbesssing and
various kinds of data integrity verification neans.

coviest dag elapddiiyn U Sl @iRcleadihatansmal Refes tb NiiseC adlio is
detect flaws in data integrity received over the

e@i@g@ b pa ki Blke! df iling Rl trfepsEiGH. | Stherdourdds JPBRINSIGR

1is a flow chart describing the succession of

areVRPb§rapiie | ABBRI d@rbfCe Oty bétRBeRfthd sBhESeasE rédeivRr,
second command for executing specific categorized

w@%ﬁé%%téﬂ“atﬁlo‘:éﬁ?e?%' distfitb@nees, bfd thd prRWinf)as kitsksehbér it

the succession of events

10  receiver of foreign vessels. A different kind of interference may be brought about
by hostile activities, intentional or unintentional. Typically, communications links
channels employ various kinds of data integrity verification means. Most

regularly used are redundancy checks that can detect flaws in data integrity

received over the communications link.
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Fig. 3is a flowchart describing a concomtant
reception of two rel ated nessages processed by the

wee®sai3seh accordance with the i nventi on. DETAI REDIL2007/000432

DESCRI PTI ON OF THE PRESENT | NVENTI ON The net hod of the
invention is applicable to unmanned vessels renotely
supervi sed or controlled ﬁy a control facility
utilizing comruni cati on channel s. Whereas an unmanned
vessel can be used as an of fensive device, the benign
activities of an unmanned vessel may becone
unintentionally involved in a hazardous activity. Sone
of th mm%%R' BRAR | facility that
super {?@gs t he vlggwém% on aLN %t her activities
may be expected to refer to the performance of
aggr e Vids adipwrahetisleaertbing the syccession % avgilteinglemnenting
weapon at a target. In accordance with the present
the neandlitioonof anpresersaenetl avessmid cemmand afor yexecuting ospemifids
relating to aggressive or hazardous activities only if
cadggarined petivtie oh ac@aselr mati on is received for each such
command, thereby confirm ng the other conmand. An
i npl eff@nt2as a dowahart Hesaribingriite succdesar oftevdntal t h
reference to Fig. 1. In step 20 the unmanned vesse
r ecei Vs 3ds sifipnathaftrdescribimpa tcontorfitant tdceptidnnofawd irelated
channel of w reless comunications. In step 22 the
messages progrssealdiydide vessd! in Bcsdrégncddvithntae weestdn. veri fi es
whet her the command is of aggressive consequences,
typically such as
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starting a firing session. If it is categorized as non
aggressive in step 26, the system of the vessel

w@enriimses processing the command as progr amreRCT/200 100432

other hand, if step 24 reveals that the command is of
aggressive circunstances, the next step inplenented is
anot her verification step, 30, in which the system of
the vessel is to verify t He recei pt of a confirmng
command relating to the same aggressive act, in a
second i ndependent w rel ess communi cations channel. If

commai TALED BB aRir N 5 Phe S e RRRRON: Pri ng

command is available, in step 32 the systemof the

LESCAEDARUES: L ARAGS SARIERE e Ve
SRR B8P T L A0 4 LB, S o
R, W R4 S B AR oo o SR,
o BB s B P oo el FlEepy
ST Rt RSNt B B R Mol b
RGeS B o eeel ol ndiine apbilBs fi e Sibectec
e B e R b sl S
airrn?n%egt\;vganpo(r)\f ats iagg?gle?. Inr gcr:[]:ordance with the present invention, an
unmanned vessel is to carry out commands relating to aggressive or hazardous
activities only if an independent confirmation is received for each such
command, thereby confirming the other command. An implementation of the
invention described with reference to Fig. 1. In step 20 the unmanned vessel
receives a signal from a control facility in a first channel of wireless
communications. In step 22 the data is extracted, and in step 24 the vessel
verifies whether the command is of aggressive consequences, typically such as
starting a firing session. If it is categorized as non aggressive in step 26, the
system of the vessel continues processing the command as programmed. On
the other hand, if step 24 reveals that the command is of aggressive
circumstances, the next step implemented is another verification step, 30, in
which the system of the vessel is to verify the receipt of a confirming command

relating to the same aggressive act, in a second independent wireless

communications channel. If such is confirmed, the vessel continues processing
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W@ b@nnedss7 are recei ved by the vessel,

the control facility is described in Fig. 2 to which
reference is now made. In step 70 data fromtwo

data is interpreted and if, in step 74, the data is
found as containing a command of a potentially
hazardous nature, the system goes through anot her
verification step. Thus, i'n step 76 a confirmng
theeswagand dn step @hedf Ph the ciRenRanddne feANEMRING Hemiang is
channel in which the potentially hazardous comand was
agailiable, infstapudhthe ystegugltihe vestes continges exirastioy datai raeaived
earlier as potentially hazardous is executed in step
fréi@. thBesenoad channel} iretomirgf td IseepaB0.i mmahe cemiprdimesisof the
proceedi ng towards execution of a command related to
inveatphddbes fastt and tsecang chamaels sdiffem axtongPtitengeies ainl the
two nmessages are to be received in order to bring the

fré Mgy Wbithahe @affiez siASIUS op&ratiig) dn bndthecombbdiineat) thd voa
preferred enbodi nent of the invention, the two

difeepoeemneRli f6 dhBshdI® it B TOMARIME dRistUmuRiBlel Adckys)aiR.
to be carried over two distinctly different channels.

Thé réiefifidn b ke eRrafiod of ledwRSorRssmeRtas) cdfimbhés il be
the two nessages is to be referred to as a command,

reqiied Et?vé}s)tdlc%g%a%hwﬂnwishﬁ if Ay t?é?gyr%mdhiz%ﬁttﬁ/f
th and

e two rel ated nessages have been accepte

reVa é{pkééﬂﬁﬁéd ﬁﬁinm%drt%@aagy.tupth@wmé% RefnfMikaAbsOchannel
rel ate to the

same activity. Mreover, there is no

ugfe%gfélfé & HY sfHMhrdnZaBibh W%)JTBQ dbfhdd fBteRRS WP GRnidie A
eipt of the t nmessages. "To generalize

s&ﬁg\ﬁﬁﬁtcﬁff‘e?ériﬂéet of considerations regarding the reception of signals from
the conitrol facility is described in Fig. 2 to which reference is now made. In step
70 data from two channels are received by the vessel, in step 72 the data is
interpreted and if, in step 74, the data is found as containing a command of a
potentially hazardous nature, the system goes through another verification step.
Thus, in step 76 a confirming message is searched in a channel different than
the channel in which the potentially hazardous command was sent. If such a
message exists, the command defined earlier as potentially hazardous is
executed in step 78. Several variations of the affirmation process proceeding
towards execution of a command related to hazardous activity are discussed
next. Put generally, two messages are o be received in order to bring the
execution of a hazardous command into completion. In a preferred embodiment
of the invention, the two messages referring to the same hazardous activity are

to be carried over two distinctly different channels. In order fo keep as general as

possible, neither of the two messages is to be referred to as a command, thus

in step FQI/112607/000432
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reference is made to Fig. 3. Two nessages, nessage 90
and nessage 92 are sent by the control facility and

w0 e@eily3se’ by the vessel. The nmessages are extreCr/ER0EN000432

a processing nodule 94 fromthe transm ssion of the
control facility and further analyzed by a processing
nodul e 96 which may be the sane one as the processing
nmodul e i ndi cated above. 1f the anal ysis step yields a
the estidnt o peoimmandgnayhkbe tealized phiytatier theotvor r\ﬁ{@tecgm&ﬁ%aﬂes
nmessages related also to the perform ng of a hazardous
havetheen tagcepedrantlivarifiod asetngaekatesidelearts sthes ard alsaelaied
to be executed by the rel evant appliance 100 on board
totttheesams aetivity. Waepwerphse i$ o réquremestior any reladivereghotimef
the invention is to prevent unnecessary hazardous
betRééronEe t RicEPD ¢l thee homboasshges. doheeneralizel rschematically,
connection with an unmanned vessel. Such hazardous

reRESNCRNS niRle 16 F4G.63. Mo nbSs-RY| Paskage Johendvieessige 92 are
structural or functional elements of the vessel, to

st BT theesSfio f&ility AndMécaivée hyOthieeddsskin Tlh@ambssﬁge% hare
vesSel or its connected appliances. The definition of

e%ﬂ@é@ﬁ%‘}uas Db RH RERIIY 94 &0H! PB taRbRlIs8dn 0P tHecdnkroBfacility
descri pti on enconpass nunerous activities all relating

a Sugﬁhm §5ed Bgta pg%%sgﬁ}% ¥dulecdeiniby nﬁa")}%e\&ﬁé $8he%ne as

system-or us any activity which is to be

thgff?:r%@sl g;gﬁl‘aﬂulg @(g?ée’t%{f%%:vg.n 1%he 2Gidysid 585 idad a result

m na
specifying the co - existence of two related messages related also to the

performing of a hazardous activity, a module 98 of the vessel issues a command

to be executed by the relevant appliance 100 on board the vessel.

The purpose for implementing the method of the invention is to prevent
unnecessary hazardous actions taking place onboard or otherwise in connection
with an unmanned vessel. Such hazardous actions may cause harm to payload
on the vessel, structural or functional elements of the vessel, to other vessels or
to any other object in reach of the vessel or its connected appliances. The
definition of hazardous or aggfessive action related to in this description
encompass numerous activities all relating to a damage that may be inflicted by
the vessel's subsystem or payload. Thus any activity which is to be
accomplished in a succession of activities that culminates in a potentially
hazardous event may be defined also as hazardous or aggressive. As an
example, firing a machine gun is a culmination of a succession of acfivities,

namely opening a breech, cocking a bolt, feeding rounds of ammunition, etc.
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w@orilmsse7 on of a succession of activities,

hazar dous event may be defined al so as hazardous or
aggressive. As an exanple, firing a machine gun is a

openi ng a breech, cocking a bolt, feeding rounds of
amuni tion, etc.Each of such activities may be benign
initself but the achi evegent of each and all of the
activities culmnates in hazar dous activity.
Eauhesfeiugh ectivitiesapay bel haaien i #gelfibveé ther achiavement efrggchand
each such activity may be tagged as hazardous. O her
alhefAbe doliMtiesceulmingiessn anazagioua @etivityi hioeraforedre aceasdanceo
nmeasur e di stances or designate targets, cruising or
witte treu peseniginveretione eaet siich Bhiivity enag behtagbed asthaezardous.
objects as well as the vessel becone exposed to
Otirec hazzirdas adtivitgeon lish arneiryen laasmmszim ofmédstire disantesao,
a vessel conducting continuous aggressive or hazardous
dediiniatd faypets)\criising bo gapemedng theavbsaeldn thesed sudhtthaigpthdre
time period during which such an activity can

ol iadURell a8 FieC hestel decone rexpused g naddhianicalt danages ho
be obtained by the vessel in order to continue the

arlbAR P& Giahé YrinieﬁtichﬁWs&l%ddhﬁﬂr\ge@brﬂihm&lsp@dr@éive or

prescri bed automatically. In accordance with the

hdXaRR8 tactiiyeby ®8 prégramedr ihi dt@andd for WHitin@thé SinteOpdiidd
sent over two distinct channels and applied nmutatis

duinb HirSsucRemeddivity @h oRRMYUCAS ddie aTebiaey afimbdtRn
invention Inplenmenting the method of the invention

is & B® oBthink8 W9 thd BedsBan bidek tidHhtinue the hazardous activity beyond

the limited time period prescribed automatically. In accordance with the present

invention the recurring affirmation is to be sent over two distinct channels and

applied mutatis mutandis.

Benefits of implementing the method of the invention

Implementing the method of the invention aims at lowering the risk and
increasing the safety of the unmanned vessel, associated payload and external
objects. The unmanned vessel is linked typically to the control facility that
communicates with the vessel sending data in which are conveyed information
and commands. Data from the vessel sent uplink to the control facility carries
information regarding the vessel's condition and information acquired by sensors
on the vessel and in the payload, respectively. This information can be used as

supervising tool to assess the nature and degree of safety risk associated with a

nam@&t/1L.2007/000432



I ncreasing the safety of the unmanned vessel,
associ at ed payl oad and external objects. The unmanned
woe®3el3ses |inked typically to the control facPd¢T/112007/000432
that comuni cates with the vessel sending data in
whi ch are conveyed informati on and commands. Data from
the vessel sent uplink to the control facility carries
i nformation regarding the®8essel's condition and
spetifiernaasidons actiyity te de Ipgrisemsion connedtibe wittshe vessatl Dther
t he payl oad, respectively. This information can be
corsifdraions nsr dictatengutbmmatic bpplratiarssf hdarduisUdefindiogk on a
degree of safety risk associated with aspecific
siutifiar abivisy Witiow ireyarting tRe PEHINGHTIOR detdiveDROMCIE QrdsYdIL
the vessel. Other considerations may dictate automatic
adp BlidhC edgeOtie Prodsrg asfdne Snvéafiorist ANsatfe, Phes PRICeES 6f the
activity without regarding the information received

5 inlEMdhidags nes&place bty ép}FﬁéU FRESurks na? &)ﬂﬁ@&?’mt@érit% RGer
invention is applicable. The process of the invention

cOHRRENIEAons s AGtabl Itddahdahci BREAKGGOTR %;é%@&shﬁf?‘t

protect integrity over comrunications |inks, notably,
redundancy check known as checksum O her platforns

whi ch dgther PESSRIt whidMeRb | BserRInRAtiGP Rbh &5t bBpIRideto are
generally vehicles or unmanned | and, space or aeri al

géHedIly, venERNGeGhMahTdd RAS! SpRkCor ADREOMA unRbBRedTRARA
vehi Cl es may be assisted by such a protective nethod

pd¥i \tdl elloRIvEN CovRhe frRthed NERRdSC hal/N 66 RusistdS ByNeudg
crew fromcertain security considerations.
10  protective method provided by the present invention thereby freeing the crew

from certain security considerations.

The two channels required for implementing the invention can be any
separate independent channels as known in the art. For example, two channels
using each a different carrier frequency. Alternatively two channels are defined

15 as such wherein each such channel uses a different succession of time slots in a

common TDMA (time domain multiple access) medium.
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The two channels required for inplenmenting the
i nvention can be any separate independent channels as

whp@mniise’ t he art. For exanple, two channel s uBCTIL20em 00432

a different carrier frequency. Alternatively two
channel s are defined as such wherein each such channe
uses a different successign of tine slots in a common
TDVA (tinme domain multiple access) medium CLAIMS 1. A
process for affirmng the execution of hazardous
activity in connection with a vehicle renotely
controlled by at |east two i ndependent w rel ess
comurgiciisons channel's, said net hod conpri sing:
receiving signals froma first and a second
conmuni cati ons channels; extracting data from said
signals; confirmng the presence of two nessages, one
from each channel, associated with hazardous activity

-wi t M rPreesisg fereHirmingd thee Rxeautipn (pf Sizardogsmaativity ;A

process for affirmng the execution of hazardous
act iganpgction with a vehicle remotely controlled by at least two

independent wireless communications channels, said method
comprising:
s receiving signals from a first and a second
communications channels;
* extracting data from said signals;
* confirming the presence of two messages, one from
each channel, associated with hazardous activity within
said data, and

s executing said command.

A process for affirming the execution of hazardous activity in
connection with a vehicle remotely controlled by at least two
wireless communications channels as in claim 1 wherein said

vehicle is a vessel.

A process for affirming the execution of hazardous activity in
connection with a vehicle remotely controlled by at least two
wireless communications channels as in claim 1 wherein said

vehicle is an unmanned vessel.
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connection with a vehicle renotely controlled by at
| east two wirel ess communi cati ons channels as in claim

wa2mnarsen said vehicle is a vessel. 3. A prockPGHIE2007/000432

affirmng the execution of hazardous activity in
connection with a vehicle renotely controlled by at

| east two wireless communi,cati ons channels as in claim
1 wherein said vehicle is an unmanned vessel . 4. A
process for affirmng the execution of hazardous
activity in connection with a vehicle renotely
controlled by at |least two wi rel ess comruni cati ons
channels as in claim3 wherein said first and second

4. wi r eh geecessnionrafiratingp e ekesulien sof dperaadaisuactizity in

different carrier frequencies. 5. A process for

af f i somnegtidrheitexa cehicenremfiotbiyzeordwiisd dyt atv ietagt two
connection with an unmanned vessel renotely controlled
by awirdlesss tomwunidatiehse ssarc@irasiic aiaion’d valeasinedadd as i n
cl aim 3 wherein each channel occupies a different slot
sequisic and nsecohDMiirales € | cessmugitationk . channels operate

under different carrier frequencies.

A process for affirming the execution of hazardous activity in
connection with an unmanned vessel remotely controlled by at
least two wireless communications channels as in claim 3
wherein each channel occupies a different slot sequence in a

TDMA wireless network.



