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500\‘

Receive, at a first processor, a private input data and a

public input data to generate a computationally intensive | _~ 502

proof associated with a transaction to be posted to a
blockchain

Execute, at the first processor, a first proof computation
based at least in part on the private input data and the
public input data to generate an intermediate proof state

Send, from an interface, the intermediate proof state to a
second processor, wherein the second processor is
configured to execute a second proof computation based at 506

least in part on the intermediate proof state to generate the L~
computationally intensive proof associated with the
transaction, wherein it is computationally infeasible for the
second processor to derive the private input data from the
intermediate proof state
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Receive a request to initiate a transaction L~ 602

l

Receive public input data and private input data associated |~ 604
with the transaction

Execute a first proof computation of a zero-knowledge proof
corresponding to the transaction based at least in part on
the public input data, the private input data, and a set of | ~ 606
functions associated with the transaction, wherein the
execution of the first proof computation produces an
intermediate proof state, wherein the private input data
cannot be recovered from the intermediate proof state

FIG. 6
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700\‘

Synthesize a set of functions associated with a transaction L~ 702
into function-related arithmetic circuits

A 4

Format public input data and private input data associated | ~ 704
with the transaction into witness assignments

y

Perform a first round of computation comprising matrix

multiplication between the function-related arithmetic circuits 4~ 706

and the witness assignments to generate a set of matrix
multiplication products

A 4

Derive a first set of polynomials from the set of multiplication | ~ 708
products using polynomial interpolation

A 4

Send a first set of commitments derived from the first set of | ~ 710
polynomials to a prover system

A 4

Perform a second round of computation based at least in part

on the first set of polynomials to confirm that the first set of L~ 712
polynomials are derived from the witness assignments and to
generate a second set of polynomials and a set of challenges

Send the set of challenges, a second set of commitments, 714
and a first evaluation proof derived from the second set of V
polynomials to the prover system
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Receive, from a client device, a first set of commitments, a
second set of commitments, a first evaluation proof, and a set
of challenges associated with a requested transaction,
wherein private input data to the transaction cannot be
recovered from one or more of the set of commitments, the
second set of commitments, the first evaluation proof, and the
set of challenges

A 4

Determine a set of functions associated with the requested |
transaction

|~ 804

A 4

Perform a third round of computation based at least in part on
the set of functions and the set of challenges to generate a |
third set of polynomials and a claimed sum

|~ 806

Derive a third set of commitments from the third set of
polynomials

A 4

Perform a fourth round of computation based at least in part
on the third set of polynomials to generate a fourth set of
polynomials

|~ 810

A 4

Derive a fourth set of commitments and a second evaluation
proof from the fourth set of polynomials ]
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900\

Generate a full zero-knowledge proof corresponding to a
transaction based at least in part on respective sets of
commitments and evaluation proofs corresponding to a

plurality rounds of computations that have been performed
across a client device and a prover system

Send the full zero-knowledge proof along with other public
transaction information to a blockchain, wherein the
blockchain is configured to confirm the transaction based at |
least in part on the full zero-knowledge proof

FIG. 9
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