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present invention relates generally to secure and private comuni cations
enabling retrieval of digital objects froma conputerized data3a$e
Background Art The World Wde Wb (WWN has evolved froma ser '@eDFECQ@%d
on academ c areas and offering scigntific content into a medium for common
users to access information of various origins. Wile surfing the Wb,
many users are not aware that a |arge nunmber of organizations such as
those in the marketing industry are gathering their private information.
This information is suppl enented when a user accesses a Wb site, clicks a
. Wb page, nmakes an el ectronic purchase, or downl oads a file. From all the
records and conputerized analysis, the infornation collector can build a
digital dossier atmuyAlte REFREVARIOF MEIPRL OBFCTSheY 90, whal ¢ hey
read, what they buy, etc. There has erefrore, een general recognition
of the need for privacy protection on the Internet. One situation in which
privacy is a large concern is when databases containing users' persona
information are accessed. To illustrate, suppose there is a database that
mai ntai ns. groups of digital objects, and a user wshes to retrieve a subset
of the digital objects. Two desirable constraints on database access are as
follows: 1-2 OC T 2004 2 1) the user can access the data the user wants,

wi t hout disclosing to the database the specific digital objects actually
despdcBflicadfbid) the user can not get any additional information fromthe
database w thout the

The present invention relates generally to secure and private communications

enabling retrieval of digital objects from a computerized database.

Background Art

The World Wide Web (WWW) has evolved from a service focused on academic
areas and offering scientific content into a medium for common users to access
information of various origins. While surfing the Web, many users are not aware that a
large number of organizations such as those in the marketing industry are gathering
their private information. This information is supplemented when a user accesses a
Web site, clicks a Web page, makes an electronic purchase, or downloads a file. From
all the records and computerized analysis, the information collector can build a digital
dossier about the users—what they do, where they go, what they read, what they buy,
efc.

There has, therefore, been general recognition of the need for privacy protection
on the Internet. One situation in which privacy is a large concern is when databases
containing users’ personal information are accessed. To illustrate, suppose there is a
database that maintains groups of digital objects, and a user wishes to retrieve a subset

of the digital objects. Two desirable constraints on database access are as follows:



,consent of the database. The first constraint is referred to as user
privacy and the second constraint is referred to as database security. One
exanple that illustrates these concepts is the task of providin t cé ni c
newspaper services over the Internet. A database maintains a éloflﬁ fi [ﬂ] of
digital news articles. Assumng th a subscriber requests n articles,

dat abase security requires that the subscriber gets only n articles, while
user pri\$ y requires that the database cannot determne which n_specific

a
arti cl esl)athe wesr cappeeessthe data thesuser peantswidhpubdisslasing i thadatabase
informatiop.retrieval . reyvie by B. hor, 0. CGoldreich, E
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41-50, 1995. The authors were concerned with information-theoreti cal
security armhsenbpbdeddatabadeut i on using nultiple databases- However, the
security of this solution relies on the assunption that the nultiple

dat ahgses do not communi cate with each other, which is not guaranteed to
be t Eﬁ""c copsfgaind ieRsdeRre ARRE WSE R g apdl the geqenet conssgrmt Biretareed 1) | | y
to inde verify. Private information retrieval schenes using a

Si ngﬁg%ﬁ{b&%@%ﬁ%ﬁfe | ater proposed in B. Chor and N. G| boa,
"Conmputational Private Information Retrieval," Proceedings of the 29th
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Kushil evita and Ostrovsky, "Singl e-Database Conputationally Private
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The problem of private information retrieval was reviewed by B. Chor,

O. Goldreich, E. Kushilevita, and M. Sudan, "Private Information Retrieval,” Proceedings

of the 36h Annual Symposium on Foundations of Computer Science, pp, 41-50, 1995. The

authors were concerned with information-theoretical security and proposed a solution

using multiple databases. However, the security of this solution relies on the

assumption that the multiple databases do not communicate with each other, which is

not guaranteed to be the case, and is additionally outside of the user’s control and

) ability to independently verify.

Private information retrieval schemes using a single database were later
proposed in B. Chor and N. Gilboa, "Computational Private Information Retrieval,”
Proceedings of the 29th Annual ACM Symposium on Theory of Computing, pp. 304-313, 1997,
and E. Kushilevita and R. Ostrovsky, "Single-Database Computationaily Private
Information Retrieval," Proceedings of the 38th Annual Symposium on Foundation of
Computer Science, 1997. These solutions are concerned with security based on
computational assumption theory, and in particular the difficulty of factoring large

prime numbers, as is done in the well-known RSA encryption scheme. However, the



.processi ng approach. For exanple, the schene in the Kushilevita and

)

Gstrovsky reference requires a conputational cost on the order of Q'N)
mul tiplication nodulo a 1024-bit nunber just to retrieve 1 bit of 004
information, where Nis the nunber of bits of data mintained By tHal 200%
dat abase. The requirenent of dat abasii security in the context of private
information retrieval was studied i'n Y. GCertner, | shai, E. Kushilevita
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information retrieval described above enploy the bit-by-bit proctessing
appr vefetencéirequires  comipastational st yn thdendetof N Malligplicativh moeludoa
feasible in practical applications, because of the time that would be

r equityebit anamberdusidorresies Lhit ofrinfarmation, wrhareiN isdheguamber af bidy obf

al | owi a. yser .to achyeve infornmation retrieval froma database in an
effi%%ﬁ?‘a’r@[mﬁ%ﬁee‘i%ﬁﬁ?ﬁeai ning privacy. DI SCLOSURE OF | NVENTI ON In
accordance with the present invention, there is provided a way to allow a

user  ( 10Phe r@yafdth8NEoPAA4BAS: dRliPIH I:lg%drﬁéﬂ ?;;?ﬁvéfeqm&n%i&base (104)

in an efficien manner. The dat abase (1 mai n Nns one Or nore groups

( 10Getnévalivgas sthdidy &cY sGedtbiy, Y.dshail BbKeshitevitsand TL MakirgSPBrotéctingr ( 102)
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di gi Pala Ryiyasytia Rovvate Inforopation:Reieval Belemes |\ Brocesdings of)the 3@ can
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t he user (102) can not access additional information (202) fromthe

dat abase All@f}the pidpunet soleticarite probldift of prads fodlionrénival 2004 4
described above employ the bit-by-bit processing approach. Therefore, they have only

theoretical values, and are not feasible in practical applications, because of the time that

would be required to solve each problem.

Therefore, what is needed is a way of allowing a user to achieve information

retrieval from a database in an efficient manner while maintaining privacy.

DISCLOSURE OF INVENTION

In accordance with the present invention, there is provided a way to allow a user
(102) to achieve private information retrieval from a database (104) in an efficient
manner. The database (104) maintains one or more groups (106) of digital objects (202)
available for users to access. A user (102) can retrieve a subset of digital objects (202)
from a group (106) of digital objects (202) in the database (104) such that:

1) the user can access the data (202) the user (102) wants, without disclosing to the
database (104) the specific digital objects (202) actually desired; and

2) the user (102) can not access additional information (202) from the database (104)
without the cénsent of the database (104).



. bjects (202) in the database (104) are stored in one or nore different
groups (106). The user (102) identifies sone particul ar objects &202) of
interest in the database (104), and additionally to which grouphZ( DEF) 2004
t hose objects (202) belong. The user (102) then sends (302) a request to
t he dat abase (104), specifying onl y4the groups (106) containing the
desired objects (202), but does not specifically identify the particular
digital objects (202) desired. At this point, an electronic conmerce '

transact i dRbjaciht202) ik thexatebasenfied)oarelstoreddn onea)moreydifferentgragss to a
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gg_eegp‘gti'n' t hﬂ‘egdﬁitbe se .9?534 bu.ttd?&ssm(ﬁasglagﬁ.t 0 dgeer.m' gte&@?h r?: gm er
ob} eéﬁ%iti‘léﬁﬁ?g‘ﬁ@ﬂf‘?qsﬁﬁér @M@&@&aﬁ‘a@w fpmunereedransagtien ﬁﬁ’%i'ltext s
bi © : s . . : . :
( Soo Al plale, WREHE it G (1) 108361 okt a spdiifed RENTbATIMERLELIES |
r et u202)( Thé)dathleaseqod)cthentepdryqets (304) Af)digRal difeca (20M 3R ebdR dequedted

dat abase decrypts £1316) the keys (506) to the extent that it iS able-i.e.,
t he GEQWHEKS) intpgiphertext@06).t cadditionpa keyi (204) fereachudphertexi (206) iso t hose
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( 512¢iphereks &%}HM%W&E@&H&??&RE&[@B}.Q” schene. The database
(104) " now sends (318) the keys (512) bac 0 the user (102). Once the user

(102) receives the keys (512) back fromthe database (104), the next step
i s si npl yAt thigqainpithe slatgbasa £194) kineys: ordy tbat the usen (1) depires onechrere

useshors SRl BTG (0B rn dar e Bao e o ot kpitriatidentt ip b cefast
ci ph@oa)Xbise i €RBle to determine which particular objects (202) are of interest.
The user identifies (310) the ciphertexts (206) of the desired digital objects (202),

and their associated keys (208). Next, the user re-encrypts (312) the identified keys

(208), and returns (314) the re-encrypted keys (506) to the database (104). The database

decrypts (316) the keys (506) to the extent that it is able—i.e., the database (104) reverses

the encryption it previously applied to those keys (506). However, the database (104) is

unable to identify which digital objects (202) the keys (506) are associated with, because

the keys (512) remain encrypted with the user’s encryption scheme. The database (104)

now sends (318) the keys (512) back to the user (102).

Once the user (102) receives the keys (512) back from the database (104), the next
step is simply to decrypt (320) them using the user’s own decryption scheme (604), thus
revealing the unencrypted keys (204). Finally, the user (102) uses those keys (204) to
decrypt (322) the appropriate digital object ciphertexts (206).
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5 Since the database (104) is unable to determ ne which keys (204) it has
decrypted, user (102) privacy is nmaintained. And, since the user (102)
cannot gain access to any key (204) unless the database (104) first. - qa:
decrypts it, the user (102) will not be able to access any noreé objects”’
(202) than are authorized. Thus, botd& constraints discussed above have
been satisfied. The present invention does not require nultiple databases.
Pr ocessi ngis ey ' liefhE6 .Hﬁ'ﬂ@%f 3 ' E‘Qﬁﬁﬂe User
(102) pri ?elaﬂéc? %%ﬁg%?ﬁgggﬁq\%m@%g?tmﬁit@conpu‘{vat|on Iso(gg 51{':rh g%% d

wi t hoser {02} privaey iscmairitamied. sAnd, dihee theames (102) ehnndtigaidaicebase 4) .
This_neans that the user's interest in specific digital objects (202).1is

not KeX 64043 eunlespiibe datalase (1Q4) firnbdearyptritcthe 1oy (102) vellawtde atleto ™
7 R b 3 0% B b gP AR T OG0 iy "
Di f f iovdchdv@PPedibdatfoticiange protocol. See W Diffie and M Hellman, "New

directions I n cryptography,” |IEEE Transactions on:-Information Theory, Vol.
| T-22, No. 6, pp. 644-654, Novenber 1976. The present invention also

provi des Ehépiresent ilvedntizand oeenot regRjrepnuitiply databasesnPrsiessingds dégisal

Co nicatign cost can be reduced by decreasing the size of a_ digital

obj e@ji%@?f) qriended inshead of bitprientafgiliser (U1 peivagy ds guanosged wathqnty es

bet t ' r .eN, | EF DESCRI PTI 05 THE, DRAW NGS
The <8 Bpsforah BB RN B RRbLE o ESnal srmrnlE o Pas hPhSE Of he
pr eshadatdbusei0HN THIS BN that the HePsliREREsLIR s B@ﬁ&@ie\ﬁﬂ &Qe&_a@az}'igat I on,
reference being had to the acconpanying draw ngs, in ich Fig. Is a
bl oaiot diisdesed. ofhasetarity af ¢he databsise (1 049 isvbasedzor( 1o ssusaptiamdf the dat abase
( 10@1&2&3}%}3% ozf%%lrlnputing discrete logarithms, which forms the basis of many existing

digital signature schemes and the Diffie-Hellman key exchange protocol. See W. Diffie

and M. Hellman, "New directions in cryptography," IEEE Transactions on Information

Theory, Vol. IT-22, No. 6, pp. 644-654, November 1976.

The present invention also provides a balance between user (102) privacy and
communiqaﬁon cost. Communication cost can be reduced by decreasing the size of a
digital object group (106), while a large digital object group (106) size gives better user
(102) privacy protection.

BRIEF DESCRIPTION OF THE DRAWINGS

These and other more detailed and specific objects and features of the present
invention are more fully disclosed in the following specification, reference being had to

the accompanying drawings, in which:

Fig. 1 is a block diagram of a data access system between a (102) user and a
database (104).




.6 Fig. 2 is a block diagramof digital objects (202) inside a group (106),
and correspondi ng keys (204), ciphertexts (206), and key ciphertexts (208)
associated with the digital objects (202). Fig. 3 is a flomchartzoggqh%m4
operation of the illustrative enbodi nent of the present invention. Fi'g. 4
is a block diagramillustrating the gncryption of digital objects (202)
into ciphertext (206), and of keys (204) into key ciphertexts (208). Figs.
5a and 5b are block diagranms illustrating, respectively, the re-encryption
of a ci phﬁgt X4 a biock @iagramafdigital gljedts 202) nsideh igpoup(186)cand key (208).
Figs. 6a and 6b are bl ock. diagrans illustrating, resEectiver'%ihe
decr yisrrespoprling keys/ (204) zjphertexts (R06hand key ephertexts{208) assogipfed - with
ci phertext. 6) using a key (204). Fig. 7 is a block diagram of an
appaﬁ%?d§g¥%éﬁ”%gsgﬁgﬁeferred enbodi mrent of the present invention.

DETAI LED DESCRI PTI ON OF THE PREFERRED EMBCDI MENTS A crypt ographic system
or Cryptospial s gaar&ar@mhx @?&zﬁdﬁem i QBN EHTe eRlbUdMRNE of Bi@present
ci phertext dnd a decryption key to recover the plaintext from ciphertext.
| f t Havemtdsry.pti on key and the decryption key are identical, the

cryptosystemis called a symetric key cryptosystem I|f the encryption key
and it ' nf.easi bl e

and the degryption key are different .S C ut at i, onal '

to deter nitig W@W@Gﬁﬁd@%ﬁ' e 'E}Weencﬁﬂ?'iﬁ%‘?'rﬁ? Hg‘ﬁﬁifl-bi@t%kéai BHr ypti on

key, e y. ' ']I@Fﬁ@:tt ' cryptosystem or a

publ i&ﬁe@&%%@bﬁﬁﬁﬁy@%ﬁtggyﬁ ve %ll}% gct)}s%s, the preferred :

enbodi nents descri bed here nmake reference to symetric key cryptosystens
»'“)f or  encr ¥pid. 6a andbldeny biptk dingrhimsillustratingeapedtively, theaserskyptien of n t he
- Zart, however, that asymmetric key cryptosystens could also be used. See,

for axiphsriextkeyNBa®),and the pafial oy o5 sucha kepkéd8)Handbook of Appl i ed

Crypt ography, CRC Press, 1996, or C

Figs. 6a and 6b are block diagrams illustrating, respectively, the decryption of a
key (512), and the decryption of a digital object ciphertext (206) using a key (204).

Fig. 7 is a block diagram of an apparatus that is a preferred embodiment of the -

present invention.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

A cryptographic system, or cryptosystem, has an encryption key to convert
plaintext into ciphertext and a decryption key to recover the plaintext from ciphertext.
If the encryption key and the decryption key are identical, the cryptosystem is called a
symmetric key cryptosystem. If the encryption key and the décryption key are different
and it is computationally infeasible to determine the decryption key from the
mathematically-related encryption key, the cryptosyétem is called an asymmetric key
cryptosystem, or a public key cryptosystem. For illustrative purposes, the preferred
embodiments described here make reference to symmetric key cryptosystems for
encryption and decryption. It will be apparent to those skilled in the art, however, that
asymmetric key cryptosystems could also be used. See, for example, A. Menezes,

P. Oorschot, and S. Vanstone, Handbook of Applied Cryptography, CRC Press, 1996, or C.



.1 2 OCT 2004 7 Kaufman, R Perlman, and M Speciner, Network Security -
Private Comrunication in A Public Wrld, PTR Prentice Hall, Engl ewoor
Ciffs, NJ, 1995. For purposes of clarity, we use e(k, n) to dengte
encryption of a digital object m with key k in a symetric key 112 OCT 2004
cryptosystem and d(k, c) to denote 4he decryption of a ciphertext c with
key k in a symetric key cryptosystem Fi g 1 is a nodel of a data access

103, %“rﬁiﬁ% e e R LRl e L L L e

obj eqt, 3 f@&{ e 320 Vi ?ﬁ%oggta k cHJ, ooy, tal objects 202 |n t he

dat abase y su scribing to $e"s Service, or by paying the
dat abase 104 with el ectronic cash, or by other neans as required by the

dat abase Fod puiposussrsfailanty, ﬁ@ﬁsé)ewm)notdmmtsaﬁcrypﬁoﬁmfd&@ﬁabb}msm 104
coul d be an)é standard communi cation nedia, such as the Internet or other

wi de vitlekey tlwarslynummmbey qmoaﬁstamsedxﬁk, c)aidenatetheodecryptiooraf ayr oups

106 of ,digital user 102 .is interested in retrieving
di gi £Rhe e watokey rvammmsmﬁ eBEFPIFMEB: obj ects {m i =1, 2, ...,
N} 106 in the database 104. In Fig. 1, the.illustrated database 104

cont ai s, FOUAS A Anb ALY dFla BB Rierhibelivkin §5:,8P RE£EhA bk AL. 10F

present in ntlon I's ap con arning- any nurber of

gr oupRe #Pfend éorfthitisl dusdrSIO2D End At diftabikd! 104D THRadHthbasea104 MBRTEMS {rdwsc h
the user” 102 di scovers the desired group 106 is not material to the

pr esH€ of digétial ob)ects#m 202h Thei user 302 wishies to acess digitaligljects@D? inithker
use of cl.ient software operated by the user 102,
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media, such as the Internet or other wide area network. Further, the database 104
maintains one or more groups 106 of digital objects m , and tﬁe user 102 is interested in
retrieving digital objects 202 from the group of N digital objects {m,i=1, 2, ..., N} 106 in
the database 104. In Fig. 1, the illustrated database 104 contains Groups A through G;
however it will be appreciated that the present invention is applicable to a database 104
containing any number of groups 106. It should also be noted that the particular
manner in which the user 102 dlSCOVf!rS the desired group 106 is not material to the
present invention. All that is requlred is that the user 102, either directly or through the
use of client software operated by the user 102, be aware of the digital object 202 the

user wants, and the group 106 in which that object 202 is located.

Fig. 2 is a block diagram of a group 106 of digital objects 202 contained within the
database 104. A group 106 contains one or more digital objects 202. The number of
digital objects 202 in a group 106 is determined by the operator/maintainer of the
database 104, and may be determined by factors not within the scope of the present
invention. For purposes of the present invention, however, it will be noted from the

description that decreasing the size of a group 106 reduces communication cost, but also




. dat abase 104, and nay be determ ned by factors not within the scope of the
present invention. For purposes of the present invention, however, it wll
be noted fromthe description that decreasing the size of a gr?UE 106
reduces conmmuni cation cost, but also 11 2 0 CT 2004 8 decreases‘b i B&JY 2004
protection for the user 102. Initialdy, encryption is perforned upon al
objects 202 in the group 106, as indicated bel ow Thus, each digital object
202 in the group 106 will have a ciphertext 206 and a key 204, and each
key 2decreases paivacyipppiedtion foxthe userad2o dnidiadly, engryptiveis pedfermedgupenshows
aflo rt of the operatign of a, preferred enbodi t .of the resent
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D ¢ < gbafls BTl shnetiSi 308ahdl ey 0 i SRl Ko iR G o1
The HdvEanibibshtdl LHidhebRsegoguch that p will be prime as well. Wen the
user 102 wants to retrieve digital objects 202 fromthe group 106, the
user 102 sends 302 a request and optionally the correspondi ng paynent to
t he dat abdig. AsHowsadtoweleat pf thef oppdrationqif agtrefdrned dntbeldament @Othegener at es

303 a random nunmber R 0 < R <‘£ --1, and N keys k" i =1, 2, ...., N for
a s mtipventionr The dajahaselfhand useni@hhaxe agtesdm soine paime nunaber key k
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symmetric key cryptosystem m a fashion well known in thé art. One key kis associated

with each digital object m. The database then encrypts 304 each digital object m, 202 in

the group 106 with k, 204 ﬁsing the stmétric: key cryptosystem to obtain dpheﬁext c

=e(k,m),i=1,2, .., N 206. Finally, the database 104lencrypts 306 the keys 204

themselves to obtain s,=k*mod p,i=1, 2, ..., N 208.

The database 104 next transmits 308 the encrypted objects 206 and keys 208 (c,

: ) s)i=1,2,.,Nto fhe user 102. Assuming that the user 102 intends to retrieven, n < N,
digital objects m,, m,, ..., m, 202 from the group 106, the user 102 identifies 310 the
objects 206 and keys 208 desired, and generates 311 n random numbers w, 0 < w,<p-1,
and then obtains 312 n re-encrypted keys W, =s," mod p,j =1, 2, .., n. The user 102
sends 314 W, j =1, 2, ..., n and optionally the required payment to the database 104.

The database 104 computes 316 and sends 318 U =W, ""™* modp,j=1,2, .. n,back
to the user 102.



,and . then obtains 312 n re-encrypted keys W= s;j"j nod p, j =1, 2,

)

The user 102 sends 314 W j =1, 2, ...., n and optionally the rﬁp Qﬁ
payrrent to the database 104. The database 104 conput es 316 and sends 8 ZEH
W' ~~'"'"~mdp, j =1, 2, ..., n, back to the user 102. 112 9 T h e
user 102 conputes 320 k, = U Ul m{P-""nod p, j =1,2, ..., n, and then
decrypts c with ky using the symmetTric key crypt osystemto recover digital

obj ect s U 46de- 4. 1 m t hat
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provi ded td the crypt osystem 40 toyproduce the ci pherltﬁext A 6cﬂe’(’k;"f’l nm .
Simijaidl3,..., 02089 a prine nunber p 404, the key 204 and random nunber R
402, the key 204 itself is encrypted into ciphertext 208 via the

cryptosystem 406 g,. ba i s | ock diagramillustrating the process
carried - fhis %h@%@ﬁgm tth rgher P§B@tﬂﬁghefzmﬁélqrmemnedmra@|dl tion

;Eet R S L @%8"%%%[?%”5%&1%5 oBjesf Atz and ifsara e Kot 2% pog

1T L PP eide ke Ryt 06 XD 0 qNEY Ut phekid A, %ﬁ'ﬁas‘é&lfa "o

t he ustngapritne adnmlﬁm this keg 204anel Riidons hindfiR 20Z dhé REJOIMNERESs R

402 and prime nunber p 404, the re-encrypted key 506 is then decrypted 314

usi regcryied detorgipheriext:20foviatthectyptosystem 406.nod p) 508 to obtain the
partially decrypted key U 510. Fig. 6a illustrates the step of '

t ransf or t.he ,part | ally decr ed key U 510 int the nencr te key K
boq - The Hif s fHIoH iSRG Frecs sABOe vk B thser 102 O
re-encrypting 312 the key 204. In addition to the key ciphertext 208, a prime number p

404 and random number w 502 are processed through the encryption algorithm (s,
mod p, as described above) 504 to obtain the re-encrypted key 506.

Similarly, Fig. 5b illustrates the partial decryption 314 performed by the database
104 on the re-encrypted key 506. Using the previously-generated random number R
402 and prime number p 404, the re-encrypted key 506 is then decrypted 314 using the
* decryption algorithm (W, "™ ®* mod p) 508 to obtain the partially decrypted key U
510.

Fig. 6a illustrates the step of transforming the 'parﬁa]ly decrypted key U 510 into
the unencrypted key K 204. The partially decrypted key U 510, the random number w
502, and prime number p 404 are input into the user decryption algorithm (Uj mmod e-h
mod p) 602, thus revealing the unencryped key K 204.

Then, as shown in Fig. 6b, key k 204 and ciphertext ¢ 206 are input into the
cryptosystem decryption algorithm (d(k,, c,)) 604 to obtain the digital object m 202.

Fig. 7 is a block diagram of an apparatus that is a preferred embodiment of the
present invention. Note that the apparatus can be implemented either as hardware,

firmware, or software. The user 102 has a user bus 726 through which each of the user



. 502, and prime nunber p 404 are input into the user decryption algorithm

)

(ur "1 " nod p) 602; thus revealing the unencryped key K 204. Then, as
shown |n Fig. 6b, key k 204 and ciphertext c 206 are input into tE

crypt osyst em decryption al gorithm (d(ky, c.)) 604 to obtain thelbi¢gilldl 2004
object m202. Fig. 7 is a block diaggam of an apparatus that is a preferred
enbodi nent of the present invention. Note that the apparatus can be

i npl emented either as hardware, firmvare, or software. The user 102 has a
user hwslulécarhmatgeateh Sirnilady hthefd-thleaseskdd Hasa datahase(fidk 728, Ttk hissr
communi cat e. SI m | arl t he dat abase 104 has a_dat abase bus 728. The user
bus 7 gug 728 gomanamigateavia conaedmmm i e g 102requests a.02

%ﬁﬂ”lférep ga;%ﬂﬂ}&eéiatagmt i ""ei%ia%‘ﬁ‘gﬁéhag GoisET eRGoS g
?gggl vegaﬁl ?g]ggllﬁ{ raﬁggﬁeﬁ‘%\g@?gﬂgﬁa I'S qgigﬁ rom %SF&ESOZ to

t he cfe@mtmé@al%s\éumttbehé U3ASI02! dreeceTPEd b thé fecdiPidt Iﬁeauleemr YiDht i3 s
performed by the encrypting nodule 720, and”user 102 decryption by t

decr ypht romtiduliser 1D2.tokhe databgseﬂﬂflhm that telrassritiig modialed221 Uses 102t ed in
Fig. 7, the dat abase 104 enerat es random nunbers usi ng the random nunber

genereammy%@m% ogoed by the enerypitingsmpdale 7Hb andusard®2idecryptionbyvdee 104
are r ce| %6011@ 7 ?CEI Vi ng, nodul e 710. Transmi ssions fromthe database
104 S74te sent by the transmtting nodul e 708. The dat abase

104 also has a key generating nmodule 704 for generating keys 204, an

encrypti ngopRéiEdn/ e dfaBas WAGHBALIAIIHIB A Jﬂﬁg Pehe atabase 104

Consi derations: "First, it can be easily seen from thi’s description that the
user gafdatesraodoan nunﬂmrs dsiigrthe rdndotrahuntljee (gteﬁemﬁx%()ﬂoﬂxaldm ypting
C|ph%rtexts c, 206 wjth conputes kA = U,
ransmissions from the user 102 to the database 104 are received by the receiving
module 710. Transmissions from the database 104 to the user 102 are sent by the
transmitting module 708. The database 104 also has a key generating module 704 for

generating keys 204, an encrypting module 706, and a decrypting module 712

Security Considerations:

First, it can be easily seen from this description that the user 102 can obtain the
desired digital objects m 202 by decrypting ciphertexts ¢, 206 with computes k, = U, ™
™®Dmod p,j=1,2, ..., n. Thatis, if both the database 104 and user 102 follow the
protocol, the user 102 gets the desired information. However, under no circumstances
is the database 104 able to pinpoint which digital objects 202 are being retrieved by the
user 102. In order for the database 104 to find out which digital object 202 the user 102
isinterested in retrieving, the database 104 would need to figure out which s, 208is
being used to compute W, = 5,” mod p 506 by the user 202. However, the only |
information available to the database 104is W, =s," mod p, 1,2, ..,nands,i=1,2, ...,

N. Since w;'s are randomly chosen and kept secret by the user 102, it is equally likely
that all s,s 208 are being used in computing W, =s," mod p,j=1,2, ..., n. Therefore,

the user’s privacy is satisfied without having to rely on any computational assumptions.



MV (P"") nod p, j =1, 2,..., n. That is, if both the database 104 and user
102 follow the protocol, the user 102 gets the desired information.
However, under no circunstances is the database 104 able to pi 'qi vﬁ“gp
digital objects 202 are being retrieved by the wuser 102. In or f @
database 104 to find out which digital object 202 the user 102 is
interested in retrieving, the database 104 mnuld need to figure out which

.208 is belng used to conmpute Wt 506 by the user 102.
However fyext, owornstdqsrdmbaﬁe Wéﬁﬂwﬂb’e Wethpné logsodiggneralidy, assume that  nod
randonky chosen and

kept tﬁ%&%ﬂ“&?ﬂ%@lﬁ?@ﬁ teigeved mhait qudy 2 e ot i Enes Fie 1o weyaey, ¢
bei n lf,sv@ﬂléhrth%mptlp 9§ Gautftﬁﬁ%ﬁ(? tﬁacéess jvptﬁouﬁ the ddtabd 8 £ the -

user privacy is-sa avind y on any conput ati onal
assUTRid greblems éqllivalertidd given NS 208(1)/%, 204Q),4S208(2), A 20£(2),04 §qu£1'1 y.
W t hout osse%lfsggneral Ity, assune t(h)z,ivq{l ?‘%}3’ Sr'gerst E]Q ag( %a 4

r et r sgMinidimg, k peuch that 5), 260, rﬁwpuﬁnedmdahhnotsolmgﬂmsr;ﬂob!mnlsn)
whi ch the user 102 is not aut hqri zed to access, wthout tup% dat abase' s 104
hel pfind R 402 frem.dar P§alét§ﬂ#:\ﬁa?l‘nﬁn?‘i)? agtd/féwn@nm@@ ; =i 2041009d psBabsg( 2) |
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equi valent to solvin he discre l'odfari t hm probl e and is therefore not
feass,,kﬂ,e -+ S h'é‘henéppchmbpfmauhfnom a gorreppesding, éxpirassien irs terinswof kj, gl,i.cat i on
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Finally, digital objects 202 are encrypt ed with a syrmetrl c key
cr ypt osy Hiagllpdigitabebjeats 302 dreenksted Vitlaa sypimerid leely ugxptgsjrstegmnd

exponentiation. To recover the
the encryption keys 204 are protected using large exponentiations. To recover the

digital objects 202 from the aphertexts 206, an eavesdropper must be able to break the

symmetric key cryptosystem or solve the discrete logarithm problem. Both are
computationally infeasible for well-designed ciphers and exponentiations with large

prime modulus.

The above description is included to illustrate the operation of the preferred
embodiments and is not meant to limit the scope of the invention. The scope of the
invention is to be limited only by the following claims. From the above discussion,
many variations will be apparent to one skilled in the art that would yet be

encompassed by the spirit and scope of the present invention.



~digital objects 202 fromthe ciphertexts 206, an eavesdropper nust be able
to break the symetric key cryptosystem or solve the discrete |logarithm
problem Both are conputationally infeasible for well-designed ?irbe&s ﬁmj
exponentiations with large prime nodulus. The above descri ptionéti
included to illustrate the operatiorlzof the preferred enbodinents and is
not nmeant to limt the scope of the“invention. The scope of the invention
is to be limted only by the follow ng clainms. Fromthe above di scussion,
many variations will be apparent to one skilled in the art that would yet
be enconpassed by the spirit and scope of the present invention. 1 2 OCT
2004 12 Cainms 1. A nethod for retrieuwRenmdi gital objects froma group of
digital objects maintained by a database, the group of digital objects
being represented by the equation G={m, i =1, 2,..., N, wherein G

ts th fodigital ect:s, . N t . f
i o1 ta otk ect ot ol seteleVing digifali i FBrCE Blun kAR R avi ng
| . ie e Lusi .. di.gi tal
oy ARG EIRER e G 0 M R Rk SRR Rt !
i : HGP&%]‘M&?J Eé”é‘@s “hav
% ar%“l\{lﬁlg'r%c_llif?\fé{mpor a synme I’rI_C eﬁlﬂg f/)% o@%@%%ﬁ'ﬁﬁ%ﬁ%@ﬂm '
nunbghe Rirbite 'of kAl GHjeits AhaiRbIiREd biPthidhfhbasY, iepHSEhE &P&Wﬁgf key
cryptosystemto Obtain ciphertext cj; assigning a value of kR nod p~to a
key allpWablevdlues betveeqaoD ahdeN ificlubivef@hd Bg $6presais Wn'ig dighfiisleét i gnal

froma user, sending ¢c,, and s, to the user;
within the group of digital objects, the method comprising:
generating a random number R and keys k, i having allowable values between 1
and N inclusive, for a symmetric key cryptosystem;
determining a prime number P; | |
encrypting digital object m, with key k, using the symmetric key cryptosystem to
obtain cipheﬂext c |
assigning a value of k" mod p to a kéy ciphertext s,
responsive to the database receiving a request signal from a user, sending c, aﬁd
s, to the user;
receiving from the user a number n of input signals W, such that nis less than N, A
and j is an index having allowable values between 1 and n inclusive;
computing changed ciphertext U, such that U, is equal to W"*™*®” mod p; and
sending U, to the user.

2. The method of claim 1, where the modulo operations may be carried out

in any group in which a discrete lbgarithm is infeasible to compute.



,receiving fromthe user a nunber n of input signals W, such that n is |ess
than N, and j is an index having allowabl e val ues between I and Q .

incl usive: conputing changed ciphertext U such that tJ is equal £t §CT 2004
1/RnM"1" nod p; and sending U to the user. 2. The nethod of claim]1,
where the nodul o operations may be carried out in any group in which a
discrete logarithmis infeasible toldonpute. 112 OC T 2004 13 3. A nethod
for a user to privately retrieve digital objects froma group of digital
objects G=t nm, i =1, 2, ..., N nmintained by a database, the nmethod
conprisin the steps of: sending a request signal to the database;

recei vi nggrepl A Behad Jora uger to-privately retrieyedigitaliohiedts fropa sgroygef at i ng

ot RBUAIORRGRE 7 L6 V7 hcbar g hPEtaingd BY & daizbase; i nebhed hemprisinase,
corrpgft“i‘sé}ﬁaggr:: y" 'd"" nmodp, j =1, 2,..., n; and decrypting cg with k

and I c key cryptosystemto recover digital objects m
wherei n the nodul o operations may

j=1,2,.....0n. 4. The net.hod of.claim3,
be carri eaélbcbtpgqrﬁzqgﬁvsdgg%lptqthe\%t%as& discrete logarithmis infeasible to

conput e. . . ctiveby r I ev] lQital objects froma

dat abase g eﬁﬂ%ﬁ?ﬁﬂ’%_@f‘%@?ﬁﬂgr\%%#ﬁm@ rp{ﬂ%bg#reypt osystem the nethod
conpri si ng, . 8 ] . wWoenet _4nhque
oy for {RECanERARACIBiibell; Kont i aHE PR WORRT oA B - 112
digital object; _ ntothedatabase;

receiving signals U, j =1, 2, ..., n from the database;

vmd® D mod p,j=1,2, ..., n; and

computing k, = Uj
decrypting ¢, with k, and a symmetric key cryptosystem to recover digital objects

m,j= 1,2,....,n.

4. The method of claim 3, wherein the modulo operations may be carried out

in any group in which a discrete logarithm is infeasible to compute.

5. A method for selectively retrieving digital objects from a database of
digital objects using a symmetric key cryptosystem, the method comprising:
for each digital object in the database: |
generating a unique key for the symmetric key cryptosystem;
associating the key with the digital object; _
encrypting the digital object using the associated key and the
symmetric key cryptosystem to produce a ciphertext of the
digital object;
encrypting the associated key to obtain a ciphertext of the key;
transmitting the ciphertext of the digital object and the ciphertext of

the key associated with the digital object to a user;



~encrypting the digital object using the associated key and the symetric
key cryptosystemto produce a ciphertext of the digital object; encrypting
the associ ated key to obtain a ciphertext of the key; transm 4§i2ngQhe004
ci phertext of the digital object and the ciphertext of the key associated
with the digital object to a user; iiz OCT 2004 14 receiving at | east one
changed ci phertext of the keys assoCrated with the digital objects in the
dat abase; decrypting each recei ved changed ci phertext; and transmitting
the decrypted recei ved changed ciphertexts. 6. A nethod for retrieving

di gi tal objeseiving ablrast gne dpangeditipherexiodfj thekeys astosiated avith yhedigitalbase,
t he. met hod conprising the steps of: selectively requesting a plurality of
di gital objects f abeatsin therdatabase; recei ving encrypted ciphertext digital

obj ects fromthe datapase; eceiving fromthe_dat abase encrypted
Ci phertextC? hﬁgﬁéﬁa?‘@!l" ehanged ¢iphentodgand phert ext digital objects;

encrypting at |east one of the encrypted ciphestext keys to obtain changed
ci phert ex%ﬁ@%&ﬁ?ﬁmegﬁ%@é@@@gq%@ to the database:
receiving partially decrypted changed ci phertext keys fromthe database;
decrypting the partially decrypted changed ci phertext keys; and decrypting
at | east one of the received ciphertext digital objects using the
decrypted keys. 7. An apparatus conprising
: 6. A method for retrieving digital objects from a group of digital objects
maintained by a database, the method comprising the steps of: |
selectively requesting a plurality of digital objects from the database;
receiving encrypted ciphertext digital objects from the database;
receiving from the database encrypted ciphertext keys associated with the
received ciphertext digital objects;
encrypting at least one of the encrypted ciphertext keys to obtain changed
ciphertext keys; | '
sending the changed ciphertext keys to the database;
receiving partially decrypted changed ciphertext keys from the database;
decrypting the partially decrypted changed ciphertext keys; and
decrypting at least one of the received ciphertext digital objects using the

decrypted keys.

7. An apparatus comprising:

a computerized database;

coupled to the database, a computer user;

coupled to the database, a transmitting module for transmitting data to the user;
coupled to the database, a receiving module for receiving data from the user;
coupled to the database, a random number generating module for generating

random numbers;



a conputerized database; coupled to the database, a conputer user; coupled
‘to the database, a transmtting nodule for transmtting data to the user;
coupl ed to the database, a receiving nodule for receiving data fromthe
user; coupled to the database, a random nunber generating nodd 2 0of 2004
generating random nunbers; 1 2 OCT 2004 15 coupled to the database, a
conputer user; coupled to the database, a transmtting nodul e for
transmtting digital objects to the user; coupled to the database, a

recei ving nodul e for ceiVv ob ects fromthe user; coupled to
the dat abaseco@?erdantﬁo %uﬁﬁ%‘gg %ratl G8MRUELHE  or  generating random

nunbers; coupled to the d tabase e r duI for generati ng
crypt ogr aphi €ouplggsto t%ggiagasq & V?@"H@Féﬂg’éjé'% f??h*faﬂ%?”@ 4l nggm)(}ul e for
encrypting di gl taI obj ects; coupled to the database, a decrypting nodul e

for decPBi8sts thauges al Ob] ects; coupled to the user, a requesting nodul e

for requesting -digital ects frqomthe datagbase; Cou@&ed to the user, a

transm tti ngCapted t%ﬂa@%ﬁ?ﬁsn‘ftrﬁ‘i‘%ﬁ”%'ﬂ?w oo oMY (d3ETHA dat abase:

coupled to the user, a receiving nodule, for receiving digital objects
obiects from the user;

coupled to the database, a random number generating module for
generating random numbers;

coupled to the database, a key generating module for generating
cryptographic keys;

coupled to the database, an encrypting module for encrypting digital

obiects;

coupled to the database, a decrypting module for decrypting dlgltal

coupled to the user, a requesting module for requesting -digital objects
from the database;

coupled to the user, a transmitting module, for transmitting digital
obiects to the database;

coupled to the user, a receiving module, for receiving digital objects
from the database,

coupled to the user, a random number generating module for generating
random numbers;

coupled to the user, an encrypting module for encrypting digital objects
and

coupled to the user, a decrypting module for decrypting digital objects,



fromthe database; coupled to the user, a random nunmber generating nodul e
for generating random nunbers; coupled to the user, an encrypting nodul e
for encrypting digital object sr and coupl ed to the user, a deqrz/p@[;tpgz[]nq
nodul e for decrypting digital objects, ;1 2 OCT 2004 16 8. A conputer
program product stored on a conputer readabl e nmedium for retrieving
digital objects froma group of digital objects maintained by a database,
t he conputer program product controlling a processor coupled to the . nmedium
to performthe operations of: for elch digital object in. the database
gener at ithg a AinéerarutRie \Pre@ema RIPH¥Et lst%eq@@/ c‘?“?ﬁt‘%%’ le 95'5’? ating the
key with the digital object; encrypting the d| taI ect u i.n t he
associ atferd ratevingn dligitab objgntsefremc akarpup r §fpdigis) ‘?ﬁ‘?d“ %I phertext
of the digital object; encrypting the associ at ed key to o ta|
ci pher t eatabase,tthe dogputer rREegraM: PioAYCt eongrolag @ E”Hées(?i"bl”r@\"?@ {0 6*1‘9 the digital
obj ect and the ciphertext of the key associated with the digital object to
a user, miethen Vo peyfoan theaparations afhanged ci phertext of the keys associ ated
with the digital objects in the database; decrypting each received changed
ci phertext; #ordath digdaliobjechiy the databaseser t he decrypted recei ved changed
ci phertexts.

generating a unique key for a symmetric key cryptosystem;

associating the key with the digital object; encrypting the digital object using
the associated key and the symmetric key cryptosystem to produce a ciphertext of
the digital object;

encrypting the associated key to obtain a ciphertext of the key;

transmitting to a user the ciphertext of the digital object and the ciphertext of
the key assocnated with the digital object to a user;

receiving at least one changed ciphertext of the keys assoc;ated with the
digital objects in the database;

decrypting each received changed ciphertext; and

transmitting to the user the decrypted received changed ciphertexts.



+Abstract of the D sclosure PRI VATE RETRI EVAL OF DI 3 TAL OBJECTS A dat abase
(104) maintains one or nore groups (106) of digital objects (202). A user

(102) wishes to retrieve one or nore digital objects (202) fron1t%e )
dat abase (104), wi thout the database (104) being able to deter#i 0 Gihi 2084
particular digital objects (202) havye been retrieved. In addition, the

dat abase (104) should not allow the user (102) to retrieve any digital
objects (202) to which the user (102) has not been granted access. The user
(102) Absauasits offhehgr Dipsl16sdE contai ning the digital objects (202) the
user (102) wi shes to downl oad, but does not identify the digital objects
(202) within each group (106) that the user (102) is interested in. Using
a symetric key cryptosystem the database (104) generates a key (204) for

and encrypts each digital object (202) in the requested group (106) into
ci phertext (206), angm&mkﬁ McOFIICITAINOBECTS04) . The dat abase
(104) transmts the ciphertexts (206) and encrypted keys (208) to the user
(102). The user (102) identifies the keys (208) associated with the digital
objects (202) of interest, and further encrypts the keys (208), returning

e onor yat amoare PRA) phdintalfn oh A5G srmen adel it otiers o i ca
35 ot teind i S 0 A e 00
Ic:I ;a c lrJ yvgthaut g databasy (104) being pblet toaletéghinel whichqrirsicGRa Dighhl bbjeets@h2)
g flave?'l')een retrieved. In addition, the database (104) should not allow the user (102) to
retrieve any digital objects (202) to which the user (102) has not been granted access.
The user (102) requests the groups (106) containing the digital objects (202) the user
(102) wishes to download, but does not identify the digital objects (202) within each
group (106) that the user (102) is interested in. Using a symmetric key cfyptosystem,
the database (104) generates a key (204) for and encrypts each digital object (202) in the
requested group (106) into ciphertext (206), and additionally encrypts each key (204).
The database (104) transmits the ciphertexts (206) and encrypted keys (208) to the user
(102). The user (102) identifies the keys (208) associated with the digital objects (202) of
interest, and further encrypts the keys (208), retarning the éllangéd keys (506) to the
database (104). The database (104) reverses its encryption of the keys (506), and
transmits the partially decrypted keys (510) back to the user {102). The user (102) then
applies the user’s (102) own decryption algorithm to the keys (510), and then uses the
decrypted keys (204) to decrypt the digital objects (202) of intefest. |

Figure 3.




