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WO 2007/118239PCT/US2007/066257 SAUTHENTICATION SERVICE
FOR FACILITATING ACCESS TO SERVICES BACKGROUND OF THE
INVENTION 1. The Field of the Invention The present invention

relatescgengsally to accessing the Internet via an Internet 1036665801257
More specifically, the present invention relates to methods and systems

for authenticating a client system with an Internet access point. 2. The
Relevant Technolcé%?/ Recentl accessi%%mternet via a wireless link
has become ML N&%@?E 1t FRREAGTRE 47N fAg to
expect wireless Internet acC% $n£ )ﬁg’ﬁgm%reas, 15 including both
public and private locgtiQnss B R4S lg’l }’fﬁlﬁ?ﬁ rry a laptop or

[ g %%%]ci(ﬂ ees oég, public libraries,

other mobile Internet-ready devices to loc
city cerﬁé?éf‘@%écﬁ%@é?%ﬁﬁlic transportation, airports, among other

locationmeanesexpRotiadianewirelass iftesnRtaseessEnR e i\?i?‘@f.lvﬁlgernet
v%locations offer InteL%ntet access to the public

Thersfore, many.of theaho
and 26 provide ternet access Bairts Wi RIS PR AR systems for
systentisaicresrmbient tusthe itbraentTinet i@magioiccess points may include
wirelesspnekimirgd TeigsR gwitches, Wireless Access Points (WAPs), and
the like, which are capable of distributing an Internet connection to one or
more chSRTEHy SRSAISIEPEIshiME WHskidighdgrdisare oo @ eReron
amditesnet eccess: pointinroyidesdpublicend H@Eﬁﬁeb&@@@b?ﬂﬂé@%ﬂ@k%@reas,
{le,visitars th h a wireless LAN (WLAN) are commaqn
B P L it e o
(Per dnebit sTRERss watle i ariscstitelavm e effedfilarsd withatibrprievidisy obnters,

thepdnieest AGtRSEAIN.ME ablRQ asssss thrintemehdyasablishingave

af %%{%gse%ggrne\{vgh é?eu'ré}ﬂﬂet access point. The availability of Internet
access, and par |charR/ wirsledd'H tspots, has become a selling point for

30manylisteimessesy miiticiphditie sicaiiportsifanthtiradikecess tloheeyetic and

oyotthegbove i -lpt t oint providers.consider it
iir%?%ortant to monitgr'g] t%geli i%r;%%%éigsﬁgg‘%h@%r?gﬁ%%adg&gn%’%%gﬁttgy%%nrﬁcs{ to the

SEind theBhAESAY RSN RS e ae s et Rss, switches,
Xaehple Attresprovider (WayPbp aanceneetwithionline SEVILYoRRGIQEINAY an
e e
Rsaterfeld fhidieamiatpraecarmscHnt Iy ahids | ntblivet Belpvicer Rdbaidiemternet
A&Bs thenbatey W@%%S@QiQWQ%@@AQ@?W@?@%JQWQ?&&%@ to as
tt}x%tgpo(%sgsefﬁerefore, users of third party client systems (i.e., client systems which are
otherwise unaffiliated with the provider of the Internet access point), are abyle to access
the Internet by establishing a connection with the Internet access point. The availability
of Internet access, and particularly wireless hotspots, has become a selling point for
many businesses, municipalities, airports, and the like.

However, many of the above mentioned Internet access point providers consider
it important to monitor the identities of the individuals and client systems accessing the

Internet via the providers’ Internet access points. For example, the provider may be

concerned with online security, and/or may wish to charge a fee to the users of their

Internet access points. Because the provider of the Internet access point is typically

charged a usage fee for the Internet connection by their Internet Service Provider (ISP),

the Internet access point provider often passes this expense onto the end user,
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WO 2007/118239PCT/US2007/066257 -2- 5 Therefore, the provider often
requires third party client systems connecting to their Internet access point
to perform an authentication process, which may include the submission
ofv@ usernsme, password, and other identification informatiopciNfyeseriigrs7
provider of the Internet access point irdends to charge a fee to the online
users, the users are also required to submit billing information, such as
credit c?ﬁgré?fggngggiopdvbgfpr 10access % . Janted. . However, mané/

fe oM accessing e ThidHTePUid SUBRC SHTSRTPHEstas to

users are deterie
poftdBRBaUEs HeRP to tadteniish to shitlrenpertomal @msh.cohifitlentialinclude the

infermatianceachdimentheyWishito,AecRsS tenlniernst: iﬁwm%mor%wg Bhe

a use meargll%/ wishes to briefly access the Internet, the user often

B Rg e LMY LGS PN BrSRAS L h %5 R RsHACAEING! RftHs§5® the users
|mtephet egoess poinbar bingveflybaiidensomes BRIECaQUMMARY Obefore
THEINVENTION These and other limitations are overcome by
embodiments of the invention, which relate to systems and methods for
authentlORHRTE USERE. Wit nriissaprdcHe Rasesha Hvdnteutheitipeltbs hternet

thicdspaeiinglienhsystam ?]mfr)]mgmov&dmlﬂé%&rg&%&la&ﬁﬁ?@nﬁi@eﬁ%%G}Hforrgation
Internet access.poijnt to the third party client system, The method may be
S?ge}c‘tflc%ﬁﬁ? et rf’gﬁ?éd%ﬁfﬁﬁ ey SSABAIIEINGIRY SFishes to

: or example, ha
Ibriefriet ercee shepbitstnetn Aathentivitiofoservisejamg @ thirdysartiechentess of

susiemcahe meihedinghuastecsiving.abihe axhaniicatin service an

authorization request from the third party client %ftem. The authorization
request is initiated iﬁ%é@@%&%ﬂ | EEHOR Emg)ﬁerformed by a 25
user ofthedhird pairty dlieintisystern, wheteis the ssesdineatsreguiiedirntion,
MaRHalLRUBMNLRRY %ﬂ%@ﬂ?@?N%ma%“gagfé%glge%‘# 2O TSAHEST ihe

includes a unique client identitier for identi [:r)‘gr?y hen

KSRAN PRE MG alkibd RertielicvierifyieTg BRAF thepthiidipmFryectieirceess via

sydiasmassasiates with thannigde cisatidentifierisautilizedy o 266888 cd,
e Internet via tglestlr%)tuetréget access point. If theéhird party client 30

sci/rsteé(%nl@%dﬁw%nzea (0B LBLR S ISR RN e o FERIRSESSs Rt g

RytbenEeaicoesssvioctradhitbipartytciéntisystem &sooiabed inihdenigueiving at
alieatiteniiesyi@the. RLLNELACHESS R fork MY %%ngmrﬁnwaem

(il'hrected tp a.method of r'eq#esting authorization to access the’ Internetvia
af IR REEACCLEE SRl PR Sh AT G D8 Praktitaienibrinsrestarmsieby &
ina distribibibelbeompistingy systenndnghidingsanidnier el R6EeSTpRIAL A bmit
ahealisatian saniGe.and A RALAIE SStem IS IMENO o crien
[nclu,des proyldlng a single aptlon user !nter ace on a |sﬁ1ay Oaft G%FNI'C?

P Seft sifstsny s 8 diidgrarsinglisnictiviefromEhe msthotb mitiatechrdes
adithonz alionheauasi 40y JeaRSSIGRgHIeIRel W Re unique client identifier is
2QQ7/.11 239PCT/lgS 007/0662%7 . . .
autnorized 1o access the Internet via the Internet access point. If the third party client
system is authorized to access the Internet, the method includes providing Internet access
to the third party client system associated with unique client identifier via the Internet
access point.

A further embodiment is directed to a method of requesting authorization to
access the Internet via an Internet access point. The method may be practiced, for
example, in a distributed computing system including an Internet access point, an
authentication service, and a third party client system. The method includes providing a
single action user interface on a display of the third party client system for receiving a

single action from the user to initiate an authorization request for accessing the Internet
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5via the Internet access point. The single action user interface does not
request the manual submission of any identification information from the
user. After receiving the single action from the user at the third party client
syateawn7amszasthorization request is sent to the authenticatiorsgosnr;thes?
authorization request including a unigue client identifier for identifying the
user of the third party client system. Finally, the method 10 includes
regelying,at the shird paty olignt system authorizationdo ageessthe, .,
Internet via the TRternét access pomﬁ. Raditionar fesfurfes aliyl reduest the
dovardayesimipbefsetidtentifiatioon exforipticen iioHifo llews, Atfhe neopanng the
willdre Qiasiowsfram the: desstiption poimaxhejaarned by the practice & is

the teachings herein, Features and advantages of the invention may be

15 Pe Hi20% B BISEARR 4959 Hrelh BRI trAess BrbdE b #Efgh slient
pdetivlikarfprpomtédinuitin ther afpiended gaimslideatyres. offina lpresentethod
[ i i Y. rom the following description . .
O D O R B e v
dhedetsortharrsEsiPRifer. BRIEF DESCRIPTION OF THE DRAWINGS 20To

further sladifipibiefehone and atheradvamagessantgfeatyres okibgpmesentch
ir%)\épntion 3 ngorgnp\%mcgjlar descrigtiont gt{pe invention will be r$ndere yb%e

eor‘évrsfcgnto lsp%mfic embodiments therest wiich abe ﬁfugﬁ‘%ltg?j ?ﬁﬁ%d

appended dravitrgonds iScappredistbdethatdhaiventraevingsidepiotromly may be

tb@l@ﬂd%ﬁ@@&%@@%%é&% imﬁ@ti%yéﬁgn?s_%w&!ﬁ%%mk _tgéxb?ﬁular]y pointed
consldzlred I|m|%|ng f its scope. The invention will be described and

S BEP TR TS T QBB i a REF ROt A YRR BORy Y thh S eroae rnes fully
acpermpdnymgadfelivingg idewhighin andrigpmeldd dhistyate snayschematic by the

%@WQE’&Qo‘?fﬂ% mgggiggsgpmﬂ%;e@&\%gnment for providing single action

authentication of a third party client system; Figure 1B illustrates a

schematic drawing?8tEhther BHRBdaieht SEDRANBNKISg 30computer
envirormoentfer praviding single actiomauibentisation@fraathird Rk Glienk:
RIS Flaute. Zillisates a schematic drawing ofa thid pary, dient
systent: Figure 3llustrates a BeRemanc drawing 8f ar AERResiisfrrence to
sepvitie; Fgadengrtiuiestes wifidwadiaghatrafol authertivatine! aithivthgartyt is
GHBRIcRHSIM: 8136k drawings depict only typical embodiments of the invention and are
therefore not to be considered limiting of its scope. The invention will be described and
explained with additional specificity and detail through the use of the accompanying
drawings in which:

Figure 1A illustrates a schematic drawing of a networking computer environment
for providing single action authentication of a third party client system;
Figure 1B illustrates a schematic drawing of another embodiment of a. networking
computer environment for providing single action authentication of a third party client
system,;

Figure 2 illustrates a schematic drawing of a third party client system;

Figure 3 illustrates a schematic drawing of an authentication service;

Figure 4 illustrates a flow diagram for authenticating a third party client system;
and

Figure 5 illustrates a flow diagram for requesting authorization to access the

Internet via an Internet access point.
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WO 2007/118239PCT/1552007/066257 -4- 5 DETAILED DESCRIPTION
OF PREFERRED EMBODIMENTS In the following detailed

description of the preferred embodiments, reference is made to the
accompanging drawings which form a part hereof and in whigp@6€,56v Q8357
by way of illustration specific embodimgents in which the invention may be
practiced. It is to be understood that other embodiments may be utilized

and struct [ without departing from the scope
o the pros G aIr BN g e N FrERBA O mas
providelfotharicdatriegticstien desvipedoroprovipiefyriatesnbbdiccess tefthirde is
PREYeGHeRL SYSIEMS MR ARINRINELRECESS B%&Fv HPEAUDEMUCRIR e shown

service simplifies the authentication process that a user of a third party
cheRad R s SRS FRECHHOT RO WERRG § rara rihsr e nie @y be thracticed. Tt
Intesriet aceessod haaitier enftardiedas e suthenkeatiansemniss ovdesay
ab%‘%%[dm{ﬁ@ﬁ?d‘éfm% lows,a user t%%uthentigate and gain access to

h .
the Internet via the Internet access %gln %ﬁ}‘"?éi‘%né‘ \g%ﬁﬁéle action, such as

a mousETRIRKITFHE Sfrigrersetiohinvepiénioriode dbiim prébamichtiverorice for
redeanditadamnieefiyssrinteracions Heefed 0 Autbenicate Wit &:. The

prayider of an Internet access point and reduces the amount of personal

SR 05 S M GO e IR RICARED BB 2 e Party
SSfisteinystechapsdoves Sysiene beinfRef@rdgimnenetoabigureil Aha Imerest access
desatled-exampls will Redliataled Uing adiagammed feferens iR Biows a

network computer environment 100. This embodiment supports single

O FUTHFOARESHOA SR arires Pty diemesyindhs IMiomerasermi@eathyaking
vissiapléntetiogtsachass printel OfckT Teha etk cosnRieE RIRITONITERE J0Qent
i al Area Network (LAN) 105 whjch connects to the .

R e e R A ARl DA i
ARy OlFRERSE t@apRssI riteif etk AegiEsn thstermet S epliceBrmlicend (ISR dential

i0Rcrhheoh-A HQBMahBALIRARINIENE] 3FEESSRPIN 08 andkan
authenﬂ%?tion service 108. Tﬂ%e Internet access point 106 growdes

Internet acoess 1870 Re S ore-thifP Par AU raelsd o dlusirpisg uping
thirer panydcliefatesystems 142 Savthenticatewianarautitenticatiossesvieent
108-BHe Eﬁ%%iai@g AELERR A0 EH NEIRES IS mgnltrrgfsrt'g%t ?%C%Srs ROt ccess

106. The 1SP 102 may include a business or organization that offers
INfePRENEERESESHTE PEIAtE S e rTiCeRety THERATIEIST ARY ESMSANIDS. Thades a
IS4l G2 ety providsssithes eiaich cdnpaRtshinde abe&e4Ges BEMAIRgh] up or
I road wirele c Cable made DSL ellite,
gﬁg%&f%@%ﬁgoﬁkeﬂesﬁﬁe eaM?ésfoé‘S%cér%g%iﬁzgl?‘éﬁfﬁé i@%"&%ﬁ{b{ggﬁ@et
oriEL AR Hos(RBY Vary Grehty dépemiintcbrddiae btopet anckdypeimf106 and

senvieestoaibANARS ivintendeddanravide 5ok e¥amB\Gd IhekAN: 102 o

may simply include an Internet access point 106 for providin
one or m ré/ third party client systems 112a —pl 12d. The thi?d party 8ient systems 112

authenticate via an authentication service 108 prior to gaining access to the Internet via
the Internet access point 106,

The ISP 102 may include a business or organization that offers Internet access
and related services to individuals and companies. The ISP 102 may provide either dial
up or broadband service, including ISDN, Broadband wireless access, Cable modem,
DSL, Satellite, Ethernet, and the like.

The features, geographic range, and complexity of the LAN 105 may vary greatly
depending on the scope and type of services the LAN 105 is intended to provide. For

example, the LAN 105 may simply include an Internet access point 106 for providing
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WO 20071118239PCDUS2007/066257 -5- 5 Internet access to a
relatively small number of third party client systems 112. As illustrated in
the embodiment of Figure IA, the LAN 105 may further include a server
10vorehéch 123y include an authentication service 108. Convesselysiie nss257
LAN 105 may include a large and complex computer network, such as a
Metropolitan Area Network (MAN) spanning an entire city, and providing
I%(%gpneett %ccgéasgstto tr}jr ffagy client 10bsystems 112 located within the city
via one of more Internét accé qg&%\‘[% 508" AW BYGR IS aRKGHBh Hhe ~ As
téhystiRigN inttheltiobedly applids sorsalttechhatdas, the ferhel liAINiYeas server
user Bk APRIRS QAR RN rlowhighis.capable of
pro%?n% E}tﬁﬁgt access'a%{ct)ﬁtér1Hi£;11ci&l|g)ﬁa§?r{t3§é Eﬁggt@g\(steérﬁg%ﬁ%,yﬁ% @&N ]1.8% may
pPVRIE S HEEFAdat BRIt S HIPY Fa P e iEh Ses s fsmaMa o peditn3Arre s work
?M> pk))@imil:%aﬁ' hetlnteringt aﬁcgs&vpmi@tl &@fﬁrﬁgaycmm;elﬁw ReARAl client
iStributi Internet connection to multiple third party client systems
191?23 é?:% r glxgr%l] %‘?@h%ﬁ?rﬁ% rfﬁ?lgt Access r?gf%ntOf«LOrgorrneayf}1 #ﬁ’g}ﬁ{j 3C§e\§9irg?é‘§t§ 106.
r&ﬁ’fgﬁqé%%c?ﬁéﬁféh BaFraleds ACcEaditRonky (WA & retwiokkcsiwitels, ahe

network ANdges asEthesnetpphean EReasitch, apd theilikes %{8{% of
combgm[z{ltli)n thereof Where fEhe Internet access 20 point 106 distributes a

Irelesesighal & Thotep oM s PRFR AR A¢ B cHied in the background
section TAdvAihy I6eropvidesclttinparte slienthidd 2daywitelessiytaannect via

tonthRdntRuae! foHthernaie, w@mm@l&em%aﬁ%e%g%%hl%%%% portal for

Cf%nﬁig’glfred to provide wireless access over a large geographic area, the
I

SHTSPER A IS 168N InQURR dRlsetairdNmRPY IHikald StRemsel iy For
fexamaltangenmetweotk dbataiiows s raamingl daadymayse sidrther Redddeuter, o
r refl 'ZRW? lifying signals over a larger geographic area
T%?e%%%?%%s t%lr?s?mis_sl ’n%ﬁ%é |§r nlg %Tgc E(bra ggtrhvr%%rﬁgggﬁga?n}?gfﬂgﬁtd% an
JERRREh tHEChteh shabkeserpantcondiasid oo fobehtirdbp drigokentoess
Sgtﬁhemeélll&fnmﬁ}’em@Uﬂ%@ib%f@é@irﬁleﬁﬁﬁ@ wdred GOMNSCURRLFEQE in the

X mpg%%wwed c%pnectlon maxllncl de an Ethernet cable, category 5
cﬁg’l‘é TOBASE T, L O0BRSES TX I O0OBAREY SoFinhtf trerirciesalisgonpect to
wireletssnebnRethiamenaying] utle HEGE 802644 pYitiralesssFiskelityrtViFiprovide
ATMEX 0k b HKGargo abtaledRICYIRR DS PIEREL RGeS gOiriz;ude

106 is configured for providing Internet access to one or more t Bat
éﬁéﬂﬁ&%f&?’%&%éﬁ%e@%& 073 thivd45aR5 EAEnthsyshamis1 Toasiag”, and may
émhpultecrlsqeste;matbataisd ﬁ@ﬂ%&’fbﬁ’@ﬁnﬂfﬁﬁ@?ﬂg\ﬁﬂ@ o%rchtlcf)ﬂééw g€o é@phicl area.
contro e provider of the Internet access point 106. For example,
the Iapl'[%%t(ag?ég, ﬁng;\ggf rglf)sé%Poﬁn vevci;"én%:lr(lir?e?f’sr tSTRETRHEIHRS 18% et afpte
RAEFRAY g@c@é‘%’ 156iFACEHER ProVidfe andyoaccob mwafehivdaquidybei eansistened a2
thir inaitieclian system-fesay %ea%ﬁn@amn@ﬁ&swgl{{/ﬁvee IS ion

a
the eyber, caf,.the patron and the laptop are unaffiliate O
%6-}%% L&fﬁ@é@ﬁ’%&?&ﬁ W@fp cak?le, 10BASE-T, 100BASE-TX, 1000BASE-

T, and the like. Also, a wireless connection may include IEEE 802.11, Wireless Fidelity
(WiFi), WIMAX, and the like.

As stated previously, the Internet access point 106 is configured for providing
Internet access to one or more third party client systems 112, In general, a third party
client system 112 is a computer system that is not owned, affiliated with, or otherwise
controlled by the provider of the Internet access point 106, For example, the laptop (e.g.,
112a) of a patron who connects to the Internet 104 via an Internet access point 106,
provided by a cybercafé, would be considered a third party client system because, apart

from accessing the Internet from the cyber café, the patron and the laptop are unaffiliated
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-6- 5 with the cybercafe. In other words, the laptop of the patron is not
owned or controlled by the cybercafe. Conversely, the laptop of a
homeowner who connects to the Internet via a wireless router in the:
havfieowwnes2sshome would not be considered a third party cliegtrsystemss2s7
because the homeowner is the provider-of the Internet access point (i.e.,

the wireless router), and also owns and controls the laptop. In one

e ' higd party toclient system 112 is one which is charged
B B R R W R i i
1o bRt e Croxesia hig e prp St Sers oAt w06 connFdie tthind fogartyet via a
C%ﬁte%b’&tﬁf@ﬁiﬂ]Egei'H@Mé&zﬁ@x@b!ﬁn@qmwg{og%w9@&@@&@@%?@%%}1 client
conpect to and bne removed from the LAN 105. Common examples o

ples of |
psgrstgm’eb(%(%amusp)eu{e? JOURBE R It e 1 BRI S oth Sl erde 4 figasteroint (ie., the
cwiméﬁ'fﬁertfslt@n)z&l}qg@ssmsgﬁgdt@nmﬁiagsimm (RDAs} bt realakird party
t%i%Qb@i@énlﬂ-lzﬂisa&g t@ﬁ&k% %%%Xpacg %@'99%9@ E}ngl%QI WQ%‘ rll?ite{net access

reference is made herein to a "third party client sg/stem 112" withou
JPEHORIN RILSTHR/BAY SFfe Bt tHB Rt PR teribe jRimATE apegss Poinp 06
112c, ofilditdtherfettrencesisde bezinterpreirdiasaanars Wi RaY may
cli which may inclyde any of t ve.examples. 2QThe
S L L SR Sl o
fORBOHRRTEHIaF BubiAesben epganizetibns, Bhlsidivionsiss Fbibexampld, digital

piewders e include cyhercaigsykaifee sRoPsdNWRIGIRaIteSHFAURAGhation
cam e&fhhotelsf ublic and private schools, places of business,

bo%rézs)%cs)res,epe taUYants, 15%%%5}}6{%%& SrABBA P P ISRt RS e Ph Bl forghout
tmqjﬁefrg}o'fdﬂm@{ishngi partyf diietitisystemsliti2smaynincide patronse, or 1124,
%ﬁ@QMESiSC[@@ESdIﬁgﬂgﬁ@@’a@r@ é@r?e“geth}’r\@Cf)é’ﬁt?“(:%&lﬁ?}%Y&TP%%ﬁ'@ n%ﬁay

Pri?r to allowing third party client systems 112 to access the Internet via

ANIE AT, e RO¥B AR EBI Sthe provider of the Internet access point 106
oftentirfies prithieguise dive st @astychentisy I@mnad? iR aUthemntisrigial and
itself y-Redarmi gin process, Howeyer, the lqgin process ofte

serves as a %e%%%r%ét% many po é‘%ti%' hnéié‘%d,u 0 gg):%é%aénragfn@r%g?g may
fesludfattherialsm prbeessagsovamjcnatiisnsorezanamseet feslls, public and

- GRIHRr B@b&@l@tﬁ)m&ﬂ6&@@'@&%6@1&&@@@&5\5@“&@%@rt‘raﬁH?@tﬁﬁ)ns, and

%ecliﬁtéﬁca nu be{ﬁ’ usernames, and passwords. The 1present,|nvent|on
provides an autenticaioh® é?ﬁiﬁ?é*‘i@éfﬂsﬂﬂﬁeﬁﬁ&ﬂﬁ@s 13 s ifdtseratrons,
IWféﬂlms_xiaﬁammdwtsamm poentvhoGidin thadicwial dhiepresent
3oinveplign raieadonaR aiberniarlon srnies 128l AOWRALNY, .
party client system to be authenticated in response to a single action

BRBhEFfST Ry Me i ar Ot drethife BHPEEIRsAesyReith PF0ftentimes will

require the third party client system 112 to authenticate itself by performing a login
process. However, the login process often serves as a deterrent to many potential users,
because many users feel that the login process is overly burdensome, and do not feel
comfortable submitting personal and confidential information, such as credit card
numbers, usernames, and passwords.

The present invention provides an authentication service 108 for facilitating
access to the Internet via an Internet access point 106. In particular, the present
invention provides for an authentication service 108 that allows a third party client
system to be authenticated in response to a single action being performed by the user of

the third party client system 112.
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WO 20071118239PCT/US2007/066257 -7- 5 A more detailed illustration
of a third party client system 112 is provided in Figure 2. The third party
client system 112 includes an Internet browser 202, and may also include
awmgleraction module 204 and a unique client identifier 206pAStaidBs6257
appreciated, the single action module 204 may include software modules
that are installed IocaIIy on the third party client system 112 or may
include web ba ra at are uploa ed to a thir rty client
stemA.Lfé rodsm? 2Kfm§§ % if pariy Elfé’ﬁttegg/it%ﬁ SjRipvided in
aﬁté@fmi’s t@hadbéésp@ﬁé nﬁn@ﬁnwtronl\}"élﬂ@ﬁqmémam@smmmeand may
Figyrec.eeqvidesc.camrererdaialemdiysiraton of an-auReRicaton SVIGR: ve
108. The %uthentlcatlon service 108 includes an authentication module
DS G HHC 5 RHBAME AR 8 tsih thEtHiE Bartcelidht are
angaibrdpgecidynomg¢hbiciuthenticatiopspracesyransy drdaiddase Bﬁﬁjfprograms
S1Ie AgRAURS 1IQMRANAR, APONG PRGN PR GIERLA0YE! SACh HeShiry

that may be authorized to access the Internet 1 via the Internet access
PRt Gt TréeauthéRtieawreni ardree thodneanetul Bderimibe ideansilkpggss point
moglule 304 for managing the billing of users of the Internet access point
106. 2QBefore a user of a third ents ste 112 can perform a,
single %E%on ga@trﬁéﬁnc |3lﬁr6r%%%1£e§ aﬂs éastcrl dai?w ?Hgﬁgéﬁb% HaT sETRe 108
thBe sshaitsuperferriisea lo8atiphal tnitatioth sessiomimotder i piovigeitheg an
aéklm&m&ﬁ%ﬁ’Peé@éé@%mmn&%@cgﬁé’rﬂtamqwﬁy%fﬁﬁfge%aﬂtﬂ@ntwatlon

perform a single action authentication. During the one time initiation

CERESS e é@.baﬁtﬁ%étfﬂmtaa?&/aeﬁawetgp&amtmb%w&e% gl party client
authentichtion 2% serwicealO8rwithtinformatieswiieh mayinglededmhet access

identitnef tﬂ%%ﬁﬁferﬁ&%ﬁn@e%?cg@&pﬁﬁ%gﬁgf Sl ft%f@gﬁnce%dc?enﬁ%ﬁtfor

information for the user, and the like. In the event that ntérnet access

ngl%tﬁ?évﬂ&&%éﬁﬁé{f clsanshReeespagitigl 88bscribers, the user

may alsefbe prespteddanie\iee,billing H}E@é’ﬁﬁ‘qtlgncéﬂﬁbr%‘ﬁrﬁr§thgﬁ:r detion
ers and ex |rat|o dat s bank ac |nfor atlon dthe like.

P B R M Rt Ge i Voganars o o
mepama%n\A@sélqhel@géfrrmcaA@@ the p@mpt@dao subineitl G8prépalerentunt
byrerastibaaltheaRK RCFQENM Of CF% CREFPAMREALIQAN W@%H@‘&{e time

Payments may also be effectuated by an electronic mon édransmltter
ORISRy SRtk B8 w5 BHRN I RET P LS e Uik o dsa desreieatiegtion
TheicutitéidatidorseriviceviioB storeslinformdtioniteceined feom dhedhitdand

RaLty, .30 ELJ aa&%gggncm?aaéﬁﬂ@aﬁé%@aﬂ aﬁ%%' ng guniquec {Ee L vent

identifier 206 to the third party client system 11 d prepayment wa

EERRRER fectistinnO G RBUAtINBB Y agraBMIL deldedng Sﬂltiécrlbers the
hadancs @fs&&%@fr@t@@%Lﬂﬁbvﬁi’édaiﬁﬁé@ﬁ@rkﬂaﬁ& databaserd0bdenumbers

setver 10t7 se unique client identifier 206 to the third

B pifatio ei 6?% cg% x&ﬁ:%aé‘ gg;é? Furthermore, in the event
that the Internet access point 106 is a pre-paid service, the user may also be prompted to
submit a prepayment by credit card, bank account, or by a cash payment to an
administrator. Payments may also be effectuated by an electronic money transmitter
company, such as PayPal®, VeriSign®, and the like, for added security.

The authentication service 108 stores information received from the third party
client system in the database 306, and assigns a unique client identifier 206 to the third
party client system 112. If a prepayment was received from the user, the amount of the
payment is added to the balance of the user’s account, and is stored in the database 306.

The server 107 sends the assigned unique client identifier 206 to the third party client



10

15

20

25

30

35

5 system 112, which stores the unique client identifier 206 in a predefined
location. For example, unique client identifier 206 may be stored in a
“"cookie" file on the third party client system 112. In one embodiment,
dewingdhefme time initiation session, the user of the third paigt&lieitrnss2s7
system 112 may be prompted to instal} the single action module 204
locally at the third party client 112. 10The single action authentication
process may be, initiated by a user. of the third party client system 112 in a
SRR Of P 8 o1 AR THe SCBEEOR G raca, Tor
iaxespionuieneienlidsdifientOsingle mctiorsduthehoated fils imitiatebird party
SRR Y APEIN G d URFBELRERVEE TS We QR A TR %Rﬁﬁ&%é@ﬂ&ﬁ%’&t@@ey of

112, If the third party client system 112 has an established connection
WhRHE PAEEY RIS CRUER pbTrPay o o P4 IR SiBe R Aglipn module 204
Goenligction) tihe patsroiédnbrawaiser 202 will typically initiate an attempt to
access-inter ia the Internet access point.106. en the Internet .
e R R e 0% AP
PSS SIPGHY O A e aumbsterndstinstaritie. alithEwticatfol wehiicda88rs of
nesifigeteanchtaa:Ruthenticaliam seAvRRNVRLRS 186 RINAIRAGLAN MR ated
204 ?nghe third art}/ tcllent 20 s&stem 112. This can be performed either
By IRt B GFa A THE WAL St Gui ALt By i tntispart Pelidnthe
shstepartyldion bystausirighas websphfjehtd appeatiat die: thirthpanty aliest point
syRtqerdlZ Theskale @9%9%999&%&%%&9%%@ %@mm%f%}m'}ﬁ%ﬁly

interface including a selectable icon or button that prompts the user o
G AN AERBRE &SRS IRETRS S ik A S BRI eSS PBInER AP phaie
Singhecoation psan 2B vettace ey eansisiiRhRPIIRYarsHekh Ay fiass 2 is

tagggh ?le j 's wireless Internet access.", followed by a selectabl
icon, EI)eatlb%?(t'-lgt;l £%é%%l@“3\?ﬁ£%’%? 78 th écﬁ%t?ﬂ eg% the %ggoﬁd%?tb?eéeandethe

SRR S Bty Okes the Ajnglnaiely madread Uf opahindish naternbent

byewser 202riadniiate hersingledastio e;ahaﬁkseﬂﬁ'g@tﬁ%g%gpﬁﬁ% e HERERTy
a tpl{gdoar%ec% enq[ s%ste 1112 m%?%/)olpen 30 single action module 204

{hafhas Previotishy Bees MR oh the (R GIHERE Biiksh B3RS dmeRasY ghihe
dXehpiey tHemingleacticn Thodulg@edimaydiae Jreviously beeniinstaltedn

afethethirdparalignt system<L A2 during:the ne-ims i %%t@{%rsé*éﬁ{g@mm

described above. Ug)on opening the single action module 204, the single
RATHSIIROL FYNRIPrALE T HHEHI BB TnEYHSEr, TREIeiimgle Seretaitasson user
simitacdonthatcdeseribed 3hakhnyeudllawingrihe msertolvgtiate Rez’s wireless
authentication ess erforming.a single, acti asam -
e RS SR TRAE s e
VaFie @6 i singleedetiones asaashroigedto initiate the authentication

ProcesaitbARMN HiSeAISIYSANO 20N AEBBRARG TISRONTHIBE22 Gingle
-%ﬁ 5naacutt| n ma include a voice commrapd the compression of a key on a

PO AT AR DRI S550y LheHeE i@ riILd P o B! RS RIthbughih open
singjte ativormody Hadgrdeedes previvultiplegehyisicall snavementsofiire client

WRerfeiga. MAYIng 2MeUSR %%EP@%&%%PH?&B@%% }ga%\l/ évﬁ]gyet\t/?nuﬂ% been

positioning a mlc_rophone tQ receive a voice command, and tne '|Ik'e , L e.
Giglsh Aoy et AR e fiik o K8 gld e duripgcbaivae by itHia parsgssion,
ctentbsyisieonel 12pon opening the single action module 204, the single action user

interface is displayed to the user, including a selectable icon, similar to that described
above, allowing the user to initiate the authentication process by performing a single
action such as a mouse click.

Although a “single action” may generally be a mouse click, various different

single actions can be used to initiate the authentication process. For example, a single
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10from a user. After completing the single action, the third party client
system 112 submits an authorization or authentication request to the
authentication service 108. As used herein, the terms "authentication
ragoesi’/aneksauthorization request” may be used interchangegRlya g Miss-
embodiment, the authentication request includes the submission 13 of the
unique client identifier 206 for identifying the third party client system 112
and/or identigLn the user of the third party client system. The unique
LAt ettt é%é HPASF iR An St E PR BTt Qb 1Pt B IisyRaane e6)the
dluskpaeiméicat ppsswoid, andréditioardhiwnfies, snitdeptionennymhetcalrd by
, i ambination thereof Tq reduce the .
P B el ARG Boiner
e SrpetmReyiiteinge BifjrabrisgR ieseimatioissertnmendeand the like), the
autthenitcatigenseaerdi08ocan s ety idenifythe dhicdhpagty clig W stem 112
system, but not enough information to be useful to an unscrupulous
interceptor. By completing the single action (e.g., a mouse click), the
user of dligrthiminiitg ikesinglpstenor theishndtpaguiten teystiemidllyssbipimitan

anyhidentifigat Qﬁ'ﬂi@ﬁ%ﬁ%@m@q%@t %%ﬁ%ﬁ@%xé&ﬁglﬁsé%wl%ggﬂ%&d herein,
k% ag:kground‘ g&ggram which automatically submits the authentication
u

S8 tha RSB ESvicE' 08 ghg e ABHHTTAUtRBN IS toNed
ofittrehpngssry. ifvemtiembedinoes, the nuhahitradbusenintenakijenshpeasiedsion
torqthant i / i f t oint, and reduyces
b e e e R
pAHER s bt S dbethiherE selicer s3systdhe uniqugsEpntadenifie 296 may
amﬁhﬁetuaalﬂm ﬂrf@qldﬂﬁlﬁt:é[gzﬁﬁ@ﬁﬁ(ﬂf Hierthid Qfﬁr’d’éﬁ;@ﬁﬁ[‘ﬁsp&;sgvé@a credit card

uthentication module compares the thenticatio request L
e Rl b i 20 iirfhgeton
dhrecgine Tritiedisn Seesehonceocdetnsitivie ifftienthind ipamy iclientsydtehn unique

ehertddaranthesiz &t o g A66E58 19, eiq?vém&ﬁm%&vf.:ﬁa{hﬁze' N&M&hication

access gé)%]nt 106. For example, the authentication module 302 may
8IS are the UhiGUESEE nERIERLFEE 266 febaedFBmSIRE Thirlibatey GReHeh
Irifprtoasidistodfeursiffule clie nhicentifiersistorestdn the database 306 to
determgg’ e g g ir it 71 39PCT/US2007/0 57 - 10-
5 client sy%tgl}rﬁIl éggoglc%%eg?\?v\%lgt 2(% C’i%/%%ulﬁ%é’;ﬁlé)’cﬁéen%slge%%ﬁ%rt% party
RHEbaEHeB gisterb dbitRahEhiehBatestio aubanyieay1 BRntificafiobaiséetortion.
mnetﬁsdthsm_iagm' tr@lqu%gm@@mgrmmhﬁ@mw%@ﬁtxu@&ﬁ?{iéal%sthﬁnits the
ntication mo etermines that the t arty client system
e T R R B e B AR S cor
RicHEIRr SR MEsntiemsdices 1o medsagd tocthistthintipartealientosystemicate

12 to petifitheruser.afibe systephatdternet acsesshas Psenaranies
'{(kfgl?uthen,tl ation service 108 then permits the third party client system

S SRRl b S AR HEAFePAReaR R SR sipl. and ajgerver

tvegt@went that the Internet access point 106 is a pay service, the
authenysallanmad MaAlRa Y AR NG BINDA TP G 205t SR B,
module 304 ensures that

the authentication module 302 compares the authentication request information to the
data previously stored in the database 306 during the one time initiation session to
determine if the third party client system should be authorized to gain access to the
Internet via the Internet access point 106. For example, the authentication module 302
may compare the unique client identifier 206 received from the third party client 112 to

a list of unique client identifiers stored in the database 306 to determine if the third party
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15 sufficient billing information has been acquired regarding the user of

the third party client system 112, and manages the billing of the user for
the user's Internet access. For example, the billing module 304 may
avaesepagment information associated with unique client identiiig806 6257
received from the third party client 1123 The payment information may
include credit card numbers and expiration dates, bank account numbers,
account 20 balances, remaining credit, Internet.usa % illi .
R o e LG ST B B SRred
thefe bk Ehddiitatomesdviks 308 may further adjust the balance of the user's
accouniy byl the pees suererit A RERANKAGCONRLA r&é&%ﬁ'}ﬁ@%ﬁﬁ 12,

necessary to appropriately charge the user of the third party client system
ﬂ%.a%ﬁ?f‘ﬁ"é‘é?éd‘lﬂ‘?%ﬁéQ%ﬁFéﬁﬁea?ﬁ)Waﬁeﬁﬁé}é@ﬂ@é& ¥ SHteH ithrbes the
paoheclieatesystem bd 2pthenatthenticasionenioglive 30 detarmines thatmait a
thi r enticated server, 107 may. hotify the thir
B B S R s P AR L frerns
JceesshpoibreroBaies beldis qeiraticating serves 109 thery mermitsr theothiad garty
WEEDRGR AN 0tBrbesE IMAMBARICAISIRE HerksalctostibpRedéme 30
|n|t|at|op %gsglolr]}t,t est rlttletd aboveé, or Cot”?&% the additional mform&tlon .
that is NecHed TS ATHEAGUATAHHSIERRO ™ TOPHE LRAN SRS SI S4HfRHcation
To8leknmoolldet mubtelthehiding cliedtlidtifidhe 206 rfomeoding ko thérdyper tyat
GHigftisy S ITh LdronRRIeMUNIRLe USETS GG HG e et 104 Wadhe party

Internet access point 106 from the same thirdypart client sg/stem 112.
ARERVERE b BB a SHP R &5 BinGRE TRITENDEFEy ThBiSTSSfsRis For
ianhaveireyisteredit3iterayt hertic piipneseinfinenifiénthe Rullae Riitatingue
rvi llowy: th r.of the thir rty. client system 112 t .
S g . DS Bl Mrion
PRirty RHEAE S5RSkE FRIE1 I prRefs tend RFEFRiioa G th BankercaprticemBer wheseunt
BAQRAO Hidrl B30 F&QEIQ l-lﬁ@x@@?@@@%@x?d'gﬂﬁr% m@&%ﬁﬁ‘ﬁ&l%i MESIHIS billing
associated with a single third party client sy , the authenticatio
s?@?v?csz’earrhagg\éat@i)e’ré)agﬂbé ?ﬂ%lc%)ﬁllaél %ég?eé?(i%esﬁ%l Wﬁ’l‘g‘#‘f ey further
@dbmmf& ;ba_lssvmﬁ toe ggae’s amtwmib‘at_idn mrmm prigotobank account, or
ags@%m&amgnmeu%gxy rdsrigRirvide.aAdditanaliyer af SEUHIY ent
for each user of the third party client system 112. 10As described
|5Yét\7ir&}sl@/, in the embodiment of Figure 1A, the server 107 and
authenticatisn service 40B:niay:be includadrazipadt abihealcAlNiA0Paiy client
tj bodi the server,107 need not be located at the site of
e o o URTANT (Lt e ot ™
By BsBtSARACEE serree 1RTemmt pesitie Bebirt nob, Hisneseatepld, [ ththaiersasss to

- Iimavdpe docatest ahRHRMRIBIOFRIPNBNM Ba¥hRn LR ORREAIGIANE7 may
, g})n}t‘reollerd b%/ an n&de ender%grrowder of the authentication service 107. .
|

GUFE H8 G SraER P S5 8 B ST MRS Fe AT EBIN & 8 75 & de one time
indapendentbp.ofeactipdd enddpternsteacdess okl Dfoimaantrastitonthéed to

smhodimentshawn in Figure 1A. In the Figure 18 example, an
authentication service 158 maé/qact as a central repository containin

accountfOTRTatIEH t8rs6aare DR%ima prllts aneiils uriane a1k ideptifiesnd0o

R0 h|2ggccssingtihditntesneind Q42yiaine miosa tBte Hiet A GEE 36 HaITS04
6c.. ternet access point 106 may be trqlled

B e L P R R B T G e

estaplfshid rel Ao sHip singiettirprovidetisntivstgomtdAtiraonsiserdevitbghe

whieseitheauhiontcriionsanvss dal wilmanage he.aythentication of @i
users Pttem tin ?acce s the nterriet 104 via the providers' 25internet
art Scslep%is sstei%é 2 to wdentify themselves by selecting one of the users associated

with a third party client system 112 prior to authenticating the user. In the case where
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Users can register with the authentication service 158 in a manner similar
to the one-tune initiation process described previously. After a user has
registered with the authentication service 158, the user may be allowed to
peidamysiege-action authentication to access the Internet 194igaMYos6257
Internet access point 106 that has a- 30preexisting relationship with the
authentication service 158. Upon performing the single action
ar}ljépee%icatiggl, l;[Shee Lljsser'ssoglea u %H; commyniﬁ‘at d to the authentication n
senvice 158 which pefforma the detetriifafion 5t WABthEH Tk YSERY tHify the
parbgrsireresysteive 1Maywillbecalivevddttthacces s thbdnterh et itO 4 litat cryetem
ol the:Iniameb accesa RIS A8 Ihe Aeterminatiorofihe.Auhentisatan. i,

service 158 js then communicated back to the 35 appropriate Internet
SELESE FEM R, GMERTHNERIRE e 1oF Garfedsthteliiet Hisbaary dhent
regieestitg) third party client system 112. The authentication service

158 may.f il the users of.the third party clie
system?gslgllgzgtﬁggmngpﬁ%égﬁm%r?ﬁ%ﬁ%g%gsl%%ergf ?h%%ﬁ?rﬁ%é%t&l (e::liéelerrﬁ/e\/()é7 and
oericgot IR SPoomoée57uded aspabmi the 1 mbyi86. billedlternative

sepaaielt{onesahdntemelacoess BeRid e REREderhdDRRIBSIE the internet

e R A
Shce by the authentication serviee 158 CAAH e AGThShira i Afitksspsint
prévides eaahnbeovidereofeth&Ohtemmdicaboess! pointsei@Gvittegoseue oy be
%&%&&%@@mgﬁ‘é&%ﬁgﬁ%%&ﬁ&wi JRERBIAHOLGACTPLAYICRIS LotRynet

ccess point 106 has been used by the user, and in 10accordance with

8 BRIy TAERSE QRRIPTRAGGE PlsiRserver FRE ersEbeiinerrandeared 2
ih/Bigare lhBragvantag poius|yoa)lovwsaruses ihaeriosoinge s RGIs g STEatON A.
B ' icati ice, which allows the user to access.
e R ety vor
IR AR thREEuMHenfeatistsserviie P38y Thienrestame MBodiAzénend

alsg relieves (Jjﬁe Ihﬁ:r&@\&idﬁ]ﬁﬁaoérm@d rﬁisgmé_t@a%%éceg Hsi&0e dsem ff% and
gn ired to monitor whic sers and thir rty client systems

T RS, P St B e BT IO8 A The

frenvidsedreg thedoieseeteavranagetthd bilimgeshbisers fotheihintertiehe sageder

BeferrinaaewteCigHied & method 4 QQ&‘EE%@U&HSH%RHE‘Q B ghirgy %&Xge the

client 20 system Prior to providing Internet access via the Internet access
66%1?‘ ARt PAESHALHTBHABO Masr B PradntseetidPaxdmpie, irpaiders’
dimﬂbu@ecbssqmiptstmg&system inchiding an authentication ser\_/ice, a third
party lieti sty nd a0 UBIDRhACHRSS BOMTE YADIEh AV IR 1o ine
wired or wireless access point. The met od 400 may indide reglsrflermg
202 G SBH BT RePReF D APEFERsh PRy sty d Uiy & opes thererpgititetishwith the
sessioRaildie aglRb23ssegintening 404theusgbakthadhird RARY GligRlaction
ggﬁt%wcr?a Iurther in Iuc}e recei\{%%:] account information from the user
SRS TSR RO M S Te A ANd BESRE Geecth LR a i daat bes 2
thectiivid pesfey ol sydtem aptetdceinfosaation for Wigouserfaseig the single
%ﬁ&ﬁrsﬁm&%m@ﬂ%hﬁé"ﬁ@eﬁ?%ﬁf{%&@ﬁ é&%&%ﬁx&?@& matyleah%?h@ﬁ&(?%n service
as&gqgfg}a unique client identifier to the third party client system, and

A5 oX M T TR e et MR o h et At e et BhiFd RRdYrRkgSrystem
i¢CoikddrolmttbtuseteThpanigetclentidensifietandiathe:aas0ubints 106.
Aloyuatianmay Jpinel be.stored Al the ay efét%ﬁ%%%%r%emr&’r'&% and A he e
third party client system. The unique client identifier may RV R R RS
HEPRERYR [P HasisEs IO Hifd hariycbliban sibtamrante erdtes mernet access
eneeetedsaadeairnshihelike: 35Refersing once again to Figures IA and 3,
an illuiﬂgzéujv&1 exam le of a di?gr'bute g%mputing system 100 and a

detailed FEprasantation of 5i authehtidatSh S¥REed oI lipg of the users of the
third party client systems 112, In one embodiment, the users of the third party client
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provided. A user of a third party client system 112 may register with the
authentication service 108 during a one time initiation session. Following
the registration of the user, WO 2007/118239PCT/US2007/066257 - 13 -
Sthe ageawasdnformation received from the user and the unigeg gt oss257
identifier 206 may be stored in the datahase 306 at the authentication
service 108. Returning to Figure 4, in one embodiment, the method

400 may also include generating 404 a single action user interface on the
dPTRY of thBFHing paity CRRHEEYsiemensr reiBsting SSshte Maisreridsh In
theoUrseefdohitietinghithseauthéntibat partiochsacegse ol EXxaspledasce by the
[ 10 El ingle.action. module 204 may generate
kiR N R e e
rBGUBSEY GfRfePaitivn Fori trekise ofithe Wiigie HetoN ineeteieaog yitythe
b@mmmﬁtgmmmmmﬁu@ygb%mnmllﬁg clﬁa%mﬁéur@;ph@réygﬁﬁenénd in
syste .Qr a pragram that IS Initiated remotely by the authentication
s%%fé%“f‘c’)é”.“%ﬁ%%@g%‘é i |o#ﬁ%cérl?n lé’}%é“geprfg’%éy include, for example,
a buttohhsreiabedilgrmidysbeesdlebing OB hdvasegaftte dhrds pantyr cligatform
systein Hastonintigtiogheiauinenticelion iPGessee, whid&Mehed 49;

may further include receiving 406 at the authentication service an o
AGRSTiZ A% oR FEhe S oM AR i B arEht Ry Bte MRS THEY BatHomseRdNing
retpuiostlipinitinttd mttesponse teraisingle attiopbeingpeddmeadaiy aclicves

re Rl e N RAAIRNERQ SSIRM KRN 16 InAnual SHPmISSION O
any identification information by the user. Tﬁe authgrization requesi
intaiced S iifive lisat RissmRer forrriarrersing threltherach AP daheir Internet
systenpohs itastrated tnbkighireylifedthenmiRnticatinnsarvies A8 M ernet
re. e%iive an authentication request from a third party client system 112. The
uset of the third party client system 112 initiates the authentication request
by perfogfiringansinigie Hetitnd.suctet B! 9@ whieugertlivking pahirégeivingient
Herauthestication dequesi-iemibg third,party-clientsxsiem LLAather The

Internet access point 106, the authentication request may be redirected to
R T c TORC AR Mandigediird semmstingaygpm including
proselssiticatiRefericey othie agajreliontigurend atliematboe: 40 §upier, which
i Ity [ ty-glient sys associated with the
ey e P B N AT R
e Aeeaetbsd Huimerholienasyine duing stpacdinin iFiduies ssastond Bhelet of

asiiisenigation:RacldieoB@ et auwhanicaiaBseRice.hRG May KerReHIG,
gredanuals of the third party client system ﬁfg? assoclated with the
e PEEE Uit EREN : 2nd

received unique client identifier by comﬁ%r
RYcHHifiEsh trhPaalidress alitotind damiglientieneridentifiersnfortheidatabaseser,

306. et tis detgmipegtat ﬁgéﬁaﬁhgﬁoﬁqm RUD-ElIPESYSIENE Sssigning

authorized to access the Internet via the Internet accéss point, the métho
ABGUE P eSS *ﬁrg\ﬁa*fﬁd pafy client system, and associating the unique client

identifier with the account information received from the user. The unique client
identifier and other account information may further be stored at the authentication
service and at the third party client system. The unique client identifier may include the
user’s username, password, the third party client system’s IP address, an encrypted code,
and the like.

Referring once again to Figures 1A and 3, an illustrative example of a distributed
computing system 100 and a detailed representation of an authentication service 108 are
provided. A user of a third party client system 112 may register with the authentication

service 108 during a one time initiation session. Following the registration of the user,
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Internet access to the third party client system via the Internet access

point. Thus, as illustrated in the Figure IA example, the authentication
service 108 allows the third party WO 2007/118239PCT/11S2007/066257

- Wb hehans.system 112 associated with the unique client idgR{RLI 066257
access the Internet 104 via the Interngaccess point 106. The method
400 may further include billing the user of the third party client system a
predefined amount for the Internet access via the Internet access point.

A CRSSEHB G BBV R ULRT BPthE triffs" party it shem Wrayites Bremay
bye mesdsotha daebeskit3card ke hankmaratuntesubiraxting from a remaining
balanc the. like. JThe methad 400 may, further include receiving at
the aut%{e%{t?%g{léo%gz% \L/1f§e4élﬂt %r}%tigrgﬁgﬁ ?éegl]fjggtes r%ﬁrlr#n% |p’fé?¥h?j Oplagﬁ%/lde
CHEIFEERETS disingle aftibrsdndepeietent iferdienl s oésbediits parg client
r’@mifﬂ'@r&ééﬁt@&@@ti@nsﬁ@@%%ﬁcmrf?@fﬁmiﬁt%éggﬁécﬁﬁtﬁ%imtg'@lt{ppa%thentication
described.previously in reference tq Figure 1B, the authentication
e B AR s LS Pepa ey b ot et gF e 204
useysserveissingthiateifesnen 1oAdiplayuitipte ihiterpetactess peints 1D6aich
106580 HIRCA TG ?}Hﬁh%tkﬁ%ﬂf?’meeﬁﬂg% !réﬁomé{d’u%‘ib’z?mai ps & pgpm

authentication requests from multiple third party client systems

éﬁﬁ TR Ritstinstalied s bothis PoBR CHosYHAd Lbber drefomryp that

managecthemerdicatioe proraskfoseaahibateset Becess PaIAbA Q6er 2erface
' 0 gure ethod 500.is illustrated of requesting :

o i B AR Bt i

PRtHGH SO Ry be frattideinsrdicanshapieatinntistsibuted computing

Systemliné:lméiﬂé]da!@(aumeﬁﬁi&@%&@@l/}%d@ei@iﬁgi%g’@(%%?ﬂ%&l@@&:@ﬂgce
Internet access point which may include a wired or wireless acces )
R ?%Fuag%‘f%%iﬁ 838 Lingld aRHioAFeEpngEauest s

point. The metho _
iéigfisdd oremadisplay ohgheatitied pany wiiéntyistermfer reosivinigdaaingaent
agtien, fmbuﬂ%yﬁ%uzhﬁm%ﬁsﬁgﬁwﬁsﬁdmsﬁf&%f@gﬁaig%fe&%%%ééh?he

manual submission of any identification information, such as username,

CAESNBRHO DI BTy BTt R MBI Wsailineferiteyialing toeriguterry
Theansy Sethe sinlhetaction m@ﬂaleﬁaﬁemye@ab&mnersmh@@ﬁt@gé&ﬁre an
[ - ispl he third party client system 112 The 30single
B It T e B pars
SV Udriviitties Battothentiesionravebidry setéuteidginitiafis dbton, such

auw&m&a@MVMQSeJ&ﬁ@?% Qgtfé_)?@iél_uﬂiﬁr %Sttgeép i%‘:ﬁg}"{ﬁe Qlkrﬁ'cﬁf:l%%ﬁtqy client
[ des, recejving 504 at the third party client system the single action
D R o e L e s GBTENRS A b edreted

comnrratientivet sl eotior 6% Whitbmankeydibandiandcthierikecess.

Referring once again to Figure 4, the method 400 further includes verifying 408
that the third party client system associated with the unique client identifier is authorized
fo access the Internet via the Internet access point. For example, as illustrated in Figures
1A and 3, the authentication module 302 of the authentication service 108 may verify the
credentials of the third party client system 112 associated with the received unique client
identifier by comparing the received unique client identifier with a list of authorized
unique client identifiers in the database 306.

If it is determined at 408 that the third party client system is authorized to access
the Internet via the Internet access point, the method 400 further includes providing 410
Internet access to the third party client system via the Internet access point. Thus, as

illustrated in the Figure 1A example, the authentication service 108 allows the third party
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35The method 500 also includes sending 506 an authorization request to
the authentication service, including a unique client identifier_for identifying
the user of the third party client system. Referring again to Figures IA and

3 vloeéenuesng third party client 112 may send the authoriggiqn jediesk,
to the authentication service 108 throygh WO

20071118239PCT/1JS2007/066257 - 15 - 5the Internet access po_int 106.
Ué?.on receiving the authentication request, the authentication service may

VEITTY the Bk bemBiRS Brhe G amg EIiiir s Aaamier o, acefsebmiplernghd 04
avithéntivation seesdpeimdpcompare the unigue client identifier received

from the-thi Va6H list of unique client identifiers .
stored gtﬁg %@)%égaﬁéﬁﬁﬁ&%n%%{%ﬁ gg?v%grl 8‘% et%lrrrgliﬁ%r%ytﬁlé?nt
tISESHRR of Papel ihe ey Ry e el Interngs eheetrojserherdtiomgtlectesbeoint. As
atitheitdalese e asthentisation: Wht@ié’;@%ﬁ%%m% %mﬁt%%t t&%‘?&;ﬂof 2
third.party client system 112 to notjfy the user of the system that [nterne

L i L e S

receiving's0B&oth4hirdap afiytietie tcdydtenvanitimrr atiorntchpatticipateeinice

A OBHNQAESTRANRNENE AUIRSIGREQ np%ﬁ{r\/i&?enp ROLerm! eFeMINg e ore

au ori(zifltion from the authentication service, third party client system may

prOCREY T8" JUERSL AHETHREHNEL 34 AR BI A HECRERNISRRESS for Preh internet
mettrecb600 miy festhibednoledeusiendingfacaaiins infairsationtie tifhentication
ticatl i I -time. initiation session, such as a .
e e AR b B Batns e
AL (iKY 20 MBSHIn S REretfcRsay RedHpridée siistialadrpdise. or The
@aﬁﬁﬁieﬁw@@s@wmwiw&d&wﬁ@ﬁ%ﬁ&%ﬂ RIeE ha&&i\ﬁﬂ@rﬁpl@%%ird party
ISCUS in great tail helow. ortable device is an example of a
Séggg%aﬁ%%%%sos?%r?g%gﬂérgi ‘f‘ﬁc?gg SIS A8 B RBSH & es Hohy 2d 4 0cc,
iARfuEeY cohtasie readiabliompeetiesfdpreadlyingme hanciesg point 106,

computesraxasHabie iﬂg&fﬂé%tj ARG S MRS BLP Egg“g}g%’%%%ﬂg’%a ion

computer- 25 readable media can be any available medi e
dedssesdls ‘geéréeﬁé(r‘éltb%FB@%%?%B@CP&F%W%%@%@%@?@WB& bpayrasticed,
dsxampleplandh nofilimitatio nosychiaosyputeHicadablamedidfRRRANENRS,
W'p%'\é}igﬂﬁgﬁgrh{l’agp élrzlaQMr%terchersso.ggi%?lv%lscﬁSrtnoragr?c’hg%g n\%yr%d or
disk storage or other magnetic storage devices, or any other medi

WPERSE Y58 USaRT- to Tasrrpeshast ot@0diwsirdds prosyidimec el anginels iartioe user
farenfafecompditplay of the third party client system for receiving a single action from
the user. The single action user interface does not request the manual submission of any
identification information, such as username, password, or billing information, from the
user. Referring again to Figures 1A and 2, the single action module 204 may cause the
single action user interface to be displayed at the third party client system 112. The
single action user interface may include a web page or other user interface for providing
a user with a button or icon that when selected, initiates the authentication process.
The method 500 illustrated in Figure 5 further includes receiving 504 at the third party
client system the single action from the user. The single action may include a mouse
click, a voice command, the selection of a key on a keyboard, and the like.

The method 500 also includes sending 506 an authorization request to the
authentication service, including a unique client identifier for identifying the user of the
third party client system. Referring again to Figures 1A and 3, the requesting third party

client 112 may send the authorization request to the authentication service 108 through
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30 executable instructions or data structures and which can be accessed
by a general purpose or special purpose computer. When information is
transferred or provided over a network or another communications

connertiamkigither hardwired, wireless, or a combination of harghwisgeh ands-
wireless) to a computer, the computef properly views the connection as a

computer-readable medium. Thus, any such connection is properly
35termed a computer-readable medium. Combinations of the above

SHEUIBSISY pEFRudel Wit the¥toisect dontpftitariksatsa e mEsgHsst, the
Cotnpuitetiexeculabieinsirifgibns aemptisd e rExapaple ciRstryctian s1andror
ich ner, pose computer, special purpose computer
b NS o SR R S
pfeeedyirnbidevits gt rissiera dértain fishefonigryriispt of forttiormored at a

Althpughate wbmhmﬁaﬁéﬁ%s Eﬁ@ﬁ@@@@@'@%ﬁ%@ﬂ%ﬁgﬁ %%Piﬂ%‘r% ctliem
structural features and/or met ologica) acts, it is to be understoo a
Uetlre) eatun e oingics

e SUbjeét MatteP dBfn&GIRTHE & FUAIRTs e FathsaRELiog Rpdule 204

limterdito amesspecific e shirdesaoy abtstdesenbEld abovefRathewsrtbthe system

sheoficicatidres andhacisAgagribed above are disclosed as example
10forms_of implementing the claims The present invention may be

emboditlf HeAEr SpBGH LR LGl tosEHEpar IO SISy sfient system
essentratiohasgeteidstics.id be ceberizedoambadinsenihaneitiddtservice. Upon

sansidsten Al issRaris AAR BRI AL Qb Bsigive . N6 200e.
of the invention is, therefore, in icated y the appénded Saims Tather thal
e Feragesivig iedatsseeiptiv e AN ehetrfgessupaieh come within the

meaninghandetangesof eqpivaleney ofdg.Clailmsaradobe enrasesh w the
Vggagr}l‘utggti{ogcggr%belw Jr?nljglpa_ %Ze:tiguléAgrlz\{ltgtion session, such as a username,
password, IP address, billing information, user preferences, and the like.

Embodiments herein may comprise a special purpose or general-purpose
computer including various computer hardware, as discussed in greater detail below. A
portable device is an example of a special purpose or a general-purpose computer.
Embodiments may also include computer-readable media for carrying or having
computer-executable instructions or data structures stored thereon. Such computer-
readable media can be any available media that can be accessed by a general purpose or
special purpose computer. By way of example, and not limitation, such computer-
readable media can comprise RAM, ROM, EEPROM, CD-ROM or other optical disk
storage, magnetic disk storage or other magnetic storage devices, or any other medium
which can be used to carry or store desired program code means in the form of computer-
executable instructions or data structures and which can be accessed by a general
purpose or special purpose computer. When information is transferred or provided over
a network or another communications connection (either hardwired, wireless, or a
combination of hardwired and wireless) to a computer, the computer properly views the
connection as a computer-readable medium. Thus, any such connection is properly
termed a computer-readable medium. Combinations of the above should also be
included within the scope of computer-readable media.

Computer-executable instructions comprise, for example, instructions and data

which cause a general purpose computer, special purpose computer, or special purpose
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is claimed is: 1. In a distributed computing system including one or

more Internet access points, an authentication service, and a third party
client system, a method of authenticating the third party client system prior
tavprendigingdnternet access via one of the Internet access peirgs;teotiRss257
third party client system, the method ggmprising: registering a user of
the third party client system with the authentication service during a one
time initiation session, the registering including receiving account

TSRO 15 P AT a i iR LB 91 B iy oveh the
50bjpég ureat e miasd bedifidedoritied tnirkhgartyeckpatiBy sterstptberanfguereliemtd/or
Iemiislaring A3 qriAted With e a6caURLINTRIMATAR raeakedHom e e

user, enerating a single action user interface on a display of the third
FAPRRUIE ATLS LN RO GRSl G Bith e BB RS FidMieAR A &Y faftinfrasiingd
atgingleRatiioniauibentication arene ssiswbaiehidhe single &ctioretSsexample
igg%gaogqrgqen%er}l%t 1 rggfélen% the manual submission of any identification
information from the user;  receiving at the authentication service an
authorizBtipissesy invsefionmgye trirebpdiy ioliethesymsteifis ftrenawtitoriz aiparting
regiest hging Witiatedtin raspRsadesa sngleRction PeingReHormedby,ap.
user. of the th%g arty client system without the manual submission of ar%rg]/
REh FRRSEISIPBY thie UBEFAHNE 3BAMPOFHHON feqlsRoRRAME
tineconiquie, cherfodentifientalr igehtifyppgrite thirtnpartyclitnt dysteemioregoing
veribyng hal ihendhire Rafbh iR SYsiehaseasiale d Wt e HiANG AieDtor
identifier is authorized to access the Internet via one of the Internet access
st I8 SfRIhRGthtarhigt bRt e&¥to the third party client system
associated with unique client identifier via one of the Internet access

points. 2. The method as recited in claim 1, wherein the single action

IS a mouse click.
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3,The method as recited in claim 1, further comprising billing the user of
30the third party client system a predefined amount for the Internet
access. MCSLIP -18-- 4, The method as recited in claim 1, further

comprising: receiving at the authentication service account information MCSLLP

from the user of the third party client system during a one time initiation

session; assigning the uniquezlient identifier to the third party

client system for 5identifying the third party client system; associating

the unique client identifier with the account information; and storing the

unique client identifier at the authentication service and at the third party

client system, 5. The method asegiteddn claim 4, wherein the

account information 1Qincludes billing information for the user of the third

party chehtidy&iaied 15 The method as recited in claim 1, wherein the
uniqueiclient igentfigringbidesapusesnamen inclidiiemethodas letitedt access
in claim 1, wherein the uni(%ue client 'den%?r inclu[des an Interpet Pgotoce%od of

BofesEBf HE TGP WidHitey&tém? 1 T TetROa as Taatad in
glainnicavherein thedntemnyetl Racegsipoiptis aoirelédminteterat beoass via one of

IR T T e e
authorization regiyestrat thes¢ntefitiet ddcepsrpoiritpaind/stem with the authentication
service during a one time initiation session, the registering including receiving
account information from the user and the authentication service assigning a
unique client identifier to the third party client system, the unique client
identifier being associated with the account information received from the user;
generating a single action user interface on a display of the third party
client system for requesting a single action from the user for initiating a single
action authentication process, wherein the single action user interface does not
request the manual submission of any identification information from the user;
receiving at the authentication service an authorization request from the
third party client system, the authorization request being initiated in response to
a single action being performed by a user of the third party client system without
the manual submission of any identification information by the user, the
authorization request including the unique client identifier for identifying the
third party client system;
verifying that the third party client system associated with the unique
client identifier is authorized to access the Internet via one of the Internet access
points; and
providing Internet access to the third party client system associated with
unique client identifier via one of the Internet access points.
2. The method as recited in claim 1, wherein the single action is a mouse
click.
3. The method as recited in claim 1, further comprising billing the user of

the third party client system a predefined amount for the Internet access.
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10. The method as recited in claim 1, further comprising generating a
single action user interface on the display of the third party client system
for requesting the single action from the user. 11. The method as
recited in claim 1, further comprising: 25receiving at the authentication
service authorization requests from mujgple third party client systems via
two or more independent internet access points; and managing a
verification process for each internet access point. MCSE.1.1) - 19 - 12.In
a distributed computing system including an Internet access point, an
authendicatiomsenyvie®oand & dhird ipariialigrusysterongmiaipod of
requesting authorization t accEss the Internet via the Internet access o
point, the meti68 B8 AHUIAGUREIIEHING S50ESS SFHREThiFd PRI/ didhym the user
systemywit theapihgniicaionsteselvics dwirgime he tirtiensiiaiion

session, the registering.including recejvin count infarmation from the

user and the §ﬁ?@ﬁ?i%%]ﬁ%ﬂf1§8ﬂ%cc§3%{s}8§?§§ 4 E%ithhtfeﬂtl: |§rﬁe}§§n ﬁléélr oy stem for
the thirdigartyislient systeparthelignigystalient identifier being associated

with the account information received from the user; providing a single ..

action user infSHARE88 HGi rﬁ)ll%lyl/eoc?]t%% ﬁ%rn(}-{ glglft\yli%%cﬁi%%%o%/%tg#ﬁ Ionratlon’ and
receiving a singlegctionuiametbbenséddatifiitiatetixnatiboticaionseyglwesind at the
for accggsén%gle nternet via the Internet access point, wherein the single
action UL PREYFSCE HSLE Rt request the manual submission or any

identifisation imfermatibodfresmrieétadsen; erivihg-vatethmthire pectyuotienformation
fx%%edrys t&?h%lg %?o%%té%%rgr&)rptﬁ%euge%eorf the third party client system.

6. The method as recited in claim 1, wherein the unique client identifier

MCSLLP

includes a username.

7. The method as recited in claim 1, wherein the unique client identifier
includes an Internet Protocol address of the third party client system.

8. The method as recited in claim 1, wherein the Internet access point is a
wireless Internet access point.

9. The method as recited in claim 1, wherein receiving an authorization
request more specifically comprises:

receiving the authorization request at the Internet access point; and
redirecting the authorization request to the authentication service.

10. The method as recited in claim 1, further comprising generating a single
action user interface on the display of the third party client system for requesting the
single action from the user.

11.  The method as recited in claim 1, further comprising:

receiving at the authentication service authorization requests from
multiple third party client systems via two or more independent internet access
points; and

managing a verification process for each internet access point.
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the authorization request including the unique client identifier for
identifying the user or the third party client system; and receiving at
the third party client system authorization to access the Internet via the
Internet access point. 2013.The method as recited in claim 12, the method
further comprising sending account infggmation to the authentication
service during a one-time initiation session. 14.The method as recited in
claim 13, wherein the account information includes billing information for
the user. 2515.The method as recited in claim 12, wherein the single

action iﬁzla mqghS@ (_i?!éﬁlib&tl@dg benpethedasdacietifiglaim Ihsmhergestheint, an
unique client identifier includes a username, MCSL - 20- | 7.The method .
A hepited PRCIEMI9, \W?'f%réinﬂfﬁéj unigde Cidht iyéﬁ?ﬂer%ngﬂfgéosg]aﬁp requesting

InteetBrotecat addrasgat ihe thirdpanyeleat systpoint 8i hecthethadhprising:
ﬁftérer? étte gclge(;r}g%mg%{%ﬁgv Q %rs%Irnot t el:nt elgge;;[a?'t%lcgﬁesn?glyns ellsnawviltlﬁetlﬁes %uthentication
service during a one time initiation session, the registering including receiving
account information from the user and the authentication service assigning a
unique client identifier to the third party client system, the unique client
identifier being associated with the account information received from the user;
providing a single action user interface on a display of the third party
client system for receiving a single action from the user to initiate an
authorization request for accessing the Internet via the Internet access point,
wherein the single action user interface does not request the manual submission
of any identification information from the user;
receiving at the third party client system the single action from the user;
communicating an authorization request to the authentication service, the
authorization request including the unique client identifier for identifying the
user of the third party client system; and
receiving at the third party client system authorization to access the

Internet via the Internet access point.

13. The method as recited in claim 12, the method further comprising
sending account information to the authentication service during a one-time initiation
session.

14. The method as recited in claim 13, wherein the account information
includes billing information for the user.

15.  The method as recited in claim 12, wherein the single action is a mouse
click.

16.  The method as recited in claim 12, wherein the unique client identifier

includes a username.

MCSLLF
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519.The method as recited in claim 12, further comprising receiving data
from the authentication service for generating the single action user
interface on the display of the third party client system for requesting the
single action from the user. 20.In a distributed computing system

including an Internet access point, an authentication service, and a third MCSLLP

party client system, a method of authericating the 10third party client

system prior to providing Internet access via the Internet access point to

the third party client system, the method comprising: receiving at the
authentication service account information from a user of the third party

client sygtem theingeehonedimeiipitiationisessipnvtassigning uniguiguieatiedtntifier

identifier to_the third party.client system for 15identi lying the third part

UiHE S AR ¢h rgﬁﬁ%ﬁ@ﬁﬁoié%i@éf&a%aﬁ s%ltl)gé%% i the unFi)qug

client idgntifieTdth Hieacsounitidfaimation,2, wisteringhhénimiguealisatpoint is a
identifier at the authentication service and at the third party client system;

YR SHY SR S8R user interface on a display of the third party 20

client system farereqgetestings arstitgle iactinimfrat thethsectonphisiating@iving data

ingle action authentication prqocess, wherein. the single action user
FRSirdes BBETNBE SRS the IRadua SUBSION oF ady Ianteatign iee °0 te

e r%’é ual su 1ISSION any |
infpnmasiondromdiperusetient syseeiving afubriag thensticdtion senficenghe user.

S on e S P ST S S A i,
bytaguﬁeﬁtmﬁ@ﬁﬁird, mﬁ).adl]fmt pysteniiwvithaysteing m@dﬂjc‘suﬁtztﬂﬁsmtic@ﬁng the
mﬁg)%%g{@%n?s Irsgggrrriné%%:g g?] %tfg\%&ﬁglr}@?n%y tar(]:(c)E:Iszsf’JI YONFRAHRShet access point
to the third party client system, the method comprising:
receiving at the authentication service account information from a user of
the third party client system during a one time initiation session;
assigning a unique client identifier to the third party client system for
identifying the third party client system by the authentication service, and
associating the unique client identifier with the account information;
storing the unique client identifier at the authentication service and at the
third party client system;
generating a single action user interface on a display of the third party
client system for requesting a single action from the user for initiating a single
action authentication process, wherein the single action user interface does not
request the manual submission of any identification information from the user;
receiving at the authentication service an authorization request from the
third party client system, the authorization request being initiated in response to
a single action being performed by a user of the third party client system without

the manual submission of any identification information by the user, the

authorization request including the unique client identifier;



MCSLLP - 21 - verifying that the third party client system associated
with the unique client identifier is authorized to access the Internet via the
Internet access point; and providing Internet access to the third party

client system via the Internet access point. MCSLLP

221 —

verifying that the third party client system associated with the unique

client identifier is authorized to access the Internet via the Internet access point;

and
providing Internet access to the third party client system via the Internet

access point.



