;e3e4(() T-.v363T4)HL 9 M 4R 2003 ' | bbl bb' |~MV-1 TITLE OF THE | NVENT] $WAR 2003
METHOD AND APPARATUS FOR PROTECTI NG DI Gl TAL DATA BY DOUBLE RE- ENCRYPTI ON

FI ELD OF The present invention relates to a system Q-

managi ng mmm""mmﬂmﬁaﬂ%ms and in particular, to a systemused for nanagi ng
copyrights™o tal contents, which claimthe copyrig

protecting thé"$€trecy of the digital contents so as to devmmmmﬂ'm@"wm
contents distribution and toT{EBE (e THEINYENTIONeNt S econom CS. RT
Hitherto wi dely spread anal og contents are deteriorated in quality each

ti me when they MEEHOAND APHARATUS FOR PROTECTENG THGIEAL BABAhence, no
serious problemin the copyright _occurs during these operations. However,
the digital contents are noBYgQQHBI&BEeENQR&LEQNy after repeatedly
stored, copied, edited and transferred, and the control of the copyright is
an inportant issue. Digital data such as digital video data, digital audio
data, et i } to users on pay basis by broadcasting, by a
DVD, etc%ﬁﬂ%ﬁ%&‘gﬁcwpﬁglqdata is encrypted and supplied to exclude the
viewing with INQ; r @éﬂ@ o8l tais
decrypted byogg? ﬁ?égﬂ%}@g%ﬁ%{/@i%fi@% %gﬁé‘%{}ﬁ% to (lth ealfjﬂggtréngéy aggrtai n
means, arifl gahtéculiad o h syseaveskd 0 armsging kepyrights of tief digial cdatenypt ed di gi tal
data is not deteriorated even when it is stored, copied or transferred, if
t he dat a whickctimdhe copyrghtsrandrfanpfatecting thy schrecyofthe digtalmpatgntyisewi ng
free of charge may qQccur. Re-use of the decrypted.digital data copntents is
agai nst tasdogleveloprdigital cpnteaty distdwitionaad fp soalize digifal coptents, Copemics.

rel ating systenms and equi pnents have been devel oped to prohibit re-using,
i.e., secondary utilization such as storage, copying or transferring the

digital mﬁgﬁfnt. -1 1 9 MAR 2003 However, the prohibition of the
secondary ‘uti1Tization cones |ess attractive for the users in using the

digi tal data gpREABLWdAYSpkdad shalR¥onRGRE B 8stetibited N qualiByedthntélge the
propagation of the use Of 'the digital data contents. In'thi's respect, it is
now pr opogkeh theypare\sesred; ¢dpil, tedited endi sandfgrred; anchenpe] ny setimisdecr ypt ed
digital data content so that the use of the digital data content is nore
attract i viroblem irhthewcopysghtywoesnrs diring diesaloperatigps.wilorevies, theshigalin a

medium and is given or lent to a user or which is transferred.tp the user,
T L TP BFRIRFY e PR I e BR ARl ST oAmgh GHITES BT or 1 g
it, it is_jhpossihl or_th right . t. him ( her ) self

t he copyrstlléfﬁe%%d’taﬁg tg? 6??%& @Bé,cogxﬁ%ﬁwgn é’%lg Iggnn lgﬁqltef he users.
Therefore, it is required to protect the copyright automatically and
forcibly by a certain nethod. Under such circunstances, the present

i nventor has Diffal dathisaol apdigias fideo datah digital audipdste, ek, srmbsbt i ng t he
digital content copyrights. In Japanese Patent Laid-COpen Publications
46419/ 19BhpplicaBt® 2698 0D; paylekisisy 0osdcastig, dyd D¥IH@. 1904uch ysms, Hiea, 115;

USP5, 901, 339,), the present inventor has proposed _a systemfor nagi ng
copyri ghtdatais ensrptad agd supplied to exslpde theviewdag vathout Bayipgades Ehe a public
t el ephone_|in and al so,, an ratus for.such. a pur e i n.Japanese

pat ont _Lamsriiie AAA srpdizd GR 38678 didonthe Bhi0sd R e B35 654 )
Al'so, in t e i I 65 ( 949A2;
UssN og/ 410R48 E_f HiEhR] é’%’4%§¢i’gg’%g?§égh ‘}Bg%@ﬁg Vil 65 7ee ,ﬂ?%ﬁg?,ﬂa
system f aif thORKEHPIEd HRIAARHE I ndtf detéisordied dvah wiksH €17 Stobéd cbpiea opr oposed.
In these systens "and apparatus) those who wish to view an encrypted program
request s traresférned,tibtime dmn fgstorad, copiod @ transfeareddsynthei usat,isenondanye usi ng - 2

1 9 MAR 2003 a communi cation device. Upon recei pt of the request of

vi ewi ng, viewingsfinegefreharge rayerccur. alerisesof4he dleenyptadedigival dlatheanienss and

collects a fee. Upon receipt of the permyt key, the requestor transmts the
pernit ke3gamst the beralifioh ghe)data contsptoprovides o%féﬁrtqsw@ e SYHIERS t he

perm { ke d SufSEeldl. Hs, GERSbAS SOHS RGeS ShSERFLBARGP 00" 2T

such as storage, copying or transferring the digital data content.




T

The system described in Japanese Patent Lai d-Qpen Publication 271867&&3@3 [ﬁ]
EPO677949A2; USSN 08/ 416,037 ), uses a program for nanagi ng the copyr 1003
and copyright information, in addition to a key for the use perm ssion, to
manage the copyright of the digital contents in displaying ( including
process to sound ) , storing, copying, editing and transferring the digital
contents, including real-tinme transm ssion of digital video contents, in a
dat abase systHBweV&e tid peohibitib® of Gepsecondiry neilizgnecumendless attrastive fanages

in a manner that the digital content is not used outside the perm ssion or
user's reahesasess indusing theedigitatatntoritents-aBddnisPudor recignizad 27at8B5/MHO5 (
EP0677949A2; USSN 08/ 416,037 ) describes that the digital,K content is

suppl i ed hinden theduopagatien o thehasecpfcthp sigith] datacontands.i IndBiSrigpRash 1bys t he

copyright man

agai R in Q%ggrgpgggﬁ%g;eg’gaf eﬁj tg?lgg?kgr?%ﬁ%@ggp%iglg%%gge%feﬂa‘hg%r ?23. 'S
2 o . . . .
encrypt et HORERL S8 Pk 288, b B RN Mot CRRBRTE Mok SRR P Ble. | ©

copyright, agenent program perforns decryption and encryption of the
copyrighted data, and that, when utilization other than storing and

di splaying the data is perforned, copyright information including
information of a person who has perforned the utilization is added to the
ori gi nal copyWhghtthe nligitatrdatapwhivhds stareé dn asnaditensandriy giveapariestetoRat ent
Lai d- Open Publication 287014/ 1996 ( USP5, 867, 579; EP0715241A2 ) has
proposed u&er H5yetieh isstransferyed £ pha wsery is-used f9mhsqcondanyitivgation glich ag 9 (vpR
2003 confi grarati on, of aaabo?rd, a PCMCI A calsﬁ, anp I C carg or an IC for the
copyr i ght StHER&SOREINE QL HEANStrpng it, Mty 1mpepible S0 thentOPYHRRE QRST Pat i on al so

descri bes i n Vi t | onf erence
system an%gog%tgﬁggééxgg‘%lﬁ%oﬁﬂ&r @%@%@r@t%@gg’ %%é?h\ébggpt escribes an
appar at usydeps, Aafr¥Rkd, Qs RyfREd YPpidethaY Bfndelf Qnfdmaticatly and Rfrciﬁg I C.
Japanese Patent Lai d- Open Publication 272745/"1996 ( USP5, 646, 999; EP0709760
) has prappsedrtainsyisthed i n which a copyright of original data of edited
data by using a plurality of data and the copyright of edited data are
protected by confirmng validity of the use request according to a digital
signature on gn edit pr.ogram by conbining.a secret-key cryptosystem and a
publ i c- key cr@ﬁﬁ%&?%qhe?i{cglﬂlﬁ&d}?@%égpﬂ%?ﬁnglfﬁﬁe&ﬁ%@ﬁ Y%%:?BP@HX%Q‘QM/ 1996
( USP5, 740 . EPO719045A2 has Pr.opos 1.0 orns for applying the
copyri ghtwﬁﬁﬁgﬁgwegﬁ%ﬁ#% eﬁglﬁﬁggﬁéjeg?{)@rﬂﬁgivi deo-on-demand ( VOD )
system or an | tﬁ’d’l%ﬁ ! HhCAtiolRNAAE9R 962 &/H.-2368302, PSS

Publ i cati on 3%%%?%@9%% U Pg@fgy%& Ilzoli%7461 6A2 1)< has proposed a
system iQ8/088,£15)cany 14000421994 (SRS, T8, 116 USPE(901/339/) ditleprasent piiviineet ed by
using a third crypt key and a copyright |abel in case of using and editing
a pl ural i has proposedaa systemtfor managing nolgyrightobly pbtaming e paani keydyom ght
managenent systens and the data copyright managenent apparatus proposed by
the preseck@y ¢onfEalcentes yiaje publickedeniione diney andl alem Agapparatysy fog shigh aopyri ght s

can be acconplished b r I, de tion/1e- ' imting the
Gaage. by BHEOS By PORee A SRR Gt on 2 g ot e 282k que and
limtati e can be realized by using a conmputer. -4 1 9 MAR
2003 In gﬂéggékgggﬂgagécret information is exchanged via a network, the
information is encrypted for preventing piracy. It is described in

USPs5, 504, 818 and USP5, 515, 441 that the information piracy during

transm ssi on Alsopirejspanest PateptnaigHpearPublisatinse2711B65/2993 VEPO6KOYSALN such
a case is described in USPs5, 504, 816, 5, 353,351, 5,475,757 and 5, 381, 480,
and per f oURSND&/416:08%)y pnd $85448/1986 d EPOZA4785A2505SA708/6361747)he sysiemect i on
of the copyright in the secondary_utilization of the digital data by the
copyr i ght I0h&ARYesRt Tpanagemenhrihs digital cantentsyhasybeed RIRBPSEEt i on/ r e- decr ypt i on
of the decrypted digital data and by nmanagi ng and perform ng the
re-encryption/re-decryption by using the copyright nanagenent program It

is needless t t S '

re-encrypti onfr? gﬁ%&é&% i Oaﬂﬁd?ﬁ;g?%?ﬁéﬁ?%ﬁ@%%%ﬁ%ﬂ@?@ Ey es%ﬂl\)/\t/gcrle is used
and wher ey hah FeRidtd i uﬁ.%i dBfafagdént BRAFA ViR chnfltiditindierasiiged data
C from nog-encry‘S@Ie% daltea g’y usalﬁ%% a key K isl expressed as: C=E K),
and to obtain decrypted data Mfromencrypted data C by using the key Kis

_92-



expressed as: M=D (C, K). When re-encryption,/re-decryption of the

decrypted data Mis repeated, re-encryption is expressed as: ng@R(ZW
D( CG-1, Ki-1), Ki ) where i is a positive integer, and re-decryptlon S
expressed as: ~ :MD (E (G -1, Ki-1), Ki). -5 1 9 M~~ 2003 Referring to

Fig. 1, description will be given on an arrangenent of a set-top box ( STB
) conventionally proposed and on a nethod for protecting the digital data

per f or meda tdininBicatién H@ﬂc@owomecéxPS of the tegledtof Midwigl Vit meiagement
peripheral circuits not directly refated to encryption/decryption, e.g., an

anpl i fi ercemtérttramshits &£ paymie key and cdhexgepaad ebbectainifte. I1n Fig. 1, ref erence
nuneral 1 represents the digital data supplied by broadcastlng nmeans such
as digital tebpesreqeipt aldhe pbrraﬁdr@asthen@qu@ﬁtgt trapsnohs theoperaeit KeY thg,

digital satellit broadca ting, etc. rreans such as .Internet, or
by a di gif€afV i Been-line o Off-line ’é‘eﬁﬁ/ﬁb) %’e@ﬁ e dermit ey §IeCEived, encr ypt ed

by using first hnea ey, KL to event te U cl=E (M K~
Y ana 19 Besh ke R AR RelS e inc o XS o STOb ARG By Gata 1 15
supplied to the set-top box 2, the encrypted digital data Cl is decrypted

at a decryption unit 3 by using the first changeabl e key Kl obtained froma

key center Vi@hé @?stéﬁﬁ@esfcﬁbé@uﬁ]iap@ﬁeéé' Paténtdl £id-©peAtPubdiiton’ 20865h 895 of t he
encrypted digital data Cl: MeD ( Cl, K1 ) and data Mthus decrypted is

out putt ed(EH)ﬁﬂ7G49s$ﬂ AYSIMIi08/44 60879 hesdsiakgrogtam forqaamginigethe dopgrigltcmyipt ed
data Mis stored in a nediumsuch as a digital video disk ( DVD ) RAMor a

hard di skeopyright infprmationsint additiometioras ke ipr $hel ais parmispienksr manageédthgecr ypt ed
ot e M SR s ohe oS AR DBl D ROk e (o
KO =E (D oﬁ)g;ljng, 5&1)cmg a% transferring the digital contents, including real-time

transmission of digital video contents, in a database system. The program for

copyright management watches and manages in a manner that the digital content is

not used outside the permission or user's requests.

0

Japanese Patent Laid-Open Publication 271865/1995 (EP0677949A2; USSN

08/416,037) describes that the digital content is supplied from a database in the

encrypted state and is decrypted by the copyright management program only when

it is displayed or edited, and is again in the encrypted state when it is stored,

copied or transferred. Further, it describes that the copyright management

program itself is encrypted and is decrypted by using a permit key, and the

decrypted copyright management program performs decryption and encryption of

the copyrighted data, and that, when utilization other than storing and displaying

the data is performed, copyright information including information of a person who

has performed the utilization is added to the original copyright information and

stored as a history.

Japanese Patent Laid-Open Publication 287014/1996 (USP5,867,579;
EP(715241A2) has proposed an apparatus for decryption/re-encryption having a

-3-



and re-encrypted data COis stored in or transferred to an external device
8. -6 "1 9 f~"aR 2003 In a case where the re-encrypted data CO is u%#dR 2003
again, the re-encrypted data CO read froma storage nedi um of the external
device 8 or transferred via the network is re-decrypted by using the
unchangeabl e key KO at a decryption unit 7 of the unchangeabl e key
encryption/decryption unit 5. ~ :MD (CO, KO =D (E (D (C1, K1), KO and

the decr yginfigufition d¥laitbafd)talRCMSIAt@rd, ha 18I @l dy atNCtfoA tiy cdpyeight ke. I n
this case, in order to ensure security, it nay be arranged in such a manner

t hat the mensgearenptind adaypt k&9 éscravnaysien: aFhisnapplicatidnsalss desedibehére t he
re-encrypted data COis read fromthe storage nmediumvia a route shown by a
br oken | i¢npyright menagegugnd ragthod AERlYNEd0 daxideq eonderenge setiemgaidretby usi ng t he

unchangeabl e ke%/ KO is re-store8 é g?g% ?05(:1706' an integrated circuit
for perf GHRFAEIE SORMSTSHETHRPr e USBERIBY 0B AR ICREEERS B aPPARUBHE sct -t op box
as arrang ahov it Is. .10 h C e-encryption/re-decryption
is autom‘fﬁ%mq}%ffgaéf}cr@fjloﬁﬁf*}gﬂﬁ@@g&&%ﬁ@%ﬁﬁ%si ng the unchangeabl e key
KO, and it is effective for forcible re-encryption/re-decryption of the
digital data) which nmust be protected. However, as the unchangeabl e key KO

is placed in fdpenétevPsent Bald OpearPublisatRss727ub/1096 { BP5i626,99pCchangeabl e key
KO may be known to others, it may becone inpossible to protect the digital

dat a t herBROTOS760 Bids\iEhoser aTdystdrMENTHiENa Fopwighteof tolnigirmbdata qf edibédm
present invention provides a nethod and an apEar.at us for double
r e- encr ypldta §y usmecmplirdliy ¢f datg aaddhe semaiehe ok editechdataare peatested by

e el Y TS SR 2 A B SR 0L
first andpxlcﬁ?anlx' B Q@Hﬁﬁﬂpé g s%gﬁét-'k%y tcpﬁﬂoéﬁ?e‘?n afid p'uzlic-key cryptosystem.,

Japanese Patent Laid-Open Publication 288940/1996 ( USP5,740,246;
EP0719045A2 )has proposed various forms for applying the copyright management
system to a database system, a video-on-demand (VOD) system or an electronic

commerce system.

Japanese Patent Laid-Open Publication 329011/1996 ( USP5,848,158;
EP0746126A2 )has proposed a system, in which copyrights of original data and new
data are protected by using a third crypt key and a copyright label in case of using
and editing a plurality of data.

As it can be understood from the data copyright management systems and
the data copyright management apparatus proposed by the present inventor as
described above, the management of data copyrights can be accomplished by
encryption/decryption/re-encryption and limiting the usage by the copyright
management program. The cryptography technique and limitation of the usage can

be realized by using a computer.
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1 9 M-aR 2003 where the unchangeabl e key is used first and the changeabl e
key is then used. The key used first when re-encrypting is used fin IQMNQNM
when decrypting, and accordingly, even if data, which is subsequently
re-encrypted, is cryptanal yzed, security is highly ensured. Therefore, in a
case where a changeabl e key is used first and next, an unchangeabl e key is
used for re-encryption, the possibility that the changeable key is known to
others is verl 4 exdcevBérevdeercttihformatitrmizoerbhhrgddeyia hasetverdn thewown to the
others. In the aspects of the enbodi nents, there are the cases executed by
a sof t wariafoamdtiby isemayphedrier preventiog piraay) by a conbi nation of the software
and the hardware. In_case of the hardware, a hardware usjn

] h th
unchangeabl e kd§ %meépédqﬁpﬁ,w&me@mdﬂ@@%%@ah§@dlﬂf‘%ﬁla§‘gﬁase
and the. KBYCHdBaME SRRSO T SHE OR STETpEPRor HeaE P B P RiBer o
kernel WALGR of ORe 1S AL HRANY1USPRBL0E 81815 S5EC 8478967 and 5,381,480, and

encryption/decryption 1S performe ter I'Ver, a déviée Hlriver) ,
I.e., a e?l‘orﬂﬁﬁé’?é—éﬁ@??ﬁérki@dés&fﬁbed #OSP5,ue@b14.i me OS using HAL in an 1/0
manager. There are two' tfilter drivers with a file systemdriver interposed
between them) and either one of the filter drivers may be used, or both may
be used. BRI EF DESCRI PTION OF THE DRAWNGS Fig. 1 shows a gener al
arrangenent ofha pretectéon phihel dopypghipindbe seeandagputslisationriof thepdighahdata

general arrangenent of a first enbodi nent of .the present invention applied
to a set-Ropenespynghtymanagement ProgfameraR) betealizgisbent of a second enbodi nent

of the present invention | i to a set-.t X: HQg. 4 shows.,a general
o r angendire VB4 EnaBE e BpRpheldieth B ipd bY mage @RS00

apparatu | _QIF@.i; 3 u -+l : genent of
a fourths%ér#gjgﬁnrég'%ege;p I %t?(?g}éa%&g{%gp g%yugslﬁ W\%C%yggﬁggﬁg?é’{%é}nguter; Fi g.
6 is a drgpeghanto give detailed explanation for the fourth enbodinent; and
Fig. ? shows a general arrangenent of a fifth enbodi nent applied to an
appar at us usi Kgs aepdlesotmsaycthapas the mEang foB carping aitgener al arrangenent of
a sixth enbodi nent set-top, box) which is a variation of the first

enbodi mente-eErgptioy/rendassypticgctheranresthe gaspsneherest seftwaedpisedabdi nent

set-top, variati,on of the sixth enbodinent; Fig. 10 shows a

ichis a
gener al a‘\f{\’ﬁ%"ﬁgaeh%rt‘i‘fvaﬁ‘? 18¥5¢di ght h embodi ment using a

Here, the operation to obtain encrypted data C from non-encrypted data M by
using a key K is expressed as:

C=E (M, K),
and to obtain decrypted data M from encrypted data C by using the key K is
expressed as:

M=D (C, K).

When re-encryption/re-decryption of the decrypted data M is repeated,
re-encryption is expressed as:

v i:Ci=E (D (Ci-1, Ki-1), Ki),
where i is a positive integer, and re-decryption is expressed as:

3:M=D (E (Ci-1, Ki-1), Ki).
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personal conputer; Fig. 11 illustrates a detail ed description on the ﬁi@,}gtﬂam
enbodi rent; Fig. 12 illustrates an enbodi nent of a copyri ght managemL g
apparatus; Fig. 13 illustrates another enbodi nent of the copyright
managenent apparatus; and Fig. 14 illustrates still another enbodi nent of
t he copyright managenent apparatus. DETAI LED DESCRI PTI ON OF THE PREFERRED
EVMBODI MENTS The fol |l ow ng descri bes enbodi nents of the present invention.
Referring to Referridg t6/ B i, Abscpiptioh willlbe givereon an asrangemamtgefraesdt-top a
set-top box ( STB ) of a first enbodinent of the present invention, and a
met hod f oboxp( TR tdonyentiomally grapmsediandion m métdog dor- propeching the digitabdatet - t op
box of this enbodinent, simlarly to the case of the conventional set-top
box exarrpmeefcmeﬂna\meﬁﬁt-mmbon descrl ption is not given on peripheral

ﬁh{f?;gscg%ribé%%tﬁé kBt el g}vsn f%@ﬁfﬁ 655 ikt ety fr%@te?%"f'fer
' 2903,
oS ae clbruptichydecbirtion, £ o i et LIRRG, BlmbdaSsibl ABsHpeba AR (1o

changeabl e key encryption/decryption unit 19 for perform ng
encryption/decryption by using a second changeabl e key K2 is inserted

bet ween an un@ihRipgaakéferdtey naneid rephéstaes et digitaludatd subplie@byper f or m ng
encryption/decryption by using the unchangeabl e key KO and a decryption
unit 13. broadidagtin® meaes sncnae digitakteatestrial vexve dgeatdcastitigy digithl GATY suppl i ed
by broadcasting neans, such as digital terrestrial wave broadcasti ng,

di gi tal darpedesstngcdisital @gtelleiﬁdwrmca%tge EfG.thy Betwesk means sucheascntemet,net wor k

h I t t it al d DVD CD,

Cto The. o BY A AEiLSETIE Bedlbre B2 DMTh GOV Fist TBRAAGCABPETRS K1 o
toi dt t-t b

12 When ThESg arisE clfifeatic T i f’%f*.e@t”l?a%ﬁr'ﬁ“ B he set “top box 12
the encryptedcdi@ (B Kigta Cl is decrypted at the decryption unit 13 by

using the first changeabl e key Kl obtained froma key center via the same
route as and isi suppliedtd € séi-fopeogr. from that of the encrypted digital data
Cl: MeD (Cl1, KI) and the decrypted data Mis outputted to a display unit 14
or the like. In a case where the decrypted data M for which the copyright

is clained, stored in an, external device 18, i n .a nediumof a
digital vi deoe\q}eé‘kt he epgrype ‘h&ﬂ%‘rdaéa (g suprljed @rthFﬁeﬁtQPd%Oé‘ Mh?e the data

ML B L,

of the Ch&ﬁﬂgé&ﬂlé KK SKIG&%MEEI iOm dRey BéeﬁﬂeQ Rid/thel sahi¥ rotée QUEV{aM K2) =E (D

(C1, K1) furt the re-encrypted data C2 is double re-encrypted by
using an differenngoatel f@omlﬁat of the encrypted digital data C1:
=D (C1, K1)

and data M thus decrypted is outputted to a display unit 4 or the like,

In a case where the decrypted data M is stored in a medium such as a digital
video disk (DVD) RAM or a hard disk, etc., or it is transferred outside via a
network, the decrypted data M is re-encrypted at an encryption unit 6 of an
unchangeable key encryption/decryption unit 5 by using an unchangeable key KO:

v0:C0=E (M, K0)

=E (D (C1, K1), K0)

and re-encrypted data CO is stored in or transferred to an external device 8.
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1 9 MAR 2003 key KO at an encryption unit 16 of the unchangeabl e ke;i \
encryption/decryption unit 15: b'2-0:C2-0=E (C2, KO =E (E (D (C1, 3 MAR 2003
K1), ~K2), KO, and the data is stored in the external device 18 or
transferred as double re-encrypted data C2-0. In a case where the double
re-encrypted data C2-0 is used again, the re-encrypted data C2-0 read from
the storage nedium of the external device 18 or transferred via a network

i s re-decryptpth aiseawHaethelre@hcHiptéd data @0 Ishesed nghiangealel enckgpted data
encryption/decryption unit 15 by using the unchangeabl e key KO: ~ 2 : C2=E

( C2-0, K YesOrém o Sofdge(iGbdiui of thK2xterkfd) deviaer betransfamed eviadther ypt ed dat a
C2 is decrypted by using the second changeabl e key K2 at a decryption unit
21 of t henatwarkyisats-decikynted by rugpg w/tuwbmgwbl@dwﬁ@ ay g decryptipepnt 7cf K2 )
=D (E (D (C1, KI), K2), and the Cﬁ%rg}/pled dastha Mis outputted to the

di spl ay Ufetunghangeablgdkey; eneryptip PEQBANIE & oy der to ensure the security,

it my be arrapnged{n a manner that, when the re-encrypted data C2-0
is read from %ﬂ'gﬁ&ljm(gg’gﬁmdi umvia a route shown by a broken line in the

figure, the re-encr agg3-oyn the storage nediumis del eted and the
data re-encrypted bﬁyRE‘;@\gqlhgqéhgggeabl e key K2 and the unchangeabl e key

KO is re-fidothedecAmptee dstaiMas oapuved tbeRadiplanmit £ oL 6l Hipd.i on using the
second changeabl e key K2 is perforned before the re-encryption using the

unchangeabl e kethis easenimbeler th ensuresengeab itemine e KPahged inesiich larmamero
others, as the data is al so encrypted by using the second changeabl e key
K2, it isthabihe ri-emargpied dats CQ in the styrageanedipurisarysadambenyhe t he encrypt ed
data by further finding out the second changeabl e, ke .. Alsp, the second
changeabl’@‘?‘(‘écfy%?didétafgp 3% r"ti‘éeféor’r"éﬁe rs@-r%%?c?‘g i, ga aa%b‘g?zﬁhcﬂ@ g)jéi n used for

re-decryption_ af C e KO, J sed. f
re-encrygélliogﬁniﬁﬁé% éﬁ‘gg ryp?nl%oqﬁséﬁl&%alr&ghﬁ (f/lJYB ttelﬁea%gglclﬁ{ P%géj?#eet he second
changeabl gnd@¥odiBld Rey KBNS Ye8RFHAED, and because it is used first) it
strongly governs the ‘encrypted data at the nost effective manner. In the

descri pti on ofn USP5808)766 catbindegretsd citchit fonpenf@imiag unit 20 and the
decryption unit 21 are contained in the changeabl e key

encrypt i org-eleyyticn/xerdeenyptiondisalederilbed. encryption unit 16 and the encryption
unit 17 are contained in the unchangeabl e key encryption/decryption unit

15, while it is needless to say that these units 16, 17, 20 and 21 may be

separately provj,ded. .The operation,as abgue can be sily inplenmented by
provi ding a cgrhblﬁ ¥-tap i’%ﬁﬁmgﬁ%\%oﬁ@ lﬁﬁﬁfya‘ﬁghaé‘%@’y%%%ﬂ?%us in the
set-top PRXeddyption/re-decryption is automatically carried out by the hardware by using
the unchangeable key KO, and it is effective for forcible re-encryption/re-decryption
of the digital data, which must be protected.
However, as the unchangeable key KO is placed in the device, and there is
possibility that the unchangeable key KO may be known to others, it may become

impossible to protect the digital data thereafter.

SUMMARY OF THE INVENTION

To solve the above problem, present invention provides a method and an
apparatus for double re-encrypting the data by using a changeable key in addition to
re-encrypting by using an unchangeable key.

In use of the unchangeable key and the changeable key, there are cases

where the changeable key is used first and the unchangeable key is then used, and



Now, referring to Fig. 3, description will be given on another arrar’ﬁgfrﬂﬁﬁtmm
of the set-top box, which is a second enbodi nent of the present invention,
and al so, on a nmethod for protecting the digital data carried out in this
set-top box. In this second enbodi nent set-top box, simlarly to the
conventional set-top box exanple shown in Fig. 1, description is not given
on peripheral circuits not directly related to encryption/decryption, e.g.,
an anpl i fwiegrewhe tunahahgeablerkeyds sised fit andphe changeabla ikey 1THeerguseder ence of

t he second enbodi nent set-top box fromthe first enbodi ment set-top box
shown in Fig. 2 is that the position is replaced with each other between

h h bl e k ion/d i i,t. 35 f -12 19 , R 2003
enorypt i anf dedh By SREASFIGV AL RRtAPRES: or dpalkondin FrePRRmBELbI o key
tion/d ti LRit 39, t.ion/ i I d
changeabi EeRagna. L St Naich R shE e b bh B R BRSPS o3e  or
encrypti ogycqag%r KA Rl ! ﬁﬂef@%ﬁl{@ﬂgfeﬁeewﬁ&% érfgrahéeafb@é' R@%?@Qsédo a

decryption uni pl ay and an exter changeabl e key
encrypt i ofysgafd ek, @A uhBhingdfblk Keyds abddidraalcdesypyioh] Qe pessibiity bigatsecond
changeabl e key K2 is connected to an external device 38. The second
changeabl thekangéabtaepss lsngwal feeothersois vielneg law evéniwhen thayuntfengeatde at ed i n
the set-top box. In Fig. 3, reference nuneral 31 represents digital data
suppl i ed kgy haoketnalsnawigtBengheiseh as digital terrestrial wave
broadcasting, digital CATV broadcasting, digital satellite broadcasting,
etc., by network neans such as Internet, or by a digital storage nedium

oy K o pr eybihe Tinell e thauitRlindrds JREEYRe e MscithBBu@a iy Cpongeadl €
set-top b@ﬁxg%e a}ﬁ‘ﬁgﬂ 4 RdRAR %g&‘?ﬁ’xt Lobhhal coisatioh df$hé YombaRhndankhe

set-top box encrypted digital data ClL is decrypted at the

decr ypt i ORardivate. 33n byseust the Habdwdre] & hardhang asink eh& aycidngedilekeed vi a t he
same route as or via a route different fromthat of the encrypted digital
data Cl: deselgpedfor figitpl video carebelasedipt ed data Mis outputted to a display
unit 34 or the like. In a case where the decrypted data M which states the
copyright, is stored in an external device 38, i.e.) in a nediumsuch as a

opyright, is st _ ) in:
the outsi de. vFhe sancevaimied Wi torBmtfyf Bhiiin Glfie @ skl iEC, By °

using th hesqe sl 3 i unit 36
of the rByarananteny Rel Bed enphypkipfdecoiption i bt SRR 00 | 2
(D (Cl, KigmeK@hichfthetuders canet Harlle pMeskettdhardhbly Serteviticd/deergitionyipt ed at
an encryption unit 40 of the changeabl e key encryption/decryption unit 39
by usi ng pérforsmcimich flbemdrasn) & dkdye Kever'i.eQ-alisk Oive/meEworlCiivae2and aE (E (D
(C1, K1), KO},, Kéé and _doubl e re-encrypted data COﬁ]éés stored _in_the

ext er nal kfakHEE 98 using HAksnan 169 manggér. c dderepes tava htergdansre Wik afile ypt ed

data CO-2 is used again, t re-encrypte ta CO-2.read fromthe storage
ot um-of SYTEN SEEF AarTipstd BelisTaRet i pRRt Sare, pitnh i epRty By Be
re-decryp, i ternal changeabl e key K2 at the re-decryption
unit 41 o@@hgyggﬁe@g%ﬁggﬁ%’geabl e key encryption/decryption unit 39: ~: o
. CO=E ( CO-2, K2 ) =D (E (E (D (C1, KI), KO, K2), further, the
re-decrypted data COis again re-decrypted by using the unchangeabl e key KO
at a decrBRIEBMDRESCRIPTION OFTEHENDRAWI®A@S e key encryption/ decryption unit
35: ~ :M:=D (Q0, KO

Fig. 1 shows a general arrangement of a conventionally proposed set-top box;

Fig. 2 shows a general arrangement of a first embodiment of the present
invention applied to a set-top box;

Fig. 3 shows a general arrangement of a second embodiment of the present
invention applied to a set-top box;

Fig. 4 shows a general arrangement of a third embodiment applied to an
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=D (E (D (C1, KI), KO and the decrypted data Mis outputted to the ﬁils%&
unit 34 or the like. In this case, in order to ensure the security, ilg %03
be arranged in such a nmanner that, when the re-encrypted data C2-0 is read
fromthe storage nediumvia a route shown by a broken Iine in the figure,
the double re-encrypted data CO-2 in the storage nediumis erased and the
data re-encrypted by using the unchangeabl e key KO and the external

changeabl appirayusk@sing arpersangl eemputey 1 9 MAF 2003 As described above,
because the re-encryption is perforned usi he segond. chan bl e key K2
before the reF’eﬂn5rSFB’!ViS@ng%m@rffaﬁge’ﬂ?ﬁﬁ%%‘sr?gg’g‘ﬂ&’eemé%ﬁ%,t%RPZ‘:‘?Q%QH t he
unchangeabl e key KO has beep known to others, as the data is also encrypted
by usi ng %Hﬁér%‘é%gﬂag@ﬁﬁﬁoéﬁgfgnﬂ DKo, it is very difficult to cryptanal yze

the encrypt edF%%qs lgydtr%\sg{@ﬁg%‘g% E&gﬂ%je%]aﬁa'ﬁ%n?&Cﬂﬁgoﬁﬁﬂr@ﬂ%ﬂlirﬁeﬂﬁeh&o. K2.

In this arrangénent, y ‘encryption/decryption unit 39 is
sinply added Fiy. thiowsahgeieedirfinkemertN6f ¥ fitth efibdaietitappliedity 4n 35 of the
conventional | y proposed set-top box shown in Fig. 1, and accordingly, the
set-top bapparatus bsing ageryordbsomgpaetdr. | n t he description of this enbodi nment,
the encryption unit 36 and the decryption unit 37 are contained in, the
unchangeabl e Kigy 8cthows i gencral cerapgement oira sixtibembedimeat saictiopiioxoWhichi ¢ 40

and the encryptioon unit .41 are contained in the changeabl e key
encrypti ofi/ W‘Bfli(’gﬁh%ﬁﬁt egpodifpeite it is needless to say that these units

36, 37, 40 ang. 4 he separ.at el royd d I QR Qye can be
easily inpl erfgﬁt éaﬁﬁés&%m%gq ifi agg%wﬁgh%{fea}, S‘%’rern g@g@%ﬁ%ﬁ%ﬁ%@a@g and a
syst em bug J WhrlbiBn S iRd gigt}p% 3dimentgi tal data contents are handl ed not
only in the set-top box but aPso I'n'a conputer such as a personal conputer.

Referring to Figg104hbWws au@netdl @rrarigertlestcsfi 4ot digiithvérhboddent wsing an

enbodi nents of the present invention applied to an apparatus using a

per sonal Rresagnal gompukeri ke the set-top box where all conponents are
constituted oﬁ, hardware and are operated on ardware, a personal

ly by the
conputer is ah%appdlugtiates Hetered §e§CI‘?t1°nPn§¥‘FfﬁShtg@§g>qgﬁﬁ?’§i ed by
controlling t h re incorporated Ln the.apparatus usin oftware. In
order to of 1 Bz Hies AESRREGRISTEof 8 oA MR olBeii B ) i s
used, which v I t @{{pm onventi onal
type operati g&zggtsﬂéﬁrﬁeﬁdé%dﬁl{dgh%rhéem%&e%gﬁg?p%grrcgalg cogrirlg%e gégga kernel for
provi di nappagites; 9@fdvi ces such as nenory nmanagenent, task nmanagenent,
interrupting and conmuni cati on between processes, and an operating system
servi ce provi Bigng4 clustratesestill amtherCembodimentef theanogyrightt inandgenehinges on
the conputer side situations, for exanple, the function inprovenent of a
ni cr opr oc®B¥BEUSNd price decreasing of a RAM used as a main nenory, and
also with the increase of perfornmance ability of conmputers requested by
users, the inprovenent of the functions of the operation systemto manage

the over quTAMBtEEngﬂiﬁdr@@ﬁ?ﬁ??ﬁﬁpﬁﬁ%@%ymtam%wg scale of the

operating system has becone conparatively ore. Since such an
enl arged oper@he fellowisd GE8ceibes RIdBdinides bf HR! gesertAAfsntion. t he hard di sk
where it is to be stored, the space to store application prograns or data
needed by theRefeening & FigaB| descoiption mdll bergivenorn &l arrangerhétt of egette@nd to

i nconveni ence _for the user to use the conputer. To cope W th such

si t uat i orf9x (STBhof adigsisemberdimant aktheypreesnt m\tenrclgnoamgn mighodyferd i n such a

h ' . sub f f or i | at i f th
ot hor opdi2ieCHpE B TR ip M fRidoR Ty o Cor e subsystem such as a
securlly SubsHHRRREG hAIBYEG LLBRHAG: Ehishy APl ERUrgYst em Part . which

depends on the user. operating systéeémis I basic parts

consi st aoRV&Ehtions J?Aéi] r : [ ayer. ) to
absorb differ egbgegé%t?bﬂz)?g\%ax?@,pﬁa sc Ogvmﬁgﬁ%ﬁdr%?lﬁ%t?l@gsn@ré?rﬁr%npt

funct i on,peaipherad cfrauii&gﬁdstal’ifec'tl?rtelaitémto @rtd?yptio%?dtc?pﬁwm &g, s athslfiefP!  (
application programmng interface ) is interposed -16 1 9 MAR 2003

bet ween tungt, aulomyessomEdatontpeessiar unik endieh intByfadehenit forathgeneside.as above,
expandability of the operating systemrequired for the change or addition
of functions is inproved, and portability of the operating system
corresponding to the intended purpose can be nade nuch easier. By the

di stributed arrangenent of elenments of the micro-kernel to a plurality of
network conputers, it is now possible o easily realize the distributed
operating system Conputers are used in conputer peripheral units) various
types of control units, conmunication devices, etc., in addition to
personal conputers typically represented by the desk-top type or notebook
type personal conmputers. In such cases, unlike the operating systemfor a

o o o o . e
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As a matter of course, the cost for devel opnent is increased when

devel opi ng an operating systemspecially for each of enbedded differeh§ MR 2003
devices. For this reason, it is recently proposed to use a general - purpose
operating systemin the personal conputer also for the enbedded type

real -time operating system By arranging a programspecific for enbedded
type in a subsystem conbined wwth a mcro-kernel, it is.noy practiced to

obt ai n enbeddEhk tiffeeencealf the peesept cabpdigesy foahthaeqiyEnQMREY PEPROSEE t he

operating systeminclude_task nmanagenment such as schedyling.or i. rrupt
processi rigt-tambox shawminEige Adf tthﬁaascmﬁg‘?ﬂbie ﬁ% CR Pg‘i"gﬁ CrY@boé’sm?lE&? he
operating system, single task type, , which onl processi ng
at the séﬁépﬁﬁﬂﬁlln&ﬁﬁgﬁﬁflppf-%?%éa?@% UpE ap%erc%sgg(r%ﬁ%@egﬁ Slq(ruéﬁalf zl?l y of task
processi ngs_at e - , 3 14 : 7 eis

di vi ded BRI %’é}f”&gﬁ%M@%&%%%@c'%&n‘%"éé&g’r%“@feg?ﬁé@g‘é‘ﬁf?ﬁé?ggt ﬂ%%sg t he
task to b&ﬁ%&%&é@@gi@ﬁ%mxﬁg tHeA@kehhYRAbRteyIRD @R @Ndeckption it 1RSk to be
processed. ng these, the single task type allocates one process to an
MPU so that the MPU is not free until the process is conpleted.

Non- preenptive nufti-task type allows the MPU to be allogcated a plurality
of processes byFig Bereférencé onmesal 1l rapresentsedigital slatiotupplied b ed unl ess t he

process in execution gives the control back to the operati tem
Pr eenpt i VrOpdMRStIng BISRNY Girh a%@xswldsﬁ@stméWaV%g&aéC?%ﬁlsx@s@?%’?ﬁL t a certain

e T, g LI i SECRL LTSRS Bt e
preenpti vg llgy? ital {62 gz#e%@g%‘éﬂggta DVD! RIS P UL Bhe H%}'tﬁladarté fd out

accordingt e proc I's a unrt having systemresources such as a
Nenory) aerddrfted 8 Gsingdfirdt RBamteaplR ey 51 R pAgRdt dkghimtitbusto a thread,
which is a unit to allocate CPUtinme with divided processes. In this case,
the system re€dalcEd, Ki1¢ shared by all threads in the sane process. This
nmeans that there are nore than one thread to share the systemresources in
one procedyl iIsEypplieddoia s&i-tgp hokdessed by the nmufti-tas type has priority
spectrum which is generally divided to 32 steps. The normal task
performng no interrupt is classified to dynam c cl asses, which are divided

e o e B T L VRS 4 B G

real -time cl asse steps pfocessing is
execut ed étiryited Qighal &ith IR RryptéPat( theQletR/ption hihitnd by aSiGRNHS fitstcal | ed as
a "tinme slice" as a unit. Odinary interrupt 'is executed at 10-m | lisecond
ti me sli czhangdsdle kdy H1Nbtain@A8m ndey centeh viai the sanleaatesas ar vianeroatd ce has
been recently proposed, in which interrupt enable tine called as a

"real -t i riiffefent from that obthe encoypied digital datat(ics real -tine slice is used, it

is possible tpo ¢ te interrupt with priority to the conventi onal
i nterrupt of %eﬁﬁﬁir géc),onds. In a third enbodi nent shown in Fig. 4,

anagemort ar SEEPIR A0 X B (0 BERD Ml PY o, el i e 0

in HAL. In Fig. 4, reference nuneral 51 represents an operating systemin a
conputer; 56 a display unit for displaying output fromthe conputer; 57 an
unchangeabl e Iney caseowlyqreithe/ddeypyad davn Mot whivhdthe &opyrdgtitds sladhiedygs medi um
such as a digital versatile disk ( DVD ) RAMor a hard disk, or a data

t ransf er %wéemaglﬁcxheragl devies Whrile., iThenediumaef ndigitylstiden disk (DD ) ses an
operati nmte service 52 and a systemservice APl 53, which are a user
regi on, o3 hardh digky of1p acaspwhsize thedatp ig frangierrgA to dhe optsifesria aThe
system s | | .53 isarrapged between,the operatin ste ervice 52
and the. sl & devieltd PR reame it b it Seopd B Reg e Y& ern
service Y8 i r Quost | ayer
of the oggzr g??%g sy ﬁtgr?nﬁig%@gntgxggrcb@?e?@eé%gie[ngﬁ&@@ﬂ/&?éw@%nggi‘femlé)én in the
hardware for %heCgalf (B &2)The operating system service 52 conprises an
application 59, a subsystem 60 and a security subsystem 61. The kernel 54
conprises a plurali+g (@ (QlcKa)kE2hel s 62 and 64 and a kernel 63.

M cro-kernel 62 has task managenent functions such as scheduling,

i nt er r uptfjirthes the aer@nenypted datd O2ds dotible 4eteasryipted bnnaigemarnchangegblen. The

m cro- kernel 64 having 1/0 managenent function conprises an |I/0 manager 65,
device drivers such as a disk driver 67 and a network driver 68, which -19
1 9 M-,2 2003 are nmanaged by the 1/0 ager, and a filter driver 66 which
is inserted when necessary between the 170 nanager 65 and the device
drivers such as the disk driver 67 and the network driver 68. The
changeabl e key encrypti on/decryption processing in the conputer is executed
by a software. In case of the third enbodi nent, the changeabl e key

o o Y S - o



and is supplied. The supplied encrypted digital data Cl1 is decrypt eg WRE]IU@
operating systemservice 52 by using the first changeable key Kl pr \9i (’P‘e
fromthe key center via the sane route as or via a route different from
that of the encrypted digital data Cl: MeD ( Cl1, Kl ) and the decrypted
data Mis outputted to the display unit 56 or the like. In a case where the
decrypted data M which clains its copyright, is stored in a nedium such as
a di gi t alkeyeK@ at hnh @néi‘fyﬁﬁox( ublYR6) of RAMuRE hahgBa1€l keliy Sehcry@tiowa@éﬁkﬂﬂién it
transferred to the oufside via a network, the decrypted data IS

mandat orillsy re-encrypted at HAL 55 by using a second changeabl e key K2:

42: C2=E (M K‘%) :EéD (EC1, KI), K2). Further, the re-encrypted data C2 is
doubl e re- encW2pfe02-8=E kE2uKBhangeabl e key -20 1 9 N~~R 2003

encryption/ decryption i 7 sin unchangeabl e key KO: b" 2-0 :
C2-0=E ( C2, KO) =E 6% @iaKk)ll)’ ﬁ%;rk(k)@) and the doubl e re-encrypted
data C2-Q_i,s,stored in an ternal .devi ce,or transferred. .,The changeabl e
oy K2 mepan® SRR sidherin e RkEEmm SRYEE I M BB E ol T ot ot op
box. Wen._t reygncrypted data C2-0 is utilized, the re-encrypted
dat a Cz-geréglggﬂg%{glrjn&taﬁgzg't orage nediumor transferred via the network is

re-decrypted using the unchangeabl e key KO at the unchangeabl e key
encryption/decryption unit 57:. ~ 2 : C =E ( C-0, KO) =D (E (E (D (C1,

Kl ), K2), KOIn fuasehelieretthe doabldaeranptyptiedldita G220 iissuskeicagait, €k usi ng t he
second changeabl e key K2 at the HAL 55 having the changeabl e key

encrypt i derenestypied defa G410 seadbfrom-the stemee meziurRf Yhe-gxtemal geyica 18Kr) , K2)
and the decrypted data Mthus obtained is outputted.to the display unit 56
or the Iit@S}[ V18 3 NetWREK @srerie%y&te fkd dF?FYBFlP%PP%tyﬁthtEGery ot her task.

In the thjr iJyent e real -t i S 1ol n . being
a cont ac{u nﬁg?%gg@mgt% t‘?{‘é_r‘?PEPMSE?EYP}tWHEW@p@F 8%%3@9&&%@‘%%@%%?35%@ y, the
re-encrypti onggf,chhas @%Q-‘Ot, qdo)data is performed in a reliable manner, and it
is inmpossible for the decrypted data Mas it is to be stored into the

external device or D (® (Er@ng0ar Kad, K&y sKo),re-encryption is perforned
usi ng the second changeabl e key K2 before the re-encryption using the

unchangedbitbek éhie K&-dedyptedr detaiC2,is eleenypted Hyhasing tivasepeat) Ichangegblk@eys known)
it is vehg%di fficult to _criipt anal éze the encrypted data by finding out the
second cH&hakadearyriign kot Zlsofithe chenggable key wsicevptiopsiesypbign upit 19:1 9 BAR

2003 the seco d&ﬁmg@g&é@ key K2. Because the second changeable key K2 is
used first and s ! % after the unchangeabl e key K4 has been used,

the key security cap seeyr gy ause the second changeable key K2 is
used first, it stroné?? ggge’rﬁg)’tﬁgﬁencrypt ed data. The above operations

can be eagdltieideptyptdRndLs MYs aitpafted bdtHe@splay unit 14 or the like.

In this case, in order to ensure the security, it may be arranged in such a
manner that, when the re-encrypted data C2-0 is read from the storage medium via
a route shown by a broken line in the figure, the re-encrypted data C2-0 in the
storage medium is deleted and the data re-encrypted by using the changeable key

K2 and the unchangeable key KO is re-stored.

As described above, because the re-encryption using the second changeable
key K2 is performed before the re-encryption using the unchangeable key, even
when the unchangeable key K0 has been known to others, as the data is also

encrypted by using the second changeable key K2, it is very difficult to

-11 -
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unchangeabl e key encryption/decryption unit 57 as a sub-conputer strgc‘gtw;?e
having'a CPU and a systemtbus. In a fourth enbodi nent shown in Fig. 5, 2003
changeabl e key encryption/decryption by a software in the conputer is
carried out at a filter driver 66 placed in the I/0 rmanagenent m cro-ker nel
64 in the kernel 54. Fig. 6 shows an arrangenent of the I/0 managenent

m cro-kernel 64 with the filter driver 66 placed init. Inthe I/0

nmanagene riypthidlgzekiengicripted dixa by fukt@er ﬁﬁ@il‘ﬁg foup tigec estohd chingeablkikeg system
driver 69) an internediate driver 70 and a device driver 71 are arranged
from uppdé2.hi erarchy to | ower hierarchy. Wen necessary, a filter driver
66A or a filter driver 66B is placed above the file systemdriver 69 or
between the intermediate driver 70 and the device driver 71. Because it can

be designed tp haye these filter driyers 66A and 66B perform |
re-encryptior&ﬁ%—%@cﬁe(}?)‘iqe‘éh?ng lﬁgﬁ& n@rﬁgsbﬂsqdﬁ@rR%‘WCWR%OI?:iaP@étrlsdrivers
66A or 66B . s designed to carry out the re-encr {on/re-decryption

pr ocessi r?&algn'ﬁeﬁﬁ%lgkeége té‘ﬁ’e?%‘?‘fﬁ#r’l‘“?ﬁ?@%ﬁﬁﬁ@&ﬁ%%ls. usFﬁgorr ﬁ?%i‘? driver is
arranged,..r o € j sy Sal Ve i i he user can

o ' angecceNakolfich ipARSLcth SV RLERARY VREoly GRaheelhg he user oan
2003 t he caam@ableats, K2 tis highfeasdigbd, YanAhaeiisedl i @sedsitst, ithgrsapdei fi cation
change to fit for the conputer using the operating system |In particular,

it is notgovemy thareactyptehdatgat theemoostOeffievniagaenartneer ei n. Ui li zi ng t he above,
t he nodul es having the function of re-encryption/re-decryption processing

and the key managenent are placed in the I/0 manager as the filter driver

66A or the filter driver 66B in the fourth enpodinent.. Simlarly to the
first embodi nBrifie Sasdption ¢ithe aE?"edF‘Bg? meghithe sopyPHey uBY 29-3ddhsst i ng

br oadcasesipifn Sk & et in B CBati PR RS Ryl Bipot it s suc
as | nternetanddhe %cﬂ’}pgiiohgklitsf@&gfﬁxe@ﬂ}wﬁ@gﬁgﬁ iei’:f} glﬁ:;[ &ﬁ@rin@d fDinetCc. is

encrypted using a fi angeabl e key egitimate use: Cl=E
(M KlI') amdhdrigealsie kepEncebtionftiecapeiby phétdl 5amechileupf) needleds @b bay tihata C 1 is
decrypted by the operating systemservice unit 52 using the first
changeablthedesynits1 16113y 20 @dd 21 amayt be sémayatebnprovidefla t he sane route as or via
aroute diffegent fromthat of the encrypted digjtal data Cl: MD ( Cl, Kl
) and the dechBfpPRAIalicR as RPave GBS casty mplemeates] RipPEAYIGinG & CSBIPHI t he

like. In_a _case re th crypted data M. .which stat its copyright, is
stored iﬁrxgnﬁérafwasvb%ag:ﬂgaﬂggisygqen\/@@flssgﬁhpese&taﬁ?x %%/D) RAM or a hard
disk, or in a case where it is transferred to the outside via a network,

the decrypted data Mis mandatorily re-encrypted at the filter driver 66A

or 66B usi ng N&g, Rféreingab F’i@.ag)gﬁa&h(}ﬁidﬁ%filli@é giter ofrAnbtheMartBgemént(d? (Cl,
Kl), K2). Further, the re-encrypted data C2 I's double re-encrypted at the
i nt er nal th@S3et-top box, which is a second embodiment of the present invention, and also,

on a method for protecting the digital data carried out in this set-top box.

In this second embodiment set-top box, similarly to the conventional set-top
box example shown in Fig. 1, description is not given on peripheral circuits not
directly related to encryption/decryption, e.g., an amplifier unit and a

compression/decompression unit.

The difference of the second embodiment set-top box from the first
embodiment set-top box shown in Fig. 2 is that the position is replaced with each

other between the unchangeable key encryption/decryption unit 35 for
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1 9 MAr 2003 unchangeabl e key encryption/decryption unit 57, usi ngKgrg MAR2003
unchangeabl e key KO: d 2-0 : C-0=E ( C2, KO) =E (E (D (C1, K1), )Y &PD;
and doubl e re-encrypted data C2-0 is stored into the external device or
transferred. The changeabl e key K2 may be provided fromthe outside or may
be generated in a set-top box. Wien the double re-encrypted data C2-0 is
utilized again, the re-encrypted data C2-0 read fromthe storage nmedi um or

transf er rgfyitRnldeerypeiohsing t?:eﬁﬁntﬂ@rfgre)iﬂ_{e%)r%@ Afd tRechingbalg gapl e key KO
at the internal unchangeabl e key encryption/decryption unit 57:"~ 2 : C =E
( @2-0, Kactyptlan(dectyptioR unid 39 #8r Jenciyptionde}ryption ubigg the kecdne- decr ypt ed dat a
C2 is decrypted at the filter driver 66A or 66B, using the second
changeablchakgsabk2key-K2. M=D ( C2, K2 ) =D (E (D (Cl1, K1), K2) and the
decrypted data Mthus obtained is outputted to the display unit 56 or the

li ke. The fi|This unchangeablgkeyecnspatiop/dsrapsigniustc3 96 ker nel of the
ti t ' part.of the ]/0 L doi,ng, the f ti f
TR ! PPt o b PR e SR b °
SI | . - 6 . 1S
per f o)r/rreg'ﬁﬁts?ér)légé Eghég :iahé'o%g a@ﬁ%ﬁg%%’%ﬂ% %%bg%lés\g}g?ré&?ﬁ@&yé&e @?@%ﬁ%n usi ng
the unc h@]%fé@@h@rybﬁkﬁn/ﬁ@@ryﬁ?&@ﬁ‘ ubihgithe seevmdahagghbr K&YKEGS confceudtot O

others, it is very difficult to cryptanalyze the encrypted data by finding
out the sacextdrmhdedeaBBe Rigy sdconth ehangeableeydki2 mayhedupplied diopptied by the
second changeabl e key KO. -24 1 9 NSF 2C03 Further, because the second

changeabl autidg okMaysbaigentratiedgn thexpet-tiop biokien, used after the unchangeabl e
key KO is used, the key security can be highly ensured. Al so, because the
second changeabl e key K2 is used first, it strongly governs the encrypted

data. The ab oper at.ions can be.easily inpl.epented by..arranging the
unchangeabl eoﬁ‘g@lgeﬁ’c{' WPB%PH@SF@&&ISW%}WES %glﬁga? %ﬁ?ﬁll%‘i)h%uter structure
havi ng a Eﬁ@lhp : L i : §h i {7g. 7, the
changeablbec‘:8 ec?/&gnrgr y%]t?él on déeécszcrh% itg#g%hyﬁgpgg%%nlggb%?l (gf/‘fg sof tware
ina COW}hirbﬁ‘dqaﬁt'h@gﬁ @@%ﬁfa‘l esteMié badadtdbting] &t¢., By newofk/meRek sl Aeknv&nke, dri ver
68 contained in the 1/0 managenent m cro-kernel 64 in the operating system
51. As aloregdy digital stiorege madiannsuekiasra VDY) aFCD, eté, The ditalis enystpeed dri ver
69) the internediate driver 70, and the device driver 71 are arranged from
upper hi eivavsing atfissy Jinageahile key Edytoinreyerd illegitimateyesaent ni cr o- kernel . The
changeabl e ke&lgﬁgw{p#ﬁn/ decryption processing and the key nanagenent can
be carried out*a t M the device driver 71 positioned at the | owernost

| ayer. Sijn4:ar, e fii.r odi nent shown in Fig. 2, the digital data
supplied %};9 1grsgé%1£e;ﬂst[5!hn%éthté)§tr?g§§gbh as digital terrestrial wave
broadcasting, digital CATV broadcasting, digital satellite broadcasting)
etc., by network nmeans such as Internet, or by digital storage nedi um such
as a DVD, a (Whentthe enerypteay digitaldiatssChds bisplieti rts the bergpdioke3 elye K1 to

prevent illegitimate use: Cl=E (M K1) and it is supplied. The encrypted
and supplensaypiedidigiial date £105 desrypbest gtpthedlegryption 3by ngingythe émstser vi ce

unit 52 usin e, first changeabl e key K1 provided fromthe key center via
the same %ag@%g%kwki qbéap waftiﬂ%tsw IPHSA% Pratia afrOtltﬁfed@ﬁm&O@a tht gi t al

data C 1: .- 1 A 2003 WD ( C1, Kl ) and the decrypted data Mis
out putteffttﬁéteﬁgwgﬁeégélgﬂ}altfﬁ%c 6 or the like. In a case where the decrypted

data M whic _19%@/%' copyright, is stored in a nmedium such as a digital
versatile disk ( ’?{t Mor a hard disk) or in a case where it is

transferrga the debfypeatt gitd M VS supuited ¥o & ldispldicusiess wpitréiata Mis

mandatorily re-encrypted at the device driver 71, i.e., the disk driver 67
and the network driver 68, using the second changeabl e key K2: b'2:C=E (M
"2) In a case where the decrypted data M, which states the copyright, is stored

in an external device 38, i.e., in a medium such as a digital video disk (DVD)

RAM or a hard disk, etc., or is transferred to the outside via a network, the

re-encrypted data C2 is re-encrypted by using the unchangeable key KO at the
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=E (D (C1, K1), K2). Further, the re-encrypted data C2 is double
re-encrypted at the unchangeabl e key encryption/decryption unit 5? us$ N§R 2003
t he unchangeabl e key KO placed in the unchangeabl e key
encryption/decryption unit 57: "d 2-0 : C-0=E ( C, KO) =E (E (D (C1,
K1), K2), KO, and double re-encrypted data C2-0 is stored in the external
device or transferred. The changeabl e key K2 may be provided fromthe

out si de mnchgyioheaunite36 ofthedurichargeable- kayperzopptionfdeorytptiendmith3%® r e- encr ypt ed
data C2-0 is utilized again, the re-encrypted data C2-0 read fromthe

st orage medi umMoeE0=EOM, &G)ed via a network is re-decrypted using the
unchangeabl e key KO at, the internal unchangeabl e key encryption/ decryption
unit 57: 2:C2=E (CZ?B,(IRRj?lcEl HPE (D (C1, K1), K2), KO. Further, the

ariver & uahen Ehe rorRiA i Sole {Padried Senh ehEhminuny o B8 °\25
Chiss oot &TRREPI Ko T Ry byt it 39 o ASjredle sBeChd ARnfERIQ RLPY 2ot M

device drgyer, it is generally practiced to make the specification change
to fit for the conputer using the operating systemor when the

cor r espondi ngvdegt Ce-2bds (G6cK2imdi fied. As the function of the
re-encryption/re-decryption processing and the key nanagenent is

i ncorporated into suckE KE d2CdeKap;X@), K2}, allows to easily incorporate
the function into the kernel of the operating system ,Also, since

r e- encr yRIAgiouple recencsypied data G2t stased oh thecowipigahaedck 8§ okirapsiesied. t he
re-encryption using the unchangeabl e key KO, even if the unchangeabl e key
KO is known to others, it is very difficult to cryptanalyze the encrypted

data by fi ”diﬂxga Q%ee ‘g}ggrgﬁgg?ﬁgblg%gﬁqg%gd @X %%lr&:ﬁeéds aH‘?h@'at ais also

encrypted using t angeab I'S péssibility if the
second changRaplted dem 02 rexd H@nm@vmortage PHRirA of e bftelial ideviceBeared! y
used. In such a case, it is preferably designed in such a manner that the
second champéabddviaayndtRoris edretdecrgpted pptusmg the exbamaloctrdgeabtt kéy K& agai n
gener ated when necessary for decryption, as described in_ Japanese Patent

Lai d- Operatpthere-clactiyption 8su4d/ aigbe externglohgagable kﬁmwmtwﬁ;emmtmm fitis
necessary t.o_have the key for decryption, it should be obtained fromthe
key centépnﬁagin. For the security purpose) Ki, K2 and KO may be based on

different crypt, .ahgok N se operations can be easily inplenented by
arrangi ng the%lJr?éhgng@eg(gglez’ E@? encryption/decryption unit 57 as a

sub- conmputer structuwp (RYEND 2CEPKI1AKOR BY)st em bus. - 27
further, the re-decrypted data CO is again re-decrypted by using the unchangeable

key KO at a decryption unit 37 of the unchangeable key encryption/decryption unit
35:
3:M=D (C0, K0)
=D (E (D (C1, K1), K0)
and the decrypted data M is outputted to the display unit 34 or the like.

In this case, in order to ensure the security, it may be arranged in such a
manner that, when the re-encrypted data C2-0 is read from the storage medium via
a route shown by a broken line in the figure, the double re-encrypted data C0-2 in
the storage medium is erased and the data re-encrypted by using the unchangeable

key KO and the external changeable key K2 is re-stored.
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19 ~"~f; 2003 In the enbodi ments described above, the second changea@wmpzma
key K2 and the unchangeabl e key KO are used in addition to the first '
changeabl e key K1. In the enbodi nents descri bed below, a third changeabl e
key K3 is used additionally so that nore reliable copyright managenent of
digital contents is provided. Referring to Fig. 8, description will be

given on an arrangenent of a set-top box in a sixth enbodi nent of the
present invention, which is a variation of the first enbodi ment, and al so

on a nethod for protecting digital data carrjed out in the set- top box. In
the set-top bas %ﬁcmbﬁdsab@mdmcmthes'ﬁrﬁucamtgsantlé perfarmed ysing the seqeadt

Sel at o ?&a@sew« tée'as?vpmp”' ot ngrs@ i‘onﬁ%r%&eh%‘c@%ﬁéfﬁlﬂé KeyoRl, & ";re"“yh

o df ggf'e%@ e P HRiRREE AT KA ko, TR AR BBt A et Smﬁ%wggén a
81

case eralév‘ﬁa ﬁ%& ﬂledakand\/bdhargé%ag?@%'@afst‘%&f ﬁgéwm such as a

hard di sk orporate cat set-top box, and
anot her C@:g_@ta‘f{ﬂl%@ tﬁ@ena@pﬁenmawibyimawfmanfgt aiteeisacend amag@dweak%edl um
e.g., a in an external 82 or is transferred to the outside via a
net wor k. KBeK2.nt er nal unchangeabl e key encryption/decryption unit 15 and
further a changeabl e key encryption unit 80 are provided. In a case where
t he decrypted copyrighted data is stored for exanple in a hard disk as a

t d 1, which t d ted t. h t-t
box. Ut 15 dolbiis AlRRERRcR b Qubleie ey PachpioR fsiRbShEE RS ko, on
th th t d i.e.,
V- Rt SPEE 2qde B, B8 MnghiEett ke&?&?@@’h@ﬁ/&emu TR & Bl hubie
re-encrypg nﬂ@ﬁall?yprbﬁﬁ‘seﬂr&e? EMO)&JWHI%@ g, é‘iﬁb’ac'é&cfﬁ#ﬁl JOtheaset-tip d

changeabl e key K3. Zoo3 In FIg. 8, ref erence nunmeral 11

repr esent solcgn b@baggtmlgﬂ@uch |s supplied by broadcasti ng nmeans such as
digital terrestrial wave broadcasting, digital CATV broadcasting) digital
satellite broadcasting, etc., by network neans such as Internet, or by a

digital storage medi um such a a bvD, a CD, etc. The dl:?ltaJ data i's
encrypted usi i@thﬁﬁ fl“fﬁc’élpt@hQﬁgéﬁﬁwoﬁwnklth?&“ﬁmléﬁtumq @8nd thfat e use: Cl=E

When ¢ he. Bec iy Bz arg ofanees vhe dndBnttBlE k&7 ehdvBudThet g, % e
encrypt ed,, ﬂftggfaghggéteai%gbﬁ uflg r()yaﬂfd%eae{? @rpgi%ﬁr&ﬁﬂtzi &e%nttalﬁgd Fﬁ%h@an % the

first change tai ne froma center

decr ypt edchiigaatit key @utiyptibedeérgpton ufip |38y whilk it 11;41&616(5@@0 ka;kfhat tiesa case
where the decrypted copyrighted data Mis stored in a storage nedi um 81

such as auhis 86,8% K0 anidi4ihmay be separpietyapredidedt o or is dedicated to the
set-top box 12, or in a renovabl e nedium such as a DVD-RAM or where it is
transferred outside via a network, the decrypted data Mis re-encrypted at

ti t 20. of h bl t /d ti it 19
si ng. = econd HEHARSGRIAB: 5 HBy: RS barly FPIGBELRALY B b RE Eent o or

d,j D Cl K1 K2
?ﬁngr gageaﬁ%é%??lﬁgﬁr@%%ngr?yp%%aa %’Stgmggg |l}slz_té%rtl%p ?br?xa% arél di sk z)f th)e

storage nedium 81 incorporated into or dedicated to the set-top box 12, the
re-encrypted data C2 is double re-encrypted at an encryption unit 16 of an
i nternal unch®igieslblata ¢eyertsare hinddked necontpin e setitbp box bt ayodma
unchangeabl e crypt key -29 1 9 h~P~R 2003 KO placed in the internal
unchangeabd)mplkteysedcag/ptpiemmaﬂmnmltemn unit 15: b' 2-0: C2-0=E ( C2, KO)
=E (E (D (C1, K1), and the double re-encrypted data C2-0 is stored
in the storag@%@ﬂ&ﬁ?éﬂg thraegh Fige 7, Wﬁéﬁpﬂ%“ﬂ%@ﬁl%verneo%ﬁmb?@ff@ﬂ Yat a
C2-0 stored,in the storage ne 8l is tlllzed he re-encrypted data
G0 1 eadd MEPERGLIPBRIGD SEard IR 21 prifus b EP ST RBUREangeab! ¢

crypt key KO placed in a decryption unit 17 of the internal

Unlike the set-top box where all components are constituted of hardware and

are operated only by the hardware, a personal computer is an apparatus, which is
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unchangeabl e key encryption/decryption unit 15: ~ 2: C2 = D ( C2-0, KO MARDIN)
(E (E(D(C, K1), K2), KO =E (E (D (C1, K1), K2), further, the
re-decrypted data C2 is decrypted using the changeable key K2 at a
decryption unit 21 of the changeabl e key encryption/decryption unit 19: ~ :
MD ( C2, K2 ) =D (E (D (C1, KI), K2) and the decrypted data Mis outputted
to the display unit 14 or the like. In this case, in order to ensure

secur i t y)opeaad biyeontrolingrthp thaddwhae anaozp@rates! indhe apparatushising softagee.medi um

81 via a path shown by a broken line in the figure, it may be designed in a
manner that the re-encrypted data C2-0 in the storage nedium 81 is erased

t that tine, t hat .1 he dat - ted using the ch | e key K2
and the i nt o aPehEnSMERD PRES S FOTBUER AR ARFTE MRRGIRD fnord t he

re-encr yp&%(abglﬁsc?l & Va:ggsgﬁgbggmh%pg.{ala%{h)g?@(% %mgl]ltreFrmvabl e medium or it is

transferre net wor K érnal's 82, the re-encrypted

data C2 is dopRlofveRichAF Rt Gfratig G stert REEAiEHRNERSHE chifiyutéd, Whi ch is

obtained fromthe key ceriter 'or genérated in the set-top box 12, at a -30

1 9 M-~ 26figpridesndeheélefok pyovidiag bhpsic @ervidestsudh as inéinéry i2nagemeft, €2sk K3 ) =E
(E (M K2), K3). Wien the double re-encrypted data C2-3 sent to the

ext er nal smapagesmeant,i interruptingrandchonnenicationrimtypee pragessescandan gpefedng pt ed
using the third changeabl.e key K3 stored at a decryption unit 84 of a
changeabl &/sk&) SeRd¢e PrOvEhng ethiey SENeFeSunit 83: ~ 2: C2=D ( C2-3, K3 ) =D (E
(M K2), K3), K3) =E (M K2 ), further, the re-encrypted data C2 thus
obtained is decrypted using the second changeabl e key K2 at a decryption

r(gi ; 85 of the,GRaRNURANAKGHNERE HMdRYnARE BRIputt 48 Litdions, for MFD (1 C2)

example, the function improvement of a microprocessor and price decreasing of a
RAM used as a main memory, and also with the increase of performance ability of
computers requested by users, the improvement of the functions of the operation
system to manage the overall computer operation has been required. Then, the

scale of the operating system has become comparatively larger than before.

Since such an enlarged operating system occupies itself larger space in the
hard disk where it is to be stored, the space to store application programs or data
needed by the user is liable to be rather limited, and that may lead to

inconvenience for the user to use the computer.

To cope with such situations, in the newest operating system, it is often
designed in such a manner that an environmental subsystem for performing
emulation of the other operating system and graphics, and a core subsystem such
as a security subsystem are removed from the kernel as the subsystem part, which
depends on the user. And operating system is constituted as basic parts consist a
micro-kernel such as a HAL (hardware abstraction layer) to absorb differences of
hardware, a scheduling function, an interrupt function, an I/O management function,

etc., and a system service API (application programming interface) is interposed
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Y - —=

=D (E (M K2), K2) and the decrypted data Mthus obtained is output He:-gMM)ma
display unit 86 or the |like. These operations can be easily achieve y
provi di ng a sub-conputer arrangenent having a CPU and a systembus in the
set-top box 12. Referring to Fig. 9, description will be given on an
arrangenment of a set-top box of a seventh enbodinent, which is a variation
of the sixth enbodi nent, and also on a nethod for protecting digital data
carried oegtwean the sahaystesp apdihe microtkeraddt -t op box of this enbodi nent
again, simlarly to the sixth enbodi nent set-top box, .no description is

gi ven on peri Euéham@ﬂg%laﬁ@tsa%ﬁwvea xap ngll}tyq;ttgqjop@'atmg system required
encryptiopn/ description,,.e: d. n.anpl.ifier unit .and a.. .

conp? bss i BF dpaeiiRer L Adadioh of e i @Rl apg PRIy obthe STHE has

di fferenc F [ i -t ed positions
are excha g%%ﬂg’é’%l%g%"ﬁﬂ El}%{bﬁtn}%hlg{n%ggg?gﬂiogg%n k@gﬁﬁeﬁug{gﬁ%ﬁiﬁy

encryption/ deBFchﬁé ideribiitetl abRang@meREsS QEMERNS FTNRE YOk EICtoyPplLuANtHST Ng

t he unchangeabl e key KO and t he changeabl e key encryption/decryption unit
19 for peoff matworigcamputepd, iibrs/ e pyssibleho assilygrenlize theadistdibatedupesdiing key K2)
and that there is further provided a changeable key encryption unit 87 for
per f or m n¥ys&Br ypt i on/ decryption using the second changeabl e key K2 for the

case where the data is stored in a DVD-RAM of a renovabl e nediumor is
transferred outside via a network at the externals 82. The digital data 11)

br oadcast i ng. CATGRIF SeagvrbPoseitler ey Bl i@ obd §8abels: gy
etc. . by agidebhnERGH0Nelicas dio! 8 Mfitofo hitsBndleBibflerstiiagg edi um

such as a DVD, a I's 'encfypted using a firs key K1 in

order to jupeasited by &8 ddsketop tyseor hdtebodkMypkpersomalcanputrs eth dihéhi t al dat a
Cl is supplied to t}}he set-tog g%i 12. Wen ytph(]ap encrypted digital data Cl is
suppl i ed tases,hmliketth¢ opetating 5Zstethfor angemyg - @drptisgipeasdondbtaniitdr, iis decr ypt ed
at the decryptiion unit, 13 using the first changeable key Kl obtained from

the key cWHicBimpgeange ispution manmchig IeERoh Acgabiimg perating ystea ifed i s

outputted o, the displ.ay unit 14 or the like. In a case where the

COpyr i ght%({?pgrd(jj I%g@%@r{ﬁf%lﬁ@l?%eds‘?lb?%ﬁy FXEFHLI0D, B?QB%raﬁEﬁis B4 such as
a hard di b | [ S box 12, the
decrypted 5% lgﬁﬂ%é@%@h@%g?gk @g%?gﬁéﬁ@F 5‘%%‘ é@gagfge%usi ng the
unchangeabl e crypt key KO at the internal unchangeabl e key
encryption/decryption unit 15: b' 0: CO=E (M KO ) - 32 ~ s nht~ z~03 =E
(D (C1, K1), KEp mditter ofecomnss, ¥ ecstdat devEldpnsert ds iceeased evienydeveldpailg t he

encryption unit 20 of . . . )
an operating system specially for each of embedded different devices. For this

reason, it is recently proposed to use a general-purpose operating system in the
personal computer also for the embedded type real-time operating system. By

arranging a program specific for embedded type in a subsystem combined with a
micro-kernel, it is now practiced to obtain embedded type real-time operating

system.

Major functions of the operating system include task management such as
scheduling or interrupt processing.

The task management has mainly two different types in the operating
system: single task type, which only performs one task processing at the same

time, and multi-task type for performing a plurality of task processings at the same
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t he changeabl e key encrypti on/decryption unit 19 using the second 19 MAR 2003
changeabl e key K2 obtained fromthe key center or generated in the set-top
box 12: d 0-2: CO2=E ( C0, K2 ) =E (E (M KO, K2) and the double
re-encrypted data CO-2 is stored in the storage nmedium 81 or the |ike. Wen
the doubl e re-encrypted data CO-2 stored in the storage nedium81 is
utilized, the double re-encrypted data CO-2 read fromthe storage nedium 81
i s re-dectimpt edlka mulfe-tarkciyppis eividedito multighsk fwecnbergeipngeovey okther ypt i on/
decryption unit 19 using the second changeapl e key K2: ~ 0:; CO=D ( CO2) K2
) =D ( E t@sb@lyp@smmazt%y,taslm Bfeoprocespedy @%@@}tyk%kdyaeapat dependent

re- decrypt ed i s{ ng _t he unchangeabl e key KO at the decryption unit 17?
of the un‘é‘?’?éln@gjmg%&f(hﬁ%é?ﬁ?ﬁﬁﬁﬁi on/ decryption unit 15: ~ :MD ( CO, KO ) =D
(E (M KO, KO and the decrypted data Mthus obtained is outputted to the
display unit 14 or the like. In this case, in order to ensure security,

when the re-epafonpttBeselahe sfagleltask tyaslidche8 onBrodeds a8 an MHEUWD thit vi a a
route shown by a broken line’in the figure, it my be designed in a nmanner

that the the-MRETF igpict dredanietilChe Prodess fecahplerrde NenipueerBptivesmaltagsl at t hat
time, and that the data re-encrypted using the second changeabl e key K2 and
t he unchaiygeabbws ithy MRVite bstadloeatedglurality fprocessepbybime2digiidm sa case
where the decrypted data Mis stored in a DVD RAM.of a renovabl e nmedi um or
i s transfldRf BEPCESS 1§ Bt exequigd fmless the procese inegxesutan givgs the ﬁ@nfé@ct?aybt ed
data Mis_re-encrypted to resencrypted . data C3 usin hi rd changeabl e key
3 obt ai rodTEBEAHE st P s Ve Sah s vhn HisEtel MR RIS the
changeabl Lo unis AR O NRRCH — : e = , K3).
The re- en%(ré&g%i%@ le g%égﬁéglntldg@ ed‘%tg ?‘%’t éebdthtg %t}ﬁ%@dg&/&%}%ﬁg?& 6"%‘554 rg%ﬁ g}% 2 at
t he changsthbt prdeeys.encryption unit 87 using the second changeable key K2
obtained fromthe key center or generated at the set-top box 12: b' 3-2:
C3- 2=E ( C3, TKhepefore, real-time multi-tasking can be achieved only by the preemptive

type.

The task management in the computer is carried out according to the
process, which is a unit having system resources such as a memory, a file, etc., and
the process is managed according to a thread, which is a unit to allocate CPU time
with divided processes. In this case, the system resources are shared by all
threads in the same process. This means that there are more than one thread to

share the system resources in one process.

Each task to be processed by the multi-tale( type has priority spectrum,

which is generally divided to 32 steps. The nor?mal task performing no interrupt is

classified to dynamic classes, which are divided qo 0 - 15 steps, and the task

performing interrupt is classified to real-time cla'Fses to be divided to 16 - 31 steps.

Interrupt processing is executed using interrupt enable time ( normally 10
milliseconds) called as a "time slice" as a unit. Ordinary interrupt is executed at

10-millisecond time slice.
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=E (E (D (C1, KI), K3), K2) and the double re-encrypted data C3-2 |s1v§]t,&;%3
in the'DVD-RAM or is transferred via a network in the externals 82. il
t he doubl e re-encrypted data C3-2 sent to the externals 82 is utilized, the
doubl e re-encrypted data C3-2 is decrypted using the third changeabl e key
K3 at the decryption unit 84 of the changeabl e key encryption/decryption
unit 83: ~ 3. C3=D ( C3-2, K2 ) =D (E (C3, K2), K2), further, the double
re-encrypt ed Hater €@htdircamstanaes adtiins stiee hypbech resently proposed, ol wdhengeabl e
key K3 at, the decryption unit 85 of the changeabl e key ]
encrypt i dﬁl%mtﬁﬂ@glérﬂmﬁicﬂlkgbas a-'repl-fome shice's )1 0@ micrasecondsk3lithisk3 ) and
t he decrypted data Mthus.obtained is outputted to.the.di.splay unit 86 or
he |1 ke Teabme Sice 1§ R JOBSOMDIEHE CHBOUE ol AUl Erion@ torhed changeabl o
key K3 is_used.at .t chan bl.e key.encryption unit 80 and the second
changeablceonk'gguwl f@gﬁggﬁogﬁﬁ{rwgs%%é%eabl e key encryption unit 87, while
this may be perfornmed in reverse order. Also, it may be designed in a
manner that the encryption unit 20 of the changeabl e key
encrypti on/ del ¥ ik ® Bmbbdimeh? sEwi @5 Fid) &, Ehangkhlsls kel enbgpeibadgeabtien key
encryption unit 8?. Wile description has been given on the above in the
case wherpotéssingioy ¥ softwarelarid the Gnamagembnt ofex cxypt key inuthe cdi@peteraont ai ned
i n the unchangeabl e key encryption/decryption unit 15 and the encryption
unit 20 faanedheugbypypilityne ¢ in HALare contained in the changeabl e key

[ S needless to sa hat these units 16,

ti /d ti it 19, i 1
T I . 22l R doreferince figiner) 5l yeBE e R P es R IIEASTE T dn bo. cai |y
20 2 1 ; . . e
o o b D 58 L hisfra Wi TOEBNb Bl BRI S AnBeR & 200 2 o
which is Mbh&ib@k@?gﬂ?ﬁ%ﬁn@f‘yﬁﬂ%%@ aR@ 58 AN @ta %ﬁ%diuﬁhgl&h‘ai ghth

enbodi mnent shown in iIs a'variation of the f enbodi nent shown
in Fig. %asd digitheversitildidiskn(DVDgt RAMedr dédant disk, ana dstaniumsie sybtenf ourt h
enbodi ment arrangenment is not given here. The eighth enbodi nent has a

di f f er encssichrasra netwotlourt h enbodi ment i n di stingui shing between the cases
where the decrypted data Mis stored in a storage nmedi um 81 such as a hard
di sk incorporated into or dedicated to the conputer, and where it is stored

in a renovabl Lum 92 such-as a VD RAM or..1 s transferred,outside via a
netvor k 03 FOPCERrETRE Sy SR s Rapdbes 4 NS iR S P2 S Eand o1 are
provi ded ) whi [

encrypti O%%ﬁ%l@?/ptl oéphgg’twglgp%?%gh%&?ré&igﬁé%Wﬁa@cﬁ%@v\ﬁ%re t he
copyr i ghtwhichnge dephlpeededan.a Tie Sistirgdetvicd API BidathisdedPetRter fife St or age
medi um i ncorporated into or dedicated to the conputer, it is double

r e- encr y pipedatingisyséem sprace 52 andjthenkernak b and at¢rives ke meddtabetween the
encryption/decryption uniit 91 via a disk driver.67. In a case where the

data i s SQRSFRINE yVstera seriteepdend the kemel o4 mhhsotldLatis arranged gk thioubl e
- ted d d i.ng t third, ch | e k K3 at th
R L s R LR S S T
data is tﬂ@@géﬁﬁﬁ%ﬁ%ﬁ%ﬁeefo}“tﬁ%gmvﬂ%tmrk 93, it is double re-encrypted
e rd c

and decrypted using I angeabl e key K3 at the changeabl e key
encryption/decryption unit 91 via a network driver 68.

The operating system service 52 comprises an application 59, a subsystem 60
and a security subsystem 61. The kernel 54 comprises a plurality of micro-kernels
62 and 64 and a kernel 63. Micro-kernel 62 has task management functions such

as scheduling, interrupt, etc., and the micro-kernel 64 has I/O management function.

The micro-kernel 64 having /O management function comprises an I/O

manager 65, device drivers such as a disk driver 67 and a network driver 68, which
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Simlarly to the first enbodi nent showmn in Fig. 2, the digital data AR 2003
supplied by broadcasting neans such as digital terrestrial broadcast1i ?’1&4'

di gital CATV broadcasting, digital satellite broadcasting, etc., by network
means such as Internet, or by a digital storage nedium such as a DVD, a CD,
etc. is encrypted using a first changeable key K1 to prevent illegitinmate
use: Cl=E (M K1 ) and is supplied. The encrypted digital data Cl thus
suppl i ed ars mmmgypbdedhal/C managees and o fltey dtieen Gewhichds S@semsidgharhe fir st
changeabl e key K1 provided fromthe key center via the same route as or a
route di frieseesary betovaenHhe 16) managemtd yipd the daviger dmvegasuchoasithentisk ( c1, K1 )
and the decrypted data Mi Utputted to the display unit 56 or the I|ike.
In cases (ﬁ’/h"&r@7tar%l tgéd}eﬂﬂ?é‘d&a‘éqe 8 is stored in the storage nmedi um 81
incorporated into or dedicated to the conputer, such as a hard disk, where
it is stored in a nediumsuch as the DVD-RAM and where it is transferred

outside via a 1 j = filter
driver 66 usi}]‘ggzcﬁée:l{éség%l%%yﬁ%%@%@@g@@o%%}e{s?ﬁglg"tl%{f%ﬁr]ﬂpﬁgr ey center
or gener ag@duied Byhe seBeiral | Rocasy Sf ¢he 8efd/e@Bodirient, tB changkaPleMa; 2003 b 2:
C=E (M K2 ) =E (D (Cl, K1), K2). Further, when the re-encrypted data C2

i S st or ecericnypiiondgdeonptioni procespimgas ealrreed oud dgti thea tafwremieationpl reabiime @3, t he
re-encrypfed data C2 is double re-encrypted using an unchangeabl e key KO at
t he encr yéﬁ’f@ﬁ? itk pperiBhtaether Lasks at thﬁeHMzr%ﬁ/\mglegmerﬁmgzsy@t@z%:E (c2,

KO =E (E (D (C1, K1), K2), KO and double re-encrypted data C2-0 is stored
in the hard disk 81 or the like. In a case where the double re-encrypted

da2 20 UG bG8 RGN PP LR Syl

data C2-0 rea the st orage -deery n he

unc hangeﬂi}bﬁ‘ddégﬁcréﬁﬂeﬁhs 5h@ ANEEH R teRREERE WARE 'b%hdk'ﬁﬁtfnéBQigitﬂl tAgvhar dwar e

88: ~ 2: C2=E (C2-0, KO =D (E (E (D (Cl, K1), K2), KO, further, the

r e- decr y (readodating, @igitad satetlity bicadcastingpetch bysetwork aleangeadh a5 keankf at the
filter driver 66 having encryption/ decryption function: ~ MD (C2, K2) =D
(E (D (Ciqr w13 digita) stozage mhdiuthesuchpsed DY, a GDj etcoist gnerypsed mginglacfirsper at i ng
system of the conputer to the displ.ay unit 56 or the like to be utilized.
When t he 91’@9%‘??@}%?3@51&8?53@”lge@ﬂ@?@d‘lﬁeﬁ a DVD-RaM of the renovabl e
medium the r I%lepiﬁ data C2 is double re-encrypted using the second
changeabl e ke@ ’ changeabl e key encryption/decryption unit 90 of

the har dwgfd&s supplied. The supplied encrypted digital data C1 is decrypted by the
operating system service 52 by using the first changeable key K1 provided from
the key center via the same route as or via a route different from that of the
encrypted digital data C1:
M=D (C1, K1)
and the decrypted data M is outputted to the display unit 56 or the like.

In a case where the decrypted data M, which claims its copyright, is stored in
a medium such as a digital versatile disk (DVD) RAM or a hard disk, or where it
is transferred to the outside via a network, the decrypted data M is mandatorily
re-encrypted at HAL 55 by using a second changeable key K2:
v2:C2=E (M, K2)
=E (D (C1, K1), K2).
Further, the re-encrypted data C2 is double re-encrypted at the unchangeable key
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b 2-3: C-3=E (C2, K3) =E (E (D (C1, K1), K2), K3) and double re-encqgmﬁﬂ%m
data C2-3 is stored in the renovabl e nedium the DVD-RAM - 37 ~ 9 ~~N~
zo0o3 In a case where the double re-encrypted data C2-3 stored in the
removabl e medium 92 is utilized, the re-encrypted data C2-3 read fromthe
removabl e medium 92 is re-decrypted using the third changeabl e key K3
obtained fromthe key center or generated in the operating system service
52 at t heenenptippidecryptiennmitt37oby using aAQincharigeaebla&eg\deld:e: ~ 2: C2=E (C2- 3,

K3 =D (E (E (D (C1, KI), K2), K3), further, the re-decrypted data C2 is
decrypt ed usi W§-0He2-9edohB2cKBhgeabl e key K2 at the filter driver 66 having

encryption/ decryption ction. = D (2, K2) =D (E (D (C1, K1), k2) and
the decrypted data M Féﬁﬁt@%%&dﬂﬂﬁ% Igﬁ%)erati ng system of the conputer
to the digspl uni.t 56 aor the.li Q bhe utilized, n.the re-encrypted
data G RN Y goRb cBiprS el tfigets K20 e Sheit i Semi BPHEE CRE vt o Bt a 2
i s doubl y | t - At

encr ypti arISERLY ARE R ARIE Ky BETRRALEIRIERJidty S8 ot i@ erpifehe r)
K2), K3) geperatieiiil £sé ekypted data C2-3 is transferred outside via the
network 93. In a case ere the double re-encrypted data C2-3 transferred
fromthe outside via the network 88 is utilized, the encrypted data C2-3 is
re-decrypted using the third changeable key K3 at the encryption/decryption
unit 91: ~ 2:Wherkhe doutde recgncryptadriate C20 (sattjlized,) the ke)enkgypted dataher, t he
re-decrypted da C2.is decrypted using the second changeabl e key K2 at the
filter dréglgrre‘ﬁgg'ﬁ%‘ihﬁgﬂ%‘ﬁg? ygftquaa/ord@as tadovia fhmBetveosk isre-fleqryptedy k2 )

oper at 1 nd Sif TR rharisab R0 1 PREHRRle B8] AR o e

utilized.g7kn the above enbodinent, in order to facilitate the explanation,
it has been -38

32:C2=E (C2-0, K0)
=D (E (E (D (C1, K1), K2), K0).

Further, the re-decrypted data C2 is decrypted using the second changeable key K2
at the HAL 55 having the changeable key encryption/decryption function:

3:M=D (C2, K2)

=D (E (D (C1, K1), K2),

and the decrypted data M thus obtained is outputted to the display unit 56 or the
like.

The real-time OS is executed in priority to every other task. In the third
embodiment, the real-time OS is implemented at the HAL, being a contact point
with the hardware in the operating system. Accordingly, the re-encryption of the
digital data is performed in a reliable manner, and it is impossible for the decrypted
data M as it is to be stored into the external device or to be transferred. Also,
re-encryption is performed using the second changeable key K2 before the
re-encryption using the unchangeable key K0. As a result, even if the
unchangeable key KO is known, it is very difficult to cryptanalyze the encrypted
data by finding out the second changeable key K2, as the data is also encrypted by

-921-



¥ T - - - —

1 9 N~20D3 described that the encryption/decryption units 90 and 91 ?re
separate, while it is needless to say that these units may be a singl@hMRZM3
unit. The encryption/decryption as described above is managed by a

real-tinme OS ( RTOS ) as already explained, with priority to the other

tasks at HAL 55 in the operating system51. These operations can be easily
achi eved by designing the hardware 88 as the sub-conputer arrangenent

havi ng athPsecnd chasgebikduk2. Fig. 11 show s a concrete arrangenment of the
encryption/ decryption using I/0 managenment m cro-kernel 64 having the
filter driver 66 which serves the changeabl e key encryption/decryption

processi ng of _the eighth enbodinent. In the 1/0 managenent m cro-kernel 64)
afile syst erP&aNseHepgecopd changsable diext tﬁ‘i‘ﬁﬁ'élrﬁr?b?ncg}?g%%\}*‘ﬁ% ag‘?‘i vers)

.e., sk dri 6 t K dpi 68, . d,f

i o7 b cny e an gpanlE bl KD ol el sk Bl Sl Bl BVGEY Gom of 5
filt dry 6 . j ti [

| nser t ed Soeau TRecrrrE RIS key T RS e, R B Tt e ar i ver
?0 and thecApved@atdri ver. Because these filter drivers 66A and 66B can

performre-éncryption/re-decryption, it is designed to have the filter
driver 66A orTksSihavaropgratitnstchs beesasite inggiementedebydacanging the pr ocessi ng and
t he managenent of crypt keys in this enbodinment. In cases where the

copyr i ghtunghanggable diey ety pioniderryipsion tumitey asa sulstompgier stariwe davngas a
hard di sk) ﬁﬂcorporated therein or dedicated thereto, where it is stored in
a rermovabi & FYSHERDYS- 2 DVD-RAM or where it is transferred outside via
a network, the decrypted data Mis re-encrypted at the filter driver 66A or
66B usi ng the second changeabl e key K2 obtained fromthe key center or -39

1 9 HEAP 203 b A 1 5 64: b' 2: C2=E (M
K2) =E (D (Clmﬁ%%%bd@lﬁ}gg%g%@gﬁg@g@ e%t%pgealb Eéé@e-encrypt ed data (CZ

is st Oredaricgrp@ioﬁ/él €6n by eOsdIavat 6fl ti corfipier & @lried eubgica fikeh aivdrl, the
re-encrypted data is double re-encrypted using the unchangeabl e key KO
at t he er6érplpteidan/tie &0/ ptanagementtmB8o-kerneh64 matnbermeB84. b' 2-0: C2- 0=E (
C2, KO) =E ( _Eé D( C1, K1), Kzg KO ) and double re-encrypted data C2-0
i s stored in Kigeb Shews an akraggement oftheiliQ mappgementanigserbemet 84 &vidy ypt ed
dat a Cz_ghsf!}g eaﬁi n %&el st(gra e medium 81 is utilized) the re-encrypted
data C2- 0F &46" 8 PhEA&ES e nedium 81 is re-decrypted using the
unchangeabl e key KO at the encryption/decrypted unit 89 in the hardware 88:
~ 2. @=E (-0, KO =D (E (E (D (C1, K1), K2), KO, further, the
re-decrypt ed Raha I6¥ nianag@féntPinRo ket wiftens SRENdrifdiapIsRAlTh et kelle K2 at the
filter driver 66 having encryption/decryption function: ~: MED (C2, K2) =D
(E (D (Clsystéh) drie) 6% nd ihternddiatey dtieer Thamd Mdesicodripet 7Edrdyrrangedoper ati ng
system of the conputer to the display unit 56 or the |ike to be utilized.
Al so) i n frore apperphigraschnto lowesrierppilwd When nepesserys adiltar driver B6Arasfovabl e

filter driver 66B is placed above the file system driver 69 or between the

intermediate driver 70 and the device driver 71.

Because it can be designed to have these filter drivers 66A and 66B perform
re-encryption/re-decryption and management of the key, the filter drivers 66A or
66B is designed to carry out the re-encryption/re-decryption processing and the

key management in this embodiment.

The filter driver is arranged, not in the operating system service unit 52

which the user can handle, but in the kernel 54 which the user cannot handle. On
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medi um such as a DVD-RAM the re-encrypted data C2 is double re-encryptMd 2003
using the third changeabl e key k3 obtained fromthe key center or generated
in the I/0 managenent m cro-kernel 64, at the encryption/decryption unit 90
in the hardware 88: b 2-3: C2-3 =E( C2, K3) =E( E( D( C1, K1), K2),
K3 ) and double re-encrypted data C2-3 is stored in a renovabl e nedi um such
as the DVD-RAM -40 1 9 ~~~A~ 2003 When the double re-encrypted data C2-3
stored i nthehherehandli is geadralin @acticeddpimakedhe speeifiasioarrhapgs wdlitdfer a C2- 3
read fromthe renovahl e medium 92 is re-decrypted . .using the third

changeabl @eompeteryusipg the AREHRE SV9teRe r gbe? Ulahilt 1S9ROL VETY RICHEr dwar e 88:

~ 2. C2=E,(C2- =D (E(E (D (C1, K1), K2), K3), further, the
re-decryp‘f}g’t?gﬁh%l@magaéfééﬁ?ﬁ%d usi ng the second changeabl e key K2 at the
filter driver 66 having encryption/decryption function: ~: MD (C2, K2) =D
(E (D (C1, K1), K2) and the decrypted data Mis outputted by the operating
system of t heURiRRigttBE abbvd, RRe BhddRledyhawiig theGudtidnisr | i ke to be utilized.

Al so, in a case where the re-encrypted data C2 is transferred outside via

t he net worke®3yptidigre-decrpptiorppedeskidgani®theskeyanbhagemene any plpeesidintheng t he
second changeabl e key K2 at the encryption/decryption unit 91: b' 2-3:

C2- 3=E ( ZO mapagerag the Mltexdriver1§6A gpihe fggr driner @6Bbingthedowtler ypt ed dat a
C2-3 is trags%.erred outside via the network 93. Wen the double

re- encr yptBROYMERL-C2- 3 transferred fromthe outside via the network 93 is
utilized, the re-encrypted data C2-3 is re-decrypted using the third
changeabl e key K3 at the encryption/decryption unit 91. ~ 2: C=E (C2-3,
K3) =D (E (E 42 : 1 - ; C2is
decrypted usi (‘rslg%ig %y tsde%l)gnﬁ c%’gﬁggﬁﬁ%%&e‘eﬁ%% Qf E%lt??ﬁ%r@ﬁ@gliege 66 havi ng
encrypt i obrodécassing ntrank woch a9 digital terMdaltidl wae HfBadcasting| digital OACVCL, K ), K2
) and the decrypted data Mis outputted by the operating systemof the
conput er broadtastiog,sdigital satallite36 oadcastineg, letd.ebit netimorkitidang such as Internet,

or by digital storage medium such as a DVD, a CD, etc. is encrypted using a first
changeable key K1 to prevent illegitimate use:

C1=E (M, K1)
and it is supplied. The encrypted and supplied digital data C1 is decrypted by the
operating system service unit 52 using the first changeable key K1 provided from
the key center via the same route as or via a route different from that of the
encrypted digital data C1:

M=D (C1, K1)
and the decrypted data M is outputted to the display unit 56 and the like.

In a case where the decrypted data M, which states its copyright, is stored in
a medium such as a digital versatile disk (DVD) RAM or a hard disk, or in a case
where it is transferred to the outside via a network, the decrypted data M is
mandatorily re-encrypted at the filter driver 66A or 66B using the external
changeable key K2:

v2:C2=E (M, K2) =E (D (C1, K1), K2).
Further, the re-encrypted data C2 is double re-encrypted at the internal
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It is generally practiced that the specification of the device drivef giMg 2003
changed -41 1 9 M~~s Zo03 to ht for the conputer using the operating
system or according to the correspondi ng device nodified. By providing the
device driver with the function for the re-encryption/re-decryption

processi ng and the managenent of a key, it allows to easily incorporate the
function into the kernel of the operation system Also, by re-encrypting

t he dat a wwhangashke keyw emutypticvidesmyptonkanit K2, waigar unchangeabde ey KPpt ed usi ng
t he unchangeabl e key KO, it is very difficult to cryptanalyze the encrypted
data, even if %3md:GRd=Rd&20K0)key is known to others, by finding out the

igﬁéﬂg changeabl o key T @ﬁﬁm?ﬁﬁ@h?@&m' igcﬁﬂérﬁﬁéﬁgegﬂ ggléteS:thi s
i i . .KO | . hi
seouri ty BERIE e utta el Co e RO BE Rt RIS oy ki &
used firsSfranditrral SOrRd é&ﬂﬁéébl? R¥F IKQEmE)I{' Eg s)g&fi&é& ﬁ"gmdﬁIeaqtﬁté‘I@@ Br ?ﬁb?tb%ec ond

changeabl e key K2 is repeatedly used, Is a possibility i may be
known to gdreeited ih @ setiedp Boxgase, it is preferably designed in such a manner
that the second changeabl e key K2 used for encryption is abandoned and it
is again obtained fromthe key center or generated) when necessary for
decryption, as described in Japanese Patent Laid-Qpen Publication

185448/ 1996 ( Wheo7tbegsyhle rergmoryited e, G240 iy utilized againe the se-ga¢rypiesh

o’ LB e FER PR ATBR AP ob LASRTIR, A Fif NUPBFEGD or (1 ansi or
f the digi | i I t i gifal ta i
Ctor o orirdEREBN el NGRS By CRE e Rt P EAERUITIE g

data can &g tﬁfﬁdktc?ﬁb et hod and the apparatus for

re-encrypti ggére-decr;&“i%rggg?edescri bed above. -42 1 9N ~r; 203
However, when3h«€2HBi(IC2H0,d60) is edited, there is a possibility that the
information to identify the restriction of storage or transfer may be |ost.
In such the case, |l (& 6B (&siKine&2Z)nK&)manner that all of the data are

re-encrypjed/ re-decrypted usjng a.key specific to the device a master key
) . In soIE %I“I"Fg the vesfeqrypted; dgta GP 1y deaviledat tha §ltse dRverabe/ar %ﬁﬁr exanpl e)

by the "cut. aste" h n e prevented fromillegitimate use by
re-encrypIaI|lgg(III)ee-géch@I'I%I?g%ﬁpleﬁjae%'oﬁiit may be designed in a manner that the
digital data o iNjough (Ehegppformation to identify the restriction of storage

or transfer only is re-encrypted/re-decrypted by using the master key, and
that the digital cabdEp(DUiCie®1) KB)the information to identify the
restriction of storage or transfer is re-encrypted/re-decrypted using the
met hod anand the deopypted datadd tbupbbiiamed is outputtediiotbe digplagi uneind6 or the a case
where the copyrighted and encrypted digital data is utilized in a specific
devi ce subfe-as a set-top box, illegitimate storing, copying or transferring
can be relatively easily prevented. Also, in a case where the copyrighted
and encrypted digital data is utilized on a conputer, the nmanagenent of

storing, copygxgg ffPtrerIdH@?PE;ﬁI bé @Qsi{yIlﬁaé%‘a% gdethdl Jf%%ggéxfbai%gg&%mexec”t ed

by using the cryption/re-encrypti'on apparatus descri anese

Pat ent Lajndy Gxef Bubl/OCRARRRr 28R 4HoHROGhé SRR 86thed79; EP0715241A2 ) or
by using the decryption/re-encryption apparatus described in USP5, 805, 706.

However, teienatypfididte-detpptibacprppéssihgfaad the&keyunpegemeht darsbé aydilyg or
printing is present on the bus of the conputer, and it is possible to
store, comgorporated i fher opdratietesysyeme dAldpgsined redencryption & prrfamed sisingect ed
to the bus. In the follow_ ng ~ s ~~a~ zo03 description will be given

o 43 (

on a copytiegiscondipbangsie kep da before themeconcemtipausing thewrahprgaable; key 12

h t I I AdNLa)s t. . . i n which
firer chokBearatl i UaTangeBle Brf ROYR Dbiaite i ot s REBGARHE o' 1'c "

copyri ght C lize i i ub- board, a
bt A cas TERREE e SRATORYIELAP thing 98} HEFHecaRE chaMIc by XA P )
because the data is also encrypted by the second changeable key KO.
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In Fig. 12, reference nuneral 101 represents a CPU. A ROM 103, a RAM 104, a
hard di sk drive 105, a flexible disk drive 105, a CD-ROM drive 107, 1 M\%Zﬂﬁﬂﬂ
108, etc. are connected to a systembus 102 connected to the CPU 101.

Ref erence nuneral 109 represents a copyright nmanagenent apparatus, which
conprises a decryption/encryption unit 110, a video interface 113, an audio
interface 114, and a printer interface 115. A display unit 116, a speaker
117 and a pri Ragher] b8cause the secntetiangeableckay HOos usedfifshcandlis 3hert,he audi o
interface 114, and the printer interface 115 respectively on the outer side

of the cotfediadter theanehapeqadle bey KQds ysed.dhe keytsecuntyceanhe igklya decrypti on
unit 111 and cryption unit 112, The decr ion unlt 111 and the
encrypti quSH‘Fﬁ{H] 2’2 ’éfgc‘%“ﬁ% the 85578 icbﬂr.lgeé‘h@r%&)%/}%ds H?ﬁcﬂlrﬂ’dt greng¥nnect ed to
t he system hus 2 of the.conputer. The video interface 113, the audio

i nt erfa_ceg(’f?%_,’s é‘%aﬁ{cﬁ@tﬁ&fiﬁt&r interface 115 are connected to the
decrypti on unithe hbdve dftraidy ARAGRNEAY tAPIRferf@Phy ¥rdfdhe YRA Dy designi ng

t he copyri ght nanagenent appar at us a$ a sub-conputer arrangenent havi ng

a CPU andurithaygdabl® RiSencrigtion/decByption vt 8083 alsibeafpaterefeuirbdadigr ypt ed
digital data Mis slfégfed In the ﬁygtrg di sk drive 105, where it is copied at

t he fl exidCPUdarska dystem-liB5 or where it is transferred via the nodem 108,
the decrypted digital data is re-encrypted using the second changeabl e key
K2 at the re-encryption unit 115: b' 2: C=E (M K2) =E (D ( C1, K1), K2

, th - digital data C2 .. lied tp th t b 102, d
L e ea iy RERE aphdRen RoBmind it T R ekl e, bl o i ok dr ve 105
t f . Vi . i gLt al t ed
o e e BRRThE Oy T ERERYR) £t A T VP
carried out at the disk driver 57 and the network driver 68 contained in the I/O

management micro-kernel 64 in the operating system 51.

As already explained in connexion with Fig. 6, the file system driver 69, the
intermediate driver 70, and the device driver 71 are arranged from upper hierarchy
to lower hierarchy in the I/O management micro-kernel. The changeable key
encryption/decryption processing and the key management can be carried out also

in the device driver 71 positioned at the lowermost layer.

Similarly to the first embodiment shown in Fig. 2, the digital data supplied by
broadcasting means such as digital terrestrial wave broadcasting, digital CATV
broadcasting, digital satellite broadcasting, etc., by network means such as Internet,
or by digital storage medium such as a DVD, a CD, etc. is encrypted using the first
changeable key K1 to prevent illegitimate use:

C1=E (M, K1)
and it is supplied. The encrypted and supplied digital data C1 is decrypted by the
operating system service unit 52 using the first changeable key K1 provided from
the key center via the same route as or a route different from that of the encrypted

digital data C1:
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supplied to the decryption unit 111 fromthe systembus 102, and is 19 MAR 2003
decrypted using the first changeable key KI M=D ( C1, KI) . In a case where
the decrypted digital data Mis outputted to the display unit 116 or the
speaker 117, it is turned to analog at the video interface 113 and the

audio interface 114 in the copyright management apparatus 109 and is
outputted in a predetermned signal form Wen the decrypted digital data M
is outputted MeDHKE€IpKlhter 118, print data is outputted via the printer
interface 11 5. Wien this copyright nmanagenent apparatus 109 is used, the

decr ypt ed@ndithe dasryatadLdas Mals QUiRMiteth &0 the display B8O Iedike. printer is not

present outside the copyright managenent apparatus 109. Because the data

outputted to the printer is still data, digital data of a noving picture or
of audi o dat & i at ' - at us
109" In"t e cBbaeREEerpitd ik NE RO SlAEK 1 SERABRAEAL sRRORH

addi ti on J pelifign Q@&fééoé aigitdl wHrbatile GRLA( DVE':') RAM 8r hRARY 3893014 i :Péafé%r to

process the non-encrypted digital data and the decrypted dat a by

di sti nguiwlidredt Beframsfsrrédtthel dutkide vece astwork} thepdeayypted dataiMds i nterf ace,
an audio interface and a printer interface, and this would make the system
more conphansatasdly aneneryptadat thie devisedirivee Alsie.uthe disk driveni§ansbtheesi gned in
a manner that non-encrypted digital data is g essed at the video

i nt er f acdetwarkadavers, aswedbe seeandachangaable ke Ke: copyri ght managenent
system 109. F g%ii hmnot her arrangenent exanple of a copyright
managenent appdr " i ch an unchangeabl e key is used in addition to

the first and the sg a keys. This copyright management
apparatus can be reafﬁ‘oggjéegoﬁ ?gﬁ?gd in a sub-board) a PCMCIA card, an IC

card) or Rithér, BRCIAGRYME] ARQUT2 Eé/d&lbﬂepﬁ@@ncrly eli théancmg@mqey nuner al
101 represents a CPU. A ROM 103, a RAM 104, ard disk drive 105) a

f1 exi bl e aticsjptibnideeryplibn ualtwm the umch?iﬁgeabb: kegd K plagd ietthe are
connected to a sgstem bus 102 connected to the CPU 101. Reference nuneral
120 repr é%h@%geé ]@dﬁﬁ)’r‘ifgﬁtptﬁ}af?&ﬁ@%‘ﬁﬂ ot at us. The copyright management

apparatus 120 gﬁ 3??@% 8ﬁ to the decryption/encryption unit 110, an
unchangeabl e eﬁ y t 121, a crypt video interface 122, a crypt

audi o int erface 123, a.rpgi qu%egxa &21 §§ K(ﬁ'f erface 124. The
1

decryption/ encryption uni ecryption unit 111 and an
and double re-encrypted data C2-0 is stored in the external device or transferred.

The changeable key K2 may be provided from the outside or may be generated in a

set-top box.

When the double re-encrypted data C2-0 is utilized again, the re-encrypted
data C2-0 read from the storage medium or transferred via a network is
re-decrypted using the unchangeable key KO at the internal unchangeable key
encryption/decryption unit 57:

32:C2=E (C2-0, K0)

=D (E (E (D (C1, K1), K2), K0).
Further, the re-decrypted data C2 is decrypted at the device driver 71, i.e., the disk
driver 67 and the network driver 68, using the changeable key K2:

3:M=D (C2, K2)

=D (E (D (C1, K1), K2)
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encryption unit 112. Also, an encrypted digital video display unit 125, an
encrypted digital audio player 126, and an encrypted digital data pﬂﬂhMéﬂzm3
127, which arranged outside of the conputer, are connected to the crypt
video interface 122, the crypt audio interface 123, and the crypt printer
interface 124. The decryption unit 111 and the encryption unit 112 of the
-46 19 ~~,~ 2003 decryption/encryption unit 110 are both connected to

t he conpundrthe yiecryptasudatd Of thuEhebtaimed an getpbited ke yhedispipptungrbbuern the121 i s
further connected to the decryption unit 111. The crypt video interface
122, thelkeypt audio interface 123, and the crypt printer interface 124 are
connected to the unchangeabl e key encryption unit 121. The encrypted data
display unit 125 is connected to the crypt video interface 122, the

uni t - | | 2, the
153 Ahd the. cidh OB yRsRfer, £ s ki3 BBl & bdke Bl BieshitBith ' 01 7T o7
|t er { acekide tolherRAY RoRpLARIRIRNNC ARSI of Yakchagd DY desi gni ng

the copyrig managenent apparatus 120 as a sub-conput er arrangenent havi ng

a CPU and:oﬁreSE@i(ﬁlﬁ@ Bewice hhebesicmopified. dat a di splay unit 125 has an
unchangeabl e key decryption unit 128 connected to the crypt video interface
122, a D/ A converter 131 connected to the unchangeabl e key decryption unit

128, and a di s&l ay unit 116 connected,to the DJA converter 131. The
encrypt ed audi®s Hig Bingtien af thexs-encsyption(rscdesrpbiapIRrotesyingand\fBe kev unit 129

o the urBHERGEEE! & Reg RaFd e SH-his Javite Sovhy i UNEEe) connect ed to
key deor B BRHES e fmadif B th Refif1 SP R oy ot e e and
printer IbGrepfpiRmtis Petorhbe usingne deahldecnatyedRCKSPKR Wefdtaithe 130.

re-encryption using the unchangeable key K0, even if the unchangeable key KO is

known to others, it is very difficult to cryptanalyze the encrypted data by finding

out the second changeable key K2 because the data is also encrypted using the

second changeable key K2.

There is a possibility if the second changeable key K2 may be known to
others, while it is repeatedly used. In such a case, it is preferably designed in
such a manner that the second changeable key K2 used for encryption is abandoned
and it is again generated when necessary for decryption, as described in Japanese
Patent Laid-Open Publication 185448/1996 (EP0704885A2, USSN 08/536,749). If
it is necessary to have the key for decryption, it should be obtained from the key

center again.

For the security purpose, K1, K2 and KO may be based on different crypt
algorithm.

These operations can be easily implemented by arranging the unchangeable
key encryption/decryption unit 57 as a sub-computer structure having a CPU and a

system-bus.
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It is needless to say that the encrypted data display unit 125, the 1 AR 2003
encrypted audi o data player 126 and the encrypted data printer 127 haggm“

ot her conponents such as an anplifier. -47 7 9 P~~P 2003 The encrypted
digital data Cl encrypted using the first changeable key Kl is supplied to
the decryption unit 111 fromthe systembus 102, and it is decrypted using
the first changeable key Kl1. M=D (Cl, Kl1). Wen the decrypted digital data
Mis stored at the hard disk drive 105 or is copied at the flexible disk
drive 105 or is_ transferred via,the nodem 108, it is re-encrypted using the

second changdathe erbpdipents deperited abAvs. \ihe serpndrihangeasle key K2 andthe (v k2 )
=E (D (C1 1 t re-encrypted digjtal data is syppljed to the
systemb cﬁ@gealgﬁéfeytﬁ'fgresg%eﬁglg a@fiﬁpﬁgoﬂh? gfﬁi@é“%ﬁ%lfeﬁ%g?- cj&)ti d at the
fl exible disk:dri . j s he
decrypte %ﬁg frﬁéﬁtggg%%%d?dsd%‘&%ﬁ{lﬁ%ﬁﬂ 5¥4bﬁeek§ﬁ§?§g%&8§?g%§p an uni t
125, the tpRchyRd ﬁ!ﬁia@l@?ﬂoﬁyﬂ%ﬁﬁn@h@éﬁfen@3§di2ftaltébﬂtéiﬂ§ Eé’ﬁl‘o@ﬂie@sﬁt a printer 127,
it is re-encrypted using the unchangeabl e key KO at the unchangeabl e key
encryption unit 121 in the copyright managenent apparatus 120: b' 0: COC=E
(M KO =E (D (C1, K1), KO. The re-encrypted digital data COis arranged
to be provi ddiefeminghi® EigcBygrseriptien wiltibe glvan aman arramgemend of acset-paped audi o

data player ,126 ,and the_ encrypted data, printer 127 . at the,crypt vjdeo
i nt er f ac@O¥JD 2 SHB empladimentydithe presenh dyentian,JRCh pea YATf oiap theditblace 124

respectivel,y...an n crypted..display, signal. . an _encrypted audio

S ohal CAoaiRe, ARG BE SR r Bttt e GeBRT P Yl e
When t he gnes d display signal CdO is inputted to the encrypted data
display unit "125 fromthe crypt video interface 122, it is decrypted using

the -48 In the set-top box of this embodiment, similarly to the first embodiment
set-top box, no description is given on peripheral circuits not directly related to

encryption/decryption, e.g., an amplifier unit and a compression/decompression unit.

The set-top box of the sixth embodiment has a difference from that of the
first embodiment in distinguishing between a case where the decrypted data M is
stored in a storage medium 81 such as a hard disk, which is incorporated into or
dedicated to the set-top box, and another case where the decrypted data M is
stored in a removable medium, e.g., a DVD-RAM, in an external 82 or is

transferred to the outside via a network.

The internal unchangeable key encryption/decryption unit 15 and further a
changeable key encryption unit 80 are provided. In a case where the decrypted
copyrighted data is stored, for example, in a hard disk as a storage medium 81,
which is incorporated into or dedicated to the set-top box, it is double re-encrypted
using an internal unchangeable key K0. On the other hand, in a case where it is
stored in a removable medium, i.e., a DVD-RAM, or is transferred to the outside
via the network, it is double re-encrypted, not by the internal unchangeable key K0

but by a third changeable key K3.
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1 9 N~A~; 20D3 unchangeabl e key KO at the unchangeabl e key decryptio? %ﬂit
128: Mi=D ( CdO, KO ), the decrypted display signal Ml is converted 8 @R2%3
di spl ayabl e anal og signal at the DJA converter 131 and it is displayed on
the display unit 116. If the display unit 116 is a digital display unit,
which can display the digital data as it is, the D)A converter 131 is
unnecessary. \Wen the encrypted audio signal Ca0 is inputted to the
encrypted audi o data player 126 fromthe crypt audio interface 123, it is
decrypted usi ng_t he unchangeabl e key KO at the_unchan%Fab!e key decryption
uni t 129: va= Figc8orefpeenye numeralddr xeprasantsudigial dafm synighps; %lpa&d/b:rt ed to a

oo AT Pt o AR o o, LR
oo A b e LRES UL EIR0 Adfoke SR uRled Hilag, e
GO, KO )oaif, Eﬁtﬁﬁeﬁﬂégﬁgmﬂﬁ BlcrSAGNBVOVR €B, Bid Ntrad diyital AStaREi nter 118.

When this copyright managenent apparatus 120 is used, no decrypted data is

present ogticsysted uingCfisst ichirigeaplaagsinto pryvenaillegitit?fle uds: af or enent i oned,
non-encrypted digital data is also present in addition to the decrypted
digital data Ca=t éM;dﬁﬁuter. In order to process the non-encrypted digital
data and the decrypted digital. data_.by distinguishing between them it is
necessaryaf{doe%rﬁk’ﬁieééh%tabﬂéfédﬁ Wt%’fPPB‘é%FO aRctiARi k% i erface and a printer
interface, and this would make the system nore conplicated and costly. To
avoid such situation, it nay be designed in a manner -49 19 1~~R 2003

that the non- oV SHcHisid Bleididfa 3 iPSRGARAAE ik LDRIRAIBNGRAD] & key

re-encryption unit e~copyri ght managenent appa Fig 14
shows anoéri&% tef g6 ARAtC Pitdafhted at hecE9PMon ahit IBBMGLAERit apparatus, in
whi ch an unc %nggg%l e key encrytﬁ) on uni tﬁ?g provided to follow the video
i nt er f acechanpeabdeltey K intteaihad éroand keheepternt er i nt er f ace.

M=D (C1, K1)

and the decrypted data M is outputted to a display unit 14 or the like.

In a case where the decrypted copyrighted data M is stored in a storage
medium 81 such as a hard disk, which is incorporated into or is dedicated to the
set-top box 12, or in a removable medium such as a DVD-RAM, or where it is
transferred outside via a network, the decrypted data M is re-encrypted at an
encryption unit 20 of a changeable key encryption/decryption unit 19 using a
second changeable key K2, which is obtained from the key center or generated in
the set-top box 12:

V 2: C2=E (M, K2)

=E (D (C1, K1), K2).

In a case where the re-encrypted data C2 is stored in a hard disk of the
storage medium 81 incorporated into or dedicated to the set-top box 12, the
re-encrypted data C2 is double re-encrypted at an encryption unit 16 of an internal

unchangeable key encryption/decryption unit 15 using an unchangeable crypt key
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The copyright managenent apparatus can be realized configured in a 19 MAR 2003
sub-board, a PCMCI A card, an IC card or an | C package for security purpose.
In Fig. 14, reference nuneral 101 represents a CPU. A ROM 103, a RAM 104, a
hard di sk drive 105, a flexible disk drive 105, a CD-ROM drive 107, a nodem
108, etc. are connected to a systembus 102 connected to the CPU 101.

Ref erence nuneral 140 represents a copyright nanagenent apparatus, which
conpr i sesK@ pikeed ypthointermabmwhypgeable key énchiftiorddecryieoniwtitet3:ace 113, an
audio interface 114, a printer interface 141) and an unchangeabl e key
encryption univt 203£2-0RE (&% KDt i on/re-encryption unit 110 has a decryption
unit 111 and an re-encryptio it 112, T unchangeabl e key encryption
unit 134 has an unchang"‘éﬁ@ﬁepl%ez&leﬁé}ylﬁ??vlc}gohnit for video 142, an
unchangeabl £ .ke cryptio it .audi 0,13 nd an_upch eabl e key
encr ot cdnea B P e Wl o2 BB I e RRGRMeI RS el T
video, augio and print may be arranged in a single unit if it is available
for sufficient encryption capacity. The decryption unit 111 and the
re-encryption unit 112 of the decryption/encryption unit 110 are connected
to the systembus 102 of the conputer. Further, the video interface 113,

t he audi o i nt Bifeacthe bdblend-dnceyped dite C3-bistoréd dreticlformge metiwmdlad to t he
decryption unit 111, and the unchangeabl e key encryption unit for video
135, t he utilizedndheaistencrepted datayGR-0 gaadifrom thersterage snertden 830s dearypted' ~~ i |
2003 and the unchangeabl e key encryption.unit for, print 137 ar.e connected
to these Y5H&} ea&@éfﬂ%ngwaen@wbﬁ@a ifé?ctealm\i‘i ‘ifé&’PHPgd}“é{y”uﬂﬁ? thepterna)
encrypted digital,audi o player.126 and an.gencrypted digital data printer
127 arran‘brécbggéﬁag}edgeﬁ ﬁ%CDrXPa)‘XPd‘d‘%e&FYPéP@‘% }éct ed respectively to the
unchangeabl e kpy. eperypthonkg)it for video 135, the unchangeabl e key

encryption unit for audio 163 and the unchangeabl e key encryption unit for

print 137. The aboveD(Ed®EDHDL, &), BQ)eHO) |y realized by designing the
copyright managenent apparatus 120 as a sub-conputer arrangenent having a
CPU and a system busE (ldDefChyi6l hK2)at a di splay unit 125 has an
unchangeabl e kﬁ% decryption unit 128 connected to the unchangeabl e key

£

encrypt i dhrtherithege-decomted dua (2 isydscopirknsing thesshangeable key Ketihe
e A cabsvatd i B SRR aicaplehen BB AR TR U 5 an 1

unchangeabl e k_-fde_qgr( tkoy unit 129 connected to the unchangeabl e key
encryption unit ftor audio 136, a D/A converter 132 connected to the

unchangeabl e key degr(¥p{HqT1YKI1Y, K29, and a speaker 117 connected to the
D) A converter 132. The encrypted data printer 127 has an unchangeabl e key
decr ypt i canduthietdetBypted date M dsl otitputtied tomlodh displagbing Idegr thedikept i on unit for
print 137 and a printer 118 connected to the unchangeabl e key decryption
unit 130. It is needless to say that the encrypted data display unit 125,

Lo SnCTYPledaydl 0, data DLaver 426 AndiLnG SNUhy Pl Bl Bl B35 27 Meve

read from the storage medium 81 via a path shown by a broken line in the figure, it
may be designed in a manner that the re-encrypted data C2-0 in the storage
medium 81 is erased at that time, and that the data re-encrypted using the

changeable key K2 and the internal unchangeable key KO is stored again.

In a case where the re-encrypted data C2 is stored in a DVD-RAM of a
removable medium, or it is transferred outside via a network at the externals 82,
the re-encrypted data C2 is double re-encrypted using a third changeable key K3,

which is obtained from the key center or generated in the set-top box 12, at a
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The encrypted digital data Cl encrypted using the first changeabl e kewsK2003
is supplied to the decryption unit 111 fromthe systembus 102 and it is
decrypted -51 1 9 A~~~ 2~~3 using the first changeable key Kl1. M:D ( Ci1,
K1 ). Wen the decrypted digital data Mis stored at the hard disk drive
105 or copied at the flexible disk drive 105 or transferred via the nodem
108, it is re-encrypted using the second changeabl e key K2 at the

re- encr y phangeably keyl dfcryBtioRuni€86E (M K2 ) =E (D (CL, K1)) K2), the
re-encrypted digital data C2 is supplied to the systembus 102, and it is
then stored aV 2BeCBaA=EdiG% K&)i ve 105, copied at the flexible disk drive
105 or transferred via tge &ﬁden§108 When the decrypted digital data Mis
outputted to the encr?ﬂ? b QM K2 4§§Way unit 125, the encrypted audi o data
pl ayer 126 or the encrypted data printer 127, the decrypted digital data M
is arranged to digital data Md Ma and Mp to be provided to the display unit

116 the speakgichfc ARt e ENALE! ok 5S8R el dhalho iiiRge Nt er  2ce

131, the audio'I'nterrace rin i nterface e copyri ght

managenenhe apRBleaeUhchiiled ?imarg]z.g h@%@(lzrgbﬁgdt RindtHeAnfie nansdpR B K3i ng the

unchangeabl e key KO at”'t he unchangeab key encryption unrt for “video 135,

t he unchasigediite deyymivarumit 846f 8 @hindeabledtsd encigfion/idciypeionneitegigeabl e key
encryption unit for print 137: CdO=E ( Ml, KO) 0=E (Ma, KO CpO=E (M,
KO and the emkc2y@2=d OC28] K3)si gnal CJO the encrypted audio signal Ca0
and the encrypted print, signal 0 .are outputted. The encrypted display
signal CdO is inputt%@ ) g%é(?e)ﬁ%%)pﬁé"d data display unit 125 fromthe
unchangeabl e key enc_r_ﬁp@hog xnit for video 135, and it is -52 ~g Ni~QR
1003 decrypted using the™u ¢ angeabl e key KO at the unchangeabl e key

decrypti |t ¥ = R . (] ygnal M is
convertegﬂf%{@% tﬂf%%eé‘%%@&e‘f %a%I@ggﬂﬁsglsé)RtaaIlH%flsgﬁgﬁ#%A@g%ﬁ%?% g%(co'ilgl, and is
di spl ayectiangédhe Réy RRaY aldchyptibh- udif 8% betil shgyabiikéy 116 is a digital

di splay unit, which can display the digital data as it is, the DA

conver t erentByption/deongtiensmity83: The encrypted audio signal Ca0 is inputted to
the encrypted _audi o data player 126 fromthe unchangeabl e key encryption
unit 136, and3:tMED §eér¥gted using the unchangeabl e key KO at the

unchangeabl e key decr ypt.i 0 i 1,129: Ma=D ( CaO, KO ). The decrypted audio
signal Ma is conve—iféé @\4’ gzmééém e anal og signal at the D/ A converter

132, and j 116.. . / palbae
put  ed 478 BreEpR balf MERR lratkdlis olfpuERA 1 R GEbY Lt 88'oB e 1k ' °
These operations can be easily achieved by providing a sub-computer

arrangement having a CPU and a system-bus in the set-top box 12.

Referring to Fig. 9, description will be given on an arrangement of a set-top
box of a seventh embodiment, which is a variation of the sixth embodiment, and
also on a method for protecting digital data carried out in the set-top box.

In the set-top box of this embodiment again, similarly to the sixth
embodiment set-top box, no description is given on peripheral circuits not directly
related to encryption/description, e.g., an amplifier unit and a

compression/decompression unit.

The seventh embodiment set-top box has difference from that of the sixth

embodiment that the inserted positions are exchanged between the unchangeable
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from the unchangeabl e key encryption unit 137, and it is decrypted ysjmg 2%3
the unchangeabl e key KO: M=D ( CpQ, KO ). The decrypted audio signal M I
printed by the printer 118. Wen this copyright managenent apparatus 1A0 |s
used, no decrypted data is present outside the copyright nmanagenent
apparatus 120. As aforenentioned, non-encrypted digital data is al so
present in addition to the decrypted digital data in the conputer. In order

to proc G%Kt&ﬁrmmmm‘bﬁdnﬁh 1B fot| peddbminanehckfifion Al iption rustigt the by

di stingui shing between them it is necessary to provide a video interface,
an audi o unchandeable leydK@ apd ithit eharigeslse ﬂ(ﬂgencxamdon/de&'ypbon dnitrdRdot he system
nore conplicated -53 1 9 NbR 2003 and costly. To avoid _such situation, it
may be deeriprming encaypHONAICTYIioN e Hisnsesned 9@%@312113 &ey 412, @ad shats

i deo L terface the audio in ace /132 and the

d at t
D Preor et folteten arayidb A Rogsahe key ARrAHONLHR ST e Seraine. A

i gt ta - CAcEP RN, i e LS R L KL Rt B b RS 12
secret - kg&éta:fsvageawataenwgm 8Pa QoML Rl A6R B0 ENrERBq Btsi@dvibi t bl ock

unit of ta typi Cl pher od 1 n the secret-key

crypt osysd peowaikl ah eise &gernald @&l y adopted. Using this encryption/ decryption
per bl ock processing allows to realize a nore high speed

encryption/decryption processing. In doing so) a plurality of encryption
units and decryptjon units are provided in the encryption/decryption unit.

I't allows the& eﬂl&k‘ﬁbfiﬁtﬁy}lowh@ﬁdﬁyﬁﬂf’?lm %'i’lioédcéﬁan&l@%ﬁaﬁ)ﬁ?‘dha% igtd o be,

d [ | t ed t f data bl ocks t
bo carr1 d8sat Mae bRARS e iR RopRRsRhe BRSNS ccul 05 thus
b d, of h i
obt ai ne r@ﬁcfcg&urgé%?é' Igygﬂet“}:dﬂ{txﬂ&fns s'uElkgé 'Ix?tg?ne‘l‘a%ﬂgﬁ %@?@f gﬂc ect that it

i's p055|b ective cr or e and also to

adopt a rs@ast sud 4"/ PVIS usEBMe{cOls @ﬂ&@gﬂﬁtlﬁn@ Peikst cﬁbﬁgbabme@r Kianly
securing the digital data'is possible 9 N~Aft 1~~3 | claim 1. A

met hod f corder td prevenigilldgitinype @de:di gi tal data, to which encrypted digital
data is decrypted, fromillegitimte use, said nethod conprising the steps
of : encryptl ngls& ﬁMderypt ed digital data by usi ng a changeable key to

data 1 o- SIS ERC AL AR SrGBRUPBIKED BY SSLTARPa hnehangead & key | a
device to d|g|taI data double re- encrypted by
When the encrypted digital data C1 is supplied to the set-top box 12, the
encrypted digital data C1 is decrypted at the decryption unit 13 using the first
changeable key K1 obtained from the key center:
M=D (C1, K1)
and the decrypted data M thus obtained is outputted to the display unit 14 or the
like.

In a case where the copyrighted and decrypted data M is stored in the
storage medium 81 such as a hard disk incorporated into or dedicated to the set-top
box 12, the decrypted data M is re-encrypted to re-encrypted data CO using the
unchangeable crypt key KO at the internal unchangeable key encryption/decryption
unit 15:

V 0: C0=E (M, K0)
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changeabl e- unchangeabl e keys to be stored, copied or transferred, 19 MAR 2003
decrypting said copied, stored or transferred digital data double )
re-encrypted by changeabl e-unchangeabl e keys, by using said unchangeabl e
key to digital data re-encrypted by the changeabl e key; and decrypting said
digital data re-encrypted by the changeabl e key, by using said changeabl e
key to said decrypted digital data. 2. A nethod for protecting decrypted
digital data, to whi=dh (BncCy,EEY Ki)gital data is decrypted, from
illegitimte use, conprising the steps of: encrypting said decrypted
digital data by using an unchangeable key in a device to digital data

ST B RS e S 1
copt ed ot FERaTF 48y e BARREBEP R WHIIERTE RS s BH iR
dilgit 2l de sk e REY YORE oPeRbANASATLE spEhARReRl] © keys, by using

sai d change ey to digit data re-encrypted he changeabl e key; and
decrypting sayd)-gi 00224E d@paKkdgcrypt ed by the changeabl e key key, by using
sai d unchangeabl e key to said decrypted digital data. 3. The nethod
according to claiml1 orE2EWMEKOh KE2)i d steps of encrypting and decrypting
by using said changeable key are carried out by a software. 4. The nethod
accor di ngnd she daghie rewncryptethdataiG-2 iy stosadeinsthersterage yadivig 8drr thes 1 9
MAR 2003 decrypting by using said changeabl e key are carried out by a

har dwar e I The nmethod according to claim1 or 2, wherein said changeabl e
key is supplied fromthe outside of a device. 6. The nethod according to
claiml1 or 2, wherein said changeable key is generated in a device. 7. The

met hod accor diyhgy te ahidrd-efbryBiedies B0 §dkcH Hi BRSstoHagE Mddiithiglgs and
decrypting by using said unchangeabl e key are carried out by a software. 8.

The net hadiliaed; aheidogble ae@naiyptdd data TO-Mreddeiromsthie dtsrhgd mediurgB¢riypt i ng and
decrypting by using said unchangeabl e key are carried out by a hardware. 9.
The net had-decrypiet] atgthelectypition undtr 2Rof theehangeable kieyuendrypiierd sleerypbion i s

al ready placed i.n said device. 10. The nethod according to claim1l or 2,
wher ei n SERtGLY HHRS Hok agnoad icbyngeablediayr Beed in sai d devi ce.

3 0: C0=D (C0-2, K2)
=D (E (Co, K2), K2),

further, the re-decrypted data CO is re-decrypted again using the unchangeable key
KO at the decryption unit 17 of the unchangeable key encryption/decryption unit 15:

3:M=D (C0, K0)

=D (E (M, K0), K0)

and the decrypted data M thus obtained is outputted to the display unit 14 or the
like.

In this case, in order to ensure security, when the re-encrypted data C0-2 is
read from the storage medium 81 via a route shown by a broken line in the figure,
it may be designed in a manner that the re-encrypted data C0-2 in the storage
medium 81 is erased at that time, and that the data re-encrypted using the second

changeable key K2 and the unchangeable key KO is stored again.
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11. The nethod according to claim1 or 2, wherein said unchangeabl e KeyMAR2003
supplied fromthe outside of said device. 12. The nethod according to claim
9, 10 or 11, wherein said unchangeable key is specific to said device. 13.
The met hod according to claim9, 10 or 11, wherein said unchangeable key is
not specific to said device. 14. An apparatus for protecting decrypted
digital data, to which encrypted digital data is decrypted, from

il legitimate Inszcaseawbermpihardecryptebdaia M isgtored ohabydxRAMIlofg re- encrypti on
unit for encrypting said decrypted digital data bi using a changeabl e key

to di gi t aempypblerraedingy gipisdmnsigrathetisidgdihi aelegrkahdhe srtespals82ttheor

encrypting said digital data re-encrypted by the,changeabl )FE‘S by. usi ng an
unchange cgme‘}gﬁfﬁ M laé'ﬁe@éwtp&e‘ﬁ?cbﬁ‘%crﬂ%ﬁé da‘&f?ﬁfc gsin aetg%‘% égfaﬁ?
changeabl.e- h eabl e k to be store copi g&d or .fran I ©oan
unchangea%ﬁqygﬁgé)sp %“%B‘Pi t?réﬁi? i(ienf roro%egg%?(?ﬁbﬁ’gaﬁ%& té%gP’gg,E agflger ed or
transferr oy e-encrypted by changeabl e- unchangeabl e
keys, by &%ggéa@qé gé%gﬂéﬁpﬂﬁ#‘tﬁgﬁ'&g ng sai d unchangeabl e key to digital data
re-encrypted Ry3i0g=untiiamagabl e key; and a changeabl e key decryption unit
for decrypting said digital data re-encrypted by the unchangeabl e key, by
usi ng sai d changeabl=Ek@y (Ca, ¥a)dK8¢crypted digital data. 15. An apparatus

for protecting decrypted digital data, to which encrypted digital data is
decrypted, fromillegitimte use, said apparatus conprising: an

unchangeabl e encrypt i uni t. for encrypting said decrypte igital data
by using an uﬁ%éﬁﬁé‘&%&e‘ﬁgﬁal 1% e@g{)’ip&(‘é{ %looé(mbgq feaf’“%w&drcggaeﬂ%gfgt ed by

t he unch eabl : hangeabl.e key. encrypt i i 0 rypting said
di gi t al g‘@?ﬁ?ﬁ%ﬁﬁ%ﬁfﬁﬁ‘% %‘émgﬁéH’g‘d‘&ggﬁ|S§‘E¢Pe%()°h§9§%asbﬁen[g‘e’gkghangeab| e key
Lo di git pestfba dnlBlekEeaier YPhGfbdLd Gh BOSaRLE paRahangeabl e keys to be
stored, copied or transterred; a changeable key decryption unit for
decrypting salti3op@3ezk=-Est@8, &k )or transferred digital data double
re-encrypted by changeabl e-unchangeabl e keys, by using said changeabl e key
to digital data re-encsipt{Ed(DYCIhK1dnKBRI§2EDI e key; and an unchangeabl e
key decryption unit for decrypting said digital data re-encrypted by the
unchangeaafidtheedppble reqencippted data ﬁdﬁg@éé‘?é‘ MDVQ'BAMOH&%?W@H‘E i gital
data. 16._.The %gy al{jat S a cor@ihé;g to claim14 or 15, in which encrypting
and decr ypt Aty §r 4 Figpa geabl e key are carried out by a software.
17. The apparatus according to claim14 or 15) in which encrypting and
decrypting by using said changeabl e key are carried out by a hardware. 18.
The appar at usWaraaheidadbleQreCdriyprdd dsth C3P2 sihtefoethd ebdrilalBanigaaiibed, key is
supplied fromthe outside of a device. 19. The apparatus according to claim
14 or 15,thetdeublenresaicdypted nigaafl-2 ik dgcryptegamstngthedthind chadgasbleekey?K3 The
apparatus according to claim114 or 15, in which encrypting and decrypting
by usi ng dahe deromliagsumi & elthe phangeable kay engrymionglesamtigarunit 857 "1 9

h~A~; T.~~3 2 T t according to claim14 or 15, in which
encrypting an# §é€§7ﬁrﬁé$b¥éasi ng sai d unchangeabl e key are carried out by

a hardware. 22. The_ r c ding to claim14 or 15, wherein said
unchangeabl e key is—gofgégfgngggx n said device. 23. The apparatus

accor di ngfidef,| ik BotiflleYe-dRryphBE G TTE BHUS IHBRREDBERRIHKS Yising tREBfFRL €d i n
sai d device. 2Z4. The apparatus according to claim14 or 15, Wherein said
unchangeadtaagéatye key Kapql the dietryptivh hait@5t ofittle chingeabld kigvi ce.
encryption/decryption unit 83:
3: M=D (C3, K3)
=D (E (M, K3), K3)
and the decrypted data M thus obtained is outputted to the display unit 86 or the

like.
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25. The apparatus according to claim 14 or 15, wherein said unchangeg?lapzm3
key is specific to said device. 26. The apparatus according to claim i'dr
15, wherein said unchangeabl e key is not specific to said device. 27. A

met hod for protecting decrypted digital data, to which digital data
encrypted by a first changeable key is decrypted, fromillegitinmte use,
said nethod conprising the steps of: encrypting said decrypted digital data
by using a sehptie abosegadbdandntythecthitid ghtageatibet keyr K3 es asgbateheby t he second
changeabl e key; encrypting said digital data re-encrypted by the second
changeabl chargsabils ke engrypitonunsih 80 gad Khe sgeand changendld key K3 igluged af theat a
doubl e re-encrypted by unchangeabl e- secand- changegbl e keys to be stored;
decrypti r@aga@ﬁ% key ebcrypgen Wt 32 While, HBp @%Ye-%g%t?we@dlnbryverse order.

unchangeabl e- gecond- changeabl e. keys by usi sai d unchangeabl.e key to said
digital data PSSelidppbeacayned L tenie Grb s durein EET A TS g sai o
digital . I ird
changeabl BBy 1o Ref ERTPGHALCHpERTENEI0 BRSNS Rufitn of thE Lhihglatid

t hi r d- chapgeakirgptigceiieigghangeabl e keys to be copied or transferred;
decrypting said copied or transferred digital data double re-encrypted by
t hi rd- changeabl e- second- changeabl e keys by using said third changeabl e key

to digital data re-encrypted by the second changeabl e key; and -58 1 9
NvA~ 2Q38 decr YWulerfigseraptapndhasi hegn shegnoon theedhovgpn dbe p3ser wberedbond changeabl e

ey b el SR Se g8t HEngeable Key o dectpLan Aol taL dangy 20 A
orer O e eSS RRELS B U, SRSy O AL SBLABRLE U5,

by using gnife¢andcaitainggab it 5@:&5&&@1{?& Eﬂ&rggﬁ&ﬂdéﬁm ¥Rt 89, @Ys t he second

changeabl e key; encrypting sa Igital” data re-en d by the second
changeabl gedtiasshty sap iting thesenstalg)aapp@ ake€ 21 imayebél eapaestelyopdiigieal dat a
doubl e re-encrypted by unchangeabl e-second-changeabl e keys to be stored;
decrypting salltiess operatictisgiandie ehsily ackiewddeby praymting ptsebl-coynputer
unchangeabl e- second- changeahl e keys by using said unchangeabl e key to said
digital cRrangegeahdpvingalhy apda %/é@@hauéﬁaﬂge%rtep bey12encrypting said
digital data re-encrypted by the second changeabl e key by using a third
changeabl e key to digital data double re-encrypted by

t hi rd- changea 5 i s, ;
decrypting sa?%ggggﬁﬁgggﬁ&fggﬁg é%ﬁégmﬁ?%ﬁyg h%ﬁ@%ﬁ%ﬁﬁ%ﬁ% re-éﬁéé@%ted by
third-cha@gggbh@nﬁmgpaﬂmghaﬁgeabIe keys by using said third changeabl e key
to digital data re-encrypted by the second changeabl e key; and decrypting
sai d digital Thiseightheambodiment shownhie Rigcthit « hanayeabifeh&dyurtly usi ng sai d
second changeabl e key to decrypted digital data. 29. A nethod for

pr ot ect i ngmbeAmept sk H Figk Sdakathetembgdinenty detatled deserption cppmadtay a

first chapngeabl e k is decrypted, fromillegitinmte use, said nethod
conpri si n@%ﬁﬁl\éﬁst‘f dHP‘?IﬂMﬁWFngS t@“ﬁfélce}?‘?fﬁt ed digital data by using an

unchangeabl e key in a device to digital data re-encrypted by the
unchangeabl e key, and encrypting said digital data re-encrypted by the

unchangeabl e iy dibhthShiodAnaRIASY dfidegeaRbf HRYohAh Untiddtherttaha doubl e

re-encrypted by second- changeabl e-unchangeabl e keys to be stored; -59 19

MAR 20d3 dietingiishing betavetnsthe rcasksovigére ahe datwyptaliddte M és stoeedyint £stobyge
second- changeabl e- unchangeabl e keys by using said second changeabl e key to
di gital dewediune8kisuclyps adatd/diskenaonpivaieddntsl er deslicatetbtyr thetdompuser, dndli gi t al
data re-encrypted by the unchangeabl e keg by usi%g, )

where it 1s stored in a removable medium 92 such as a DVD-RAM or is transferred

outside via a network 93.

For this purpose, changeable key encryption units 90 and 91 are provided as

a hardware 88, in addition to the unchangeable key encryption/decryption unit 89.
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sai d unchangeabl e key to decrypted digital data; encrypting said deqrypgiemid
digital data by using a third changeable key to digital data re-encrypted
by the third changeabl e key, and encrypting said digital data re-encrypted
by the third changeable key to digital data double re-encrypted by

second- changeabl e-t hi rd- changeabl e keys to be copied or transferred;
decrypting said copied or transferred digital data double re-encrypted by
second- cHargeablvehdrhithel copyaighterbard deyrgptieyd data isgptoraiddn she bard dislaByehbl e key
to digital data re-encrypted by the third changeabl e key; .and decrypting
sai d di githalsterage mesliun snepspaatagyinther dedicaied Fntheecommputioyt ydoyBieng sai d
third changeabl e key . to decrypted digital d .3 A nethod for protecting
decr ypt e&%ﬁ%}ﬂfﬂ&?gaéq Jecryptediising thegin n%F&S%a]EﬁYCQQﬁé}be by a first
changeabl e key. is. decrypted,.from .l itipate use, said net .conpri sing
the ot eps e PioneCRmAE B of BB ok Baivht BT dn'Sies WRiste I g4 1€

unchange i SEMin (sl ore- |
unchange§g+%dﬁg¥yé?r}§) encrgggtéﬁgggg{]@@%ﬂgﬁ%ﬂﬁhﬁg&Fl%@elﬁg?g}égﬁgegy t he
unchangealldeldsByptOY ubin tBe Shis@ cligestla @Ry st H#eyenceysion/ t&drystidrauioubl e
re-encrypted by second-changeabl e-unchangeabl e keys to be stored,

decrypt i rd§ waithe diskrdrivedi6di t ki a deseawbienehihe data sricangfereatl outside via the

second- changeabl e- unchangeabl e keé% by using said second changeabl e key to

di gital detyorke9% ik is/deubie Bren¢up mr@@am%@i Reipg thetrybehangeadle Bevi gi t al
data re- rypted by the unchangeabl.e key b Lng sai chan ble key to
decrypt eﬁ%giaéﬂiea&aﬁﬁ?@?e 5%% Fyﬁygﬂﬁ"/gﬁ?réfpﬁ%ﬁﬂ}%ﬁgdg?ﬁé‘:eg‘ﬁﬁl’ﬁo&ilv 9%3 usi ngya
third changeable key to digital data re-encrypted by the third changeabl e
key, and encrypting said digital -60 1 9 MRR ZCC3 data re-encrypted by
the third Cha@iﬂﬁﬁ?l{y%'%% fr& ShsddifbndSicvit RUPgE 2! BreCiiSital Fataéds@glri?% lc)jy

second- changeabl e-f hi r d- changeabl e keys to be copied or trans

decrypt i ngosdvastigonieeds slicH idighsirteanesthal bicldcabaing, digithll @AT¥- encrypted by
second- changeabl e-t hi rd- changeabl e keys by using said second changeabl e key

t o di gi t diroaficasting digital ppreliie byoadpastingi ., dyarejearit meres suchras abanght i ng
hi rd chafigubB LS oredUetiyB Bithchich DU, adE, BL ervey A HOBEAHSF di ng ¢

ird c a J » €817 ing to
claim 27, , rein I: teps of encrypting and decrypting by
usi ng saiC&‘%S%%aéﬁed%éhggg%ﬁ%%éexﬁéggﬁwg‘aéea‘?%‘ed out by a software. 32. The
met hod accor dgpggt kaiym 27, 28, 29 or 30, wherein said steps of

. OMe Ka) . ( .

encrypting and decrypting by using said second changeabl e key are carried

out by a andridwapglied. The encrypted digital data C1 thus supplied is decrypted at the

operating system service 52 using the first changeable key K1 provided from the
key center via the same route as or a route different from that of the encrypted
digital data C1:

M=D (C1, K1)
and the decrypted data M is outputted to the display unit 56 or the like.

In cases where the decrypted data M is stored in the storage medium 81
incorporated into or dedicated to the computer, such as a hard disk, where it is
stored in a medium such as the DVD-RAM, and where it is transferred outside via
a network, the decrypted data M is re-encrypted at a filter driver 66 using the
second changeable key K2 obtained from the key center or generated in the

operating system service 52:
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33. The nethod according to claim?27, 28, 29 or 30, wherein said seCﬁngRzma
changeabl e key is supplied fromthe outside of a device. 34. The nethod
according to claim?27, 28, 29 or 30, wherein said second changeabl e key is
generated in a device. 35. The nmethod according to claim?27, 28, 29 or 30,
wherein said steps of encrypting and decrypting by using said third
changeabl e key are carried out by a software. 36. The nethod according to
claim27) 28, V22: 02=B0(MyK2n)ei n said steps of encrypting and decrypting by
using said third changeabl e key are earned out by a hardware. 37. The

met hod accor di ng to=EIQDd{2731§8K229 or 30, wherein said third changeabl e
key is supplied fromthe outside of a device. 38. The nethod according to
claim?27, 28, 29 or 30, wherein said third changeable key is generated in a
device. 39. The _pnethqd cordin o, ¢claim27, 28. 29 or 30,. wherein, said

st eps of encr€'}5’ftﬁ%g “ﬁ%‘?&atg'séffﬁfﬁ'r?%edo%tﬁg?nﬁ S&%ﬁeg lrﬁlﬁc,cﬁﬁ}?é‘gqﬂpﬁor?@i?t%q e
carried oyt 4hy: S o ¥ ) ding to
claim 27,&12551?&158%8%@8?&\?%% g%ggeﬁesﬁg%@ﬁéfdgtﬁﬁ%’%% rllfg?et aﬁgégndfe}gétggti ng by
usi ng sai @biﬁﬁ‘&ﬂ?ﬁﬂ&%?bﬁ)lé"k)é%iKOE‘atCt%rdn@@p@i@h/dbé’ry@ti&@ﬁﬁiﬁ@?ﬁn thd hardwarget hod
according to claim 27, 28, 29 or 30, wherein said unchangeable key is

al ready @8&ced in said device. 42. The nethod according to claim 27, 28, 29
or 30, wherein said unchangeable key is generated in said device. 43. The
met hod accordkhéikGZGFdiﬁC%JKOEBTE 6P @Y, KineK&i)nK8adi d unchangeabl e key
is supplied fromthe outside of said deyice. 44. The nethod according to

cl ai m 27,anggdouple gi-enayPigA R (2948 StATRE Wk M BddIReS] PE thglkefic to a
device. 45. The nethod according to claim27, 28, 29 or 30, wherein said
unchangeabl e key is not specific to a device. 46. An apparatus for
protecting delg{é( e%(s%dwﬂé&' @'doqﬁlkgre-éxﬁnmﬁéf Ratd! (- dtord@ iR tfN&bygeed by a
first changeabl e key 1s decrypted, fromillegitimte use, sald apparatus
conpri si ngedianf 8T AatiliARdNdRA éndrfte® detayPE-) GBad!fbin fherstefge Yiddiug 83ai d
decrypted digital data by using a second changeable key to digital data

r e- encr ypised-deygryphed ssingtike uhchaggedblekéeX0 atrhe entrypyesiéayptign emic 89pt i on
unit for encrypting said digital data re-encrypted by the second changeabl e
key by usiriedardwarBa8yeabl e key in a device to digital data double

re-encrypted uagh | g-secand- cha I eysyt e stored; an
unchangeabl e %ﬁ% ngﬂ)g‘?ﬁnﬁﬁ iTBf gﬂﬁe@?jgﬁr ﬁ&ljsﬁ)i @Qgr ed digital data
doubl e reﬂaﬂ] Y, i - e ' said
unchangeal e%ﬁetggsg &é%éfy&re%]g#?g?qgg{eg&&g&g%ﬁ%gge%%ﬁd ?ﬁ%&gg%‘lsz%&g%zangeabl e
key; a thitritle @NRPUSRE} 86 %@Vinﬁ%ﬁ&b&?ﬁbﬁ’ﬂié&iﬂtioﬁ%m&ﬂﬁﬁypt' ng said digital
data re-encrypted by the second changeabl@ key by using a third changeabl e
key to -62  A:MNR(Z2-K2di gDt € (Daf@1,dOLRIKL ) e- encrypt ed by

t hi rd- changeabl e- second- changeabl e keys to be copied or transferred; a

third chaangetdldecremjedidan Mtis outputted by dhe gperaiipg istigierapidthe somagtasrto
EL?pzfgL&%gé&%&ézgé%ggggéﬂgﬁgég%lglﬁﬁgéXB;eSsP%g said third changeabl e key
to digital data re-encrypted by the second changeabl e key; and
When the re-encrypted data C2 is stored in a DVD-RAM of the removable
medium, the re-encrypted data C2 is double re-encrypted using the second
changeable key K2 at the changeable key encryption/decryption unit 90 of the
hardware:
V 2-3: C2-3=E (C2, K3) =E (E (D (C1, K1), K2), K3)
and double re-encrypted data C2-3 is stored in the removable medium, the

DVD-RAM.
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a second changeabl e key decryption unit for decrypting said digital data
re-encrypted by the second changeabl e key by using said second changg¢abh® 7003
key to decrypted digital data. 4?. An apparatus for protecting decrypted
digital data, to which digital data encrypted by a first changeable key is
decrypted, fromillegitimte use, said apparatus conprising: a second
changeabl e key encryption unit for encrypting said decrypted digital data
by using a sehoandasshwhgeathealduble tecemtirgptedldadaiZ3rstoreddn e eembyabldie second
changeabl e key; an unchangeabl e key encryption unit for encr sai d

di gi t al orae@urre%m:uylmeddttwra-mcm@tcdmta: Zidgead fionk e tﬁ;nmzﬁgm%u
unchangeable key in a_deyvice to, di |taI dgou | e re enc ted by
unchangeatf ﬁwtéﬁélﬁtj’géb?é kg an&@awéqgey 3 @btaed fram éhé Slﬁlcéntl@éy

decryption unlt id store tal dat.a double re-. ncrypt ed
by unehareditiecated n i EHGRBR ST Se RS St T BaeraPifidkigetel BiEey Y5
sai d di gléo’:’lL Hl%tl?arﬁﬁ ncrypt ed by the second changeabl e key; a third
changeabl '@ kKey encryp ‘on unit for encrypting said digital data

re-encrypted byatge=yecond &BangeeR!(E kB Ay Ku9i R9)2akshi rd changeabl e key
to digital dafa double re-éncrypted by thirad- changeable second- changeabl e

keys to bfarthepithd rerdecrypoed dita &t isaddchypted asiag gkabémnkehangsableptayoK2 uni t
for decrypting said copied or transferred digital data double re-encrypted

Ey t hi r(cji @Hhﬁ?é@bl@vseéﬁmvmﬁaﬁmaamoe/ dec}‘s;ptmn f!llgpfmgl said third changeabl e
1 9 MAR 2003

cﬁggégeb: gl LZ)?-_" d@n@é%@emypdﬁgﬁg‘ékai ﬁi; ﬁryptl gln unit for decryptl gg

Second crERGENEriase ER R Dy tlutedty BE et AR MR R el 8,7

protecti nﬁledtﬁgtflxspfgﬁﬁ 5@ @'hk‘é%% ,%t 8,01 ch digital data encrypted by a
€

first changea ey 1's decrypte romillegitinmate use, said apparatus
conpri sing: an unchangeabl e key encryption unit for encrypting said
decrypted digital data by using an unchangeable key in a device to digital
data re-encryKhed thy refencoypttdhdatedls & tkansieraetiowtssle onm thes hetmpeka 98 cthicey
encryption unit for encrypting said digital data re-encrypted by the

unchangea¥s-engeeptep datsCAds dowhle sergnemy g theesecond ah@aeabled@ﬁ/a‘%éhm e

re-encrypted b econd- chan eab) e- unchangeabl e keys to be stored; a second
changeabltteh @W‘Z}%{c #lce)r decrypting said stor ed digi taI dat a

doubl e re- encvptsectéjgt gegeg%gra.g%eﬁ%ﬁ (l@lcmgg eys by using said

second changeabl e "Key entry by he unchangeabl e key,

and an unghpadfadr&ek@y R%CdaYQCQQ}‘lsUt?Msfér?éd S@sidéntd fie Actwdrkliogi tal data

re-encrypted by the unchangeabl e key by using said unchangeabl e key to
decrypted digital data; a third changeable key encryption unit for
encrypting sal d decrypted digital
In a case where the double re-encrypted data C2-3 transferred from the
outside via the network 88 is utilized, the encrypted data C2-3 is re-decrypted
using the third changeable key K3 at the encryption/decryption unit 91:
3 2: C2=E (C2-3,K3) =D (E (E (D (C1, K1), K2) K3),
further, the re-decrypted data C2 is decrypted using the second changeable key K2
at the filter driver 66 having encryption/ decryption function:
3:M=D (C2, K2) =D (E (D (C1, K1), K2)
and the decrypted data M is outputted by the operating system of the computer to

the display unit 56 or the like to be utilized.
In the above embodiment, in order to facilitate the explanation, it has been
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data by using a third changeable key to digital data re-encrypted by the
third changeabl e key, and a second changeabl e key encryption unit for 19 MAR 2003
encrypting said digital data re-encrypted by the third changeabl e key to
digital data double re-encrypted by second-changeabl e-t hi rd-changeabl e keys
to be copied or transferred; and a second changeabl e key decryption unit
for decrypting said copied or transferred digital data double re-encrypted
by seconddeseaibgd slidtethe enciyptibaidgegbtien kews Ibgndi 91 nge sepatatecwbilel itcihangeabl e
key to digital data re-encrypted by the third changeable key, and a third
changeabl| pe¢digssdteciay phatdhess units sraydhecr §ipglertitsai d digital data
re-encrypted the thjrd changeabl e k by using said.third changeable -64
1 9 MAR 20(| 3%@@%’%’8@&%&’@&%{3 iaéidFé‘Fr’%Qt%?"%@. A?ae&gd)xraafqakhm@g
protectin nypted diaital dat t 0 _whi di gi t ed by a
first cha%gggl)egﬁéﬁ}eaﬂg qﬁﬁ@%ﬂ’%{ %ﬁﬂ] RWO&W it$ p@eg%’ eFrgsgg%E Z{ﬂ; §$X‘P;}b ar at us
conpri si ng. abl e key encryption unit for encrypting said
decryptedg%?gﬁ?gFﬁggga Oy using an unchangeable key in a device to digita
data re-encryfghese byeratiend/eihioe e8lR| £hiee¥d bpddsigningthe hafdwang 88k ehkey
encryption unit for encrypting said digital data re-encrypted by the
unchangeablecémputey arrangementsevorph CRENyeEabswstémmybuso di gi tal data doubl e
re-encrypted by second-changeabl e- unchangeabl e keys to be stored; a second
changeabl e key decryption unit for decrypting said stored digital data

S00ons Lo RH S SRS SRS B RSIY SRR T
ond en U RSRRSNL SR SR PG AL Ll B o o cer

decr ypt ed @t ; R 2 td bt T or
encrypti ncéﬁjdsngib%lﬁgé{g?t;g%rggtlg?/giéggﬁﬁgxg? gébf/ﬁﬁé;%%’% ;\g %%Br%rﬂtgbr%mﬁ%’gam e key to

digital data re-encrypted by the third changeabl e key, and a second
changeabl e key encryption unit for encrypting said digital data
re-encrypt ed ﬁtythmyotmamagemtngaanorleerndwpﬁ 8 fﬂfﬂ gystam dravex 6Joa| e
re-encrypted by, second-changeabl e-third-changeabl e keys to be copied or

t r ansf er r Biermgliatg diWep A0, ARLIRYALIEY s cact disk drivar AAiand agietwerd ypt i ng
said copied orp.dransferr di gi tal a le ne- rypted b

second- ohiydaih &Y AmbeEhahpdlnnRs neR DSt Bt gSe R, LB Nesasgbun o key
to digita LB t : i Iﬁgﬂﬂﬂg keand a third
changeabl!é egl g%ﬁ%%ﬁ fﬁ%ft V%?%g%tc}?{/g‘?l ng s ?@Ar%!egllﬁfx(}ﬁ_e?data

r e- encr y pegétypior/ecriptiondisGhseteerpdtiove kY fileysydedm drivar 69 opbetveehangeabl e key
to decrypted digital data. 50. The apparatus according to claim46, 47, 48
or 49, whnteimedaedryee(dd aod thtideyipe dnyerand decrypting by using said second
changeabl e key are earned out by a -fi5 1 9 MRR 2C03 software. 51. The
apparatus according to claim46, 47, 48 or 49, wherein said steps of

encrypting and decrypting by usin ai cond changeabl e key are carried
out by a har d%gp%u_seﬁgs € %‘é@ﬁ%ﬁé aé‘gc@ﬁd‘faﬂdj rEﬂgai m 46, 47, 48 or 49,
wherein sal_ -?ﬂ@ﬁﬂm i ' f &ﬂg ' f a

devi ce. 5§é. Qqﬁgg%}g%efg u acégtrﬂéfdrléalgigéwg‘{wr%eﬁl&m%t 4 r%?ﬁjié'% erein said
second chafgpatt ek ﬂcﬁgﬁﬁ{m@d& tidnHre@ssiag andthe Miagdmaitasfesygccor di ng
to claim46,” 47, 48 oeF 49, erei gmsaing) steplsgof encrypt?ﬁg andlégsé%rypti ng
by usi ng keydintthis embdtimeasbl e key are carried out by a software. 55. The
apparatus according to claim46, 47, 48 or 49, wherein said steps of
encrypting and decrypting by using said third changeabl e key are carried
out by a hardxare. 56. The apparatﬂi ac ording to claima46) 47, 48 or 49,
wherein said thERgESarhergdhe cepyaghtedang, fatgrVin stered 3 astarres devi ce.

ratus ,acco ein sajd third

57. Th di hq. | ai 4 47.. 48 49 .wh
c hangegbﬁg‘f‘)ﬂawn Suchase ﬁa%d;g]sf(,ﬁngor%:gat%iﬁeggp qﬁgﬁ%ﬁitﬁﬁ&a@&%ﬁf Rg to

| ai m 46, 8 i i i ti b
st g sa ofed b Bemdiee BT o34 & SIRARRAM RGP IR BAGERE YPLI N0 Y
appar at uso@&mmﬁa Q%elPork, i‘lgeilrﬁécg‘y%&&daégm% é%ncgg§cghﬂ;tmaﬁ1ﬁéﬁfrﬁe§ 66A

encrypting and decrypting g sald unchang ey are carried out by

a har dwar ér 66B .usitigethappedmat eiangesie den K2t shtahed froAbthediey dehterrord9, wherein
sai d unchangeabl e key is already placed in the device.
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61. The apparatus according to claim46, 47, 48 or 49, wherein said
unchangeabl e key is generated in the device. 62. The apparatus accory® N{S\RQW
claimd46, 47, 48 or 49, wherein said unchangeabl e -66 1 9 MAR 2003 key is
supplied fromthe outside of the device. 63. The apparatus according to
claim46) 47, 48 or 49, wherein said unchangeable key is specific to said
devi ce. 64. The apparatus according to claim46, 47, 48 or 49, wherein said
unchangeadenerdtey in thenPO mpeagefneat micrwskaineledd:ce. 65. A met hod for
protecting digital data fromillegitimte use, said nethod conprising the
steps of: det & %i62rE (MeKi2ar=Fa(ld (@1gKldi Kddta i s subject to be protected
or not; encrypting said digital data determ ned being subject to be
protected by using an unchangeable key in a device to digital data

ted b h h blL.e key; stori ' f [ id
i gl 1ol dats BUTRIImAGIReImErs Bl wuppaned PR h ot ottt ng sai d di gi tal
dat : vt § j i ed
Cranst or 1 e Rep I rRR B KOt MR e P SpB T BB 03
unchangeaibld@um@wet@cgﬁﬁ_éwm tHé @intidngdaila keR KD attthel eticRgptidaidcSpabEd,
copied or transferred digital data and said decrypted digital data. 66. The

met hod aaaot 89 ngtheohatiwars 8%, wherein said steps of encrypting and
decrypting by usi ng}zsai d unchangeabl e key are carried out by a software.

67. The met ho¥ 20c6201E (@2, HE mBLE (MdCdi K13aKa),sK@ps of encrypting and
decrypting b ing said ynchapngeabl e key are_ carried out by a hardware.
68. The r?gldffi;t]‘%;cf?o?‘éﬁwe@@aﬁq Qgﬁl 1§storied myihe: Rard sk, gl ioﬁéheaﬁhe-decrypti ng by

usi ng sai d unchangeabl e key are controlled by identifying information which
is added to said digital data. 69. The nethod according to claim®68, in

whi ch encrypty td Ik : i

i dent i fying | WenRE BEERYEIRAREE 8 03 G L 5‘8“%*‘3&??*’2%?%5%‘%‘“‘?% B ch
encrypt i ngilized, theaeydiciyige@d8tad-0iresd 6din e AGSLEGEedimBaiid i dentifying
information. 71. The nmethod according to claim®65, wherein said
unchangeatstdeckypted ssingrtbedychdrgeatle ikey K@ atviheesncrition/deceyphddRuB003 i72. The
nmet hod according to claim65, wherein said unchangeable key is generated in
t he devi cide hasdwapge88iet hod accor di ng to claime65, wherein said unchangeabl e

k [ i f t i d t ' 74, t hod di t
ol aim 7172 of 2780 KON AELHEH At iy K2 RBMC e to the
devi ce. 7 . : . , . .

e o orhEp Sy TR REBEEPA R SN Fhng T Bhook tiBasllioks!
protecting tgé dltepldrivat 86 hatilidntAgtio _&@Pugﬁm@abﬂz appar atus conpri si ng:
determ ning neans as to whether said digital data is subject to be

protected or mhtM=R468, Ka) shc(RdD (g1sKil K2)ital data deternined being
subject to be protected by using an unchangeable key in a device to digital

dat a encrapskt®g degriped daféﬁ\éng@amuéterééy; thewaRmtingrsysiest phiie cosmptergtoor
and sai d WPQITSAY 1t 36 SRahs BREAOBS KESinchangeabl ¢ key. neans for' o
decrypting said stored, copied or transferred digital data encrypted
Also, in a case where the re-encrypted data C2 is stored in the removable
medium such as a DVD-RAM, the re-encrypted data C2 is double re-encrypted
using the third changeable key k3 obtained from the key center or generated in the
I/O management micro-kernel 64, at the encryption/decryption unit 90 in the
hardware 88:
V' 2-3: C2-3=E (C2, K3) =E (E (D (C1, K1), K2), K3)
and double re-encrypted data C2-3 is stored in a removable medium such as the

DVD-RAM.
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by the unchangeabl e key by using said unchangeabl e key to decrypted.p§9j§§m3
data; and neans for utilizing said stored, copied or transferred diqgi aﬁ
data and said decrypted digital data. 77. The apparatus according to claim
76, wherein encrypting and decrypting by using said unchangeabl e key are
carried out by a software. 78. The apparatus according to claim 76, wherein
encrypting and decrypting by using said unchangeabl e key are carried out by
a hardware. 79. The apparatus according to claim76, wherein encrypting and
decrypting by using said unchangeabl e key are controlled by identifying

i nfor mati on wWiWhen the doubiedre-enceppted dagi €23 dered.in 168 remavableMarRdinG032 80. The
apparatus_according to claim 76, wherein _encrypting and decrypting are
carried olftutBizefs theagcancaypted deta; e urrd fram thersmexahle medsum 92Hs appar at us

according tq claim76, ecrei.n.encryptin nd decrypting,are carri.ed out by
absence o¥e-§%€ifa€§ea]émr}gr %%n%‘rflr#@?gfé’gféolfﬁyggga?%e% Bltrl%{‘?‘éﬁ?%@&?r‘m’hg to
claim76, 9 {H-Jé' o %Ende §$1changeabl e key is already placed in a device. 83.
The apparat us "‘according to claim 76, wherein said unchangeabl e key is
generated in . gowvi &4 xahhe [ claim 76) wherein
sai d unchangea Igé e??gzgéé{gpi e???ﬁgﬁ(%g%%f K?r)fe devi ce. 85. The
appar at usfiathes) theng-deergtad B2 83datyidd usingthe Becohidcthemgabledeake key is
specific to the device. 86. The apparatus according to claim82, 83 or 84,
wher ei n sati theUiitdrairyealbbehaking érsryptiongeeniption functione device. -69 . A
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re-encryption/re-decryption processing and the management of a key, it allows to
easily incorporate the function into the kernel of the operation system. Also, by
re-encrypting the data using the second changeable key K2 before it is
re-encrypted using the unchangeable key KO, it is very difficult to cryptanalyze the
encrypted data, even if the unchangeable key is known to others, by finding out the
second changeable key K2 because the data is also encrypted using the second

changeable key K2.

Further, because the second changeable key K2 is used first and then, is
used after the unchangeable key KO is used, high security of the key is ensured.
Because the second changeable key K2 is used first, it also strongly governs the
encrypted data.

When the second changeable key K2 is repeatedly used, there is a possibility
if it may be known to others. In such a case, it is preferably designed in such a
manner that the second changeable key K2 used for encryption is abandoned and it
is again obtained from the key center or generated, when necessary for decryption,
as described in Japanese Patent Laid-Open Publication 185448/1996
(EP0704885A2, USSN 08/536,749).

In order to perform re-encryption/re-decryption of digital data as above, it is
necessary to add, to the digital data, information to identify that storage or transfer
of the digital data is restricted. In a case where the digital data is stored or
transferred without being edited, illegitimate use of the digital data can be
prevented by the method and the apparatus for re-encryption/re-decryption as

described above.
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In such the case, it may d be designed in a manner that all of the data are
re-encrypted/re-decrypted using a key specific to the device (a master key).

In so doing, even the digital data which has been edited, for example, by the
"cut & paste" method, can be prevented from illegitimate use by

re-encryption/re-decryption.

Also, it may be designed in a manner that the digital data without the
information to identify the restriction of storage or transfer only is
re-encrypted/re-decrypted by using the master key, and that the digital data
provided with the information to identify the restriction of storage or transfer is
re-encrypted/re-decrypted using the method and the apparatus as explained in the

above embodiments.

In a case where the copyrighted and encrypted digital data is utilized in a
specific device such as a set-top box, illegitimate storing, copying or transferring
can be relatively easily prevented. Also, in a case where the copyrighted and
encrypted digital data is utilized on a computer, the management of storing, copying
or transferring the decrypted digital data can be executed by using the
decryption/re-encryption apparatus described in Japanese Patent Laid-Open
Publication 287014/1996 (USP5,867,579; EP0715241A2) or by using the
decryption/re-encryption apparatus described in USP5,805,706.

However, the digital data decrypted for the purpose of displaying or printing
is present on the bus of the computer, and it is possible to store, copy or transfer

the decrypted digital data via a device connected to the bus. In the following,
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Fig. 12 shows a structural example of a copyright management apparatus, in
which a first changeable key and a second changeable key are used.
Also, this copyright management apparatus can be realized configured in a

sub-board, a PCMCIA card, an IC card or an IC package for the purpose of security.

In Fig. 12, reference numeral 101 represents a CPU. A ROM 103, a RAM
104, a hard disk drive 105, a flexible disk drive 105, a CD-ROM drive 107, a

modem 108, etc. are connected to a system-bus 102 connected to the CPU 101.

Reference numeral 109 represents a copyright management apparatus, which
comprises a decryption/encryption unit 110, a video interface 113, an audio
interface 114, and a printer interface 115.

A display unit 116, a speaker 117 and a printer 118 are connected to the
video interface 113, the audio interface 114, and the printer interface 115
respectively on the outer side of the computer.

The decryption/encryption unit 110 comprises a decryption unit 111 and an
encryption unit 112,

The decryption unit 111 and the encryption unit 112 of the
decryption/encryption unit 110 are connected to the system-bus 102 of the
computer. The video interface 113, the audio interface 114, and the printer
interface 115 are connected to the decryption unit 111.

This arrangement can be easily achieved by designing the copyright
management apparatus 109 as a sub-computer arrangement having a CPU and a

system-bus.
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103! 10?}%&m§321ém\{130%?/ﬂ18é (ﬁgc-rypt% EigllgTdata is re-encrypted using the second

changeable key K2 at the re-encryption unit 115:

VY 2: C2=E (M, K2)
=E (D (C1, K1), K2),
the re-encrypted digital data C2 is supplied to the system-bus 102, and is stored in
the hard disk drive 105, copied in the flexible disk drive 105 or transferred via the

modem 108.

The encrypted digital data C1 encrypted using the first changeable key K1 is
supplied to the decryption unit 111 from the system-bus 102, and is decrypted
using the first changeable key K1:

M=D (CL, K1).

In a case where the decrypted digital data M is outputted to the display unit
116 or the speaker 117, it is turned to analog at the video interface 113 and the
audio interface 114 in the copyright management apparatus 109 and is outputted in
a predetermined signal form.

When the decrypted digital data M is outputted to the printer 118, print data

is outputted via the printer interface 115.

When this copyright management apparatus 109 is used, the decrypted digital
data other than the data outputted to the printer is not present outside the
copyright management apparatus 109. Because the data outputted to the printer is
still data, digital data of a moving picture or of audio data is not present outside the

copyright management apparatus 109.

In the computer, non-encrypted digital data is also present in addition to the

decrypted digital data.
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and costly. To avoid such situation, it may be designed in a manner that
non-encrypted digital data is processed at the video interface 113 and the audio

interface 114 in the copyright management system 109.

Fig. 13 shows another arrangement example of a copyright management
apparatus, in which an unchangeable key is used in addition to the first and the
second changeable keys.

This copyright management apparatus can be realized configured in a

sub-board, a PCMCIA card, an IC card, or an IC package for security purpose.

In Fig. 13, reference numeral 101 represents a CPU. A ROM 103, a RAM
104, a hard disk drive 105, a flexible disk drive 105, a CD-ROM drive 107, a

modem 108, etc. are connected to a system-bus 102 connected to the CPU 101.

Reference numeral 120 represents a copyright management apparatus. The
copyright management apparatus 120 has, in addition to the decryption/encryption
unit 110, an unchangeable key encryption unit 121, a crypt video interface 122, a
crypt audio interface 123, and a crypt printer interface 124.

The decryption/encryption unit 110 has a decryption unit 111 and an
encryption unit 112.

Also, an encrypted digital video display unit 125, an encrypted digital audio
player 126, and an encrypted digital data printer 127, which arranged outside of the
computer, are connected to the crypt video interface 122, the crypt audio interface

123, and the crypt printer interface 124,
The decryption unit 111 and the encryption unit 112 of the
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The crypt video interface 122, the crypt audio interface 123, and the crypt

printer interface 124 are connected to the unchangeable key encryption unit 121.

The encrypted data display unit 125 is connected to the crypt video interface
122, the encrypted audio data player 126 is connected to the crypt audio interface
123 and the encrypted data printer 127 is connected to the crypt printer interface
124,

The above arrangement can be easily realized by designing the copyright
management apparatus 120 as a sub-computer arrangement having a CPU and a

system-bus.

The encrypted data display unit 125 has an unchangeable key decryption unit
128 connected to the crypt video interface 122, a D/A converter 131 connected to
the unchangeable key decryption unit 128, and a display unit 116 connected to the
D/A converter 131.

The encrypted audio data player 126 has an unchangeable key decryption unit
129 connected to the crypt audio interface 123, a D/A converter 132 connected to
the unchangeable key decryptién unit 129, and a speaker 117 connected to the D/A
converter 132.

The encrypted data printer 127 has an unchangeable key decryption unit 130
connected to the crypt printer interface 124 and a printer 118 connected to the
unchangeable key decryption unit 130.

It is needless to say that the encrypted data display unit 125, the encrypted
audio data player 126 and the encrypted data printer 127 have other components

such as an amplifier.
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M=D (C1, K1).

When the decrypted digital data M is stored at the hard disk drive 105 or is
copied at the flexible disk drive 105 or is transferred via the modem 108, it is
re-encrypted using the second changeable key K2 at the re-encryption unit 115:

V 2: C2=E (M, K2)

=E (D (C1, K1), K2),
the re-encrypted digital data C2 is supplied to the system-bus 102, and it is stored
at the hard disk drive 105, copied at the flexible disk drive 105, or transferred via
the modem 108.

When the decrypted digital data M is outputted to the encrypted data display
unit 125, the encrypted audio data player 126 or the encrypted data printer 127, it
is re-encrypted using the unchangeable key KO0 at the unchangeable key encryption
unit 121 in the copyright management apparatus 120:

V 0: CO=E (M, K0)

=E (D (C1, K1), K0).

The re-encrypted digital data CO is arranged to be provided to the encrypted
data display unit 125, the encrypted audio data player 126 and the encrypted data
printer 127 at the crypt video interface 122, the crypt audio interface 123 and the
printer interface 124 respectively, and an encrypted display signal Cd0, an
encrypted audio signal Ca0 and an encrypted print signal Cp0 are respectively
outputted.

When the encrypted display signal Cd0 is inputted to the encrypted data
display unit 125 from the crypt video interface 122, it is decrypted using the
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Md=D (Cdo, K0),
the decrypted display signal Md is converted to a displayable analog signal at the
D/A converter 131 and it is displayed on the display unit 116.
If the display unit 116 is a digital display unit, which can display the digital

data as it is, the D/A converter 131 is unnecessary.

When the encrypted audio signal Ca0 is inputted to the encrypted audio data
player 126 from the crypt audio interface 123, it is decrypted using the
unchangeable key KO at the unchangeable key decryption unit 129:

Ma=D (Ca0, K0),
the decrypted audio signal MA is converted to a playable analog signal at the D/A
converter 132, and it is played at the speaker 116.

The encrypted print signal Cp0 inputted to the encrypted data printer 127
from the crypt printer interface 124 is decrypted using the unchangeable key KO at
the unchangeable key decryption unit 130:

Mp=D (Cp0, K0)
and the decrypted print signal Mp is printed by the printer 118.

When this copyright management apparatus 120 is used, no decrypted data is

present outside the copyright management apparatus 120.

As aforementioned, non-encrypted digital data is also present in addition to
the decrypted digital data in the computer.

In order to process the non-encrypted digital data and the decrypted digital
data by distinguishing between them, it is necessary to provide a video interface, an
audio interface and a printer interface, and this would make the system more

complicated and costly. To avoid such situation, it may be designed in a manner
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re-encryption unit 121 of the copyright management apparatus 120.

Fig. 14 shows another arrangement example of the copyright management
apparatus, in which an unchangeable key encryption unit is provided to follow the
video interface, the audio interface and the printer interface.

The copyright management apparatus can be realized configured in a

sub-board, a PCMCIA card, an IC card or an IC package for security purpose.

In Fig. 14, reference numeral 101 represents a CPU. A ROM 103, a RAM
104, a hard disk drive 105, a flexible disk drive 105, a CD-ROM drive 107, a

modem 108, etc. are connected to a system-bus 102 connected to the CPU 101.

Reference numeral 140 represents a copyright management apparatus, which
comprises a decryption/re-encryption unit 110, a video interface 113, an audio
interface 114, a printer interface 141, and an unchangeable key encryption unit 134.

The decryption/re-encryption unit 110 has a decryption unit 111 and an
re-encryption unit 112,

The unchangeable key encryption unit 134 has an unchangeable key
encryption unit for video 142, an unchangeable key encryption unit for audio 136,
and an unchangeable key encryption unit for print 137. The unchangeable key
encryption units for video, audio and print may be arranged in a single unit if it is

available for sufficient encryption capacity.

The decryption unit 111 and the re-encryption unit 112 of the
decryption/encryption unit 110 are connected to the system-bus 102 of the
computer. Further, the video interface 113, the audio interface 114 and the printer
interface 115 are connected to the decryption unit 111, and the unchangeable key

encryption unit for video 135, the unchangeable key encryption unit for audio 136
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An encrypted digital video display unit 125, an encrypted digital audio player
126 and an encrypted digital data printer 127 arranged outside the computer are
connected respectively to the unchangeable key encryption unit for video 135, the
unchangeable key encryption unit for audio 163 and the unchangeable key
encryption unit for print 137.
The above arrangement can be easily realized by designing the copyright
management apparatus 120 as a sub-computer arrangement having a CPU and a

system-bus.

The encrypted data display unit 125 has an unchangeable key decryption unit
128 connected to the unchangeable key encryption unit for video 135, a D/A
converter 131 connected to the unchangeable key decryption unit 128, and a display
unit 116 connected to the D/A converter 131.

The encrypted audio data player 126 has an unchangeable key decryption unit
129 connected to the unchangeable key encryption unit for audio 136, a D/A
converter 132 connected to the unchangeable key decryption unit 129, and a
speaker 117 connected to the D/A converter 132.

The encrypted data printer 127 has an unchangeable key decryption unit 130
connected to the unchangeable key encryption unit for print 137 and a printer 118
connected to the unchangeable key decryption unit 130.

It is needless to say that the encrypted data display unit 125, the encrypted
audio data player 126 and the encrypted data printer 127 have other components

such as an amplifier.

The encrypted digital data C1 encrypted using the first changeable key K1 is
supplied to the decryption unit 111 from the system-bus 102 and it is decrypted
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When the decrypted digital data M is stored at the hard disk drive 105 or
copied at the flexible disk drive 105 or transferred via the modem 108, it is
re-encrypted using the second changeable key K2 at the re-encryption unit 115:

V 2: C2=E (M, K2)

=E (D (C1, K1), K2),
the re-encrypted digital data C2 is supplied to the system-bus 102, and it is then
stored at the hard disk drive 105, copied at the flexible disk drive 105 or

transferred via the modem 108,

When the decrypted digital data M is outputted to the encrypted data display
unit 125, the encrypted audio data player 126 or the encrypted data printer 127, the
decrypted digital data M is arranged to digital data Md, Ma and Mp to be provided
to the display unit 116, the speaker 117 and the printer 118 respectively at the
video interface 131, the audio interface 132 and the printer interface 133 in the
copyright management apparatus 120. Then, these digital data are encrypted using
the unchangeable key KO at the unchangeable key encryption unit for video 135,
the unchangeable key encryption unit for audio 136 and the unchangeable key
encryption unit for print 137:

Cdo=E (Md, K0)

Ca0=E (Ma, K0)

Cp0=E (Mp, K0)
and the encrypted display signal Cd0, the encrypted audio signal Ca0 and the
encrypted print signal Cp0 are outputted.

The encrypted display signal Cd0 is inputted to the encrypted data display

unit 125 from the unchangeable key encryption unit for video 135, and it is
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decrypted using the unchangeable key KO at the unchangeable key decryption unit
128:
Md=D (Cdo, K0).
The decrypted display signal Md is converted to a displayable analog signal at the
D/A converter 131, and is displayed on the display unit 116.
If the display unit 116 is a digital display unit, which can display the digital

data as it is, the D/A converter 131 is unnecessary.

The encrypted audio signal Ca0 is inputted to the encrypted audio data player
126 from the unchangeable key encryption unit 136, and it is decrypted using the
unchangeable key KO0 at the unchangeable key decryption unit 129;

Ma=D (Ca0, K0).
The decrypted audio signal Ma is converted to a playable analog signal at the D/A
converter 132, and is played at the speaker 116.

The encrypted print signal Cp0 is inputted to the encrypted data printer 127
from the unchangeable key encryption unit 137, and it is decrypted using the
unchangeable key KO:

Mp=D (Cp0, K0).

The decrypted audio signal Mp is printed by the printer 118.

When this copyright management apparatus 140 is used, no decrypted data is

present outside the copyright management apparatus 120.

As aforementioned, non-encrypted digital data is also present in addition to
the decrypted digital data in the computer.

In order to process the non-encrypted digital data and the decryption data by
distinguishing between them, it is necessary to provide a video interface, an audio

interface and a printer interface, and this would make the system more complicated
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and costly. To avoid such situation, it may be designed in a manner that the

non-encrypted digital data is processed at the video interface 131, the audio

interface 132 and the printer interface 133 of the copyright management apparatus

140.

A secret-key cryptosystem is often used as a cryptosystem for encrypting
digital data. The most popular DES (Data Encryption Standard) in the secret-key
cryptosystems carries out encryption/decryption per 64-bit block unit of data. It is
a typical block cipher method in the secret-key cryptosystem and has been widely
adopted. Using this encryption/decryption per block processing allows to realize a
more high speed encryption/decryption processing.

In doing so, a plurality of encryption units and decryption units are provided
in the encryption/decryption unit. It allows these plurality of encryption units and
decryption units to be, in order, allocated the encryption/decryption processings of
data blocks to be carried out. And then, encryption/decryption processing results,
thus obtained, are synthesized.

Further, it brings a supplemental effect that it is possible to use a respective

crypt key for each data block and also to adopt a respective cryptosystem for each
data block. Then, more highly securing the digital data is possible.
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1. A method for protecting decrypted digital data, to which encrypted digital data
is decrypted, from illegitimate use, said method comprising the steps of:
encrypting said decrypted digital data by using a changeable key to digital
data re-encrypted by the changeable key;
encrypting said digital data re-encrypted by the changeable key by using an
unchangeable key in a device to digital data double re-encrypted by
changeable-unchangeable keys to be stored, copied or transferred;
decrypting said copied, stored or transferred digital data double re-encrypted
by changeable-unchangeable keys, by using said unchangeable key to digital data
re-encrypted by the changeable key; and
decrypting said digital data re-encrypted by the changeable key, by using said
changeable key to said decrypted digital data.
2. A method for protecting decrypted digital data, to which encrypted digital data
is decrypted, from illegitimate use, comprising the steps of:
encrypting said decrypted digital data by using an unchangeable key in a
device to digital data re-encrypted by the unchangeable key;
encrypting said digital data re-encrypted by the unchangeable key by using a
changeable key to digital data double re-encrypted by changeable-unchangeable
keys to be stored, copied or transferred;
decrypting said copied, stored or transferred digital data double re-encrypted
by changeable-unchangeable keys, by using said changeable key to digital data
re-encrypted by the changeable key; and
decrypting said digital data decrypted by the changeable key key, by using
said unchangeable key to said decrypted digital data.
3. The method according to claim 1 or 2, wherein said steps of encrypting and

decrypting by using said changeable key are carried out by a software.

4, The method according to claim 1 or 2, wherein said steps of encrypting and
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6. The method according to claim 1 or 2, wherein said changeable key is
generated in a device.
7. The method according to claim 1 or 2, wherein said steps of encrypting and
decrypting by using said unchangeable key are carried out by a software.
8. The method according to claim 1 or 2, wherein said steps of encrypting and
decrypting by using said unchangeable key are carried out by a hardware.
9. The method according to claim 1 or 2, wherein said unchangeable key is
already placed in said device.
10. The method according to claim 1 or 2, wherein said unchangeable key is
generated in said device.
11. The method according to claim 1 or 2, wherein said unchangeable key is
supplied from the outside of said device.
12. The method according to claim 9, 10 or 11, wherein said unchangeable key is
specific to said device.
13. The method according to claim 9, 10 or 11, wherein said unchangeable key is
not specific to said device.
14. An apparatus for protecting decrypted digital data, to which encrypted digital
data is decrypted, from illegitimate use, said apparatus comprising:

a changeable key re-encryption unit for encrypting said decrypted digital data
by using a changeable key to digital data re-encrypted;

an unchangeable key encryption unit for encrypting said digital data
re-encrypted by the changeable key by using an unchangeable key in a device to
digital data double re-encrypted by changeable-unchangeable keys to be stored,
copied or transferred;

an unchangeable key decryption unit for decrypting said copied, stored or

transferred digital data double re-encrypted by changeable-unchangeable keys, by
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data is decrypted, from illegitimate use, said apparatus comprising:

an unchangeable key encryption unit for encrypting said decrypted digital data
by using an unchangeable key in a device to digital data re-encrypted by the
unchangeable key;

a changeable key encryption unit for encrypting said digital data re-encrypted
by the unchangeable key by using a changeable key to digital data double
re-encrypted by changeable-unchangeable keys to be stored, copied or transferred;

a changeable key decryption unit for decrypting said copied, stored or
transferred digital data double re-encrypted by changeable-unchangeable keys, by
using said changeable key to digital data re-encrypted by the unchangeable key; and

an unchangeable key decryption unit for decrypting said digital data
re-encrypted by the unchangeable key, by using said unchangeable key to said
decrypted digital data.

16. The apparatus according to claim 14 or 15, in which encrypting and decrypting
by using said changeable key are carried out by a software.

17. The apparatus according to claim 14 or 15, in which encrypting and decrypting
by using said changeable key are carried out by a hardware.

18. The apparatus according to claim 14 or 15, wherein said changeable key is
supplied from the outside of a device.

19. The apparatus according to claim 14 or 15, wherein said changeable key is
generated in a device.

20. The apparatus according to claim 14 or 15, in which encrypting and decrypting

by using said unchangeable key are carried out by a software.

-57 -



109G°& ()- 9! 1098 ()- @ 1099°& ()-s10%& ()- [EdE~ @@f "& 100@& ()-9,) 3 MAR 1003
1 10907& () - 1090& ()-& 109a& ()- 109& ()-

109%9& ()-E vl dE~_@@f. ! 1097& ()-M 10%F& ()- @ 10%& ()-s'

10907& () - 9%A0%T& () - #109a& () -1 xnbCO@f' | 10%& ()- 10T 10T

10T3=- 109%& ()-9109a& ()-7 10%& ()- 95S10%F& ()- _IdENMbCO@f! 10%& () -
109%& ()-f10%& ()-S 10%& ()- 10%& ()- 910%& ()- RIEMDCO@ f

10%& () - 2)]10%&' dppafte9d&otding to claim 14 or 15, in which encrypting and decrypting

10%& () - 10%& () - 10%& ( uUdErrbOO@f3+21o%& )-1)S

109%& () - by ueing Said) unshangss, qkeYLarE@ﬁmmet) Dy a pa €()-4 s

Tt R T A SR

10bY=- 10 hi}[<1@
10g=- 10%g %a)(dl' qu%g@%@@g%vf‘)% :%%\/II 10%& () -, 9 109%g8& () -, ! kM 10%& ()--! kM 10
%99& () - - p3 kKyMEEBEa ) Q‘@b Clairh M4 &Of@%efém@m unchangeable ke )1s

10% * & () @plo%)b& () o%)& -710g 10gCh; <=>L{\'=0 10gS 10%&’
s' 10%&' (generated in said device.

24. The apparatus according to claim 14 or 15, wherein said unchangeable key is
supplied from the outside of said device.
25. The apparatus according to claim 14 or 15, wherein said unchangeable key is
specific to said device.
26. The apparatus according to claim 14 or 15, wherein said unchangeable key is
not specific to said device.
27. A method for protecting decrypted digital data, to which digital data encrypted
by a first changeable key is decrypted, from illegitimate use, said method
comprising the steps of:

encrypting said decrypted digital data by using a second changeable key to
digital data re-encrypted by the second changeable key;

encrypting said digital data re-encrypted by the second changeable key by
using an unchangeable key in a device to digital data double re-encrypted by
unchangeable-second-changeable keys to be stored;

decrypting said stored digital data double re-encrypted by
unchangeable-second-changeable keys by using said unchangeable key to said
digital data re-encrypted by the second changeable key;

encrypting said digital data re-encrypted by the second changeable key by
using a third changeable key to digital data double re-encrypted by
third-changeable-second-changeable keys to be copied or transferred;

decrypting said copied or transferred digital data double re-encrypted by
third-changeable-second-changeable keys by using said third changeable key to
digital data re-encrypted by the second changeable key; and

_58 -



10b 10b 10b=- 10%& ()-!a5 10%bé& ()-!f%s! 10%b& ()- 4~dE{\=0 19 MAR 2003
10gL> 109%& ()- ! 109%& () -

9109%& () - 10%& () - LLMLOY& () - s10%& () - cDpdE{\ =0 10gL! 10%& () -

Z109%& ()-L10%& ()- L10%& ()- 109%& ()- MLO%& ()-5dE{\ =0 10gl . 10%& ()-

L, z10%& ()-)10%& ()- L9 10%& ()- | %0%& ()- #10%& ()-f+7<=>dE:/ 10b
10b<- 109%& ()- 7109%& ()-5109%& ()-L310%& ()- 2109%& ()- LOMLO%E& ()->?0= n

Y:/ 10b" f 10%Q8%dti ok ' ' ' 0%& ()-3
Ton Dot rar st e e H b e S0k ) 60 ()

R e s e RE A
1 10%08 £8.- A mieobaiof protediiitgaRicrypted digitaDdans; to)which digital data encrypted

by a first changeable key is decrypted, from illegitimate use, said method
comprising the steps of:

encrypting said decrypted digital data by using a second changeable key to
digital data re-encrypted by the second changeable key;

encrypting said digital data re-encrypted by the second changeable key by
using an unchangeable key in a device to digital data double re-encrypted by
unchangeable-second-changeable keys to be stored;

decrypting said stored digital data double re-encrypted by
unchangeable-second-changeable keys by using said unchangeable key to said
digital data re-encrypted by the second changeable key;

encrypting said digital data re-encrypted by the second changeable key by
using a third changeable key to digital data double re-encrypted by
third-changeable-second-changeable keys to be copied or transferred;

decrypting said copied or transferred digital data double re-encrypted by
third-changeable-second-changeable keys by using said third changeable key to
digital data re-encrypted by the second changeable key; and

decrypting said digital data re-encrypted by the second changeable key by
using said second changeable key to decrypted digital data.
29. A method for protecting decrypted digital data, to which digital data encrypted
by a first changeable key is decrypted, from illegitimate use, said method
comprising the steps of:

encrypting said decrypted digital data by using an unchangeable key in a
device to digital data re-encrypted by the unchangeable key, and encrypting said
digital data re-encrypted by the unchangeable key by using a second changeable
key to digital data double re-encrypted by second-changeable-unchangeable keys to

be stored;
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said unchangeable key to decrypted digital data;
encrypting said decrypted digital data by using a third changeable key to
digital data re-encrypted by the third changeable key, and encrypting said digital
data re-encrypted by the third changeable key to digital data double re-encrypted by
second-changeable-third-changeable keys to be copied or transferred;
decrypting said copied or transferred digital data double re-encrypted by
second-changeable-third-changeable keys by using said second changeable key to
digital data re-encrypted by the third changeable key; and
decrypting said digital data re-encrypted by the third changeable key by using
said third changeable key to decrypted digital data.
30. A method for protecting decrypted digital data, to which digital data encrypted
by a first changeable key is decrypted, from illegitimate use, said method
comprising the steps of:
encrypting said decrypted digital data by using an unchangeable key in a
device to digital data re-encrypted by the unchangeable key, and encrypting said
digital data re-encrypted by the unchangeable key by using a second changeable
key to digital data double re-encrypted by second-changeable-unchangeable keys to
be stored;
decrypting said stored digital data double re-encrypted by
second-changeable-unchangeable keys by using said second changeable key to
digital data re-encrypted by the unchangeable key;
decrypting said digital data re-encrypted by the unchangeable key by using
said unchangeable key to decrypted digital data;
encrypting said decrypted digital data by using a third changeable key to

digital data re-encrypted by the third changeable key, and encrypting said digital
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>>&7?+?, ?- 3ecdnad-thihgeable-third-changeable keys by using said second changeable key to
digital data re-encrypted by the third changeable key; and
decrypting said digital data re-encrypted by the third changeable key by using
said third changeable key to decrypted digital data.
31. The method according to claim 27, 28, 29 or 30, wherein said steps of
encrypting and decrypting by using said second changeable key are carried out by a
software.
32. The method according to claim 27, 28, 29 or 30, wherein said steps of
encrypting and decrypting by using said second changeable key are carried out by a
hardware.
33. The method according to claim 27, 28, 29 or 30, wherein said second
changeable key is supplied from the outside of a device.
34. The method according to claim 27, 28, 29 or 30, wherein said second
changeable key is generated in a device.
35. The method according to claim 27, 28, 29 or 30, wherein said steps of
encrypting and decrypting by using said third changeable key are carried out by a
software,
36. The method according to claim 27, 28, 29 or 30, wherein said steps of
encrypting and decrypting by using said third changeable key are carried out by a
hardware.
37. The method according to claim 27, 28, 29 or 30, wherein said third changeable
key is supplied from the outside of a device.
38. The method according to claim 27, 28, 29 or 30, wherein said third changeable
key is generated in a device.

39. The method according to claim 27, 28, 29 or 30, wherein said steps of

encrypting and decrypting by using said unchangeable key are carried out by a
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key is already placed in said device.
42, The method according to claim 27, 28, 29 or 30, wherein said unchangeable
key is generated in said device.
43. The method according to claim 27, 28, 29 or 30, wherein said unchangeable
key is supplied from the outside of said device.
44. The method according to claim 27, 28, 29 or 30, wherein said unchangeable
key is specific to a device.
45. The method according to claim 27, 28, 29 or 30, wherein said unchangeable
key is not specific to a device.
46. An apparatus for protecting decrypted digital data, to which digital data
encrypted by a first changeable key is decrypted, from illegitimate use, said
apparatus comprising:

a second changeable key encryption unit for encrypting said decrypted digital
data by using a second changeable key to digital data re-encrypted by the second
changeable key;

an unchangeable key encryption unit for encrypting said digital data
re-encrypted by the second changeable key by using an unchangeable key in a
device to digital data double re-encrypted by unchangeable-second-changeable keys
to be stored;

an unchangeable key decryption unit for decrypting said stored digital data
double re-encrypted by unchangeable-second-changeable keys by using said
unchangeable key to said digital data re-encrypted by the second changeable key;

a third changeable key encryption unit for encrypting said digital data
re-encrypted by the second changeable key by using a third changeable key to
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transferred digital data double re-encrypted by third-changeable-second-changeable
keys by using said third changeable key to digital data re-encrypted by the second
changeable key; and

a second changeable key decryption unit for decrypting said digital data
re-encrypted by the second changeable key by using said second changeable key to
decrypted digital data.

47. An apparatus for protecting decrypted digital data, to which digital data
encrypted by a first changeable key is decrypted, from illegitimate use, said
apparatus comprising:

a second changeable key encryption unit for encrypting said decrypted digital
data by using a second changeable key to digital data re-encrypted by the second
changeable key;

an unchangeable key encryption unit for encrypting said digital data
re-encrypted by the second changeable key by using an unchangeable key in a
device to digital data double re-encrypted by unchangeable-second-changeable keys
to be stored;

an unchangeable key decryption unit for decrypting said stored digital data
double re-encrypted by unchangeable-second-changeable keys by using said
unchangeable key to said digital data re-encrypted by the second changeable key;

a third changeable key encryption unit for encrypting said digital data
re-encrypted by the second changeable key by using a third changeable key to
digital data double re-encrypted by third-changeable-second-changeable keys to be
copied or transferred;

a third changeable key decryption unit for decrypting said copied or
transferred digital data double re-encrypted by third-changeable-second-changeable
keys by using said third changeable key to digital data re-encrypted by the second
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an unchangeable key encryption unit for encrypting said decrypted digital data
by using an unchangeable key in a device to digital data re-encrypted by the
unchangeable key, and a second changeable key encryption unit for encrypting said
digita] data re-encrypted by the unchangeable key by using a second changeable
key to digital data double re-encrypted by second-changeable-unchangeable keys to
be stored;

a second changeable key decryption unit for decrypting said stored digital
data double re-encrypted by second-changeable-unchangeable keys by using said
second changeable key to digital data re-encrypted by the unchangeable key, and an
unchangeable key decryption unit for decrypting said digital data re-encrypted by
the unchangeable key by using said unchangeable key to decrypted digital data;

a third changeable key encryption unit for encrypting said decrypted digital
data by using a third changeable key to digital data re-encrypted by the third
changeable key, and a second changeable key encryption unit for encrypting said
digital data re-encrypted by the third changeable key to digital data double
re-encrypted by second-changeable-third-changeable keys to be copied or
transferred; and

a second changeable key decryption unit for decrypting said copied or
transferred digital data double re-encrypted by second-changeable-third-changeable
keys by using said second changeable key to digital data re-encrypted by the third
changeable key, and a third changeable key decryption unit for decrypting said
digital data re-encrypted by the third changeable key by using said third changeable
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encrypted by a first changeable key is decrypted, from illegitimate use, said

apparatus comprising:

an unchangeable key encryption unit for encrypting said decrypted digital data
by using an unchangeable key in a device to digital data re-encrypted by the
unchangeable key, and a second changeable key encryption unit for encrypting said
digital data re-encrypted by the unchangeable key by using a second changeable
key to digital data double re-encrypted by second-changeable-unchangeable keys to
be stored;

a second changeable key decryption unit for decrypting said stored digital
data double re-encrypted by second-changeable-unchangeable keys by using said
second changeable key to digital data re-encrypted by the unchangeable key, and an
unchangeable key decryption unit for decrypting said digital data re-encrypted by
the unchangeable key by using said unchangeable key to decrypted digital data;

a third changeable key encryption unit for encrypting said decrypted digital
data by using a third changeable key to digital data re-encrypted by the third
changeable key, and a second changeable key encryption unit for encrypting said
digital data re-encrypted by the third changeable key to digital data double
re-encrypted by second—changeable-third-change‘able keys to be copied or
transferred; and

a second changeable key decryption unit for decrypting said copied or
transferred digital data double re-encrypted by second-changeable-third-changeable
keys by using said second changeable key to digital data re-encrypted by the third
changeable key, and a third changeable key decryption unit for decrypting said
digital data re-encrypted by the third changeable key by using said third changeable
key to decrypted digital data.

50. The apparatus according to claim 46, 47, 48 or 49, wherein said steps of

encrypting and decrypting by using said second changeable key are carried out by a
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changeable key is supplied from the outside of a device.
53. The apparatus according to claim 46, 47, 48 or 49, wherein said second
changeable key is generated in a device.
54. The apparatus according to claim 46, 47, 48 or 49, wherein said steps of
encrypting and decrypting by using said third changeable key are carried out by a
software.
55. The apparatus according to claim 46, 47, 48 or 49, wherein said steps of
encrypting and decrypting by using said third changeable key are carried out by a
hardware.
56. The apparatus according to claim 46, 47, 48 or 49, wherein said third
changeable key is supplied from the outside of a device.
57. The apparatus according to claim 46, 47, 48 or 49, wherein said third
changeable key is generated in a device.
58. The apparatus according to claim 46, 47, 48 or 49, wherein said steps of
encrypting and decrypting by using said unchangeable key are carried out by a
software.
59. The apparatus according to claim 46, 47, 48 or 49, wherein said steps of
encrypting and decrypting by using said unchangeable key are carried out by a
hardware.
60. The apparatus according to claim 46, 47, 48 or 49, wherein said unchangeable
key is already placed in the device.
61. The apparatus according to claim 46, 47, 48 or 49, wherein said unchangeable
key is generated in the device.

62. The apparatus according to claim 46, 47, 48 or 49, wherein said unchangeable
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comprising the steps of:
determining whether said digital data is subject to be protected or not;
encrypting said digital data determined being subject to be protected by using
an unchangeable key in a device to digital data encrypted by the unchangeable key;
storing, copying or transferring said digital data determined being not subject
to be protected and said digital data encrypted by the unchangeable key;
decrypting said stored, copied or transferred digital data encrypted by the
unchangeable key by using said unchangeable key to decrypted digital data; and
utilizing said stored, copied or transferred digital data and said decrypted
digital data.
66. The method according to claim 65, wherein said steps of encrypting and
decrypting by using said unchangeable key are carried out by a software.
67. The method according to claim 65, wherein said steps of encrypting and
decrypting by using said unchangeable key are carried out by a hardware.
68. The method according to claim 65, in which encrypting and decrypting by
using said unchangeable key are controlled by identifying information which is
added to said digital data.
69. The method according to claim 68, in which encrypting and decrypting are
carried out by presence of said identifying information.
70. The method according to claim 68, in which encrypting and decrypting are
carried out by absence of said identifying information.
71. The method according to claim 65, wherein said unchangeable key is already

placed in a device.
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comprising:
determining means as to whether said digital data is subject to be protected
or not;
means for encrypting said digital data determined being subject to be
protected by using an unchangeable key in a device to digital data encrypted by the
unchangeable key;
means for storing, copying or transferring said digital data determined being
not subject to be protected and said digital data encrypted by the unchangeable key;
means for decrypting said stored, copied or transferred digital data encrypted
by the unchangeable key by using said unchangeable key to decrypted digital data;
and
means for utilizing said stored, copied or transferred digital data and said
decrypted digital data.
77. The apparatus according to claim 76, wherein encrypting and decrypting by
using said unchangeable key are carried out by a software.
78. The apparatus according to claim 76, wherein encrypting and decrypting by
using said unchangeable key are carried out by a hardware.
79. The apparatus according to claim 76, wherein encrypting and decrypting by

using said unchangeable key are controlled by identifying information which is

added to said digital data.
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80. The apparatus according to claim 76, wherein encrypting and decrypting are
carried out by presence of said identifying information.

81, The apparatus according to claim 76, wherein encrypting and decrypting are
carried out by absence of said identifying information.

82. The apparatus according to claim 76, wherein said unchangeable key is already
placed in a device.

83. The apparatus according to claim 76, wherein said unchangeable key is
generated in the device.

84, The apparatus according to claim 76, wherein said unchangeable key is
supplied from the outside of the device.

85. The apparatus according to claim 82, 83 or 84, wherein said unchangeable key
is specific to the device.

86. The apparatus according to claim 82, 83 or 84, wherein said unchangeable key

is not specific to the device.
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