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What is claimed is :  

1.          A device-implemented method in an attestation service, the method comprising: 

             receiving, from a first computing device, a first attestation certificate request that 

corresponds to the first computing device, the first attestation certificate request including 

information describing first computing device hardware and/or software; 

             verifying the received information; 

             selecting an asymmetric key pair from an asymmetric key pair collection, the selected 

asymmetric key pair also being concurrently associated with each of multiple additional 

computing devices which are provided with a private key, of the selected asymmetric key 

pair, that is encrypted; 

             generating a first attestation certificate that corresponds to the first computing device 

and that associates a public key of the selected key pair with the first attestation certificate; 

             encrypting the private key specifically to the first computing device;  

and 

             returning the encrypted private key and the first attestation certificate to the first 

computing device. 

2.          The method as recited in claim 1, wherein encrypting the private key specifically to 

the first computing device comprises encrypting the private key of the selected key pair using 

a public key of a public/private key pair of a first computing device trusted secure 

component. 

3.          The method as recited in claim 1, wherein selecting the asymmetric key pair 

comprises randomly or pseudorandomly selecting the asymmetric key pair from the 

asymmetric key pair collection. 

4.          The method as recited in claim 1, further comprising generating, prior to receipt of 

the first request, asymmetric key pairs in the asymmetric key pair collection. 

5.          The method as recited in claim 1, further comprising changing asymmetric key pairs 

in the asymmetric key pair collection at one or more intervals. 

6.          The method as recited in claim 1, further comprising: 

              receiving, from a second computing device, a second attestation certificate request 

that corresponds to the second computing device, the second attestation certificate request 

including additional information describing second computing device hardware and/or 

software; 

              verifying the received additional information; 

              selecting, from the asymmetric key pair collection, the asymmetric key pair that was 

previously selected for the first computing device; 
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               generating a second attestation certificate that corresponds to the second computing 

device and that associates the public key with the second attestation certificate; 

               encrypting the private key specifically to the second computing device generating 

another encrypted private key; and 

               returning the other encrypted private key and the second attestation certificate to the 

second computing device. 

7.            The method as recited in claim 1, the first attestation certificate having no name or 

identifier of the first computing device. 

8.            A device-implemented method, the method comprising: 

               sending, to an attestation service, an attestation certificate request that corresponds 

to the device, the request including information describing the device hardware and/or  

software; 

               receiving, from the attestation service, a public/private key pair comprising a private 

key and an attestation certificate that associates the public/private key pair with a device 

trusted secure component; 

               storing the private key in a secure store of the device trusted secure component; and 

               generating, without accessing the attestation service, one or more additional 

public/private key pairs and one or more additional attestation certificates, each of the 

additional attestation certificates chaining up to the attestation service. 

9.            The method as recited in claim 8, the received public/private key pair being a same 

public/private key pair as is provided by the attestation service to multiple other devices. 

10.          The method as recited in claim 8, further comprising generating one of the one or 

more additional public/private key pairs and one or more additional attestation certificates for 

each web site accessed by a web browser running on the computing device. 

1 1.         The method as recited in claim 8, further comprising generating one of the one or 

more additional public/private key pairs and one or more additional attestation certificates for 

each of multiple different relying party systems accessed by the device. 

12.          The method as recited in claim 8 , further comprising decrypting the public/private 

key pair received from the attestation service using a private key of the device trusted secure 

component. 

13.           The method as recited in claim 8, the device trusted secure component comprising a 

trusted platform module. 

14.            A system comprising: 

                 one or more processors; and 
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                 a computer-readable storage medium having stored thereon multiple instructions 

that, responsive to execution by the one or more processors, cause the one or more  

processors to: 

                         receive, from a first computing device, a first attestation  

                 certificate request that corresponds to the first computing device, the request 

including information describing first computing device hardware and/or software; 

                         verify the received information; 

 

                         select an asymmetric key pair from an asymmetric key pair collection, the 

selected asymmetric key pair also being concurrently associated with each of multiple 

additional computing devices which are provided with a private key, of the selected 

asymmetric key pair, that is encrypted ; 

 

                         generate a first attestation certificate that corresponds to the first computing 

device and that associates a public key of the selected key pair with the first attestation 

certificate; 

                         encrypt the private key specifically to the first computing device; and 

                         return the encrypted private key and the first attestation certificate to the first 

computing device. 

15.          The system as recited in claim 14, wherein to encrypt the private key specifically to 

the first computing device is to encrypt the private key using a public key of a public/private 

key pair of a first computing device trusted secure component.   

16.           The system as recited in claim 15, the first computing device trusted secure 

component comprising a trusted platform module. 

17.            The system as recited in claim 14, wherein to select the asymmetric key pair is to 

randomly or pseudorandomly select the asymmetric key pair from the asymmetric key pair 

collection. 

18.               The system as recited in claim 14, the multiple instructions further causing the 

one or more processors to change keys in the asymmetric key pair collection at one or more 

intervals. 

19.                The system as recited in claim 14, the multiple instructions further causing the 

one or more processors to receive, from a second computing device, a second attestation 

certificate request that corresponds to the second computing device, the second attestation 

certificate request including additional information describing second computing device 

hardware and/or software; 

                      verify the received additional information; 

                       select, from the asymmetric key pair collection, the asymmetric key pair that 

was previously selected for the first computing device; 

                       generate a second attestation certificate  that corresponds to the second 

computing device and that associates the public key with the second attestation certificate; 
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                       encrypt the private key specifically to the second computing device and 

generate another encrypted private key; and 

                       return the other encrypted private key and the second attestation certificate to 

the second computing device. 

20.                  The system as recited in claim 14, the first attestation certificate having no 

name or identifier of the first computing device.    

 




