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2 '~6 The claim1l, wherein said data is a secret- ke)f.CIJE
cerilflcate ' m?%% respect to said second public key, on a pu e key of

sai® verifier party. 7. The nethod of claiml1l, wherein-said second
secret key is hidden from . said certification authority. 8. The net hod
of claim1l, wherein said second secret key, said second public key and
said certificate are blinded, to hide then1fron15a|d certification

aut hority. 9. The method of cl ai PrEtEeR g 1o

sai d cer- tificate are blinded, to hlde then1fron1sa|d certification
authority, -while said certification authority encodes information into
t he. bl indi ng- I nvariant part of said second secret key. 10. The nethod

of claim1l, wherein said second secret key is shared by two
sub-parties, such that neither sub-party knows said second secret key
by itself. 11. The method of claim 1, wherein said certificate on said

second public key is a digital signature of the Fiat/Shamr type on
sai d second secret key. 12.BACEGRQUNDJOR: THE INVENTIONcrein said first
public key and said second public key are elenents of a group of prine
order. 13. Thg.nmeFieddbfclthenihrentiormi n said first public key and said
second . public key are elenents of .a nultiplicative group of integers
modul o 5 The present invention relates to cryptographic techniques,

and more particularly to methods and apparatus for
implementing certificate schemes based on public-key

cryptography.
2. Description of the prior art.

10 Public-key certificates, usually plainly referred to as
certificates, are an important cryptographlc tool for secure
key management. The idea is to have a specially appointed
party, commonly called the Certification Authority, certify
the public keys of other parties in the system by digitally

15 signing these public keys with its own secret key. By widely
distributing the public key of the Certification Authority
through a variety of media, anyone can be assured that it is
genuine. Because a public-key certificate is a digital
signature of the Certification Authority on a public key,

20 certificates on public keys of other parties can be verified
by'anyone by using the public key of the Certification
Authority. The net effect is that impersonation attacks, and
similar other attacks, are prevented. '

In practical applications, the certificates of the

25 Certification Authority may, and perhaps should, certify
additional information. Along with the public key, a
certlflcate could validate such information as the name of the
party associated with the public key, employer, telephone
number, electronic mail address, and a list of access rights.

30 To facilitate practicality of the certificate issuing
process, public keys can bgiqertified recursively, according



the product of at least two large distinct prines. 14. The method of clainm
1, wherwomeazséd probability distribution is per- f eciplcrNiiosid3ss abl e “
wi t hout knowl edge of said first secret key. 15. Cryptographi c apparatus -
for a certification authority, having a first secret key and a
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certifi o:aé:etlﬁinatiatan ethelgrubIic Kkeyl edgec@itificate ol &6HiBlikeNey

Co | LR Lo 8 gt Blydnde on i SRS LR L,
on said qY cg% he party assoc:Lated with the parent no
applying the secret key that corresponds to the public key of |
the parent node. Anyone can verify the validity of a public
key by recursively descending (or ascending) the tree from the

15 root node to the node associated with the'public key that is (
being verified {or vice versa). A certlflcatlon hierarchy
that is often suggested is one that 1s 1mp11ed by the lifetime
of the cryptographlc keys: i keys that are more susceptzble to
attacks are changed more frequently, and are’ certlfled by keys

20 that have a longer 11fet1me. :

Public keys can be listed in so-called pub11c-key '
directories, which ‘can be made avallable on CD-ROM or other
med;a In order to encrypt a message intended for another
party, one merely needs to look up the public key of that

25 other party in the public-key directory, verify the validity
of the certlflcate, and encrypt the message w1th the public
key. It can then be sent to the other party No interaction
is needed between the two part;es In this way for instance
encrypted electronic mail can be sent over a computer network.

30 Because the certificate mechanism obviates the need for the
publlc-key dlrectory to be secured publlc keys need not
necessarily be listed in a publ;c-key dzrectory They may be
sent (along w1th the cert1f1cate) on request, by the party
assoc1ated with the publlc key itself, or by_any other party

35 that need not be trusted, such as a server in a computer
network. ' S

In cryptographlc mechanlsms for transfer of credentials, the
Certification Authorlty at 1ssu1ng time can issue a



16‘ The net h%ﬁlzﬂzai m 15, wherein said certificate on said W},i c
key is a digital Signature of the Fiat/Shamr type on said second secret
keys 17. The nethod of claim 15, wherein said probability distribution is

per - fectly S|nulatable by said certificate sinulation neans.
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- should not be llnkable to executions of the issuing protocol.
15 Special techniques are known that enable the user to blind the
issuing protocol while interacting with the Certificate
Authority.
While important and useful, the public-key certificate
technique also has a few problems associated with it. First
20 of these relates to privacy. It is conceivable that providers
for a variety of electronic systems available in the near
future will require participants to meet certain criteria
before certifying their public keys. These criteria may
include social status, income, type of job, trustworthiness,
25 and so on. Because a public-key certificate is a digital
signature of the Certification Authority on the public key,
pairs consisting of a public key and a corresponding
public-key certificate reveal to anyone which parties are
participating in a certain system, and which parties are not
30 participating. This reveals which parties meet the criteria
specified by the Certification Authority, and which parties
may not meet them. Likewise, the genuineness of the
additional information (employer, telephone number, access
rights, and so on) that may have been certified along with the
'35 public key, is revealed. Consequently, public-key
certificates allow anyone to extract profiles of other
parties, by scanning for their appearances, or the lack
thereof, in compiled lists of certified public keys (such as
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A third problemis in blinding public-key certificate | ssuing protocols *
I n mech or privacy-protected transfer of credential see, for -
mstancng%&Patent No. 4,759,063 25 to Chaum for a di M’é&“ t he .
techni que of blinding in publi c-key cryptography). In many

ci rcunmst ances, the Certification Autigority does not want the users to be
able to blind to their hearts' contents, but would like to encode

information in the i'ssued information that cannot be changed 30 by g
t he- bl i ndixm;mee:@t idirectiorties )us eIThis probldmicee by mo me@mhatdmswedor - |
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pr ot ot®| gan rh,sem‘@n ite e gequre cassuming lfzhe rxianence iakues a secret
key, a fulddiohahatiute subdtantdyl Deninfedsilsle ito Siithert Way t hat

the publ inf i AL dP, %}J'é‘tﬂ{ I éﬂf{&ﬁ@ﬂ@%&@%ﬁ?&’mn full 2

non- const.a e secr ey canno I SSUl' hg pr ot ocol
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descri bedonthitl ammthormqad exount amalematim Sthe QéxrtiEilkddtiti 00179,

filed, ﬁges.qﬁéhohéﬁ%naaﬁve €6 ¥ WP UL R Qe "SI GHAAGe Riifnfls . FrOm thé
poi nt 0 fﬁls implies that the signatures in the publzc-key directory
may be helpful in attempts to break the signature scheme of
the Certification Authority; they can be used to mount known
or (adaptively): chosen message attacks. Again, this. problem
20 is not removed by letting partiéipgnts_send;their public keys
only on request, instead of.using-a_public—key:directory.
A third problem is in blinding public-key certificate
issuing protocols in mechanisms for privacy-protected transfer
of credentials (see, for instance, U.S. Patent No. 4,759,063
25 .to Chaum for a diécussion of the technique of blinding in
public-key cryptography). In many circumstances, the.
Certification Authority does not want the users to be able to
blind to their hearts’ contents, but would like to encode
infarmation in the issued;informatiqn_that cannot be changed
300 by tﬁe‘blinding.operations of the user. For instance, in
mechanisms for transferring credentials under pseudonym, this
encoded information can'be.uniqueiy associated with the user
_that the credential is issued.to, thereby linking the
pre-images of all the pseudonyms of each user. In this way,
35 it can be ensured that users cannot use the credentials of
other users, even if they cooperate. For credentials that may
be shown only a limited number of times, such as coins in an
electronic cash system, it can be arranged that this encoded
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15 certificate is a public-key certificate. This is a serious
problem, since restrictive blind signature issuing protocols
are of crucial importance for the construction of efficient
and secure mechanisms for privacy-protected off-line transfer
of credentials. ' o :

20 Patent application Ser. No. PCT/NL94/00179, filed August 1,
1994, also describes and claims an inventive method for
constructing restrictive blind signature issuing protocols
where the issued certificate is not a digital signature on the
public key (and hence not a public-key certificate). As is

25 demonstrated in detail, the construction of efficient and
secure restrictive blind signature issuing protocols becomes
much easier by removing the need for the certificate to be a
signature of the issuer on the public key. Most (more
specifically, all but the last one described) of the exemplary

30 restrictive blind signature issuing protocols described and
claimed in patent application Ser. No. PCT/NL94/00179 are
constructed by applying this inventive method.

While the inventive method described and claimed in patent
application Ser. No. PCT/NL94/00179 overcomes the third

35 problem associated with public-key certificates, it does not

" address the first two problems. This invention describes a
generalized method that overcomes all three problems
- associated with public-key certificates.



al | ow anyone to generate pairs consisting of a public key and a
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consisting of a secret n an corresp ndi ng
secret - ké‘%’c‘éq 59758, é‘e%tﬁ?a%% Jt‘ﬁaot'fegh’eni)ﬁﬁ certificate chn
be bl Lhdezeatifigates eceiving party, but at | east part of t he secret key

cannot be a BlurtHe# object of the present invention is to prevent

lists of certified public keys, such as public-key
directories, from_revealzng_lnformatlon that may be helpful in
known or chosen message attecke'on the signature sCheme of the

20 Certification Authorlty, by using secret-key certlflcates
instead of publlc—key certlflcates

Yet another obJect of the present invention is to describe

techniques to construct secret-key certlflcates, and issuing
protocols therefor, from well-known digital signature schemes

25 that are'commonly'referred'to in the art as Fiat/Shamir type
signature schemes (see, Flat, A. and Shamir, A.,
"How .to prove yourself pract1ca1 solutions to 1dent1f1catlon
and’s;gpature problems,' Crypto ‘86 Sprlnger-Verlag (1987),
PP- 186—194)

30 A still further object of the present 1nventlon is to

. construct efficient and secure restrictive blind secret-key
certlflcate 1ssu1ng protocols, by letting the Certlflcatlon
Authority issue triples cons1st1ng of a secret key, a matching
public key, and a corresponding secret-key certificate, such

35 that the public key and the certificate can be blinded by the
receiving party, but at least part of the secret key cannot be
blinded. -
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7 An even turther object of the present inventionis to . inplenent
hi egarchi cal certification by recursive application of secret-key
certificates instead of public-key certificafes. . Still another object
of the present invention is‘to allow 5 efficient, economcal, and practical
appar at us and net hods fulfilling the other objects of the,invention.
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accordance wi th Fhgureadhfhg¥soR rRerpFeBEative cambipabion blockragdre 5
shows a fl| owchfunctiomakatisgram\of cn i éteapplary setetrkey cdeactd £icatoh

that the-reci piviiedh Wi YadkdnddGrith the teachings of the present
invention.

15 ~ PFigure 2 shows a flowchart of a secret-key.certificate
issuing protocol for a first preferred embodiment in
accordance with the teachings of the present invention.

Figure 3 shows a flowchart of a secret-key certificate
issuing protocol, such that the Certification Authority does

20 not need to know the secret key of the recipient, for the
first preferred embodiment in accordance with the teachings of
the present invention.

Figure 4 shows a flowchart of a secret-key certificate
issuing protocol, such that the subliminal channel in the

25 secret-key certificate is prevented, for the first preferred
embodiment in accordance with the teachings of the present
invention. '

Figure 5 shows a flowchart of a secret-key certificate
issuing protocol, such that the recipient fully blinds the

30 issued information, for the first preferred embodiment in
accordance with the teachings of the present invention.

Figure 6 shows a first flowchart of a restrictive blind
secret-key certificate issuing protocol for the first
preferred embodiment in accordance with the teachings of the

35 present invention. : : o

Figure 7 shows a second flowchart of a restrictive blind
" gsecret-key certificate issuing protocol for .the first



30 issued information, for the first preferred enbodi nent in accordance *
with theye eg@béangs of the present invention. Fi gur epSpRbs¥ssd first -
flowchart of a restrictive blind secret-key certificate Issuing protocol
for the first preferred enbodi nent in accordance with the teachings of
the 35 present invention. Figure 8 shows a second flowchart of a
restrictive blind secret - key certlflcate I ssuing protocol for the first
WD 96/ 12362 L PCT/ NL9S/ 00350
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15 invention. : - (
Figure 11 shows a flowchart of a: Secret'key certificate
issuing protocol, such that the recipient fully bllnds the
issued information, for the second preferred embodlment in
accordance with the teachings of the present invention.
20.  Figure 12 shows a flowchart of a restrictive blind~
secret-key certificate issuing protocol for the second
- preferred embodiment in accordance with the teachings of the
present invention. : :

F_THE INVENTIC
25 In accordance with these and other objects of_this_
invention, a brief summary of the invention is presented.
Some simplifications and omissions may be made in the
follfowing summary, which is 1ntended to hlghllght and
introduce some aspects of the present 1nventlon, but not to
30 limit its scope. Detailed descrlptlons of preferred exemplary
embodiments adeguate to allow those of ordlnary skill in the -
art to make and use thls 1nventzon w1ll be prov1ded later.
In essence, the primary purpose of a publlc—key certificate
is to certify the tasks that a participant in a cryptographic
35 system can successfully perform with respect to his public

key, rather than the public key itself. Consider the three
most well-known public-key cryptographic tasks in a
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96/ 12362 per ?me using a sec:.:‘e .e o oy . as been
9 cr ypt ogpephiit teds bymthed Centdif igdahiiony Autheniithyt .catinoother) words, it
encryption. Theg irhlecadesetlkieys et amed Hd icedtd fied,0 not #RIddd=4iN3t the
the tasks of di gb SI |9n| ng, proving know edge of a secret key that
corresponds t P 51 1 Key, and 5 decrypting a nmessage that is encrypted
with a publit key .nfgmmallyerg oﬁwtrskﬂg cextificakeyis @m‘@abfsm%wre
has been pebifi thed Ceytlilfd caarion aaiHoititidind idecrdt Keig stihithat! it
I's the secret keynbRah @ghidd] Gdhatfil LU HIRAd ey that matches the
secret key. More precisely, triples consisting of a secret
key, a matching public key, and a corresponding secret-key
15 certificate can be feasibly generated only by the
Certification Authority, but pairs consist_ing of a public key
and a corresponding secret-key ce_rtificate can be feasibly
generated by anyone. .
| In a public-key directory, parties are listed together with
20 their public keys and corresponding certificates. If the
certificates are secret-key certificates, then the information
in the directory does not reveal discriminating information
about legitimate participation, as each of the entries could
have been generated by anyone (if the direc_:_tory is, or has
25 been at a certain point in time, open for public writing). If
additional information is included as well, such as telephone
numbers, postal address, and access rights, then this may be
bogus information as well. To ensure that users will be
unable to tell whether entri_es in a public-key directory have
30 been certified by the Certifi_cation Authority or not, the
- manufacturer of a public-key directory on, say, a CD-ROM, can
gather the entries in the Directory by letting the parties
associated with the pub_lic keys submit their own public keys
and associated secret-key certificates, as they wish them to
35 appear on the CD-ROM. . ' '
For the same reason, the information listed in the directory
cannot be of much help in attacking the signature scheme of
the Certification Authority. In particular, it can be of no
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10 15 attacks to break the s1gnature scheme of the KAC w111 be much ‘

harder to mount.

Secure publ:Lc-key cryptograph:l.c schemes, such as schemes for
the aforementioned tasks of prov1ng knowledge of a secret key
correspondlng to a publlc key, s1gn1ng 'a message: w1th a secret

20 key correspond;ng to a publlc key, and decryptlng a message

_ encrypted with a public key, are feasible to perform only if
one actually knows the secret key correspondlng to the publlc
key. Hence, the fact that a user can successfully perform
such a task attests to the fact that he knows the secret key

25 correspond;ng to h1s public key,_and this in turn proves that
the certzf;cate must have been 1ssued by ‘the Certlflcatlon
Authorlty _ :

The—follow1ng 111ustratlons are helpful to appreczate the
use:ef secret-key certificates:

30 1. Suppose that a flrst party wants to transfer an
encrypted message to a second party. From the public-key
directory, the fzrst party retrleves the public key of the
second party, and a correspondlng secret-key certlflcate,
which supposedly has been issued by the Certification

35 Authority:. The first party encrypts its'message using the
public key of'the”seCOndtparty,'and'transfers it to the second
party. 'Although.the first party does not know whether the
information listed in the public-key directory is genuine or
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the second secret-key certificate on a public key of the second party.

20 Not only can the second party verify the validity of the
secret-key certificate issued by'the first party, by using the
public key of the first party, but, if the verification holds,
it also is ensured that the secret-key certificate on the
public key of the first party has been issued by the

25 Certification Authority. In general, recursive application of
secret-key certificates allows hierarchical certification
trees to be formed that offer the same security as

“hierarchical certification trees formed from public-key
certificates. _ _

30 An example of a secret-key certificate and a corresponding
issuing protocol will now be described. As is common in the
art, for any integer, !, the symbol Z; denotes the set of
integers {0,...,/—1}, for which addition and multiplication are
defined modulo [. Let G, denote a group of prime order, ¢, for

35 which no feasible algorithms are known to compute discrete
logarithms, and let H be a one-way hash-function that maps its
arguments to Z,:, where ¢t is an appropriately large security
parameter. The secret key of the Certification Authority is a
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No. 3, (1991), pp. 161-174) on g¢g*, made with secret key

15 zo+zmodg. Anyone can feas:.bly generate pairs h, (¢,7) such that (
the verification relat:.on holds, by tak:.ng h equal to h‘lg for
an arbitrary s in Zq and a equal to g¢* for an arb:.trary t in
Z,; the pair (c,sc+tmodg), with c¢=H(h,a,I), then matches k.
However, the ab:.l:Lty to feas:.bly generate such pairs together

20 with the secret key 1og,h would enable one to forge Schnorr
signatures.

To issue a secret -key cert:.f:Lcate, the Cert:.f:.catlon '
Authority can proceed as follows It generates at random a

_ number w in Z,, and computes a=g“. It then computes :

25 c=HM(h, a,I) and r = ¢(zo +z)+'wmodq, and transfers (c,r) to U. As
will be demonstrated in the detalled descr:.pt:.on, the issuing
protocol can be mod:.f:.ed such that the need for the

' Certif:.cat;on Author:.ty to know the secret key of U can be .
prevented. Moreover, a var:.ety of blinding capabllltles for U
30 can be J.ncorporated into the 1ssu1ng protocol
In sum, the present 1nventlon descr:.bes cert:.flcate
_techn:.ques based on publn.c-key cryptography, that solve
problems related to the well known cryptograph:.c techm.que of
public-key cert:.f:.cates

fcret - key

35  DETAILED nrscm:p_-r:on OF THE INVENTION

While it is believed that the notation of FIGS. 2 to 12
would be clear to those of. ardinary skill in the art, it is
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Authority: thimsecThe ¢elumisaparlabeled by 5 symiel denotizigrihe type take
OSSP 0 ALY B Cof tharey L unod S cludiynce s oler
equal to H(,h, g‘[“bqt?t]"(ﬂ?fﬁ?f@? ?b?)’?e%’?%gd] as az%:sa%];?é o‘]f)l?? ﬁgﬁéﬁﬁ%\c u%%e, or
string congpstangpblectiionofasteps|in o mexeepcebout It Héi%?‘t?i/%s%i at ed |
\chfahaJ; Pe Itoﬁg ife&_@irv’ded_oacs de\Sm?&dxé b@r%@ﬁfofﬂiﬁ@%ﬁo@é Qt@garan?hhim;t rbe
Schnorr , Si gnat‘ﬁ?‘ﬁgf%%%é ch%ﬂ ré@%tgﬁig‘%,%?{éﬁlpﬁ%é\lg%ﬁ ;&ié e?‘g%#(:)s 3'
Smart Cards,” ObteWhEr¥s FObtexample)cany hox or\gollectionsp %‘b’ﬁ?s ro
161-174) on g[ehe] figadesveduldebe cteakizéd byrhardewiteddand dedboatedn
feasibly gguer 3o PRLESrDal C164i8UCEr 1 B# some sort of suitably programmed
machine, a microprocessor for instance, such as are well-known
in the art, just as long as it is able to perform the storage,
input/output and transformational steps (possibly apart from
the random source functions) described by the corresponding
20 box or boxes. . —_

As is common in the art,’ for any integer, !, the symbol Z,
denotes the set of numbers {0,...,/—1}. Addition and
multiplication of elements in Z; are defined modulo [. The
symbol Z; denotes the set of numbers in {0,...,I—-1} that are

25 co-prime to I. Multiplication of elements in Z; is defined
modulo l.. As is well-known in the art, Z; is called a ring of
integers modulo !, and Z; is called a multiplicative group of
integers modulo l. .

'~ The symbol "«" denotes assigriment, meaning that the

30 variable or symbol on its left-hand side is assigned the value
on its right-hand side to. The assignments do not necessarily
imply that storage space must actually be reserxied_; they may
indicate intermediate values manipulated in volatile memory.

Another operation is a test for equality, indicated by the

35 = symbol. As is common in the art, the protocol halts in case
the equality does not hold.
~ The symbol €z indicates that the number, or each of the
numbers, on its left-hand side is chosen from the set on its
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' performed.

Apparatus for Secret-Key Certificates Systems. : (

15 A precise description of the apparatusthr a secure secret-key
certificate system will now be given. The apparatus comprises
the following five means:

1. First key generation means that, on being given as input
at least a security parameter, outputs a secret. key and a

20 matching public key, to be used by the Certification Authority
for certifying keys of parties that wish to participate in the
cryptographic system.

As will be clear to those of o rdlnary sk111 in the art, the
binary length of the output is polynomially (preferably

25 linearly) related to the security parameter.

The first key generation means is of a probablllstlc nature,
meaning that the key pa;r is generated in a substantially
random manner. Preferably, the randomization process is based
on the output of some physical source of randomness, possibly

30 combined with the output of a cryptographically strong '
pseudo-random number generator by taking, for instahce, the
bitwise exclusive-or of the two outputs. _

2. Second key generation means that, on being given as
input at least a security parameter, outputs a key pair

35 consisting of a secret key and a matching public key, to be
used by a party that wishes to participate in the
cryptographic system.
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means defines what a secret-key certificate on a public key
20 is.

4. Certificate issuing means that, on being given as input
the secret key of the Certification Authority and a pair
consisting of a secret key and a matching public key of a
party that requires a certificate, outputs a digital signature

25 on the secret key, such that the certificate verification
means, on being given as input the public key of the
Certification Authority and a pair consisting of the public
key and the issued digital signature, outputs "ves" (and so-
the output of the certificate issuing means is a secret-key

30 certificate on the public key).

The certificate issuing means may, but need not, be of a
probabilistic nature.

Obviously, it will usually suffice to take only the secret
key of the Certification Authority and the secret key of the

35 party as input, since the public key can usually be computed
- from the secret key.

As will be appreciated, the certificate issuing means can be
such that the party, whose keys are to be certified, can keep
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nd side according to a uniform probabilit | bution, -
and [ nd%‘t%&aof anything else. In practice, pseudo-@ﬂbﬁ@gghm gues .
may be used, and the deviation from the uniformdistribution may be
significant wthout resulting 5 in an jgopreciable loss in security and/or
privacy. Such techni ques are well-known in the art. Anot her action
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appgéprlate 1ntermed1ate results may be communicated through
the 1nterface means. The precise actlons to be performed by
15 the means that the certlflcate 1ssu1ng means comprlses, must !
be described by a cryptographlc protocol, . henceforth called a
secret-key certlflcate issuing protocol.
‘Yet another. varlatlon is that the Certlflcat1on Authorlty
can compute the secret keys correspondlng to any publlc key of
20 a party that requires a secret-key cert1f1cate, because it
knows additional trap-door znformatlon.
These and other varlatlons will be apprec1ated by studylng
th: exemplary embodlments For example, the certlflcate
issuing process may be bllnded by the means controlled by the
25 party, according to a varzety of criteria that will be
described in the text.
5. Certificate slmulatlng means that,_on belng glven as
input the public key of the Certlflcatlon Authorlty. outputs a
pair consisting of a publlc key and a matchlng certificate.
30 The public key that is output is such that it could have
been output by the second'key'generation means (as part of the
_pair that it outputs). “"Matching" indicates that the
certificate verification means, on belng given as 1nput the
public key of the Certlflcatlon Authorlty and the output of
35 the certificate slmulatlng means, outputs "yes. " The
certificate s1mu1at1ng means is of a probablllstlc nature, and
the probability distribution of its output should be
substantlally 1ndlst1ngulshab1e from the probabzllty



rahbom manner ogﬁhﬂé‘rab'y’ the random zation process is basedper @ﬁﬁsﬁ)ﬁg?
out put of some phySical source of randommess, possibly 30 conbine he

out put of a cryptographically strong pseudo-random nunber generator by
taklng, for instance, the . .hbitw se exclusiwag-or af the two outputs.
2. Second key generation means that, on being given as I nput at | east a
security paraneter, outputs a key pair 35 consistin secret key and a
mat chi ng publldlssylbuﬁlba thagsappbjes phenytheap snekevolsagﬁnérpaﬁd by
;2?/Nng;%ggggEﬁBhbécéhatﬁéy genera¥od6meédag2and the certlflcatetﬁsth

Wi e
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second_key gengr ?%gg%ticaqigns pggkegﬁiﬁ nghdlgﬁlhgﬁﬁghgihe,tﬁachﬁ £ .
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certi f | cat 150N cerkdFilcatiesy
In applications in which parties wish to generate pairs
. consisting of a public key and a corresponding secret-key
certificate, without cooperation of the Certification
Authority,; the certificate simulating means must obviously be
20 constructed. However, as will be illustrated later on, the
certificate simulating means need not always build.

Each of the described five means can be realized by
hard-wired and dedicated combinatorial logic, or by some sort
of suitably programmed machine, a microprocessor for instance,

25 such as are well-known in the art.

A secret-key certificate on a public key, as issued by the
certificate issuing means, is in effect a digital signature on
the secret keys corresponding to the public key. Hence it is
unfeasible for parties other than the Certification Authority

30 to generate, without involvement of the Certification
Authority, new triples consisting of a secret key, a matching
public key (meaning that the pair could have been generated by
“the second key generation means), and a corresponding
secret-key certificate (meaning that the certificate

35 verification means would output "yes" when being given as
input the public key of the Certification Authority, and the
public key and the certificate).

It is stressed that the secret-key certificate is sazd to be



20 is. - 4. Certificate i ssuing means that, on being given as input
t he seq&g&mgﬁﬁ of the Certification Authority and a pair CTmﬁﬁﬁﬁﬁﬁﬁ'”g of a-

secr et a matching public key of a party that requires a
certificate, outputs a digital signature 25 on the secret key, such that
the certificate verification = neans, @0 being given as input the public
key of the Certification Authority and a pair consisting of the public
key and the issued digital signature, outputs "yes" (and so. .t he out put

- of the carbetregtkeiyseertjfiicane bA ghecpubllikeked) aortt ohi ehkesesrehe

ng'b;gl lklﬁég,l ‘ botﬁhEhEeEEEEgQEchsighﬂ?n\%eﬁlﬁgnga&rxrib%é&??‘EQtQ?EC?a Og nf‘y

t he secr&tmu aEé9goFeFﬁ§ EEPIPPFEHFl ﬁlﬁﬁtESFFﬂﬁt&ﬁS PﬁeasEHP@ﬂckbﬁyof t he

35 partyand anpetreti-key thetpfiicateken the pabdlilkykley.comhised fromthe
secr gﬁphﬁatzeéstﬁhhlth@répﬂgealghﬁﬁacﬁpevegg%&ghﬁ%t §1§§ghﬂkeneans can

w096/123 Stween Eﬂe BuBEXC egsgné?%ﬁeag%cret-ieypeepﬁgggpe§g5o
16 sedhaming mawh & cCHEG f idatar rexempilary desar ipariarn -dieyche n t hat
case, tthsnesﬁrt:bhheettgohlsaaanaoasgé&atub%:bt& Fﬁ@pt&bﬁgiltue'ﬁ%a aregnt rol : tegblbg
o BB BB 33 g b, St L 8 et o
cont ridl | 3dimply theetpansferaprésmessages: t Fhesecmay b@yhsfldt hmpaatl}y( and
possi bl yo#l gelayedpuhl thelizywai,! eackdeldl andddécodededyprographlicaliied by
the CErtl '8@h Qaiégtggrbrﬁv&aﬁe%hgir'QBE&e&E?czty and/or secrecy

and/or error detection and/or error recovery. Thus the

particular means or methods whereby messages are transferred |

15 are not essential to the present invention, and it is
anticipated that any technigque may be employed in this regard.

The lines may for example be taken to represent communlcatlon
" means, in which case they might be realized in a variety of
exemplary ways including conductive paths, fibre optic links,

20 infra-red transmission, or paths through a packet-switched
network; also suitable drivers, modems, or'other appropriate-
interfaces may be required at the ends of such lines, as are
well-known in the art. Alternatively, the lines may be taken
to stand for a message transfer step. |

25 First key generation means 113 transforms a securlty
parameter on line 102 to a key pair for the Certification
Authority. The key pair consists of a public key, output on
line 306, and a secret key, output on line 105. The
transformation of key generation means 113 depends on, amongst

30 others, random number generator 119. _ _

' Second key generation means 112 transforms a security
parameter on line 101 to a public key, output on line 103, and

"a secret key, output on line 104. -The»trensformation of key
generation means 112 from the security parameter on line 101

35 to the keys on lines 103 and 104 depends on, amongst others,
random number generator 118. The outputs of the key
generation means will be certified by certificate 1ssu1ng
means 114, as detailed next. '



secret key of the g%r%tlfication Aut hority (and possibly al so I% | C
key' of the pa e final output is the result of processiH

means controll ed by the party and the . neans controlled by the
Certification Authority, where. appropriategntermedi ate results may be -
communi cat ed t hr ough t he interface neans. ~The precise actions to be

performed by 15 the neans that the certificate issuing neans conpri ses,
nmust be descritexrtificace yjpssaaing meams olmoﬂ:akésntclmi-@etinmmtéecbm ln.nes
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i ndi cat es that atxheb ticdl ifdredie gedidrd tat | ) ORI it ety aieadfs 114,
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si mul ating maaﬁ%e‘?%ﬂofu%ﬁ rﬁm?sﬁ |-"e"1 eRe rc‘eertayﬁp.catq HeSSHidsh means,.
di stribution of iTheooeptifibaukd batputsochslinéi 30?7y isdfedi igubsbabtificate

LE?.;“N}_SS ) 86§€8Wéffﬁ'1catlomgﬂ§2§.§@ together with the public key that was
output by key generation means 112 on line 103. The public
key of the Certification Authorlty on line 106 is also fed
into certificate verification means 116. The certificate
verification means outputs a binary value on line 110, which

20 is to be interpreted as a verdict about the correctness of the
inputs on lines 103 and 107. In the block diagram, the input
on line 107 to certificate verification means 116 is the
output of certificate issuing means 114, and the input on line
103 is the same as the input to certificate issuing means 114.

25 Hence, the verdict on line 110 will in this case be
affirmative ("yes"). Not displayed is an optional random
generator in certificate verification means 116. The
preferred embodiments that are described in detail do not use
randomness in the certificate verification means. It is

30 conceivable that for certain applications it may be necessary
to incorporate randomness in the certificate verification
means.

The public key of the Certification Authority on line 106 is
fed into certificate s;mulatlng means 115. Depending on,

35 amongst other, random number generator 120, the certificate
simulating means 115 transforms the input on line 106 to a
public key on line 109, and a secret key certificate on this
public key on line 108. When the two outputs of certificate
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i ssui ng means. As will be clear to those of ordinary skill in the art,
5 ""substantially" indistinguishable may nean "conputationally,"
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preci se mathematical meaning that is well-known in the art. Cbviously,
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| Ssui ng nehmslationh meahscils. digital si gnature on t he secret keys

di b t
SreeSPPne! AOved ki Bedlembiiry BAES kL ney cortleARRN BybRendiebloS
of the CcPaFRiebt ¥R Prefierred; epood HRPBFFpVb 1cnewi ke provided secThe key(
a mat abi r@ert;ﬁiutronayu\gmmygwihht héheeﬁortthdl denoyed sy ncyerardt ed

by thea rangg@rc?r respopdiA ngreféfféﬁt key

output - e@»&%‘i@ E%f h thﬁ‘%'ggtIs‘];ﬁl:%%%t?k?ﬁeg%%#tci'éggo?h%aﬂé"lll be
Certifi ca@wm@@oﬂr@ ycommneed fpom| acckags ol signaturefschenys
_ that is well-known in the art, henceforth referred to as
20 Flat/Shamlr type s;gnatures, by applying an inventive general
' constructlon technique. (Flat/shamlr type s;gnature ‘schemes
are signature schemes that are derlved from secure
three-transmission 1dent1f1cat10n schemes of the
challenge-responses type, by tak1ng the challenge as a one-way
25 hash of at 1east the message and information prcvxded by the
prover in the flrst transm1351on See, Piat, A. and Shamir,
A,., "How to prove yourself pract1cal solutlons to
1dentificatlon and's1gnature problems,? Crypto 186,
Sprlnger-verlag (1987), pp. 186- 194 References to
30 Flat/Shamlr type s1gnature schemes that are well-known in the
art are prov1ded at in the detailed descrzptlon ) This
inventive technlque.w1ll now be described, and will henceforth
be referred to as the "general construction technique."

General Construction Technique.

35 A triple con_sis.t:_i.ng_ of a secret key of U, a matchi._ng public
key of U, and a secret-key certificate on the public key of U,
is characterized by (1) the signature scheme that is used by



It is stressggohgﬁim&he secret-key certificate is said to be
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18 - a secret-key certificate on the public key, not on the secret

key: both the certificate issuing nmeans and e certificate si mul ati ng
means can output pairs consisting of a public key and a secret-key

certificate on the public key. This 5 enphasizes that there is a publ{cly '
verifiable rel ghbOBa anBelippeshkheypabbEckbgypane bicysenae! ikerertified.

certificate. He Y% CLizp n
|nterconnect|oReﬁﬁg¥£§og ?a?ﬂ%%ggf g?eggoﬁg uén%ﬁd tﬂg fd%?%rF eg&h§6Ve
will now be pr§§§ﬁ?§dcerﬁﬁﬁ1Fﬁ§elPﬁeél|WhFPGFOPStI“FﬁﬁﬁybYhéPP13h§ﬁth9f
messages. Thesgefigyallecbabdrustibal tgchniquedebageriag/shamirwvaypeesigfadure

and decodeq, C%Bha&aapw%' | Yrsech! a Ogmﬁmgﬁ tsfpmrxg?ﬁnaaﬂglagt hent'c' ty

and/ or secrecy and/ o reco

particul ar neaﬁéaﬁfshéﬂﬁﬁd§yﬂﬁepéb§ ﬁe@?&&éseahe pagdRsyYatRed ESCEPE KSY that
essential to tberaespenaslnundbronheasdgnhtuse schemecupatctyt bke @Ay to

t echni que may 'H this regard. The lines nmay for exanple be

taken to repre ailon neans,, in which case the I ght be
realized in a var qﬁera SEHH SRR y%’-"?"r?r?rfd‘(ﬂnn %"@H&E{g\fg’%é{l’rﬁ
fibre optiqﬁl|mbsulzﬁngnBeareeékeyanemtafncatesrcpashsttbfogghexapanbeh as
switched — nep “Dﬁ'k, AU tHit Pl 1L 1sera%meyoruﬁé1%roﬁray¢aﬁdsatt% K,

e Mo et SoRatbls, Riand! w38 my BB RS g phabyes ohe
message transf &éo gepprat® paﬁrSSponsysgénqraﬁuenpnb&ng-kgy endnef segres-key
security  pagaFpli¢icatel bhetheZpuBlackreypawitheut! B8operhtibfabEOBhe CA.
15 As will be appreciated, the examples illustrate techniques
and concepts of the present inven;ion, but they are only _
intended to be suggestive and not limiting in any way. For
example, other construction techniques than the one described
in the preceding paragraphs, or variations thereof, may be
20 used as well. An example of this will be provided at the end
of the first preferred embodiment.

IRST PREFERRED

In the first preferred embodiment computations are performed

_ in a (multiplicatively written) group of prime order ¢, for

25 which efficient algorithms are known to multiply, determine
equality of elements, test membership, and to randomly select
elements. This group will henceforth be denoted by G;,. No°
feasible methods should be known to compute discrete
logarithms in G,. Various types of such groups are known.

30 For example, one can take the unique subgroup of order g of
Z;, where p is a prime number such that ¢ is a divisor of p-1.
" Another exaniple is an ellipti¢ curve over a-finite field. For
this reason, no explicit choice for C? is made in the
descriptions.

35 An expression such as g° should be understood to be a

computation in G,. In case computations modulo ¢ are
performed, (as, for example, in 7, = c(:co +z)+womodg), the



Aﬁt hority. The key pair consists of a public key, output on | ine 106,
and a s 'y, output on |ine 105. The t ransf or mat i "'ﬁf?ﬁh.ﬁ% o .
generatWS 113 depends on, anongst 30 others, randt#r%i&nu er generator,

119. Second key generation'neans 112 transforns a security _
parameter on line 101 to a public key, satput on line 103, and .a secret
key, output on line 104. The transformation of key generation neans 112

fromthe security paraneter- on line 101 35 to the keys on lines 103 and 104
© depends QpbaAP HFEratidieiill be Attt ed sl geitEkys orinl ase tam out puts of

mmans 1121 i RhRan b o Yl 40,3 I dLP Ui e

PCT/ N|_95/:0:ggg§) the smallest positive representat:uig The sane hglds ;i

| Ssui ng N Soutkoniek asf (dompputatpidrss. on |ines 103, 104, and 105. The
I nput on line 103 is the public key out put by ‘kKey generati on neans 112,

and tbe input on |ipe gfAst EkemphargeseetrekeReputertipyckey. generation
means 112. The 5 in—put on Trne 105 1's the secret key of the Certification’

Aut hor i t HP NPEGHé Ok &P aFEr il cdles Lin i 19d efirst SSUi ng neans

publ féaﬂ?f Rt %en“ S%%oéwﬁ?égp“éi%%'?ﬁc&% W fe i T gl

si gnat ur ectmstmm cteclmiqgye oo | the &WO%GFJ-@WJFEHS@?\EM! neSe®7. Not

di spl aye%é&orxﬁmppt*ﬁﬁcimﬂmmﬁé Ceneration fbxzaswarﬁscaﬂmsﬂ'eansl
ﬁ:ng réﬂd%‘é’g‘ggﬁ é'?he’p}é (?j§ ate glszifﬂzgﬁn;gai (5‘:[59;9)9 f#e‘l, | f| cat e(at *
out put orWl-lhen‘?Mﬁ?e|§e$"eﬁiﬂi’?@o’-’3e‘?‘???+%ate 15 verification. means 116,
toget her w Kyt enpu'b.lth.emkmpanlsabfv\mhe KAGut fhe seckey kegeofit the @Qhans 112
on line 103, PEP'def Z,, and the corresponding public key is (g,ho) in (
G, x Gy, where g is a generator of G and hp denotes g*°.
15 Preferably, z, is chosen uniformly at random in Z,, and g is
‘chosen uniformly at random in G\ {1}.
The pair (g, ho) and the description of G, are made publ:Lcly
known by the CA. The CA also makes publ:.cly known a
hash-function H, which maps its arguments to, say, 22: for
20 some appropr:.ate.securlty parameter ¢t (as will be clear to
those of ordih'ary skill in the art, "intead of Z,:, any Z; for
sufficiently large ! can be chosen---th:.s choice is merely for
concreteness) This functzon should meet the requirements
that are bel:.eved to make the Schnorr s:.gnature ‘scheme secure.
25 Preferably, H is coll:l.s:.on-free thn.s means that it is
unfeasible to compute two distinct arguments that are mapped
by H to the same outcome. Functions that are believed to be
collision-free are__well-_-_l_criown to those of ordinary skill in
the art. .
30 ertificat rification means: A secret-key certificate on
- a public key A& in G, of U is a pair (c,r) in Zy xZ, such that ¢
" is equal to H(h, "'(hoh')“ I). Here, I is a string containing the
name of U, and possibly additional J.nformatlon such as
address, employer, electronic ma:l.l and a lz.st of access
35 rights. The J.ncorporatlon of I :Ln the hash-value is not
strictly necessary, but may be requ:Lred in pract:.ce
The secret-key certificate can alternatlvely be taken to be

e




key‘ of the Certification Authority on line 106 is also fed c%ﬁm
WMs

certificate WO I on means 116. The certificate verifi

outputs a binary value on line 110, which 20 is to be interpreted as a
verdi ct about the correctness. of the mpu%i on lines 103 and 107. In the
bl ock di agram the input “on line 107 to c®Ttificate verification neans
116 is the out put of certlflcate I ssuing nmeans 114, and the input on

i ne 103 i ag .t ut | te S ans 2
Hence, the verdf%&‘imeﬁ)n%nlf SRy T8 Rk Cag®Cchioipty IR°R sifherchey
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ce%lflcate S]{E@t‘:lﬁgié@ﬂeﬂeaﬂie Jé&tifiwﬂﬂé%oih é"ﬁféé@rwsécl%&ff sifmﬂ
nunber gener at Qr er neans ransiorns
the input on 1P hl %"?Jafhé %ﬁc]?%yl ?@é §re§ﬁ’8 l??cf'& gy
certificate orP‘!-hl-JsC ke!pl]bd’h-c key on line 108. Wien the two out puts of

certificateo Key\\Gefiera236f means of U: In addition to the 51gnature
PCT/ NL95/ 00350,

115, and the pu%l??néek p?y?%eb%eufelf%'at?%% typ%\ ?%OI’I I|ne 1'8‘85 are
fed into certi9PeetEled inixdento defing the S%FW%ﬂF?Y\%?%@f%CmputIfbrﬁ
line 111. Thigemet®ltformj sthe veechet hbpubftlhecanrbectaken ©bd béeai tuple

on lines 109 Jg and £98. s88f ¢hat bAchnZ; disSRAEY Ard'd 13 Rad’ th' TRL) g,
' 15 Here, g,...,% are randomly chosen generators of G, (they need
not all be different from g), that are published by the CA in
addition to g, hy, and the descriptions of G, and H.
For each g; (1< i<k), the CA should preferably know log, g;
(in order to be able to conduct the issuing protdcol) .

20 Hereto, the CA may generate ¢;,...,9x as follows:— it generates
at random ¥;,...,% in Z,, and sets g.-' equal to g¥. (The CA can
take one of the numbers g; equal to ¢g; as will be demonstrated
by the flowchart of FIG. 6, such a choice allows restrictive
blinding of the issuing protocol. As will be obvious to those

: 25 of ordinary skill in the art, instead of taking one of the g;’'s

equal to g, the same effect is obtained by taking this g; equal

| to a publicly known power of g.) Observe that the secret key
that corresponds to the public key hoh, in the signature
scheme employed by the CA, is the number log,(hoh), which is

30 equal to zo+2§=1 yizimodg; if the described generation process
for g:,...,0¢ is used, then the CA can compute this number. '

In practice, one may want to use a simpler form of key pair.
The simplest form is one in which the secret key of Y is a
number z in G,, and the public key h is equal to g* (that is,

35 there is only one g;, and it has been taken equal to g). This
enables U to perform such cryptographic tasks as computing
Schnorr signatures and proving knowledge of his secret key
(three detailed examples will be provided below). Another




("yes"). Certificate verlflcatlon means 117 is the sanme as _means 116,
as are gwooghhss2! NPUt and output lines, and has been PcPNiLos0bme only to:
enphasi ze that the certificate verification nmeans cannot distingui-sh

bet ween a secret-key 10 certificate output by certificate issuing means

114, and a secret-key certificate t124t is output by certificate .
simul ati on neans 115. A variety of exenplary secret-key certificate
systens for each of two preferred enbodi nents will now be provided. The
15 Certi simpleoform: Asr PR¢ WA WhichcEher secretdkeyt of ¥y isaa ®»adr  a party

in the syﬁt,eg) b)sdéti fudtat’ Usdis' Jequaln dwtgPlggref Hexs!, as ag&odim@ds,oﬁé\te |
fv;iglmogscﬁggge yb@ ea?f%a reaﬁal% *for Pﬁ%g%ﬁ% £RER EBQ?U ygte

hencef or PR F@VQPF et dnath 26 %P&F‘/ SNSFI Fhﬁyﬁ‘\?rgl &ﬁ&’-&r‘-@t S?%M"?Fﬁg an
i nverg i vésgeqaadl to gtbnstThis i Horm ealsw qemabléﬁidt téhpexrformpe si gnature

schenes ryﬁr;%g%%%u r;asieheﬁea h&ahoﬂbwi Q‘nfa'i:ﬁg’e%e%ﬁe proving
threetri?‘esm} I on flcatio sche Ileae%ares %ﬁz

type. WLARoR O Ee B BREE ST REVonoAByidd seage
and i nf oiﬂ.nmharrtr ofi §36.b,t this second fomrm: hs brfr partiasudeirssi on. See,
Fi at, r‘é'&%@é for the coH%th%tBJb?xV%fy Q@’s%@"ﬁ:t:.v@r mtmeals §€\;xalth'r%n5 to
| dent | f | ca 3nd Si gngﬁ&rg robI %r ‘Eﬁ“ n rlag
(1987A° B ° PEQ1 Fan 10 & ° atitr 18y 58 &henes

t hat arelﬁertlalqemo tive 9 (°§rﬁ aublpcém knawnt ppwerhefdeb ai aed u

descri pt igpduld hdts be ableeito &ntpm;@nu@gggzr oF 1Y), descrl bed, and w |

e O AL i tvcind i o B S G o
U a nat 88iF§ Puls Tk suck&hasy the ¥arif isatian walazcém fakdss &Y the (
publ i 15 kewkiguh equal mahaég'erﬁoa:e@hrbxa:(zﬁ)traligr $i gnam@y; cana@hene@qghlnt is
used bY to gt for an arbitrary t in Z,; the pair (¢ sc+tmodgq), with c
equal to H(h,a,I), then is a secret-key certificate on h.:-
However, the ability to "feas_ibly generate such pairs together
with a secret key, that corresponds to the public key h
20 according to one of the key generation schemes_for U described
in the precedzng three paragraphs, enables one to forge
Schnorr s:.gnatures : :
A complete secret-key certificate system also requires the
description of a certificate issuing protocol, in addition to
25 the description of the secret key certificate itself. A
variety of exemplary protocols for issuing the described
secret-key certificate can be constructed. Each such
certificate issuing protocol can be characterized by the
degree by which U, to whom the certificate is issued by the
30 CA, can "randomize" and "blind" the secret key, the public
key, and the éecret-key certificate. -Befoté providing
exemplary embodiments for various certificate issuing
protocols, though, a few examples are provid'e'd that will help
those of ordinary skill in the art to appreciate how the
35 described secret-key certificate may be used in practice.

1.1. Examples for the first exemplary secret-key certificate.

wWithout loss of generality, it will be '_assu:'_ne'd in the e:éamples
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21> the'&ozfﬁ,(}a‘%) the type of key pair of Uthat is certi

Deneting the public key of U by h, and that of the CA by ho, a
secret-certificate on h, when constructed by fpplying the gener al
construction technique to a-Fi“at/ Shamir type-signature 5 schene, is in
effect a signature of this underlying Fiat/ Shamr type on the nessage h,

gadtehwi tcg a sedRit keyubldlc-keyt @ilresdtdds ,islmal.t hq;ktsliﬂfﬂﬁatﬁiﬁrél%e@é‘sed
y the CA to he ke _vwlhe.general_.certificar

techni que for ﬁ%ﬁ%gj r]%gu% %éln%@s?é:cx}e& -]%ey]y cc%f‘ftﬁf'%caﬁe S oébr}"g"%sg)%l% .%éy%n nay
generating h ade send; on Fegmastat) ofhe ety ies day &he @phlia-keyr [HRRFRFY

to [err] UNGdnl e Iftdid folldwEny Eoxgh:by the CA. This enabl es one
to generate pairs consisting of a public-key and a secret-key

certificate on the public key, yddrpybub2oeekal/ opeptiEheaEd) 15 As will
be appreciated, the exanples i-H-Iust- ' epts of the
present invention, but they are 6nIP/ i nt efféed cﬁd‘?}e suggestive and not
linmiting insany way. For exanfal e] ot her céastfaagtz)on techni ques than the
one descri bed in the precedi ng ppragraphs, or.variations thereof, may be
20 used as well. An exanple of thisfwill be provided at the end of the
first preferred .enbodi nment. I, R, (Ck,Te) RST PREFERRED :
EVMBODI MENT In the first preferred enbodi nent conputations are perforned

in a (nultiplicatByevirtnetofnthersipudatabikityrdérsecrebrkes eprthficates,

e}‘ fici ?nt ?I g?ralziw&;earqf kiaverivy ias Ej&dr%iw n%i@?s&é}e grenéaqs{@d 'Elv_rﬁ,&fout

el ements, tes | ndom y sel ec el ement s. i's group

wi |l hentefort #%?ea[sﬁr)}logﬁ %Q&egrér‘? No feasi bl e met hods shoul d be

known to conpute ¥ s¥tdlcbe clegrrFehkBosa ef oxdinary shpil &n sheraykoufhe

are known. 10 numbers I; in the entries of the public-key directory need not
refer to the identity of the party associated with the entry:
instead, they may refer to a pseudonym of the party, and the
party may have a plurality of such pseudonyms.
For simplicity, in each of the examples it will be assumed

15 that the key pair of U is of the simplest form; the secret key
is a number z in Z,, and the corresponding public key h is
equal to ¢g*. As will be clear to those of ordinary skill in
the art, similar examples can be provided when U uses a
different type of key pair. In particular, many techniques

20 and examples in which the more general form of key pair for U
is used, are described and claimed in patent application Ser.
No. PCT/NLS4/00179. _ _

- Example 1: Suppose that user U; wants to transfer an
encrypted message m in G, to U, (by electronic facsimile,

25. electronic mail, or any other suitable medium). The

' encryption scheme which is used is the ElGamal scheme (See,
ElGamal, T., "A public key cryptosystem and a signature scheme
based on discrete logarithms," IEEE Transactions on
Information Theory, Vol. IT-31, No. 4, July 1985, pp.

30 469--472) in the group G,. From the public-key directory, U,
retrieves the public key A, of U,, and the string (c;7;). If ¢,
is equal to M(hiz,g"(hoh2)™,1;), then U, can safely transfer the
encrypted message to U,. Hereto, he generates at random a




30 For exanple, one can take the unique subgroup of order q of Z[err]

where p_is a prinme nunber such that q is a divisor of p- 1. Anot her
exanplew éﬂﬁg“ptlc curve over a finite field. For PG ¥, no
explicit choice for Gerr] is made in the descriptions. 35 An
expression such as g[err] should be undggstood to be a conputation in
&g. In case conputations nodulo q are performed, (as, for exanple, in
To=c([err]+X)+ [err] nodq), the - WD 96/ 12362

PCT/ NL95/if3tsyr s in Z,, and transfers the pa:.r (g h¥R) to Ugpduie mperator

i1l b I h f ,
1% S 4 S R S S oot T bt
representl?ﬁl R Rrdinapy st e(ﬁ)"?ﬁ')ut%%ﬂ%@ldS
1. Fi £Sta}W|wej Ma? nmmf tkéy Oatgr.g:aénge d%’séumpttaxei:plﬁ Yy amtlret key
certitic r Rhst er&.ﬁ egRodi, 99Rs! LHSLeHeP%oRARA y| ng
th t* '[° Vi to_t:h Q:g mg t oﬁ .
oo ot have | enaRated (e (bp el Eainself ek worgSsothnal of
Crypt ol ogyan \irest assured t(li@@]% q:a:n r’léde\iéxﬂf)m :.f a/nal ondw BeE dheck'eyed in

detail . ir &e)u a‘;é&E at he cEg %ﬁ the CAis.
a nunber Jerr and  he orres n 39 | C
Jerr] x ii cevﬁ’?eq’er%‘*r’s DAL SRR CRY ‘é)g??'fw el ll‘b sf'”g‘fr&err] 15
Pr ef enabl zyeaq:ely |réveahdse rboth fpart iestwhethem tie Zeys |ofinthe dther
chosen Uphd 281 avié ﬁﬁm%@fﬁ@édmy the calhe pair (g,ho) and the
description O G&gr&]_ E{;Spg%%etﬁag' ilg &1gltally 'signs a message m for .
U;, using the Schnorr signature scheme (alternatively, the
ElGamal signature scheme can be used). U, receives from U; a
15 pair (c,7) such that ¢ is equal to M(m,g"h;°). If the public key ‘
hs of U, is listed in the public-key directory together with a
pair (c;,r2) for which ¢; is equal to HM(h;,g"(hoh:)~%,I;), then the
fact that U, can compute t_his signature also informs U; that
the key pair of U; has been certified by the CA (unléss the
20 Schnorr signature scheme can be broken, but in that case the
' signature scheme of the users itself is also insecure). As
will be appreciated, this fact can be verified by anyone and
so has légal significance, as it is unfeasible to forge a
triple consisting of (1) a pair consisting of a public key and
25 a secret-key certificate on the public key, (2) a message, and
'(3) a digital signature on the message made with the secret
key corresponding to the forged certified public key.
Example 3: Suppose that U, wants to prove to U, that his .
entry in the public-key d:l.rectory has been certified by the
30 CA, w:Lthout leaving U; with a transcript of the proof that can
be used to transfer the conviction to others. U; hereto
proves knowledge of the secret key 'l'og-, h to U, in a
zero-knowledge protocol, which can be done, for example, as
follows. U, transfers a number a in G, to U,, where g is
35 equal to ¢” for a randomly chosen w in Z,. U, responds with
challenge ¢’ randomly chosen from a '_pre&ete'min'ed small range,
say {0,1}, and transfers it to U,. U; must respond with
clog, h, +wmod g, denoted by r for further reference. The




known by the : CA al so makes publicly known a hash-function

H
whi ch maps it nts to, say, Zferr], for 20 sone appropri%?gwgg%%ﬁ$Wy
paranmeter t (as will be clear to those of ordinary skill in the art,
i nstead of Z[err], any Zerr] for sufficb?ntly | arge | can be
chosen---this choice is nerely for concreteness). This function should

neet the requirenents that. are believed to make t.he Schnorr signature
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wel [ -known to ¥¢peated areswbetantial inupber of Heimes, @A ifd(; igan always
\l/Je_ri ficati on( eégsond ?@ﬁf@étkﬁyu@aﬁthéimée Kaow log, Mybliheredy Brioving of
is a pair (c [ Xy ch. [ u :
r(hoh)-[er P 1.1 ﬁgﬁeﬂég ?ﬁﬁéyalég?ﬁﬁg&%%gn%?ﬁ n%a? h%e&g’éénzétlﬁlgfi}&&y at.ﬁ%e CA.
possi bl y addi tA8nk$ Velbrkaeypnin theart, thig issa weFpomevwledget ronic
Lrai Ih alnd a | iproodcal cesThéScongittiod hef i He otnnist iloe tofansfertdd: _
ash-value is : I Gk Y, : | | ctice.
The secret - key%%????fé%%egﬁa%xg tgzre'?\g%i ?/%Pzﬂtﬁraﬁg%éﬁf%%gdfé#ﬂfg té
W96/ 12362 generate together with entries in the puhligdeeydirectory.
23 a paor wath)indisfingyishapterprobability dbseribbeigmir is a
secret - key certificate on h if g[err](hoh)[err] is equal to a, where c
i's conput ed as H(h.23, First exemplanyl tebeifliceatet bsstdng ptovodobary
skill in the art, the 5 secret-key certificate has been constructed from
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will now be described. As before, for explicitness it will be
15 assumed in each of these protocols that the key pair of U is
of the simplest form; the secret key of U is a number z in Z,,
and the corresponding public key h is equal to g*. Those of
ordinary skill are believed to be able to straightforwardly
apply the inventive techniques to suit the other types of key
20 pairs for U, described previously.
Recall that the secret-key certificate that will be issued
to U by the CA is a pair (¢,7) in Z; x Z, such that ¢ is equal
to H(h,g"(hoh)™,I), where h is the public key of U.
- Turning now to FIG. 2, a flowchart of a first secret-key
25 certificate issuing protocol in the first preferred embodiment
will now be described in detail. |
- Box 21 first shows the CA generating a secret key z in Z;
for use by Y. As indicated in the second line, the
corresponding public key h of U is taken equal to g*. It will
30 be clear to those of ordinary skill in the art that z may
_alternatively be generated by ¥ and then communicated to the
CA, or U and the CA can generate it together,' for example in
such a manner that z is mutually random. L
Box 22 first shows the CA generating at random a number w
'35 in Z,. The second line shows the CA computing ¢”, which is
denoted by a for further reference. The third and fourth
lines show the CA computing H(h,a,I), which is denoted by c,




public key hOh. 10 Key generation nmeans of U In addition to the

Si gnat ugg 23&hene enployed by the CA the type of key sgust be
specifie ?‘r,ll order to define the secret-key certificate. p‘l?‘hra general
form the secret key of U can be taken to be a tuple ([err],...,[err]),
such that each-xi is in Zq, and h is eqeal to [err] 15 Here, :
glerr], ..., glerr] are randomy chosen generators of Gg (they need not

all be different fromg), that_are published bgmzhe CAin addition to g,
ho, and ta&nd. @é@cﬁaﬁt—fmo‘én GwBich isddenoted &r c%ba @A theri < k), the
CA shoul d:ﬂ:rﬁéﬂ:ﬁsﬂﬁhé(wﬂ'élg[léey]ﬂland tHé et A)otbeugblag to conduct

the i ssui e CA nay generate 9[err]..., gk as
fol |l ows: d&& ene%&% . ﬂ"# &andé)m yl,,...,.yk in_Zlerr] and set s gi, equal

to glerr]. B(»Fh%%&lﬁﬁﬁ shoysgy ig keyud by getidng| |
be deponsit aéq.dal tdyg®t. he Thieowelcand dfine (‘Endi,cas:lésh thathdl crexlfiies if

restriclidgs equaiNdond: %Jﬁﬂéﬁwr&@ ipVe a{mghobﬁ-% 'fﬁg 5 o

those 25 o i gary g *__ Ln tge ar ns“fx
equal to g, CtRBTS¥metEf FEE: °AY Bf‘Xl 495y theR; kg RRiTy c’éhda? to a
publicly mmtﬂmmrce!ft:gﬁcmemnetha@ubm skey ch dcé;u sutht that résponds

to the pubidws Kele Nsllerét) ke Sofires sedege enpl oyed by the CA is
t he nunber log[err](hoh), which is equa? to [err]nmodg; if the described

generghi on progess seddia Jled el e comput e

t hi s nunber. T practTCeE, of key
pair. | é’l?fn £ SEFG Clg ke f
nunber [eI-rl;?] 1'&!'?r%errﬁ'é&% J?% u%rk?%i %hﬂ?s ‘equal é(h%) ?Aj]lﬁ'%'ﬁat IS,

. 35 there koW kew) 9% Was been taken equal to g). This enabl es
Uto perform’usnihgcngawt ugr_Emcl c3f aakflawchatpubfng secbebrkey $sgudhygres (
and provi o didds ere" cag%’ f? (6£'5eeE6hthe IcRX AR  Be W | | Pe
E,E:?—)l:\l e5 55/ 5 O pre erreé embodiment, will now be described in detail.

Box 31 first shows U generating at random a number z in Z,;
this will be his secret key. The second line shows U
computing the correspond:.ng public key h by setting :Lt equal
to ¢°. U then transfers h ‘to the ca, as 1nd:|.cated by the

20 third line. : :

| Box 32 first shows ‘the CA gen'er‘_a‘ting at random a number w
in Z,. The second line shows the CA computing g”, which is
‘denoted by & for further reference. The third and. fourth
lines show the CA computing #(h,a,I), which is denoted by c,

25 and czo+wmodq, which is denoted by ry. The fifth line
indicates that the CA transfers the pair (c7,) to U.

Box 33 first shows U VeriEYing whether ¢ is equal to the -
hash-value of the triple (h,g™hy%,I). As described by the
second line, if this is the case t:hen u’ computes ro+czmod q.

30 which is denoted by r.

As can easily be verifled ny those of ordinary skill in the
‘art, the pair (c,r) is a secret-key certificate on the public
key h, such that U knows the secret key correspondn.ng to h.

In this exemplary protocol the secret key z can be freely

35 chosen by U. It will be clear to those of ordinary skill in
the art that the CA can randomize the ‘secret key of U, for
instance by using hg" instead of A in Box 32. Here, 7' is



24 si npl one in which the secret key of Uis a pai

([err]1, [err]eyf J‘M that h is equal to [err] . Here, as nentiﬂgmséo
& gl or [err] may be taken equal to g (or both, but then there is no
advantage in this formover the nore efficienfg formwhere h 5 is equal to
glerr]) This formalso enables u to perform cryptographi c tasks such as
conmputing signatures and proving know edge of his secret key. As wll be
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this will be his secret key. The second 1:Lne shows U
computing the corresponding public key h by setting it equal
20 to ¢*. The third line shows U generating at random a number w
in Z,, and the fourth line shows U computing g%, which is
denoted by a. Finally, as described in the fifth line, U
transfers the pair (h,a) to the Ca.
Box 43 first shows the CA computing H(h,aca,l), which is
25 denoted by ¢ for further reference. The second line shows the
CA computing czo+ womod g, which is denoted by 7r,. As described
by the third lihe, the CA then transfers ro to U. :
Box 44 first shows U computing ¢ as did the CA in the first
line of Box 43. The second line indicates that U verifies
30 whether aa, is equal to g™hy;°. As the third line displays, if
this is the case then U computes ro+cx+wmodq, which is
denoted by r.
As can easily be verified by those of ordinary skill in the
art, the pair (¢,r) is a randomized secret-key certificate on
35 the public key h (meaning that the CA could not have encoded
any information in it), such that U knows the secret key '
correspondlng to h.



1.1. Exanples for the first exenplary secret-key certificate. W t hout

| oss of ity, it wll be assuned | n the exanpl es 2362
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public-key directory is used. (Alternatively, the publ i c keys and .

secret-key certificates on the public lkgys may be sent on request.) The
entries in the public-key directory V\A'II be of thefollovmngform
User (Public key, -Certificate) h[err],

(cl[err], rier will5be obvious to thosd [df rdrd:l.nary ska.ll( Qrﬁtr U rid) Box

Ik 42 comfd Ef‘g.nsf@' w to th%ycwfr h&e t:%fadt I?& %.' rru#gt %le hgytﬂ]e CA

secret-key certificates entrles cou

gener at el Fhﬁﬂt °°mpl:‘58p€¥°a1"%’n+6‘fm9 A4 @xself, toswhich 6 nQwedpust t hose
of ordi nadgl ehlyl cx madwlarg., the |0 nunmbers |i in the entries of the
public-key directory need not refer to the idéntity of the party

asso@ at ed wi th.5 heFouttly: exempbaf'padert:bﬁ‘ucm iséeing opPobselionym of the
.party, and the party-nmay have a plurality of such pseudonyns. For .

SI mplici iy, the eashing bber.a&amal @éstciribel! thﬁsaiﬁiﬁeéhe5ckhﬁhob§§th%y gal r
the corrg‘élfggg %I gpggsyc Kk h |§1i%%eg’éﬂlﬁ¥'5' |‘i]a c\%&r Ibg cﬂea?nto
t hose of agpépﬁgp}ogﬁp | Ehig 1s usually by def:l.n:l.tn.on the case, since
anyone in such applications should be able to asso_c;ate_ the
10 public key with U. | o
In cryptograph:.c mecham.sms for transfer of credentlals,

- however, no public-key d:LrectorJ.es are used the information
representing a credential is only shown by ‘the owner of the ‘
credential if he wants to demonstrate possess:l.on of hlS

15 credential to a rec:.p:.ent A commonly used mechan::.sm is -one
in which a public key and a publ:.c-key cert::.f:.cate on the
public key are transferred; the secret key of U correspond:.ng
to his publ:.c key enables U to do add1t10nal things such as

- sign the transfer, or prove possession of additional -

20 information (in on-line mechanisms U m:_.gh_t:_ do w:.t:hout needing
to know a secret key, and the publ-ic key can be a message or a
one-way hash thereof). The credential is issued by the Ca,
and the type of credential that is issued can for instance be
denoted by the type of signature that the CA computes. The

25 certificate of the CA proves the validity of the credential to
the rec:l.p:.ent, and a signature made by Uu w1th his secret ‘key
proves that U w:.ll:.ngly transferred the credent:.al to the
recipient. If the transfer mechanism is to be
privacy-protected, then the CA should not know what the public

30 key and the certificate are, because these are revealed when
transferred. '

_ Turning now to FIG. 5, a flowchart of a fully blinded
secret-key issuing protocol in the second pr_eferred embodiment

- will now be described in detail. :

35 Contrary to the flowcharts of the preced:l.ng f:Lgures the
string J should obviously not be hashed along with A and a if
it reveals identifying information about U, such as his name;



the art, si mv+ | es can be provided when U uses a di f§
of key pair. I'n"particular, many techni ques 20 and exanples in %l ch t%e
more general formof key pair for U is used, are described and cl ai ned
in patent application Ser.  No. PCT/NL94/(@179. Exanpl e 1: Suppose
that user Uerr] wants to trafsfer an encrypted nessage min Jerr] to
U2 (by electronic facsimle, 25 electronic mail, or any other suitable

medi un). The othexwige.i dhexehmenlfhben s Redat iin dhdrdingwihe aentd ficate
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publ i c-key di Wi@hasy ,a,qsfer ot infinrmatdgn £0.0ffQ® . and the
string (c2sr 2)con|vfern2ance ithes quttirig Il-lmlgﬂwﬂddﬂmlta o rc}nﬂt[ﬁﬂd] ), then

Uerr] can safel :Er?fsfffs{:%@ﬁéy%egeﬂgi?aégﬁgtQtuganﬁgﬁe& OnuitBer w,

generates at ran
PCT/ NL95/ 0035dn The second line shows the CA computing, giPerwhich is

Z[err], and trdmm‘tmds hyvhaopfor fgrthelr, rpferenret.o B2 dektrlibed byathe

d t d t k&o%, N be cl

tgc'[ %gseagf (r)(r?%{ nary rd ife, h'ﬁ’lb r&he t é%ﬁecﬁs] £6 ilase\rmI t he © c.e_ar

Di ffie-Hel tfan k%?xeig hgi"lﬁ%t a§]§ﬂ'ﬁ§ offepgrating atsr W 30 BYMPET fodBn,
This i n tahds iwidll dee thist decretulkey. Fhe reecongdkine ethows U

(hé, (clerr], c)mﬂ?}tﬂidfﬁlﬂié cox‘ﬂeéﬁd}ﬁhﬂ@rﬂﬁlﬂ QEé}} h :{%é&%n@%@r&ﬁxal
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denoted by a for further reference. The fifth line shows U

computing H(h,a), which is denoted by ¢, and blinding it, as

described by the sixth line, to c+umodg; this number is

denoted by ¢; for further reference. As described by the
20 seventh line, U then transfers c; to the CA.

Box 53 first shows the CA computing ¢,z + womodg, whlch is
denoted by 7, for further reference. As described by the
second line, the CA then transfers 7, to U.

Box 54 first shows U verifying whether ¢g"h;® is equal to ao.

25 As described by the second line, if this is the case then U
computes 7, +cx+tmodg, which is denoted by r. '

1.6. Fifth exemplary certificate issuing protocol.

The certificate issuing protocols that have been described
thus far in effect demonstrate techniques to incorporate
30 various degrees of randomization that can be applied by U.
A particularly valuable randomization is that in which U
'can perfectly blind the public¢ key and the secret-key
certificate on the public key, such that the CA gets no
information about the pair, but cannot fully blind the secret
35 key corresponding to the public key; more specifically, the
secret key of U is a vector of at least two numbers, and U
will_not be able to blind a pre-determined non-constant



Exanpl e 2: Suppose that U2 digitally signs a nessage mfor usi ng the
Schnorr re schenme (alternatively, the El Gamal chene
can be WyegggiMU[err] receives fromU2 a 15 pair (c,r) 53‘ fat ¢ is equal
to Hmag[err]h[err]). If the public key h2 of U2 is listed in the
public-key directory together with a 3gair (c2,r2) for which c2.is ‘equal
to Hh2,[err](hoh2)-[err],I12), then the fact that U2 can conpute this
signature also inforns Ul that t he key pair-—of U2 has been certified by
the CA (lmhea:ﬁ.drhonQh‘échmbezﬁ dmattives vecitere cBuche s dssuingut in that

case the %'c%ria %@%%?g.t ive 13&%@1%5%%4 I@Jt%%dlnse%ure) As

w il be gpprem ate verl nyone and so has
| egal si §EScraRes and; Glaimed, in. patent Hldﬁgé?llé?n Ser-i % consi sti ng -of
(1) a patacwmmmq%f a public key and 25 a secret - key certificate on
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\tNi t hO]yt a bRPHotnidg W testrilcHisa mtlgaf ﬁh tdtﬁﬁ@ :l&todaar) w1tlhodt5$dt L 0
ransfer GQNVI.C Y e

secret k &d‘[q?rr !f?f %5%[1%&]?{3; the %A g(e'b(raeo%?noevw%% g pr (r)lt oc%(}g%\'}'\’% ch can

be doke, Q@t&igl@a% are ffa) 1&/\/3’ @@’an%@ﬂ'mﬁ)éhthm Jerr] to

Uerr], pireotododlis Gmmu&ieq:.xin;d & rdo fperﬁomrﬁaadmm erctidns Zha:rkr]

el | ST Mk o, 0 S R 0 A AL B
~with & ]h;IP\I\? qsyﬁer’fom-u Pe. @ The
WO 96/ 123(de variety of technlques for transferring”Ciekedi/iG1350 :
217 15 obtained by perform:l.ng a restrlctxve blind issuing protocol, ‘
are described and claimed. :

Turning now to FIG. 6, a first flowchart of -a. restr:.ct:l.ve
blind secret-key certificate issuing protocol for the first
preferred embodiment will now be described in detail: This

20 protocol is also descr:.bed and claimed in patent appl:.catlon
Ser. No. PCT/NL94/00179 and, as will be appreczated is
included here (using the present notation) to _clearly
demonstrate that the protocol is a restrictive blind
secret-key certificate issuing protocol..

25 The key pair of U must be different from that used until
now, because the secret key must be a vector of at least two
numbers. For concreteness, the following ‘choice is made: the
secret key of U is a pair (z,I) in Z, x Z, such that g°gl is
equal to. h. Here, the CA has generated g; by generating at

30 random a (secret) number y in Z,, ‘and setting g; equal to gv.

As w:|.11 be clear to those of ord:mary skill in the art, this
implies that it is unfeasible for part:.es other than the CA to
.compute log,g1 L :

" The second number of this pa:Lr, I, w:|.11 be encoded by the Ca

35 into the secret key of U dur:.ng the certificate issuing

B protocol. Although U is unable to modify I, he will be able
to generate z by himself unlformly at random in Z,. Hence, in
effect h is generated at random in G4, independently from I.



correctness of_the response can be verified by Uerr] by verifyin

whet her [err] W‘é’@&&g’f to a. This three-nbve interaction is ?M’sg
substantial nunber of times, and if U2 can al ways respond correctly then
he nmust know | og[err]h2, thereby proving S that the entry in the directory
has been certified by the CA. : As is well-Khdown i-n-the art, this is a
zero-knowl edge - protocol. The conviction of Uerr] cannot be transferred:
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i ssuled t QO(U é?c)n[@the:.:g&\ ti:l)se aqeresponding pubdEice ]hkéS(Zq, dye hedtitaing its equal
equa to H N 1), e | [ .

Tur ni ng -now to (_‘fgﬁl, a I%ﬁ%%léﬂbfa@ ???Q%éiee%rfnpt}gé ‘ce i:li?éﬁcaztle

i ssui ng prot occﬂe‘F?FQtF%sftW%tr?ﬂ‘i‘?‘ErrP 5D Jeitt iRt La- +th‘5%\i_ SR rFPed
in detail .. obtnin Mlinded stk d.he The Femetht ligeasheowseld lcomputiimgZ.

5 155 s g e e gespa g A8 eyl epmaiy i
oréi nary skitPl ?’F&{]‘F@tﬁ&ti’f h‘éﬁé[g%ﬁhn%.&ne' %I-ggma??%\weﬁe{'@éﬁéraVBacByifJ
and then comurdenetedthythe TheCAixph linel specidiemd! gomouting tc+umody,
toget her, for aja{heisdenoted by dRNNAs deakriided biS the! gaventhandae, y
Box 22 first sh s thg%igﬁ% e{a%_ln gt a}ndo_ma._nunber w35 in Zerr]. The
second |ine shoWis?he %ﬁ%u O 8 gtr . which is denoted by a for
further referenceBoXnh83; firgtashowsutthe CA computing co(zo +yl) +vwomodg, which
20 is denoted by 79 for further reference. As described by the
second line, the CA then transfers r, to U. |
Box 64 first shows U verifying whether g™(hogi)™® is equal to
a;. As described by the second line, if this is the case then
U computes 7, +cx+tmodgq, which is denoted by r.
25 As can easily be verified by those of ordinary skill in the
art, the pair (c,r) is a secret-key certificate on the public
key h of U, such that U knows a secret key corresponding to h.
Although U has perfectly blinded h and (c¢,7), it is unfeasible
for him to completely blind the secret key. That is, the
30 secret key of U is a pair (z,I') such that ¢°¢) is equal to h,
- and if (c,r) is to be a secret-key certificate on h then [ is
equal modulo ¢ to the number I that the CA in Box 63 encoded
into its response r. '

1.7. More than one receiving party.

35 As will be appreciated, the protocol displayed in FIG. 6 can _
also be used by the CA to issue the secret-key certificate to
U and an additional party 7 that is substantially under



l'ines show the CA conputing H(h,a,l), which is denoted by c,

W06/ 12 6/12362 PCT/ N n&%@ﬁ&so

28 and c([err]+[err])+ wnmod g, which is denoted by r. The CA then _
transfers the secret key [err] and the pair (c,r) to U, as descri bed by
the fifth line. Box 23 first shos# U conputing his public key-h, by
setting 5 it equal to g[err]. The second line indicates that U v_erifies | f
c is equal to the hash-value of the tri (lh g[err](hoh)[err] ).

Cl early, contznd efugbet FAmopyshy ﬁbﬁtt-heglpm 1 @eY tics know the
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secr.es - ke'p ithisi epd, theoCacdnitiiallly dekeshd kaéwat thef dutUrownd B&: CA,
inthe 1% bisholﬁ'i?f AniERenB OS] an’ghmeBEbnESld&iE qgg.ed' ﬂndgié"s

Box31f|rst n s wll be

ows U atin r
his secr &EMAIP tgé(cgh& AhPutFIRF TS r espondi ng
public ke:prlt:.lfy.cae:tet |shgmmgemr@|tocolt cagl[ enrlly ‘conipiiten stigaatires,hoto t he
CA, as '%&L'o%%t ddye &F ithef %éc'r@i key, whié2X BZddgetatdioms the CA

donputd ndghi f“%ﬁ @n“””‘“er 4 er%ﬁxe%fpn&ﬁ%e#s%ﬁéi@%x“a’%&tt“ﬁ.?ﬁ
and- f our ti® g7g7.i nds idd dee ammmei g F(does Inot weed ta denoted by c,
25 and Cﬁﬁr'ﬂltl\ﬂdﬁed i¢h the @%dr%tdw Q@Mﬁ@dﬂe isbedng brbtbce? due
I ndi cat e% rtlfxte E.Qﬁ.t:%lt %%r&stxxgi %19:% h(eC Cxo)ontlg ltjxakes I known to 7.
In patent appl:.cat:l.on Ser. No. PCT/NL94/00179 techniques are (
15 detailed and claimed for 7 and U to conduct a succeeding
| certlflcate show:.ng protocol such that: I can be computed
when 7 and U perform the show:.ng protocol at l_east' twice in
response to different challenges, or I can never be computed,
no matter how often ¥ and 7~ perform the show:.ng protocol.
20  Other variations of the issuing protocol for the case the
certificate is issued to U and 7 in the manner described in
the preceding pa::_'agraph will be obvious to those of ordinary
skill in the art. Ome such variation is that g, is taken
equal to g in FIG. 6 (and correspondingly y equals 1): in
25 that case, 7 at the end of the issuing 'prbtccol knows I, and U
' knows z, and the certified public key J.S equal to g*. Aas
will be apprec:.ated ‘the resulting 1ssu1ng protocol in effect
is that descr:.bed by FIG. 5, where the role of the CA is now
played by the CA and 7 together. Instead of ‘using secret key
30 z¢, their secret key now is equal to z, +I modgq.

2. Second Exemplary Secret-Key Cert:.f:_.cate.

Each of the exemplary flowcharts that has been described thus
far demonstrates a specific type of issuing protocol. The
secret-key certificate that is issued is the same in all the
35 flowcharts. _ - R - |
As describedieerlier,lﬁhe general conét:uction technique can
be applied to any other signature scheme of the Fiat/Shamir



Box 33 first shows U verifying whether c i's equal to the
the triple {h} agéflm[err] ). As described by the second | i R’?X&P?’&f’%{’

i.s the case then U conputes To + c[err] nodg, 30 which is denoted by r.

As can easily be verified by those of ordinamre skill in the art, the
pair (c,r) is a secret-key certificate on thé public key h, such that U
knows the secret key corresponding to h. In this exenplary protocol,
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one and encode orna on In- Lt be decry nsi dersg
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description of that partlcular certificate).

A second exemplary secret-key certificate in the first

15 preferred embodiment, constructed by applying the general
construction technique to the Okamoto signature scheme (See,
Okamoto, T., Section 6.1. in "Pro{rably Secure and Practical
Identification Schemes and Corresponding Signature Schemes, *
Crypto ‘92, Lecture Notes in Computer Science 740,

20 Springer-Verlag (1993), pp. 31--53), will now be described.

Key generation means of the KAC: The secret key of the CA is

.a pair (z,,z;) in Z;x Z;, and the corresponding public key is
(91,92, h0) in G4 x G,, where g, and g, are generators of G,, and h
denotes g¢i'g3*. Preferably, z; and z; are chosen uniformly at

25 random in Z,, and g5 and g, are chosen unif_omly at random from
G\ {1}.

The tuple (g1,92,h0) and the ‘description of G, are made
publicly known by the CA. The CA also makes publicly known. a
hash-function X, which maps its arguments to, say, Z, for

30 some appropriate security parameter ¢{. This function should
meet the requirements that are believed to make the Okamoto
signature scheme secure. Preferably, H is collision-free.

Certificate verification means: A secret-key certificate on

~ a public key h in G, of U is a triple (¢,r,72) in ZxxZ,x Z,

35 such that ¢ is equal to H(h,g7g:*(hoh)5,1I). '

Alternatively, the secret-key certificate can be taken to. be
a triple (a,71,72) in Gy xZ;xZ,. In that case, the triple is a
secret-key certificate on h if ¢p*¢7*(hoh)™° is equal to a, where

—_—




15 denoted by aferr] for further reference. The third line indi c_ates

that thqu&eei transfers aferr] to U. Box 42 firs -

gener at i%'lg atﬁﬁgndoma nunber x in Zq; this will be his secret key. The
second |line shows U conputing the corresponding public key h by setting"
it equal 20 to g[err]. The third line s3®ws U generating at random a nunber -
w in Zerr], and the fourth Iine shows U conputing g[err], which is

denot ed by, a. Final | , as_described in the fifth line, - U transfers . the
pair (h, §) isocemputed as Hth)(sﬁfB first shows the CA conputing H(h,aoa,l),

whi ch is 25rensdeeh ficatd as fin tébfed el £ cOkamodd es Entnare i s /5 hmage t he
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obvi ous ¥t AEe Reliswach 4o becigapabia af istmdght forwandlivi applysng w t o
the CA it dasheritive terhiiqubs tivr GA) tmmsdiﬁmg:wﬁcﬁ:da& cgr] +
MEerrl+ WogHlad (Ple, add ) he’ idRIVe tedi Ul XS LR R
- secret-key cert:.f:.cate to U and an additional party T, to _
15 construct similar cert:.f:Lcate lssun.ng protocols for t:he ‘
present secret-key cert:.flcate '

3..=Third. Exemgla:y Secret-Key Certificate. .

‘A third exemplary secret-key certificate in the first
preferred embodiment, constructed by applying the general

20 construction technique to the BriCkell/McCurley' signature
scheme ( See, Br:.ckell E and McCu:r:ley, K.,

_qar:l.thms and factoring," Journal of Cryptology, Vol. 5, no..
1 (1992), pp. 29-39), will now be described.

25 As is well-known in the art, the Br:.ckell/McCurley technique

' can be applied to both the Schnorr and the Okamoto signature .
scheéme. This technique consists of making sure that the order
g of the group G, remains unknown to U; instead, computations |
that are performed modulo ¢ in the Schnorr or Okamoto scheme

30 are replaced by computati'ons.of a: large multiple of ¢. To
this end, it will be assumed in the description that G, is the
unigque subgroup of order ¢ of Z;, where, p is a prime such
that ¢ divides p—1, and p—1 also contains another prime
factor of size comparable to the size of ¢ (such as to prevent

35 efficient factorization of p—1). Only the CA may know ¢, to
speed up computations for its internal use. For explicitness,




5 1. 5. wb@gfisisaexenpl ary certificate'issuing pr ot ocol . bﬁ?
i'ssui ng protocols gnécribed thus far, the CA knows the publlc @ﬂs _ﬂb

FFor .ordi nary public-key directory applications, this is usually by
definition the case, since anyone in such3gpplications should be able to
associate the 10 public key with U I n cryptographi c nmechani sns for
transfer of credentials, however, no public-key directories are used;

t he i nf or mati okhe aPE&F@é&hPPnBOatbﬁeﬁﬁhppﬁr ségpAkyrensahemg whdlokger of

t he credent agbumedhe wants*to dennnstrate possession of his 15

credential to a a |

oublic key and K% @ atior’ 'i&cc,h r’hﬁb'% 1% %ee san{en a\@ f%rl‘ %he

transferred; tﬁér§EcF§FrREykSV EﬁESFﬁéEBEﬁdlﬁ@lY tgéshFimﬁuéhléskey ER8DI es
Uto do addit|speblfhcn@srmudbs331bedsabovbheahdaqsisrnobrmadevpubbsebps|on

of additional ﬁﬂowﬂforﬁateaee(hatoavghnehaﬁep C' g g*&t s Tholdd Ut

needi ng to knog ecret, k and the publi nessage or a
one-way hash tR8PEET) r°$h c*edentlal is issued by the CA and the type
of credential thd Lfiicate] ves : gangye A seuran1khynceﬁu1ﬁgqﬁteﬂbn

signature thatatp %ﬁcCRE?Uhein GThszﬂ 48 bi bagdt 2 6,9 Silxg%f%; él,%ﬁiuéﬂethat

validity of the credent E pi en .
with his sé@ef k& %a‘b?/e@(?’ﬁa h°%) }1 ngl y transf erred the credenti al
to the reci pi é\cﬁ wmhr the: ﬁirﬁtsfsacnm qentifiicare, alternatively a

?L I vacyt p][ ot efbadr {d)eh imeGLR zp_qulcdnncﬂe leaen it Hethﬁméléﬁ:@ng@é .and
(e oo 11,07 A SRR il oF /TR Alns S 0E LY Shien,
protocol in thBroviésd saﬁﬁépreméhbgespem: to khel fasatbsegresrke¥d in
detail. 3515 Ceertdficheet forf theclirkt preflerideenbioddmengyr appliies here
fé;'n?lgf'yl fmgO:JL O?Qﬁé?i“SL:.VL%ﬂOEh%edEQ%E%@n@' OQﬁa‘é” the"s@Rde? Kby (ol 'E4ER! Sf
umbers 1n the secret key, for the general form) of U is
chosen in Z,.,.
Certificate issuing means: Again, it is an easy matter to
20 apply the inventive techniques for (a) the issuing protocols
of FIGS. 2 to 6, and (b) the inventive technique to issue the
secret-key certificate to Y and an additional party 7, to
construct similar certificate issuing protocols for the
present secret-key certificate. Hereto, all operations that
25 are performed moduloc ¢ must be replaced by operations modulo
"p—1 (if the CA knows ¢, it can of course still compute g“, for

w in Z,,, by computing g¥™%) .

4. Pourth Exemplary Secret-Key Certificate.

A fourth exemplary secret-key certificate in the first

30 préfefred embodiment, constructed by applying the general
construction technique to the DSA (See, NIST, "Specifications
for a digital signature standard (DSS),"” Federal Information
Proces51ng Standards Pub (draft), Aug. 19, 1991), will now be
described. |

35 Key generation means of the KAC: The secret key of the CA is
a number z, in Z,, and the corresponding public key is (g,h) in
G, xG,, where g is a generator of G, and h, denotes g™.
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31 wolddAkygzse, there woul d be no point in b-inding theradlskidissat €

i ssuing protocol. Al though the CA may require U to hash al ong astring I
that, for instance, indicates another party that U wi shes to transfer
the received information to, for 5 comgenience the string | wll
henceforth be omtted. Box 51 first shows the CA generating at random
a nunber wo in Zg. The second |line shows the CA conputing 9[err], which -
is denotix@ ipaiao (§oh,)f andhther désceipeionAsofile€gr abedmagiet pebliclird

ine, t ngnn! rggntheaeﬁfer&-haOchoawsolﬂakeﬁoEuﬁhEu&Simsm\A@ U generating

rando er hi s W is.secret Kk econd |ine
shovvs U ﬂ]agbogﬂﬁff'ﬁ ntﬂ'%' g‘B'erc& KB 110 1B ¢ ?‘ig i? Tequal
to g[ er r fom@happroptintee sepund ty gsmmsttem'gtat Thiwslofunopion shomkds t, u

in Zg Uneed theseegaigemeRtabehat hke belikbed ke kaxshews bew U bli nds
ao, by corrgutl ng aog[err]h[err]; this nunber is denoted by a for further

r ef er encBSCHRE - flfth I|ne shovvs U ,corrputlng H(h,a), which is denot ed by
~ ¢, and bl i€ : %lS&@QﬁW@Yt@WE a5 s

nunber ig pdeaOkegr By i80G, oaffurtﬂsea erm :.:&\SZQ&SZ | bash bynabe 20

S comput B (o) dod gyt fﬁse@ﬁﬂ%*‘%eno z8 ¢, eve MAT, 0 O 1N
r ef erdénce. Mrw%mw of s Fae| %%cus%o@mi mew ers To to
u. pboxitédf eaxulelrowitu respfey:ltngo\Mnhehﬁrsh:ese}:hbeF-khw s equal to

ac. 25 Ag ggifﬂbg‘i‘-% gt Qﬁﬁs %‘i%%é’én g:%:%gegﬁ:‘fedt RinbolaimeRiE, cgsglagsppgre

mput es - TOFCK +L D
exerrpl ar #Sc¥PLilti cat e i ssui ng protocol . - The certificate issuing
protocol s textificatecdesitng insahs: Those foff ordisidme tskddioniat retee

technisugse! areNBeiReValE to be capable of straightforwardly modifying
the issuing protocol of FIG. 2 to comstruct a similar
certificate issuing protocol for the present secretékey_
certificate. It is important to note . .that for this particular
realization, contrary to the other secret-key certlflcates

20 .systems described in this application, it is unclear how to

construct issuing protocols similar to the issuing protocols
of FIGS. 3 to 6. -

5. Fifth Exemplary Secret-Key Certificate.

It will now be demonstrated that certain variations of the

25 general construction technique can be used as well. A fifth
exemplary secret-key certificate in the first preferred
emhodiment, constructed by applying a variation of the general
construction technique to the Schnorr szgnature scheme, will
now be described in detail. _ .

30 Key generatlon means of the KAC: Thls is the same as in the

description of the f:l.rst secret-key certificate.
cm@.;u_w A secret-key certlflcate on

a public key h in G, of U will now be taken to be a pair (c,7)
in Z; x Z, such that c is equal to H(h,g"h™¢,I).
35 The secret-key certificate can alternat:.vely be taken to be
. a pair (a,r) in G, qu such that g"h™® is equal to a, where c is
_computed as H(h,a,l).



30 var| ous degre random zation that can be applied by U.
particul arl y ﬁéﬁ% random zation is that in which U can SEF%@@WM
blind the public key and the secret-key certificate on the public key,

such that the CA gets no i nformati on aboutyg he pair, but cannot fully
blind the secret 35 key corresponding to the public key; nore specifically,
t he . secret key of Uis a vector of at |east two nunbers, and U w | |

not be able to blIthdseens it drhmmes:éamt-dm;stcaeﬁtlflcate RAE Gidt? Ieen

PCT/ NL95/ 00350 ongtructed fﬁom the Schnorr :Ldentlfl%atlon skueml 8y Q%Pﬁ.f}ﬁng
nunbers in the&_‘gsctor

t t t
si gnature prot | gepera &Q%FFE}&%J'&M t@F&?‘ﬂﬂ)‘r Tyoie. éﬁeﬁﬁigﬁ{ #c%g![ Y'@Jns%%tf's.
No. PCT/ NL94oc0Obave. "disappPeariedicffirom thef vtem:.ﬁltce(thnnqurelautmnat whi | e

|loJ E?HCSEQW 5 andﬁo%%‘é@'t 'tl%L noRPhaisned Q%&oﬁehb't Q¥ &ﬁ@d&%&h@kz&ﬁy ofathB! ehpey
ubl i Y, secret.- ke ca |

performng a ré’gh et PF&T bl"'%ﬁgebfgyatu Fﬁ'qiﬁ 3*) %ﬁ I‘ﬁﬁﬁ/ély aer?&ﬂ'lqhﬁg
traceability byarietdan b&&b@eg@n@rpdbpp@smmm @etcmlmet hhisc beenar e
fully blinded) appaaledRri ate showing . protocols (which require Uto

perform addi ti onagt Zcéé'ong !wi $2 E: gzgrehap%ﬁ)l%é#blnk@éttﬂﬁomg&ff)leeé)f-

t he actions that
PCT/ NL94/ 001079 sesret-jeye cgxtifirase teche gesureor thegpybdic kgy of U must

credenti : al's, lpeoldefifrd 2 I&gp&(ﬂdﬂﬂdtg g% eglhfet) wehdié rmbné&uf Nthe
protoco ni
first fl ovvchar tr%.n?% pe%?’r |s%?1| Vg.eﬁfe%@ Hﬂ lssecef%’tg ﬂgcd(;o(t I fi cﬁ‘?]'ll?sl known

pr ot ocol for t power; shereof) . As with the first secret -key certif :.cate,
01,.-.,0r are randomly chosen generators of G, that are
15 published by the CA in addition to g, hy, and the descriptions
of G, and H.

In practice, one may want to use a simpler form of key pair.
The simplest form is one in which the secret key of U is a
number z in G,, and the public key h is equal to (ho)*, and h

20 may not be equal to 1. Another simple form is one in which
the secret key of U is a pa:.r (%1,22), such that k is equal to
z;hzu

To demonstrate that all the issuing techniques prov:.ded for
the first secret-key certificate in the first preferred

25 embodiment can be straightforward applied to construct issuing
protocols for the modified secret-key certificate, the most
difficult to realize type of issuing protocol for the modified
secret-key certificate will now be described.

Turning now to FIG. 7, a second flowchart of a restrictive

30 blinded secret-key certificate issuing protocol for the first
preferred embodiment will now be described in detail.

The secret key of U is a pair (z,I) in Z;xZ,, and the public
key h is equal to g¥hl. As in the previous flowchart, the CaA
has generated ¢, by generating at random a (secret) number y in

35 Z,, and setting g; equal to g¥. The blinding that can be
performed by U in the protocol differs from. that in the
preceding protocol, but the restrictivity property still
holds: the number that the CA will encode into the secret key



preferred enmbodi nent will now be described in detail. This 20 protocol i s
al so dej/f; ,and claimed in patent application Ser ’
PCT/ NL9 (#8?% and, as will be appreciated, is i ncl uﬁﬂﬁsre 3("(1)15| ng the

present notation) to clearly denonstrate that the protocol is a
restrictive blind. secret-key certifiggate issuing protocol. 25 The key
pair of U nust be different fromthat used until now, because the secret
key nmust be a vector of at least two - nunbers. -For concreteness, the

f ol | owi ne,dobteldi 4smedual thel/zmodoget key of Uis a pair (x,1) in Z[err]

geﬂa(ra;'[ Ld ‘ﬁrﬁmq{h&g?f%%ﬁ?{d]fa]f%%harﬁug&ng tt"Zl-lés]esr'ég'e}‘E o 111 Thaifi ﬁq and
setting BF h‘q&éﬁ ?g gesd 2 &'f‘egv i%#h&'gio¥eordl nary

skill i nenk:edadt intli the segpetckevhaf U when rthensissuiiopyetadals ist her
t han ghe Qﬁ.fbg-med corrpute lLog[err]g[err]. The second number of this

pair, I, code 5 into the secret of Udurlng t he
certifi | cat eéq’gbﬁ r1§1 q: %ﬁ%%e%t%wv ?% Yhe will
be able in geﬁ‘beatsscpnﬁylnmshpwsnth@r cmnusmwr’h Z«‘Plch-@rﬁ:e in

ef fect hgencted byt @f ﬁbrrﬁﬁﬂenernr@ﬂereﬁdepenﬁsnaéycﬂsealby the WO
96/ 12362 PCT/ NL95/ 00350

Aé:hd'ggcrlllt?ed bé:f é:rhgn ttﬁeanSfr%-s 9 tr-'roa ube related to the . .identity
of U 1®ut BeK al%Ei%sk aﬁhPYﬁnﬂélS?@ﬁr?ﬁmgnﬁtméﬁbgﬁc‘ﬁ in Z&s: sthe pri¥ i al
speC| fi CE@&;Modq) wﬁbk lﬁé Iiissseorouvské}he Q&zgeswmdrtgmé smmbmla nunber

! I‘J@ KUY, ’
denot ed byq“fg S furthe eré?’eren\g% %%‘{I bgld thg:t t i ri ne, the
CA then %% Qﬁ s aot A ition, a%,ereckfied by r]a"tnrq'rg nurrber X
in Zq; tlgenexates two random numbers t,u in Z,, th.ch will serve to

15 obtain blinded r and ¢. The fourth line shows U comput:mg
a3g'(hog)™, which is denoted by 4. The fifth line shows U
computing. H(h,a), which is denoted by c. ‘The sixth line shows
U computing c+umod ¢, which is denoted by Co - As descr:Lbed by
the seventh line, U then transfers €c to the CA.

20 Box 73 first shows the Ca comput:.ng co(zo+yI)+wo mod q. wh:.ch
is denoted by r, for further reference. As described by the
second line, the CA then transfers r, to U.

Box 74 first shows u ver:.fy:.ng whether g'°(hog’) “ is equal to
ao. As described by the second line, :.f this is the case then

25 U computes roz+tmodq, which is denoted by T.

As can easily be ver:.f:.ed by those of ord:.nary sk:Lll in the
art, the pair (c,r) is a secret-key cert:.f:._c_:ate on_ the public .
key h of U, such that. U knows a secret key corresponding to h.
The following holds: the secret. key of U is a pair (z,I') such

30 that hog" is equal to h, and if (c,7) is to be a secret-key
certificate on h then I’/:z: modg is equal modulo g to the number
I that the CA in Box 73 encoded into its response r.

' SECOND PREFERRED EMBODIMENT

In the .second preferred embodiment computations are performed
35 in a multiplicative group modulo n, denoted "by Z,, with n

‘being the product of two distinct large primes. Since the

order of the group may only be known to at most the certifying



(xI) wil | ret key. The second line shows U |0 conpugy .
correspondi n}’ﬁﬁ@l‘i’?gkey h, by setting it equal to g[err]mg)[gﬁwsso
addition, as displayed in the third line, U generates two random nunbers
f,uin Zg, which will serveigo obtain bliaded T-and c. The fourth line
shows U conputi ng aog[err](hog[err])[err] which is denoted by a for -
further reference. As 15 indicated in the flfth line, U then conputes

H(h, a), which party,dehet edmputetidhe inxthel expospatsi are wodudpuai nymber v

c+unodg, Whiglel isdﬁBQt 80pR¥pe?- aAvideschbisbefebyriiae aevz;t h FoRech¥s.
then transfers co to th

CoLer ]y S7885MBd 4B GhechLiBdeE  GeREiEdCRy TSPy ng, PEREPOPLPCFBEcWi1L
As described bipet ﬁescnbeéonexpmésmné davoRyingr ddsfemillo showup (recall

Box 64 firs shaws ¥ Ver ehuangtehgtmia v o e(# Aivogl €ok] X[ enr N)i.s equal to

[err] As describ t

conputes ro+ cX ?ﬁ%%ﬁ%%no A(fl% ﬁ‘;lé%oﬂ§§gfaih easﬁlw?té
verified by thpexfermeddmesiuyosR | Fhﬁn%’l%at°ram°d’% el bhineyer rl’)e ikentioned
secret-key ceriekpldatielyn tise Fobl exampllecw’hseands foehul hedd 4. knmscase

secret key cor ?1%9.:“ g'{o%ltoo ]p%eratlw QN :LH\)&.%%H ft%%t hnédt&ll' ng,? t@:

(c,r), it is uls eaS| mto cqonpletel secre

is, the 30 %‘bcﬁé‘@lﬂéﬁl mentigned (as, in.) for: I?xlaﬁﬁ’tleg[ & [ g1ret ppd |" eql}gl
to h, and | humber)s are chosen Ffromia igrpupet iingt, e adwalyst hchle smailiest

equal modul o qptogﬂwwm&rm'aémats tllmi:l%a n B¢ %mdwe ol@fles
response r. e éggn qaf re§$|V| par
will be. apprem‘%@éd"’t’l’% ‘fﬁ?ﬁ%(ﬂt oqasr!é% T ’e 'al’go Bk used
by the CA to i somtaimdng: the numbexs tdo-pozime with nU (dod prackddiei ¢hdls set
party T thajs i sapibs ket oo BAGH,...,n— 1), 96/ 12362
PCT/ NL95/ 00350
As will be obvious to those of ordinary skill in the art,
one can take v to be either composite or prime.
" The exemplary secret-key certificates will, as in the first
preferred embodiment, all be constructed from Fiat/Shamir
20 signature schemes by applying the general construction
technique. The structure of the exposition is similar to the
exposition in the first preferred embodiment: a detailed
description of one particular system is presented first,
together with a variety of issuing protocols, followed by a .
25 description of how the general construction technigue can be
applied to other Fiat/Shamir type schemes.

1. First Exemplary Secret-Key Certificate.

A first exemplary secret-key certificate in the second
preferred embodiment, constructed by applying the general

30 construction technigue to the Guillou/Quisquater signature
scheme (See, Guillou, L. and Quisquater, J.,
"A practical zero-knowledge protocol fitted to security
microprocessor minimizing both transmission and memory, "
Lecture Notes in Computer Science 330, Proceedings of

35 Eurocrypt ‘88, Springer-Verlag (1989), pp. 123-128), will now
be described in detail. .

Key generation means of the KAC: Let v be an element in Z;.




- 34 - control of the CA, such that: Uwll get to know the public k.ey"
and th shsiqkey certificate on the public key; and thggrmgwsgﬁ key
corresponding to the public key is shared between U T in such a way |
‘that neither of Uand T can determne it. 5 To this end, the CAinitially

makes | known to T but not to U - thegg2CA only inforns U of [err].. = The
protocol displayed in FIG 6 remai ns exactly the sanme, but now Uin a
succeedi ng certificate show ng pr-ot ocol can only conpute signatures, or

prove knawcedyendfenthehodcectforey, ishen TakeopeaaprimeTthatkasws |, and U
knows X, cylghriihe %rw(ﬁ) e@tﬂéﬂhﬁxﬂo&e%f sewﬁsﬂts ofcZgferrl. As will be

appr eci ate T does n

#1 CA ticipate in t,he cret= ki
certificate ?360 "'ott% JI%TH‘% X %8 % vﬁ?lsth t he CA
only rrak@nrelammim Ppubliq ﬂﬁe(Yathon!-sapguB&atbono SerPrsgeraﬂ@YNLm/l@mm

t echng quehoyen L@ﬁaﬂllyednamom rieﬁz;or T and’ U to conduct a succeedi ng

certificat r I C n u wh T and’
performt her % %18 @lt’gc‘%l) §? {ﬂaégfﬁ?bﬂcff k'Bg ggo%gig % di ?gerent
chal | eng@sid ld’rlancé‘n%ﬁ@s?’é'r dtels mac ﬁoplﬁhl!-@YhMPWt evhisch faps
perform tives dArsumenty MCday,Z(lz: , CEber sumei abbpopraatehgecasiityg

pr ot ocol P cfrgu“bé%erl gasep %1 g funEE bh! 668hEa' ﬁehﬁsﬂﬁﬁ &-Egh’lggﬂeﬁtb” thl

manner d VI OUS tO tﬁose of

re par agr ap
or di n&fy are Qﬁlllie‘ﬁﬁi tbr?e“?fkt% %'61 “gdéh" laquares fhenatyng Schers aken
equal to sedurd;l @.ndi J(stmreﬁaraé:ﬂporubldglga.qn-eﬁneés 1): in 25 that case, T
at the end @f » s Aaaéciﬁ &powrélffeétéh@n

certified pu-'|c' Lecl the

resul ti ng FEAfY 8’6’! cts a2 paix k‘ﬁt'\!ydé'gc zbggibys‘ﬁ? Evhere
the rol e isf equaloa:q ﬂﬂbmf(hoh)ﬂ‘a{/)ed et mumberaddi® msgdescribetininead ofg

"usi ngiSeqiHy ﬁ%@%ﬁ@feﬁﬁm ren&ﬁfdﬁezitey MY ds5 BukbYe titsc0+ | noda.

2: Second Exen oI ar Sec.re ficate. Each of the exenpl ary :
f 1 owchar 99 & tg‘e ]ﬁ{jgleceﬁ‘saqud‘ermnstrat es a specific type -

of issuing 'ghgtg,ggretﬂqu cert:.f:l.cate can alternatively be taken to be
a pair (a,r) in Z, xZ,, In that case, the pair :Ls a secret-key
certificate on h if r(hoh)~¢ is equal to a, where ¢ 1s computed
20 as H(h,a,I). — =
As will be clear to those of ord:.nary skill in the' art, this
secret-key cert:l.f:Lcate system- has been constructed from the
_Gulllou/Qu:.squater J.dent:l.f:.catlon scheme by apply:mg the
_ _general construction technique. That is, the certificate is
25 in effect a Gu:.llou-QuJ.squater signature on h made with secret
key (hoh)'/®, corresponding to the public key hok. '
Key generation means of U: In a general form, the secret
key of U can be taken to be a tuple (z,.. Y z), where each Z
is in Z,, z is in Z;, and h is equal to (H._19 )z . (As will
30 be clear to those of ord:.nary skill in the art, the more
general form, (z1, vy 2k T1,-- .,+Z;), can be cons:.dered such that A
is equal to I'L_.1 g; II,_l:z: for approprlate exponents v;. It is
believed to be stralghtforward for those of ordinary skill in
the art to apply f:he ‘disclosed 1nvent1ve techmques to this
_'35 more general form.) Here, g,.. ,gk are randomly chosen numbers
~ in Z;, preferably of large order (wh:l.ch can easily be taken
care of by taking the prime divisors p and g of n such that
p—-1 and ¢—1 both have a large prime divisor). All these




secr et - key certificate that is issued is the sane in all the 35 flowcharts.
As “descri bedV@2F282  the general construction techni que can PCTHLYM3% oq

to .any ot her signature scherre of the Fiat/Shamr WO 96/ 12362
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Al though it is believed that the detail ed descriptions provided thus far
w Il enable those of ordinary skill in the art to straightforwardly

appl ytthe germnﬁers m&ﬁad@tﬁmiemr&mlhémotwrtlfé actzL,ShHmaddw?n to
Sl ghat ur es, ni 0
g r’—’r ho /%gd;e&?é &é’é‘éé{é‘t?aéz?rbfeg | éﬁ?i E %B?eéRBUeE Lﬁxb

sever al other ur es

mr type sign
i ssui ng pr ot CE¥TISF | é’?c %‘@Y pa&é‘r okt %at @§°‘%|‘ﬁt‘,’é 9 j s
bel i eved to bﬂo:arr:amslye‘mmess 'lhOIWlll aleotbeortakear yeqs:hrll ko m.t he art to

apply thegi nvengg, ee&eht Ecttril gyeg 19f, EneSca? shbuld af, Wit g, in
certrfrcat es exc one pa |cuI r certrfrcate ot seem
Ol ordetoho e ole hoy Coninet ihe -Epdidag hrorses n
of that part |keﬂraof cehe | CA cthay . corresp@éecmdtmw.'a;q mrhﬁhh@ythe
certificate igLdlerddt df lns eﬁtﬁﬁﬁéﬁ mr&e@tequ% b@gléf | ying

t he general onstru t.r on technr %’ noto_s %na%ure sc]i,grre ( See,
Okamoto, T., SecH ﬁ-ag |'n°nﬁr5'9 ?n% Qr é‘sgn& 5?‘5‘9?‘ Eal-®

| dent i fi capi mmmesfm :EbrtP@spdethlSr that secrec Heexsof U isrgpnumber,
gict gg ;e N\?mtrefz In in Cz'fr,ptax&t: @geg\mféqceﬁm&gléagr\&slﬁg (i\ﬁ%herpﬁémp_ill_e
secret key of %ﬁlfi &?3 in i?h '(-'lﬁ ggir?ﬁ J’Q%NE‘inQ ﬁ% %hgle%) in®
cor r espondi ngZpdo&he RBghi §ha hgisgequs z%. GoBotihcfermg crklowdd &9,
are gener at or fopf ifgtansd, hdompute signatures and prove knowledge of his

15 secret key. (As is well-known, for a key pair of the form
gi*g3* no secure protocols for these tasks are known in the
art.) As will be demonstrated in the flowchart of FIG. 12,
this second form is of particular importance for the
construction of restrictive blind signature protocols.

20 Certificate simulating means: Those of ordinary skill in the
art may wish to verify that anyone can feasibly generate pairs
h,(c,r) such that the ‘verification relation holds, by taking %
equal to hg's’ for an arbitrary s in Z;, and a equal to t’ for
an arbitrary t in Z; the pair (c,st), with ¢ equal to H(h,a,l),

25 then is a secret-key certificate on h. However, the ability
to feasibly generate such pairs together with a secret key,
that corresponds to the public key h according to one of the
key schemes described in the preceding three paragraphs,
enables one to forge Guillou/Quisquater signatures.

-30 Before providing exemplary embodiments for various
certificate issuing protocols, a few examples are provided
that will help those of ordinary skill in the art to
appreciate how the described secret-key certificate may be
used in practice.

35 1.1. Examples for the first exemplary secret-key certificate.

Example 1: In this example, it will be assumed that the secret
"key of U is a number z in Z,, and the corresponding public key




denotes g[err]g[err] Preferably, x[err] and X[ err] are chosen uniformy at -
25 randqppogndkerr], and glerr] and 9[err] are chosen uni{,&M random
escrip

from Gerr]\{1}. The tuple (g[err],g2,ho) and the | on of
Gerr] are nade publicly known by the CA. The CA al so nakes publicly

known. a  ~hash-function H, which naps4#ts argunents to, say, Z[err}, for

30 sonme appropriate security paraneter t. This function should neet the :
require ts that re believed to mpke the Qkanoto. si gnature schene \
secure. 'brit SR s cHeresi gnifr 8 randomlycchosenc pusbes: ini davi on = |

means: Amfetalkhy @érlatgeamsden, whichubhs cbéey hade Subbicliris a triple
(c, r[e”]aﬁgiléﬂl@[@gr&hé éﬂe”éuﬁbgﬂe%ét'c@se{’aﬂl %rg Secretr%xsfer

H(h
O oA e [err%%g%em ma%r."-ﬁa 2(a ?ﬁ’@?/re}‘qz?}’tllﬁnGFé:he}“ex Z[err]

certific
x Z[ ebr] Whl@tiﬁtu%eéelrstthetlilgamalssehemessnr'ehek@youprlgf|CEerOﬂhda i f

F)[C%r g {ggl%sﬁﬁif@r&éﬁrdiréét@ﬁy;ﬂ'u{ Oréeri@és the pubdf Ny 0%
"H(h, a, |)‘£9§5&e 19 (eamaly o IR G2 i FSBFlaPo?égmfe(’@S‘g}ms‘I’fTOgﬁ
with a sdér qanssafely wanateorkke tencryppedinessage td.U,. ' Héfmto,

gener at i (e np@erates) ad heankion Us Shambef &ehﬂmlﬁﬁxﬁsfﬁéﬂw@%ﬁ%' ier with

st f {- the f d
Cebaih i ) oob3end U an aRBEVRL SRS rERlE Iy Xnd S MY o,
skill in w °%nr’fz (@ 18y Wedils kaamny [ingthe pro| dhijs odds) undegethieer e
f or convefacetmnglcassmmh.amf mnddéh&mmlﬁ chosd&mtmyli. SCQ‘éisOﬂn) 10

Certif t (=
: belrl Ievleglaﬁt.o be, a%%ﬁw stra| ght ﬂ?or war a%&%il‘an%& @?h(gz’rﬁb |ve

t echni quél" fa) the issuing protocols of FIGS. 2 to 6, and (b) the ‘
i nvent$ve tBxampiec2toIlnsthést kzamplecciet wia} berassumefiethatUthad an

addi ti onaded¥dt Ykdy 6P U is a number z in Z,, and the corresponding
public key h is equal to z°. ' Suppose that U, digitally signs
a message m for ul, using the Gu:.llou/Qulsquater signature
. scheme. U; receives from U, a pair {c,r) such that ¢ is equal
20 to 'H(m,_ r°h3°). If the public key h, of U, is listed in the
public-key directory together with a pair (c;, ) for Which ¢, is
equal to H(hy,r3(hoh2)~,1;), then the fact that U, can compute
this signature also informs u1 that the key pair of U, has
been certified by the CA. These two facts can also be
25 verified by anyone else, and so the signature can have legal

significance.

ed as
& made

1.2. First _exemplary certificate-issuing protocol.

a varzety of protocols for 1ssu1ng the descr:.bed secret -key
cert:.ficate,_s:.m:.lar to those descr:.bed in the first preferred
30 embodiment, will now be described.  For expl:.c:.tness it will
be assumed in each of these flowcharts that the secret key of
U is of the simplest form; it is a number z in Z, such that
the corresponding public key k is equal to z’. Those of
- ordinary skill are believed to be able to straightforwardly
35 apply the inventive techn:.ques to suit the other types of key
pairs for U. :
Turning now to FIG. 8, the f:.rst flowchart of a. secret -key



15 construct certificate issuing protocols for the Li00350
secr et - key ce&bwlgﬂ 3. Third Exenpl ary Secrgﬁég‘?/

Certificate. A third exenpl ary secret-key certificate in the first
preferred enbodi nent, constructed by applyi n@as he general 20 construction-
technique to the Brickell/M@irley signature schene (See, Brickell, E
and McCurley, K, "An interactive identification schene based on

di screte | ogarcu.tﬁncsa&ndmauwm pyotogodr figk theCspgrotopyefesired 5, -
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that the orderhas &hef seme upgbicnaldityr asatthe prRESEALt OLUFIGrsRead,
Cogput agi)onss tr?at ?efitteétf @HBME renllen cgeﬂeﬁa&@fwcgécﬁft Ci@yrmT dn Zh"
schene are Y2£0 0 this
end, it wll bg%% g%%egg th %L%gédcrl pti on%%q{h%tﬁagrgﬂ& e"‘tn% tne uni que
subgroup of or gerrespengisg publie: kevphi ol disyakem equaln o ¢ di vi des
p- 1, and p- 1 almex amtfdrst aslodwee rchps iCR genémttmg ¢34 sraaimraaanaiber tw

the size of g (gueh as kR Iy, 139 it thd G Qaly
o N SR L L

PCT/ NL95/ 00350 1ines show the CA computing H(hk,a,I), wBich is deootiedl byati on
to the Schnorr ﬁkﬂ@ 8, SGHE?EB ﬂslheﬁsted BySHBUrhe cA tHEY GRALEAIFS the
means of the KAce:cre ey z ands%ge paJ.r (c,rS] to U, as described by the fifth
line. ) :

15 Box 83 first shows U computing his public key h, by setting
it equal to z°. The second line indicates that U verifies if
¢ is equal to the hash-value of the triple (h,r%(hok)~I).

If the equality holds, the pair (c,r) is a secret-key
certificate on the publ:.c key h of u such that ¥ knows the

20 secret key corresponding to h.-

As will be clear to those of ordinary skill in the art, if
the CA knows the prime factorization of m, then in Box 82 it
can simply take any number a in Z;. Of course, since v-th
roots are involved, the CA must generate this number from the

25 set of all v-th powers in Z; if v is co-prime to ¢(r) then
this set is equal to Z;; if, for example, v is twice a number
that is co-prime to ¢(n), then v-th roots modulo n exist only
for the quadratic residues in Z.

1.3. Second exemplary certificate is_suingprotocol.

30 As in the first preferred embodiment, the need for the CA to
_know the secret key of U can be removed by letting U perform
part of the computations.

Turning now to FIG. 9, a flowchart of a secret-key issuing
protocol that hides the secret key of U from the CA, in the

35 second preferred embodiment, will now be described in detail.
As will be clear to those of ordinary skill in the art, this
issuing protocol has the same functionality as the protocol of



first secret-key certificate, only this tine Gq is of the 5 specific form -

descri and g i s not nmade publicly known. 1In even the -
CA knoﬁgag%%grr i s chosen at random from Z[err]. Pwmmme
verification nmeans: A secret-key certificate on a public key hin derr]
of Uis a pair (c,r) in Zerr] x Z errggsuch that 10 c is equal to

H(h, g[err] (hoh)[err],I). As with the first secret-key certificate,
alternatively a pair (a,r) in Jerr] x-Zerr] can be taken to be the
certifi RE®. 3. ‘Key ‘generation neans of U The discussion of key pairs

provi ded egpli 64 witBe! SRBAE! Ut Gend@altiing ate¢aliheY HBmBRL! of gl ;f or

the first ref d embodi ment [ i wel |

differe iﬁé eﬁe% !uglﬁé)l? eoseconq?guhe”ﬁ}gms "2 the secr et
key, fochmml@m@r%l'lle fepryesponding publmétethZEmse}ttmg it @uakicate
| SSUBNg ¢ aYs: AUaHen itrdrsfers d6 )t STRIHEICH,0 at) idFildatid® by Wi i ve

techni g t he i ssuing prot.ocols of FIGS. 2'to 6, and (b) the
mventuﬁ*%‘ihjh#g e to issue the secret-key certificate to U.and an

addi ti onal Bp¥r 88 firs§ showsntheufA geperatingr atf randem aspumbesr #t ocol s
for the in esel'hesmahdkbjmeeshoﬁs cehe. Chlecomput fthy @vertiicisis hat 25

f & | § t I -1 (if
?LZ Ezrknéﬁm%gem can of co%?esfee:%t élé/ Opﬂ{é derlﬁ'r %fbur 1n Z[(elrr]
by céPrpuJH-‘P@ng kow|fhe CA computing ”Bé‘hﬁ

Certificad. zfw, whichiris ciazmvpédlrl;y smcr eﬁ‘hhei:.feht il.ﬁ.neah.ndmatbs thast 30
preferregy gr@gdtf@ﬁgf fgn@ﬁé rozpegyung the general * construction
‘technlqueb BS gSA F‘m"‘%a i ficati - for aigﬂa{_‘mgnature
standard (B8%) ?°F&dEPA Br g’(,?stg*eﬁgcsf'ﬁnﬂgpﬂ b*Rfdraft)
Aug. 19 hasigivalue|of nbhe berlplee@brzlbédl) 35As Hepcgdbedabyotheesrsonfl t?
KAC: 18hel se] ei £ keniff i hené/case thénrunééﬁlpiiﬁesng[a‘erﬁiucﬁnﬂst he
corresp 3&6&9 u§¥| key is (g,ho) in Jerr] x err], where-g is a
generato ?ﬁ ‘ho" denot es:- % [err
As can easily be verified those of" ord:.nary skill in the
art, the pair {(c¢,7) is a secret-key certificate on the public
key h, such that U knows the secret key corresponding to h.

20 1.4. Hi.di'ng' the séc:_rfet key from the CA. -

Contrary to the first preferred embodiment, the RSA function
has a trapdoor (i.e., the prime: factorization of n). If the
CA knows this prime factorization, it can always compute the
secret key, even if U tries to hide it by using the issuing
25 protocol of FIG. 9. Nevertheless, it can still make sense for
U to hide the secret key from the CA,' namely, in the case .
mu;ltiple secret keys correspond to the same public key and U
can know only one (or a small fraction of all correspondlng
 secret keys). The follow:l.ng example may help to apprec1ate
.30 this. :

__ Consider a s:.tuatlon where the secret key of U is a tuple
(21,22; I, L) in Zi, xZ; x Z, X Z,,, such that ‘hy is equal to gz
and h; is equal to g”a:z, where (hl,hz) is hls publ:Lc key. As is
well-known in the art, this publ:.c key can be used to make a

- 35 one-time signature. The s1gnature of U on a x_n_essage m in Z,
is the pair (I1m+Iz mod v, gi™*24vigmz,). A 's'tx_'ai_gh_tforward
modification of the precedlng certificate issuing protocol
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38 ° TWé”lfQiz?‘-z( g, ho) and ‘the descri ption of Gq are nndg’%zwmw
known by the CA. The CA al so nakes publicly known a hash-function H,

whi ch maps its argunments to, say, Zerr], fo 7 sonme appropriate security
parameter t. This function should 5 neet the requirenments that are
believed to nmake t he DSA sSecure. Certificate verification neans: A

g[eg:re} )‘ﬁe%[ gﬂiééé wte Qecreﬂ'aq(céy%@dﬂc?teno@qr):% ) héleleéyr(h( Bhy). in
i frtificatecdd L rats O aury BROE) crfs BB Lo of

where c¢ denote
key pairs B hebr) ')  WEOF %égb%ﬁet-b t @€ ¢P¥1§$ese§$e‘t’1kéybe clear
certificate fouﬁottﬂﬁbéé r@f wﬁﬁmdsldﬂmdiMe &OP) 166 Preévent BSrg@ty .of

Certificat ' S %ﬁ% e @%&Rl?% r Ghdy a'i:¥1e g"ylf'l@attli".%{xl;eiﬁklgﬁefor the

bel i eved t ralg orwar
prot ocol of Flﬂ-gl?a'f"br%(ﬁ%‘fr%ﬁ %l‘l'-ﬁ]F%‘P equ%%r??f?c%%“?@étﬁ%ﬂﬂrﬁ’ t&eol
for the presenleascrthe kngssagecand fthatpubli¢c keyj nfnstead 6D haimg tites

for this pa“'zrgé’éé‘é e 1£§é‘ifzatﬁ&9 é\? rffyt*g EROREDET L BE :‘?i T

certificates ens descri cation 1t 1s unclear how to
construct i ssuﬁ\% PFHEREHPR! s?"ﬁg n‘t‘% ?Wé \'13 atbisecret ke¥g rics 3
to 6. 10 correspéndfmgtho Ehankd)ar Yheéeprebakdl i€yr iisf negiidgible thati it

now be dem”St%&Ee@eEQﬁlﬁér\Eﬁé;\pé(f#iéﬁl&f’ssgér#ek RESER by QQDShE UEET ON
t

t echni que can sed as Xe ary secret- ertificate
in theqf| r st p‘f'% t i,\g the art, e sfgna ure’scheme o YU §s

witness- :Lnd:Lst:Lngu:LshabIe This in turn implies that if the
CA forges a signature of U, using a different secret key, then
15 the U can compute gi/ Y, thereby proving the fraud of the CA.

If the CA should not have the power to compute any secret
key at all, the number n must be generated such that the Ca
does not know the prime factors. To this end, the process of
generating n should be conducted by a trusted secured device

20 that destroys the prime factors after having generated n, or
by some other trusted party.

1.5. Third exemplary Certificat_e 'Ei.ssuing' protocol.

As in the first preferred embodiment, there exist many
secret-key certificates (¢,r) on the same public key and so the
25 CA may choose a particular one and encode information in it.

Turning now to FIG. 10, a flowchart of a secret-key issuing
protocol that hides the secret key from the CA and prevents'
the subliminal channel, in the second preferred embodiment,
will now be described in detail. As will be clear to those of

30 ordinary skill in the art, this issuing protocol has the same
functionality as the protocol of FIG. 4. -

Box 101 first shows the CA generating at random a number wp
in Z;. The second line shows the CA computing w;, which is
denoted by ay for further reference. The third line indicates

35 that the CA then transfers ap to U.

Box 102 first shows U generating at random a number z in

Z:; this will be his secret key. The second line shows U



embodi ment, constructed by applying a variation of the general :
COM”“@@% chni que to the Schnorr signature schene, w be .
_describ etail. 30 Key generation neans of the KA hi's I's the same

as in the description of the first secret-key certificate.

Certificate verification means: A secreagkey certificate on a public key
hin G of Uwill now be taken to be a pair (c, r) in Z[err] x Z[err]
such that ¢ is equal to H(h, g[err]h[err], I). The secret-key

certifi catonptring ttzslmaaome,mmixm(@ubhdaekey Ia bisettting it exuad Zq

such thateg[#rr] he third equel showd uMzﬁézefaﬁﬁag a@%’&h&cﬁﬂi S Sdiide b ) -
W06/ 12362 CT/ DL9S{ 00350

39 I Zyo R he TNERHIRE hove M, FPRPHEART,L° oPhigh,
const r uctdengtedn b ScHiRalive s, fdesanided cirithe)\L4fih yling, Ut he

gener gl cw&isﬁiswhéqs&tm ose) tdee theldx. key hd seenms  to have

di t
shéivaﬁﬁe?rneﬁﬁx 387 &2 éﬁ%’?"?a&?”‘lﬁ%‘%ﬁ@% g HREED), i FS 10,
wor ds, nelengted slPYg‘ht or funthex d’*?? enge ge eaand rkicie ehawsciifigque
has been CA computing ziw,, Whlcheisr denote®BYS r9f Lhs | Gegertbed , by othé he

nodi fi ed QQ f&ciﬁrxef(e%’héiﬂo:;ﬁtfr pgfge,cur% U he public key of U nust

be defi ned as a where ngone of t he random y

chosedfel em?F??‘s ting ccpy Rignihe Chodbr tl‘ﬁeﬁéSF)’—
As with tlméloﬁta&eclurk@heeseoéndalme indjeatés.thagllaverifihdsni y

chosen gpssenes Saff 1606al 362rfRzenUbRGSREG buathe16Ae Rigddabbons k0 0.
ho, and_t e, descr tlgns ﬁqco ut‘ rz‘w h I‘%C'[IC onedngxl want to
_use a sinpPtF 19, R RE9 f)lé?? mputes rozw, Whic enote
As can eas:.ly be ver:.f:.ed by those of ordlnary skill in the
15 art, the pair (¢,7) is a secret-key certificate on the public (
key h, randomized by Uu, such that u knows the secret key
correspond:.ng to h.
It will be obvious to those of ord:.nary skJ.ll that u in Box
102 could transfer w to the CA, J.nstead of a. 1In Box 103 the
20 CA can then compute z{wow 1tse1f J.nto wh:.ch u now has to
multiply z° modulo n. This, however, causes an extra
computat:.onal cost for the CA, which now has to compute.one
additional exponentlat:l.on in Z; ‘whereas the computational

cost for U is v:.rtually not reduced.

25 1.6. Fourth exemplary cert:.f:.cate 1ssu:|.ng protocol.

Turning now to FIG. 11, a flowchart of a fully blinded -
secret-key issuing protocol in the second preferred embodiment
will now be described in detail. As will be clear to those of
ordinary skill in the art, this issuing protocol has the same
30 functionality as the protocol of FIG. S.
As discussed in the first preferred embodiment, for
convenience the string [J will henceforth be omitted.
Box 111 first shows the CA generating at random a number wp
in Z; The second line shows the CA computlng wy, which is
35 denoted by a; for further reference. As descr:Lbed by the
' third line, the CA then transfers a to U.
Box 112 first shows U generating at random a number Z in



The simplest formis one in which the secret key of Uis a nunber x in

Gy, and the pW%82¥y h is equal to (ho)[err], and h 20 may n&CTREISAAS

to 1. Another sinple formis one in which the secret key of Uis a pair
(x[err],x[err]), such that h is equal to To denonstrate that all the
I ssui ng techni ques provided for the first Secret-key certificate in the

first preferred 25 enbodi nent can be straightforward applied to construct

i ssui ng pr OZOCOE&:.EOﬁﬂhebGDﬁh.E' adcsat’ Rl ey m@r %bf::bﬁat 8 inkhenoRst U
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Id ssui ng grot ogﬂh 7)), aha fth_lb_ﬁffourthr 3&@@ %ﬁw@bwlg&iﬁramdg AW raddom a
escri pead |1 e 0 e
Z[err], c?n t heh’g‘iﬁ%f' | C in %é hﬁﬁﬁﬁg tﬁ§¥fa0£' d?ﬁ'] ﬁ%&s Fﬁé E?Qé{‘ igke
flowchart t heshaws hpwsl éﬁ-é-lf@seeog([qb)'rFOEPU ingr et hyy Rhismysher is
(secret) nunbedenotédSByZhefbir faptheet refigrgheel ] muahzkehgieﬁé] showbely

bl i ndi h i f | f h
[ nI tnh;ng tp?tec% g'ghfﬂbut e rera[ ri ?’telngggrggb %ﬂﬁfﬁfzp”&tt gg
hol ds: the nunﬂSFcFPrgﬁdtPX ehewﬁpveeﬁboaénsm 501 ik 4@ s number \i§

96/ 12362 10 denoted by ¢y for further referenceéCT /Rigﬁé&ﬁ‘ﬁhd by line
?Ioowchar§x 131% t% i'Jtlt Sbﬁ‘lgﬁﬂnt ttgallr{ss)s?tﬁ?r%d% tor%?%i%#n thgechr ggeldidng on
nunber | in Zq t%ﬁx\% 13 st e%‘? ‘?91'3’%%130 8&" %%ﬂ?ted
i ssui ng prot ocby rs for pkurfthewdreference. Aas descrlbed by the second line,
the CA then transfers r, to U.
15 Box 114 first shows U verifying whether r}h;® is equal to
2. As described by the second line, if this is the case then
U computes roz°th§t**¥Y, which is denoted by r.
As will be clear to those of ordinary skill in the art, (c,r)
is a secret-key certificate on the public key h of Y. 1In
20 addition, views of the CA in executions of this issuing
protocol are independent from pairs (h,(c,1)).

1.7. Fifth exemplary certificate issuing protocol.

Turning now to FIG. 12, a flowchart of a restrictive blind
secret-key certificate issuing protocol for the second
25 preferred embodiment will now be described in detail. This
protocol is also described and claimed in patent application
Ser. No. PCT/NL94/00179, but, as will be appreciated, is
included here {using the present notation) to clearly
demonstrate that the protocol in effect is a restrictive blind
30 secret-key certificate issuing protocol. As will be clear to
those of ordinary skill in the art, this issuing protocol has
"the same functionality as the protocol of FIG. 6.
The key pair of U must be different from that used until
now, because the secret key must be a vector of at least two
35 numbers. For concreteness, the following choice is made: the
secret key of U is a pair (z;I) in Z, x Z, such that z'g] is
equal to h. Here, the CA has generated g; by generating at



Box 71 first shows the CA generating at random a nunber [err] I n Zq. The
second Ll spows the CA conputing g[err], which is o for :
furtherevpe é?ie%%ce. As descri bed by the third line, %errs ao

to U 10 Box 72 first shows U generating a number Xx |n Zq; the pair )

(x,Ix nmodg) will be his secret key. Tis® second |ine shows U conput i ng
the correspondi ng public key h, by setting it equal to (hog[err])[err].
In addition, as specified by the third line, U generates two random

nunber s 1-'31!‘19“ aq(sepreh) wpimbesr yeinoZl s ébdaSﬁtblmgded equald oo y°The |
fourth |i nehehestddd atRlier &£ t}ﬁlserﬁd:gi erIr] Wiadl & lehcddes pyhictle ca
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i f this isdependestlyhfnoms/U chspdessribedtbefigreyhthé hamberof asapy I .
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certificate orn . such

pai r a

that 5818t 80CIBEORB I8, capER RAga: rAdeRt iakcsporh EhER ABL ds.  t he
secr et KeyBG'Pc @323 finss shows 'thes @&h memaa:mm[am Manidonre quatuntberh weand i f
(c,r) isihoZhe aThecketoldylineCshbwki ﬁﬁbecﬁncbmgﬂeﬁnb w2 ”‘)Qﬁlbﬁ ggual

il o Gabfobla B8 or duybiifly indtidl SO0 ugl il I Gad S T espone

®econd
pr ef er r cEh&F@oliRent thenpht bheBnsransfessfer i ¥6 in a nultiplicative
gr oupsnoduBexn 12dcfiret shows, umgéhératlri@laflmﬁiﬁbﬁrﬂfﬂiptzﬂﬂf tHD gHit i ndd

large Pr{ATs w1 s sedtdEkéy. | fhd" SMbohBYL HLYshSWE " P s
: co ug:.ng the correspond:.ng publ:.c key h, by settzng it equal
to z°g/. 1In addition, as dJ.splayed in the third and fourth
lines, U generates two random numbers t in Z% and u in Z,,

20 which will serve to obta:.n blinded r and ¢c. The fifth line
shows U computing aot’(hogl)*, which is denoted by a for further
reference. As indicated in the sixth line, U then computes
‘H(h @), which is denoted by c¢. The seventh line specifies U

' computing ¢+umodv, which is denoted by ¢,. As described by

25 the eighth line, U then transfers. Co to the CA.

' Box 123 first shows the CA comput:.ng (zoy)™wo, which is
denoted by r, for further reference. As descr:.bed by the
second line, the Ca then transfers ro to U.

Box. 124 first shows U verifying whether r3(hogi)~® is equal

30 to ao. As described by the second line, if this is the case
then U computes roz°t(hog!)°t*%v?, which is denoted by r.

As can easily be verified by those of ordinary skill in the
.art, the pair (¢,r) is.a secret-key certificate on the public
key h of U, such that U knows the secret key corresponding to

35 h. Although l.l has perfectly blinded h and (e7), it is
unfeasible for him to completely blind the secret key. The

'secret key of U is a pair (z;I') such that z%g) is equal to h,
and if (c,7) is to be a secret-key certificate on h then I’ is
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41 - partywqwzwrrput ations in the exponents are nodulo a }Msgosso

that is not a proper divisor of the order of Z[err]. For this reason, in
the blinded certificate issuing protocols th wil | be descri bed,
expressions involving div u will showup (recCall 5 that x is equal to x
nmod u+v(x div v) for x in N). Since multiplications and divisions in

Z[err] are al waMavoidaBLioegadlnmeahlony tHetREeh@hBér MPicHatV the €A in hBox
ment i oned egggl %h&h&ed §8§§:65ngggg#§n%e;r] stands -for w nodn. In case
ra ed,

ot her nodulo o rons-are i nvolv e nodul o operator is |0 explicitly
nmentioned (as in, for exanplg,gCofsrte Pklan)one ! Fecei greye chosen from
a group or ring, always the m%m i ed. For
i nstance, w [ehAs]iBdnthepfiest prefierred embbdimenst thedprotoeslehdisphaged

{1,...,n-1}  $70pFaENI A ﬁﬁ a!nhsasagga%gnﬁswgtsﬁyht eCR 86! 16Buet Bhe

S or oary S KSR Rad shEririche £h)i4 and g aoHs et SR oAk e
pri me. Teubstenpliallysuoder- koptrodt ofi thee€Awi Buchathat :t hY Wildt get
g(r:ﬁl; ﬁ; ;eg egbolebrrﬁabr Shbeﬁgfgﬁ-ei‘gﬁgfhﬁ% i:h@”béb?bkﬁkésﬁ E:e%Q_Ii_ﬁii&B?bubﬁ the
of the. expoer | PURLES BRxTT ARAT snEr BT, kBY. corkSERBAitE, o) ThecPUBLLE ey
enbodi nent :10a dst shazed begweeni ¥ iand &F Imesych ta wavirthat tned theprof dit and
first,  togeghedanMddtexmidid &ty. of issuing protocols, followed by a 25
deecr pt10n o NG oo Y8 Nad lld U AR of FHL! .10
Secret - Key Cer WidilcBow be degcriibed.ox ThE SeFresckey- Mepd. shatt waddebenusrd
second pr ef gorell &sybatie ™R noworisd Tagt ¢ghéypabhiyi Reyt BEilEnesak] )30 where
constructian t bl gUSHOKLNT Bld Wyt VY AV Sy WRLWECI*. The issuing
protocol between the CA and U as described by FIG. 11 now
takes place, where the CA now computes in the first line of
Box 113 the number 7, as (zo[)®w,. As will be clear to those of
ordinary skill in the art, 7 at the ‘end of the issuing
20 protocol knows I, and U knows z, and the certified public key
is equal to (Iz)’. As will be appreciated, 7 does not need to
participate in the secret-key certificate issuing protocol due
to the initial set-up in which the CA only makes [ known to 7.
In patent application Ser. No. PCT/NL94/00179, techniques are
25 detailed and claimed for 7 and U to conduct a certificate
showing protocol following the issuing protocol.
- Other variations of the issuing protocol, for the case the
certificate is issued to Y and 7 in the manner described in
the preceding paragraph (such as a variation in which 7 and U
30 end up with a certified public key of the form g{z“) , are
believed to be obvious to construct for those of ordinary
skill in the art. ' :

2. Second Exétnpla:;y Secret-Key Certificate.

! As in the first preferred embodiment, a variety of other

35 secret-key certificates will now be described, each of which
is constructed from a Fiat/Shamir type signature scheme by
applying the general construction technique. '



schene (See, @iillou, L. and Quisquater, J., "A practical zero-know edge'
pr ot ocokyd bérilgr t O security m croprocessor mnim zing PRI SSi on -

and nmenory, Lecture Notes in Conmputer Science 330, Proceedings of 35

Eurocrypt '88, Springer-Verlag (1989), pp. 123-128), wll now be

described in detail. Key generatigfp nmeans of the KAC. Let v be an

el ement in Zn. WD 96/ 12362
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(n, v, ho) Qkamatfe Fubl iSgctiowvh. Zaylihla (andlsectz.onioﬁtlmn a hash-function
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requi r emeht FrEHee
scheng' Notseemre Cm¢er rﬁ%t%ﬁ%l'{ﬁ%owplsimehwlag (189Xt ipBcat e

verlflcat3p.n.53°,)a,nsnﬂ IS Be kdwsceibed ] cat e on ~a public key h in Z: of

U * h_th
D b EAR hehBe et aeHa" o PheCrac | inSCRLEAE HED BECRAD & -

bef or 80 t& Paix {Zot Fot 4 v XLmotand rthe | Go¥resrending publiqheey dor et key
certificais exprabltergfat],vaihedse ¢ dscan @lement @ darged order An/

cqual to g ToR.CiphE \%‘; “Sha"?eﬁé%*&gngﬁg’}# kb6 oy el ¢ “@Pear to
. those of %8R ,q%ﬁ.lgp%lg Y Heown a ha funct:.on H, which maps its
arguments to, say, Z;, for some a_p__propr;at_:e security ‘
15 parameter t. This function should meet the requirements that
are believed to make the Okamoto signature '_scl_:'eme secure.
m&ww A secret -key certificate on
a public key & in Z; of U is a triple (¢,m,7;) in Zx xZ, x Z,,
~ such that ¢ is equal to HM(h,g"r3(hoh)~¢,I). _ i
. 20 Alternat::.vely. the secret-key certificate can be taken to be
a triple (a,ri,r;) in Z° X Z: xZ%. In that case, the triple is a
secret-key certificate on h if g"rY(hoh)™ is equal to a, where c
is computed as H(h,a,I). _ :
The certificate is in effect an Okamoto s:.gnature on h made
25 with a secret key that corresponds to the public key hoh.
Key generat:.on means of U: The d:l.scuss:.on of key palrs for
U prov:Lded earlier with respect to the first secret-key
certif:.cate for the second preferred embodiment, applies here
‘as well. (As will be clear to those of ordinary skill in the
30 art, the symbols z;,z, chosen here for convenience, do not
) refer to the symbols in that dJ.scuss:Lon )
Certificate issuing means: Those of ordinary skill in the
art are believed to be capable of straightforwardly applying
(a) the inventive techniques for the issuing protocols of
35 FIGS. 8 to 12, and (b) the inventive technique.to issue the
secret'-key certificate to U and an additional party 7, to
construct s:.m:.lar certificate issuing protocols for the
| present secret-key certificate.




secret-key c ig e system has been constructed fromthe :
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Gui 'l ou- Qui squater signature on h made with ggeret key (hoh)'/™, :
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in Zn, and isheCaublliso makes pubdjedly kmowheamr hashrdunetionnf e which maps its
arguments to, say, Z,«, for some appropriate security
parameter I. This function should meet the requirements that
are bel:Leved to make the Fiat/Shamir signature scheme secure.
C ificate veri ation m A secret-key certificate on

20 ‘a public key (h},...,h) of U, where each k! is in Z%, is a tuple
(¢,71,...,71), where ¢ is in Z,u and each r; is in Z;, such that ¢
is equal to H((hy,....AL), (73 Heyma Bk ... 77 Moy=1 Rsh;) ).  Here, the
index j runs from 1 to k, and (cj,...,cx) is the binary vector
consisting of the i-th group of k bits of the number c. The

25 notation l'Ic' =1 h;h; denotes the product taken over all numbers
(hjh;) with j such that the bit ¢; (this is the j- -th bit in the
i-th group of k bits of the number c) is equal to one.

One can consider the public key (hy,...,h:) of the CA to be a
vector h,, and the public key (k,,...,hL) of U to be a vector h.

30 The secret-key certificate is in effect a Fiat/Shamir

- signature on h made with a secret key that corresponds, under
the Fiat/Shamir signature scheme, to the public key hoh, where
the vector multiplication hoh is defined by pairwise
multiplication: hok is equal to (hihl,...,~xhL).

35 Key generation means of U: The key pair of U is of the same
‘type as that of the CA. More precisely, the secret key
corresponding to the publ:l.c key (K%,...,h};), denoted by &', is a
vector (z4,...,2%) such that (z})~? = k] '




formis one in which the secret key of Uis a pair (x[err];x[err]) in

Z[ err] ch that h is equal to g[err] Both for H}@%HS&

for ins gﬁ@g2§%onpute si gnatures and prove know edge ofnﬁls W et key.
“(As is well-known, for a key pair of the form  g[err]g[err] no secure
protocol s for these tasks are known insgighe art.) As will be denpnstrated
in the flowhart of FIG 12, this second formis of particular

| nportance for .the construction of restrictive blind signature
protocol s. CrtifiGute fiismatime imedradi Mhossansf obtivmmf skidilnany tde |1 in -

t m(ac r)aékghna%ewbab evetCEL! oy BabaBlEOBE g%ggﬁgmg%ﬁgag ag,sl%hgual to

fe ver |cat|o
hierr] & eaﬁnXFBFPVEr eshP&GZHS éaé PSSPEEHrPrPGP°° SaRfarbitrary
t in Zn; FIGS.p&i to( aas[ end] )(b)wn:hle anvqn&llvteotblcmqu)a t351slsae cthea

secr &f - ks&ceaet-ktyceeetahbatéo%vw aﬂd“%.r@@ddltt)ionalt 9, '7b| yegener at e
such pai he public

rs t t
key h acEBPEF %acfo'&ﬂéHSF Fﬁ§%1%1E5§ &ﬁgﬁégng§PFPEQ h&hﬁrecedlng
t hr ee papPzgeephssecregrkeyeceritd ficater.ge GUlIIou/Cplsquater signatures. 30
Bef ore providing exenplary enbodi nents for various certificate issuing
protocols, a few efanpoesthrBxempladygdSecretekKeyi Cerbificabese of ordinary
skill in the art to appreci ate how the described secret-key certificate
may be Yetsadothepr Finit¢Shamit tybpe Eigmataerefl schehe fisr gheexenpl ary

Secr efy k?&lﬁ@??&%h?@himlr s15%§%ﬂ&% chEﬁetWS ex?ggég bt Wl hebeaassunmed
that the sgc err thé corréspondlng

public k 1r, 96/£g§gggggii__ge proof of 1dent1ty," Journal
PCT/NL95bﬁoesgptology 1 (1988), pp. 77--94). This séheme ishais equal to

gleérr] Hédgflﬁatioﬁ 6%”@95‘Fl%&?%ﬁﬁmﬁrng%hemﬁ Z”slnce the application ‘

of the general constructlon technlque to this scheme is highly

15 similar to the constructlon of the thlrd exemplary secret-key

' certlflcate in the second preferred embodlment, a detalled
descrlptlon is omitted here. Agaln, for (a) each of the
issuing protocols of FIGS. 8 to- 12, and (b) the inventive
technlque to issue the secret-key certificate to U and an

20 additional party 7, a slmllar issuing protocol for the present
secret-key certificate can be constructed stralghtforwardly in
this manner.

5- Fifth Exemplary Secret-Key Certificate.

As 1n the fzrst preferred embod;ment, it will now be
25 demonstrated that certaln wvariations of ‘the general
~ construction technique can be used as well. Yet another
exemplary secret-key certzflcate in the f1rst preferred
embodiment, constructed by applyzng a. varlatlon of the general
construction technique to the Schnorr s1gnature scheme, will
30 now be descrlbed in deta11
Key generation means of the RAC: This is the same as in the
description of the flrst secret-key certlflcate
Certificate xg;; gt;on meang: A secret-key certlflcate on
a public key h in Z of U will now be taken to be a pair (c,r)
35 in Z; x Z; such that c¢ is egual to H(h,r*h~¢,I).




pr ef erabl y of r order, which has been made publicly il

the CA.  Supp¥ ‘&M% user Ul wants to transfer an encryptg ’ﬁg‘é@%(’g%“ m
in Z to U[err] The encryption schene 5 which is used is the El Gamal
schenme in the group.Zn. Fromthe public égy directory, Ul retrieves
the public key h2 of U2, -and the string? r2). If c2is equal to
?i(h2,r21(hoh:)2,12), then Ul can safely transfer the encrypted nessage

to U2 | H(eretﬁ The Fecgeitsikie Terit iifdrdna @awmet{emna%nyr pesftaken! #® be
pai r o (g ngbp e €
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this exanpleg, Ec%&:'—k@? gastirdchbat thhBe sec re,(the pﬁﬁii@t kF?yo?qumh.%t
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listed in the ,zy, | key.,, ector thervmth air, ( faqr
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which c2 is
conput e 10t hﬁsrspgnepule§~&|eyocewt nasaugotnat hHige ax§ mclormky (ghosen - -

been certifiedeh¥mehesCof. latheseortiew fiﬁCE, Cahatl 20ebpublivbed b?dth)é CA in
anyone el se, ﬁgfi}% Bge ?,I ?nahurencagh f@?éflptléﬂ%&ffﬂcan o?St the

1.2. First exe ry cer fcale I'ssui ng Er varie
protocol s for FisshRylehkngws&hepagtBeEPet- REyeach efgifiadte, SI mlar to
those described iIn tgadtiicd, wrmd esayedvard whask erdimplidy fovm f key pair.

descri bed. OFa8X S I b h e
fl owcharts lt{a?h'?hgusnggtre%'?gt"’ﬁ Fk L:ne in %h?%?hgﬁgl EQFS%? Fg& b flei S
number x in Z: PYFDRL; Fain ﬁBdCSPFeE’Hgﬁr&Fn&*HUBI 18 REpah anbh’ha'l qréflazhu
Those of ° omaynaor e lequade tioelli.ev atothelre simpd et ozt dsgbnkoinawhigh35
app' y the i ”Ve't‘:h'eV%eE’%‘éIE”W%ft oS4 tﬂa:ot@?r o) Pehch that h isPaihalfes
Tur ni ?ﬁ jow to FIG 8, the first flowhatt of a secret-key
20 As in the first preferred embodiment, all the issuing

techniques provided for the first secret-key certificate in
the first preferred embodiment can be applied straightforward
to construct issuing protocols for the modified secret-key
certificate. It is believed that those of ordinary skill in
25 the art are easily capable of doing so by studying the
inventive techniques in conjunction with the flowcharts.
Instead, the following two remarks are made here, to help
those of ordinary skill in the art appreciate the advantages
of applying the general construction technique over applying
30 the present variant thereof. '
(1) Consider the restrictive blind secret-key certificate
issuing protocol for the present secret-key certificate, which
is similar to the flowchart of FIG. 7; if the secret key of U
is a pair (/,z) in Z,x Z,, and the public key h is equal to
35 hlg¥, then the number I/zmodv can be encoded by the CA into
the secret key (U will not be able to modify this quotient).
However, for key pairs for U of this form, no secure signature
schemes and proofs of knowledge are known in the art. On the
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ate issuing protocol for the second pref odi nent -
mnll no&ﬁ%e g%égrlbed in detail. As will be clear to tﬁ%@gL%mm%gglnary
skill in the art, this issuing protocol has the same functionality as ’
the protocol of FIG 2. 5 Box 81 firmgg shows the CA generating asecret
key z in Zn for use by U As indicated in the second |ine, the -

correspondi ng public key h of Uis taken equal to [err]. Box 82 first
shows t hetGérghaatat usdngt ar kegopadrniseld \Wuch ithath thel Fecrrn by iine

Fof or ence Séir%"@@&%%e% “W% eé'ﬂzﬁf@ %8% x“”%ﬁ“%i
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t hen trasetcret key by therﬁa,keynno&nbethéfpeuen@dyrreb@nhtrm&tdﬁbimbhed by

the f§fth and'h”e Héﬁce,BQﬁ §§dékribrshﬁ$5155ﬁgﬁgubfaﬂoebi EHb hgekey h, by
settlng % 5@ [err The _s 't ne .1 ndicate verlfles | f
c is equBFaf 1F%g ashealh EPSth ﬁg@ EF<F 8%)?8 | f
t he equaltmplbol(ﬂsfz:tmspmh that) ki g.saeg@rlem y”z"@:er'l‘hiscaseleast he
public kefficalnt thaahcheakey bAYS used 30 e %s't%&@hree%ﬂ‘iﬁ@ ng to h.

As will be cl.ear skill in,the a t.he CA knows
t he pr.nésFE&PSkP§§FF%%i F%% Y %%Fﬁthfcgqukey qﬁiﬁ%ﬁﬁﬁﬁt? 't ake any
nunbek® a i n(2h A¥ wikk ke appreciated, the@ecuwrity mbithel, SYS$feerGA nust
gener at e cohist riieted ukiag the ain%etalofcoaﬂsltmdtlioﬁpmm isl tleskey

Cor P 1 Te bkl Kk Sleur b Be°Shel Tty £l g& exampl e, v is

twi a nu s nmodul o n
_ eX|st onF}gnatNEF Fﬁbeﬁﬁadratlc reS|dues in zn.

‘Conclusion. _ ' ‘

15 This concludes the detailed descriptions of two. preferred
embodiments. While these descriptions of the present |
invention have been given as examples, it will be appreciated
that various modifications, alternate configurations, and
equivalents may be employed without departing frqm_tﬁe spirit

20 and scope of the present invention. For example, there are
many essentially équivalen; orders'tq:evaluate expressions;
ways to evaluate expressions; ways to order expressions,
tests, and transmissions within flowchart boxes; ways to group
operations into flowchart boxes; and ways to order flowchart

25 boxes. The particular choices that have been made here are
merely for clarity in exposition.. _

Certain variations and substitutlons may be apparent to
those of ordinary skill in the art. Although various such.
variations and substitutions have been indicated and sometimes |

30 described in detail in the text, this may be more fully
_appreciated in the light of the following examplés.

) First, the exemplary secret-key certificates that have been
described are derived from Fiat/Shamir type signature schemes
by the general following construction techniqne: denoting the

35 public key of U by h, and that of the CA by hy, a. _
secret-certificate on k in effect is a signature of the
underlying Fiat/Shamir type on the message k made with a




1.3. Second certificate issuing protocol. 30 As in '
preferred en%éggﬁéﬁ#¥ the need for the CAto know t he secre%Eiﬁﬁﬁﬁﬁ&%?

ﬁan,be removed by letting U perform part of the conputations.

Turning nowto FIG 9, a flowhart of-a secrey-key issuing protocol that
hi des the secret key of Ufromthe CA in the 35 second preferred

enbodi nent, will now be described in detail. As will be clear to those

of ordinary skéétrév kép ehat tbisespondsutogppbliockeyhhshi heltsanes already

Lg?kagg?gggﬁdﬁéeﬁhEhBﬁQEOﬁgﬁﬁﬁg end of tM£’8Qéé%§ﬁ§gon of the figst

Box 91 first sHEﬁEeEFﬁgnéﬂé?ﬁﬁﬁeﬁF'rEHBBnVarﬁBﬁBSPSX°PntEﬁ;generF is will
be his secret é&emstrubtisactedhhiguesiawsbdl appliedpasi wglihe Asrwédpobdi ng

public keych by ; Bt efEa 3 e t h to the
P e e éﬁﬁgééiﬁﬂea, €HEabaPribA18kCEbkm Alh mﬁxgé féﬁ&%%fmilthe

generating at ?aﬂigﬁﬁﬁgﬁﬁﬂb&%gaﬁgqhgpﬁszﬁ9t ?ﬁgggég%ﬁd I ﬁ51§ﬁom§°thgéﬂple'
conputing W, whecform hoh* deroleeEixeda inbedear thh@i fiferemdn Exom Theroudid d
and fourth | 05h488s3P0WoReaE WaRTRUl TRE BEBeRck) ofBheNgkRedghot ed by c,
and x[err], which is denoted by ro. The E-%&h glne indicates that . t he
A transf o1 st REREERCEAOPoFepnifue' 18 thak shel Bectetrhey SeyBLEAGRRS 18
whet her ¢ i19 egomstructed fromhasi- Fihtd Shamimre typepsdgnatiuzrer pcheme by
described by thetgeagndheleekti€ichtel HinS effFehtebeaac sifhatUrecBAUtAe babllic
\gp:jlcg alrfl ki | ?ﬁ?ﬁt ?g ePlX Where the%i%@l%t?&se' li)é l3:53:!5 tHe %%ﬁ%{i&ﬁoﬁa%f/ Shamir
type signature scheme and made with a secret key that
corresponds, under the Fiat/Shamir type signature scheme, to a
15 public key which is a suitable mathematical function of the
public key of U and the public key of the CaA.

Second, hierarchic certification can be implemented with
secret-key certificates. As wil} be clear to those of
ordinary skill in the art, U in turn can use his certified key

20 pair to issue a secret-key certificate to another party, and
. 80 on. In this way, a hierachical certification tree can be
constructed: each node in this tree can be considered to be a
pair consisting of a public key and a secret-key certificate
on the public key, where a parent node certifies the key pairs
25 of its child nodes by issuing a secret-key certificate on the
public key of each child node, computed'by using a secret key
corresponding to the public key of the parent node. 1If, for
instance, a decryptibn can be performed by a party associated
with a node in the tree, then this party must know the secret
30 key corresponding to the public key in that node; this in turn
implies that the secret-key certificate must have been
computed by the party associated with the parent node, and so
this party in turn knows the secret key corresponding to the
public key of the parent node; hence, the secret-key |
35 certificate of the parent node must have been computed by the
party associated with the parent node of the parent node; and
so on, all the way to the root node.
Third, the secret-key cegt;ficate technique can be used to



art, the pair (cr) Is a secret-key certificate on the public key h,

such t ws the secret key corresponding to h. 2 -mua'--- 1 4,
H di ng the secret key fromthe CA. Contrary to the first preferred
enbodi nent, the RSA function has a trapdoor (i.e., the prine
factorization of n). If the = CA kneg this prime factorization, it can
al ways conmput e the secret key, even if Utries.to hide it by using the
issuing 25 protocol of FIG 9. Nevertheless, it can still nake sense for

U to hi deohBersetr sechre Bhigritaie sCgnatare ychemeshe Tes@ign anul tiple
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the secr ranlde;n af otieu-tmet gecret keyXand al maltz.‘}mng omex- time7 publz,q such

fo Bglt Idg keyedilerlel thie word -oa@dtfi&el-s 120v¥ed ®r13L %o \dﬂ@lﬁs&fze |E¥1ht' s his
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i s the psigner, party tbeny corauties aasecrstgihentcpntd ficate onf |té!st|on of

the precegdieng iR publial keys with) résPiedtOlto the \ﬁ@z%/ PuMidc key. It
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secret - k égt |r'1hllf,$apeecau S5 sltpu o Iggf J'[; 7c key Tﬁ?tcszer i cate
i s a ¥hi sigasy the,oessage with &Qspeqty to the one-t:.me ‘public ey,
(hlerr], khdch] ilfteican( ideh bedausesrit] ldn)qws‘ ame rmtea-lmé s@‘cmm aghei | |
g?g(r:l!a'?(a; €s, lltl%ﬁ%()% artr::i"llrr(nE e)%%‘r(: flg(#aé}: Iat I on fg‘(raéé%?gé orgery of 5
i consists the one-t:.me publ:.c ey, e secret-key _
_ certificate on the one- -time public key, and the signature on ‘
15 the message w:Lth respect to the one- t:une publ:.c key. To
verify the signature, the cert:l.f:l.cate ver:.f:.cat:l.on means are
used to verify the secret-key cert:.f:l.cate, and the s:.gnature
- on the message is verified by using the one-t:.me public key.
The signer party can generate :mdependently at random a new
20 one-time secret key. and match:.ng one-t:.me public key “each time
‘that it has to s:.gn a message. In effect, this method of
constructing a secure d:.g:l.tal signature scheme ‘using the.
secret-key cert:.flcate issuing techn:.que 1s the same as that
applied in the example of hierarchic cert:.f:.cat:.on, disclosed
25 in the preced:l.ng paragraph _
It will also be obvious to t:hose of ord:.nary skill in the
art how parts of_ the inventive techn:.qt_xe___s and protocols :'
disclosed here can be used to advantage. '




Si gnature now rrust be taken equal to a one-way hash of at | east t he

message and tW@HI? ckey—instead—of—being the nmessage i t BEPNLISR#S0
even if the CA knovvs th |zat|on and hence can corrpute al |
secret keys |10 correspoj m&wgﬂm m"jﬁ h[ergg), the. - .

negligible that it part | cuI ar s msHEWHRQ\BEEN’ U

as is wel | - known in the art, .the signature sche

V\ntnessmdwthg_s_nturnlnpllesthat s a

signature of U wusing a different secret key, then 15 the U can conpute gl

soner o comput s dneSREdbhicinethod wnergln Jrelhe B W0l | 1°
such that the CA c€ 1%‘Eekrﬁﬁrf3&% Pryecrehoiey scerl'b’-f%ﬁ%t%ndt°t4lese°°n

process of g genesattyg the methbdecomprisimg the astepstefl: secured device
20 that destroys the prinme factors after having generated n, or by sone

other trusted party. generatlng,l for Usier %ﬁkﬁ@'ﬁdﬁﬂé&@&ﬁt&l cal Eirgtlisegret

Cer ot ke corti i cat 22 cc‘%"mw& s ﬁ@a‘g‘@q& ?54 5“‘% 1o, Behn DRy gnd

Of U REPLACED

choose a particul ar ofe SFF <SRRG Turning now to
FIG 10, a flowchart r
secret key ¥¢omthe S:(rigl?en'??f l"&%he su X %e%rg%ﬁok:a%? 4 gee%ﬁh%e

second preferred enboﬁei?é'tﬂt key @nd an GRrEespondinge §econde P&‘h l‘3A§$e\lﬁvll be

clear to those of 30 grg | S.SSUl
t he sane functlonall'(t%ﬂ'glr e protorlﬁh' E%E‘IE—:P’ ttla %.he §‘éc'$ b%% f’lrglt
shows the CA gener at i 5% SEERFGN18SWIRG PTRSOCOL;, naZﬁecm'é‘@Uoﬁ&qtllﬁécate

shows t he CA conputi ngextdrfiilcatehicorrespondisioted the aecond bu&ﬂlie:r key
reference. Jhe third Ild&fdlqi q:t°e§ Ry LA o U
Box 102 first shows eneratin (}om g%ﬂ:ﬁg} )é % tzreq s[:‘.l'%ths]‘_:i’:(iJi f
will be his secret kef% é‘@é’ igital Signa ure O
the first party on the second secret key, and the
second party being able to feasibly generate without
_ assistance of the first party public keys and
20 corresponding secret-key certificates.

2. A method as in claim 1, where the second public key, the
corresponding secret-key certificate and information
related to the second party are listed in a publzc-key

25 directory.

3. A method as in claim 1, where the second party uses the
second secret key to perform at least one of the following
cryptographic actions, namely, digital signing; proving-
knowledge of a secret key corresponding to the second

30 public key according to the public-key scheme, without

: revealing the second secret key; decrypting a message that
is encrypted with the second public key; or issuing a
secret-key certificate corresponding to.a public key.

35 4. A method as in claim 1, where the first party signs a
message for a third party by: :

generating at random a one-time secret key and a
corresponding one-time public key;
-
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V\D 96/ 12362 PCT/ NL95/ 00350

' the corres m;lﬂg\gHgngHu\ggmq “by setti N8 to
x[err] ﬁ'ﬁe k%krd line shows genemg;tummt rafjdom a nu gF W I'n Zn,
and the fourth line shows U c i S. denoted by a.

RN 11511111 THIT ARG St S AN I

denot ed by T fr "fur“t hér teference. The second.line shows the . CA

conmputing [err] {lthﬁgdanQEEQeE)Lké? céitdeaeatéeéobfe UBSndJ.nbhtbd i ne,
the CA then trang{igrs ro.to.

Gid the Cain thEnp pepotife publicokeY 0By apRIVABEHRe FraaE, 5eBlel "L na
U verifies whkeXerand0O is equal ‘to [err] As'the third line displays, if

asi | be ver |1 SHOBYCERICE GPORFAL L%%L?W% e’ PaEhe fee §¥Pe-twé=Ea.Af (c.1)

___::_ _

is a secret-key EGFPPFEcEPetBs PRe-fipE Publigekey, bynaBRlydngbfhe, such
that U knows theofectgineksgcretckeygsponding to h. It will be obvious
to those of ordinary skill that U in Box 102 coul d transfer wto the CA

instead of a.thd raz%%élo%itd&ea&%ﬁa&hé fﬁrrétoraaﬁt@- [6¥ rdhe nfetidagd Nt O

whi ch U now has t.o r Th| hovvever causes an
extra r’rﬁﬁr%ﬁ o%gméoéstéﬂ Jné] é’&?%ﬁ%@hc 'ha (ﬁﬁﬁnkee one
addi t 18 naI emﬂ%%mﬂm%r&stq rfém;mﬁﬁrttaxme)mbhc ket angt U is

virtually nottueedimtal Zgignaturel dn the midssage bty e Wddr adadd ssui ng

pr ot ocol . e I t..Qf a fully blinded
secret - key | ssw ng épb%’ ocotlt hergeslec%?léd :pre%% rkeey'enbodi ment will now
. be descrl n cI hose rdi;nary skill in
the art, &%‘?a% ﬂjsr%rb ]lélﬁ'g th %Tl(}ﬁe ssecochd parcty it 'the ‘
15 cert:.f:Lcate issuing protocol does not reveal .the second

secret key to the first party.

6. A method as in claim 1, where the 'se_c_ond party in the
“certificate ‘issuing protocol blinds the second secret key,
the second public key and the correspond:.ng secret-key

20 cert:l.flcate

7. A met:h'bd as in claim 1, where the second party in the
certificate issuing protocol blinds the second public key
and the corresponding secret-key certificate, but not a
25 pre-determined non-constant function of the second secret
Xey. . S

8. A method as in claim 1, where the second party comprises a
‘£irst sub-party, that acts in the interest of the first

30 perty, and a second sub-party, the second secret key not

_ being known to either one of the two sub-parties.

8. A method as in claim 1, where the secret-key certificate
is 'a digital signature key of the Fiat/Shamir type, made
with respect to a public key that is a combination of the

35 first public key and the second public key. :

10. A method as in claim 9, where the digital signature is a
Schnorr digital signature.

- This Sheet Has Been Re
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30 functional i t; as the pr ot ocol of FWQISQ—IEETHAS&ENII iAcussed in the first

preferred enl¥ for convenifence: RIEQLACE-bng | M 11 henReHSIAYPO3%0
om tted. —BUX’IITﬂm t H ; “random a nunber wo

in Zn. The sec CA corrputl ng Werr], which is 35 denoted
by ao for furt ‘I Hmrl 31““ described b§lthe “~“third line, the CA
then transfers ao Box 112 first shows U generating at random a

nunber X in 2362,
PCT/ NL95/ 0035011 A\Qﬂ)e@l%& gg in claim 1, where the §econd iﬁcreﬁ l§e¥\n ¥

be
his secret key. THEEREQSRRLS | HcSSF RS eredeeemhemg the seceRd paTtYg
public key h, by setting it equal to x[err]. The third Iine shows U
generating at tandbrmethodbas in claimzi, wherehtheosechettrkeystemtificate
generating at ran §eﬂﬂ§b§rc#edéngﬂalu§s§6e& eth@NEops A UPRLES . t6 Nehe
fifth line sho %g % nds ao, by conputing [err] this nunber is
denoted by a for f ?? ¥&f ence. The sixth line shows U corrputl ng

H(h,a), which denot ed b apd plindin a descri bed the _,
seventh line, {Lg %/hf‘gr £ tiggd%nmtﬁgrﬁﬁhrfﬁrsﬁ'%?%’ﬂe?'n which
reference. As des@rf-bedtbgartnelssue-ﬁghtq:erJ:if\enateansébledca secrée-Xpy
Box 113 first showseifefféa€lPEd! 80sé8bhd ﬁ&fﬁi) 'éhéeéﬁfﬂatusbd‘oxﬁﬁriﬁng

further refsrence. As descri bed by the second I1ne

transfers ro to U 15¢ IfeatSt rg}y\q,' rdefat NGyl &fdd &
equal to . ao. As descnbeﬁ% e s?econd | ne, ﬁ t'his is ?ﬁ dclase

U conputes [err], whi GfRYE "'bf‘ rsecurltYAé’%mettfé'cI%p"c ﬁ&aé'
ordinary skill in the cnns:.s(tn,ng of & Sfirstemedrde keyerand mance:nﬁsndnﬂlng
public key h of U Infirgt public key, for use by the first party;

15 second key generation means that, on being given as

input at least a security parameter, outputs a pair
consisting of a second secret key and a corresponding
second public key, for use by the second party:

certificate verification means that, on being given as

20 input the first public key and a pair consisting of a
third public key and a presumed secret-key certificate
corresponding to the third public key, responds
affirmatively or negatively, depending on whether the

25 presumed certificate corresponds to the third public

key or not;

certificate issuing means that, on being given as
input the first secret key, the second secret key and
the second public key, outputs a secret-key

30 certificate corresponding to the second public key,
the secret-key certificate being a digital signature
of the first party on the second secret key; and

certificate simulating means that, on being given as
input the first public key, outputs a fourth public

35 key and a secret-key certificate corresponding to the
fourth public key, the probability distribution of the
output of the certificate simulating means being
substantially indistinguishable from the probability

I
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20 addition, views of the c% I@s%%%ﬁﬁﬂmﬂﬁéégﬁ' his issuing ,perOCO| are
|ndepenQﬁ?§a£éEp1palrs (h, ( )) RgPLACED 7. Fifth eg@ﬂﬂPﬁmﬁﬁm .
certificate 1Ssuing protocol: HeptRgonowdt o FIG 12, a flowchart of a |
restrictive blind secret - key certificate JSSUIng protocol for the second
25 preferred enbodi nent will now be desggibed in detail. This pr ot ocol

is also described and clainmed.in patent application Ser. No.

PCT/ NL94/ 00179, but, as will be appreciated, is i ncl uded here (using the
present not ati ondistribetibn thateappifiestwhehaa phblpcokeyolisin effect is

a restrictive bl QEH?§QtESCB§t theyseeahaf ké?t eehaiatmanpfneha@ohndAa will be
clear to those o

ssuin totoeol has
the same functloﬁarrFﬁpﬁgafﬁé 5F8FSEoFeXf°PFE3fécake 13Tﬁ§n%§ ted PYor U
must be differenthérosrthficatedigsuing meapa,. because t he secret key nust
be a vector of at |east two 35 nunbers. For concreteness, the follow ng
choice is nade: the secret key of Uis a pair (x; |I) in Zn x Zv such
that [err] TE—___?RﬂEﬂ_T“ﬂT*‘Here the CA has generated g[err] by

g?:'?/erNﬁtglzs/ngoggwllﬂﬂ ""!m’ gzerr] eqeal to ylerr] 50 random a (secret)

nunber y in Zﬁ an The second nunber
of this pair, I, will be encoded by the CA into the secret key of U
during the certlflcate i SSui ng protocol, in such a way that Uw | not
be able to change | to 5 a nunber |I' that dlffers nmodulo v froml. On the
ot her handThwmwaHmEke laddie to generate x by hinself uniformy. at random
in Zn, an ffect is generated at random from Zn, _

: independentl descrlbed before, the nunmber | may be rel ated
to the |dent|ty o can as well contain ' (




10 ‘unrel at ed n%I on, such as a credenti al speC| ficati on Pfl‘lNl.FSﬁ%OlZl
[ he

first shows t nerating at random-a nunber werr]-

second |line shows the CA conputing.werr], which is denot ed by ao for
further reference. As described by:the thiwd line, the CA then transfers
a0 to U 15 Box 122 first shows U generl' 2a nunber z in Zn; the pair

(x,1) will be his secret key. The second [ine shows U conputing the
correspondi ng public key h, by setting it equal to [err] In addition,
as displayed in the third and fourth =~ lines, U generates two random

nunbers t in Z and uin 2Zv, 20 which will serve to obtain blinded r and c.
The fifth line shows U conputing aotl (hoig)u, which is denoted by a for -

further referenCﬁHP As indicated in the sixth line, U then conputes
Wh,a), which is de ed by c. The seventh Iine specifies U conput i ng
c+unodv, whi T T S 0eiOkE c0. As described by 25 the eighth line, U
then transfers gl Sahd\ Box 1Z43afirst shows the CA conputing
(zoyl ) cot o, . descri bed
by the then transflers ro to U Box 124 first
shows U1 3 hogl)-co is ual 30 to ao. __As degcribed by
the second I'ijng}, ixand Ccertifitate hssthingO TPUt es fadsbdtRagtiiedtion V.,
whi ch i s denqt ’ easi | meams ver| fli ed by thosenunmordlnpry
skill in the i is a secret-kdy certyficate on the
public ke h of U _such that U

nows the secret klgz cprresponding to 3%10

h and (c,r), | unf easi bl e f op———
key. The sedret kel of Uis a pai
h, and if (dq,r) isfto be a secrettkey

h. Al t hough U has perfectly blinde
himto conpletely blind the secret
(x;1") suach that Xygi |s equal to

certificate gmrh Iﬁrs WO 96/ 12362
PCT/ NL95/ 00340 51
generatlon mea.ns \ \
119 114 116
- 105 |
102 4
> random
generator ‘ 106 109 J}
_ |certificate simulation pertificate verificatio
113 means - means
108 111 I
random —
generator
115 -J T k 117

FIGURE 1



unav0|dably equal nodulo v to the number | that the CA in BoXpepmwissh
encoded i nt VPP§12362 phonse r. 1.8. More thant SHOTARaIVi ng
‘party. As in the first preferred errbodl ment, the protocols displayed 5
din FIGS. 11 and 12 can al so be used by t to |ssue t he secret - key
certificate to U and an additi onal party substantial |y under
control of the CA, such that: Uwll get to know the public key and the
secret-key certificate on the public key; and the secret key
corresponding to the public key 10 is shared between U and T in such a way
that neither of U and T can determne it. One possi bl e such use,
based on the prot Oﬁ of FIG 11, wi Il now be described. The secggt key
used that wll ed for Uby the CAnowis Ixo (the public key still

is [err] where 15 | is known by T but not by U, Uonly knows I[err]. The
I SSui ng protocol between the CA and U as described by FIG 11 noﬁl1

t akes pl ace, where the CA now conputes in the first |line of Box 113 the
nunber ro as (xol)[errJwo. As will be clear to those of orfdi Kill
inthe art, T-at the end of the issuing 20 protocol knows I, ah& ows X,
and the certified public key is equal to (IX)[err]. | be- g
appreci ated, T does not need to participate in the $ecret-

certificate issuing protocol due to the initial set{up in which PﬁeCA
only nmakes | known to T. In patent application Ser.yNo. PCT/ NL94//00179,
techni ques are 25 detailed and clainmed for T and [Uto conduct ﬁc ?t i cate
showi ng protocol follow ng the issuing protocol. Ot her variafifohs of
the issuing protocol, for the case the certifikate is issued®to90 pand T

in tthe manner described in the precedi ng paragraph (such«a®k,wd)i ption
in which T and U 30 end up with a certified publlcrlg_%(_g%_,‘_t Q{-L}%HHQ[ rr]),
0

are bel i eved to be obvious to construct for thpse 3 ¥ skill
inthe art. 2. Se et - Key i c(ét"a

23

heg*

¢ = H(h,g" (hoh)™, I)

FIGURE 2



As in the first preferred embodi ment, a variety of other 35 se

S const I’agiég i i %HI a

certificates WOYRIE be descri bed, each of which i

Fiat/ Shamr type signature schene by appl ying the general construction
t echni que. WO 96/ 12362

PCT/ NL95/ 00350 3/12 =2 A second
exenpl ary secret-key certificate in the second preferred enbodi nent,
constructed by applying the general construction technique to the
Okanot o signature schene (See, Okanoto, T., Section 3.2./3.3. and
Section 6 in 5 "Provably Secure and Practical Identification Schenes

and Correspondi ng Siapature Schenes," Crypto '92, Lecture Not es
Conmput er Sci ence 740, Springer-Verlag (1993), pp. 31--53), will now be
descri bed. Key generation neans of the KAC. The secret key of the CA

is 10 a pair (x[err]3ix[err]) in Z[err] x Zn, and the torrespondi ng public

key ho is equal to]j[err] where 9 is an el enent of |
The tuple (gvhon) is
publicly known a hash-af &r
Zlerr], for sonme appfgpL ge
neet the requirenent

security 15 paraneter t.

arge order in Zn.

)l icly known by the CA.  The CA al so nmak
i ¢n H which. maps its argunents to, say,

This function sho

schene secure. ate verifrcatron nmeans: A segret-key

certificate on a public key hin zZn of Uis a triple (drlr2) in Z32
Zv X Zn such that ¢ is equal to Wh,grilr,2(hoh)cl). 20 Alter'natike
the secret-key certificate can be-taken to be a tripreYar+tr+r2—n
Z X Z<. In that case, the triple is a secret-key cqrtificat ewosr &4

grl2(hoh) 7" is equal to a, where c a«—g*

- ¢ — H(h,a,I)

To +— CTo+ wmod g

Send: (c, 7o)

:

¢ = H(h,g"h5*, I)
r+— 19+ czrmodg

FIGURE 3
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)
IS corrputeda ) . The certificate is in effect an
sighature on ﬁ"‘%@'ﬁ% with a secret key that corresponds to tf?g‘lgﬁ%%ﬁ 35ﬂey
hOoh, Key generation neans of U The discussion of key pairs for
provided earlier with respect to the fII‘S% iczet key certificate for
the second preferred enbodi ment, applies as well. (As wll be clear
to those of ordinary skill in-the 30 art, the synbols X1, X2 chosen here for
conveni ence, do not refer to the synbols in that discussion.)
Certificate issuing neans: Those of ordinary skill in the art are

believed to be capable of straightforwardly applying (a) the
i nventive techni quesyfor the issuing protocols of 35 FIGS. 8 to 12, @qd (b)

the inventive technique to issue the secret-key certificate to U and an
additional party T, to construct simlar certificate issuing protocols
for the present secret-key certificate. WD 96/ 12362 41
PCT/ NL95/ 00350 53 3.
Third Exenplary Secret-Key Certificate. . A third exenpl ary—secreL-Rey
certificate in the second preferred enmbodi ment, construct dd®b§FrRapllyi ng
t he general construction technique to the Fiat/Shamr sigrjaayre g8¢heme 5
(See, Fiat, A and Shamr, A_.“Howto prove yourself: prﬁcfﬁeﬁal
solutions to identification and signature problens," Proce g
Crypto '86, Lecture #Btes in{Conputer Science 263, Springer-\Verl ag
(1987), pp. 186--194)t w |l gow be described. 10 Key generation neans
of the KAC. The secret—keyof—the CAis
x Eg '
heg*
a+—g¥
Send: (h,a)
43
¢ — H(h,a9a,1I)
T + CZo + wo mod ¢
Send: 7¢

“«

¢ — H(h,aea,I)

g"hy* < aag
re—ro+cx+wmodg

FIGURE 4



a tuple (i, . where each xi is in Z The correspondin L6tske
key is (hl,. .w,ot?ﬁsl%ere each hi is equal to (X71)2. (1 nstgggmg?

squares, other powers can be used as well.) The tuple (hl,...,hk,n)
is made publicly known by the CA. The 15 so nmakes publicly known a -
hash-function X, which maps its argu , say, Z2&a, for sone
appropriate security paraneter 1. This function should neet the

requi renents that are believed to nake the Fiat/Sham r signature schene
secure. _ Certificate verification neans: A secret-key certificate on
20 a public key (h1,. ,h") of U where each h' is in Z:, is a tuple
(c,ri, , L), mherqlc |s in Z2w and each ri is in Z:, such that ccA is
equal to VV (h"1, ,hkK), (r'jlIj.21=1 hjhj, ..., r12 Hhjh)). Here, the

i ndex j runs fron11 to k, and (4cl, ,C) is the blnary vect or

consisting of the i-th group of k blts of the number ¢! The 25 notat$bn
fli,1=lhjhj) denotes the product taken over all nunbers (hj hi) mntﬂj
such that the bit cj (thisis the j-th bit in the i-th grqupof its
of the number c) is equal to one. One can consider the ﬁﬂbﬁﬁbikey
(hl;...,hk) of the CAto be a vector ho, and the public kqyag+4g™ .|, hk)
of Uto be a vector h. 30 The secret-key certificate is in efif aghqa
Fiat/Shamr  signature on h‘Ifde with a secret key that corlcespongds

under the Fiat/Sh8@nr signature schene, to the public key hOh, wher e

the vector multiplicdtion hOh s defined by pairw se rrultlpllcatlon
hoh is equal to (hlhFé———hhlf—35 Key generation neans of U The key
pair of Uis of the|samwr Z, type a3 that of the CA. Mre precisely, the
secret key corregpprdigig to thelpublic key (hil,...,hk), denoted by h',
is a vector (X1,. 't’u?% stlch thay ( h-2 = WD 96/ 12362
PCT/ NL95/ 00350 P8 =R t? 54

a — agg*hy |

¢ — H(h,a)

cp—c+umodg

Send: co |
— 53
| l I

To +— CoZp + Wo mod ¢
" l

Send: o
?
g°hg® =ao
rery+cr+tmodg

FIGURE 5



Certificate issuing means: Those of ordi nary skill - in the art are _
bel i eved to bWOI&M2e of straightforwardly applying t he i nPERNLIH00350

techni ques for (a) the issuing protocols of FIGS. 8 to 12, and (b) the
inventive téchnique to issue the 5 secret-key certificate to U and an ,
additional “party T, to construct simIaG: tificate issuing protocols
for the present secret-key certificate. - 4. Fourth

Exenpl ary Secret-Key Certificate. Yet anot her Fiat/Shamr type
signature schene is the | o Feige/Fiat/Shamr signature schene (See, Feige,
U, Fiat, A and Shamr, A, "Zero-know edge proofs of identity,"

Jour nal of Cryptqkogy 1 (1988), pp. 77--94). This schene is a C

nodi fication of the Fiat/Shamr schenme. Since the application ( 6f t he
general construction technique to this schene is highly 15 simlar to the
construction of the third exenplary secret-key certificate in theggecond
preferred enbodi nent, a detailed description is omtted here. Agﬂin,
for (a) each of the i ssuing protocols of FIGS. 8 to 12, and—(h) th
inventive technique to issue the secret-key certificate tq i4yadZgn 20

additional party T, a simlar issuing protocol for the present ag — g™
secret-key certificate can be constructed strai ghtforwardly in i '
manner . . 5. Fift atlend: @0 [AS
the first preferred ggbodinent| it will now be 25 denonstrated that certain
vari ations of the gengral cgnstruction technique can be used as wel|.
Yet anot her exenp certificate in the first preferred
enbodi ment, construc gcé,@zqappl y| nd a variation of the general

construction techni aug, tog,t he Scl ngqrr signature schenme, will 30 now be

descri bed in detail gengration neans of the KAC. This is the
same as in the _deséﬂﬁm%n of tHe first secret-key certificate.
a « aog*(hog])*
¢+ H(h,a)
¢ +— c+umodgq
Send: ¢p
63
o — Co(Zp +yI) + womod g
Send: 79
64

g™ (hog})™* £ ao
re—7rp+cr+itmodg

FIGURE 6



Cerfificate v on neans: A secret-key certificate on | i ey
h in Zn of U W#Ph%éébe taken to be a pair (c,r) 35 in Z2t X W”f}oﬁ?ﬁt
cis equal to Wh, rf[errjh-c, 1). - W96/ 12362

PCT/ NL95/ 00350 ' The secret-key
certificate can alternatively be taken to lea pair (a, r) in Zn x Zn
such that r[err]h[err] is equal to a, where c is conputed as Wh, a, I).
Key generation neans of U In general, for the nodified 5 secret-key
certificate to be secure, the public key of U nust be defined as a
product g[err] g[err] (Those of ordinary skill in the art may wish to
consi der an even nor g general - form (X err], such that h is equal g
[err] for appropriate exponents vi.) As with the 10 first secret- key
certificate, gl,...,gk are randomy chosen el ements of |arge order in
Z:, that are published by the CAin addition to v, ho, n, and the 71
description of "H At npbst the CA shoul d know the v-th root of eac[n of
gl, .- In practice, one nay want to use a sinpler form of rkey—part 15
The sinplest formis one in which the secret key of Uis a ez | i n
Z,, and the public key h is equal to (ho)-, and h may not Jeaoequgﬂmm 1.

Anot her sinple formis one in which the secret key of Uis (K1,
X2), such that h is equal to 4h1.4 20 As in the first prhferre;f’“
enbodi ment, all the i%&suing echni ques provided for the first secret-key
certificate in the'|fi rst preferred enbodi nent can be applied
strai ghtforward t g-Tomstruct Tssyi ng protocols for the nodified
secret - key certifida€aZit is be|ieved that those of ordi nary skill in
25 the art are easil Y leap@ljg)=of do ng so by studying the

t,uEan

a < agg*(hog{)™
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|nvent|ve tec n conjunction with the flomcharts | nst ead the
f ol 'owi ng tmoqﬁégéiéﬁiare made here, to help- t hose of ordlna.lr'gT

the <art appreci ate the advant ages of applying the general constructLon

t echni que over applying 30 the present varzz i her eof . (1) Consider.
the restrictive blind secret-key certlflca.‘7 i ssuing protocol for the
present secret-key certificate, which is simlar to the flowhart of

FIG 7; if the secret key of U is apair (lz) in Z x Z and the public
key h is equal to 35 hi<, then the nunber I/znodv can be encoded by the CA
into the secret key (Uw Il not be able to nodify this quotient).
However, for key pairpg for Uof this form no secure signature sc S
and proofs of know edge are known in the art. On the WO 96/ 12

PCT/ NL95/ 00350 . 56 ot her hand,
using a key pair for U such that the secret key is a pair (I;x) in81
Zlerr]x Z[err] , and the public key is [err] has the probl em t hat |t he
information that has been encoded into the -secret key by the—€A—eafnot
be efficiently reconstructed from5 | and x. Hence, in order fprz €rel,
i ssuing protocol to have practical value, one nust take t sgeLegy Key -
of Uto be a triple (1[err],1[err]; x) such that his equl‘44y{4n4$
This is |ess efficient than the key pair used in the restfictive bB%nd

i ssuing protocol for the first secret-key certificate. 10 (2) As mﬂll be
appreci ated, the security of the systens constructed usfmng tHe_g al
construction technique is closer related to the security of ther
under.l yi ng Fi at/ Sham r signature schene. - a+— w’

¢+~ H(h,a,I)
T — (Zoz)*w

| Send: z,(c,7)
" J7
l .

h ez
¢ = H(h, " (hoh)~c, I)
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Concl usion. 15 This _concludes the detailed descriptions of t

enbodi nents. WRPS{1ER2hese descriptions of the presgnt inveﬁ?thﬁ%ﬁéégp
beepq given as exanples, it will be appreciated t hat vari ous

nodi fications, alternate configurations, equi val ents nmay be enpl oyed
wi t hout departing fromthe spirit 20 and gE ﬂéZof the present invention.

For exanple, there are many essentially ‘equival ent orders to eval uate
expr essi ons; ways to eval uate expressions; ways to order expressions,
tests, and transm ssions within flowhart boxes; ways to group

operations into flowhart boxes; and ways to order flowchart 25 boxes. The

particul ar choices taat have been made here are merely for claritgain
exposi tion. Certain variations and substitutions may be apparent to
those of ordinary skill in the art. Al though various such, variations

and substitutions ha®9® been indicated and sonetines 30 described in detai
inthe text, this may| be nore fully appreciated in the light of the
fol |l owi ng exanpl es. ¢ —+5t, the exenplary secret-key certifi.cates that
have been descri brived from Fi at/ Shanir type signature schenes
by the general foll 5t ruction technique: denoting the 35 public

key of U by h, and tfh he CA by ho, a secret-certificate on h in
effect is a signaturfg , underfying Flat/sShamr type gn the nessage
h made with a WD 96/ 2362 92
PCT/ NL95/ 00350 57 sectlet key t|hat
corresponds to public key hoh. It has already been shﬁ - nd of
the description of the first weErZ,
a—w’
¢ — H(h,a,I)
To — TGW
Send: (c,7o)

s

¢ Z H(h,r3hg, 1)
T roz"
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préferred enbodi nent, that variations on the general constr i
t echni que nayWRAEIRi ed as well. As will be 5 appreciat ed, thﬁWWar
form hoh in the general construction technique is not essential. Taking,
for exanpl e, the formJ[err] for a fixed.integer k different from1 would
obviously work as well. The essence of t é)ﬁaﬁiral construction
technique is that the secret-key certificate is 10 constructed from any
Fiat/ Shamr type signature schene by letting the certificate in effect
be a signature on the public key of U, where the signature is of the
under | yi ng Fi at/ Sham r type signature schene and nade with a secret key
t hat corresponds,,under the Fiat/Shamr type signature schene, to 15
public key which is sui tabl e mat hematical function of the publi € key
of U and the public key of the CA Second, hierarchic certification
can be inplenented with secret-key certificates. As will be cleaf0to

t hose of ordinary skill in the art, Uin turn can use his certifidgd key
20 pair to issue a secret-key certificate to another party, 3
In this way, a hierachical certification tree can be const
node in this tree can be considered to be a pair consisti
key and a secret-key certificate on the public key, where
certifies the key pairs 25 of its child nodes by issuing a sdg
certificate on the 1ggublic{key of each child.node, conputed by using a
secret key corresppnding o the public key of the parent node. If, for

i nstance, a decrypti erformed by a party associ ated wth a
node in the tree, thew&hi®, parfty nust know the secret 30 key corresponding
to the public key in| ghatginode;| this in turn inplies that the secret-key
certificate nust have been,, dqonputed by the party associated with the
parent node, and so | W Ri%rparlty in turn knows the secret key
corresponding to thel a+«public |[key of the parent node; hence, the
secret-key 35 certif| gghd 9La§” ! conput ed by the
party ‘associ ated w t h—t-he-parsH nd so on, al
the way to the root node. i cate t d08ni que
can be used to '

t node of the parent node;
Third, the secret-key certi

¢ — H(h,apa,I)
T — T§Wo
Send: 7y
104
| v
¢ — H(h,apa,1)
roho© = aao
T — T w

FIGURE 10



WO' 96/ 12362 PCT/ NL95/.0035

58" constWO®6M2I2ure digital signature schemes. To sign aP 8qu§§g§aé
the signer party, which has a first secret key and a mat ching first
public key, first generates |ndependentl random a one-time secret
key and a matching one-tinme public 5 ke xﬁﬂ e the word "one-tine" is
used only to enphasi ze that t hese keys |1 be used only once by the
signer party. The signer party then conputes a secret-key certificate
on the one-tinme public key with respect to the first public key. It

can do this because it knows the first public key. It then |0 signs the
message with respect,,to the one-tinme public key, which it can do<? cause
it 'knows the one-ti secret key. The resulting signature of the™signer
party on the nessage consists of the one-tinme public key, the secret-key
certificate on the one-tine public key, and the signature on 15 theipgssage
wWith respect to the one-tine public key. To verify the signature,} the
certificate verification neans are used to verify the secret-
certificate, and the signature on the message is verified byo agidiy |t he
one-tinme public key. The signer. party can generate independ tLywat
random a new 20 one-tinme secret key and matching one-tine puhl%g?hezoeach
tinme that it has to sign a nessage. 1In effect, this nethaqgd

constructing a securgygligital sjignature schene using the secret - key
certificate issuing technique ijs the sanme as that applied in the exanple
of hierarchic certifidcation_ diMclgsed 25 in the precedi ng paragraph.

It will also be obvi oyse.gz'those off ordinary skill in the art how parts
of the inventive teqhgugggs and pr@tocols di scl osed here can be used to

advant age. .
ter Z,
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W 96/ 12362 . _ PCT/ NL95/ 00350,
1. *A crypt og™M236%t hod wherein a fiyr y issues a i

cate
calfl ed a secret-key certificate, to a party, the method
conprising the steps of: generating, for use by the first party,
a first secret key, unknown at least in part to the second party, -
and a corresponding first public key; generating, for
use by the second party, a second secret key and a correspondi ng
second public key; issuing by the first party to the second
party, in a certificate issuing protocol, a secret-key
certificate certificate corresponding to the second publi Akey 15
according to a pubIP%Iy verifiable relation, the secret - key
certificate being a digital signature of the first party on the
second secret key, and the second party being able to fedibly
generate w t hout assi stance of the first party publlc keysland 20
correspondi ng secret-key certificates. 2. Anethod as ip bra.m.h
where the second public key, the correspondi ng secrett meen
certificate and information related to the second par nedg $ted
in a public-key 25 directory. 3. Anethod as in claim § ¥m r¢ the
second party uses the sgcond secret key to pertorm at Ll £R of
the foll ow ng 122 Jj
zer Z,
- h — z%g{
ter Z,
a « aqt*(hogi)"
¢+ H(h,a)
co — c+umodv
Send: co
: l, 123

7o — (zoy’)®wo
Send: 79

124
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y - ' :
cryptographi ¢ actions, nanely, digital signing; proving know edge of

a sécret key correspondlng to the second 30 public key according to the
publi c- key scheme, without reveal ing the second secret key;
decrypting a nessage that is encrypgted with the second public key;

or issuing a pcr/NBE9SYBb3KBY andl ng to a public key.
35 4. Anethod as 1n claim1, where the first party signs a nmessage

for a third party by: dom a one-tine secret key
and a 0 Nﬁﬁr&ﬁ?ﬁgd' ng one?ﬂi‘mmmﬂ“muﬂ W96/ 12362

PCT/ NL95/ 0035 corrpu | ;g & skcret *key certifi cate

correspondi ng t ti ne pu the first
secr et 1 Kb YRy ﬁ%-a.piuc method for s Rt mﬁa ‘Fﬁya}g ¥n the
message, with crét key @é@ﬁ@ﬂesﬁ@‘ﬁ%ﬁ%ﬁéu ’t’)PP’&"’E%? ceplil ‘é&‘]fﬂnyl ng the
one-tine secret. kdg form a certificatreonia gecoad psubgnésexl ¥ applyingsaid ficst speret y on
the message key,oasd sertifigatyl aideaidneecsndrpuplib key skidyfyinghe pseletet - key 10

certificate corresfaedichiedgontdbeceOitt is PRbIIP veSAXY b3 bplying saidi fgt di gi t al
si gnature on the nmsgage, at? g Hﬁpfe orreﬁ?oxﬂxéﬁtcf §§&ﬁvﬁﬁ sb&et e
chaf

one-tinme public k Zy said me t'ﬁa.? al ere t second party

in the
said certificate is a d_tgita.l signature of s_a.id certification authority,
with respect to said first public key, on said second secret key,
_ and the probability distribution of said certificate and said second.
- public key, is substantially szmula.table without knowledge of said
first secret key; and

demonstrating to a verifier party that said certification authority
formed said certificate on said second public key is performed by

- transmitting to said verifier party signals representative .of said
second public key, said certificate, and data evidencing knowledge
of a secret key corresponding to said second public key,

whereby said certificate is called a secret-key certificate, with respect
to said first public key, on said second public key. :

(3]
L]

The method of claim 1, wherein said data is a digital signature on a
message for said verifier party, said digital signature on said message
formed by applying said second secret key and publicly verifiable by
applying said-second public key.

e - 3. The method of claim 2, wherein said certification authority holds said

o second public key and said second secret key, and said second secret
key is one-time and generated by said certification authorty in a sub-
stantially random manner. :

! 4. The method of claim 1, wherein said data is a zero-knowledge proof of
| knowledge of said second secret key.

5. The method of claim 1, wherein said da.ta. is a response to a message
that said verifier party provides only in encrypted form, said encrypted
form computed by said verifier party by applying said second public
key to said message. :
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ertlflcate | Ssui ng protocol dbes not reveal the second secret key
to the first party. 6 A-Tret hod as in claim1, where the second party

t he second pubI|
7. A nmethod as i
i ssui ng protocol -

iin the . Meate Iiﬁﬁ protocol blinds the second secret key,

secret key not
9. Anethod as in
digital signature
a public key thg
second public key.
signature is a

nterest of thegf iflnmedfh of le&ﬁtywl?e?% a3 Q05 &@i-ké&r JicsEcond

8.

10.

11.

12

13.

ARG

espondi ng secret-key 20 certificate.
e the second party in the certificate

mds “t hé second public key and the correspondi ng
secret-key certificate, but not a 25 pre-det erm ned non-const ant
function of the second secret key. 8. Anethod as in claiml,

where the second party conprises a first sub- party, that acts in the

arties

with, respect-p 38, Sechid By gtk%m BE Jceyog 3aid etk 0%,

Pﬁ‘ﬁ?’ of the Fiat/Shamir type, made ' with respect to

15, SoSIRILE, SholS ey il AR (1

said cefifigadion WtBPEE signature. V\D 96/ 12362

The method of claimr 1, wherein said second secret key, said second

public key and said certificate are blinded, to hide them from said
certification authority. _

The method of claim 1, wherein said second public key and said cer-"

tificate are blihded, to hide them from said certification authority,
while said certification authority encodes information into the blinding-
invariant part of said second secret key.

The method of claim 1, wherein said second secret key is shared by two
sub-parties, such that neither sub-party knows said second secret key
by itself.

The method of claim 1, wherein said certificate on said second public
key is a digital signature of the Fiat/Shamir type on said second secret
key. :

The method of claim 11, wherein said first public key and said second
public key are elements of-a group of prime order.

The method of claim 11, wherein said first public key and said second
public key are elements of a multiplicative group of integers modulo

- the product of at least two large distinct primes.

14.

15.

The method of claim 1, wherein said probability distribution is per-
fectly simulatable without knowledge of said first secret key.

Cryptographic apparatus for a certification authority, having a first
secret key and a corresponding first public key for purpose of cettifica-
tion, to form a certificate on a second public key by applying said first
secret key, said certificate and said second public key satisfying a pre-
determined correspondence that is publicly verifiable by applying said
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11 A method as in claim 1 vnef e<the¥decond secret key represents a

set’ of credentials of tfﬁ_s,g,cond—party 12. A method as in claima1l,
whetr e the secret=key certificate represents a credential issued by

the first party t m‘\‘ mtnd par ty. 13. Apparatus for

i npl enenting a cr ﬂ“ am““\ m i n which ~a first party issues a
certificate, call secr Bt -k certificate, to a second party, the
apparatus conprising: 10 first key generation neans that, on

bei ng given as input at |east a security paraneter, outputs a
pair consisting of a first secret key and a correspondi ng

first public key, #Gf pHBBc Eé’y,ta.lﬂﬁ shld $dcoR@Public key corresg) d K&¥nd
generation means tJ&@fet 12 c‘.gg%ﬂ‘h&%nco%fpnsmg east a

security paraneter, outplts consi sting of a second secret

party 20 espondi ??‘g featefop mg“ ?qhg;%% é.u' apifiaed %fgfﬁfgjffg{@ﬁ%ﬁeiind
ey fo 81604 W hrespec 0
AN

input the first publ i @
public key and a pr esBHE g%pgtsaqéevc 6CEgt gy ea the probabiligydisigdiiondi ng
to the third public kéipn ofssisoergtificate and said segpid prblic key is swbsteagiallivel v,

dependi ng on whet her simula@ible by certificads sinmalation tmédnsathat cdoes expdngs t o t he

third public saali&its@ﬁecf&tkey, and certificate issuing nmeans
that, on being given as I pput the first secret key,_the second
secret key and certificpte ?%%?HID;SLFBWE’ ferytrapifersingsto2 g@%%rtpm 30

certiticate corresponsid@ublictker ssisenmtifigate) and datp, ewdencmg knowledge of”
secret-key certificate seeiehfémcolirgippatiingi tgrsatidiseeond public key, of the first
party on the second secret key; and : certificate sinulating
means that, on beiwhgrepwesidasrtificate is calledianpagretihey dertificatpuithcrermact
out puts a fourth puBkidcfis3d public key, dhespidisstond pablielcekey certificate
correspondlng to the

16. The method of claim 15, wherein said certificate on said second public

key is a digital signature of the Fiat/ Sha.mu: type on said second secret
key.

17. The method of claim 15, wherein said probability distribution is per-
fectly simulatable by said certificate simulation means.
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(54) Title: SECRET-KEY CERTIFICATES

(57 Abstract U

Cryptographic =~ methods

.and apparatus are disclosed that
enable formation and issuance of
secret-key certificates. In contrast

the well-known cryptographic
technique of  public-key
certificates, where a public-key
certificate is a digital signature
of a certification authority on a
public key, pairs consisting of
a publu: key and a corresponding
secret-key certificate  can be
generated by anyone. However,
triples consisting of a - secret
key, a matching public key
and a secret-key certificate
comesponding to the public key,
can only be genexawd when the
certification authority is involved.
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