DETECTI ON OF OQUT OF MEMORY AND GRACEFUL SHUTDOWN BACKGROUND OF THE

I NVENTI ON [ 0001] The present invention relates to nmenory managenent in ]

conputing devices. 5 [0002] As known in the art, operating systle_ms_ suc

Mcrosoft TM Wndows TM and UN X based systenms have a physical limt Olnf

the amount of addressable nmenmory that can be used by an applicati otn..

the application exceeds this limt , it will often crash, Ieagl ng ho a

|l oss of data that has not been stored to persistent nenory, and per ?Es

al so to crashes or slowdowns in any other applications that rely (r)]n e o

crashed 10 application. In distributed computing networks in Mhlf separa

computers connected to a common network performwork in parallel, one
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23228; Ing g}tb%\é\édﬁﬁi{ﬁghynét\ﬂo& ge!rgosr}n v(\:fgrrpjiH p%rrailet, one computer may be configured to

monitor its own memory usage or the memory usage of other computers and take

precautionary backup measures, either automatically or after alerting a human operator,
in the event that the monitored conditions of one of the computers indicates that an

15 application crash has occurred or is about to occur. However, such a system requires
almost near constant polling of the monitored computers in order to have timely
detection of a problem, and even with timely detection, the affected computer
application may crash before critical data can be saved.
[0003} Accordingly, a method and system for detecting and managing low

20 memory situations that provides time for rectifying or otherwise responding to the
situation is desirable.

SUMMARY OF THE INVENTION

[0004] The present invention provides a novel method by which warning of an

25 impending out of memory problem can be provided sufficiently early to allow corrective
or remedial action to be taken before the crash of an application.
[0005] According to one aspect of the invention, there is provided a method for

managing iow memory in a first computer device having a processor for executing an



operating systemand an application, and a nenory avail able to the
operating system and application, including steps of (a) reserving within
a block of nmenory allocated to the application on startup thereof by the
operating systema first reserve buffer that is wunavailable to the
application until released; and (b) releasing the first reserve buffer for
5 use by the application upon determ ning that nenory use by the
application has reached a threshold. [0006] According to another aspect of
the invention, there is provided a system for nmanagi ng | ow nmenory on a
conput er device having a processor, a nenory, an operating system and an
application, conprising a | ow nenory manager for (a) 10 reserving within a
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feat ur es,c@bhtdQ tRFRBBRE 1 nvention will becone apparent to those ordinarily
skilled in the art upon review of the follow ng description of specific

enbodi mel9086bf t heAdaowding itoanbther anpectatf itlaminvehtion, heeGs PRRANYE ROsyBHEHIT es.
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he low riemory manager; (b) releasing the f:rst reserve buffer for use by the apphcatton
upon detecting a first out of memory exception generated by the operating system in
respect of the application; and (c) releasing the second reserve buffer for use by the
15 appilication upon detecting a further out of memory exception generated by the
operating system in respect of the application.
[0007] Other aspects and features of the present invention will become apparent
to those ordinarily skilled in the art upon review of the following description of specific
embodiments of the invention in conjunction with the accompanying Figures.
20
BRIEF DESCRIPTION OF THE DRAWINGS
[6G08] Embodiments of the present invention will now be described, by way of

example only, with reference to the attached Figures, wherein:

[0009] Figure 1 is a block diagram showing a communications system including a
25  a computer network in which the present invention is implemented according to

embodiments of the invention:

[0010] Figure 2 is a block diagram representation of software components

implemented on computers of the computer network of Figure 1;



-2 [0011] Figure 3 is a block diagramrepresentation of nenory according to
enbodi nents of the invention; and [0012] Figure 4 is a flow di agram show ng
operation of a menory managenent process according to an enbodi ment of the
present invention. 5 [0013] Simlar references are used in different
figures to denote simlar conponents or features. DETAILED DESCRI PTI ON
[0014] The followi ng detail ed description of the enbodi nents of the present
invention 10 does not limt the inplenentation of the invention to any
particul ar conputer operating system (0S). The present invention.nmay be

i npl emented with any OS that provides the facilities that support the
requi rement of the present invention. One enbodinent is inplenented using

the Mcro t171 TM; N . rating,syste however the invention
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[0015] Re®@Ppriments of the idvemiangandFi gure 1 is a bl ock diagramof a

conmmuni caggy nthat includes a networked conputer systemin which
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shown i s Rrocess eccording towinesmpaditishtbfthkbYredetit®lgss gat eway 100 t hat
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net wor ksS[??33§n§ ”B#ﬂ! "g&’r%? feruseddr diterewtfigaraow, dadtakinsr ongmRichts or
nmessages featubes.exchanged between nobil e devices 106 within the wreless
network 104 and devi ces connected to the client network 110. The present
invention is not however limted to inplenentation in a router or wireless

gat eway, EFOAILED DESAH [y aspects can be inplemented in a w de range of
conput er S%stems. . client network 110 will often be renotely
| ocat ed P&t hEh GlleWrss defatledelyscrifiod 0P tHandmeeaIMEHLS B 8% g?r\é@éntQngrﬁ&)gmre
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) facilities that support the requirement of the present invention. One embodiment is
implemented using the Microsoft ™ Windows ™ XP ™ operating system, however the
invention could be implemented with other operating systems, for example UNIX.

15 [0015] Referring to the drawings, Figure 1 is a block diagram of a communications
system that includes a networked computer system in which the present invention may
be implemented. The networked computer system shown is a router, and more
particularly, a wireless gateway 100 that functions as an intermediary and interpreter
between one or more client networks 110 and one or more wireless networks 104,

20 allowing ematl messages to be exchanged between mobile devices 106 within the
wireless network 104 and devices connected to the client network 110. The present
invention is not however limited to implementation in a router or wireless gateway, and
in its broader aspects can be implemented in a wide range of computer systems.

[0016] The client network 110 will often be remotely located from the wireless gateway

25 100 and communicates over one or more communications links with the wireless
gateway 100. Client network 110 will typically include a client side interface for handling

email communications with the gateway 100. The email messages may, as well known



in the art, include, anong other things, plain text nessages, HIM
nmessages, and attached files of a wde variety of types. [0017] The

wirel ess gateway 100 provides translation and routing services between one
or nore client networks 110 and wirel ess networks 104 to facilitate email 5
comuni cati on between nobil e devices 106 and devi ces connected, directly or
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configuration in or mat | or The w'r e ess gat eway conponents, keeps
another one or more of wireless transport interfaces 128,-128y in the wireless gateway

100 can pick up the traffic formerly handled by the failed wireless transport interface.

[0018] In the gateway 100 of Figure 1, the client network interfaces (CNI) 120 are
20 each configured to manage the connection between the wireless gateway 100 and at

least one client network 110. In one embodiment, the client network interfaces (CNI)

120 maintain an open connection with one or more client side interfaces at the client

network 110 and communicate therewith using a defined protocol.

[0019] The database 124 of the wireless gateway 100 stores data used by the other
25 components of the wireless gateway for administrative, tracking and message recovery

purposes, and in this regard a number of the components of the wireless gateway 100

are configured to write to and read from the database 124. Among other things, the

database stores configuration information for the wireless gateway components, keeps



-4 data as to the current status and state of the wirel ess gateway, stores
information (including ID nunbers and | ast known | ocation) about the
nobi | e devices 106 that comrunicate with the wirel ess gateway 100, and
stores informati on about selected mnessages. The information stored by the
dat abase 124 assists with disaster/error 5 recovery and can permt a backup
conponent to take over the functions of a conponent that fails. In one
possi bl e enbodi ment, the database 124 is an Oracle TM database, and the

Wi rel ess gateway conponents run Oracle TMclients that allows themto wite
to and read fromthe database. [0020] The wrel ess gateway 100 includes at
| east one controller in the formof 10 controller 122, and preferably a
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W r el esgehddrspeid dathsed aces (W) 128 reconbi ne nmessages from nobile
devi ces from sequences of packets sent fromthe nobile devices. [0022] The

wi r el esd0P28hshbe witelrsergatewsy 108 indllides stpeastidng commUs: Bahe fovt br t he
Wi r glpes t e or nor irel ess network. interface
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for current state information, which the controller stores in the database 124. The
controller 122 is configured to detect the failure or pending failure of components within

16 the wireless gateway and coordinate other components to take over the functions of
failed components.
[0021] The wireless transport interfaces (WTT) 128 are the wireless gateway’s
interface to the mobile devices 106, and assemble messages that are destined for
mobile devices into sequences of packets, the format of which is dependent on the

20  specific wireless network 104. Similarly, the wireless transport interfaces (WTI) 128
recombine messages from mobile devices from sequences of packets sent from the
mobife devices.
{0022]  The wireless transport interfaces 128 will typically communicate with the
wireless network 104 through one or more wireless network interface adaptors 129. In

25 one embodiment, wireless network interface adaptors have a TCP/IP connection to
wireless transport interfaces 128 and an X.25 protocol connection to wireless network

104 such that the wireless network interface adaptors route packets from the wireless



-5 transport interfaces 128 over a TCP/IP connection to an X 25 nobile
network connection and vice versa. [0023] Mbile network 104 provides
radi o coverage to nobile devices 106, and may be a nunber of different
types of network, including for exanple, Mbitex Radio 5 Network, DataTAC,
or a GPRS, CDVA, or iDEN network. Mbile devices 106 may be handheld or
ot her nobile digital conputing devices that are configured to send and
recei ve email messages. [0024] The present invention is not dependent on
the particular protocol or nethodol ogies used in gateway 100 to exchange
nmessages between client network 110 10 and the wirel ess network 104.

Rat her, the present invention relates to aspects of nenory managenent of
one or rmoff@ngpor interbanesut28rover BaECRUR cuasetion th Rl e B HhobiReh ke such as

gateway 10 Fi.gure 2 shows a bl ock diagramrepresentation of
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appl i cat it@@éivé%ﬁéiﬁﬂé%%%e% Speci al i zed applications 1441-144N are those
applications that are required by each of the respective gateway

conponentl§034] t hae premept irwventien fsonandepententesP@etjarecisnsioksds or  The
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appl i cat il OnG 4RI I RENL P NEP NP Geeit the copuitere shatarre emel tofimpldnesnt

speci al i mdn/mplsu@maig%%wgl@o@f the nost inportant resources that OS 142

allocat eTO025] Figure 2 shows a block diagram representation of software com
| ponents,
indicated generally by reference 140, that are either resident on or accessible to at least
15 some of the components such as the wireless transport interfaces (WTls) 128, client

network interfaces (CNIs), controller 122 and database 124 of the gateway 100, for
execution by microprocessors 130. The software components include an operating
system (OS) 142, which as noted above is of the Microsoft ™ Windows ™ family of
operating systems in one embodiment, and specialized applications 1444-144,.

20 Specialized applications1444-144y are those applications that are required by each of
the respective gateway components so that they may perform their respective functions.
The particular mix of specialized appiications that are located at or available too each of
the components of the gateway wili generally depend on the functions performed by that
component.

25 [0026] As known inthe art OS 142 is configured to coordinate and monitor the
operation of specialized applications 1441-144y, and to allocate resources for each of
the specialized applications. One of the most important resources that OS 142 allocates
among the specialized applications is transient memory, i.e. RAM 132, Figure 3



anong the specialized applications is transient nenory, i.e. RAM 132.
Figure 3 -6 illustrates in diagranmatic forma bl ock of nmenory 150, which
represents the portion of RAM 132 that the operating system 142 can

al |l ocate anong specialized applications 1441-144N. Typically, upon start
up of an application, the operating system books or allocates a sub-set or
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reserve so that it can be used to support a specialized application during
an occurrence of low menory, thus providing time for data backup o
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20 [0028 s . of the invention,
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1441 (where 1 <i < N. As indicated in step 402, in enbodi nents where the
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started operati ng sys m nes | 't he™ 'speci ali zed
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held in reserve so that it can be used to support a specialized application during an

occurrence of low memory, thus providing time for data backup or remedial steps to be

carried out before the affected application crashes.

20  [0028] Figure 4 illustrates, according to embodiments of the invention, a process
indicated generally by reference 400, taken by low memory manager 146 to manage low
memory conditions of a specialized application 1441 (where 1 <1 <N). As indicated in
step 402, in embodiments where the low memory manager is a stand alone application
or integrated into the operating system, it monitors all specialized applications that are

25  started by the operating system 142 and determines if the specialized application being
started (in this example, application 144i) has been pre-selected for low memory
management, and if so performs the memory management functions set out below. In

some embodiments, all specialized applications may be selected for low memory



managenent, and if so perforns the nenory managenent functions set out
below. In sone enbodinents, all specialized applications nmay be sel ected
for low nenory -7 management, in which case step 402 may be omtted. In
sone enbodi nents, the Ilow nenory nanager 146 nmay be a nodul e of
speci ali zed application 1441, and be <configured to automatically perform
its nmenory managenent steps only in respect of its associated specialized
application 1441. 5 [0029] If |low nenory managenent is to be perforned in
respect of specialized application 1441, then, as indicated in step 404,
the | ow nenory manager 146 instructs the operating systemto allocate
reserve nenory blocks for the specialized application 144i. As noted

above, whenagdreestprer@hiche i r cialized application
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present dsgQ@atedaipeciaized eppk@ionHddi.ow menory manager 146 requests the
operagti st r allocate two reserve sub-bl ocks wthin menory
bl ocg 1?3? uc M@tepﬁ?q%ingarmgg%% {H1Q bk sedenmed Busspee K spepigheed a nai n
15 bl ocleppB@tioartdh4i when emsindieated hestsp Bdq 14 w%&%oéﬁrﬁan! & T Rsblagk 198

IS mdethé§ll .avai |l abl e for the normal operating requirenents o

speci al i ze p%%ﬁ'ﬂ? gLt iPBhORprateggserverrpamonnilopks e ispeciafizasbaplichtion
oper at i ig4s pstremed 420w dvHdhe i-ald | 4} ' 441, .t he two reserve
buffers EI. @4 nd B2 156 ar gé&?%'&agljd u én Hﬁ%g@%ﬂ#gﬁép%ﬂialiqede@qpé:gaﬁ% t he
| ow mendff ﬁag‘epf aligratessa dlaskrafiseembel Vi) (Figare8)fun thevappicatioh, Intd1e 20

opef@t i ® M L i . b\ nenor.y into "pa " of .

plroedet e‘rlﬁ’ln?%gé S g%ﬁgtar% %%%%réﬁérﬁgévé Mrr]gﬂtltj\r{bg m%%rt}ia%%&&%%ewg@@é‘f he

buf f er sTBXIMWY aaUNLRf IBMaydhat \WiratawsTp cah ﬂr@@enrirbgﬁiliio%biezt%cbrﬁﬁﬁé!icﬁ%r%fn
enbodi nent, not actually

;ﬁslsi cE?F@dﬁ?@f%%ﬁ%ﬁfﬁ%ﬁtﬁﬁ%b&%ﬁﬁg@éﬁ _'lirﬁ'é Skt &t ifglowsyistay unt i |~ data
:a it ?3 |t E;ﬁ@gw%& requeststthe Bpetdigaly¥tant (bR HANRERS B YedUrPL €85 Blocke®
ithin memory block 152i such that it is broken up into three sub-blocks, namely a main
15 block 158, and two reserve buffers B1 154 and B2 156. The main block 158 is made
fully available for the normal operating requirements of specialized application 144i, but,
from the perspective of both the operating system 142 and the specialized application
144i, the two reserve buffers B1 154 and B2 156 are booked up and unavailabie unti
freed by the low memory manager 146 (as described below). As known in the art, the

20  operating system 142 will typically divide memory into “pages” of predetermined size.

' Although low memory manager 146 books the reserve buffers B1 154 and B2 154 upon
start up of the specialized application 144i, the reserve buffers are, in one example
embodiment, not actually physically divided up into memory pages by the operating
system until data is actually written to them, thereby reducing unnecessary processor

25  activity.

[0030] In one embodiment, the reserve buffers B1 154 and B2 156 are relatively small
compared to main block 158, with the second reserve buffer B2 156 being smaller than

the first buffer B1 154. By way of non-limiting exampie, in one embodiment, the main



[0030] In one enbodi nent, the reserve buffers Bl 154 and B2 156 are
relatively small conpared to nain block 158, with the second reserve
buffer B2 156 being smaller than the first buffer 131 154. By way of
non-limting exanple, in one enbodinent, the main -8 block 158 may be
approxi mately 88% of the nenory bl ock 152i that has been allocated for
application 144i, the first reserve buffer Bl 154 approximately 10% of the
menory bl ock 152i, and the second reserve buffer B22 156 approxi mately 2%

of the rrermeymglmgybéSa%ﬂprom%e\r 88 &tM@M&HéﬂB@PHé@%éyﬂ%ff%ﬁg@ ogated

relative ffer sizes are used and in sone nment's
second re '?ﬁffcff‘e?%“"athé firstapserwvalbuffar Bil 64 afi00dtiateig 19pEeof Mlei mechory

applicati ’ 8 for its

menory regﬁf%g%?\ a‘r\BSthe |ca4 %83%%4%&%5:% bﬁﬁ??%ﬁ'%@ggﬁ oA 3herEiRreeRy| oy

various nBlgskyS ﬁarfdgwmn int vear ois qunetso Kime s dlﬁeﬁdﬂ@r@%ﬁ\{é@%ﬁ@rh%d égf@qg% o,
ata to har rive

th 1 h h
1oe[ 0032] é%%%%hmg eﬁﬁdqc%ﬁﬁe'&ﬁ%%he gb% Aad ::Sr?(jgéi‘/ LS affefsrare dlentisehisrsizaisage

of speci {I034¢d Aampielcmtd_ad)apél%ltlon aadi fmsCRil G5 ﬁﬂa rfn% l :%%H?‘or?%s ck 158 for
out - of - meqn m§ exce ti.on i he event that the avail ab e nmeno Of
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out - of neno tion results in a mredi at e or

crash of ‘Pﬁ@%%%ﬁ@l mﬁ@obla%ﬂ%@upbms qzachh@natemcb hiacd énve W&4.ni ng f or
corr eot i Veods] r AFRAbh in ¥ éR”odde?a{?fgg %‘s\ﬁ;g.’lﬁtfﬁ% W@B%%{?O,{Rvﬁ%”w‘)ug? manager 146

of the present invention provi of an
i mpendi ngFPsGRliged ﬁ@wma;mpﬂém emddanoiigured 6 issed aﬁi:LtfdtkﬁJr@éthbw @;@fe' p¥ioh 6h

al | ow cor, to be aken hefore the crash of an
appl i cat |tg§%é ﬁpggg.g%%o%@%ﬁ% %fp&pp@ma q'@ﬁl‘%mﬁ' falizpelopsa the | ow
marr})ry {rﬁ}ﬁ@f@ermwed|tisresboi|0lf(M@Mﬂda??e@ﬁ@@&ada’%ﬁe hﬂ#ﬂo;«? $. [hRaSPEG ﬁlzé@d
applicati i ru out -of - nmenory excepfions issue

oggr ati ng &:ﬁ% ¥ tj:’f’ uﬁ é'g%%@y%@e%%f%@tﬁéa%”aﬁmq%ﬁeloéﬁimnaﬁimme:dlate
out - &5- mmfeﬂespbm@l‘lzeﬁ ApplicBHGHh, iR s e?ﬁYWarrﬁﬂb?oﬁ@dFPé ivb e 16 dlél{ ep

bl ock 158 r ops, bel ow tge operating systemt resho cat ed a
408, lon'to be executed. The low memory manager 146 of the present invention provides

a novel method by which warning of an impending out of memory problem can be
provided sufficiently early to allow corrective or remedial action to be taken before the
crash of an application.

20 [0033] More particularly, as indicated in step 406, the low memory manager 146 is
configured to detect, as long as the specialized application 144i is running, any out-of-
memory exceptions issued by the operating system 142 in respect of specialized
application 144i. An out-of-memory exception will result when the available memory in

~main block 158 drops below the operating system threshold. As indicated at step 408,

25  upon detecting an out-of-memory exception issued by the operating system in respect
of specialized application 144i, the low memory manager 146 instructs the operating
system 142 to release the first reserve buffer B1 154, effectively integrating the memory
of buffer B1 with the main block 158, thereby increasing, from the perspective of the



25 upon detecting an out-of-nmenory exception issued by the operating system =~

in respect of specialized application 144i, the | ow nmenory manager 146
instructs the operating system 142 to release the first reserve buffer 131
154, effectively integrating the nenory of buffer Bl with the main bl ock
158, thereby increasing, fromthe perspective of the -9 specialized
application 144i and the operating system 142, the ampunt of free nenory

avai | abl eg peci al ized application. The newy freed nmenory
will in n&ralgggeg’}sﬁ%ﬁqﬁiﬂ i a%ihepqwgﬁag sysiergetd?e the amounpehfiée memna@sh.
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rranagerrentk:égmﬂs %gltél éorﬁﬁ%%ﬁ?htslg‘%@sg ’&G gled C@H&P%Iaﬂz%@l%pbﬂﬁoc yisueh, or
coul d beSH M@Qﬂtc’tm aﬂ'mwre@bé"ﬁﬁﬁloﬁtﬁez%dttﬁﬂplﬁﬂdﬁﬁdn%ﬂy opﬁttgmg??éﬁl e of

the | ow gRORLY, ne . enbodi nent s ¢oul d
be sent to agy gene%qu}(ggfjlaf‘(%‘? FHORIG SigARIRY Boreriblepaseed t@oa’rmamgetr@n‘l\hl ch

the af f eapplicationyibite
 mpl gren o " e, ow penory macanrierate PGB Bhol PR goui

t| ere t | ow mrenor
trans por@ fﬁ g?{ ’f@@l@%*c%ﬁ%t P g tie gamevaly (f@e affbetedaspaichyzad er t
si gnal capplitatie s(ﬁrgmtog runnl n n controller
122, which in trt]Jrn may F%soqun@aﬁg‘gﬁ% r?'?rﬁ’éd éfé J?‘rﬁn %moquﬂn?ﬂt@eg‘ﬂ gat e

t hef pr obgg?'“grﬁ'g(‘ﬁ‘a%ﬁﬁﬁ?ma@m meatgamootapitk o k?fn.n?laa FRhdlebe
confi gur r ei t her .automatica or wi e
i nterventi O{E}Lﬁgt’ ﬁhf&ﬁgﬁ@%ﬁ%}rﬁgg %?)Hp@lge;r '%ﬁgm%eéjg’ﬁé‘ WWQQérFéﬂtexamﬂiﬁ% dainon
O oap e g po ooty mubadoerd § ANRGAH St S o
el eqiro c r Wi i

126 Vo raeriacBHEEE of BBy CAalHET ah0. the Waniactied Sancsposk ha somipors
interf ad@a”agem@mapﬂhbmdmrmnh&g o @ErolBY 122 ket /kh ,‘[ﬁl}ar% fsgg ?hgaze”‘ par ni ng

e

signal t ipformation in meno 152i to a persis
9 Lnihah %perator fo mvest:gate the prot))/!em The manageament application on controlier

122 could be configured to take corrective action, either automatically, or with the
intervention of a human operator. For example, the management application on the
20 controller 122 is in some embodiments configured to cause electronic traffic ro be
rerouted to other wireless transport interfaces 128 to relieve some of the demand on the
affected wireless transport interface. In some embodiments, steps may be taken after
the first warning signal to store information in memory 152i to a persistent storage.
[0035] Turning again to process 400, once the reserve buffer B1 154 is released, the
25 low memory manager 146 waits to see if the operating system 142 issues a second out-
of-memory exception in respect of specialized application 144; (step 412). While waiting
for a second out- -of-memory exception, the specialized application periodically attempts
to re-reserve the first reserve buffer B1 154 (step 414) - if the memory usage level by
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[ 0035] "Turning again to process 400, once the reserve buffer Bl 154 is

rel eased, the 25 | ow nenory manager 146 waits to see if the operating
system 142 i ssues a second out- of-nmenory exception in respect of
speci ali zed application 144i (step 412). Wile waiting for a second

out - of -menory exception, the specialized application periodically attenpts
to re-reserve the first reserve buffer Bl 154 (step 414) - if the nenory
usage |l ev -10 the specialized application 144i drops down to a |evel

t hat does ?Woﬁpeﬁ@amd appliosdion d 44bdribberdobih thoataasliar @oeé hetrelghre pR&IAL | NY
reserved by the | ow nenory

system 1 I to be re-
manager iﬁ%ﬁércljjt%gér%mgsep %‘Dﬁ?‘étqpﬁéaté'%@éﬂ?ﬁﬂ Q\Mvillla”ﬁﬁ‘ttheénq?f@wiﬁé)&@ﬁory

to be rel€gewedty thhdow ovemenyonynamsages, othmusfertﬁetb%@% 514?%5?%8{ S
|gurab e In one

by | ow n¥g [ tq re-reserve first buffer is C

enbodlﬁg men %]B “%&%ﬁveﬁq%%ﬁ?’eﬁ%dttﬁéh%mmm@w mﬁéag‘%s’éhﬁéebumﬁ@rofahe 154 is
no | olgerattenged &g iouadhdrs RS Lok, SLep 414,
t he | ow mam)%ﬁ ggfag ?Iggre]ts arf\éssgi?%sr%{gg ﬁw\gtuz%%aésggmﬁ?bkd'? °B€hew
first occliPyfiventet tha "?)\Lﬁ'ﬁ@w 'Wﬁ)@‘gﬁrém@ﬁhewseri@bpﬁéem 1B4rifinodormg@ai n to
step 412 nelhigd apglistd a further of - menory
except i or? eV\/nen t he aédf:ﬁUzs tﬂ%amn%ﬂéw%%h‘ 93(/5\ §f§B|4é2dtf'@ oy m%m@&ée of
the r esem@‘%&?r fesetsand seturns foseb aﬁs td’h.@itcfocurnremﬁt OécureTREVTGn out-of-

out - of - RREry egptdon will typically indicate that any corrective action
t hat was taken |n esponse to the first warning alert has failed, or that

the #9rs{0GR ni nfuming agdiago gta:pel‘llmlﬂwdﬁératiﬂaé SB/Q@?H]M@%«H Rd| é%tfﬁﬂhélnotﬁt ep

416, d t
manager TiaerarE s GR iRpd et retiprenapeers aveiatiectiotelieato of
i ntegr at thegreseefermmwrwofsmf&s@a up2 mt&chn@ne&bﬂa%esﬂg%ééﬁo%%@*}h

previ ous % Ieasl? first reserve buffer Bl 154, ther I NCr €a from
the perspective 'y ”¥M‘F%{Plﬂi%tcﬁnya%re%la@|8@h0r1ﬂmtW,Hsckaktaeimpapahs@ga

syst em 1th2, ﬂréﬁl&ammyJélbrthasfféi?eﬁ:l %?WM & s Bl
sp601 L@?Q fp lication. The new eg'gééd‘?a?ré a%%flg&pg&%hgﬁggd
suf f { Sfl!@ﬁlC@f@Qd@éF@\p fg@mream@sado |awetcymti @ut@k—mewh@@ﬁéﬁééb%n e
crashi ngo@f t for exa sel ect ed
crast malglogrnmfalﬁ@ry F’i‘i‘afw%%oremfafé%z%(s%% th88ecohd e SREIBL Gar B %6 effectively
integrating the memory of buffer B2 with the main biock 158 and the previously released
first reserve buffer B1 154, thereby increasing, from the perspective of the specialized
application 144i and the operating system 142, the amount of free memory available for
20  use by the specialized application. The newly released memory preferably buys
sufficient time for recovery supporting activity to take place prior to crashing of the
affected application — for example, time for selected information in the memory block
152i to be stored to a persistent storage location so that it can be retrieved at a later
time.
25 [0038] As indicated in step 418, upon releasing the second reserve buffer, the low
memory manager preferably issues a second warning alert to signal that a crash is
pending. In some embodiments, the second warning alert is effectively a command to

commence shutdown of the specialized application 144i. Preferably, the second
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152i to be stored to a persistent storage |location so that it can be
retrieved at a later tine. 25 [0038] As indicated in step 418, upon
rel easing the second reserve buffer, the low nenory nanager preferably
i ssues a second warning alert to signal that a crash is pending. In sone
enbodi nents, the second warning alert is effectively a command to conmence
shut down of the specialized application 144i. Preferably, the second -11.

y supporting activities to take place. In

war ni ng @\I,a%ihg':#érggrers recover )
sone enbodi + HYEETS lRGYEN R RROTHN G Refivitiesolol tdkbelaes irgsadneor vari abl e
passed t endnefirhents, tepéd i ikl pplication | ocated on the sane
conputer _as,.the af | ect ed@gpﬁﬁng{é’t%‘%ﬁ%ﬁl@? %ﬁqqﬁgP{/yaﬁ?biﬁdﬁsﬁﬁ‘éﬁ%ﬁﬂﬁhef he
second WAPRISGORI%MitWoan @pblicationt lotated di thensaing! Yomparlred (BRAGENENt

appl i cat hepiEoaN : ..[0039] By way of non-limting exanple, the
af f ect ed ggclaci glai 5%‘%%%%@?2%}{3% t'(grhagli’ épﬁf)g(’@@ METRINGIS capiddbesentttpanspor t

i nt er¥ aceemaltely lanaterasanasrhéret émicéwbﬁgnem%bﬁ%utélpssages to and
s.from nobi |l e devices 106. The specialized

recei Vi Ngyn1a¢ 0m sa

appl i cat fgr‘?@ira{gﬁ{@?ﬂglsﬁorgﬁﬁ’dﬂ%eﬁg@@g@%ﬁ@é@d gpedialivedempizabibodk4ilbai 10
t hat i nchaeidemipeodiwigicdst @ B BLRS dgh i to be sent out to
mobi | e deyices 106, and. penﬁiﬁ)rqgﬁi ncomﬁr%k%ggégpe%'éﬁ?g%%ﬁ%% JOH¥E| ved
from nobi FESEHEIP ALY regsiviia inpeminemessagesten hybldecgeseney, THY. The
pendi ng SNGeS Neati : her things, status messages such as
errgé cogé?g and ggEn%évuoggJag%r{?g%ﬁ'ﬁ%’ﬁ\%ﬁ?@%ﬁ‘éﬁ@e‘ﬁ@?m Mevenglock MR very
of _melt ft ippedpenendigg qlﬁgcmf}agsa@mges thdtearpendliimg t'Bs $88€o UL HL if@i% be
critica r M| ost" messages, nanely messages I n which an
ori gi nat(:iiér\{rgb e&%gﬁ@g@éi}@% 'ACWDH9 Bege’gesethat bave beerfecairachfromemobibet or

anbi guodievioas di0BeILtot gst prockBessbAtHSRALWAY IR iz Loaledias, Sent
rom:t o ccordi.n , in the event an 1 npedin €
f h?nrﬁ'%}’é A % di &gﬁ/ i ﬂ v gf he Zlﬁﬂg;ewﬁggﬁg%% Mgy
speci al 15au AL ETih G, StHtisiassneges abbk abmremidodkbzmdt 0 a per si st ent
st or age aakndweladgeinBAts? And dohi/EatiorRe A D el e TR b e pording M2
ared equired to ultimately be sent ﬂﬁodﬁgrv%?%asq%gsﬁeh%%@ég%g%e ofthe pending
messages in the pending message buffer may be critical in order to avoid “fost”
messages, namely messages in which an originating device such as a mobile device
106 is left with incorrect or ambiguous information as to the status of an email message
that was sent from the device. Accordingly, in the event of an impeding crash of the
specialized application 144i, it is desirable to serialize to a persistent storage at least the
20 critical pending messages in memory block 152i that are required to ultimately be sent
to avoid lost messages.
[0040] Inthe presently described example, the specialized application 144i includes a
shutdown manager 160 that is configured to receive the second warning alert issued in
step 418, and subsequently begin a shutdown routine that includes, among other things,
25  serializing to persistent storage any critical messages that are stored in memory block
152i, thereby allowing the critical pending messages to be retrieved and sent at a later
time. The messages could be serialized to a local persistent storage of the computer on

which the affected application is running, or to database 124. The second warning alert
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[0040] In the presently described exanple, the specialized application 144i
i ncludes a shutdown manager 160 that is configured to receive the second
warning alert issued in step 418, and subsequently begin a shutdown
routine that includes, anong other things, 25 serializing to persistent
storage any critical nessages that are stored in nenory block 152i,
thereby allowing the critical pending nessages to be retrieved and sent at
a later time, The nessages could be serialized to a | ocal persistent

ft o(r]I atg]ebdﬁs%%f”csé?ﬁ)éﬂ%ﬂs preferahiycaiso bﬁT\MG{CE@ﬁlr?dt_l}a@pHgﬂ@bilﬁ {10 iﬁa Egﬁ%,@}gq 40r
o data rning aler issued in ste 'S
pref er abf?%etg%ggC%a-rg\%y%%g?ﬂ%mpef?{h%/'%fi‘?mpﬂé’i“faé’cffq'v,th@ MfirtemSSctmEnmrﬂ ipterft88 so
that it c@twmiseraining thefdrashihg dpplicaoAUiLS meﬁ{;,qg@etg}% W @?Leeﬁf?“fh'
cati o i

transport jnterface 128k that Is running the crashrng appli
and desi é}”éﬁléssotﬁ@wndﬂﬁeéfa&?ﬁé‘?ta’iﬁiQ\@Fé@%fraﬁi&rmmba!soitmtﬁriéaeesdtsenﬁalk@ over

t he t§af fsefiaied @itisal ﬁ}gségﬁ%rsi_ eve and send the 5 serialized critical
nessages It will tthus be appreciated that the | ow nenory nanagenent

0041
process Jﬁ‘{‘{?ae f piidbenbeiappeetiaten thabihedes meviancednageRiend pRicdsSReRH Ng
crash of ' i an ,out of nory situation, thus allow ng
correcti \;/)gé‘sggf Wgﬁﬁﬁ%%l}ﬁ;ﬁé %k"‘;ledﬁ'%tngefJl MAARE Oqer.‘)m%é‘ﬁ‘f’gt%srt phan agpticatiossiue
r ecover ytGappet ef mgmecy sitrmtionothes dlkeng s6rbHive $tlohls 48 1neiakan Kl 300!
he exanpl e enbodi ment descri bed above; %o

| ost if r 0 rs. Ilnt

r ese1r Q\;e Brl?&? ﬁg{rﬂg Ci%%h pid 3?9\%&0?\’%9{”@90@@@@086&@ batihken sottivat citiphii dzsi on.
Wherllan isutot Gfst ifrecrasll oesGeP by ' ' Lreserve huffer is

rel eased% nd a warnin issuedd%s%%ﬁﬁg%gﬁ%é&ggtrb%%‘%q?egjlsﬁ%% oJRE*NEman

controll ‘Hﬁir NS Effsﬁé‘f@%#ﬁemath@ raenpacavailablesiot the mpplieatior: Ghen bh dutefwar ni ng

does notme bxddbtd f L second out 15 of -nenory -
exception ??d*e>(§eeirbveg,%%ﬁ%lahgqetfkg%’?g%%}%f'%Feq?%s angl 2 weEng issgethe

commenceiftiiat sither ardivth eltosnatet wrddwman comhigolrRbh 68t 30 g Wid b ribkich
The | ow nenory nanager 146

criticala@ghdchs f ersistent, menory. ,
rel i o5 of obt <o 26aol e SRR GBI 5 everosptil a sy secimiaas,
rat A8r  tafanemotyeswuieplign ioretietvert Ciuging the 98Ed ORI Mo BN QY AT HRG Yad'Sa0®
itself. Céﬁ“_g ricesul tt’ fI owrﬁem)r y,manager 146 uses 20 relati Vel y'few
processing I esour el Grcanwliedshutdownpidheampiipatian deringrpihistendted! data is
stored to persistent memory. The low memory manager 146 relies on out-of-memory
exceptions issued by the operating system 142, rather than attempting to directly and
continuously monitor memory usage itself. As a resuit, low memory manager 146 uses
20 relatively few processing resources of the computer upon which it is implemented.
[0042] In some embodiments, more or less than two reserve buffers may be used.
[0043] in one embodiment, there is provided a computer program product having a
computer-readable medium tangibly embodying computer executable instructions for
implementing embodiments of the invention described above. The computer readable
25 medium could, among other things be a storage medium such as a magnetic medium or
an optical medium, or could be a communications medium such as an electrical or

optical signal onto which the computer executable instructions have been modulated.
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[0042] In sone enbodi nents, nore or |less than two reserve buffers may-be - -

used. [0043] In one enbodinent, there is provided a conputer program
product having a conputer-readabl e nediumtangibly enbodyi ng conputer
execut abl e instructions for inplenenting enbodinents of the invention
descri bed above. The conputer readable 25 nmedi um coul d, anong ot her things
be a storage nedi um such as a magnetic nmedium or an optical nedium or
could be a comuni cati ons medi um such as an el ectrical or optical si gnal
ont o whi {l04dhe TherghitverdRxapad abl 3

[ 0044] The above-described enbod”%%ﬁ?gﬁ%Qﬁ?ﬁ%Bﬁ%%@éﬁ?gﬁﬁgé |on argtO%

i nt ended®XYPNpHES 08 an‘%‘lt%?f’%‘?ﬁ yﬂOC}Xfl@aithnslamsvarmndm imeat hoaffectad tv &g at i ons

may be ehirasdl t b hose S |II din the art
W T hout eneaolBolon @ thot ST RRCTR b ert deiRha o Bemcrieachy "t he
cl ai s dppdmEsdionewbich. is defin@i Ay M claims Appendetihéeto. managi ng | ow menory in
a first conputer device having a processor for executing an operating
system and an application, and a nmenory available to the operating system
and application, wherein the first conputer device is an interface for
exchangi ng el ectronic nmessages with nobile devices in a wireless network,
including steps of: (a) reserving within a block of nenory a first reserve
buffer and a second reserve buffer for the application that are

unavail able to the application until released; (b) releasing the first
reserve buffer for use by the application upon determ ning that nmenory use
by the application has reached a first threshold; (c) generating a first
alert after determning that the nmenory use has reached the first
threshol d, and sending the first alert, once generated over a network from
the first conmputer device to another conputer device; (d) upon detecting
the first alert, causing electronic nessages to be rerouted away fromthe
first conputer device and to at | east one further conputer
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device that is connected to a conmmon network as the first conputer device;
(e) determning if nmenory use by the application exceeds a second
threshold after the first reserve buffer is released and if so rel easing
the second reserve buffer for use by the application and issuing a second
alert; angdafffas: upon detecting the second alert, comencing an autonated
appl i catTonshat down routine including storing selected information from
the bl ock of nmenory to a persistent storage. 2. The nethod of claim1

i ncluding storing selected information fromthe block of nenory to the
persi st ent sﬁﬁkgge subsequent to determ ning that the menory use has
reached the t et or manggiagiewroemstry é1 aifiisticomeuter devige dewing ) a

determ ' IrSorBds LiRat r t first threshold
when anr}gg!t:%%c{r?r%mry utgg eap ?@%raﬁgaggétneﬁ %pggasrbgérﬁlﬁ%%ﬁe?gqeﬁ@e@gg emin
respect ailable tafpé iopatativg syatemi and epplicatidat ahataathefirdt o td@licd he
menory use h xceeded . the second threshold 15 when a second, out-of - menory
except i onaNANBHAGE ApICERINANGHG BIgeHanIcHgOssATRsIth molakdedons inteireless

appl i Catﬂe‘ﬁﬂoﬁ@iiﬂcﬂ’u&ihgsféﬁss f.reserve buffer is released. 4. The method of
claim1l wherein the Size of the second reserve buffer is less than that of

the first redelve reséiving wihinTh blovitdfodembryg b dirsh rkseivedhufflirrmdad tecorsd ep
(b), re-reseryi ithin the block of nenory the first reserve buffer if
the menbr P iR S B9 Yrahe drateaivs fiatire STEPIRPE 0 the EBRUFIONGU iR eaBe o
of claim1 wheyei Relehging thetfirsOERURRY bGEM B ush afe dpplibsid Q;ﬁéﬁn of ~menory
out goi ng el ectronic nessages that are to be sent "over tphe W rel ess network
to the ABHMINigethaememaizLserhstheraprjicatior binedenoted adirstthreshold;t he bl ock

o oY oot "GP b R SR T o T B nie ™, O P
net hod odacticai thieGirsitareshvid hend ondig Aé BRIt et BHld SEN & alRESAIES
network from the first computer device to another computer device;

(d)  upondetecting the first alert, causing electronic messages to be
rerouted away from the first computer device and to at Iéast one further computer
device that is connected to a common network as the first computer device;

(e)  determining if memory use by the application exceeds a second
threshold after the first reserve buffer is released and if so releasing the second
reserve buffer for use by the application and issuing a second alert; and

{f) upon detecting the second alert, commencing an automated
application shutdown routine including storing selected information from the block of
memory to a persistent storage.

2. The method of claim 1 including storing selected information from the block of
memory to the persistent storage subsequent to determining that the memory use
has reached the threshold.

3. The method of claim 1 wherein in step (b) a determination is made that the
memory use has exceeded the first threshold when an out-of-memory exception is
generated by the operating system in respect of the application, and in (e) a

determination is made that the memory use has exceeded the second threshold
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stored in the block of nenory include critical nessages that are required
to be sent to selected nobile devices in order to avoid |eaving the

sel ected nobile devices with incorrect or ambi guous information as to the
status of electronic nessages sent therefrom and the step of storing at

| east sowhenf atseeond QUEAF-ErEON UXCEPESA U Gehdratdd B?lﬂfé é@éf&tm@ts%?e@ﬁ in

conprises sel ecting from anong the Stored outgoing el ectroni nessages the
critical "ReRRAGEdhe paplicationwhils thedirsbrasensehufferdsweleaseds nobil e  devi ces,
and attenpting to store the selected critical nessages in the persistent

storage. 8. The nethod of claim1l wherein the block of nenory is booked for
the application upon start up of the application and the first and second

reserve HuffeMhe metRyvelclhingn SibrdRPiheSdifd b e dégcotnlaq{aﬁgﬂe! Gtdra8iest 9- A

system for managing nenory on a first computer device IS an 1nterface
for exchiil Higtof tig Fshresanse baffes with nobile devices in a wirel ess
network, the first conputer device having a processor, a nenory, an
operating systemand an application, and conprising a | ow nmenory manager
for reserving within a block of nenory a first reserve buffers that is

unavai | abl e t Ththaetionl dfciPN, iHBliding Eﬂt&a@tﬁg éB% ;’e{rﬁgerlvg'}gpﬂfﬂmrtxewgf ;

and releasing the first reserve buffer for cat1 on upon
det ect i ngeAgtytBe figst reservechnsfey iftheapemony yeadydhe dipplication faip detdw ag
system i & gct of the application; wherein the first conputer device
stores in the nenory outgoing el ectronic nessages that are to be sent over
the wreless network to wirel ess nobil e devices; the | ow nenory nmanager
bei ng configured for reserving within the block of nenory, in addition to
the first reserve buffer, a second reserve buffer that is wunavailable to
the appl$-cati bie methpdofclaimctiwbgreindhe divstrrompuytendenge storgsiire tiad blogk of

first al i . fi oyt of nmenory exception generated by
the' operamath Bladifh ReRRIC BsSahst i astite BBent ol BoNErEEr AB A0 Gecond
alert datrtd the enelals devitas, wiesretstoeing feeredied (rEbriation B8PIe HIBcRBPHiFAbHON
on det,e ng a
up to%é p%rsrstent storage comprises storing at [east some of the stored outgoing
electronic messages in the persistent storage.

7. The method of claim 6 wherein the stored outgoing electronic messages
stored in the block of memory include critical messages that are required to be sent
to selected mobile devices in order to avoid leaving the selected mobile devices with
incorrect or ambiguous information as to the status of electronic messages sent
therefrom, and the step of storing at least some of the stored outgoing messages in
a persistent storage comprises selecting from among the stored outgoing electronic
messages the critical messages that are required to be sent to wireless mobile
devices, and attempting to store the selected critical messages in the persistent
storage.

8. The method of claim 1 wherein the block of memory is booked for the

application upon start up of the application and the first and second reserve buffers
reserved therein upon start up of the application.
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further out of menory exception generated by the operating systemin
respect of the application; a shutdown manager for storing at |east sone
of the stored outgoing electronic nessages data fromthe bl ock of nenory
to a persistent storage subsequent to detecting the second alert; and

anot her - gonputaesysiem fBe nisagiff RleMdly d's MEBhIItS! SRke MRls aniakKask and
causi ng el ectronsi’c nessages gtrgfbe r(grgout edI av(\:/gbﬁgjromthee Fnlé?sfst corrp}l??er

devi ce afl excaaaginge%[gﬁtr@ai@ negsages vdtinmabde dewicies dn Bhaiteless oetwirkf et to a
comTon nHRpldter 40l bhTg e SR E o L SRiord G dPr TR TP R T e
buf fer i applicdtion; aheasathbrighena tdw mathbRemaRbhePlor TBEIRHMGANBIRRE BIBck &f
gener at egrier%gry a first reserve buffers that is unavailable to the application until released by
the low memory manager; and releasing the first reserve buffer for use by the
application upon detecting a first out of memory exception generated by the
operating system in respect of the application; wherein the first computer device
stores in the memory outgoing electronic messages that are to be sent over the
wireless network to wireless mobile devices;

the low memory manager being configured for reserving within the block of
memory, in addition fo the first reserve buffer, a second reserve buffer that is
unavailable to the application until released by the low memory manager, generating
a first alert after detecting the first out of memory exception generated by the
operating system in respect of the application and generating a second alert and
releasing the second reserve buffer for use by the application upon detecting a
further out of memory exception generated by the operating system in respect of the
application;

a shutdown manager for storing at least some of the stored outgoing
electronic messages data from the block of memory to a persistent storage
subsequent to detecting the second alert; and

another computer device for receiving the warning signal over a network and
causing electronic messages to be rerouted away from the first computer device and
to at least one further computer device that is connected to a common network as

the first computer device.

10.  The system of claim 9 wherein the second reserve buffer is released only if
the first reserve buffer is still released when the further out of memory exception is

generated.
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