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20[ 0003] An issue of password protection may be that a password that is
conpl ex ehBGGhatREC G Pl ENRIOPeapast I dhcalctters apy iptthe vrae Gasss obE theo difficul t
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screen may display a personalized digital inage. A user input device may
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| Mg&,, A [H&(ﬁ? & RSue of password protection may be that a password that is complex enough to

provide a proper level of protection may be too difficult for a user to remember. Most
users may often use easily determined passwords like “Guest”, a user’s name, or other
casily divinable passwords. Users that use a properly complex password may often forget
the password, leading to a very frustrating user experience.

25 SUMMARY
[0004] This Summary is provided to introduce a selection of concepts in a simplified form
that is further described below in the Detailed Description. This Summary is not intended
to identify key features or essential features of the claimed subject matter, nor is it
intended to be used to limit the scope of the claimed subject matter.

30 [0005] Embodiments discussed below relate to a picture signature password system may
use a picture signature password to determine access to a computing device or service. A
display screen may display a personalized digital image. A user input device may receive

a user drawing set executed by a user over the personalized digital image. A processor



WO 2012/ 161727PCT/ US2011/ 055507 may aut henticate access to the user session
if the user drawi ng set matches a |ibrary draw ng set associated with the
user. DRAVWDNGER/{6006] I n order to describe the manner i RCEhiISeH 11063507
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drawi ngs. 440 %rsgttﬁgwlﬁgdmtthgﬁgg@e draw ngs depict only typical enbodinents
and are not therefore to be considered to be limting of its scope,
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FIG @ ildMstates, in a flowhart, one enbodinent of a method for matching
a user drawng set to a library dravvl ng set on an individual nenber basis.
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mat chi ng S d i ng set t i brar set an an aggregate basis.
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15 [0011] FIG. 5 illustrates, in a flowchart, one embodiment of a method of administrative
preparation for an authentication service.

[0012] FIG. 6 illustrates, in a flowchart, one embodiment of a method of creating a library
drawing set.
[0013] FIG. 7 illustrates, in a flowchart, one embodiment of a method of executing an

20  authentication session.

[0014] FIG. 8 illustrates, in a flowchart, one embodiment of a method for matching a user
drawing set to a library drawing set on an individual member basis.

[0015] FIG. 9 illustrates, in a flowchart, one embodiment of a method for matching a user
drawing set to a library drawing set on an aggregate basis.

25 DETAILED DESCRIPTION
[0016] Embodiments are discussed in detail below. While specific implementations are
discussed, it should be understood that this is done for illustration purposes only. A person
skilled in the relevant art will recognize that other components and configurations may be
used without parting from the spirit and scope of the subject matter of this disclosure.

30  The implementations may be a machine-implemented method, a tangible machine-
readable medium having a set of instructions detailing a method stored thereon for at least
one processor, or a picture signature password system for a computing device.

[0017] A picture signature password system may increase the complexity of the

authentication process while improving usability by implementing a picture signature
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drawing set is being received as intended. The picture signature password system may
compare the drawing set entered by the user, or “user drawing set”, against a previously
25  entered drawing set stored on the system, or “library drawing set”.
[0020] In one embodiment, a picture signature password system may use a picture
signature password to determine access to a computing device or service. A display
screen may display a personalized digital image. A user input device may receive a user
drawing set executed by a user over the personalized digital image. A processor may
30  authenticate access to a user session if the user drawing set matches a library drawing set
associated with the user.
[0021] FIG. I illustrates a block diagram of an exemplary computing device 100 which

may act as a picture signature password system. The computing device 100 may include a

bus 110, a processor 120, a memory 130, a read only memory (ROM) 140, a storage



drawi ng set executed by a user over the personalized digital image. A
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input data. A touch screen 166 is a display that interacts with a finger of a user to allow
the user to directly select or input data. A direct motion input 168 is a camera or other
image or motion capture device that may read a motion made by a user. The output device

25 170 may include one or more conventional mechanisms that output information to the
user, including a display screen 172, a printer, one or more speakers, a headset, or a
medium, such as a memory, or a magnetic or optical disk and a corresponding disk drive.
The display screen 172 may have an integrated interactive touch screen 166, allowing
users to select data representations on the display screen 172 by touching them. The

30  communication interface 180 may include any transceiver-like mechanism that enables
processing device 100 to communicate with other devices or networks. The
communication interface 180 may include a network interface or a mobile transceiver
interface. The communication interface 180 may be a wireless, wired, or optical interface.

In one embodiment, the communication interface 180 may include a universal serial bus
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set and digital image to create the picture 51gnature password. The picture enrollment

class 222 may send the picture signature password and the text password to a system vault
230 which securely stores that data.

25 [0027] The next time that a user seeks to authenticate a session, a login user interface (UI)
local process 240 may execute a picture verification class 242 to receive the authentication
information from the user. The picture verification class 242 may retrieve the picture
signature password and the text password from the system vault 230. The picture
verification class 242 may prompt the user to complete the picture signature password by

30  presenting the digital image to the user. The user may enter a user drawing set to be
applied to the digital image to create the picture signature password. If the user fails to
properly complete the picture signature password, then the picture verification class 242

may prompt the user for the text password.
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conputin eO\Ill?cee (Si?éle? service. Aﬁ%lyi&i onal I'y, "a %éer (T?ﬂa%\gm&ng set i's a
dr awi ng setlecentreseedt moomcAassr masdmsi Doradagestan 34¢ onthrthchd of hegrrsonaeat ed.

;I'Ih gr 1’1:’ Sr ?f:é}wd{?gcvlmggcgwige:%B@ Pl?e gste? 31%9 dlrar\])v ‘Ev&t]oeups a'lsrtd?irr?e ?égglcgrléls 53& ?oocrgéss Oal:lt

the crescent moon. The user may draw a freestyle form gesture 370 by tracing the

25  underside of the car.
[0032] A library drawing set is a drawing set stored with the picture signature password
system after initial input by the user upon creating an account with a computing device or
a service. Additionally, a user drawing set is a drawing set entered to access a session
once an account has been created. The library drawing set may be stored in the system

30  vault 230 as a library drawing set record.
[0033] Whether a library drawing set or a user drawing set, each member of a drawing set
may be identified by a set of position data. The position data set indicates where the user
has touched or clicked. For a touch screen, the position data set may include all points

touched by the finger of the user, or a representative point, such as the center of the finger.



[ 0033] Whether a library drawing set or a user draw ng set, each nmenber of
a drawing set may be identified by a set of position data. The position
dat a set wodorateR7where t he user has touched or clicke®CTRSR01a/05350T h
screen, the position data set may include all points touched by the finger

of the user, or. representati ve paint, ch as the center of the.finger.
WO 2012/ 1[8‘157‘12Mﬁ%ﬁiﬁg%‘%é‘?ﬂyﬂ%éﬁ]nf@ﬁ%ﬂaa“FT BN Qoegiechay b
i denti fi e@cRY dtaShe 9EctBO®I S L@ AR ROGir&tRRUhOfiscy Rlol & thd@baeh Jgickect or

data set indicates the direction the user noves that touch or click. For a
t ouch poilmr a towed poett e vdetbadaesctiiscrapiyt 38 ncawovanendvedrent occurs. [ 0035]

Addi tion nber . of drawi,ng .set may .be assocjated wth. a set of
i ng 2003 LSRG Eh Morthehp PR EE e G R 506 Sfay N dtdidafe « he
dur at ison qta. erafowdh fog, heustbMPhing datadfaydngiest Wiedurhiith SRht9foftidn ng dat a
may indicate the }peed of entry of the gesture. [0036] For specific draw ng

types, t Heugh rainfr &08p gadeigr Gieselsywonias fal nayangdicatgdld fpced abemrysafdhage

f or mat toegtgwresent a library drawi ng set nmenber. For exanple, a touch

poi nt 320° fmay be represented by a touch point library drawi ng set record
400, as gbedsn Hom spdcic d@awitgypethe mctgesdighaeurapyssherd @py asentredifieydag
general library gesture set record 420, as showmn in FIG 4b. Alternately, a
i ne gestyRTagROMAY reucscapr Ebisht daWige st mepber.i Fprgrymylst trush gemt & or d
440, &S i [ t a
A L R 0 e S e S S
i brary diwatheng gestirarmepbarapeaseitad by a gusaral litotenytgeftumatet meold 430, 40shotva

identify .t user,assocjated with t | i rary draw n et. The library

dr i ng’ <88 T0eR0 ARG a0 Bhs e STl TRt B Do GEE

di fferent,.Qirgu4b SsShORRLHIERS PRS ?\Y‘dei’é%&'fur%ﬁ(ﬁ fa§ bk réﬁk&hﬁzﬁ%sa iRt di fferent
settings. The user setting describes tThe |ocation of the usér, such as a

home | ocdtbray,gestuoekrecordadtiOons, shownan jlBl 4& | ocati on. For exanple, the

Phe. 1100 IPGRE HHE G PET AR S P IRt AENG A FRE D UL IO It b £
| ocati on tAsuapRYBEdtcdavith theMBrdrp dakwifB set TBe libRiR Wi @Yt RetofEiay B&@F d may

have an imge identifier 406 to identify the digital inage that acts as a
pronpt f drusehecttipgidentjion 384 atfprsingjdbifereyt retad signasee prseerds arayifeiante a
l'ibrary ] . . i | tifvi of. the
i brary dvairie BRI Sl e R et AN LHAR RISl o1
410 that 4 lgbeind otatem, b herk 1dettery ofl b aubliglosatonrdHobexandfl8, ts pudrosighatpd nt
320, line gesture 330, circle gesture 340, or freestyle form ggst ure 370.
[ 0039 A RRSUHA sBite MayHIRYE ¢ Uard0RTR §iricely reess dhedtmary dravige aelrihfhe|user ar y

gesture %§5céet§ﬁ9% ﬁg‘%&erﬁ%’onlﬂ Qéﬁbl?c TobRIAr X SoB@?ée%i%@QP?@% 16dabfich). ﬁh@iiﬁraé,tlz

associated w raphi ¢ 30 coordi nate ary drawm ng s

menber . Threwinglsetareyord osdytiavn as éhadd idewdifdt 206rayidemtdiyabd digpali intage dtat actpi xel
or sensor level. The library position set field 412 may have an associ at ed
posi ti on P3IPEPHAL r?ﬁ‘l“ﬁserfi el d 414 representing a position tolerance val ue.

The [0038] The library drawing set record may have a library drawing set member (LDSM)

25  field 408 identifying a member of the library drawing set. The library drawing set record
may have a type field 410 that identifies the library drawing set member 408 as a touch
point 320, line gesture 330, circle gesture 340, or freestyle form gesture 370.
[0039] A touch point library drawing set record 400 or a general library gesture set record
420 may have a library position set (LPS) field 412 associated with the graphic

30  coordinates of the library drawing set member. The library position set field 412 may
indicate points at a pixel or sensor level. The library position set field 412 may have an
associated position tolerance (PT) field 414 representing a position tolerance value. The

position tolerance value indicates how far the user position set associated with a user



position tol erance value indicates how far the user position set associ ated
with a user WD 2012/ 161727PCT/ US2011/ 055507 draw ng set may be fromthe

i brary pweiztizomireet while still considered to match thecCriuse@nps350siti on
set. [0040] The library drawing set record may have a timng data set field

416 assocjated with the speed of entry or ration of entr f the library
dr awi ng Sl iRy poffo f?%ﬂlaw&sb%l n §cf Wgﬁ? §tﬂﬁi P%Wi?@edsteﬁ%@k@fe&{%r%e

timng dgiRitdflked i€l d 416 may indicate the duration that a touch point is
held. For a general library drawing set record 420, the timng data set
field 414008y Theditcayelrawmiog sgaechrt aty havgesiming dits sefritedd ¢th astbaated miithg dat a

set field, 416 | so be used. to i i cat e ether a fifst 1renber, of a

Gy o ng. duf et BEe S Rt sy P B R DE et S EPT R RER S, o awi ng
set. Bor RXaMPkLy dPavidiLEct T8O Ah&tiMinkOd2416 fieRl /M6 BAPindtaicaheBiRfibNY a
circle gesture 340. [0041] The general library gesture set record 420 may

have a | ithetartpuchepaintis beld. Fox/sperdrd|lprary Zrayeisp e¢tacendd 4eQ.1he Haing ¢adxsdton of
the |ibr i ndhe | r ect i fi el have
o as o PO HTSAek; TRTRSLs B A1 L e 5o 498

t ol er ancemmadlsebe Uded ty aclicie Whttherantst mamber éofddreaigSchowo baenttlkd user
vector set l1l5associated with a user drawing set may be fromthe library
vect or seEONGHTING Wathiq secousiiargberedd thodiawingset non gxpmpley a yes gy hadd 2 The

gener@l |, by; t . T ‘be used to indicate a touch
poi nt %20%{/%%?%?ﬁéﬁlﬁe&ﬁrg%aﬁc\%e%t%%g%q field 422 to zero. [0042] For a

| i ne gest[004] 3B, geactal hieratyi sty sq esoud €2ty hevoor librddOvarty sett(bVS)a st art
point fie 42 indicati.ng, the begi nni of the line gestur 0 and an end
ot nt 1 i< 440 it g Evrod o st ok e RSP HRBT9Be TRRER. por i <

i n bet weepciofRtitRMl 47M8ay haFd anPRidHattd $dtorddiéraiBY (VBVEe1an 28 3$PG AR St ar t
point tolerance (SPT) field 446 representing a start point tol erance val ue

and t he eedtoptilerande ellet. 4l viealpr hderencery shissiodicatee o fieh thoiser vegbescance
(EPT), field 448 representing an end int,tolerance val ue. The start point
{ol er'ancd st AR ERE bhaMedran b BbBHab P ERELSTordRbiFLe UG PR uoer
start poitgimaadhthe hbHeelec@BihePOTIY gRSRP GbRE Sestirt Betaetts@n20 haAg bg@sédioe 330
may be fromthe library |ine gesture 330 while still considered to match

t he |i br dngicate gdoyshqroirte28 By setting the library vector set field 422 to zero.
[0042] For a line gesture 330, a line library gesture set record 440 may store a start point

field 442 indicating the beginning of the line gesture 330 and an end point field 444

20  indicating the end of the line gesture 330, with points in between implied. The start point
field 442 may have an associated start point tolerance (SPT) field 446 representing a start
point tolerance value and the end point field 444 may have an associated end point
tolerance (EPT) field 448 representing an end point tolerance value. The start point
tolerance value and the end point tolerance value indicate how far the user start point and

25  user end point associated with a user line gesture 330 may be from the library line gesture
330 while still considered to match the library line gesture 330.
[0043] For circle gestures 340, the circle library gesture set record 460 may store a center
point field 462 indicating the center of the circle gesture 340. The center point field 462
may have an associated center point tolerance (CPT) field 464 representing a center point

30  tolerance value. The center point tolerance value indicates how far the user center point
associated with a user circle gesture 340 may be from the library circle gesture 340 while
still considered to match the library circle gesture 340. The circle library gesture set record
460 may store a radius field 466 indicating the radius of the library circle gesture 340. The

radius field 466 may have an associated radius tolerance (RT) field 468 representing a



[0043] For circle gestures 340, the circle library gesture set record 460
may store a center point field 462 indicating the center of the circle
gesture MO0.20hww12ent er point field 462 nmay have an ass®cCiraised1083sver poi nt
tolerance (CPT) field 464 representing a center point 30 tol erance val ue.
The center point tol erance val.ue indicates how far the user center point
associ at el t%eran%sVéﬁuecﬁﬁW_% IJOGRUCIABCHBY CHES KO ATERRUST B4Ry circle
gesture %%C_Yﬁgéd ®itRhiukdr &&@ge@ﬁ&@m RayBe &08nd fhe libfaW éirdle %bit&ﬂe%w ‘%ﬁﬁlége 340.

The circle library gesture set record 460 may store a radius field 466

i ndi cat i rglltcensiderdd tesmafich ttelibrityrarcle ghistued 4G eBhanielQUgraryTgvsturasitus fi el d
466 may have associ at ed r adi rance,.(RT ield 468 representing a
Fadi st drerd 3Be R RGuS el PR PP R iR FrhreR Rl BRTRRS, ' he
user radidéstuassAck AtReh, WhdhastldtkSliscdricel@eeskiig. 340 may be fromthe
l'ibrary circl elgisture 340 while still considered to match the library

circl e gd8@44t &18140 illustratesi in @l flovghprtsene eebodiment o6 npasleask 0460 may store a
directio i el I 70 _indicati ng. L.k irectd . t. i gesture
300 1 s ordmii b o Dn APLERDIRCHIR FiEE TR e Pl e

i |1 ust r atsgstemi mayaadrhigiwehavdly saniefaaitpacinmeeat ok ttr uset e (B3O when using

adm nistrative preparation for_an authentication service. The picture

si gnat ur éhpagbemicatiansordgs A8 Hemmiaiues vigratyreppsseerd sty may sghdanet er s t hat
t he er f ol g i . i i ; i icture
G gnarar Nt 10y WaiSl BlplapP AR LEBLLAR AR b G6er Bk 595 P

l'i brary dffewhmgnsetlibassoect ssdocaddmtthtiichmeningen ngBbocdks 1802y .drdkiegseni mum

i brary set ée‘lsrzeh i ndi cates the m ninum nunmher of |ibrary_draw ng set
menbers tAEMREEMCASETLCTE i CrUseaiaDIq Pishres Bt e Y Y dal O S pRSs for . For

exanpl e, @n3&S MnsiRisANE} Hfa?f ik Qe HRY er{{@tkeﬁ_léa@?thkb%q{nicﬁﬁtcﬁéwﬁ% sbe&ashbr ee
uni que drawi ng set nenberS. The picture signature password system nmay set a

m ni num cAreglienict sygriagvre bagspordsyisichr ary satm rdmanimgoswicxaydowi &redibmiyh t he

user (Bl ock 504). The m nimum conmplexi | evel .indicates the conmplexity of
the. 115r Ao BRAN idurd Ve GRS sM e HE b RRE R B SPLFRE r epet ¢ on
and i ndi vhgieats tﬂk@whl@g:xﬁ?@sptmim&y dwiRg Bt @il @QIyThaBBOdQEIntTIBcd bie
sinmplest and the freestyle form gesture 370 being the nost conpl ex. For
exanpl e, drisinggeRdtigien aaeingigdwad derwipg gommalesity. reths wuck peiat 320 biimgthgest ur e
330, a cig I t 1 th
m ni mal r%pé@?tt%?l g&]ﬁlé(’) eegég%mfog‘gld%eé%é&’zﬂg&% %&e%}%Pééﬁgﬂgg'ugéﬁ%{aég%ﬂcf system
may set actéfcaddninigstot man niahk elicurecenal 4lknd geshee 33E aaiidleattstord B ahd br ary
dr awi ng Sagrfg menber (Bl ock _506).. The picture si gnat-ure pasawo,rd syst em may
set  20deflifStNeorBrecsyret nRathyainiiaalrepahision 96 BavaRe PG £ A BICHY ®r ar y

drawi ng APRSY sctl FloFtolBrahn t |& -

f I owmchar tSS ?éngneggﬁ%‘ggﬁﬁ%% o& %Ser%eﬂ?g%‘ﬂ%]oo(% 18? t%r@reaa!t: é| ﬁ"gﬁ%ﬁﬁ ]fezafsgdrcgllat% ‘g\l/&hng
set. The glitgbryrdrawingrsat memboaBdoubrd6s y Shepictmey sipedeic\passvand eystgm afayl e from
t he user (Block 602). The user profile may indicate if a person js an adult
R s A K N R CRA AN R A - S

i mge frqm@ﬁkg@gﬁonal ized digital image library provided by the user (Bl ock

604). The picture signature password 30 system may receive an initial
| i br &0y dP@AM ngGs etillustipiss, ihradavdhertusereniBidonnt ©6 8 methided 09i aftcrgaging egnat ur e

password stem may recegive a confironation library draw ng set igpput from
Phe. user TBTS R Bats T Pl SBe bSOt ele Py B PR SR prbf B ng oot
i nput to fagrensiseatBlode00bTd dsyr ﬂmﬁmgy irdli QEcAifia PErsBR s M ddults@arhiegr ee of

consistency. If the confirmation library drawi.ni%is_et i nput does not match
t he ini tiBic nigtarcaygnagira RpsyosktysicHpmey Woeho rafigis mpagdymsawispnalssdo7

Bl ock 610).. it i i : : iy Ni
PR T S o e R L T St S L e
set (39 t hgstemihaytectivbaminitidlivirpdrseihg betpuut fioswithe luyer (Biscks®6).€The or

"traced", .over .top the di %Lt al inmage. The pi fture si.gnat ure password system
may di splIPASFUES SERHITE Payswqiieeslenpmeh secqier opHEPatoniay drapging st input

from the user (Block 608). The user enters the confirmation library drawing set input to

demonstrate the ability to enter a drawing set with some degree of consistency. If the

confirmation library drawing set input does not match the initial library drawing set input



S5training library drawi ng set (Block 614). [0046] If the confirmation
library drawi ng set input matches the initial library drawi ng set i nput

(Bl ock 61MMP,20161727Cct ure si gnature password system nay @CEAISR01A/05350T ary
drawing set fromthe initial library drawi ng set input (Block 616). The

pi cture signature password system may associate a library .draw ng. set
merber wiEHPSk 410k 910%%%1@?%%@@%5“(%@ SEHCTB f@y.traff@amgmb? E‘eraw\év('i@%a}gat ure
password s%Vt%ttﬁéThMng%%}% @‘Pi)atﬁe%raliﬂiﬁg ﬁbﬂér;dﬁl%\%ﬂggse'% Rith&RIRA Nib¥drl Gra%vihg brary
vector set (Block 620). The picture signature password system nmay adj ust

t he posi tscomptiotigradipceprosmhted, doitraced’, bydrtap theplogital irorges ethegetutche vect or
tol erance.val ue for t(jge {i br ar ¥ Vf-Jctor §et bas&j tgn t he Luser . rtﬁfi | e (Bl ock
622). For BRANPPE VLRI WAy BB ag iV SIS SaY S O B BrAARE T4 R adult in
recreat i nehihifg lidFaaRgiselct @Slodk ¥s£y drawi ng set. 15[0047] FIG 7 _
illustrates, tn a flowhart, one enbodi nent of a nethod 700 of executing an
aut hent i d846bAf Ssondrmatiomd gy dyavaing isefriapui meatehes shgoindiad ibtasndgmyngist er mi ne
a user se [ | es -

ut nont Ry aRiosR D AR Tl oo R nlad RSP PR, ddfineiet e
| ocat i on ftdsh dekinit@PR)ibrathérapirgy d¢€ Bipat @Bladku6 ) paRS pleide Sigaitars pmwywadj ust the
position tol erance val ues_and the vector tol erance val ues 20 based on that
user set tYH§M(BRbEROZYE R libray dinveipg set nasabratUier Phrasirasiionsst EHpeeg! ©)-
initiali : ' : 7 i cture
A e S L S S s A R R

di spl ay ddragrvedféRsdt BBlock 6208)TheTheupi ignaree pagwatdisystepamsyadjdstahist em may

receive a user draw ng .se xecut ed by. a user, over the personal .zed digital
| mage ( BIRSERIO 107 ranony s Y TR HS doSHoRAF 1 I4Bs Variey (PP R &° (EEP t ouch
poi nt, a |4&% ebibf L& bIRAdA tBe udr PRflc [BIBEK BES! WhHE exMHipl& dUSEI rﬁ%ﬂﬁ‘e’it yle form
gesture. To increase conplexity, the picture signature password system nmay

have t he gisargrdatamiolrganse thananeadalt in wastatiop theusavingest asraguscdrewingset.gest ur e
may a I Gl. esture,.a user lin est ur or. a yser. freestyle form
Godt doe B GG, TuuRERS Jh N By onel B RERP L R MBS TR bt o
may I eceiaeheatittidh s8ReRS THE Bichet sighaat RdswrddydsamBNV@termist giderl 1 nMage.
The user gesture set may include a user circle gesture, a user line

gestur e, SStting sushes fietewninipgdf theruseige geqepwng fhogudientippsiopisevinec09ifipat ur e
password t may. tr.ace I i t r |l zed

G g1 tal RS SRR TERRAtAR o Bins SRR hEL 700, WL BRI £y o
712) . | f pabevord 8ystetn awmiyngljisetherpabicibe solarahédovatiias asd @ivd vigtos edledagsociladsed Wit h

the user (Block 714), WD 2012/161727PCT/ US2011/ 055507 then the picture
si gnatlur dapebAnbrtussy sttang dRlgcka (e Abr pistiac SIGRAYE RASSWOTE SYYem WS si on

(Bl ock 7161 i t - Ll awl ng set
associ at éﬁl)tmvdl%ia H%gl %{Eeg{ t?%%ycé%g%tﬁﬁgo &ffgalpgég?g@a?tﬂ gﬁﬁtﬁr@g@ﬁ%&gfé is

i ncr enentpasswWdt ogpkend hdly. disiflagt dperkamilineddipgaipmagoomt display scess 17héblothe

ST onat ur o B e uopiies SERH Ry PR sl BbaiteorTre tk e Y bl LS

(Bl ock 722)ser J)\terfﬂlfbgll)ér%iaﬁzéﬂt&igﬂmtimﬁ 16¢k Bgeeds the maxi mum nunber of
al l owed attenpts (Block 720), the picture signature password system may

requést d0048kiThsaseiredingBlcbary TRAyde 4 yser togch pxint, paseivasict grstuehegisethe
i brary text ?tases%vor da seo§;[i tSfEd V\,%Péhet user, %BI ogek 't72t§% : 4 hen. t Qte o
picture ISt R Opadshdry é‘@ PANEEY CadPHRAT T SPRPEEEESEC P ot R e
sessi on (fEkaeded E1idm nidy Hake tHextr Massmpoiethsaees ldastondabetpckfies. | THY wey t ext
gesture may be a user circle gesture, a user line gesture, or a user freestyle form gesture.
For even higher complexity, the picture signature password system may receive a user
30  gesture set executed by a user over a digital image. The user gesture set may include a
user circle gesture, a user line gesture, or a user freestyle form gesture.
[0049] The picture signature password system may trace the user drawing set onto the
personalized digital image, to illustrate to the user where the user is drawing (Block 712).

If the user drawing set matches a library drawing set associated with the user (Block 714),

10



password associated with the user (Block 726), then the picture signature
password system nay deny access to the user session (Block 728). [0050]
FIG 8 ilwo=zoratsery in a flowhart, one enbodi nent of aPg@Etusoa 1885307 or
mat ching a user drawing set to a library drawing set on an individual
menber basis. The picture 15 signature password systemnmay initialize a
menber i dBfit the iPéCrtuIJg MENE YT RASEV AR YL ?utg%%te@%‘@ﬁ@e HFTZEPYY( Bl ock

802) . TheBR&kIMEE HitENALHIRwWRASSHEOE Y ffatdh Bbaty &My inoYset NS0 GEBYMIE tyPe
that best matches a user drawing set nmenber to détermne which Iibrary
drawi ng ghet usee(Block Gé4) the lognpéempt ¢comnteh &t inosmengd 4Rlosy 7481 Ifrhedegin( Bl ock

804). The pi i.gpat d t i at dr awi

et membab BiiPt HGn P RS U GulirRiss BE RS AR5HE! Bub A LBE ek nar ur o°

passwar d 293 tRapidRYe A58AGIcHaSvidIe sykt@h nthy 3wl et Rehtryenhe hséi\/idhhxziﬁ% yser
e

vector set (Block 808). If the user position set is not within t posi tion
t ol er ancdBlagky@2pilt thedogin gitemyt qouaict Pxsedsethe pRKERKMGUOYCcHef gllowvedser vect or

t i it hi : | | j t t
(B ook gaoptiol Bl oL IEE BB AT Al s@hoh Mo I el FBARCT
(MSl ZE) ((BlleukK7281.40f thd feet friset ot @nadbhes itignidtiratyetegmssmaird asspsiaaihwitcthement s

the nmenber identifier to the next user drawi ng set nenber (Block 816). If
t he nmenbepes gk 1208 thensthg piciune SIENARKC PRSSWRTaYSIeR Mipauth@iligals ageass i ze

(Bl ogly 814) = ggggbqgggggﬁ}sg%wt@x S8 oSy R S AERE B R hat no mat ch

has occurre the user position set Is wW the position
t ol er anc gavadard asdoctated wittbthanyery®sadki 726),skedn thBpmtke 8ip0)tuanshstwerdsgsgemvect or

set is within the VeCtTi]rP t ol eranc vaklS 300f the library vector set (Block
812), thd"PHi CIWAECSP (hieUrd Spse ox @Q'emincrerrents t he menber score to

indi cate hedi Hile 8 YBQirafs AMaThviBhrt GHERSKbANHct b€ a i 80040 AMa NG gt
menber match (Bl ock 820). [0051] If the nenber score equals a matching

score (MsjsciBhoolg 8PR)4 litrhey givwingrset @i gnadinduaparssbor bhssy skhemictase det er i ne

t he er drawing set and the |ibrary draw ng, se

2012/ 301 PR St0id BasED it bR B35 en Ve iR #y LRGP Trmy not
i ndi cat e schRIMSEDREMNRES (Blbckes025 € The prRMrogigs @lird FlsGh&d sy@smidg pi cture
signature password system nmay determ ne that the user drawi ng set natches
t he |i br dfgntdy 8w digwvinigttipathahest metghesfa wsse dragingwa gnosdrer teedaiamsnawhichi ng a
majority @f., |i I I aw . [ 5
mccur at ol (pra bt s AR 36k CRIRELT, off Ui dhRlnf AR B REL °
be gi ven Tlegattare digaway passwohesylseut indy agdcihietht usts dravingwétmersies witgindber .
The | ast user drawi ng set nenber may be ignored or have the tolerance

val ued f aisckppstionsst (Rlpci G0 B¢ PicBiv slenithts RaaEETd SYHem payt a3peciads §ifat ur e

passwor d (L%%s&r%l t FRABY Fith BSsH4SREACGYBRRY 80R), Ligitﬂé%sé s NeNkInGAt i18n

service (Block 826). The picture signature password system nmay adj ust
t he posi twitnn tlad mrsaodolesnoe vaneof the ibecy positiol et dBlek ¥&0 e thaswed vertort he

user accuracy éBl ck 828%. Thus, if a yser.is consistentl Zgown 0 be
i ghl y acEURRPE™ RGNS RS (I rke vilug Pt Edroty VeupT 54 HAoP B aMib g al ues
for that yegberTBhtR: Ha6d:eRTAHc A¥REy tdt TBe (RISTAP) @1EcISEICY] the Yictlr®052]
Alternately, a picture signature password system may calcul ate an
i ndi Vipduatlignature password system increments the member identifier to the next user drawing set
member (Block 816). If the member identifier is greater than or equal to the library set
size (Block 814), the picture signature password system determines that no match has
occurred (Block 818). If the user position set is within the position tolerance value of the
library position set (Block 810) and the user vector set is within the vector tolerance value
30  of the library vector set (Block 812), the picture signature password system increments the
member score to indicate that the user drawing set member and the library drawing set
member match (Block 820).
[0051] If the member score equals a matching score (MS) (Block 822), the picture

signature password system may determine the user drawing set and the library drawing set
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15 conparison score for a user drawi ng set nenber based on proximty to the
library drawi ng set nmenber. The picture signature password system nmay

aggr egat ewohe1@mwdi2vi dual conpari son score for each user pdrasoIg/0s¥D7 menber
into an aggregate conpari son score. The aggregate conpari son score

represents the tot deyviatiqn of the user. qrawing set fromthe library
drawi ng SB¢ich f@loelﬁgﬁﬁagg%@% l%waw@zsﬁ%legl@%teéb@gé@% TRCRREk ARSI it f or

20 devi atdr%ing"s@@rﬂat%ﬂ&, R Gt %Ec@ur%%@ﬁ%%ﬁas%ﬁ%ﬁt@m%ﬂé} SRRy g8t gcmiae that
the user drawng set matches the |1 brary drawi hg set.” Thus the picture

si gnat ur elrpemgwot matehgs thetibrany drewitgavith henajeey of nsanidngvisgsctmatrobres t he
library draw.ng set bas on an aggregate conparison scqre.for the entire
user -t s eBEE TR PN TN T AR Iet Rt ST G 8 member
basi s.5 25[:0QaRly &itées tBeé bhtwTERtRSs drhWink skt MBEBals! the A5G ybediivant of a
met hod 900 for matching a user drawing set to a library drawing set on an

aggr egat st lsewaphen thie dewrtheandli fyrhvser drayeisg swmacralest dhe faluscairavang s a
menber | i fi n i ndi vi i . regat e
compar i satabesrily lybRgol s Hhe RITRRGH I FhG bbb A BEe e o o
syst em maycrasacirat gicaurt Sighattreapissigord 8y stemmxs medsule the us@ac@Rsdytinaginget
(Block 30 904). The picture signature password system nmay associ ate a user
drawi ng <8¢ aBeRsAtion toRvise (Blask §abt dihe pisture sigpatraprsywordiystsmangyy adjust

si gnatyur SHE | | gl vl i core for
t he 31?er %g?gém ng %{gﬁ?y@%ﬁ@g@ ﬁ%g}ged\%g{r?%(g%?gcré \gh(ri:ﬁde l%)aggﬂnll g%r{g?édtcgﬁ%gf romthe
cor r espor(@ilaud 828br s, draawenig cerdtisterghybsowh Bb be kighD8jccuibiewhércemiertngsthgnat ur e
password system nmay add the indjvidual conparison score to.the .WO

D012/ 161 7D YRR 110 PG e (et CORTREE B BOOHE CBHBERO BROPYS £t he
menber idgpid{;ier is smaller than the library set size (Block 912), the
picture signature password systemincrenents the nenber identifier to the
next userl0@f2hwhlbgnaely, apibae sigBhtorskpadsw)rd system meaynaaidudate anledividuadr i s
greater than or equal.to the library set siz Bl ock .912). the aggregate
Conpart scinpegrut ot §ind Rt Bk S R Brf R En Bvp s RO SR he
maxi mum aki @eabke ThePidtuReiMRaRe bASwasRlystthbMbPgoGefatatd ihdieidubbr ary
drawing set. If the a gre%ate conparison score is greater than or equal to

t he mat cHoRWaripaf $co(Biob edchgme) drav e Sst Bember 91 asF AP LORMIFISILOtR M may
determn L AN . or aw . NQ ch
(Bl ock 9?&&&%@%&%@34}15"3161 gltecrg %eﬁnltt]sstg% It@%:ﬁ%m:&gg%{s}% @%%(Hg‘gﬁl S%}ta chi ng
l'imt (Blthe kb@hBIrawidy dchelfphecigprarasd @naiaticen pRassSyeecdssymi-amumlymiteber m ne
the user draw n% set and the |ibrary drawing set match (Bl cg,gk 920) .. [ 0054]
Al t haligh derBlgRPetthe PRty sgRadr pREAv Ay ieBienay fdeteumipe Hgbthepiaes ¢riwingo

struct ur gk LeRhW @8 )i %Qfawrﬁ?é &@-dgh@ﬂ?‘ig?%“?%%gaﬁe ﬁa%s&z&d?fa dephood that

the subject matter in e appende t necessar Iimted to the
speci fi ¢ thagheinses dowing s ntheches ted bratyavaying SRataket on 4haggspmed fi ¢ f eat ures

and acts descr.i bed above are disclosed as exanple foros.f.or i npl enenting
the ol ai rTIROUREICORBh Aie RIS SRATE e 'S Loppn th Syl or dEe on
may al so deNGkmes BIQR- transi tory conputer-readabl e storage media for

carrying or havi ng conputer-execut abl e
25  [0053] FIG. 9 illustrates, in a flowchart, one embodiment of a method 900 for matching a

user drawing set to a library drawing set on an aggregate basis. The picture signature
password system may initialize a member identifier, an individual comparison score (ICS),
and an aggregate comparison score (ACS) to zero (Block 902). The picture signature
password system may associate a user drawing set member with a user position set (Block
30  904). The picture signature password system may associate a user drawing set member
with a user vector set (Block 906). The picture signature password system may calculate
an individual comparison score for the user drawing set member based on vector and
position distance from the corresponding library drawing set member (Block 908). The

picture signature password system may add the individual comparison score to the
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instructions or data structures stored thereon. Such non-transitory
conput er -readabl e 20 storage nedia may be any avail able nedia that can be
accessed W9 21q@ne2ral purpose or special purpose conput @CT/UBg0ayss0f
exanple, and not limtation, such non-transitory conputer-readable st orage

medi a can conpri se RAM E ther o I dISk st or age,
magnet i ¢ A§2ER ng@tCBFQQES%SCBEG@E %tﬁ%@ﬁ?ﬁ@éﬁ i %@ B her

medi um Whiighy GaIREBISED 129, tﬁ@ﬁlCle@ﬁlgﬁﬁtﬁfeebagﬁ%rﬂ%%t&ﬁ%r@rﬁbrﬁ?% HEARS 1N
the form 25 of conputer-executable inAstructions of data structures.

Conbi nat iidergifsf ta the naxtosser drawurigdsetinsmbbe(Blod Udedlfithe tiembehielestefogas of t he
non-transitor uter r age j\a 0056], Enbodi.nents may a

e or act AL B aRET 1A Aol T Bhnbs oo ibe O PRR A e

per f osnedtompalcdGaith @ﬁﬁt it pMLg @&ﬁtmgd@/mgﬁﬁuﬁxbamom limitkRelvdeai t her by
hardwi red links, wireless links, or a combi nation thereof) through a
communi cdh¢ By dmflnmmﬂqithe[mgw]drm@@ferlf Braggicghic €oMpetiyondePsis i ncl ude,
for exanmp) t e s nput er,
speci al F%Sateﬂ R Sﬁeqﬁjl'tapﬁa%hé‘&‘&tcﬂ%géhw g%dg ggéptrhg gcgﬁ!r% %na{ﬁ% ﬁﬁ‘?%l%ger form a
certain feyseimny @aftergﬁﬁume@l%erfdtm@tﬂgcsnSandGbanblﬁaey diexégudcabd ﬁoﬂ IﬁStt:h uctions

al so include program nodul es that are executed &éﬁ%n@ nput er s

2012/ 161 1BRSEDI8EIbH e Ae8ISEHT COMARIROAISERHS Inleshide ARing éiﬁﬁ%@lgck 916),

General | nents,
ConerR) g PLRBE SOMTRLSS JUELCH A e B By Tl TR
parti cul arawingtscambtchl éBlack Pp@)s . Cbnputer execut abl e |nstruct|ons

associ at e stryuctur and ul es represent. exanpl es of the
Moty AT AT BRI N S I R A R T U R
prog

The partH%&hﬁ%aﬁ&@#ﬁ@ﬁﬁd@%gﬁﬂﬁﬁ&?ﬁ%§H¥@9&ﬁbﬁﬂﬁh&Hﬁ&h@ﬂﬁn&%nﬁﬁ&QBhﬁied data

structures represents exanples of corresponding acts for inplenenting the

f unct i onspdestsdickents isnog u@@swéjohmltm@s@]e spédihofeghirese agtsolgecribed eboyst i on
may cant cific t hey, shoul d, not be. construed a im¢ting the
i g AR P B B gE e R B e s BT A BBl S are
part of hﬁ@kﬁ&@ﬂggﬂkuﬂﬂﬁmdlSC|Osure For exanple, the principles of the

di scl osure may be applied to each individual user where each user may

i ndi vi dudP5p] depbesimsnis Wlﬁmst}l@tsgme offihaspresrab nvsntéanemay slee incdudgtioni ze t he

b fit i f bl
appl 1 cat itGms S cllspEl-ETUERE X e oy g Br b AT ARG ey B! 1 ©
i nst ancesnafucabecdari nnﬂawa:mee&rehedmaysuph acesanditoey canpaat readihblﬁarl ous 15

possi bl e ways. |nplenentation, re not necessarily |n one system used by
al | &dd Mﬁ&e madia Ay hegny aved f‘a@ﬁ@ﬁa@aceﬁ b5 prsceRdl bY AecRePERIEPOSS i val ent s

gj X:J :\/g ond¥ciflEfurPsic LBRpLRY eBY WY of tRIRRE, dndaHdt BMYt8RESLIH forL¥AERbLRS 91 ven.
computer-readable storage media can comprise RAM, ROM, EEPROM, CD-ROM or

other optical disk storage, magnetic disk storage or other magnetic storage devices, or any
other medium which can be used to carry or store desired program code means in the form
25  of computer-executable instructions or data structures. Combinations of the above should
also be included within the scope of the non-transitory computer-readable storage media.
[0056] Embodiments may also be practiced in distributed computing environments where
tasks are performed by local and remote processing devices that are linked (either by
hardwired links, wireless links, or by a combination thereof) through a communications
30  network.
[0057] Computer-executable instructions include, for example, instructions and data
which cause a general purpose computer, special purpose computer, or special purpose
processing device to perform a certain function or group of functions. Computer-

executable instructions also include program modules that are executed by computers in
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1. A machine-inplenented nethod for authenticating a user session,
conprising: displaying a personalized digital inmage on a display screen
172; recewoiznp/minzger drawi ng set executed by a user ovecTiuseopeszsonal i zed
digital 5 inmge; and aut henti cating access to the user session if the
user draw n t che libra g set assocja Wi th. the user. 2.
The net hoﬂaangfﬁ%t}eaﬁrrﬂeawor{%69?%@%%‘3?@?%@ PROZEET Hb’d{l“?él Wi T8 RESNg set
onto the Ifi’@érﬁfh@adﬂj Pbﬁe%'ts hﬁ‘@&lﬁa sthibidred REc. AR BQH‘OI‘M zﬁhé‘dlﬂ? thsksfper ei n

| nc

t he user draw ng Set udes at [east one of a user touc poi nt, a user
circl e gesiplanegnt panyiselar abstrectgietattup@ %@laem@cutablemtybteoﬂsmmcg@sd ure.
4. The net dof cl ai S|n an i |t|aI %ébray

dr awi ng. <SBP YRS PRt e S ARG AL g F RE N e coblbiefts B5c v om

the i ni tigbcltinglstdpy oflthah&Bodalisdlddpd herelkbd SThEHRAIERIAQERhccbBun 1, furt her
conprising: associating a user drawing set menber with a user position set;

associ at i Hgewalle Biskpgtiaps mwgmg@ﬂ dearsbaetuygstriprasanssxamples o8 cetremosding  and
determ ni er I i brary drawi ng set nenber
match in g%rfy‘er'?ﬁi%ﬁémﬁ{ e ﬂglsclﬁgl on se edilggl\?\%ht%l N a position tol erance val ue

of the |ifbessy yAl2ipghitlid acb@vs déscription ey wedthiddpedific details, Sheyf shbtildaiot be
corrpr| Si ng.: associ ati ng . a user dr awi ng set nmenber wt h a user_vector set;
associ at |q<?gst§1qd|a5rhar19ngﬂhml%@s srb%nywé%be@thm @ngurqtlsp%@f;ﬂh@ dgtsibedet : and

det erygi i o dififictS & pdhBMMGSHE oRIBREIANL. FBECahiyid e ﬁﬁ&%l@&oﬁﬁé member

disclosure may be applied to each individual user where each user may individually
deploy such a system. This enables each user to utilize the benefits of the disclosure even
if any one of a large number of possible applications do not use the functionality described
herein. Multiple instances of electronic devices each may process the content in various

15  possible ways. Implementations are not necessarily in one system used by all end users.
Accordingly, the appended claims and their legal equivalents should only define the

invention, rather than any specific examples given.
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25match in part if the user vector set is within a vector tol erance val ue
of the library vector set. 7. The nmethod of claim 11, further conprising:
associ at iwgQ 2a1ielbr2ary drawi ng set nenber with a set of PCEIUSQVIAAETE0T
indicating at |east one of duration of entry and speed of entry. 308. The
met hod of claim11, further conprisi&gg determ ning that the user
drawi ng set matches the library draw 6J¥%& if a mjority of user draw ng

set nenber s mm%ﬁin@imgiea{einwa Rethdd Rﬁ%ﬁﬁeﬂtﬁ&%gg uS& s SRS 86 SprisidiP
2012/161727PCT[U82011/0 5507 9. The nethod of claim1, fur?her
conprising:  displaydeg eperiseniatiged digitaltinageser dihpbayi sargesd2;mat ches the library

d i t b d. t i . 10. ALt i bl
mehi no- t eadant & HORR SN0 1 2 B by ASNraeet BhecnetdieaitPs net nod
stored thgneonmntihat when executed by one or nore processors cause the one

or nore processors to performthe nethod, the nethod conprising: displaying
a digital i magathsatigataigspeasy tosie aser:session if theasprdrayine sshinatchees librgst t he

di gi tal Hﬂ@g&g%@ﬁ%g iﬂ%i&%ﬁXhéﬁkﬁen a user drawi ng set having at |east one
user gesture; “an authenticatlng access to a user session if the user

drawi ng set nekieheshed bf Haiat Y, fdrthot coghpsigingassoci ated with the user. 11
The tangi bl e machi ne-readabl e nmedi um of claim 10, wherein the user gesture
is at |east orfeacHR the yicsdrasyipg pet ogtasihgpersonplized digitehidnagest ure, and a user

freesiyl g for ”Tlﬂe"rﬁétﬁ&?of cl?iiniL ?,-wﬂé?ﬁg:tﬁélllgéep hﬁwmg%%i_t IR RadARASE B MIDT

claim 10, wherein the nethod furt conpri
touch point, a user circle gesture, a user line gesture, and a user freestyle form gesture.

4. The method of claim 1, further comprising:
receiving an initial library drawing set input from the user; and
creating the library drawing set from the initial library drawing set input.
15 5. The method of claim 1, further comprising:
associating a user drawing set member with a user position set;
associating a library drawing set member with a library position set; and
determining the user drawing set member and the library drawing set member
match in part if the user position set is within a position tolerance value of the library
20  position set.
6. The method of claim 5, further comprising:
associating a user drawing set member with a user vector set;
associating a library drawing set member with a library vector set; and
determining the user drawing set member and the library drawing set member
25  match in part if the user vector set is within a vector tolerance value of the library vector
sct.
7. The method of claim 1, further comprising:
associating a library drawing set member with a set of timing data indicating at
least one of duration of entry and speed of entry.
30 8. The method of claim 1, further comprising:
determining that the user drawing set matches the library drawing set if a majority

of user drawing set members matches a majority of library drawing set members.
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receiving the digital inmage froma personalized digital inage library

provided by the user. 13. The tangi bl e nachi ne-readabl e nmedi um of claim
10, wher ewvo 20teetemerhod further conprises: 20setting a mpairrasaeiliiobdsary set
size and a m ninmumconplexity level for a library drawi ng set associ ated

wi th the user I Ct | gnat ure password system conprising: a
di spl ay é%reeﬁ“ﬁV?dP%défg ;13“%§ﬁ§gﬁgﬁmﬁed di gital inmage;

user input deviceemkfl it fh%%@érvcﬁa\i/fn%%ﬁnh't%ﬁés tﬁyﬁﬁrabh@ra%lgg {@badegREGNnON the
dlsplay 25screen a user draw ng set "having at | east” one user gesture; and

a processgereg2@ compausdnespiccat e access to a user se55|on i f the user
The. pi ot uPe ot pRARYomHHReGER U MR FRER ARl b e tRIEEer 1 npuc
devi cg i sm@hod §8&4 tR&€oPhafRhéMéREMEH by Ons bﬁ/inuﬁe pr@cé@@m Gausd tiH 6iRGJr Noti on
I nput or a touch screen 30integrated into the display screen.

more processors to perform the method, the method comprising:
displaying a digital image on a display screen;
receiving from a user over the digital image on the display screen a user drawing
set having at least one user gesture; and
10 authenticating access to a user session if the user drawing set matches a library
drawing set associated with the user.
11.  The tangible machine-readable medium of claim 10, wherein the user gesture is at
least one of a user circle gesture, a user line gesture, and a user freestyle form gesture.
12.  The tangible machine-readable medium of claim 10, wherein the method further
15  comprises:
receiving the digital image from a personalized digital image library provided by
the user.
13.  The tangible machine-readable medium of claim 10, wherein the method further
comprises:
20 setting a minimum library set size and a minimum complexity level for a library
drawing set associated with the user.
14. A picture signature password system, comprising:
a display screen 172 to display a personalized digital image;
a user input device 160 to receive from a user over the digital image on the display
25  screen a user drawing set having at least one user gesture; and
a processor 120 to authenticate access to a user session if the user drawing set
matches a library drawing set associated with the user.
15.  The picture signature password system of claim 14, wherein the user input device
is at least one of an interactive stylus, a mouse, a direct motion input or a touch screen

30  integrated into the display screen.
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