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WD 2008/ 002916 PCT/ US2007/ 072127 METHOD AND SYSTEM FOR
AUTHENTI CATI NG AN ACCESSORY FI ELD OF THE | NVENTI ON
w@ 0@8M)29The present invention rel ates general | pCT/S2007/072127
el ectrical devices and nore particularly to 5
el ectroni c devices such as nedia players that
communi cate with accessory devices. BACKGROUND OF THE
I NVENTI ON [ 0002] A nedi a player stores nedi a assets,
METDHOBsANDIiSY STEMs FOR pOOTH ENEI CANING AN ACCESSORY
di spl ayed on the nedia player. One exanple of a nedia
pl ayer is the i PodTM nedia player, which is avail able
from Apple Inc. of Cupertino CA. Oten, a nedia

pl ayer acquires 1 | from a host
conmput er t hat ser%é@iﬁ Ié@i@?\?a&&igl\lto manage nedi a
[0001§S Slqltespresé?t inBhtBN 20MR1eE ?eﬁcl?ﬁlm%qecﬁ@dzp Hé\%es‘%ﬁﬂ 150t€ pikBularly to
a nedi a managenent applicati'on to manage nedia
electrargs dewces@ueh exmnapi playbrsahatedimmurecrgeith atceappy idedteson
IS i Tunes , version 6.0, produced by Apple Inc.
[ 0003] A nedia player typically includes one or nore

connectors or BACKGROBNIXOR TIEE usvENTION 0 i nterface
he nedi a player. For exanple, the connector or

[0002bo r/% medis Riteh leraseedinsets, YPRgeRUdIQ tracksor @heles thak e be
played 8%9}&/1%& Rk BRAL E}ﬁ%elr nb?le %x %'o?g n?éﬁ‘?a% @g%er% the 1P0dTM media

€ an access
playerd whidhrie Btfallab]me&orﬁ)m;@&ﬂassofr@updﬁmw@& tOdén, (aa]ﬁbdla player acquires

interconnect, to the ne pl ayer or exa a
its mediASEELs HEMLa st mPYier t %ﬁ?ﬁ@’é’? erfae S aser aog;ﬁﬁ@cg@&wd&assets As

an eszﬁ’ﬁlE edrlehgést cangaﬁaﬁceﬂﬁ@{ecﬁte a SRt ﬁlaﬁfag%ﬁlréhf @Aphu\?orn%%ﬁlage

ther exanple, 20 an
medlal ass;ettsu denacxzomiect @meénadnadagemedlaaplmaaya is idanegdeversion 6.0,
J ﬁ%jzt?er}\e ?nto the connector such that an autonobile
PTOQURE 2 B/t can interact with the nedia player,
thereby allowi ng the nmedia content on the nedia
[0003p) dymediaplayisr pipispdsl indledes ene Remats eIt o POUDHL can be used

o in DHIBTOME DY HRR” ELESNNE HENSHOASCoARGEORULR o Oheaia

playeﬁtb&oﬁiﬁild it@la hba;cempa&r lberigseatsd inte arapatln@ bﬁt@ﬁ) roreededve dar
port i s 25 utilized. Acceécsorl es interact with the

accessr?é}dfl%\wm a\here wsitedyy apany %@B?W%%Qﬁ%%%ﬁoryé%lce%%ah?ﬂne
mterc&{ne@lnto"%fféﬁééﬁ le of&cegl)lamb {{ﬁ(‘}t[a €hnttdl ¢ ia E@l&ected to the
0 able from

Accessory Pro aval
connediopbepdrmm. allofv Bapsertto nanotelk. coﬁhrel the aedmplyyqor dsaonother example,

[ des . d whi ch t ypi cal.l
an autpRgaiG S BE00T Banmegios cRL e ang B U g bE ISk gt BHPd
conne¥ok &&hﬁa’t%ﬁ'ﬁﬁﬁﬁ%ﬂ@%% $ysRA YanAReeR® Withend ﬁne@h@?ﬂaﬂeﬁ &ereby

can be used by unauthoriZed or 30 counterfeit
allowiag thesmediy caetentcamsthe media player to be played within the automobile.

[0004] Numerous third parties have developed accessories for use with media players. An
accessory may be used with the media player as long as a compatible connector or port is
utilized. Accessories interact with the media player using an accessory protocol. One
example of an accessory protocol is referred to as iPod Accessory Protocol (iAP), which is
available from Apple Inc. of Cupertino, CA. The accessory protocol includes commands
which have been typically been made freely accessible to accessory developers. A problem
with the commands being freely accessible is that they can be used by unauthorized or

counterfeit accessory devices.
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WO 2008/ 002916 PCT/ US2007/072127 [0005] One sol ution
is to perform authentication operations on an
waecwemswiy device. Accordingly, the accessoryPdpUSmET072127
woul d not have any access to the nedia player until
after the authentication process is conplete. [0006]
[0005Th@ne soheioe i ® Erfverdufhentication opedtivecdmamaresssbry device.

e e LB U R B et PSS e atr
the auBRhEEatRWMMRYs Sieomiptetd NVENTI ON [ 0007] A net hod,

system and connector interface for authenticating an

CGESS are isclosed. . ln one aspect. . .the nethod
(0006f - TG dbos & £ o 5SSt P B Slsp iR i eent o
whichadct@wbiyQlet/ftes eRsgiz¥d Wathatiee etecirbeicedices. pl ayer

during the authentication operation; if the 10
aut henti cati on operation fails, the accessory is
| ocked out freRENYUMUARY ofdGeE N NTIEN Medi a
pl ayer. The authentication operation can include,
[0007E. o\ methald] satenmgnéduorinentor aatrifame for nitienintaitingrani avcessokychre
. .in an authentication certificate provided by.the :
discloggth 4B 6BF gsheRty /i me e felsiden Berdording i putbonyiehtion eperation and
allowRE e £ReksBy thhecAs BRIBEITY plal AARBInARC At Batidh §fation; if the
system and "'net hod di scl osed herein, the nedia player
autheniredtiaboprsateansioily thmaccetsptyl is dockeg but fadhtapy dirthes peaestit the
.in a variet f_environnents.such as wWithin a .
mediagfnfice 1t Sl Biep TR AT MR L T R o e fpmgpication
inforn@tiof $clidedtii @n ABMedtidatiay eértifigkik ?Fov@ﬁﬁ@@l thd h&MNsdary didor
. DRAW NGS [0009] Fiqures IA and [B illustrate a docking
validaging A digitet Sigpatuequedderty thierascaspIypr esent i nvent i on.
20 [0010] Figure 2Ais a front and top view of a
[0008] eApicerdimyntoehd Orstamamtmeothdddiseloaed hertingthe pricelseplayer and

inventiap. [0011] Figure 2B.illustrates a plug that
accesSomy gk Wi 4 DG OF SRR B 2B SRvigh a yithin a

conneb®P kddrfdck Mt6m 2hvirddmis FRESrol B& el ﬂégh@ﬁle&ia%[}%r. 2B

inserted into the renote connector o 25 Figure 2A
[0013] Figure 3Aillustrates connector pin

desi gnat | onsud iy e A0 FORIETHOLwINEROL4] Fi gure

3B il lustrates connection pin desrgnations for the

[0009] ePg@ec DN BRE I BlillustiafdilddckiigtionBectdy ihlabstgldnet @sthathe present
. typical FireWre connector interface for the docking
nvené@Ghnect or. 2

[0010] Figure 2A is a front and top view of a remote connector in accordance with the

present invention.

[0011] Figure 2B illustrates a plug that can be utilized in the remote connector of Figure
2A.

[0012] Figure 2C illustrates the plug of Figure 2B inserted into the remote connector of
Figure 2A.

[0013] Figure 3A illustrates connector pin designations for the docking connector.
[0014] Figure 3B illustrates connection pin designations for the remote connector.

[0015] Figure 4A illustrates a typical FireWire connector interface for the docking

connector.
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WD 2008/ 002916 PCT/ US2007/072127 [0016] Figure 4B
illustrates a reference schematic diagramfor an
wW@aewemswiey power source. [0017] Figure 4C il | pSI/U8108%072127
a reference schematic diagramfor a systemfor
detecting and identifying accessories for the docking
[0016¢ orHigut @B. illp9E]a defegerrce sdidmasicalidgedre femaeacseRerygiowar source.
of an el ectret mcrophone that nay be connected 5 to
[0017] h@léﬁ@ﬂb‘%llﬁﬁfh‘f@% &ferer{cggél%malﬁ'cgiﬁg‘?arﬁ%ﬂ d d4RhT ﬁ)tr%v%te@tmg and
nmedi a pl ayer coupled to different "accessories. [0020]
identifijiggiacsesBries fou ther duckmgtdosnentati a pl ayer coupled to a
conmputer. [0021] Figure 5Cillustrates the nedia
[0018pP! Bifire ADUR h@eFetdc@sdhdmalt oNANEle&tR HEEropNSicaRat mtﬁgégdmected
Figure 5D illustrates the nedia player coupled to
tOﬂwd@ﬁ@@é”ﬂ?@ﬁmbonnunlcates 10 wirelessly with other
accessories. [0023] Figure S5E illustrates the nedia
[0019p] @igrre SALusthidstr Bedip phiver caipiddaodiffOrdbcdskgisse 6 is
a flowchart that illustrates a process for

. lei 5] Figure 7
[oozofgfiit Fsmﬂﬁgﬁeﬁﬁa@%@p@é écﬁxedrco QPg5] Fig

ow C rat S a process for

u entl an, access : TAlI LED DESCRI PTI ON
10021 f PR KA (P OGSGR PHIET (LD 4G BriiinS P Sy dEm.
generally to electrical devices and nore particularly
[00221 o Figire éDriilusitatesdlré mediaqlayer aguplestiios ¢singlegthst cohmmunicates
sqmgvulﬁl ctﬁet:reac\é\éstsg accessory devi ces. The follow ng
e cr (tl on plrésent ed to enable one of ordinary
in the art to make and use the invention and is
l0023br cmvde gEiihustigtes dsnnedie piyencppladiie agppakee sitstesh and
its requirenents. 20 Various nodifications to the
[0024pr éfigure 6ds 2 fibedihar titat dhdtrhiee agesvess or pontrodlind &xednd a media
features described herein will be readily apparent to
pPlayet hose skilled in the art. Thus, the present invention
is not intended to be limted to the enbodi mrent shown
[0025butFiguse 7/ as bEowabart dled ilusératepin gestessioo petheivsting amaccessory.
wWith the principles and features described herein.
[0027] A nethod in accordance with the present
i nventi on DBETAIUEDEDES CRIFTIONAOF G B$YENTIBN i ncl udes
ormng a first authentication operation on the
[0026EC J@g@mntﬂyvqw@n heldies gg}eagt}bfto elegfreqabfeyviegs and more particularly to
electn@hllbd'é@{&é Gith o8 B i u;%lh%r&E}Ia‘?c&ﬁm‘éﬁtcm@%ﬁ{jaccéﬁo vices, The
ment, the authentication erations andl e
followimg ﬂdfsenplamkxg poesanted ucénableadnetdt’ e)rdmailyakﬂ)ll iayles art ®© make and use

. operatiye to cess co nds after aut hent.i cati.on
the in OBéﬂ%h“’ 358‘(185‘&"&?‘% COIHEx %@mgm aenlicatie lEsdﬁib‘Pé‘tnéf‘dltS
Vanorﬂ"rh§d1f R_hti N30 Eﬂ%eprgf%qle@ etbadiflenfitfl thb ?elﬁ“ﬁ’i‘é%?ﬁﬁ@fpl/es ad features

Interact i medi ately rather than wali unt i |
described herein will be readily apparent to those skilled in the art Thus, the present

w1relea

invention is not intended to be limited to the embodiment shown but is to be accorded the

widest scope consistent with the principles and features described herein.

[0027] A method in accordance with the present invention for authenticating an accessory
includes performing a first authentication operation on the accessory by the media player,
wherein an authentication certificate is validated. In one embodiment, the authentication
operations are handled in the background such that the media player is operative to process
commands after authentication has begun but before the authentication has completed. This

allows the media player and the accessory to interact immediately rather than waiting until

3
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WD 2008/ 002916 PCT/ US2007/ 072127 after the
aut henti cation process has conpl eted successfully. The
woredoRoakoaé so i ncl udes perform ng a second PCT/US2007/072127
aut henti cation operation on the accessory by the nedia
pl ayer, wherein an authentication signature is
after thahuttedtedtion prooess hesrbedpledtspcdebeulipe dTle meehpd also includes
verifies aut hent i catl on ghat ur e us blic
Perfowg}gaﬁwpé@athﬁwl%aﬂgn Cafoon whs JoRsshr kb - Bediplayg gvherein
an autReRfaRSS QfE;Mat[ﬁ%)ﬁs Yhlidateti® 1R oRE H&%b&l%npfth&ﬁm%ja%ef Verflies the
vari ety of environnents to facilitaté controlling
authentiretigs signatuitvasingdi pubbic &pp providied is tiuhceatifidato rifternedig player and

within a.connector nterface system.environnent
accesicy Rl o EEAP R Bk LR ReRE RBSHENLY BGOSR s g e
contrdl gz fetHKaptheCatdie @la@ffer @n@ﬁ&ﬁ%ﬁﬂ%’mﬁ&mt desBRinkeSnnector interface
herei nbel ow, one of di nary ski in the art
system e@amﬁmzeessqqhaws dpmlbsd m:@d@nl g@embglew bed bel ow may be
applied to the 10 authentication of the nedia player
[0028Rn A\ Ighonfh dRplutiratitaion\wddh dedzesony isdelcrited }Qtﬂilﬁﬁdlova,rtdle of
scop ﬁrﬁlOf the present invention. Connpector Interfa

ordinasy skiflif Sl icaVBT R S0At thegpraerdirgsisiesarhed pelemi may be,aPRlisd to the
wtho R305Eb ke WIS 1858 s SRR ABSE b gt s scone
of thefpodsetvinvegptidescri pti on in conjunction with 15 the
acconpanyi ng draw ngs. Docki ng Connector [0030]
Conndck@Uh@sfadds widn ERehlidwiSt rate a docki ng connector 100
In accordance with the present invention. Referring
[0029% i rIsrdeeritrithe faaturesof thieorkegtion midréase gysiem im 2ccardano with the

ddj t
presengl enm)n 1h 1%51!2: dlegaS by Gﬁfgr ar e{ootlrl‘}g ?01% %é) Sﬁscngf: ﬁ)l’%lIIyCé)B_bLPlgEl%IHWIth

theacb()mmr%(ﬁrhﬁfi@tsh at the bottom of the connector and
anot her set of keys is separated by another |ength at
DockihBeohAft@f the connector. The use of this key
t prevents nonconpliant connectors from
[0030peiFngpred uggm@l 1Bmllmdtamdmkng; qoahendn 20 id atm:g@antce whithethe present
. devi . con ect or f power. util Firew re
inven(e S TP tsn 1 i bar e HBERE Gttt 7 R agueon length 104
In addflt'lcfnsﬁ sﬁ@}ﬁ% f(é}%ﬂé?l%@lﬁgnt i6 Qfddaphert Bnd §BRLERBNRLS §é/i5'a§ated by one
schéme. Figure 1 illustrates the first “mak
lengthint @fﬁkbcrtwm efcthe Qmmegl'@r amdlargiteey sef dfikeys wtseparated by anethgi langth at
angd.a p d.to providing an appropriate
the tof PF e BiiRlor” 1Be b QR s agienion® Pl € RBAGRIP B frpnncotors
from lﬂﬁﬁy}ﬁldg@dﬁn 304 cinsil gOR@&Ttial Banadeh6 tROVRiceP I The cdRioctor for power
Therefore, the ground pin 204 would contact its mating
utilizegjarFifeyinerpeeibeationgonpayesss dihg comector dnalydes g ixetrmakeflast break

LAl S0 3 SRR 1 Dy
and als@iluegitey a prvuad bacsdsyFivesnpinirebtediod o dingl ahhipplh)@rlate first

Pr esent invention . ) i
make/last break contact. In this example, the ground pin 204 is longer than the power pin

206. Therefore, the ground pin 204 would contact its mating pin in the docking accessory
before the power pin 206, minimizing internal electrical damage of the electronics of the

device.

[0031] In addition, a connector interface system in accordance with the present invention
uses universal serial bus (USB), universal asynchronous receiver-transmitter (UART), and

Firewire interfaces as part of the same docking connector alignment, thereby making the
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uses universal serial bus (USB), universal
asynchronous receiver-transmtter (UART), and
wo-2008M0029¢6 | Nt er f aces as part of the same docki PQT/US2007/072127

connector alignnment, thereby making the 4 WO

2008/ 002916 PCT/ US2007/ 072127 design nore conpati bl e
desigmirtore clirfpatibenwith difssernftypen béirtertaess, agsvilbk disbessed in detail

di.scussed, in detail hereinafter. In so dping, nor
hereiragit, 1 *RloiiEs BT EmOls aroREoR s eAs ipjeraos e fhichngdia player.

pl ayer. Renote Connector [0032] The connection
Remoit€ emrfegton system al so includes a rermte connect or

(00320 BppiPRTLRys warra Topuiihal Sodit eItk provides
for th@abiRt to dugfut ¥hdBPut &uidgs) 6)@0\3&5' IFO é‘erfa‘l ﬁfﬂtoéﬂl‘ danﬂ%’o%ﬂ&vﬁn output
of a remote connector 200 in accordance with

for viggoe Jagrei2dvis atiiam andueppi vievs eba remaie cornesitos 209 nh@c@mﬁance with
e, EHES, 0, RSN PSPPI BB e

recepﬁBeleQ ustwell &sa gi:corﬁli Meﬁ&@e 24 e réthoteideeided. IFighe 2B illustrates a
e connector. The ‘%6300 allows the functions to

plug 3&8 tq@ Brﬂcszﬁddéahmegl%@mé t el hegplng 0@ pllovrs the fancpiens to be

I t
oA et 255 08 RAD RS AL Bk BRI e romr
connentot 20@ eHerengdberath béﬁhesenfeatures mat/enotdxeam ﬁnplemented in a remote

connef:tr?r ﬁ&%ggygg si@g&% eaflg]%g]g ggbqg el %}Iﬂ%gg‘%f 1étsbut a SO s%ecml remote

contrd¥ic169) RABRBpESHR @Bles MM WiGCAbRARLE be Ml ith tHid ﬂeﬁ%ﬁa
with the rempte connector. 15 [0033] To describe t

connef@at ures of the connector interface systemin nore
detail, please find below a functional description of

[0033] ha odib@&ib’bghé faREEs Gffthe EQTRLOT HRERE sPdterd il mRdre QM Hlease find
set in accordance with the present invention. Docking

belowzriynetiarsi descpirsteiohe dprkdng semeston sepolo3apnecky ags a command
setin g&% e Qfmthe r%ggﬁgg,gjegﬁdm?l n designations for both the
an

|ng connec or or the renote connector for

a as a[[1 i PodTM devi ce by Apple Inc.

Docking and Remoly A ge RECIBGALORY 3B. Figure 3A illustrates
[0034] h@’o? %@ﬁ&ﬁﬂé opih@ cgﬁr?écgd}ﬁ‘ﬁﬁ 883eraB6nd 38 bolAEK IS King connector
connector. Figure 3B illustrates the connection pin

and fod gl ngmatd @msedtor for henademmplayer sucnaset lBDdT"”Diﬁykqertgf Apple Inc., refer

nnect.,or i £icat 035 ur.e
now t PRAEE N adP 5, bisfitd & Rhystiiet Bhedohnendai oftprigns for ghe
dockifériieei. Bl gue BB Pdtes thD QodrdlcliObinGlesipRatfMEor the remote
exenpl ary specifications: Firewire power (8Vv - 30V DC
conneptRy. | OW Max). In one enbodinent, Firewire may be
designed to the | EEE 1394 A Spec
Docking Connector Specifications

[0035] Figure 4A illustrates a typical Firewire connector interface for the docking
connector. The following are some exemplary specifications: Firewire power (8V —30V DC
IN, 10W Max). In one embodiment, Firewire may be designed to the IEEE 1394 A Spec
(400 Mb/s).

USB Interface
[0036] The media player provides two configurations, or modes, of USB device operation:
mass storage and media player USB Interface (MPUI). The MPUI allows the media player to

be controlled using a media player accessory protocol (MPAP) which will be described in

5
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(400 Mo/s). USB Interface 30 [0036] The nedi a pl ayer
provi des two configurations, or nodes, of USB device
wop@sabions: nass storage and nmedi a pl ayer USBPCT/US2007/072127
Interface (MPUI). The MPU allows the nedia player to
be controlled using a nedia player accessory protoco
detail (WA eimhisatg aWBB Hhemaebertdoe Devive fHD) RGO ALY frénsport
PCT/ US2007/ 072127 detail |ater herein, using a USB
mechqnisien | nterface Device (HID) interface as a transport
mechani sm Accessory 3.3 V Power [0037] Figure 4B
Accespotlyi3s} Valaweert he accessory power source. The nedi a

100378, 2Yfis IBSAERGI 4 RIEOR il “Bhet “Tns BB v p ey
powerdf Kigiies O6IEEs, For @ehpl€ 0 ¥ t6 313801594 (4 .85 VRHSSRALY) 0\AY the
maxi mum current is shared between the docking and

dockingersnectebiiiemoteconneden(if myseads dmaxingye chmseritas Pia tween
the doé%'iﬁg'ah@?en‘?‘ot?%ﬁde%{élrsar current such as 5mA. Proper

war e accessory detection is required to turn on
i gh r (for_exanple, up to 10Q md) 10 durin
10038Ec%y\f@?§§% ﬂteemﬁf&%.a@yerm@ah?few%@l%ﬁ%meﬁwh @%?m%h Rroper
SO By B B S h B O (BB I C upRBED m)
duringpativadedct hsagagWhehalebicgs aralina@hiize, pheysmut@0dQimdHiegthen a
thC.iI%gstrq;zs a refgregce schematic diagramfor a
predetgipungd AGPNt L PAWET $HeH 28 4MA SRR f yi ng accessories for
the docki ng connector. The system conprises a resistor
[0039} o Ageesspry Porsr ishgrourdaddhpoushh thedaigitalecGIND mies-er mi ne what
has been plugged into the docking connector. There is
[0040 N FigurenQallugbtates upeferende s@eanrtiy dlagedm fdra syktehi for B&ecting and
. .redi a player, Two pins (Accessory ldentify & i
identifyngaaceesgrigsdor theydogkiag gamectoro dhg pystsry Gpraprsysiasregistor to ground
f B L); o y
that o D oS R Pt s B0 B AR e IB There
is an iSernahpulRipodroA otesCoynidentiGatvithin: th¢ HI@dia]player. TR o pimsy Aesesdory
1d .{o communi cate to and.fromdevice (Rx & Tx) [0044] b)
entiy % A CCESSeL E‘FCt§ &9456%, 3. 3v=Hi gh) [0045] As nentioned
reviously, nedia players connect to a variety of
[0041£c FemwofDdsa refergnecssheAi GEf 4nl dlenttet aigophanedhat npdyaheetonnected

500 .coupled to different accessories. Figure 5A
tothe i EBpieEtr

[0042] Serial Protocol Communication:

[0043] a) Two pins used to communicate to and from device (Rx & Tx)
[0044] b) Input & Output (OV=Low, 3.3V=High)

[0045] As mentioned previously, media players connect to a variety of accessories. Figures
5A-5E illustrate a media player 500 coupled to different accessories. Figure 5A illustrates a
media player 500 coupled to a docking station 502. Figure 5B illustrates the media player
500" coupled to a computer 504. Figure 5C illustrates the media player 500" coupled to a car
or home stereo system 506. Figure 5D illustrates the media player 500" coupled to a dongle
508 that communicates wirelessly with other devices. Figure SE illustrates the media player

500"" coupled to a speaker system 510. As is seen, what is meant by accessories includes but
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25 nedi a player 500 coupled to a docking station 502.
Figure 5B illustrates the nedia player 500" coupled to
wa2osnometer 504. Figure 5C illustrates the nedPer/pbaywn72127
500" coupled to a car or honme stereo system 506.
Figure 5D illustrates the nedia player 500"' coupled to
is not dindted gb éoc]&%sthﬂilﬁts, changau) icaiadt@sospintielopbaley, Minidisterdebgr
deV|ces 8re 5E ||l ystrates the ned a plaﬁwﬁ 500"" .
complgiptREak % and apgespqries Wuehasamympnicalg wWike \egiliovithgihgr acgessories
meant by accessories includes but 6 WO 2008/ 002916
[0046PCPlsUS@0ﬁ>71bd)ﬁ®mﬂlslyi, thinannkdtor ineuiface sybtark cogd St atilivetswith a
car. stereos, n1crg€gones

h
commr B ST o R e R IR R E e G, Bl vampsebe o

host cHinbBleP 58y WhértlQBRIc REE DS HYstd@S that HaQ46Irf¥hicate with the media
nmentioned previously, this connector interface system

players dtishpulsebanderssendt by are of ordinaryekil indhe s fhat although the
above%Hénqﬁned c%g}lecpoq 1r?t (%Cﬁeﬁtsé é’oulci % létﬂlzgg r3\;01ﬁldtlhgg{)]}tn}tnand Set, a variety
of othed @mhé@@ﬂs @r @ﬁ\térﬁﬁccﬁﬂd BY aﬁlemdtaha&hdyayom@ BEwiihgathe spirit And scope
the nedia player. It should be understood by one of
of the HFSERARYEERPY | in the art that al though the
above-identified connector interface system could be
[0047]it iAs desdibedtahotd) acapssuries thtematt, with themielia plapér winger media player
connecto s, or syste ould.be utilized and, thg I
accesyey REOfCP?P 2R 8"@% ‘é'ii“oa 10Edp B1aYST 2CRSOpr ISIAGP! 1S 1 the 1%°g
Acces‘s PG HoB8Y- (1 AD). [ﬁ@ﬂ&dlf‘ﬁla?&%&s@&? ROBYS re RECHBIROSI tBvare
eract with the nmedia player uSing a nmedia player
Compmtsg@@utyngwroth@ oerdia wlnymlaa’mbmrroﬁn@tns hvith zmechsanpﬂ @weea given
SO t 0col i Pod Acces or Pr.ot oc
wanspBfi B2 e R R Ho P el S R0 1B Eron Gy £ i ptaver
applichfiéh ﬁ@tﬁé%@ﬂ(&haﬁﬂ&%ﬁﬁ@ﬁﬁnu@/&&@éﬁsl t6 Ghediibet. hI@IeHﬁCﬁlziyep téiiands are
t hat comuni cates with accessori es over a given
associgted Yghohe proggwsing afiieicgppidee 20f othes atahstwasaithe medipalayer and
; [
the acfBor§e x| Blan e IOy HRY LR oPRHEL ity AR b EAl M and wrie
operathhﬂit@traﬂlsfmemd(sm’fﬁmfdﬁnmoﬁ betvgnchainedia\pldyler tnhi%the accessory.

essing of yoice and, of her data bhetween the
Accorﬁ’@@f Ya PR Rpbogdigent; f?é e ab‘é%%?%ﬂ refﬂé#*@%%wga Playshdhdeg is a
HBY cHRmAAS 8 tAd 8eWoh) A cRIPShMdN % d and
rec‘lpropeﬁatmns to traﬁs EF aﬁ% §tore§§n ornatloﬁktg egKmPe an
associtfed withcipacific ayesssap furtchenaidyessory. Accordingly, i n
one enbodi nent, for each command related to the nedi a

Comnind¥@hetiddaBfe 1S a 20 reci procal conmmand for the
accessory. I'n one enbodi nent, conmands may be grouped

[0048 i nehltheyglve pharddy wf Pm@p@dzﬁ ip d@scalb@@b@rswelrom en¢ eherdinagy, skill in
the artc%ggg % 't:h%]?n g lany offie Jn.{?ggéls fc‘i Behlgtﬂgzed an h%qr‘éllsle tvxyoy?(f be within

ereln

the spﬁrk Iahﬂ sédpe otfﬁfé piiédent’ R0eging @Gccbhﬁﬁgl?&ﬁy héﬂ&f Qbm@rﬁiﬂiﬂ@‘ﬂ@iﬁw is

coul.d be utiljzed and their use woul d be wt
representative, but not exhaustive, of the types of commands that could be utilized to

authenticate an accessory. Furthermore, it is also readily understood by one of ordinary skill
in the art that a subset of these commands could be utilized by a media player or an accessory
and that use would be within the spirit and scope of the present invention. A description of

the functionality of some of these commands is described below.
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25 the spirit and scope of the present invention.
Accordingly, the list of conmands below is
wOo epees®™nd at i ve, but not exhaustive, of the typerusfo07/072127
conmands that could be utilized to authenticate an
accessory. Furthernore, it is also readily understood
Authdnticaiva odfandyadessaryy skill in the art that a subset of

nmrands coul d b ized b nedi a Ia er ar
10049} T8 BrS SR AP Teafiioh sethells R arcrswey fefhns gt ficafion
messa%@‘f’o ﬁfé9@&11@{)1a§é}ew951%$%‘ﬁiehtm&ﬁbh AbssaPe Ghef&dtdsthhQhe Qécessory
O the functionality of sone of thesé€ commands is

suppodesc;rtaib e@lmb@néwnd snpmszw&'/nooam Themeds? pley¢rolian @ansmits an
% catlon. o rev

scknoRth AR} B8R b AR IR bet 8By PPaRERKES Bne accessory

until thélemtire fabh@hti @fion PRESRIVNIplett ETHERAEHA Pla 2¥ﬁﬁay m@§ra9 at he
identification nmessage indicates that the accessory

"Conngghipr  screcar tTdiean yIsherepnéigpp Hrat ﬁlea?@theemat@atve@wn
n

numbg\BaTRELFeRoY BlouldIET (he BN B R b R HRL player
transnaiGscedmllbygd thdeapmed spthe deufdei IThe lneedenplayed then validates the

aut henti cati on proc S co | etes. The nedia player nm
authenfjcapipn i gRatressHigeY 3@ ey gpsgg oB&flovieRdDy g Siancksgery. The
follov&tlﬂg BeseABES i O\Fel?r%tstcn)%r @\H(t)ﬂl kAR cHRINSh&RodsMHRRbrdance

the accessory prOV| SIS t e correct versron

\mﬂnh@pwsnuuhhn8@1 the nedia player transmts a challenge

to be signed by the device. The nedia player then
[0050Y alFigat 8Ss & ABwIPaA WA eNistrars h?[’oc‘éé@ﬂ@@%&ﬁtﬁ)llﬁg A@ed to a media

public key based on a device ID fromthe accessory.
playerrin@ccdrdaricowiiigthe eresentiexentionr & Eiane § ilbyentesbe process begms in

step 5 248 SIS IS o081 B AESREAANS Ftht )
accesstohﬁtm whidhsihé afithentRafisrocetficdtofs validited! Mong smﬁﬁﬁﬂy,tdmnag the

pl ayer in accordance with the present
backgrqwé ﬁmh@ﬂtwa}é@n ePgaten ¢hs aqcgssppairasmits gathspticabien infagnation to
the média Rl%?elsﬁ the M‘;}ﬁﬁ?ertr&eeﬁ'g@ dha VRl Y& the ﬁ i ALATE c@htamed in the
oun aut hentication operation on the accessor
authentrn:amm otomaéioau Ithemdt éngladdimentc thetaufhieotadagion mfvahatdmtmajy also

) Mor e speci ficall dur,i n back und ) ;
includgp R GeRoB et Tt Apfeni 8 SR yiceies fiflepeibed in more
detail @%ue 4 @@&ﬂl&ra ih MG a8kl %elow the rﬁ@dlﬂ?ﬂiiyér PR Y8 waiQfkil the

he nedi a pl ayer receives and valida
entire @éﬂlﬁntﬂqa@an prasesst compdetes butumséeadadipwg n@nta;atac@ss before the

{1l t
authe oS TRo Y cpI e o730 7 sEP e it Pl pIRR BERbER second
autheMRABHOBpRAIIIIn thAdEdeedtlry, GRWHh feduthdntie@iddSsi @afure is validated.

described in nore detall below As described in nore
More gpacHjallpedusipg thhrecapdiphgntisgiéon enssafionothegarassarpitiansratigan
autherﬁ{?:%ﬁ&? st b ltkfe%écﬁg pgag/?tp gﬁc? %%Hlf {)lﬁgelk}%eliréésahﬁ Q?ghdates the
ertain access Ore ntrc

autherﬂfo@ﬁ@ﬁﬁgﬁalﬂﬂel Ghﬁ efe ethBodiment) ﬂ&trﬁﬁilﬁ ﬁlﬁhyelt Vegifiee tHeamutedii &dtion

perforns a ond
signature using a publlc key More detailed embodiments of the background authentication

and second authentication operations are described below with reference to Figure 7.

[0051] Although the authentication of an accessory is described herein, one of ordinary
skill in the art recognizes that the procedures described herein may be applied to the

authentication of the media player and such application would be within the spirit and scope
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aut henti cation operation on the accessory, in which an
aut hentication signature is validated. 25 Mire
wa@p@siobise@l | y, during the second aut henti cati oPCT/US2007/072127
operation, the accessory transmts an authentication
signature to the nedia player, and the nedia player
of therpeesentvieserdiod. Fal extatge, thdsameort daiibd stetsidescribied mraﬂguee 6 above

di men dia player verifies t
andlob,{h REL Y S e B Hers b ienligye hogpeia player.
det a| | ed enbodi nents of the background aut hentication

Auth ﬁ entication operations are descri bed
r ef.erence igure. 7. 30 [005 Al.t ho
f00s2f hesq%rﬁjtaﬁ LR LER GG s tiiof oy bl by b SRS tre
certifio@e @tdator QRRSuedf coRhy,e8d. ), celifichte tippe, VAIR] @drtifiéRE @B k&RSs, and
that the procedures described herein may be applie to
other mgtadatgy dhantieattangsrtificates calproreferras) ta s eeriifigateyetneerts, are

s 8 TS B A0 0RO 90 PP

numbemve he embodiatent Xlengrtéficatddra g daetoesd 13iaﬁ1ah&fent$¢£ipﬁ COprocessor
hi described in Figure 6 abOé and/or in Figure 7 below
chip onghe pRECHOrY- | 2RECHIFaAN SRTHECABY P BTN higPEesepdnvention

contaifGidt BnlRhRYREtadatddl HEDNLth Bkl Qﬁ\hgﬁfctahf)ﬂ ? AHifisatl QAo device class
Standard authentication certificates function as
1nfornwm>na1nd epsbliokeyd athachsare desrsibedhn homatetdif bedawe cr eat or
(i ssuer, country, etc.), certificate type, valid

[0053F eTAS des&ie ifl aloRe BQBUBElowa E m&Ti N BlayBBleR#RS Bertificates using a
Aut henti cation certificat es also referred to as

publicdesytthatiis isswed byrthe 6% sTheamedia glaver merdlsenee thiegnblic ksy to verify a
51gne(P &%llglégen%e?tlﬁgatésl a{rrl% Sgdet? ‘rflrans thteI eghé lgér“}/tsgn n]gerg%geessoary-speciﬁc

1nfonﬁ2&fohlt(f) teahediapiyse Sich ﬁé&sa&dﬂyaﬁeo&lﬁﬁ nestiratiah iny contain, for
coprocessor. chip on_ the accessory. Authentication
exam%rqume&éﬁsw mﬁlaé.l@e@la@&ﬁbﬁ‘eansw h“éhepc}eé@@r?ﬂ%ﬁ delerpingnwhat
commbd{iB hateSiaROls RiintreptE wiEWRAN:Bpdo Ut fiodth BRGE n one
embodinfeat, et media atayexampja bdd perkegs;ble\bomimaadsetoabasong blassek or add new
redta|I ow. ,.[ 0053 described in nore. detail
devieq Jpssgs OY W@arafe aamfflléygw ’1/%‘?1?‘1’?8%11’6%}?1 %FW&&F%%OYU%% ey b
suppoPcHJPby @hel‘rﬁé’dl& B %’eﬂ @hérﬁtﬁb‘ @\ RyudshewleRrtifidates W@%e%c@és@é’r?rvendor

| so use the public key to verify a S|gned

o0 B R TSRS bR ot

countérfditdevidel,QRe tén lbﬁn@@bﬂalﬁhﬂi&%f ma$behidded to a certificate revocation
accessory- SpeCI ic information may Conta|n f or

list (opRinpe thegnedia playprae Prevenbreraces osinaiescert heataFomenighopticating
successRfll e}gﬁ\ﬁlg Serﬁhé‘a;tg Pnﬁjr?{: :m&%%m%‘ﬂyeh 88%?&% %&19% Hle cert's device

acc SOry 1 s 0O use respe
class, ﬂEdh@dl@ bhyerrej ebt?. theeerti Bedva dinngatemboldém e 0i ﬁer@ﬁ@bjet’o BeRysed for

dd, permnm ssi bl e comand 0 existing classes or
devw%@kxhe%alé%tﬂ%n@r Bayeaprpiet hecanen Gre dnﬁﬁwaagﬁp%&ré ears “Gic), which

i r Wy r
may b%;ét?ﬁﬁ Saf aa% a 9@!;3 IRGEESROS ;e B iRE1€ O sitRBRTL A be
accompéishedfhycaldes: devideheridamedeorty theGRaorafter the expiration date has

passed.

[0055] Figure 7 is a flow chart that illustrates a process for authenticating an accessory in
accordance with the present invention. As Figure 7 illustrates, the process begins in step 702

where the media player and accessory exchange messages to determine whether the accessory
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[0054] In one enbodinent, if a certificate is sonehow
conprom sed and cloned in counterfeit devices, the
waeoeopnmyiced serial nunber may be added to a PCT/US2007/072127
certificate revocation list (or CRL) on the nedia
pl ayer to prevent devices using the certificate from
suppoats ichetanh icomtiangs aslsuppesd imhthydiatefauthesticativhi Maratgecifically, in one
arser. of the nedia.élaygr.goes not recquize Ih?
embotigent, dhegsrrisarogansmis an g ligalignampsagrelo themediaglayse The
identi€i4tidnfth&R4& intlDd@EISIRAGETERbtioR(1D§ hhd b GREGLHDR 1€ the
used for device authentication may have a preset
acces$ary eggymnts Certajn commandsandanugports authdhitipatzons , Ingomwe pmbodiments,

i ch be,.set.. .for. exa b date. .l n _one .
suppaf{ o6 e BurTlartoRs SRR SrneheD B Spipen 8o an
ackno@€dpimdnt 51ReAgbYo BdAtHPscHPV IIEenS@AbRimBtINe MSediPplal@ notifies the

_CRL after the expiration date has passed. 30 [0055]
applicatigm pithy megisplpyesihat g accessary is piterspiing oxceesp thscmedia player.
for authenticating an accessory in accordance with
[0056] heA pdassidd above it ba®embedifeat,) e aﬁtﬂdntit:lz&gdhaipelﬁ,tiohhﬁe hgndled
. rocess begins in step 702 where the nedia player .and.
in the faclezenidjog ewaﬂglélpf?éwa@@gpwr&&néK%-ngsmﬁ)fﬁwﬁ@/mhom
hardwAFCALSRFa¥iod 1Y A8/ 0216+ GeThbERZ %@d?epig%lagx%tivé HPRBELsS device
certaln conmands and supports inmedi ate
commandhafidriagtientoratioivbasbeguechdforeahd yythémicatmen hasroogieted;tnd

t.he accessory transm.ts an .identificatior ssage to
throughifs ShEEReRTUD PaRIERoR i d8vies Fithenticaion s [ TSt olietandor
maxirAuifl @Mh Cieasidenbifausad), i mhédR) pRst AR 16SLERLbEQBINE R ncoming

the accessory supports certain commands and supports
commgpdshanstprevant e devise dompinderbestigreith ied®B playsp oMedfaqrlayer

. di_at 14 .on .S I (red...Th dj . Fy. .

apphctaﬁgfﬁs ar% Egﬁ#%gﬁg}ﬁf(? g%:‘ﬂ%pu e eo(r]:aeﬁe gﬁbenﬁféggoanglzasggar{eﬁ.e@lsef(%ebehawor
is defined ass0ftlying tiat omeld poidadicitty bltertthemeridiptayet BatRKior or download

notifies the application of the nedia player that t

d h
unsafg@edias frgmples of righpbehaior & laec%‘@s%edtiﬁ@us%éeé%nlmcbmutabﬁ media
or ﬁnﬁ\ggﬁe da¥es fERE rr'ﬂekclfaadpl Ves adtﬁknﬁg%m%g%ﬂgétn%@tﬁga&p&int, the

aut tication operations are
applictiak gf thameedizoplaydr couldidahcabbey dewipd-miptedintivitpdsiaod possibly report

ée. g , RSABor SFEE) &Iﬁn t.h/ wi t hout 10, hardware
an errgrIpEYSAgH0; th Uges (98> (RECC RIOLSYRROLFY") t he medi a pl ayer

is operative to process device comands after
[0057hutReserting atill emFigars heégstap 706 fdwriag thecbagkgioond aethentisation

has .compl.et ed nd_.through j.ts successful conpletion.
operaligts (7RIS ber PRt Ap AUeplifoPo HESERRAIPpfRElphe Stessory.
In oneEBWimenmibie Mbdid plaPert@stshaahedix liglest Myt id 16 MEH ke accessory

er can_ | ockout processing of incomng commands

pl a .| ocke ) .
transr@fﬁd}/lﬁ pethenficatipp indermationtte hemetiaplayen g ong embedinieat, the
oS D PAYES of R SHER AT, R 50 Wy o
versioRj aldya pefhi@\ceniificaies wilefeithe cerificaaytakibe ditibed uciond skctions if it is
ermanently alter the_ nedia player. behavior or. )
large (FRurREALEF Ui S04 BYtERTAS Eﬁl&lﬁtgﬁf@és givided JpynigsReiAnsr Unog receipt

of the REHRNOLAEH il BrhMas HO ﬁ{éhﬁa;qay%i( eEU A& B G ficate. When the

certificate is fully assembled, the certificate is parsed for device class information. The
media player then converts a class number from the device class information into an allowed
command mask. This mask is used to validate that the commands identified by the device are
allowed by the certificate. In other words, the media player validates the certificate based at

least in part on the device class information.

10
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or firmvare updates to the nedia player. If
authentication fails at sone |ater point, the
wappkioemté on of the nedia player could cancel BEWUS2007/072127
device-related activities and possibly report 20 an
error nmessage to the user (e.g., "Device is not
[0058F uPyEat, timdiep 708,008 ijedRAgfl eyer valjdasdsi th awthedticgtisreinforimation. The

autherg%:gﬁ(g{ ]O (i’mrngattﬁ%lg %ﬁq@in%ﬁgfgg 2(1) gﬁ%ﬁgrum}fj}ggstghg algéroer)](ample the
autherﬁfé‘éﬁ@rp InfSatdiBR o) AR OAR iHeSRMHRAicdtRn AR AL BB ERIN, if the

I'n one enmbodi nent, the nmedia player starts a ti neout
public dentefrcateNenstexpired, of dphé’plﬁqllqmalfamtfss sotthe certifarasielgcatios list

(CRLE R R 8 o PRt S8Rt IR b prkeroiR apyGon

operatddh RAHS.hAMhilGatwin @esftfeﬁi e aMilehti Qfion ProcasH (Ntcki§abliMhnd timeout
m nor version, and public certificate, where the

limits haye pqtibeen excwa@ﬁdbeThﬁ: backerpung anthentication ioperatior passesii§ the
autherlt%r ?c?r% ‘gleerSl%n 18 'Qarlgigfeﬂr n&d 'i]ﬂﬁe ggr? ﬁ@XtE:% S colr}cxmgr?(fs have been
| cate VI de up rnto sections, upon recelpt

deternﬁlhed toematch be Bideedlt}io@él rdquééedey aiotlehti®y d@&dﬁﬁldﬂif ayeiedia player,
reassenbles the certificate. Wen the certificate is

and if  gertificadanehinhes haga vertied: finoae smbedisagnt awnrisky aragliacelayer
r
com L R A o Gy T e e bIE B HERE i cion
process|contivabs. troomeenbotsknt, fieisedi@pleyérsnajseahshit amessdgd © the
that the commands jdentified by the device are
access&ﬂ %&tlﬁ%at"ﬁ@o&ép OrpploR Fatuf-n” ot her words, the nedia
pl ayer validates the certificate based at least in
[0059barNeXb nn sigp 7d@\vduciag @l saendi awthentieationrpperaionytthe media player

08/ 0. PCTLUS2007/ 07212 0058
transnf S RERRCHHOT SRGET “olf IS ettty dRE kil signature
request IiﬁdDLﬁdwfalrél{domTh@lceﬁthﬁll@@E kB sighed Bif BE @BYiCE nTﬁ%pebﬂ‘ic
invalid for a nunber of reasons. For exanple,

noncelghelige legth way VanAndutill sepens onie speeaiq mnlﬁm@ﬁ@lon Next, in
step 7?2“&?@9 c%&@lgi tﬁ&sﬁﬁ{s%%ﬂﬁeﬁtl&w{)? \5%1151% ('b] ,tal?l?ess%é%lltlf% signed

cértificat as expire cer
challehge/ggndtine) etht rrfed(a&;tl&eyar eNer@in stap Vléatupoﬁ rec€igt pf the fauthentication
. of the authentication information js jinvali
Slgnatb%ﬁ’nj‘r‘%%%l’ YernaHeatesthe aht 5%?3&9{1 SIS G Masighed callenge).
In oné¥rhtlodirasitatht nidag ﬁ!'e!fé?%ﬁﬁ@sa{tllle QlEnbd H&%%hﬁl‘léng@ u‘éﬁ ra)i)ubhc key

count and ti neout imts have not been exce€eded
based baekigvisadd froum Heractesattyodn epeefairq:(bmknahmest, fhe mhdvia player

hentl ati o rsion is validat nd if.the
verifigidhe § Bl PnatEhas filai fo i B35 Mlkerba g vidsd by the
accessdBf.Ch or exceed those requested by an |glent!fy com_Tand
of the nedia player, 10 and if a certification chain

[0060Ea§n 81? in}{()eJlfnf Jate gn a+c%ss% H?n(%%a{ir&p é]rocél]s%n fgasg(!f ¥n 14 puf)hc

conman unc conman

key/deﬁ@Eé}SSy@’@nﬁWEere m}adxlcadssmiy Ha8 aguvarilelyGad ki media pm@szshas the
contlnues I n one enbodi ment, the nedia_ player nma

associpted pybli¢ key. r@@s@@@sqrg apﬂ@ntl%l@ggoggﬁeys is ,q}gsglgtmtﬁgrag@d with
accessHY Sofidol rhiRisl On status.

[0061] Before completing the authentication process, the media player transmits an
authentication status message to the accessory indicating signature status and authentication

process completion. The authentication passes if the media player verifies the authentication

11
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[0059] Next, in step 710, during a second
aut henti cation operation, the nedia player 15
WO e@a®mote an aut henti cation signature requestPtDUS1067/072127
accessory. The authentication signature request
i ncl udes a random nonce/ chal |l enge to be signed by the
signatdey i @therwibe tigpachdnticationgroedss fidls] dhaehdneogida pasyesvae y

.and wll depend on e specific inplenentation. Next,
applicgfion ¢f %5 med: PIeyRE U BEGSBlob St ices o device
aut hentication signature (i.e., a nessage wth a
[0062}i ghthe authienti¢ating @farcgmfatlsithy devacd et ofsbie meplaglayrer will lock out

Next, i,q step 714 upon receipt of the.authentication
the aob Gy i b B0 A AR A e o u e REREce By B roven:
the ac8dtkb¥§Thdnt atilifiNg Meanadit bRyéd reSourcdshén ShOBBBodGRBhY, BRARIdIa
I n one enbodi nent, the nedia player verifies the_
playergngnalgo Hanferit ahaltherigationsstalys ko {halepplecaiey of thg seadlioplager. For
Vi fr. . aGce LY. | referred .
exam JEAE B s loh 181 PR kofion R . REEh Bl By tigpty o

"ConreotiereF sited!' henggeusi ng a public key fromthe
certificate provided by the accessory. 25 [0060] In
n .
00630 RSy, 0 GEGSRERLN LRSI LS LLOR, BEASRRE
maxinaou ¢igsonly Aasrdingly] wnaine ekebypdamsht tthe autbditmadrayamraldvafail if the
t he associated publ.c keX. The accessor
retry CRSE A PESHTHM OBIEORUE &xseeticl. JekpE Y & gpthipesy s accessory

from SHERHHLHVeRERbPFOIdeSPFTHRNAE Srddr @&ﬁeug_ tﬁ@&lﬁﬁ&tfc%@l Ry Aneout

the authentication process, the nedia player transimts
counterp  Boonguantimditenit inopmaigatagketsmgy dgdeletedtiha deeenmbr y
i.ndi.cat.ing signature status.and aythentication .
authertBATRalE ds i & TBRCOCr ol it PRy B g s guldevioeppgets from
being PRide& el BY&ie steiddimes, iffiige AUtkRapHbER dndcestdry\ntifying more
2008/ 002916 PCT/ US2007/ 072127 _signature. O herw se,
commeapgds than pllawedcit the sentifisetestbe fayieg lockputasnofestivaed aton
1t he ' [ nedi unbl ocks
s C b s S i T
e device port of the

th i gat i fails, t
10064 i 13121%1'0@35@/:39659, fnd ?@3%0@3@@&‘%@ Q%rc%%%?@ﬂngmnsa&,cesawrbas been
disclo§ed’ @He4h&hod ﬁl%ldﬁ@gbé}fcﬁhﬂié i aRUENRGT&SE §$nr£'tﬁ)_n on the accessory

accessory to prevent 5 the accessory fromutilizing
by thetrhedimpldyer, plhasesan augwoticat®g. ceftificateds satixtathidrdine, methed also

: medi l.ayer ma so.transmt .an authentication .
inctudg by R Ry § SRt R EERhAR Brere it Aoy Hgpedia layer,
where%%ﬁﬂieﬁticdtfon%[@aﬁ#é Reatiifad.i 88cdrdink $o tHek9staRRInd GRdthan

of the nmedia player may display a "Connection Fail ed"

disclopasisheaeja. the owes] player endacossrony masivtilizhepkimlivenf ¢aampeds in a
Variet)? ?ﬁérg%ﬂto% g{ggﬁ%}fé]gg\%v%;ﬁigia%oéﬁ%&%r r%‘ﬁ%glg%ree sfa}ftg%n} %nglir%%ﬁ(llent B'control

accessaotthemediaaldyen can also fail if the retry counter or
maxi mum ti meout i s exceeded. Locking out a port

[0065P" %ﬁl%héh MR pELhiSiOntion has been described in accordance with the

embodiments shown, one of ordinary skill in the art will readily recognize that there could be
variations to the embodiments and those variations would be within the spirit and scope of
the present invention. For example, the present invention can be implemented using
hardware, software, a computer readable medium containing program instructions, or a
combination thereof. Software written according to the present invention is to be either

stored in some form of computer-readable medium such as memory or CD-ROM, or is to be

12



fromsinmulating a detach or re-identifying in order to
reset the authentication retry/tinmeout counters. In
wor@sendosli nent, i ncom ng packets may be del et edr/vf20a7/072127
device port authentication state is set to "lockout."
This will prevent any |ocked out device packets from
transnlifted everg nEtworks setlis té be exxeurdtbydi precessori Cohbeubmiy, ur e
is due to an.accessory identifying nore nmands t han
Comp‘étFT'b%g%PIBWHH@’ Edpendekiaciidabooiiieraerdsblesugna.ovirig may be,
for ex@le! Bhfthiftbd o AU LIHERb KA B8] iFiORi ’
or ex@mnble ifttd o Al Ry f@l},%&ﬁ&Aﬁ%¥0ﬂ5%§%g ade by

may be permtted to re-identify. [00
one okgrdinary skalhéh thenrteritiout degastiigiremftos spaut dndrscopad fi thejagpended
claim&Ccessory has been disclosed. The nethod incl udes
Perfornming a first authentication operation on the
accessory 20 by the nedia player, where an
aut hentication certificate is validated. The net hod
al so includes perform ng a second authentication
operation on the accessory by the nedia player, where
an authentication signature is validated. According to
the system and net hod disclosed herein, the nedia
pl ayer and accessory may utilize a plurality of
commands in a variety of environments such as within
a connector interface systemenvironnent to contro
25 access to the nmedia player. [0065] Although the
present invention has been described in accordance
with the enbodinments shown, one of ordinary skill in
the art will readily recognize that there could be
variations to the enbodi nents and those vari ations
woul d be within the spirit and scope of the present
i nvention. For exanple, the present invention can be
i npl emented using 30 hardware, software, a conputer
readabl e nedi um contai ning program i nstructions, or a
conbi nation thereof. Software witten according to the
present invention is to be either stored in some form
of conputer-readabl e nedi um such as nenory or CD ROM
or is to be 12 WD 2008/ 002916 PCT/ US2007/072127
transmtted over a network, and is to be executed by a
processor. Consequently, a conputer-readable nmedi um
is intended to include a conputer readabl e signal,
whi ch nay be, for exanple, transmtted over a
networ k. Accordingly, many nodifications may be made
by one of ordinary skill in the art w thout departing
fromthe spirit and scope of the appended 5 clains. 13
WO 2008/ 002916 PCT/ US2007/072127 WHAT 1S CLAIMED | S:
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1 1. A nethod usable by a nedia player to interact
W th accessory, the 2 nethod conprising: 3 executing
w@rooaobiseant i cati on operation to authenticate tPeT/US2007/072127
accessory; 4 during the authentication operation,
all ow ng the accessory to access the 5 nedia player;
WHA® ISstIAIMBIDAY: whet her t he aut henticati on operation
conpl eted successfully or 7 failed; 8 in the event

that the authenticati operation conpleted.

Succestt ul | megod BT Raers ML PHEt S Sdbaaryowothe
metho@CeRPeisipe media player; and 10 in the event that the

aut henti cation operation failed, |ocking out the

accessereguting arf psherdicgtidruenenationge evihentiagte the aprsgioay;

player., 1 2. The nethod of claiml. rein executin

Phe” aubwinghe ApReiTsEs obirafivt s it LR SRER A gre
mediadlayait hentication certificate fromthe accessory; and

4 validating authentication information included in

the aufeferminggrwinhesdhe uthedication opemtionigamptategorpcegsstully or
failed‘C| aim2 further conprising: 2 receiving a device

Tdentification nessage fromthe accessory, the device

3 i denin the eadnt thut tessidgaticaivhwgerag oanompiicdasicansfolly,a

. command set supported by the accessory;. 4 determ ning

contingingp PER AN AeRBAEY 19erccess fhahgiape¥es 8ty based on the

5 aut hendi eald: 8k by QERERLEMDN Jpelandf thilen, f()eﬁn% out the accessory
aut hentication certificate; and 6 conparing the

from amlyl fortleat acoasertmithe seedig playdre supported conmand set, 7
wherein the authentication operation fails in the

h | owed, .8 nd . d : h :
the. subpor t SH° BBt kit 1IN BB hpE e SR i bperation

includékier ei n executing the authentication operation 2
further conprises: 3 transmtti nigq)a digital signature

r equespbteingwn aheadiseion certiecaty fgpmahe agcgisaniuped 4
e oo L0 UG Sl GOS0l RO BT B ir

6 challenge; and 7 validating the digital signature.
14 3. The method of claim 2 further comprising:

receiving a device identification message from the accessory, the device
identification message including an indication of a command set supported by the accessory;

determining an allowed command set for the accessory based on the
authentication information included in the authentication certificate; and

comparing the allowed command set to the supported command set,

wherein the authentication operation fails in the event that the allowed

command set does not match the supported command set.

4. The method of claim 2 wherein executing the authentication operation
further comprises:

transmitting a digital signature request to the accessory, the digital signature
request including a random challenge;

receiving from the accessory a digitally signed version of the random
challenge; and

validating the digital signature.

14
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WD 2008/ 002916 PCT/ US2007/072127 1 5. The net hod of
claim4 wherein the digitally signed version of the 2

wo andomoneonce i s signed by the accessory usi ngP@r/us2007/072127
private key and wherein validating the 3 digital
signature includes: 4 extracting a public key fromthe
authentication certificate; and 5 using the public
key toSval i dae excthiod afictiimall whérginabeidigitally € gnétheersiet hbidie

andof b e 5 BB P BSCA Y S e
digitaBsig@it ifdeREi on nessage including an indication of a

command set supported by the accessory, 4 wherein
dur i ngextrasting e ipubli¢ ket from tpauthbantication deetificate gsdry i s

al l oned .t 0,access, 5 the .nedi a,player using any of the
cormandunt HRHER kenisniTdB A BUR Bhrellf e
accessory. 1 7. The nethod of claim1 further
conpri 6] ng: TRe firetridwifdthid 10RthescongdeRringt i cati on
nmessage fromthe accessory, the device 3 )
i dent i FsCeiNeidsracsddepdificabon aesigeaiomihe acnepsony. dhe device
deni AR HbsSB0 iRCHARRL A oRibRBr AEERRRAA N sphHREDT LRy Assory
ri sky babau durirgritie autbergsatoropsativem thetdeedssorgliaslésvddao access

a,.non-ri sky behavior, 6 erein duri t he
the i A3 AT BN G s Somrmande o e donpuarast fBpartd et ageessory
access 7 the nedia player using the second command

but not. al | gnethetipdagehss ithahsmdhdpriRlngyer using 8
the first command. 1 8. The nethod of claim1 wherein

det er niaskivipasmdavireridenidficatieasssegafiparthe aeasprernthadevice
e R SRR 081 Bk S SR L s
whereimiie cédmatihb eettincladdsanfiepemnahaanthendiitesdo whigk gbehalvve and a
aut hentication operation fajls in the event that the

secong cRTABARY Bt erics 16 agpBraty f#des not conplete
succes P}eir?’d&ﬁf b€ abthentlchIEPYber R, a%@éé%i]rgjrs Rowdio access

met hod o ai ms Wwhereln execut ng the authéntication
the maideplayérasingzhé seondl esmmand huttrive aBowerd totdvadss e reediaplayer using
the fir2CSUr S uring the authentication operation, retrying
© Iy OREMAS: henti cation operation if the tineout period
has not ended. 15 WD 2008/ 002916 PCT/ US2007/ 072127

8. The method of claim 1 wherein determining whether the authentication
operation completed successfully or failed includes:

detecting when a timeout period measured from a starting time of the
authentication operation ends,

wherein the authentication operation fails in the event that the authentication

operation does not complete successfully before the timeout period ends.

9. The method of claim 8 wherein executing the authentication operation
includes:
in the event that an error occurs during the authentication operation, retrying

the authentication operation if the timeout period has not ended.

15
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1 10. The nethod of claim9 wherein retrying the
aut hentication includes 2 updating a count of retries
war@snimiei n t he aut henti cati on operation failBCT/ISt00B072127

event that the 3 count of retries exceeds a retry

limt. 1 11. The method of claim 1l further conprising:

2 in the event that the authentication operation

fail s, 1@enelheimeghal ofeldi Cwhérem rewying Bheaautlsamticationligcludes

The nmeth of claiml1l erein.the notification
updatf et eifis gl Ressin e 51 icafiin BBt RS Bling gyenshat the
count b fetiBdx@edisANehry likitl 3. A method usabl e by an

accessory to interact wwth a nedia player, the 2

met hod conpri Si 3 execut| ng an aut hentication

operatildn tdh amq%lm feckaim 1 fuet mna)rmrwer 4 during

the au t |

pl ayer T ey el A ERRIAC A, Bl 8 1 U notiicaion fo
auservvhet her the authentication operation conpl eted

successfully or 7 failed; 8 in the event that the

aut hent cat eratjon cQ et.ed successfull 9

cont i nd#ng 1BC aiedteay dts e r@"’leﬁ@a&%ﬁ—nqt icaipn welidgpd message
dmpb?&?&§§@&¥hg%@§m&@fﬂﬁrﬁ&ﬁhﬁ%?&I that the authentication

oper ati on , locking out the nedia 11 pl ayer

fromany further access to the accessory. 1 14. A

rredi a égayerA mothpd ugabheyby an acosssorniganigeast with @anédigpleget, the
methdd@ostn®ls medi a assets; 3 a control nodul e configured

{o%e¥ecie at |east one application for accessing 4

the st ex&ntiigen autheRaton bpaatidnntb abthaacatome ingadiagﬁlay@
exchange conmmands and associated data with an

access8ryng Bisquthenticalinnwneration dlevewips g@dtacplﬁm to access the
accesgopg,erface and the control nodule and 8 configured to
pe€rate the interface to exchange commands and data
Wi t h t deteanmégeswhatherdhavngha@itwatidreopeoativardmpéetahaugesdfully or
with the accessory include one or nore 10
aut henti cati on commands usable in an authentication
oper at ipfheleQefubidleRd é&l@én%c&t% cﬁ}féi;a%%ﬁ @bMiplelcd R0ELsSRAYOr
nore applicati on commands usabl'e to contprol execut i on
continyfngatp allewshe mediagflayehto aczessghé aesassonnendy t he control
nodul e

failed;

in ﬁ‘le event that the authentication operation failed, locking out the media

player from any further access to the accessory.

14. A media player comprising:

a storage device configured to store media assets;

a control module configured to execute at least one application for accessing
the stored media assets;

an interface configured to exchange commands and associated data with an
accessory; and

a command module coupled to the interface and the control module and
configured to operate the interface to exchange commands and data with the accessory,

wherein the commands exchanged with the accessory include one or more
authentication commands usable in an authentication operation to authenticate the accessory
and one or more application commands usable to control execution of at least one of the

applications by the control module, and
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16 WO 2008/ 002916 PCT/ US2007/072127 13 wherein the
command nodule is configured to deliver application
weommsmodse 14 to the control nodul e while the PCT/US2007/072127
aut hentication operation is in progress and to cease
delivering 15 application commands to the contro
nodel whetdirethevwenimandahodulieiszohfigred maddlivar apéicationctommands
to the %gr?t?qlﬁégq%%wgﬂlﬁ lfhg,u r;aéle f}}egﬁgagi}og%gérlfﬁg%ﬁé% g?qg?gq% gﬁg (t)g Xéasél' delivering
applicAHS N E8hinGAdS BT CAMRIER deldn HCdviAtthatth@ aGRETRAR0S 6 Fhtion ends
the nmedia player to the accessory requesting an 4
in failaretth @nthiestatatothe @eeasidry.cat e; and 5 a conmand from the
accessory to the nedia player returning the 6

authentication certificate..1.16.. The.nedj,a pl ayer of
cl'ai m 15 whdRErHr et ok in LA oihsir C S ite e cofimands
includetr t her include: 3 a command fromthe nedia player to

t he accessory requesting that the 4 accessory .
di gi t arlcgmataga feom thedesdixplayerdn e achprepiiraqueieng ethdom

: LS..L.Qvided as 5 data associated with the
mﬂhm@%ﬁ%@ﬁ%gﬁgﬁgag%g conmand fromthe accessory to the

nmedi a plcayarand dtoud theragedsbay do thetraddiy playerseigheag thendom
chal.lenge,. 1 17. The nedi a player of claim 14 wherein
authentication,erHeAtfodul e is further 2 configured to del ete

any application conmands received fromthe accessory

i n thejgventrht halia plajdh©f aldirh €5 WHeRlh 81 AARRAALHHBA cBRdHinds
in failure to authenticate the accessory. 1 18. The

furthepingludepl ayer of claim 14 wherein the command nodul e is
further 2 confd qured t i gnal ,the control module, to
Loneor spBaRd e B o B3 R &SI Ran BRI 18,

accesdorptigithidy sigh a3&ioyh eHallem, Wineredtithb esidosaétallBnge is provided as
operation, wherein processing is 4 canceled I1n the

data agspgiated; wish theiremanande#itd cati on operation ends in

failurg Landh R Eh%%%@es§&9 to éxeqﬁé‘tﬁf‘ﬁlgglé?'ret%&ing the digitally

signed random challenge.

17.  The media player of claim 14 wherein the command module is further
configured to delete any application commands received from the accessory in the event that

the authentication operation ends in failure to authenticate the accessory.

18.  The media player of claim 14 wherein the command module is further
configured to signal the control module to cancel processing of an application command
received from the accessory during the authentication operation, wherein processing is
canceled in the event that the authentication operation ends in failure to authenticate the

accessory.
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