1 Erasing a stored information pattern on a storage nedium The invention
relates to a nethod of erasing, in a docunent data processing device, a
stored i.nformation pattern on a rewitable data carrier that is accessible
by a data processing facility of said device, the docunment data processing
device having - primary processes for prdhessing docunent data, wherein
data may be stored on said data carrier, and - secondary processes for
erasing stored data, through overwiting a selected storage area of said
carrier by a shredding pattern. BACKGROUND OF THE | NVENTION Prior art has
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Digital Acc ss Control |l er associated to a prlntlng facility, or other.
Del eting t heR® CRECE@Rni stration of the carrier will then be to no avail.
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patterens t#&g Oﬁ%ﬁiﬁcﬁ"@éﬁbya\?ﬁﬁﬂmnﬂtp@ﬁer% singl e "data shredding" run is
therefore insufficient when deletion of <certain data is really inportant.
Overwiting data wth an_i:_uraI i t&/_{lof shredding runs involving nultiple

di fferent DPRCKBRAUWNNOF Tl IMENTIONye cal | ed: shredding patterns, is

generally considered as an effective policy, wherein the construction of
the shredding patterns should be appropriate to the intended degree of
security. The ddirier@Hhasdeceanizes dhal swngaetimhard cisks andiofes mase or less similar

wri ting/ st odtbrage FRANBObRANESasingly vulnerable to reading of confidential data that is stored
thereon. A first type of attack may occur through a hacker “entering” the facility via a
data network. Such interference may be countered by relatively simple operations, such
as encrypting the data before storing them on the internal hard disc, deleting the entry of
the particular data file in the file administration of the carrier, or — preferably —
overwriting the data.

A more serious type of attack may occur after physical removal of such a disk
from a Personal Computer, from a Digital Access Controller associated to a printing
facility, or other. Deleting the file administration of the carrier will then be to no avail.

Reformatting the carrier or over-writing by a so-called shredding pattern provides
improved security, but there are techniques for detecting bit patterens that have been
overwritten. A single “data shredding” run is therefore insufficient when deletion of
certain data is really important.

Overwriting data with a plurality of shredding runs involving multiple different bit
patterns, further to be called: shredding patterns, is generally considered as an effective
policy, wherein the construction of the shredding patterns should be appropriate to the
intended degree of security.

The data carrier can be based on various different writing/storing technologies,
such as magnetic, magneto-optical, optical such as in a rewritable CD, and other.
Usually, the geometrical storage organization is based on a kind of track, that may be a




such as magnetic, magneto-optical, optical such as in a rewitable CD, and
other. Usually, the geonetrical storage organization is based on a kind of
track, that may be a 2 cylinder, a spiral, a straight line, or other. The
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processing device having: - a primary process related to said data
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shr eddi ngsipae tiler datassidrdge facility between the data processing proper on the one hand

and the shredding operation on the other by effecting the latter operation at least

partially in the background of the former operation.

According to a first aspect of the present invention, there is provided a
method of erasing, in a document data processing device, a stored information
pattern on a rewritable data carrier that is accessible by a data processing facility of
said device, the document data processing device having:

- a primary process related to said data processing facility, wherein document data
may be stored on said data carrier, and
- a secondary process for erasing data stored by a primary process, through
overwriting a selected storage area of said carrier by a shredding pattern, said

~ method being characterized by including the following steps:
- determining shreddability of a selected storage area
- a first detecting step for detecting a time interval between accessings by primary
processes to said rewritable data carrier and thereupon activating said overwriting;
- a secondary detecting step for detecting either a completion of an overwriting
process or an impending end of said interval and thereupon again granting access to
a primary process;
- and if necessary, recycling through reverting to said first detecting step;

so as to run said primary and secondary processes substantially asynchronously.




met hod bei ng characterized by including the follow ng steps: - determ ning
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- and recycling means for if necessary, recycling through reverting to said first time
detection means;

s0 as to run said primary and secondary processes substantially asynchronously.

Herein disclosed is an apparatus being arranged for implementing the method
of the invention. Further advantages of the invention are recited in the dependent
Claims.

BRIEF DESCRIPTION OF THE DRAWING
These and further features, aspects and advantages of the invention will be

discussed more in detail hereinafter with reference to the disclosure of preferred
~embodiments of the invention, and in particular with reference to the appended

Figures that illustrate:

Figure 1, a system block diagram pertaining to the present invention;

Figure 2, an operation diagram without shredding being applied;

Figure 3, an operation diagram with synchronous shredding;

Figure 4, an operation diagram with asynchronous shredding;




so as to run said primary and secondary processes substantially
asynchronously. Herein disclosed is an apparatus being arranged for

i npl ementing the method of the invention. Further advantages of the

i nvention are recited in the dependent d ains. BRI EF DESCRI PTI ON OF THE
DRAW NG These and further features, aspects and advantages of the invention
w il be discussed nore in detail hereinafter with reference to the

di scl osur e DBYIS 2 ABAPEERIOR HSGEATD Mixed mrde Shreddingion, and in particular
wi th ref er epgaretd) alfitv AERARARG mﬁww)@n&m}aﬁods!slh%ddh@_t&perfﬂowfe 1, a system

bl ock diagram pertaining to the present invention; I gure 2, an operation
di agr am wi t HEWe &Ry iR Hehreiding Rasmsed; Figure 3, an operation di agram

Wi th synchreigerésshneasi agr inferabé YirtlowdToPgstirlihg BatdicRel A ¥ driling to the
asynchronous shredding; 3 Figure 5, an operation diagramwth ni xed node

shreddi ng; BYYWPB: 6, a flow di agram of a nixed (a)-synchronous shredding

operation; Fifi@u,a uker ﬁlte-F@EélﬁJlirﬂBwahfﬁngtﬂlﬁg PRckSY fperJdigyr € 8A and 8B, user
or

i nterface w ndows f controlling data erasure according to the invention;
Figure 9, a user interface wi ndow for shreddi ng process supervi sing.

DETAI LED DRSERAPEDMESERFRTORIEPREVERREFESODIMERTS! 0 | owi ng, the term

“"shredding” will be used for erasure of stored data patterns on a hard
di sc or other rédnipg fcpviagsthe teige shiadding” willderused forjerasre gf sigred daiast em

bl ock di agrseRfa drfd Raradidcbriolfer P6-GFititie bBMBRMEI, The Figure is generally
synbolically orggml zed, so that various respective blocks will represent

operations rat heng¥manilysiatesia sysiane blesk dirgram pertainies to the eresensinyentioapr esent
the rel evanthesQhlreas §eirQfRRR3IIY bRRarfA2a! §d)llrt]15f3\FarBLs ?esggé,’t'i\%eblcs s\l ch the
invention is practiSed, such as a printer. The processes 10 nmake use of
j ob- r el at edepiep@nt opgrationgratiapr than idpetifieplediaidwargimedules. Elegments,1&wprasant he
course of therdlenessitvard BrocedBR R'thd Sntdofdl-of a device in which the invention is
practised, such as a printer. The processes 10 make use of job-related files 12, stored
in the internal disc of the device. In the course of the processes 10, some of the job-
related files may no longer be needed, and in the context of the present invention, such
files should be effectively erased. For that purpose, an erase file process is issued for
such a file, as indicated by reference number 14. Erasure takes place in the form of
over-writing the relevant data storage locations on the device disc, further to be called:
shredding. During the shredding, the original data are over-written with various bit
patterns, ranging from simple sequences of all zeroes to complex patterns of zeroes
and ones.
The erase file process 14 is controlled by a set of user-defined or default
parameters 16. Such parameters are for instance:
~ synchronous/asynchronous/combined shredding
- number and selection of shredding patterns
- shredding priority.
:I'he terms used here will be explained in the description below.
In reaction to the issuing of an erase fife process 14, a shredding process 18 is
activated (symbolized by arrow 20) for the specified file, and in accordance with the
erasure parameters 16. Actual bit patterns for the shredding process are specified in a
list 22, accessible for the process 18.
Before further describing the actual operation of the shredding process, we will
now first explain several different shredding techniques as used herein, with reference




related files may no | onger be needed, and in the context of the present

I nvention, such files should be effectively erased. For that purpose, an
erase file process is issued for such a file, as indicated by reference
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process, we wll now first explain several different
as used her%?drFUbﬁFqu?"FléP@Ftéﬂi‘%ra&teW@ﬂ ﬁipgmrae“ga@ar@smﬁtlandhgﬂ!e'pmul;d exanple is

directed t aharedpbiibé RdgRBYIreal nBonglHbe (B at tﬁéjbﬁ%ﬂn’@ féf&lﬁtg”d' s, also be
applied to other_docunent processing operations such canni ng and

copyi ng. I n priftigWg 2 lushatesa an P@eragow@e@?mthﬂuasfaeﬁ@ﬂmﬂng anplleglt ored in
the system g4 &€ eimpié, hﬁmpfobgtaké‘gynﬂ@dﬁkéd Byséaueﬁééélsfﬁfﬁree]shﬁt érL ek, BEMt J&?ﬁ

encrypted in the case of secure data transport, or it e éncrypted
directly afR&gegrdoatimtact printjgbssmaweonprise any nanq@er ﬂftsh?ﬁtﬁués shewn.|a firtley can

be processeagfint jI8&BbL1 r@éés@b& first 8nd BRI Y PERDRI Pri dbﬁ'ﬁoﬁ? b, 1t reads

the print file fromdisc, necessa:ﬁﬁ/ cry ts it and processes the print
file by rasteri f 'Qfﬁeﬁt'"us"ém a5\ ApeEafion siagyarp mith se-cakied fsyaeteencousishiretiding | n a

standard sidsugkndth fréMiend brict a0 EbBsimpiicity, the same configuration of jobs as in Figure
2 has been assumed. Now, at the end of executing Job1, the associated file is

- considered out-of-use. Thereupon, the shredding of Job1 is effected immediately.
Subsequently, the execution of Job2 is effected. Of course, Job2 may become due for
shredding as well. The requirement for shredding may be determined on the basis of an
intended security level that can be non-uniform over the jobs. In an exemplary
embodiment, only files protected by a PIN-code would be shredded (to be explained
later). The information shredded can be the original information, and will preferably also
include any intermediate or temporary data files created in the process, data rendered
out-of-date through updating, such generally as considered appropriate vis-a-vis the
intended security level. Generally, the actual operating system will know where to find

such intermediates, even if the application in question is based on running third party
software. Evidently, there may occur an unwanted delay in the processing of Job2, due
to the preference given to the immediate or synchronous shredding of Job1.

By contrast, Figure 4 illustrates an operation diagram with so-called
“asynchronous” shredding according fo the present invention. As soon as Job1 is
finished and the associated files are up for shredding, the shredding of Job1 is actuaily
started, provided that the execution of Job2 can proceed for some time interval without
storage access. If such access becomes necessary, it can take preference over the
shredding operation, as based on some preference criterium. This renders the |




t her eupon be ready and need no | onger be used at the printing facility.
Figure 2 illustrates a an operation diagramw thout shreddi ng being
applied. As an exanple, print jobs are synbolized by sequences of three
print sheets, but it will be clear that in fact print jobs may conprise
any nunber of sheets. As shown, a first 9rint job Jobl is processed first
and is followed by a second print job Job2. Figure 3 illustrates an
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Subsequent to the
shredding. The data locatlons of the files are immediately overwritten with one or a

limited number of shredding patterns.

After finishing the synchronous scanning operation, the shredding process 18
returns a “done” message to the erase file process 14 (symbolized by arrow 32), such
that the erase file process 14 may signal the relevant primary process 10 that it may
resume operation, and moves the pointers to the (shredded) files on to a next storage
location 28 (operation symbolized by arrow 30), that is dedicated to asynchronous
shredding. The data !o.cations of the files are now further overwritten in a background
process, not further hampering the primary processes for the actual document data
processing 10.

During the shredding process, status information of the process is
communicated by the shredding process 18 to a display process 36 for informing an
operator of the security situation of the system, as will further be explained with
reference to Figure 9.

As an alternative to the mixed mode shredding explained above, also fully
asynchronous scanning may be effected for less important information. This mode can
easily be done with the same composition of processes and structures as shown in




t he shreddi ng can proceed again. The procedure is executed |ikew se
regardi ng the shredding of Job2 during execution of Job3. Thus, the
shreddi ng can occur in a tine- distributed manner. In a related and
particul arly advant ageous enbodi ment of the present invention, shown in
Figure 5, the shredding occurs in a mixed manner: For exanple, the first
few, preferable only the first) shredding run would be inmmediate,
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Further, the invention can be applied in a digital copying and a scanning

environment. Digital copying and digital scanning are notoriously data intensive. This
raises the need for effective shredding.

Note that in a situation like Figure 4 or 5, the effective shredding operation of
Job1 may extend beyond the start of Job3, so that various jobs can be simultaneously in
the course of being shredded. This will require determining some prioritizing among the
various shredding runs, as will be discussed infra.

The above shredding procedure started from the level of the individual file or

bottom up. Another manner is to start on the system ievel: freeze the overall operations,
and determine on the basis of file system operations whether deleted files should be
shredded. This procedure will need an approach based on sector analysis. Usually, the
operating system will sufficiently know the organization on the sector level.

Figure 6 illustrates a flow diagram of a mixed (a)-synchronous shredding
operation. In block 40, the operation starts, and the necessary hardware and software
facilities get claimed. This operation will for example occur at power-up. In block 42, the
system determines that a particular file or storage area is no longer needed. The
organization of a pertinent waiting loop has not been shown. In block 43, the system
determines whether shredding is necessary. If not, the system goes to block 52. If




reference to Figure 9. As an alternative to the m xed node shreddi ng
expl ai ned above, also fully asynchronous scanning may be effected for |ess
i nportant information. This node can easily be done with the sane
conposition of processes and structures as shown in 6 Figure 1, with the
exception that files for shredding are rehoved directly to the storage
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needed for tRg baicdy opdthiiy s%reh-v%e%éiareosé Jﬁplgﬁr@btahﬁh QloRphrd B fBNMOrY only.

Further, the invention can be applied in a copyi ng and a scanni ng
envi ronrrentpreﬁﬁlnglrl"ﬁﬂn%pyr ng and digital scanning are notoriously data

intensive. This jf dRb&f Bﬁ@at“lﬁﬁ%‘é Wpr@érfe%Bh ‘ﬁ%b'ﬁé sORESrbAGL 1N a
Shredars 5o

situation |like Figure 5, feCtive erat | Jobl
may extend Wﬂﬁowfemétnéarmedoﬁ fr@oglutlgothqﬁ@‘pr 1§@rf raicr@n]eb §t-té&¢rb9%5 so that
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determ ning sone prioritizing anon vari ous s runs, as will be
di scussed iusHally apart from the synchronous part of the shredding operatlon A second approach

is through letting the ranking number of the shredding pattem (cf. Figure 7) determine
the priority. Still another approach is through assigning a priority level to all
asynchronous shredding operations that pertain to a particular file. In a printer
application, print files would take preference over logging files.

Now, as long as the shredding must proceed, the loop of blocks 48 and 50
(“ready?”) revolves. If shredding is ready, the system proceeds to block 52, wherein the
storage area in question is released for new system usage. Thereupon, the system
reverts {o block 42. _

For simplicity, the interaction between the shredding and the other data
processing operations has not been given in detail, but various priority—controlied
operations may be executed. Such details are considered well within the knowledge of
the skilled person.

Furthermore, a brief delay could be introduced immediately after the finishing of
a document data processing job, before a shredding process is allowed to start. .
Otherwise, if a new document data processing job starts, although it has priority over
shredding processes, if a shredding process has claimed the disc, it takes some time for
the priority job to access its required storage locations on the disc.

Shredding, and more in particular the further shredding runs after a synchronous




The above shreddi ng procedure started fromthe | evel of the individual file
or bottomup. Another manner is to start on the systemlevel: freeze the
overall operations, and determ ne on the basis of file system operations
whet her deleted files should be shredded. This procedure will need an
approach based on sector anal ysis. UBuaII@, t he operating systemw | |

he organi zation on the sector |evel ure 6

sufficiently know
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The list of options in Figure 8a includes:

- *highest”, in which the maximum number of shredding patterns (refer to Fig. 7) is used,
in a synchronous manner

- “high”, in which an initial synchronous shredding run is followed by an asynchronous
process using a selection of, e.g. 15, shredding patterns

- “medium’, in which only an asynchronous shredding process is aplied, with a limited
number of shredding patterns

- “custom”, in which a user may select his own choice of number and selections of
shredding runs, including applying them as synchronous or asynchronous runs.
-Of course, other options would be within the scope of the invention.

In the basic screen of the printer driver, shown in figure 8b, there is a tick box 71
for defining the particular print job as a security job. When a user does so, a forced
dialogue will. appear (not shown) for the .user io enter a PIN code, that he will be asked
for when it comes to printing the job. Other possible forms of security jobs involve other
security tokens that are suitable for identifying or otherwise authorizing a user, such as
a fingerprint, iris scan or code card. Defining a print job as a security job automatically
enforces erasure by shredding of the print data in the printer after finishing the job.




is through letting the ranking nunber of the shredding pattern (cf. Figure
7) determne the priority. Still another approach is through assigning a
priority level to all asynchronous shreddi ng operations that pertain to a
particular file. In a printer application, print files would take
preference over |ogging files. hbma as | ohg as the shreddi ng nmust proceed,
the | oop of blocks 48 and 50 ("ready?") revolves. If shredding is ready,
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shreddi ng patterns used run to ru orevm |nthe
scope of t Hetween 0and 35. At 35 runs, the scheme is used as shown. When fewer runs are

applied, a predetermined selection is made.

Figure 9 éhows an information window 100 that can be projected on the local
device display upon actuation of a key on the operating panel (not shown). It shows the
actual security-related situation of the internal hard disc of the device, as entries for
‘data in use” (excluding system files not related to document data), “data in erasure
process”, and free (“clean”) disc space in bytes. A fuel gauge” type display item 110 is
added to give a quick impression of the situation. In an alternative embodiment, only
entries for “data in use” including data scheduled for shredding, but not yet completely
erased, are shown. It would of course also be possible to show the information specified
in numbers of files. With this indication on the device display, a user can instantly see if
the data that should be removed are indeed gone. The necessary information to make
the display can easily be delivered by the operating system resident in the device
controller and can be refreshed regularly, to give a dynamic situation display. The
display window can also be shown on the workstation of the system administrator.

The present invention may be used advantageously for scanning and copying in
a very similar way. In scanning, on a dedicated scanner device or on a multifunctionai
device, a user must first enter his name or other identification code, and may then scan
documents. The scan data are then stored on the system disc of the device in




present invention to offer a settable security level to the users. In a
first enbodi nent, the printer driver wi ndow 70 shown on the user's PC
contains a security level setter in the formof a slide switch, a series of
radio buttons or any other appropriate neans. The printer driver w ndow
has a series of tabs and one of them (653? here designated "Erase Data",

wherein a securi | evel cap be selected by clicking the appropriate
button, as &?{B\ﬁﬁwﬂn‘"ﬁi %@r“i g@e UGl 1€ YgerPRY {Pendgiam %élf%lwe@s{%aora contact
predefined grnehwriand f&tth Alkreds FIégA@édPGiﬁgilthhé pREsEnPinvemiint fleBafdataur t her
expl ai ned be|ﬁM/ln relatlon to fiqure 7. I'i st of options in Figure 8a
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adm ni st r atQrhaveibeeRPeit8Afrthe ClaimsSecurity level for all users, using a
sel ection window simlar to the one shown in figure




8a. Figure 7 illustrates a Table of shredding patterns as proposed by
Qutmann in his article nmentioned in the 4yntroduction, which can be used in
the present invention. The |left hand col utm shows respective data passes
or shredding runs. The second colum shows the various shredding patterns.
Certain ther@XfiM® e random as generated by a random pattern generator not
shown. Ot hers are produced by a sequence of nore elenentary patterns,
produced by appropriately repeating bit patterns as shown in the columm in

a hexadeci nal. " shomethaadt erringt nntmddcuaent 8ate peddeEifly Heves] ecdtoral inerhaitiban) .
For exanpl e, ghe seventh row woul d 3?8 uce a.repitition of the bjt Pattern
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shr eddi ng ruesicean be needed. An optinumcase is attained through
executing 3§%%accesswe runs V\atgi var ous different patterns as shown. To
I

attain a ba cunan| data RieEsPipe eﬂ@‘? Bffince degradation and the needed

security, th@ mlmévﬁprdaéssefemetlﬁiM@aélﬁihoéésln@facﬁlﬁ) aBbRgh dmmeaatanad}d 35.
At 35 runs used as hown. \Wen fewer runs are applied,

i
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on the operati el (not WS ct ual security- reI at ed
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u e renove re i.ndeed

a user can inst antl see
Gone. | The nebas BhRpIrGriterbedB A hetanBonpusi Srrbah Secese g pamary
del i ver ed byrdchss;oper at i ng systemresident in the device controller and
can be refresh requl arl to . give a dynam c situatjop display. The
di spl ay wi ndg(}\f‘;J ARCESaY B%ng roygh f?’(&ytws%é?'aﬁ' %Elet?p{]@q@e yst em
admi ni st r at eo as heinsakbmihary Bvd BetadafBrobssus echsshiam: ageeshyudir
scanni ng and copying in
2, A method as claimed in claim 1, wherein said overwriting in a secondary process
includes a sequence of shredding runs with shredding patterns that each at least

substantially cover the whole of said selected storage area.




a very simlar way. In scanning, on a dedicated scanner device or on a
mul tifunctional device, a user nmust firgb enter his nane or other
identification code, and may then scan docunents. The scan data are then
stored on the systemdisc of the device in 10 connection with the id of

the user. Tie useymBmpdiabeinhed ClaihD] Witersm skt dleh@iting @0 a8sdndakyhe scanner
and fetch his scan file. Accordigﬁgh%aa@t he present invention, the scan data

are then rembRESS {MCHEE ASearce NGEEE 87Sc sectors are erased by

shredding. In a eoRiivpeitisl shiredding AAIGTES seRBAdETY bRReds Vigianm a dReaEAba

stores the sca(gl.da%.a on the |nterrhal 8I sc .of thF copier, whereafter _the
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may be done nawtmimdry padckys following keiddirst @Fimafy Bros&dstuniiconimétonkyy shidenigaer at or

while setting the copy job paraneters. In all cases nentioned, a shredding
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procedure eff@CPO WHA™My or at |east partly as a background process

accordi ng to thergmsisiegishicadingtrimyarewifetted Abynchtor@slyy di sturb new print,
copy or scan jobs. Now, the present invention has hereabove been discl osed
with reference to preferred enbodi nents thereof. Persons skilled in the

art will redogni 2eméthed agerinelin claimdi vheadin ams conplctibaope prifmady frecamde

thereto without  exceedi scope of the ended ainms, .In.
consequence & rﬁéevaﬂ%%ﬂﬁﬂgﬁ{agﬁ%ﬁ & e%t& r86’|‘?¥?‘£§8’@3h%§ysgﬂp ﬁgf‘?"rl'ﬁtﬁﬂe? faisve,
and no rest and tisevorstapuprdcéss foograsing edidfdaefiléd ryan aspediomeasdlg, ot her than
as have been recited in the Cains. 11 CLAIMS 1. A nethod of erasing, in a
docunent data processing device, a stored information pattern on a

rewitable data eansthed as baimédsinaiegsi bl 6, Wiyeraindaicovenoctigds mplémentett y of
S e e A T R i SR oo™y
be stored on said data carrier, and - a secondary process for erasing data
stored by a6.p r nﬁeret%c? gse (S:%l]met IFI% a%] 1(,)¥ %ar' ,Jvl%elarg% said overwriting is automatically
effected for a security job, that is a print job that can only be printed after entering a
security token, such as a password, at the printer location.

7. A method as claimed in any one of the preceding claims, wherein said data
processing facility is a printer, a scanner or a combination thereof.

8. A method as claimed in claim 1, 2 or 3, wherein said selected storage area
includes storage of temporary, intermediate, and other data used by an actual operating
system during a particular primary process. '




a selected storage area of said carrier by a shredding pattern, said nethod
bei ng characterized by including the foll4gwi ng steps: - determ ning
shreddability of a selected storage area - a first detecting step for
detecting a tine interval between accessings by primary processes to said
rewi é abl edctat a camethed aamimg@rn@m@.m , aﬁe'relh:ata IsR@agepdrda Ok %@Wrifemimle dat&
secondary detecting . .step for detecting either. a conp|letion of an
overwr 1 ng BRI S SRRl fegEiaT g Srif curveiing by Aeeg S sRtefpa aBon
agai n gr ant icugoRcseiafrmatich I¥ingEreyent WithGeSct to sakiktbraggaeRssary, recycling
through reverting to said first detecting step; so as to run said primary
and secondary processes substantially asynchronously. 2. A nethod as
claimed in cloai mAlmetbog agictairied ith aier2\bn 3, whgrdim s&id desranidad is eheaessby
i ncludes a sequepce of. shreddi n&%r uns \fﬁleg tﬁehéleddi ng Pattfr nE t hat each at
| east  subst &YRECHYS BOCBK/EYeTs AROUR Srouselelnhie Uep PR aNaity laygtoei@a. 12 3.
A net hod as cohidlisddyithe Enkinglola pahieulr shreadiflg Quredrmbnd 4 parality ¢f shesdamdar y
process includes iéﬁqgﬁnceﬁ.of ihreddi ng runs, and wherein an initial
shreddi ng r (HPPPICRRIE IR R1BFSCHrdi%ss vis-a-vis a storage area used in a
first primary process is effected synchronously, i.e. by preventing
starting of next primary.process follow.ng, said fi.rst_pri.mr rocess
ant 1 conpl dit on Al A% Ao S i A CoRplsiPERLE RITGHLHPES: B
runs are ef secirednaaypcedsforarasihy said dath filed isoogh asynchrahomsly fon thed @igvadt,
wherein afte[ c letfion.of a primar [ ocess the relevant stared data
fiTes aro dosetPyafisrovadsoaffmyiRodksbeehraanienpL aler SREY tasraas g
secondary pfareesindre preeessiongirsadodssltd its fetyliesl steragel locaBymzcd be@ag sarrier. A
method as clained in claim1, 2 or 3, wherein said overwiting is
i npl emented on the basis of an intended security level vis-a-vis said
sel ect ed st dkageAanethod Bs clAinretiharhimd, tirthenmadudting aispiaging. ovaralliprégresdhsr ei n
said overwiting is automti.call ffected for. a security job, that is a
orint job ¢ RAXCTRRY RS ERniE fediee. &g P aBidicatinf ofam bisrieh e sl such
as a passwositlyatiah. t he printer | ocation.

13. A document processing device comprising

a data processing facility and

a rewritable data carrier accessible by said data processing facility,

said data processing facility running

- a primary process related to said data processing facility, wherein data may be stored
on said data carrier, and




7. A nethod as clainmed in any one of the preceding clains, wherein said
data processing facility is a printer, g4scanner or a conbi nation thereof.
8. Anethod as clained in claiml1l, 2 or 3, wherein said sel ected storage
area includes storage of tenporary, intermedi ate, and other data used by

an actual opercbngary picebeioflbidsing dtPStbld®Al sald dith BB Er BY 8 pRfmary Précess; A
nmet hod as clsi med in ﬁéﬂai mJ], wherein a storage area on said rewitable
g 2 sg'psted

data carri éiroHgN QYR ELOrARAreR Of I sarer ki plierding gatigma

shreddi ng patt gr @ampﬁmcalbeingtah%a‘ctgm@d bﬂ&%ﬁmﬁgﬁn_ beijng prles_ent 2wi t h3
respect to sa t or.age, ar ea. : thod as clainmed in claim2 or 3,
wherein sai dSh(Pé‘?iaP'f'%%ﬁtsfm@'%ﬂe A*@ﬂged?m'mfase‘#a@%vsw BFIPEGd PlolRgeArafong
various del sttiglel detédiibe seadsl eiygprddsy dajd $te¥@dabhie) dderntifing dans fortetdchsy

ranki ng of a Partiﬁ?{’“ gr shreddi ng ryn anong a Iurallqt% of _.shreddi ng. runs
appl i cabl e e BIEY4! PRGN ECressIngs by gri acesses (use sewHaklp dpia oprrier
wher ei n af t ehd ¢iesrplinl eiivatingdverwriiBg Yy RaidGes6ndafy proessyndary process for
erasi ng sai d dat i r the relevant stored data

files is run gsynchronouysly fo s

files, sai d-SaRBRUcR geiBriscaneans 1oL Tslgcio athern camRlton GfanQyeritpe SIwess (i o
for a pri mayapimseringtendgAisgidaner@bandthbiesipbre 'iﬁgﬁhrﬁih?ba@@slt@%hh@gs on
the data carrier. 12. A nmethod as claimed in claim11, further including

di spl ayi ng SIEFEEF progress of secondary processes in the device, to give
an i ndi cat i eandtegdingmhearizdbr iflaéess&9 ietbidfing Hirdutid reodrting & said fiRctiment
processing device conprising a data processing facility and a rewitable
data carrie e?gﬁ%@p "= by said data processing facility, said data

processi ng &aek ltd tun saldprintgy and spEdNBaRYProcRees subistdraiiabfagypchrdheugiat a
processing facility, wherein data may be stored on said data carrier, and
14 - a secondary process for erasing data stored on said data carrier by a

primary prodédss, A dehicougklainied iwrdidimms, #heelirect ed storage area of said
i i tern,, i . .
carrier by a shr g %géonn%a%agrocess includes effecting a sequence of shredding runs with
shredding patterns that each at least substantially cover the whole of said selected

storage area.

15.  Adevice as claimed in claim 13, wherein a secondary process includes effecting
a sequence of shredding runs, and wherein the device further includes

a scheduler for scheduling primary processes and any secondary processes in
such a way that at least one initial shredding run is effected synchronously, i.e. by
preventing starting of a next primary process until completion of said at least one initial
shredding run, and further shredding runs are effected asynchronously.




sai d device being characterized by conprising: - shreddability determ ning
nmeans for determ ng shreddability of a selsected storage area - tine '
detection neans triggered by said shreddability determ ning neans for
detecting a tinme interval between accessings by primary processes to said
rewi é able dmta cadsicsas tfléidjeﬁhﬁblempq)@,_ﬁ%rﬂ‘ﬁﬁhblﬁl?in@vgrWri ting by rS]ai d
secondary process; - conpletion detectin an or detecting either a
conpl etion of an '%?P@P&Pri%eﬁlﬁn%Pé’gee%fgocwg@%fé?%éH'Eﬁsﬁﬁcee‘i’f(?”d'f"%%?tﬂmi'tﬁfrbrvaI
and t hfer eup?ﬁldieegmblm gicanly ijotg aha m&tt:bri]ﬁ Podapf @rﬁaéste;ngﬁé?mst%&;oanaftiaﬂqtdp?ﬁé@é ing
means for if_ necessar rec n r.ou everting to said first tinme

det ect i on mEEAAIALLPIgEessO A ie hayhes ﬁ'ﬁ? ﬁﬁ??ﬂ 'a%&nemm?@ermaa@@@e%ed a

subst anti al Iprinesy pobesnowaldfiie. 14. A device as clainmed in claim13, wherein
a secondary process includes effecting a sequence of shredding runs with
shreddi ng patterns that each at |east substantially cover the whole of said
sel ected stidr agé duvie. asldaimbd dredtbin® 85 intludinged in claim 13, wherein a
secondary process_includes effectin a sequence of shredding.runs, and
wherein the. devi EAE fTHERICHRY ey el RLpaiek o Sephdacy podsSeR dn (06 deus,
processes ammdany secondary processes in such a way that at |east one
initial shreddi n% runfi s.ef|fect ed, s nchr?nousl%, i.e.. by _Eé.ev_enti n
starting of a neX®¥BF IRISPIHMGSALPIRESP R ANBPLRIoH 10 giveanigdicgtionofaf one
initial . shirdeidiahdpta securignsliubktiod. her shreddi ng runs are effected
asynchronously. 15 16. A device as claimed in claim13, 14 or 15,

i ncludi ng neans for checking a file of docunent data for presence of an

i nf or mat i on 18t emA devide Gatdakged irseainy 13, 14joph5, ainstenzalideddvidee adahr, a
processing facility automatically applies a secondary process to a file
havi ng sai dcgﬁa'é%f"’?lsfﬁaBPﬁ[ati on itemafter having applied a primary process
to said file. 17. A device as clained in clainms 13, including neans for
nonitoring the overall progress of secondary processes in the device,




and neans for displaying said progress to an operator, to give an
indication of an internal data security & tuation. 18. A device as clained
inclaim13, 14 or 15, wherein said device is a printer, a copier or a

scanner. ERASI N JITER A STORAGE NMEDI UM ABSTRACT
A nethod is pr e%ﬁ@gﬁg%eﬁcggﬁw(#@g?@{Eﬁgﬁ@Wﬁ@Aﬁ@@é@ﬁH\QEBW ce, a

stored information pattern on a rew iABdIRACHRta carrier that is accessible
by a data processing facility of said device, the docunent data processing

devi ce havi ng primary processes for processing document data, wherein data
may be st or ed rogthedhis meseaterkof erasing, mraldocvermndatt préveeseg 86vicd, @rst@easi ng

= ohr eddi ng’ Sy TRNAT oA Uh o rolilaBle BBl LBt W atRette Bie Go Progred
secondary pr Eﬁb/sﬂé§aidr®_vica.rtha§ymmm detagrycesking detibe haRs@palaaly fRbREssses
Parti oul ar - ShBREeAH, addinhf Ehio AesR odla ey prierel oidle Cal Gk o or o
file is no |easgedanpeatessasdor adsing siorel dathtrddyn Gverwhitngd SclBBEE stofage
background. &L GHRE chrrier by a shredding pattern. According to the proposed method, the
primary and secondary processes are run asynchronously, i.e. the secondary processes
are run in background, in order not to hinder the primary processes. In a particular
- embodiment, an initial shredding run is made directly after a file is no longer used, and
additional shredding runs are made in background.

FIGURE 1




