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METHOD, SYSTEM AND APPARATUS FOR NETWORK DEVICE MANAGEMENT  

TECHNICAL FIELD 

The present disclosure relates to a field of network communication technology, and in 

particular, to a method, a system and an apparatus for network device management. 

BACKGROUND 

A network device, such as a switch and a router, will generate various data or have various 

faults during operation. Therefore, it is necessary to manage the network device, including 

analyzing the data generated by the network device to monitor the network device, or to 

troubleshoot the network device, all of which belong to the scope of network device management. 

In the prior art, the network device may be managed by an analyzer. Specifically, the network 

device may send data to the analyzer, and the analyzer processes the received data, so as to 

complete the process of network device management such as monitoring and troubleshooting of the 

network device. However, if there are many network devices managed by the analyzer, each 

network device will send data to the analyzer, and the analyzer will receive a large amount of data, 

and the pressure of processing data by the analyzer will be too high, which will lead to low 

efficiency of network device management and make it difficult to ensure the timeliness of network 

device management. 

SUMMARY 

The purpose of examples of the present disclosure is to provide a method, a system and an 

apparatus for network device management, so as to improve the efficiency of network device 

management. Specifically, the technical solutions are as follows. 

In a first aspect, an example of the present disclosure provides a network device management 

method, which is applied to a management application deployed on a network device, the 

management application is to manage the network device, a network device application is to realize 

a network communication function of the network device, the network device application and the 

management application run on a same processing chip in the network device, the method includes: 

sending a data acquisition command to the network device application so that the network 

device application sends a data response to the management application in response to the data 

acquisition command, wherein the data response includes data requested by the data acquisition 
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command; 

processing the data included in the data response to obtain a processing result; 

implementing network device management based on the processing result. 

In an example of the present disclosure, the management application is deployed in a first 

container, and the managed network device application is deployed in a second container, and 

sending a data acquisition command to the managed network device application so that the network 

device application sends a data response to the management application in response to the data 

acquisition command includes: 

sending a data acquisition command to the network device application through a virtual bridge 

between the first container and the second container based on an IP address of the second container, 

so that the network device application, in response to the data acquisition command, sends a data 

response to the management application through the virtual bridge based on an IP address of the 

first container. 

In an example of the present disclosure, the management application is deployed in a first 

module, and the managed network device application is deployed in a second module, and sending 

a data acquisition command to the managed network device application so that the network device 

application sends a data response to the management application in response to the data acquisition 

command includes: 

sending a data acquisition command to the network device application based on a local 

loopback address of the network device and a socket port number of the second module, so that the 

network device application, in response to the data acquisition command, sends a data response to 

the management application based on the local loopback address and a socket port number of the 

first module. 

In an example of the present disclosure, the management application is an artificial intelligence 

AI application, and when the network device is configured with an AI chip, processing the data 

included in the data response to obtain a processing result includes: 

sending the data included in the data response to the AI chip so that the AI chip processes the 

data; 

obtaining a processing result fed back by the AI chip. 
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In an example of the present disclosure, sending the data included in the data response to the 

AI chip so that the AI chip processes the data includes: 

sending the data to a target sub-chip included in the AI chip based on a type of an algorithm 

used by the management application, so that the target sub-chip processes the data, wherein the 

target sub-chip is a sub-chip matched with the type in the AI chip. 

In a second aspect, an example of the present disclosure provides a network device 

management method, which is applied to a network device application deployed on a network 

device, wherein the network device is to realize a network communication function of the network 

device, the method includes: 

receiving a data acquisition command sent by a management application, wherein the 

management application and the network device application run on a same processing chip in the 

network device, and the management application is to manage the network device application; 

obtaining data requested by the data acquisition command; 

sending a data response including the data to the management application so that the 

management application processes the data included in the data response, and implements network 

device management based on a processing result. 

In an example of the present disclosure, the management application is deployed in a first 

container, and the network device application is deployed in a second container, and receiving a 

data acquisition command sent by a management application includes: 

receiving a data acquisition command sent by the management application through a virtual 

bridge between the first container and the second container based on a IP address of the second 

container; 

wherein sending a data response including the data to the management application includes: 

sending a data response including the data to the management application through the virtual 

bridge based on a IP address of the first container. 

In an example of the present disclosure, the management application is deployed in a first 

module, and the network device application is deployed in a second module, and receiving a data 

acquisition command sent by a management application includes: 
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receiving a data acquisition command sent by the management application based on a local 

loopback address of the network device and a socket port number of the second module; 

wherein sending a data response including the data to the management application includes: 

sending a data response including the data to the management application based on the local 

loopback address and a socket port number of the first module. 

In a third aspect, an example of the present disclosure provides a network device management 

system including a management application and a network device application running on a same 

processing chip in a network device, wherein the management application is to manage the network 

device, the network device application is to realize a network communication function of the 

network device; 

the management application is to send a data acquisition command to the network device 

application; 

the network device application is to obtain data requested by the data acquisition command, 

and send a data response including the data to the management application; 

the management application is further to process the data included in the data response to 

obtain a processing result, and implement network device management based on the processing 

result. 

In an example of the present disclosure, the management application is deployed in a first 

container, and the managed network device application is deployed in a second container; 

the management application is specifically to send a data acquisition command to the network 

device application through a virtual bridge between the first container and the second container 

based on an IP address of the second container; 

the network device application is specifically to send a data response including the data to the 

management application through the virtual bridge based on an IP address of the first container. 

In an example of the present disclosure, the management application is deployed in a first 

module, and the managed network device application is deployed in a second module; 

the management application is specifically to send a data acquisition command to the network 

device application based on a local loopback address of the network device and a socket port 



 

 

－5－ 

number of the second module; 

the network device application is specifically to send a data response including the data to the 

management application based on the local loopback address and a socket port number of the first 

module. 

In an example of the present disclosure, the management application is an artificial intelligence 

AI application, and when the network device is configured with an AI chip, the management 

application is specifically to: 

send the data included in the data response to the AI chip, so that the AI chip processes the 

data; 

obtain a processing result fed back by the AI chip. 

In an example of the present disclosure, the management application is specifically to: 

send the data to a target sub-chip included in the AI chip based on a type of an algorithm used 

by the management application, so that the target sub-chip processes the data, wherein the target 

sub-chip is a sub-chip matched with the type in the AI chip. 

In a fourth aspect, an example of the present disclosure provides a network device 

management apparatus, which is applied to a management application deployed on a network 

device, wherein the management application is to manage the network device, a network device 

application is to realize a network communication function of the network device, and the network 

device application and the management application run on a same processing chip in the network 

device, the apparatus includes: 

a command sending module is to send a data acquisition command to the network device 

application, so that the network device application sends a data response to the management 

application in response to the data acquisition command, wherein the data response includes data 

requested by the data acquisition command; 

a data processing module is to process the data included in the data response to obtain a 

processing result; 

a network device management module is to implement network device management based on 

the processing result. 
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In a fifth aspect, an example of the present disclosure provides a network device management 

apparatus, which is applied to a network device application deployed on a network device, the 

network device application is to realize a network communication function of the network device, 

the apparatus includes: 

a command receiving module is to receive a data acquisition command sent by a management 

application, wherein the management application and the network device application run on a same 

processing chip in the network device, and the management application is to manage the network 

device; 

a data obtaining module is to obtain data requested by the data acquisition command; 

a response sending module is to send a data response including the data to the management 

application, so that the management application processes the data included in the data response and 

implements network device management based on a processing result. 

The examples of the present disclosure have the following beneficial effects: 

In the example of the present disclosure, the management application deployed on the network 

device may send the data acquisition command to the network device application running on the 

same processing chip of the network device as the management application. The management 

application sends the data response including the data requested by the data acquisition command to 

the management application in response to the data acquisition command. After obtaining the 

requested data, the management application may process the data to obtain the processing result, 

and then manage the network device based on the processing result. 

It can be seen from the above that the management application for managing the network 

device application and the network device application are both configured on the same processing 

chip of the network device. Since the operation of the network device is implemented based on the 

configured network device application, managing the network device application configured in the 

network device is equivalent to managing the network device, That is, in the example of the present 

disclosure, the network device may manage itself, does not need a third-party analyzer to implement 

network device management, and makes full use of its own computing resources, so as to improve 

the efficiency of network device management. 

BRIEF DESCRIPTION OF DRAWINGS 
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In order to more clearly describe the technical solutions of the examples of the present 

disclosure or of the prior art, drawings that need to be used in examples and the prior art will be 

briefly described below. Obviously, the drawings provided below are for only some examples of the 

present disclosure; those skilled in the art may also obtain other drawings based on these drawings. 

Fig. 1 is a schematic flowchart of a first network device management method provided by an 

example of the present disclosure; 

Fig. 2 is a schematic diagram of a connection relationship between containers provided by an 

example of the present disclosure; 

Fig. 3 is a schematic flowchart of a second network device management method provided by 

an example of the present disclosure; 

Fig. 4 is a schematic flowchart of a third network device management method provided by an 

example of the present disclosure; 

Fig. 5 is a schematic diagram of a hierarchical structure of a network device provided by an 

example of the present disclosure; 

Fig. 6 is a schematic flowchart of a fourth network device management method provided by an 

example of the present disclosure; 

Fig. 7 is a schematic flowchart of a fifth network device management method provided by an 

example of the present disclosure; 

Fig. 8 is a schematic flowchart of a sixth network device management method provided by an 

example of the present disclosure; 

Fig. 9 is a schematic structural diagram of a network device management apparatus provided 

by an example of the present disclosure; 

Fig. 10 is a structural schematic diagram of a network device management apparatus provided 

by an example of the present disclosure. 

DETAILED DESCRIPTION 

In order to make the objectives, technical solutions, and advantages of the present disclosure 

clearer and more understandable, the present disclosure will be described in more detail below with 

reference to the appended drawings and examples. Obviously, the described examples are only 
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some, and not all, of the examples of the present disclosure. All other examples obtained based on 

the examples of the present disclosure by those skilled in the art fall into the scope of protection 

defined by the present disclosure. 

Due to the low efficiency of network device management in the prior art, in order to solve this 

problem, examples of the present disclosure provide a network device management method, a 

system and an apparatus. 

The example of the present disclosure provides a network device management method,  

which is applied to a management application deployed on a network device, wherein the 

management application is to manage the network device, a network device application is to realize 

a network communication function of the network device, and the network device application and 

the management application run on the same processing chip in the network device, the method 

includes: 

sending a data acquisition command to the network device application, so that the network 

device application sends a data response to the management application in response to the data 

acquisition command, wherein the data response includes data requested by the data acquisition 

command; 

processing the data included in the data response to obtain a processing result; 

implementing network device management based on the processing result. 

It can be seen from the above that the management application for managing the network 

device application and the network device application are both configured on the same processing 

chip of the network device. Since the operation of the network device is implemented based on the 

configured network device application, managing the network device application configured in the 

network device is equivalent to managing the network device, That is, in the example of the present 

disclosure, the network device may manage itself, does not need a third-party analyzer to implement 

network device management, and makes full use of its own computing resources, so as to improve 

the efficiency of network device management. 

Referring to Fig. 1, which is a schematic flowchart of a first network device management 

method provided by an example of the present disclosure, the first network device management 

method is applied to a management application configured on a network device, wherein the 
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management application is to manage the network device, the network device application is to 

realize a network communication function of the network device, and the network device 

application and the management application run on the same processing chip in the network device. 

The method includes the following blocks S101-S103. 

The network device may be a switch and a router, etc. The network device includes a 

processing chip capable of running applications and processing data. The management application 

and the network device application in this example both run on the same processing chip, such as 

CPU (Central Processing Unit), FPGA (Field Programmable Gate Array), DSP (Digital Signal 

Processing) chip or switching chip, etc. 

S101: sending a data acquisition command to the network device application, so that the 

network device application sends a data response to the management application in response to the 

data acquisition command. 

The data response includes data requested by the data acquisition command. 

Specifically, the network device application may be any application running in the network 

device. For example, the network device application may be to realize functions such as message 

forwarding of the network device. The management application may send different data acquisition 

commands to the network device application based on requirements, so as to obtain different data 

from the network device application. The data may be data generated by the network device 

application during the operation and representing the operation state of the network device 

application. In this example, the data requested by the data acquisition command is not limited. 

For example, if the management application is to monitor whether the network device 

application is in a fault state, the management application may send the data acquisition command 

to the network device application to obtain a running time of the network device application, a 

thread corresponding to the network device application, the amount of the processed data, etc., so as 

to complete the fault monitoring of the network device application. 

In addition, the management application configured in the processing chip communicates with 

the managed network device application through a command-response architecture. 

The management application may send a command to the network device application based on 

NETCONF (Network Configuration Protocol), and the response architecture may send a response 
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to the management application based on RPC (Remote Procedure Call) protocol, so that a 

NETCONF-RPC architecture is formed between the management application and the network 

device application. 

S102: processing the data included in the data response to obtain a processing result. 

Specifically, the management application may process the data based on the corresponding 

management function, in which a variety of different codes may be encapsulated in the management 

application to realize different management functions for different network devices. When installing 

the management application in different network devices, different parameters may be set in the 

configuration file of the management application, such that the management application can adapt 

to different network devices. 

For example, the management application may process the data to determine whether the 

network device application has a fault, and the processing result may be a fault determination result, 

or a fault adjustment parameter is to troubleshoot the network device application when it is 

determined that the network device application has a fault. 

Alternatively, the management application may process the data to monitor the operation of the 

network device application, such as data processing speed, data flow, etc., and the processing result 

may also be a monitoring result. 

S103: implementing network device management based on the processing result. 

Specifically, the management application may record the processing result in the cache, so that 

the user may read the processing result later to manage the network device. 

Also, if the process of the network device management involves adjusting the network device 

application, the management application may also send a management command including the 

processing result to the network device application, so that the network device application adjusts 

itself in response to the management command, thereby implementing network device management. 

Specifically, the network device application may stop or suspend its operation after receiving 

the management command. For example, if the processing result is that the network device 

application is monitored to have a fault, the network device application may stop or suspend its 

operation after receiving the management command. 

Alternatively, the network device application may adjust its own operation parameters after 
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receiving the management command, so as to adjust its own operation state and complete the 

process of the network device management. Then the processing result is the operation parameter to 

which the network device application will be adjusted. For example, the operation parameters may 

be data processing speed, application interface parameters, etc. 

It can be seen from the above that the management application for managing the network 

device application and the network device application are both configured on the same processing 

chip of the network device. Since the operation of the network device is implemented based on the 

configured network device application, managing the network device application configured in the 

network device is equivalent to managing the network device, That is, in the example of the present 

disclosure, the network device may manage itself, does not need a third-party analyzer to implement 

network device management, and makes full use of its own computing resources, so as to improve 

the efficiency of network device management. 

In an example of the present disclosure, the management application is deployed in a first 

container, and the managed network device application is deployed in a second container, the first 

container and the second container being virtual environments for running the management 

application and the network device application respectively. Operating systems configured in the 

first container and the second container may be different from each other, so that the management 

application and the network device application may run in different operating systems. 

The first container and the second container are respectively assigned different IP addresses 

and socket port numbers. According to the IP addresses and the socket port numbers, the first 

container and the second container may complete the process of mutual transmission of the data 

acquisition command and the data response between the management application in the first 

container and the network device application in the second container based on NETCONF and RPC 

of the application layer and by calling the socket of the abstraction layer, so as to realize IPC 

(Inter-Process Communication) between the management application and the network device 

application. 

Referring to Fig. 2, which is a schematic diagram of a connection relationship between 

containers provided by an example of the present disclosure. 

The management application is deployed in the first container included in Fig. 2, and network 

device application 1 to network device application n are deployed in second container 1 to second 
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container n respectively. The first container and the second containers are connected to the virtual 

bridge docker0. After each container is connected to docker0, it will be assigned an IP address. For 

example, the IP address of the first container is 172.17.0.2, the IP address of the second container 1 

is 172.17.0.3, the IP address of the second container 2 is 172.17.0.4 and the like, and the IP address 

of docker0 is 172.17.0.1/16. The first container, the second container 1 and the second container 2 

are assigned different socket port numbers. The containers may communicate with each other based 

on their IP addresses and socket port numbers. 

Based on the first container and the second containers, referring to Fig. 3, which is a schematic 

flowchart of a second network device management method provided by an example of the present 

disclosure. Compared with the example shown in Fig. 1, the above block S101 may be implemented 

by the following block S101A. 

S101A: sending a data acquisition command to the network device application through a 

virtual bridge between the first container and the second container based on the IP address of the 

second container, so that the network device application, in response to the data acquisition 

command, sends a data response to the management application through the virtual bridge based on 

the IP address of the first container. 

Specifically, the management application may send the data acquisition command to the 

second container with the IP address of the second container where the network device application 

is located as a destination address and the IP address of the first container where the management 

application is located as a source address, which is equivalent to sending the data acquisition 

command to the network device application deployed in the second container. 

In response to the data acquisition command, the network device application may send the data 

response to the first container in reverse with the IP address of the first container where the 

management application is located as a destination address and the IP address of the second 

container where the network device application is located as a source, which is equivalent to 

sending the data response to the management application deployed in the first container. 

It can be seen from the above that the management application and the network device 

application are deployed in the first container and the second container respectively. The 

management application and the network device application may complete the transmission of the 

data acquisition command and the data response between each other through the IP addresses of the 
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first container and the second container, so as to complete the process of network device 

management. 

In another example of the present disclosure, the management application is deployed in a first 

module, and the managed network device application is deployed in a second module, wherein, 

unlike the above container, the management application and the network device application being 

deployed in modules is equivalent to the management application and the network device 

application themselves being software modules or components. The management application and 

the network device application run in the same operating system. 

The first module and the second module are respectively assigned different socket port 

numbers. According to the assigned socket port numbers and local loopback addresses of the 

network device, the first module and the second module may complete the process of mutual 

transmission of the data acquisition command and the data response between the management 

application in the first module and the network device application in the second module based on 

NETCONF and RPC of the application layer and by calling the socket of the abstraction layer. IPC 

between the management application and the network device application are realized. 

Referring to Fig. 4, which is a schematic flowchart of a third network device management 

method provided by an example of the present disclosure. Compared with the example shown in 

Fig. 1, the block S101 may be implemented by the following block S101B. 

S101B: sending a data acquisition command to the network device application based on the 

local loopback address of the network device and the socket port number of the second module, so 

that the network device application, in response to the data acquisition command, sends a data 

response to the management application based on the local loopback address and the socket port 

number of the first module. 

Specifically, the management application and the network device application are deployed in 

the first module and the second module respectively, and run in parallel as different processes, then 

management application and the network device application encapsulate the data acquisition 

command and the data response in a preset IPC format by means of IPC, so as to transmit the data 

acquisition command and the data response to each other. 

The first module and the second module may be assigned respectively different socket port 

numbers. The management application and the network device application may communicate with 
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each other based on the local loopback address and the socket port numbers. 

It can be seen from the above that the management application and the network device 

application are deployed in the first module and the second module respectively. The management 

application and the network device application may complete the transmission of the data 

acquisition command and the data response between each other through the local loopback address 

and the socket port numbers of the first module and the second module, so as to complete the 

process of network device management. 

In another example of the present disclosure, the management application is an AI (Artificial 

Intelligence) application, and the network device is configured with an AI chip. 

The AI application is an application that uses a machine learning algorithm to implement 

network device management. For example, the machine learning algorithm may be a deep learning 

algorithm, a neural network model, etc. 

In addition, the AI chip is a system composed of many different sub-chips, which is suitable 

for running AI application and can perform fast and high-density calculation on big data. For 

example, the AI chip may include sub-chips such as CPU, SDRAM (Synchronous Dynamic 

Random-Access Memory) and NP (Neural Networking Processor), the SDRAM may be DDR 

SDRAM (Double Data Rate Synchronous Dynamic Random-Access Memory). 

Referring to Fig. 5, which is a schematic diagram of a hierarchical structure of a network 

device provided by an example of the present disclosure. 

As can be seen from the figure, the user layer of the network device includes the management 

application and the network device application, and the hardware layer includes the processing chip 

and the AI chip. The dotted box in the figure indicates that the management application and the 

network device application run on the processing chip. The management application sends the data 

acquisition command to the network device application based on NETCONF, and the network 

device application feeds back the data response to the management device based on RPC. The 

arrow between the management application and the AI chip indicates that when the management 

application is an AI application, the management application may communicate with the AI chip 

through RPC IO (Input/Output) interface provided by the AI chip, and the AI application may 

quickly process a large amount of data with the help of the computing power of the AI chip. 
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In the foregoing case, referring to Fig. 6, which is a schematic flowchart of a fourth network 

device management method provided by an example of the present disclosure. Compared with the 

example shown in Fig. 1, the block S102 may be implemented by the following blocks 

S102A-S102B. 

S102A: sending the data included in the data response to the AI chip, so that the AI chip 

processes the data. 

Specifically, the management application may send the data to the AI chip based on the RPC 

IO provided by the AI chip, and the AI chip may process the data. After the data processing is 

finished, the AI chip may feed back a processing result to the management application based on the 

RPC IO, so that the management application may obtain the processing result. 

In an example of the present disclosure, since the AI chip is a system composed of multiple 

different sub-chips, different sub-chips have different functions and are suitable for running 

different algorithms, in order to give full play to the data processing ability of the AI chip, the block 

S102A may be implemented through the following block A. 

Block A: sending the data to a target sub-chip included in the AI chip based on a type of an 

algorithm used by the management application, so that the target sub-chip processes the data. 

The target sub-chip is a sub-chip matched with the type of the algorithm in the AI chip. 

Specifically, NP chip included in the AI chip is suitable for completing the process of the data 

processing of deep learning algorithm, and CPU chip included in the AI chip is suitable for 

completing the process of the data processing of machine learning algorithms such as holt-winters 

algorithm, random forest algorithm, skyline algorithm. 

When the algorithm applicable to the management application is a deep learning algorithm, the 

target sub-chip is an NP chip; and when the algorithm applicable to the management application is 

other machine learning algorithm except the deep learning algorithm, the target sub-chip is a CPU 

chip. 

S102B: obtaining a processing result fed back by the AI chip. 

The AI chip may send the processing result to the management application through the RPC IO, 

so that the management application may obtain the processing result fed back by the AI chip. 
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It can be seen from the above that when the management application is an AI application and 

the network device is configured with an AI chip, the management application may send the data to 

the AI chip which has strong computing power and is suitable for data processing of AI algorithm. 

The process of the data processing is completed by the AI chip, rather than directly by the 

processing chip where the management application is located. Therefore, it may save the data 

processing resources of the processing chip where the management application is located, and make 

full use of the data processing resources of the AI chip to complete the process of network device 

management with high efficiency. 

Corresponding to the above network device management method applied to a management 

application, an example of the present disclosure also provides a network device management 

method applied to the managed network device application. 

Referring to Fig. 7, which is a schematic flowchart of a fifth network device management 

method provided by an example of the present disclosure. The method includes the following 

blocks S701-S703. 

S701: receiving a data acquisition command sent by a management application. 

The management application and the network device application run on the same processing 

chip in the network device. The management application is to manage the network device 

application. 

S702: obtaining data requested by the data acquisition command. 

S703: sending a data response including the data to the management application, so that the 

management application processes the data included in the data response, and implements network 

device management based on a processing result. 

Specifically, the blocks S701-S703 are similar to the blocks S101-S103 shown in Fig. 1, and 

the specific examples may refer to the contents shown above and will not be described in detail 

here. 

It can be seen from the above that the management application for managing the network 

device application and the network device application are both configured on the same processing 

chip of the network device. Since the operation of the network device is implemented based on the 

configured network device application, managing the network device application configured in the 
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network device is equivalent to managing the network device, That is, in the example of the present 

disclosure, the network device may manage itself, does not need a third-party analyzer to implement 

network device management, and makes full use of its own computing resources, so as to improve 

the efficiency of network device management. 

In an example of the present disclosure, the block S701 may be implemented by the following 

block B. 

Block B: receiving a data acquisition command sent by the management application through 

the virtual bridge between the first container and the second container based on the IP address of the 

second container. 

In addition, the data response may be sent to the management application through the 

following block C. 

Block C: sending a data response including the data to the management application through the 

virtual bridge based on the IP address of the first container. 

Specifically, the blocks B-C are similar to the block S101A shown in Fig. 2. The specific 

example may refer to the contents shown above and will not be described in detail here. 

It can be seen from the above that the management application and the network device 

application are deployed in the first container and the second container respectively. The 

management application and the network device application may complete the transmission of the 

data acquisition command and the data response between each other through the IP addresses of the 

first container and the second container, so as to complete the process of network device 

management. 

In an example of the present disclosure, the block S701 may be implemented by the following 

block D. 

Block D: receiving a data acquisition command sent by the management application based on 

the local loopback address of the network device and the socket port number of the second module. 

In addition, the data response may be sent to the management application through the 

following block E. 

Block E: sending a data response including the data to the management application based on 
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the local loopback address and the socket port number of the first module. 

Specifically, the blocks D-E are similar to the block S101B shown in Fig. 3. The specific 

example may refer to the contents shown above and will not be described in detail here. 

It can be seen from the above that the management application and the network device 

application are deployed in the first module and the second module respectively. The management 

application and the network device application may complete the transmission of the data 

acquisition command and the data response between each other through the local loopback address 

and the socket port numbers of the first module and the second module, so as to complete the 

process of network device management. 

Corresponding to the above network device management method applied to a management 

application and the above network device management method applied to a network device 

application, an example of the present disclosure also provides a network device management 

system. The system includes a management application and a network device application running 

on the same processing chip in a network device. The management application is to manage the 

network device, and the network device application is to realize the network communication 

function of the network device. 

Referring to Fig. 8, which is a schematic flowchart of a sixth network device management 

method provided by an example of the present disclosure. The method includes the following 

blocks S801-S804. 

S801: the management application sends a data acquisition command to the network device 

application. 

S802: the network device application obtains data requested by the data acquisition command. 

S803: the network device application sends a data response including the data to the 

management application. 

S804: the management application processes the data included in the data response to obtain a 

processing result, and implements network device management based on the processing result. 

It can be seen from the above that the management application for managing the network 

device application and the network device application are both configured on the same processing 

chip of the network device. Since the operation of the network device is implemented based on the 
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configured network device application, managing the network device application configured in the 

network device is equivalent to managing the network device, That is, in the example of the present 

disclosure, the network device may manage itself, does not need a third-party analyzer to implement 

network device management, and makes full use of its own computing resources, so as to improve 

the efficiency of network device management. 

In an example of the present disclosure, the management application is deployed in a first 

container, and the managed network device application is deployed in a second container; 

the block S801 may be implemented by the following block F. 

Block F: the management application sends a data acquisition command to the network device 

application through a virtual bridge between the first container and the second container based on 

an IP address of the second container. 

The block S803 may be implemented by the following block G. 

Block G: the network device application sends a data response including the data to the 

management application through the virtual bridge based on an IP address of the first container. 

It can be seen from the above that the management application and the network device 

application are deployed in the first container and the second container respectively. The 

management application and the network device application may complete the transmission of the 

data acquisition command and the data response between each other through the IP addresses of the 

first container and the second container, so as to complete the process of network device 

management. 

In an example of the present disclosure, the management application is deployed in the first 

module, and the managed network device application is deployed in the second module; 

the block S801 may be implemented by the following block H. 

Block H: the management application sends a data acquisition command to the network device 

application based on a local loopback address of the network device and a socket port number of the 

second module. 

The block S803 may be implemented by the following block I. 

Block I: the network device application sends a data response including the data to the 
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management application based on the local loopback address and the socket port number of the first 

module. 

It can be seen from the above that the management application and the network device 

application are deployed in the first module and the second module respectively. The management 

application and the network device application may complete the transmission of the data 

acquisition command and the data response between each other through the local loopback address 

and the socket port numbers of the first module and the second module, so as to complete the 

process of network device management. 

In an example of the present disclosure, the management application is an AI application. 

When the network device is configured with an AI chip, the block S804 may be implemented by the 

following blocks J-K. 

Block J: the management application sends the data included in the data response to the AI 

chip, so that the AI chip processes the data. 

Block K: obtaining a processing result fed back by the AI chip, and implementing the network 

device management based on the processing result. 

It can be seen from the above that when the management application is an AI application and 

the network device is configured with an AI chip, the management application may send the data to 

the AI chip which has strong computing power and is suitable for data processing of AI algorithm. 

The process of the data processing is completed by the AI chip, rather than directly by the 

processing chip where the management application is located. Therefore, it may save the data 

processing resources of the processing chip where the management application is located, and make 

full use of the data processing resources of the AI chip to complete the process of network device 

management with high efficiency. 

In an example of the present disclosure, the block J may be implemented by the following 

block J1. 

Block J1: the management application sends the data to a target sub-chip included in the AI 

chip based on a type of an algorithm used by the management application, so that the target 

sub-chip processes the data. 

The target sub-chip is a sub-chip matched with the type in the AI chip. 
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Corresponding to the above network device management method applied to a management 

application, an example of the present disclosure also provides a network device management 

apparatus applied to the management application. 

Referring to Fig. 9, which is a schematic structural diagram of a network device management 

apparatus provided by an example of the present disclosure, the network device management 

apparatus is applied to a management application deployed on a network device, wherein a 

management application is to manage the network device, and a network device application is to 

realize a network communication function of the network device. The network device application 

and the management application both run on the same processing chip in the network device. The 

apparatus includes: 

a command sending module 901 is to send a data acquisition command to the network device 

application, so that the network device application sends a data response to the management 

application in response to the data acquisition command, wherein the data response includes: data 

requested by the data acquisition command; 

a data processing module 902 is to process the data included in the data response to obtain a 

processing result; 

a network device management module 903 is to implement network device management based 

on the processing result. 

It can be seen from the above that the management application for managing the network 

device application and the network device application are both configured on the same processing 

chip of the network device. Since the operation of the network device is implemented based on the 

configured network device application, managing the network device application configured in the 

network device is equivalent to managing the network device, That is, in the example of the present 

disclosure, the network device may manage itself, does not need a third-party analyzer to implement 

network device management, and makes full use of its own computing resources, so as to improve 

the efficiency of network device management. 

In an example of the present disclosure, the management application is deployed in a first 

container, and the managed network device application is deployed in a second container, and the 

command sending module 901 is specifically to: 



 

 

－22－ 

send a data acquisition command to the network device application through a virtual bridge 

between the first container and the second container based on an IP address of the second container, 

so that the network device application, in response to the data acquisition command, sends a data 

response to the management application through the virtual bridge based on an IP address of the 

first container. 

It can be seen from the above that the management application and the network device 

application are deployed in the first container and the second container respectively. The 

management application and the network device application may complete the transmission of the 

data acquisition command and the data response between each other through the IP addresses of the 

first container and the second container, so as to complete the process of network device 

management. 

In an example of the present disclosure, the management application is deployed in a first 

module, and the managed network device application is deployed in a second module, and the 

command sending module 901 is specifically to: 

send a data acquisition command to the network device application based on an local loopback 

address of the network device and a socket port number of the second module, so that the network 

device, in response to the data acquisition command, sends a data response to the management 

application based on the local loopback address and a socket port number of the first module. 

It can be seen from the above that the management application and the network device 

application are deployed in the first module and the second module respectively. The management 

application and the network device application may complete the transmission of the data 

acquisition command and the data response between each other through the local loopback address 

and the socket port numbers of the first module and the second module, so as to complete the 

process of network device management. 

In an example of the present disclosure, the management application is an artificial intelligence 

AI application. When the network device is configured with an AI chip, the data processing module 

902 includes: 

a data sending sub-module is to send the data included in the data response to the AI chip, so 

that the AI chip processes the data; 
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a data obtaining sub-module is to obtain a processing result fed back by the AI chip. 

It can be seen from the above that when the management application is an AI application and 

the network device is configured with an AI chip, the management application may send the data to 

the AI chip which has strong computing power and is suitable for data processing of AI algorithm. 

The process of the data processing is completed by the AI chip, rather than directly by the 

processing chip where the management application is located. Therefore, it may save the data 

processing resources of the processing chip where the management application is located, and make 

full use of the data processing resources of the AI chip to complete the process of network device 

management with high efficiency. 

In an example of the present disclosure, the data sending sub-module is specifically to: 

send the data to a target sub-chip included in the AI chip based on a type of an algorithm used 

by the management application, so that the target sub-chip processes the data, wherein the target 

sub-chip is a sub-chip matched with the type in the AI chip. 

Corresponding to the above network device management method applied to a network device 

application, an example of the present disclosure also provides a network device management 

apparatus applied to the network device application. 

Referring to Fig. 10, which is a schematic structural diagram of a network device management 

apparatus provided by an example of the present disclosure, the network device management 

apparatus is applied to a network device application deployed on a network device, wherein the 

network device application is to realize a network communication function of the network device. 

The apparatus includes: 

a command receiving module 1001 is to receive a data acquisition command sent by a 

management application, wherein the management application and the network device application 

run on the same processing chip in the network device, and the management application is to 

manage the network device; 

a data obtaining module 1002 is to obtain data requested by the data acquisition command; 

a response sending module 1003 is to send a data response including the data to the 

management application, so that the management application processes the data included in the data 

response and implements network device management based on a processing result. 
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It can be seen from the above that the management application for managing the network 

device application and the network device application are both configured on the same processing 

chip of the network device. Since the operation of the network device is implemented based on the 

configured network device application, managing the network device application configured in the 

network device is equivalent to managing the network device, That is, in the example of the present 

disclosure, the network device may manage itself, does not need a third-party analyzer to implement 

network device management, and makes full use of its own computing resources, so as to improve 

the efficiency of network device management. 

In an example of the present disclosure, the management application is deployed in a first 

container, and the managed network device application is deployed in a second container. The 

command receiving module 1001 is specifically to: 

receive a data acquisition command sent by the management application through a virtual 

bridge between the first container and the second container based on an IP address of the second 

container. 

The response sending module 1003 is specifically to: 

send a data response including the data to the management application through the virtual 

bridge based on an IP address of the first container, so that the management application processes 

the data included in the data response, and implements network device management based on a 

processing result. 

It can be seen from the above that the management application and the network device 

application are deployed in the first container and the second container respectively. The 

management application and the network device application may complete the transmission of the 

data acquisition command and the data response between each other through the IP addresses of the 

first container and the second container, so as to complete the process of network device 

management. 

In an example of the present disclosure, the management application is deployed in a first 

module, and the network device application is deployed in the second module, and the command 

receiving module 1001 is specifically to: 

receive a data acquisition command sent by the management application based on a local 
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loopback address of the network device and a socket port number of the second module. 

The response sending module 1003 is specifically to: 

send a data response including the data to the management application based on the local 

loopback address and a socket port number of the first module, so that the management application 

processes the data included in the data response and implements network device management based 

on a processing result. 

It can be seen from the above that the management application and the network device 

application are deployed in the first module and the second module respectively. The management 

application and the network device application may complete the transmission of the data 

acquisition command and the data response between each other through the local loopback address 

and the socket port numbers of the first module and the second module, so as to complete the 

process of network device management. 

It should be noted that the relationship terms use here, such as “first”, “second” and the like are 

only to distinguish one entity or operation from another entity or operation, but do not necessarily 

require or imply that there is actual relationship or order between these entities or operations. 

Moreover, the terms “include”, “comprise” or any variants thereof are intended to cover a 

non-exclusive inclusion, such that processes, methods, articles, or devices, including a series of 

elements, include not only those elements that have been listed, but also other elements that have 

not specifically been listed or the elements intrinsic to these processes, methods, articles, or devices. 

Without further limitations, elements limited by the wording “comprise(s) a/an…” and “include(s) 

a/an…” do not exclude additional identical elements in the processes, methods, articles, or devices, 

including the listed elements. 

All of the examples in the description are described in a correlated manner, and identical or 

similar parts in various examples may refer to one another. The description for each example 

focuses on the differences from other examples. In particular, the examples of systems and 

apparatuses are described briefly, since they are substantially similar to the example of methods, 

and the related contents may refer to the description of the examples of methods. 

The examples described above are only preferred examples of the present disclosure, and are 

not intended to limit the scope of protection of the present disclosure. Any modifications, equivalent 

replacement, improvement made within the spirit and principle of the present disclosure shall be 
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included in the scope of protection of the present disclosure. 
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CLAIMS 

What is claimed is: 

1. A network device management method, which is applied to a management application 

deployed on a network device, wherein the management application is to manage the network 

device, a network device application is to realize a network communication function of the network 

device, and the network device application and the management application run on a same 

processing chip in the network device, the method comprises: 

sending a data acquisition command to the network device application so that the network 

device application sends a data response to the management application in response to the data 

acquisition command, wherein the data response includes data requested by the data acquisition 

command; 

processing the data included in the data response to obtain a processing result; 

implementing network device management based on the processing result. 

2. The method according to claim 1, wherein the management application is deployed in a first 

container, the managed network device application is deployed in a second container, and sending a 

data acquisition command to the managed network device application so that the network device 

application sends a data response to the management application in response to the data acquisition 

command comprises: 

sending a data acquisition command to the network device application through a virtual bridge 

between the first container and the second container based on an IP address of the second container, 

so that the network device application, in response to the data acquisition command, sends a data 

response to the management application through the virtual bridge based on an IP address of the 

first container. 

3. The method according to claim 1, wherein the management application is deployed in a first 

module, the managed network device application is deployed in a second module, and sending a 

data acquisition command to the managed network device application so that the network device 

application sends a data response to the management application in response to the data acquisition 

command comprises: 

sending a data acquisition command to the network device application based on a local 
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loopback address of the network device and a socket port number of the second module, so that the 

network device application, in response to the data acquisition command, sends a data response to 

the management application based on the local loopback address and a socket port number of the 

first module. 

4. The method according to any of claims 1 to 3, wherein the management application is an 

artificial intelligence AI application, and when the network device is configured with an AI chip, 

processing the data included in the data response to obtain a processing result comprises: 

sending the data included in the data response to the AI chip so that the AI chip processes the 

data; 

obtaining a processing result fed back by the AI chip. 

5. The method according to claim 4, wherein sending the data included in the data response to 

the AI chip so that the AI chip processes the data comprises: 

sending the data to a target sub-chip included in the AI chip based on a type of an algorithm 

used by the management application, so that the target sub-chip processes the data, wherein the 

target sub-chip is a sub-chip matched with the type in the AI chip. 

6. A network device management method, which is applied to a network device application 

deployed on a network device, wherein the network device application is to realize a network 

communication function of the network device, the method comprises: 

receiving a data acquisition command sent by a management application, wherein the 

management application and the network device application run on a same processing chip in the 

network device, and the management application is to manage the network device; 

obtaining data requested by the data acquisition command; 

sending a data response including the data to the management application, so that the 

management application processes the data included in the data response, and implements network 

device management based on a processing result. 

7. The method according to claim 6, wherein the management application is deployed in a first 

container, the network device application is deployed in a second container, and receiving a data 

acquisition command sent by a management application comprises: 
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receiving a data acquisition command sent by the management application through a virtual 

bridge between the first container and the second container based on an IP address of the second 

container; 

wherein sending a data response including the data to the management application comprises: 

sending a data response including the data to the management application through the virtual 

bridge based on an IP address of the first container. 

8. The method according to claim 6, wherein the management application is deployed in a first 

module, the network device application is deployed in a second module, and receiving a data 

acquisition command sent by a management application comprises: 

receiving a data acquisition command sent by the management application based on a local 

loopback address of the network device and a socket port number of the second module; 

wherein sending a data response including the data to the management application comprises: 

sending a data response including the data to the management application based on the local 

loopback address and a socket port number of the first module. 

9. A network device management system comprising a management application and a network 

device application running on a same processing chip in a network device, wherein the management 

application is to manage the network device, the network device application is to realize a network 

communication function of the network device; 

the management application is to send a data acquisition command to the network device 

application; 

the network device application is to obtain data requested by the data acquisition command, 

and send a data response including the data to the management application; 

the management application is further to process the data included in the data response to 

obtain a processing result, and implement network device management based on the processing 

result. 

10. The system according to claim 9, wherein the management application is deployed in a 

first container, and the managed network device application is deployed in a second container; 

the management application is specifically to send a data acquisition command to the network 
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device application through a virtual bridge between the first container and the second container 

based on an IP address of the second container; 

the network device application is specifically to send a data response including the data to the 

management application through the virtual bridge based on an IP address of the first container. 

11. The system according to claim 9, wherein the management application is deployed in a first 

module, and the managed network device application is deployed in a second module; 

the management application is specifically to send a data acquisition command to the network 

device application based on a local loopback address of the network device and a socket port 

number of the second module; 

the network device application is specifically to send a data response including the data to the 

management application based on the local loopback address and a socket port number of the first 

module. 

12. The system according to any of claims 9 to 11, wherein the management application is an 

artificial intelligence AI application, and when the network device is configured with an AI chip, the 

management application is specifically to: 

send the data included in the data response to the AI chip, so that the AI chip processes the 

data; 

obtain a processing result fed back by the AI chip. 

13. The system according to claim 12, wherein the management application is specifically to: 

send the data to a target sub-chip included in the AI chip based on a type of an algorithm used 

by the management application, so that the target sub-chip processes the data, wherein the target 

sub-chip is a sub-chip matched with the type in the AI chip. 

14. A network device management apparatus, which is applied to a management application 

deployed on a network device, wherein the management application is to manage the network 

device, a network device application is to realize a network communication function of the network 

device, and the network device application and the management application run on a same 

processing chip in the network device, the apparatus comprises: 

a command sending module is to send a data acquisition command to the network device 
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application, so that the network device application sends a data response to the management 

application in response to the data acquisition command, wherein the data response includes data 

requested by the data acquisition command; 

a data processing module is to process the data included in the data response to obtain a 

processing result; 

a network device management module is to implement network device management based on 

the processing result. 

15. A network device management apparatus, which is applied to a network device application 

deployed on a network device, wherein the network device application is to realize a network 

communication function of the network device, the apparatus comprises: 

a command receiving module is to receive a data acquisition command sent by a management 

application, wherein the management application and the network device application run on a same 

processing chip in the network device, and the management application is to manage the network 

device; 

a data obtaining module is to obtain data requested by the data acquisition command; 

a response sending module is to send a data response including the data to the management 

application, so that the management application processes the data included in the data response and 

implements network device management based on a processing result. 


