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METHOD AND DEVICE FOR LINKING TO ACCOUNT AND
PROVIDING SERVICE PROCESS

[0001] The present application claims priority to Chin®sgent Application No.
201610150066.8, filed with the Chinese Patent ©fin March 16, 2016 and entitled
"METHOD AND DEVICE FOR LINKING TO ACCOUNT AND PROWDING
SERVICE PROCESS", which is incorporated hereindfgnence in its entirety.

TECHNICAL FIELD

[0002] The present application relates to the field of patar technologies, and
in particular, to methods and devices for linkinegan account and providing service

processing.

BACKGROUND

[0003] Rapid development of network technologies is accomgd with
increasingly comprehensive services and functionsiged by servers on network
platforms. Currently, the servers have integratedtroffline services to provide them
online, so users can process a plurality of sesvimdine, bringing convenience to
their daily life.

[0004] The servers successively provide a service linKingetion for users so
that the users can quickly complete processingaobus services on the servers. In
other words, on the servers, the users are alldedithk service accounts used for
service processing with user accounts logged ithéoservers. As such, when the
users process the same service in the future,dbayt need to repeatedly enter the
service accounts used for service processing, liiereducing the complexity of
service processing and bringing convenience taiees.

[0005] However, the servers on the network platforms gdhyeneed to have
certain operation qualifications in order to operabme specific services. To be
specific, some specific services have high usesrimétion security requirements;

therefore, a specific audit department needs ttopera security check on systems,
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hardware and such of the servers, and the seraaersmerate these specific services
only after being approved. For the servers to sat@e the security check of the audit
department, maintenance personnel of the serverllysneed to perform a large

amount of security reconstruction on the systetms,tardware of the servers, and
invest high operation expenses. Operating the Bpeservices usually increases

operation costs, and therefore some network plagodo not perform security

reconstruction on the systems, the hardware oténeers on the network platforms

due to operation cost pressure. Consequentlyditvers on the network platforms do

not comply with standards for operating the spe@grvices and cannot operate the
specific services. As a result, each time usersga® services in the servers that do
not have the qualifications for operating the specervices, the servers need to
redirect service processing interfaces to intedage servers that have the service
processing qualifications. In other words, usegsvise requests are forwarded to the
servers that have the qualifications for operatimg specific services. Further, the
users need to enter the service accounts use@madces processing on the interfaces
displayed by the servers that have the operatiafifmations, to process the services.
Therefore, the complexity of service processingtifiér users is increased and service

processing convenience of the users is reduced.

SUMMARY

[0006] Implementations of the present application proxadeethod and a device
for linking to an account and providing serviceqassing, to resolve a problem in the
existing technology that service processing perémnby an uncertified server
increases the complexity of user operation and aesluservice processing
convenience.

[0007] An implementation of the present application pregida method for
linking to an account, including: an uncertifiedva receives a linking request sent
by a terminal device, where the linking requestegponds to a user account logged
in by a user to the uncertified server; returnsredetermined instruction to the
terminal device based on the linking request, o tdrminal device sends a real
service account to a certified server based onptieeletermined instruction, and
further the certified server generates a virtuavise account corresponding to the

real service account and returns the virtual sergaccount to the terminal device;
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receives the virtual service account sent by thmiteal device; and links the virtual
service account to the user account.

[0008] An implementation of the present application pregida method for
linking to an account, including: a certified sarveceives a real service account sent
by a terminal device, where the real service acc@usent by the terminal device to
the certified server based on a predetermineducistn that is sent by an uncertified
server to the terminal device, the predeterminestruction is returned by the
uncertified server to the terminal device afterereing a linking request sent by the
terminal device, and the linking request corresgaiada user account logged in by a
user to the uncertified server; generates a vidaalice account corresponding to the
real service account; and returns the virtual sergiccount to the terminal device, so
the terminal device sends the virtual service aetoo the uncertified server after
receiving the virtual service account, and furtflee uncertified server links the
virtual service account to the user account.

[0009] An implementation of the present application pregida method for
providing service processing, including: an unf@edi server receives a service
request sent by a terminal device, where the semequest corresponds to a user
account logged in by a user to the uncertified eerdetermines, based on the service
request, a virtual service account linked to ther wsccount; and sends the virtual
service account and the service request to a iedrtfferver, so the certified server
determines a pre-stored real service account qmnekng to the virtual service
account based on the virtual service account, aribler the certified server performs
service processing based on the real service ateodrthe service request.

[0010] An implementation of the present application pregida method for
providing service processing, including: a certifieerver receives a virtual service
account and a service request that are sent byeartified server, where the service
request is sent by a terminal device to the urfesdtiserver, the service request
corresponds to a user account logged in by a wastvet uncertified server, and the
virtual service account is a virtual service acdatmat is linked to the user account
and that is determined by the uncertified servesetlaon the service request;
determines a real service account correspondirigetavirtual service account based
on the virtual service account; and performs senpoocessing based on the real
service account and the service request.

[0011] An implementation of the present application pregida method for
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linking to an account, including: a merchant systegeives a linking request sent by
a terminal device, where the linking request cqoesls to a user account logged in
by a user to the merchant system; returns a predieied instruction to the terminal
device based on the linking request, so the telndegice sends a real bank card
number to a payment system based on the predettnmstruction, and further the
payment system generates a virtual bank card nuodsegsponding to the real bank
card number and returns the virtual bank card nurdbthe terminal device; receives
the virtual bank card number sent by the termimalick; and links the virtual bank
card number to the user account.

[0012] An implementation of the present application pregida method for
linking to an account, including: a payment systeeives a real bank card number
sent by a terminal device, where the real bank cardber is sent by the terminal
device to the payment system based on a predetinmstruction that is sent by a
merchant system to the terminal device, the preséted instruction is returned by
the merchant system to the terminal device aftegiveng a linking request sent by
the terminal device, and the linking request cqoesls to a user account logged in
by a user to the merchant system; generates aM&unk card number corresponding
to the real bank card number; and returns thealitiank card number to the terminal
device, so the terminal device sends the virtuakb@ard number to the merchant
system after receiving the virtual bank card numbed further the merchant system
links the virtual bank card number to the user anto

[0013] An implementation of the present application pregida method for
providing service processing, including: a merclsystem receives a service request
sent by a terminal device, where the service rdgo@sesponds to a user account
logged in by a user to the merchant system; det&snibased on the service request,
a virtual bank card number linked to the user antoand sends the virtual bank card
number and the service request to a payment systemthe payment system
determines a pre-stored real bank card numbersgoneling to the virtual bank card
number based on the virtual bank card number, anther the payment system
performs service processing based on the real lbank number and the service
request.

[0014] An implementation of the present application pregida method for
providing service processing, including: a paymsydtem receives a virtual bank

card number and a service request that are semt fmgrchant system, where the
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service request is sent by a terminal device tortechant system, the service request
corresponds to a user account logged in by a ws#ret merchant system, and the
virtual bank card number is a virtual bank card bamthat is linked to the user
account and that is determined by the merchanesysiased on the service request;
determines a real bank card number correspondirgetovirtual bank card number
based on the virtual bank card number; and perf@a@ngce processing based on the
real bank card number and the service request.

[0015] An implementation of the present application pregié device for linking
to an account, including: a request receiving medabnfigured to receive a linking
request sent by a terminal device, where the Imkieguest corresponds to a user
account logged in by a user to the device; a retgrmodule, configured to return a
predetermined instruction to the terminal devicsdolaon the linking request, so the
terminal device sends a real service account tceréified server based on the
predetermined instruction, and further the cedifsrver generates a virtual service
account corresponding to the real service accoudt returns the virtual service
account to the terminal device; an account recgimmodule, configured to receive the
virtual service account sent by the terminal devasel a linking module, configured
to link the virtual service account to the usercast.

[0016] An implementation of the present application pregié device for linking
to an account, including: a receiving module, ogunfed to receive a real service
account sent by a terminal device, where the realie account is sent by the
terminal device to the device based on a predeteaninstruction that is sent by an
uncertified server to the terminal device, the ptednined instruction is returned by
the uncertified server to the terminal device afesreiving a linking request sent by
the terminal device, and the linking request cqoesls to a user account logged in
by a user to the uncertified server; a generati@muute, configured to generate a
virtual service account corresponding to the realise account; and a returning
module, configured to return the virtual serviceammt to the terminal device, so the
terminal device sends the virtual service accountthie uncertified server after
receiving the virtual service account, and furtfiee uncertified server links the
virtual service account to the user account.

[0017] An implementation of the present application pregida device for
providing service processing, including: a recegvinodule, configured to receive a

service request sent by a terminal device, whegeséivice request corresponds to a
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user account logged in by a user to the devicestarchining module, configured to
determine, based on the service request, a visierice account linked to the user
account; and a sending module, configured to seadittual service account and the
service request to a certified server, so thefetserver determines a pre-stored real
service account corresponding to the virtual senaccount based on the virtual
service account, and further the certified senerfgsms service processing based on
the real service account and the service request.

[0018] An implementation of the present application pregida device for
providing service processing, including: a recegvinodule, configured to receive a
virtual service account and a service request dhatsent by an uncertified server,
where the service request is sent by a terminaicdeo the uncertified server, the
service request corresponds to a user accountdoggby a user to the uncertified
server, and the virtual service account is a virsgavice account that is linked to the
user account and that is determined by the uneettgerver based on the service
request; a determining module, configured to deteena real service account
corresponding to the virtual service account basethe virtual service account; and
a processing module, configured to perform seryioecessing based on the real
service account and the service request.

[0019] An implementation of the present application pregié device for linking
to an account, including: a request receiving medabnfigured to receive a linking
request sent by a terminal device, where the Imkieguest corresponds to a user
account logged in by a user to the device; anunstn returning module, configured
to return a predetermined instruction to the teahidevice based on the linking
request, so the terminal device sends a real bartk mumber to a payment system
based on the predetermined instruction, and furtiermpayment system generates a
virtual bank card number corresponding to the baailk card number and returns the
virtual bank card number to the terminal devicesaad number receiving module,
configured to receive the virtual bank card nunmdet by the terminal device; and a
linking module, configured to link the virtual bankrd number to the user account.
[0020] An implementation of the present application pregié device for linking
to an account, including: a card number receivirglate, configured to receive a real
bank card number sent by a terminal device, wheradal bank card number is sent
by the terminal device to the device based on dgteemined instruction that is sent

by a merchant system to the terminal device, tedgiermined instruction is returned
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by the merchant system to the terminal device a#tegiving a linking request sent by
the terminal device, and the linking request cqoesls to a user account logged in
by a user to the merchant system; a card numbesrggon module, configured to
generate a virtual bank card number correspondirige real bank card number; and
a card number returning module, configured to retbe virtual bank card number to
the terminal device, so the terminal device sehdsvirtual bank card number to the
merchant system after receiving the virtual bankd caumber, and further the
merchant system links the virtual bank card nunibéine user account.

[0021] An implementation of the present application pregida device for
providing service processing, including: a requesieiving module, configured to
receive a service request sent by a terminal dewdeere the service request
corresponds to a user account logged in by a wse¢hea device; a card number
determining module, configured to determine, basedhe service request, a virtual
bank card number linked to the user account; asdraling module, configured to
send the virtual bank card number and the sereigaast to a payment system, so the
payment system determines a pre-stored real baxdkneenber corresponding to the
virtual bank card number based on the virtual beatd number, and further the
payment system performs service processing basdgeareal bank card number and
the service request.

[0022] An implementation of the present application pregida device for
providing service processing, including: a recegvinodule, configured to receive a
virtual bank card number and a service requestdtatsent by a merchant system,
where the service request is sent by a terminaicdew the merchant system, the
service request corresponds to a user accountdomgby a user to the merchant
system, and the virtual bank card number is a alifhank card number that is linked
to the user account and that is determined by thecmant system based on the
service request; a card number determining modulefigured to determine a real
bank card number corresponding to the virtual bzarki number based on the virtual
bank card number; and a processing module, comdfibir perform service processing
based on the real bank card number and the seadcest.

[0023] Implementations of the present application proxadeethod and a device
for linking to an account and providing service qgassing. In the method, after
receiving a linking request sent by a user termdwlice, an uncertified server can

return to the terminal device a predetermined usion that enables the terminal
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device to access a certified server. Based on tedepermined instruction, the
terminal device can send a real service accouatuxfer used for service processing,
so the certified server can generate a virtualiser@ccount corresponding to the real
service account, and return the virtual serviceoact to the user terminal device.
After receiving the virtual service account sent the user terminal device, the
uncertified server can link the virtual service @oat to a user account that is
registered by the user with the uncertified seritezan be seen from the previously
described method that, the uncertified server lithies virtual service account to the
user account. As such, after receiving a servigagast from the user subsequently, the
uncertified server can call the virtual serviceaot based on the linking relationship
and send the virtual service account to the cediBerver, and further the certified
server can use the real service account to evéntoainplete service processing
based on a mapping relationship between the videalice account and the real
service account. In other words, the certified serthat has a qualification for
operating a specific service can output a servicecgssing capability to the
uncertified server that does not have the quatibcafor operating the specific
service. Therefore, when performing service praogssn the uncertified server, the
user does not need to enter the real service atcosed for service processing each
time, thereby reducing the complexity of servicegasssing for the user and bringing

convenience to the user during service processing.

BRIEF DESCRIPTION OF DRAWINGS

[0024] Drawings here constitute a part of the presentiegmin and are used to
provide a further understanding of the present ieppbn, and schematic
implementations of the present application and rijgsans of the implementations
are used to explain the present application, whiohnot constitute an improper
limitation to the present application. In the drags:

[0025] FIG. 1 llustrates an account linking process, adio to an
implementation of the present application;

[0026] FIG. 2 illustrates a service processing processsording to an
implementation of the present application;

[0027] FIG. 3 illustrates an account linking process, adioy to an
implementation of the present application;
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[0028] FIG. 4 Iillustrates a service processing processsording to an
implementation of the present application;

[0029] FIG. 5 is a schematic structural diagram illustrgta device for linking to
an account, according to an implementation of tiesgnt application;

[0030] FIG. 6 is a schematic structural diagram illustrgta device for linking to
an account, according to an implementation of tiesent application;

[0031] FIG. 7 is a schematic structural diagram illustrgta device for providing
service processing, according to an implementaifdhe present application;

[0032] FIG. 8 is a schematic structural diagram illusirgta device for providing
service processing, according to an implementaifdhe present application;

[0033] FIG. 9 is a schematic structural diagram illustrgta device for linking to
an account, according to an implementation of tiesgnt application;

[0034] FIG. 10 is a schematic structural diagram illustigata device for linking
to an account, according to an implementation efpitesent application;

[0035] FIG. 11 is a schematic structural diagram illughgata device for
providing service processing, according to an imm@etation of the present
application; and

[0036] FIG. 12 is a schematic structural diagram illugtigata device for
providing service processing, according to an imm@etation of the present

application.

DESCRIPTION OF IMPLEMENTATIONS

[0037] To make the objectives, technical solutions, anchathges of the present
application clearer, the following clearly and cdetply describes the technical
solutions of the present application with referemaethe implementations of the
present application and the corresponding accompgrgrawings. Apparently, the
described implementations are merely some but lhof éhe implementations of the
present application. All other implementations oled by a person of ordinary skill
in the art based on the implementations of thegmteapplication without creative
efforts shall fall within the protection scope bétpresent application.

[0038] FIG. 1 llustrates an account linking process, adicm to an
implementation of the present application. The antdinking process includes the
following steps.
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[0039] S101: An uncertified server receives a linking egjusent by a terminal
device, where the linking request correspondsueea account logged in by a user to
the uncertified server.

[0040] In real life, a user usually needs to process a&ifipeservice such as air
ticket purchase, verification code acquisition lsyng a mobile phone, or payment by
using a credit card. However, in actual applicatjomot all servers have a
gualification for operating the specific servicénefefore, a server that does not have
the qualification for operating the specific see/icmamely, the uncertified server,
cannot provide the user with an account linkingction for the specific service.
Consequently, it is inconvenient to the user dudrsgrvice processing process.
[0041] To reduce the problem above, in this implementatodnthe present
application, the uncertified server that does rmtehthe qualification for operating
the specific service can be made to provide thewdclinking function for the
specific service, so the user can quickly completvice processing work
subsequently. Therefore, when the user needs torperaccount linking on the
uncertified server for a specific service, the usan first log in to the uncertified
server by using the terminal device and the useowat that is registered with the
uncertified server in advance, and then sendskafirequest to the uncertified server.
The uncertified server correspondingly receiveslitidng request that corresponds
to the user account and that is sent by the tetrdiemce, and completes linking to
the user account through subsequent steps S10D& S

[0042] S102: The uncertified server returns a predeterhinstruction to the
terminal device based on the linking request.

[0043] After receiving the linking request sent by the rugminal device, the
uncertified server can first sign a pre-storedrigee certificate of a certified server, to
obtain a signed license certificate, and furtheéurre the predetermined instruction
including the signed license certificate to theruseminal device. In subsequent step
S103, the user terminal device can access thefiegrtserver based on the
predetermined instruction.

[0044] Because the uncertified server does not have takfigation for operating
the specific service, the uncertified server carstote a real service account of the
user used for service processing. For the uncatiderver to provide the user with
the account linking function for the specific seeji the certified server (namely, the

server that has the qualification for operating $pecific service) needs to assist the
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uncertified server in completing account linking nwofor the specific service.
Therefore, after receiving the linking request sémt the terminal device, the
uncertified server can return the predeterminedrungon to the terminal device
based on the linking request. The predeterminettuictson includes the signed
license certificate that is obtained after the wtioed server signs the pre-stored
license certificate of the certified server. Theehse certificate is a license certificate
authorized by the certified server to the uncexrtifserver before the uncertified server
provides the user with the account linking functiom other words, the certified
server authorizes the uncertified server to perfaenvice interaction with the
certified server. As such, in actual applicatis@ne law breakers usually maliciously
access the certified server. To effectively redsoeh cases, the certified server
generally first sends a license certificate to timeertified server that is allowed to
perform service interaction with the certified sarvAs such, when the uncertified
server performs service interaction with the ceedifserver subsequently, the certified
server can determine whether access here by tinentdrdevice to the certified server
is valid based on the signed license certificage ith sent by the terminal device and
that is obtained after the uncertified server sitpeslicense certificate. Therefore, the
uncertified server can first sign the pre-storednise certificate of the certified server
after receiving the linking request sent by thenieal device, and further return the
predetermined instruction including the signedrsme certificate to the user terminal
device. As such, after receiving the predeterminsttuction, the terminal device can
access the certified server successfully in sule@gstep S103. In addition to the
previously described signed license certificate, ghedetermined instruction returned
by the uncertified server to the terminal device @arther include a port number,
some call instructions, etc. of the certified serge the terminal device can complete
the access to the certified server and variousatip@s in a subsequent process based
on the port number and call instructions.

[0045] S103: A certified server receives a real serviamant sent by the terminal
device.

[0046] In actual applications, the user generally completervice processing
based on a real service account correspondinget®ehvices. In general cases, the
real service account can be stored only in thefieeltserver that has the qualification
for operating the specific service. Therefore, hirs timplementation of the present

application, to assist the uncertified server impteting accounting linking of the
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user for the specific service, the certified sermeeds to receive the real service
account sent by the user terminal device. In amfuitihe certified server further needs
to receive the signed license certificate senthigyuser terminal device. A reason for
such practice is as follows: In actual applicatjoihe certified server stores a large
amount of security information of the user, anddfme the certified server needs to
perform security detection for access performedhgyterminal device each time, to
reduce stealing of stored user information causednalicious access by malicious
users to the certified server. Therefore, in thsplementation of the present
application, after receiving the real service actaent by the terminal device, the
certified server does not immediately generatertaali service account based on the
real service account, but needs to determine whetteess by the terminal device
this time is valid, in other words, whether theescby the terminal device this time
is performed based on the uncertified server thatdinates with the certified server.
Therefore, the certified server further needs t®ine the signed license certificate
sent by the terminal device. The signed licensdificate is obtained after the
uncertified server signs the pre-stored licensdifioatte of the certified server.
Afterwards, the certified server can perform vedfion on the signed license
certificate sent by the terminal device after reicgj the signed license certificate, to
be specific, verifying whether the signed licensatiicate is obtained after the
uncertified server coordinating with the certifisdrver signs the license certificate
authorized by the certified server; and when deit@ng that the verification succeeds,
generates a unique virtual service account correipg to the real service account
sent by the terminal device. After correspondinghgeiving the virtual service
account generated from the real service accouatcéhntified server can return the
virtual service account to the user terminal devscethe terminal device can send the
virtual service account to the uncertified served &urther the uncertified server can
link the virtual service account to the user actdbat is registered by the user with
the uncertified server. As such, when the useropei$ service processing on the
uncertified server in the future, the user can kjyicomplete the service processing
work based on the virtual service account previplisked on the uncertified server.
[0047] It is worthwhile to note that, in consideration iofportance of the real
service account, the terminal device can use aryptien method to send the real
service account to the certified server, for exanpise the Hyper Text Transfer

Protocol over Secure Socket Layer (HTTPS) to séedréal service account of the
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usetr.
[0048] S104: The certified server generates a virtual iservaccount
corresponding to the real service account, andnegtthe virtual service account to
the terminal device.

[0049] After receiving the real service account sent by ttrminal device, the
certified server can generate the unique virtualise account corresponding to the
real service account. A virtual service accountegponds to the real service account
and the virtual service account generated by thiefied server is different each time.
The purpose of above step is that in actual appbies, it is possible that law breakers
maliciously attempt to perform account linking tea the real service account of the
usetr.

[0050] For example, assume that user A sends real seaciceunt A used for
service processing to a certified server and thtfiee server returns virtual service
account A corresponding to real service accountoAat user terminal device.
Afterwards, the user sends virtual service accdutt an uncertified server by using
the terminal device and further completes accownkirig on the uncertified server.
However, if malicious user B keeps attempting limtkan account on the uncertified
server, the uncertified server returns a predetexchinstruction to a terminal device
of malicious user B based on a linking request ddlictous user B. The
predetermined instruction includes a signed liceosdificate obtained after the
uncertified server signs a pre-stored licensefazate of the certified server. Because
the predetermined instruction also includes thedvaigned license certificate,
malicious user B can also successfully access ¢n#fied server and send forged
service account B to the certified server, attengpto obtain a virtual service account
returned by the certified server. In a process afeasing the certified server by
malicious B, if service account B forged by maligouser B is consistent with real
service account A of user A by coincidence, anditaial service account returned by
the certified server corresponds to the real ser@ccount one to one, the virtual
service account received by malicious user B issdrae as virtual service account A
of user A. As such, malicious user B successfubgls real service account A of user
A. Further, if malicious user B obtains other imf@tion of user A through other
means, malicious user B can perform an illegal ajp@n on a personal service of user
A based on real service account A of user A, caulsiss to user A.

[0051] To reduce preceding cases, in this implementationthe present
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application, after receiving the real service actaent by the terminal device, the
certified server can generate the unique virtualise account corresponding to the
real service account based on the predeterminedrggon rule. In other words, a
virtual service account corresponds to the realiseraccount and the virtual service
account generated by the certified server is diffeeach time. As such, cases that a
malicious user keeps attempting linking an accoombtain a real service account of
a user can be effectively reduced.

[0052] Still in the example above, after user A sends seafice account A to the
certified server by using the terminal device, teetified server can return virtual
service account A corresponding to real serviceaaCA to the terminal device. If
malicious user B also sends real service accountthe certified server by using the
terminal device, the certified server can returriual service account B that is
different from virtual service account A to thertenal device of malicious user B. As
such, the certified server returns different virtsarvice accounts to user A and
malicious user B for the same real service accéuyntherefore, malicious user B
cannot know real service account A of user A, thereffectively improving security
of the real service account of the user.

[0053] It is worthwhile to note that, the certified senean generate the virtual
service account corresponding to the real serviceount by using different
generation rules, for example, generate the vigeatice account based on time and
the real service account, or generate the virtealice account based on a terminal
device parameter and the real service account.eldrer, this implementation of the
present application imposes no limitation on a gaten rule for generating the
virtual service account, provided that the virtgatvice account corresponds to the
real service account and the virtual service accganerated by the certified server is
different each time.

[0054] S105: The uncertified server receives the virtwalise account sent by
the terminal device.

[0055] Because the uncertified server does not have takfigation for operating
the specific service, the uncertified server carstote the real service account of the
user used for service processing. In this impleatemnt of the present application, the
uncertified server can locally store the virtuatveee account corresponding to the
real service account of the user used for servioegssing, so the uncertified server

can provide the account linking function for theeuslThe virtual service account is
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not real and is used to establish a mapping relstiip with the real service account
stored in the certified server. As such, based hen Wirtual service account, the
uncertified server can enable the user to quickin@ete the service processing work
in the subsequent process. Therefore, the uneertdierver needs to receive the
virtual service account that is sent by the terintdevice and that is used for account
linking, and further link the virtual service aceduto the user account that is
registered by the user with the uncertified seivesubsequent step S106.

[0056] It is worthwhile to note that, in addition to a \@ee account used for
service processing, the user further needs to sdodnation such as a user name, a
user phone number, address information, an emdiead, and a photo to the server
during account linking, so such information canused to verify the service account
stored in a server or recover or reset the serawmsount in the server in the
subsequent process. In other words, the informasounsed to protect the service
account to some extent. Therefore, in this impleaten of the present application,
in addition to the virtual service account returrgdthe certified server, the terminal
device can further return information used to pbthe virtual service account to the
uncertified server. The information includes bub@ limited to at least one of a user
name, a user identity card number, a user mobilen@hnumber, user address
information, a user photo, a user email addresshaat message-based verification
code, and an email-based verification code.

[0057] S106: The uncertified server links the virtual segvaccount to the user
account.

[0058] This implementation of the present application nde to enable the
uncertified server that does not have the quatibcafor operating the specific
service to provide the user with the account ligkiservice. Therefore, when
receiving the virtual service account sent by teeruerminal device, the uncertified
server can determine the user account used byethenial device to send the virtual
service account, and further link the user accdonthe received virtual service
account and store the virtual service account.uth swhen the user performs service
processing on the uncertified server subsequehityuncertified server can call the
virtual service account in a linking relationshigttwthe user account based on the
determined user account, establish a connectidm tiwi certified server based on the
virtual service account, and eventually complet gbrvice processing work on the

certified server.
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[0059] It can be seen from the previously described methat the uncertified
server can store the virtual service account thgenerated by the certified server and
that corresponds to the real service account. Torexen the subsequent process, the
uncertified server can establish a service conoeatith the certified server based on
the mapping relationship between the virtual senaccount and the real service
account. In other words, when the uncertified sepeforms service processing, the
certified server can assist the uncertified seimezompleting the service processing
work. As such, even if the uncertified server doe$ have the qualification for
operating the specific service, the uncertifiedveercan provide the user with the
account linking function, so the user does not rneeenter the real service account
used for service processing each time during swulesgcservice processing, thereby
greatly reducing the complexity of service procegsfor the user and bringing
convenience to the user.

[0060] In addition, in step S104 above, after generativegunique virtual service
account corresponding to the received real seraamunt, the certified server can
directly send the virtual service account to theautified server, so the uncertified
server can link the virtual service account to tiser account currently used by the
user to log in to the uncertified server, to cortglde entire account linking process.
[0061] After completing account linking on the uncertifisdrver, the user can
quickly complete the service processing work onuheertified server based on the
account linking. Therefore, the following describasdetail the service processing
process of the user on the uncertified server fearer and more comprehensible
illustration.

[0062] FIG. 2 illustrates a service processing processsording to an
implementation of the present application. The iserprocessing process includes
the following steps.

[0063] S201: An uncertified server receives a service eéstjgent by a terminal
device, where the service request corresponduseiaaccount logged in by the user
to the uncertified server.

[0064] In actual applications, during service processihg,user usually needs to
first enter the user account registered in advavitte the uncertified server into the
terminal device, and then log in to the uncertifsmtver. Afterwards, the user can
send the service request used for service progessithe uncertified server by using

the terminal device. Correspondingly, the uncetifiserver receives the service
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request that corresponds to the user account atdstisent by the terminal device,
and then completes service processing work basedhenservice request in
subsequent steps S202 to S204.

[0065] S202: The uncertified server determines, basechersérvice request, a
virtual service account linked to the user account.

[0066] The user performs account linking on the uncedifserver in advance.
Therefore, after receiving the service request §gnthe user terminal device, the
uncertified server can first determine a user astaged by the user terminal device
to send the service request (namely, the user atcowrently used by the user to log
in to the uncertified server), determine a virtgatvice account linked to the user
account based on a pre-stored linking relationbleifpveen the user account and the
virtual service account, and send the virtual enaccount to a certified server that
has a qualification for operating specific seniitgsubsequent step S203.

[0067] S203: The uncertified server sends the virtual iseraccount and the
service request to a certified server.

[0068] In actual applications, the specific service of tiser can be processed by
the certified server that has the qualificationdperating the specific service instead
of the uncertified server that the user currerdbyslin to. Therefore, after determining,
based on the service request sent by the termenatel the virtual service account
that is previously linked by the user on the unfted server, the uncertified server
can send to the certified server the virtual sernaccount and the service request that
is sent by the terminal device, so the certifiedvese can eventually complete the
service processing work in subsequent step S204.

[0069] S204: The certified server determines a real seragcount corresponding
to the virtual service account based on the virkmlvice account, and performs
service processing based on the real service ataodrthe service request.

[0070] After receiving the virtual service account and sieevice request that are
sent by the uncertified server, the certified serv@n determine the real service
account corresponding to the virtual service acttased on a pre-stored mapping
relationship between the virtual service accourd #re real service account, and
process a service corresponding to the serviceestdhased on the determined real
service account and the received service requeser Aompleting the service
processing work, the certified server can retursesavice processing result to the

uncertified server, so the uncertified server @igplthe service processing result to
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the user and the user can immediately know thecgeprocessing result. As such, the
certified server can assist the uncertified semehe service processing work of the
user and further provide more convenience for 8er during service processing.
[0071] It can be seen from the previously described methatl the user can
perform account linking for the specific service ttve uncertified server. Therefore,
during subsequent processing of the specific serife user can make the uncertified
server to establish a service connection to théfieer server based on the virtual
service account previously linked on the uncedifsrver, and eventually complete
the service processing work by using the certifssgver. Although the service
processing work is substantially not completed b tuncertified server, the
uncertified server can provide the user with a iseryprocessing entry without
needing input of the real service account, so #& oan quickly complete the service
processing work through the entry, thereby reduding complexity of service
processing for the user and bringing great converi¢o the user.

[0072] The method above can be applicable to accountnignkand service
processing of a plurality of specific services, fexample, air ticket purchase,
verification code acquisition by using a mobile papand bank card payment. In
bank card payment service, a bank card numberass#ntial importance to a person.
Therefore, a security level needed by a paymentesygnamely, the previously
described certified server) that stores the baméd namber is very high. For this, a
payment system that has a bank card number storejeication generally needs to
be certified by the international Payment Card stdu(PCI). In actual applications,
maintenance personnel need to perform massive s&action on the payment
system so the payment system can be certified P @I. As a result, operation cost
of the service increase. Due to the burden of cemme merchant systems (the
previously described uncertified server) do noeree corresponding reconstruction
on their systems, hardware, etc. As a result, thesehant systems do not have a
gualification for operating the service. For theramant systems to provide the user
with a bank card payment service and a bank cakéhly service, the payment system
can output a capability of the bank card paymentice to the merchant systems. In
other words, the payment system can assist thehamgrsystems in providing the
user with the bank card payment service and thé& bard linking service. As such,
the merchant systems can provide the user withbdmk card payment service

without needing a large amount of operation cddtseover, the bank card payment
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service provided by the merchant systems is sutisigrcompleted by the payment
system. Therefore, the bank card payment servioceiged by the merchant systems
is compliant with proper regulations, and bringswanience to the user during the
bank card payment service. The following describedetail a process of providing
account linking for the user by a merchant systeon €learer and more
comprehensible illustration.

[0073] FIG. 3 illustrates an account linking process, adiog to an
implementation of the present application. The antdinking process includes the
following steps.

[0074] S301: A merchant system receives a linking reqgsest by a terminal
device, where the linking request correspondsusea account logged in by a user to
the merchant system.

[0075] To perform account linking in the merchant systéme, user can send the
account linking request to the merchant system sigguthe terminal device. In the
process, the user generally needs to log in tontkeechant system by using the
terminal device and the user account that is ptslyoregistered by the user with the
merchant system, and then send the account linkiggest to the merchant system.
Correspondingly, the merchant system receivesitheng request that corresponds to
the user account and that is sent by the termieailcd, and completes user account
linking work in subsequent steps S302 to S306.

[0076] S302: The merchant system returns a predetermim&tduction to the
terminal device based on the linking request.

[0077] After receiving the linking request sent by the rugminal device, the
merchant system can sign a locally pre-stored $ieecertificate of the payment
system, to obtain a signed license certificate, Hm&h return the predetermined
instruction including the signed license certifeed the user terminal device, so the
terminal device can access the payment systemhseguent step S303. A detailed
process is the same as the process in step SHFI&irl, and details are omitted here
for simplicity.

[0078] S303: A payment system receives a real bank cambau sent by the
terminal device.

[0079] Because the merchant system does not have a qa@difi for operating
the payment service, the merchant system doesavet é permission to store the real

bank card number of the user. In actual applicatidtine user usually completes the
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payment service based on the real bank card numbeerefore, in this
implementation of the present application, to atkes merchant system in completing
account linking of the user for the payment servibe payment system needs to
receive the real bank card number sent by thetesainal device. Based on the real
bank card number, the merchant is able to comfitet@ccount linking process. The
real bank card number may be a deposit card numaberedit card number, etc. A
detailed process of step S303 is the same as tlegw in step S103 in FIG. 1, and
details are omitted here for simplicity.

[0080] S304: The payment system generates a virtual barkl cumber
corresponding to the real bank card number, anarethe virtual bank card number
to the terminal device.

[0081] To prevent a malicious user from stealing the bealk card number of the
user through a malicious account linking attempe, payment system can generate a
unique virtual bank card number corresponding &r#al bank card number based on
a predetermined generation rule after receiving Shiet real bank card number. A
virtual bank card number corresponds to the reaklmard number and the virtual
bank card number generated by the payment systéiffasent each time. A detailed
process is the same as the process in step SH&irl, and details are omitted here
for simplicity.

[0082] S305: The merchant system receives the virtual lcan&k number sent by
the terminal device.

[0083] This implementation of the present application nidie to enable the
merchant system that does not have payment seopiestion to provide the user
with an account linking function for the paymentvsee. Therefore, the merchant
system can receive the virtual bank card numbet lsgrthe terminal device. The
virtual bank card number is generated by the paymgstem for the real bank card
number sent by the terminal device. Then, the nagrickystem can link the virtual
bank card number to the user account in subsegtemS306.

[0084] S306: The merchant system links the virtual bankl camber to the user
account.

[0085] After receiving the virtual bank card number segttbe user terminal
device, the merchant system can determine a useuacused by the virtual bank
card number, and further link the user accounth®virtual bank card number. As

such, when the user subsequently handles paymentesgrocessing work in the
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merchant system, the merchant system can callithealvbank card number in the
linking relationship with the user account basedtle determined user account,
establish a connection to the payment system kngukie virtual bank card number,
and eventually complete the payment service praogsgork in the payment system.
[0086] It can be seen from the previously described methat, the merchant
system can store the virtual bank card numberdbatsponds to the real bank card
number and that is generated by the payment sysi&erefore, in a subsequent
process, the merchant system can establish a secoignection to the payment
system based on a mapping relationship betweevirtiial bank card number and the
real bank card number. In other words, when thechat system processes the
payment service, the payment system can assighénehant system in completing
the payment service processing work. As such, éviére merchant system does not
have the qualification for operating the paymenvise, the merchant system can
provide the user with the account linking functfonthe payment service, so the user
does not need to enter the real service accout fiasgpayment service processing
each time during subsequent payment service pringgsbereby greatly reducing the
complexity of payment service processing for therwmnd bringing convenience to
the user.

[0087] In addition, in step S304 above, after generatireg unique virtual bank
card number corresponding to the received real b=tk number, the payment
system can directly send the virtual bank card rembd the merchant system, so the
merchant system can link the virtual bank card nemtb the user account currently
used by the user to log in to the merchant systentomplete the entire account
linking process.

[0088] After completing account linking in the merchanstgyn, the user can
quickly complete the payment service processingkvimithe merchant system based
on the account linking. Therefore, the followingsdebes in detail the payment
service processing process of the user in the raetcdystem for clearer and more
comprehensible illustration.

[0089] FIG. 4 Iillustrates a service processing processsording to an
implementation of the present application. The iserprocessing process includes
the following steps.

[0090] S401: A merchant system receives a service repsggt by a terminal

device, where the service request correspondsusemaaccount logged in by a user to
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the merchant system.

[0091] In actual applications, during payment service pssing, the user usually
needs to first enter the user account registeretiyance with the merchant system
into the terminal device, and then log in to thachant system. Afterwards, the user
can send the service request used for paymentceeprocessing to the merchant
system by using the terminal device. Correspongirtbe merchant system receives
the service request that corresponds to the useuatand that is sent by the terminal
device, and then completes payment service prowpssork based on the service
request in subsequent steps S402 to S404.

[0092] S402: The merchant system determines, based ogetivece request, a
virtual bank card number linked to the user account

[0093] The user performs account linking in the mercharstesn in advance.
Therefore, after receiving the service request dgnthe user terminal device, the
merchant system can first determine a user acamed by the user terminal device
to send the service request (namely, the user atcowrently used by the user to log
in to the merchant system), determine a virtuakb@ard number linked to the user
account based on a pre-stored linking relationdlefpveen the user account and the
virtual bank card number, and send the virtual bzarkl number to a payment system
that has a qualification for operating a paymentise in subsequent step S403.
[0094] S403: The merchant system sends the virtual bark mamber and the
service request to a payment system.

[0095] In actual applications, the payment service canphecessed by the
payment system that has the qualification for dpegahe payment service instead of
the merchant system that the user currently log®.imherefore, after determining,
based on the service request sent by the termavadel the virtual bank card number
that is previously linked by the user in the menttgystem, the merchant system can
send to the payment system the virtual bank candbeu and the service request that
is sent by the terminal device, so the paymenteaystan eventually complete the
payment service processing work in subsequentS;tég.

[0096] S404: The payment system determines a real bank camber
corresponding to the virtual bank card number basethe virtual bank card number,
and performs service processing based on the agdd tard number and the service
request.

[0097] After receiving the virtual bank card number and #ervice request that
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are sent by the merchant system, the payment systerdetermine the real bank card
number corresponding to the virtual bank card nurblased on a pre-stored mapping
relationship between the virtual bank card numiner the real bank card number, and
process the payment service corresponding to theceerequest based on the
determined real bank card number and the receimedcs request. After completing
the payment service processing work, the paymestesy can return a payment
service processing result to the merchant systerthesmerchant system displays the
payment service processing result to the user lamdiger can immediately know the
payment service processing result. As such, thempay system can assist the
merchant system in the payment service processio wf the user and further
provide more convenience for the user during payrservice processing.

[0098] It can be seen from the previously described methatl the user can
perform account linking for the payment serviceghie merchant system. Therefore,
during subsequent processing of the payment semvieauser can make the merchant
system to establish a service connection to thenpay system based on the virtual
bank card number previously linked in the merclsystem, and eventually complete
the payment service processing work by using thgmeat system. Although the
payment service processing work is substantially completed by the merchant
system, the merchant system can provide the uskraypayment service processing
entry without needing input of the real bank catdnber. As such, the user can
quickly complete the payment service processingkwtbrough the entry, thereby
reducing the complexity of payment service procesor the user and bringing great
convenience to the user.

[0099] The content above describes the methods for linkingn account and
providing service processing provided in the immeatations of the present
application. Based on the same idea, implementtminthe present application
further provide devices for linking to an accountigroviding service processing, as
shown in FIG. 5, FIG. 6, FIG. 7, FIG. 8, FIG. 9G7I10, FIG. 11, and FIG. 12.

[0100] FIG. 5 is a schematic structural diagram illustrgta device for linking to
an account, according to an implementation of thesgnt application. The device
includes the following: a request receiving mod6l@l, configured to receive a
linking request sent by a terminal device, wheeelthking request corresponds to a
user account logged in by a user to the devicefuaning module 502, configured to

return a predetermined instruction to the termdw®lice based on the linking request,
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so the terminal device sends a real service acdouatcertified server based on the
predetermined instruction, and further the cedifsrver generates a virtual service
account corresponding to the real service accoudt returns the virtual service
account to the terminal device; an account recgivimodule 503, configured to
receive the virtual service account sent by theiteal device; and a linking module
504, configured to link the virtual service accotothe user account.

[0101] The returning module 502 is configured to sign &-gtored license
certificate of the certified server based on tlerise certificate, to obtain a signed
license certificate; and return the predeterminestruction including the signed
license certificate to the terminal device, so teaninal device sends the signed
license certificate and the real service accounth® certified server. Then the
certified server generates the virtual service antgorresponding to the real service
account after successfully performing verification the signed license certificate,
and returns the virtual service account to the ireahdevice.

[0102] FIG. 6 is a schematic structural diagram illustrgta device for linking to
an account, according to an implementation of tresent application. The device
includes the following: a receiving module 601, fagtred to receive a real service
account sent by a terminal device, where the realie account is sent by the
terminal device to the device based on a predeteuhinstruction that is sent by an
uncertified server to the terminal device, the ptednined instruction is returned by
the uncertified server to the terminal device afaeiving a linking request sent by
the terminal device, and the linking request cqoesls to a user account logged in
by a user to the uncertified server; a generatiodute 602, configured to generate a
virtual service account corresponding to the realise account; and a returning
module 603, configured to return the virtual seevéccount to the terminal device, so
the terminal device sends the virtual service astoo the uncertified server after
receiving the virtual service account, and furthiee uncertified server links the
virtual service account to the user account.

[0103] The generation module 602 is configured to genesatenique virtual
service account corresponding to the real serviceunt based on a predetermined
generation rule, where a virtual service accountesponds to the real service
account and the virtual service account generaggtiebdevice is different each time.
[0104] The receiving module 601 is configured to receherieal service account

and a signed license certificate that are senhbytdrminal device, where the signed
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license certificated is included in the predeteedinnstruction and sent by the
uncertified server to the terminal device.

[0105] The device further includes the following: a vexdiion module 604,
configured to perform verification on the signeaehse certificate before the
generation module 602 generates the virtual seadgceunt corresponding to the real
service account; and determine that the verificesiacceeds.

[0106] FIG. 7 is a schematic structural diagram illustrgta device for providing
service processing, according to an implementatibthe present application. The
device includes the following: a receiving moduld /configured to receive a service
request sent by a terminal device, where the semequest corresponds to a user
account logged in by a user to the device; a detémm module 702, configured to
determine, based on the service request, a viser@iice account linked to the user
account; and a sending module 703, configuredrid e virtual service account and
the service request to a certified server, so #ntfied server determines a pre-stored
real service account corresponding to the virteaVise account based on the virtual
service account, and further the certified senexfgygms service processing based on
the real service account and the service request.

[0107] FIG. 8 is a schematic structural diagram illusirgta device for providing
service processing, according to an implementatibthe present application. The
device includes the following: a receiving modu@ 8configured to receive a virtual
service account and a service request that arebgesmt uncertified server, where the
service request is sent by a terminal device to uheertified server, the service
request corresponds to a user account logged anuser to the uncertified server, and
the virtual service account is a virtual servicecamt that is linked to the user
account and that is determined by the uncertifesdtes based on the service request;
a determining module 802, configured to determinereal service account
corresponding to the virtual service account basgethe virtual service account; and
a processing module 803, configured to performiserprocessing based on the real
service account and the service request.

[0108] FIG. 9 is a schematic structural diagram illustrgta device for linking to
an account, according to an implementation of tresgnt application. The device
includes the following: a request receiving mod@@l, configured to receive a
linking request sent by a terminal device, wheeelthking request corresponds to a

user account logged in by a user to the devicanstnuction returning module 902,
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configured to return a predetermined instructiontht® terminal device based on the
linking request, so the terminal device sends alvaak card number to a payment
system based on the predetermined instruction, fartler the payment system
generates a virtual bank card number corresporditige real bank card number and
returns the virtual bank card number to the terinileavice; a card number receiving
module 903, configured to receive the virtual baakd number sent by the terminal
device; and a linking module 904, configured t&Ithe virtual bank card number to
the user account.

[0109] FIG. 10 is a schematic structural diagram illustigata device for linking
to an account, according to an implementation efgresent application. The device
includes the following: a card number receiving medl001, configured to receive a
real bank card number sent by a terminal deviceeravkthe real bank card number is
sent by the terminal device to the device based predetermined instruction that is
sent by a merchant system to the terminal deviwe,predetermined instruction is
returned by the merchant system to the terminaicdeafter receiving a linking
request sent by the terminal device, and the lmkiequest corresponds to a user
account logged in by a user to the merchant syséerard number generation module
1002, configured to generate a virtual bank carohlmer corresponding to the real
bank card number; and a card number returning ned203, configured to return the
virtual bank card number to the terminal device,tls® terminal device sends the
virtual bank card number to the merchant systeer agiceiving the virtual bank card
number, and further the merchant system links iheal bank card number to the
user account.

[0110] The card number generation module 1002 is confijuce generate a
unique virtual bank card number corresponding &r#al bank card number based on
a predetermined generation rule, where a virtuaklward number corresponds to the
real bank card number and the virtual bank cardbmrngenerated by the device is
different each time.

[0111] FIG. 11 is a schematic structural diagram illugtigata device for
providing service processing, according to an imma@etation of the present
application. The device includes the following: equest receiving module 1101,
configured to receive a service request sent bgrraibal device, where the service
request corresponds to a user account logged anusger to the device; a card number

determining module 1102, configured to determiresselol on the service request, a
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virtual bank card number linked to the user accoand a sending module 1103,
configured to send the virtual bank card number thiedservice request to a payment
system, so the payment system determines a prdst@al bank card number
corresponding to the virtual bank card number basethe virtual bank card number,
and further the payment system performs servicegasing based on the real bank
card number and the service request.

[0112] FIG. 12 is a schematic structural diagram illugtigata device for
providing service processing, according to an imm@etation of the present
application. The device includes the following:eeiving module 1201, configured
to receive a virtual bank card number and a senageest that are sent by a merchant
system, where the service request is sent by artakhevice to the merchant system,
the service request corresponds to a user accogged in by a user to the merchant
system, and the virtual bank card number is a alifhank card number that is linked
to the user account and that is determined by thecmant system based on the
service request; a card number determining mod202,1configured to determine a
real bank card number corresponding to the virbaalk card number based on the
virtual bank card number; and a processing mod2@3,1 configured to perform
service processing based on the real bank card ewuamol the service request.

[0113] Implementations of the present application proxadeethod and a device
for linking to an account and providing service qgassing. In the method, after
receiving a linking request sent by a user termdwlice, an uncertified server can
return to the terminal device a predetermined umsiibn that enables the terminal
device to access a certified server. Based on tkedepermined instruction, the
terminal device can send a real service accouatuser used for service processing,
so the certified server can generate a virtualiser@ccount corresponding to the real
service account, and return the virtual serviceoact to the user terminal device.
After receiving the virtual service account sent the user terminal device, the
uncertified server can link the virtual service @oat to a user account that is
registered by the user with the uncertified seritezan be seen from the previously
described method that, the uncertified server lithies virtual service account to the
user account. As such, after receiving a servigaast from the user subsequently, the
uncertified server can call the virtual serviceaot based on the linking relationship
and send the virtual service account to the cediBerver. Then, the certified server

can use the real service account to eventually t&impervice processing based on a
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mapping relationship between the virtual serviceoaat and the real service account.
In other words, the certified server that has alification for operating a specific
service can output a service processing capalditye uncertified server that does
not have the qualification for operating the speci$ervice. Therefore, when
performing service processing on the uncertifiedrexe the user does not need to
enter the real service account used for servicegsging each time, thereby reducing
the complexity of service processing for the usef laringing convenience to the user
during service processing.

[0114] In a typical configuration, a computer device imtda one or more
processors (CPU), an input/output interface, a agtunterface, and a memory.

[0115] The memory may include a non-persistent memoryaradom access
memory (RAM), a non-volatile memory, and/or anotfeem that are/is in a computer
readable medium, for example, a read-only memo@MIRor a flash memory (flash
RAM). The memory is an example of the computer abéslmedium.

[0116] The computer readable medium includes persisteon-persistent,
movable, and unmovable media that can implementnmdtion storage by using any
method or technology. Information can be a compueadable instruction, a data
structure, a program module, or other data. An ¢gtanof a computer storage
medium includes but is not limited to a phase-clkamgndom access memory
(PRAM), a static random access memory (SRAM), aadyn random access memory
(DRAM), another type of random access memory (RAM)read-only memory
(ROM), an electrically erasable programmable realg-memory (EEPROM), a flash
memory or another memory technology, a compact disad-only memory
(CD-ROM), a digital versatile disc (DVD) or anotheptical storage, a cassette
magnetic tape, a tape and disk storage or anotagnetic storage device or any other
non-transmission media that can be configureddoeshformation that a computing
device can access. According to the definition his tspecification, the computer
readable medium does not include transitory conmmprgadable media (transitory
media), such as a modulated data signal and acarri

[0117] It is worthwhile to note that, the terms "includé&pmprise”, or their any
other variant is intended to cover a non-exclusinausion, so that a process, a
method, a commodity, or a device that includesstdf elements not only includes
those elements but also includes other elementshwéiie not expressly listed, or

further includes elements inherent to such progasthod, commodity, or device. An
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element preceded by "includes a ..." does not,owitlmore constraints, preclude the
existence of additional identical elements in thhecpss, method, commodity, or
device that includes the element.

[0118] A person skilled in the art should understand thatimplementations of
the present application can be provided as a methegstem, or a computer program
product. Therefore, the present application can asérm of hardware only
implementations, software only implementations, ionplementations with a
combination of software and hardware. In additibwe, present application can use a
form of a computer program product that is impletednon one or more
computer-usable storage media (including but notitéd to a disk memory, a
CD-ROM, an optical memory, etc.) that include cotepwsable program code.

[0119] The descriptions above are merely implementatiohsthe present
application, but are not intended to limit the r@sapplication. A person of ordinary
skill in the art can understand that the preseptiegtion can have various changes
and modifications. Any modification, equivalent legement, or improvement made
without departing from the spirit and principle thie present application shall fall

within the protection scope of the claims of thegant application.
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CLAIMS

What is claimed is:

1. A method for linking to an account, comprising:

receiving, by an uncertified server, a linking regusent by a terminal device,
wherein the linking request corresponds to a useount logged in by a user to the
uncertified server;

returning a predetermined instruction to the teahdevice based on the linking
request, so the terminal device sends a real seadcount to a certified server based
on the predetermined instruction, and further tbeified server generates a virtual
service account corresponding to the real servamount and returns the virtual
service account to the terminal device;

receiving the virtual service account sent by #rentnal device; and

linking the virtual service account to the usercaod.

2. The method according to claim 1, wherein theirrebhg a predetermined
instruction to the terminal device based on thkitig request comprises:

signing a pre-stored license certificate of thdifted server based on the license
certificate, to obtain a signed license certificate

returning the predetermined instruction compridimg signed license certificate
to the terminal device, so the terminal device sahé signed license certificate and
the real service account to the certified served &urther the certified server
generates the virtual service account correspontirthe real service account after
successfully performing verification on the signegnse certificate, and returns the
virtual service account to the terminal device.

3. A method for linking to an account, comprising:

receiving, by a certified server, a real servicecant sent by a terminal device,
wherein the real service account is sent by thaitel device to the certified server
based on a predetermined instruction that is sgnarb uncertified server to the
terminal device, the predetermined instructioretsimed by the uncertified server to
the terminal device after receiving a linking resfugent by the terminal device, and
the linking request corresponds to a user accagued in by a user to the uncertified
server;

generating a virtual service account correspondinthe real service account;
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and

returning the virtual service account to the temhidevice, so the terminal
device sends the virtual service account to theenified server after receiving the
virtual service account, and further the uncedifierver links the virtual service
account to the user account.

4. The method according to claim 3, wherein theegaing a virtual service
account corresponding to the real service accoumpdses:

generating a unique virtual service account cooedmg to the real service
account based on a predetermined generation rilerem a virtual service account
corresponds to the real service account and theaViservice account generated by
the certified server is different each time.

5. The method according to claim 3, wherein theikeg, by a certified server,
a real service account sent by a terminal deviocepcises:

receiving, by the certified server, the real sevaccount and a signed license
certificate that are sent by the terminal devickergin the signed license certificated
is comprised in the predetermined instruction amt by the uncertified server to the
terminal device; and

before the generating a virtual service accountesponding to the real service
account, the method further comprises:

performing verification on the signed license dite, and determining that the
verification succeeds.

6. A method for providing service processing, casipg:

receiving, by an uncertified server, a service esjisent by a terminal device,
wherein the service request corresponds to a wsewat logged in by a user to the
uncertified server;

determining, based on the service request, a Viser@ice account linked to the
user account; and

sending the virtual service account and the semaqgeiest to a certified server,
so the certified server determines a pre-storedsezaice account corresponding to
the virtual service account based on the virtuavise account, and further the
certified server performs service processing basethe real service account and the
service request.

7. A method for providing service processing, casipg:

receiving, by a certified server, a virtual servaeount and a service request
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that are sent by an uncertified server, whereirs#reice request is sent by a terminal
device to the uncertified server, the service reguerresponds to a user account
logged in by a user to the uncertified server, tedvirtual service account is a virtual
service account that is linked to the user accamd that is determined by the
uncertified server based on the service request;

determining a real service account correspondintpeéovirtual service account
based on the virtual service account; and

performing service processing based on the reaicgeaccount and the service
request.

8. A method for linking to an account, comprising:

receiving, by a merchant system, a linking reqestt by a terminal device,
wherein the linking request corresponds to a useount logged in by a user to the
merchant system,;

returning a predetermined instruction to the teahdevice based on the linking
request, so the terminal device sends a real bartk mumber to a payment system
based on the predetermined instruction, and furtierpayment system generates a
virtual bank card number corresponding to the beailk card number and returns the
virtual bank card number to the terminal device;

receiving the virtual bank card number sent byténminal device; and

linking the virtual bank card number to the usezcamt.

9. A method for linking to an account, comprising:

receiving, by a payment system, a real bank cardbeun sent by a terminal
device, wherein the real bank card number is sgnthk terminal device to the
payment system based on a predetermined instruthianis sent by a merchant
system to the terminal device, the predeterminesiruotion is returned by the
merchant system to the terminal device after recgia linking request sent by the
terminal device, and the linking request corresgaioda user account logged in by a
user to the merchant system;

generating a virtual bank card number correspondinghe real bank card
number; and

returning the virtual bank card number to the teahidevice, so the terminal
device sends the virtual bank card number to thelmaat system after receiving the
virtual bank card number, and further the merclsgstem links the virtual bank card

number to the user account.
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10. The method according to claim 9, wherein theegating a virtual bank card
number corresponding to the real bank card numtrepadses:

generating a unique virtual bank card number cpoeding to the real bank card
number based on a predetermined generation rukreivha virtual bank card number
corresponds to the real bank card number and theal/bank card number generated
by the payment system is different each time.

11. A method for providing service processing, casipg:

receiving, by a merchant system, a service regsest by a terminal device,
wherein the service request corresponds to a useuat logged in by a user to the
merchant system,;

determining, based on the service request, a Vipmiak card number linked to
the user account; and

sending the virtual bank card number and the serveguest to a payment
system, so the payment system determines a prdst@al bank card number
corresponding to the virtual bank card number basethe virtual bank card number,
and further the payment system performs servicegzaing based on the real bank
card number and the service request.

12. A method for providing service processing, casipg:

receiving, by a payment system, a virtual bank cantiber and a service request
that are sent by a merchant system, wherein théceerequest is sent by a terminal
device to the merchant system, the service requasésponds to a user account
logged in by a user to the merchant system, and/itheal bank card number is a
virtual bank card number that is linked to the ussrount and that is determined by
the merchant system based on the service request;

determining a real bank card number correspondinghé virtual bank card
number based on the virtual bank card number; and

performing service processing based on the reak lzand number and the
service request.

13. A device for linking to an account, comprising:

a request receiving module, configured to receienkdng request sent by a
terminal device, wherein the linking request cquoegls to a user account logged in
by a user to the device;

a returning module, configured to return a precheteed instruction to the

terminal device based on the linking request, so tdrminal device sends a real
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service account to a certified server based onptieeletermined instruction, and
further the certified server generates a virtualise account corresponding to the
real service account and returns the virtual seracount to the terminal device;

an account receiving module, configured to recenee virtual service account
sent by the terminal device; and

a linking module, configured to link the virtual reee account to the user
account.

14. The device according to claim 13, wherein tle¢urning module is
configured to sign a pre-stored license certifiagt¢he certified server based on the
license certificate, to obtain a signed licensdifogate; and return the predetermined
instruction comprising the signed license certtecdo the terminal device, so the
terminal device sends the signed license certdieaid the real service account to the
certified server, and further the certified sergenerates the virtual service account
corresponding to the real service account aftecessfully performing verification on
the signed license certificate, and returns theuairservice account to the terminal
device.

15. A device for linking to an account, comprising:

a receiving module, configured to receive a realise account sent by a
terminal device, wherein the real service accosirsient by the terminal device to the
device based on a predetermined instruction thegns by an uncertified server to the
terminal device, the predetermined instructioretsimed by the uncertified server to
the terminal device after receiving a linking resfugent by the terminal device, and
the linking request corresponds to a user accagged in by a user to the uncertified
server;

a generation module, configured to generate a alirtservice account
corresponding to the real service account; and

a returning module, configured to return the virtgarvice account to the
terminal device, so the terminal device sends timual service account to the
uncertified server after receiving the virtual gseev account, and further the
uncertified server links the virtual service accownthe user account.

16. The device according to claim 15, wherein tleegation module is
configured to generate a unique virtual serviceoant corresponding to the real
service account based on a predetermined genenratienwherein a virtual service

account corresponds to the real service accountthedvirtual service account
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generated by the device is different each time.

17. The device according to claim 15, wherein tleeeiving module is
configured to receive the real service accountasdyned license certificate that are
sent by the terminal device, wherein the signeshe certificated is comprised in the
predetermined instruction and sent by the uncediBerver to the terminal device;
and

the apparatus further comprises:

a verification module, configured to perform verdtion on the signed license
certificate before the generation module generdtes virtual service account
corresponding to the real service account; andrmégte that the verification
succeeds.

18. A device for providing service processing, cosipg:

a receiving module, configured to receive a servespest sent by a terminal
device, wherein the service request correspondsuger account logged in by a user
to the device;

a determining module, configured to determine, dase the service request, a
virtual service account linked to the user accoant

a sending module, configured to send the virtualise account and the service
request to a certified server, so the certifiedesedetermines a pre-stored real service
account corresponding to the virtual service actdased on the virtual service
account, and further the certified server perfos@wice processing based on the real
service account and the service request.

19. A device for providing service processing, cosipg:

a receiving module, configured to receive a virtseivice account and a service
request that are sent by an uncertified serveryeitnehe service request is sent by a
terminal device to the uncertified server, the Berwequest corresponds to a user
account logged in by a user to the uncertified sgand the virtual service account is
a virtual service account that is linked to therwssount and that is determined by
the uncertified server based on the service reguest

a determining module, configured to determine al rsarvice account
corresponding to the virtual service account basethe virtual service account; and

a processing module, configured to perform sergioeessing based on the real
service account and the service request.

20. A device for linking to an account, comprising:
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a request receiving module, configured to receivenkding request sent by a
terminal device, wherein the linking request cqooegls to a user account logged in
by a user to the device;

an instruction returning module, configured to reta predetermined instruction
to the terminal device based on the linking requssthe terminal device sends a real
bank card number to a payment system based onrdélgetprmined instruction, and
further the payment system generates a virtual lbantk number corresponding to the
real bank card number and returns the virtual beaid number to the terminal
device;

a card number receiving module, configured to recehe virtual bank card
number sent by the terminal device; and

a linking module, configured to link the virtual idacard number to the user
account.

21. A device for linking to an account, comprising:

a card number receiving module, configured to rexai real bank card number
sent by a terminal device, wherein the real baml camber is sent by the terminal
device to the device based on a predetermineducigin that is sent by a merchant
system to the terminal device, the predeterminesiruotion is returned by the
merchant system to the terminal device after réegia linking request sent by the
terminal device, and the linking request corresgaioda user account logged in by a
user to the merchant system;

a card number generation module, configured to rgé@ea virtual bank card
number corresponding to the real bank card nunavet;

a card number returning module, configured to rettive virtual bank card
number to the terminal device, so the terminal c\8ends the virtual bank card
number to the merchant system after receiving fieal bank card number, and
further the merchant system links the virtual beatd number to the user account.

22. The device according to claim 21, wherein thedcnumber generation
module is configured to generate a unique virtaadkbcard number corresponding to
the real bank card number based on a predeterrgemeetation rule, wherein a virtual
bank card number corresponds to the real bankrearber and the virtual bank card
number generated by the device is different eaunh.ti

23. A device for providing service processing, cosipg:

a request receiving module, configured to receiveeirvice request sent by a
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terminal device, wherein the service request cpmeds to a user account logged in
by a user to the device;

a card number determining module, configured tcereine, based on the
service request, a virtual bank card number lirtkethe user account; and

a sending module, configured to send the virtualkbeard number and the
service request to a payment system, so the paysystegm determines a pre-stored
real bank card number corresponding to the virbaalk card number based on the
virtual bank card number, and further the paymeystesn performs service
processing based on the real bank card numbehargktvice request.

24. A method for providing service processing, casipg:

a receiving module, configured to receive a virtbahk card number and a
service request that are sent by a merchant systhergin the service request is sent
by a terminal device to the merchant system, thaceerequest corresponds to a user
account logged in by a user to the merchant sysaachthe virtual bank card number
is a virtual bank card number that is linked to tiser account and that is determined
by the merchant system based on the service request

a card number determining module, configured teermeine a real bank card
number corresponding to the virtual bank card nurblased on the virtual bank card
number; and

a processing module, configured to perform sergioeessing based on the real

bank card number and the service request.
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