1- W DE AREA NETWORK SYSTEM PROVI DI NG SECURE TRANSM SSI G 1STLy g
.FI ELD OF THE | NVENTI ON The present invention relates to mnde area
network systens, and nore particularly to an Ethernet- 5 based Mhde area
net wor k systen1that erVIdes secure transnlsS|on of data betmeen a
subscri ber Vel A ERS : R
| NVENTI ON The Loc I I s devel oped in 10
response to the needs of cgﬁﬁﬁi%gmgﬁéﬁglﬁg%b@ﬁ%ﬁﬁ?cate anong t hensel ves
and to share coﬂhetpngsensoﬂmventtunhrelates poinidesaréal e servers and

el ectroni ¢, gp, ecirica ectronic
Engi neers gf%Eé%ggE?Shesnah@%*gaééLH%g %%?Eysgétéﬁ1Fﬁﬂ§gpgkloms 15 a
nunber Sf badegeviddataresi setworkcavatenchhat provideetsecureh each ot her,
within a mpgghahebyishzed datalBeowashi & 8LBAcPYBEraaRlYal cal
comuni cat i ons ,channel of noderate data rates.” Typically, LANs are
|nplenenteﬂeEY%ﬁFnPEBYFﬁ?ﬁgs or anong buildings in a 20 canpus
environnment. Devices OWMWM |l y connected to a

dedi cated cabl e or other nunmer ous devi ces
connected to a Thdi batell Arean¥dtworksdhBNjrewas déveoopedl| inng access to
Lhe el Uk2Bpohie! EAULREIn80aLNBE ABKohPR-IBXRERS LY SBinlBare CXChange
data can do s en require R conmron nedl a access

contr ol pré@@@gl§hﬁ§5§éV¢$eﬁnd to shase gomMpPLplLagaressyr@eshswesh ision

avoi dance ag pEQﬁE@EQI»f1ﬂ8V§E99€stQﬁdaEQeEXEbﬁ§E|MaHierQEeﬁs30 bus/tree
LAN topolog\h/ﬁD t he 802. 3 st andard.
The nost ¢ ﬁnStltPﬁﬁIEﬁeﬁgﬁFFﬁﬁcﬁi EﬂﬂbE&?Fﬁﬁoéﬁﬁﬁpéﬁlp§eﬁﬁhernet

developed myEﬁsoo&eEmhasrathn as a netwokR SPMAeDrhatdewlgewki rst |istens
to the chamE eferred gs carri er-sen5|ng to . determ ne i f
§Tt P eB

anot het de9|8 niREEPER t §SViFepnEO compRRifALe s sy, the device

will wait dieertaynwatthustich other, within a moderately sized

geographic area over a physical communications channel
of moderate data rates.” Typically, LANs are
implemented within buiidings or among buildings in a
20 campus environment. Devices on a LAN are usually
directly connected to a dedicated cable or other
medium. _
With numerous devices connected to a dedicated
medium, some means of controlling access to the medium
25 is required so that any two devices wishing to
exchange data can do so when required. One of the
most common media access control protocols is carrier-
sense multiple access with collision avoidance
(CSMA/CD), developed for and typically used on a
30 bus/tree LAN topology. CSMA/CD is fully described in
the IEEE 802.3 standard. The most common
implementation of LANs using CSMA/CD is Ethernet,
developed by Xerox Corporation.
In CSMA/CD, a device first listens to the
35 channel, referred to as carrier-sensing, to determine
if another device is transmitting data. If the
channel is busy, the device will wait a certain amount
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- 2- of time and check the channel again. If the channel Is free,
.the device will begin transmtting. If two devi ces desiring access to
t he channel both begin transmtting at the sanme tinme, a collision wll
occur. 5 Usentimaesang ahéek|théoahahhéltégaiﬁittEﬂgtdevbha&nel will apply
a signal to_the cha I ndi_cat i occurred, and

that all d&¥itE8%s FddeVlc?gwbig %ﬁgleuFraﬁf g%égéggngis?w transmtting

devi ces wi fevibes dashrmagtaacesstaonthﬁoahannéltbQEhlbegand attenpt to
re- trans”1EraPsm%ttin CQECHBEGQEmE" d%éghQQEBRtWQEltg%ch%N is the
devel opment o de area net nplies, the
pri mar b di 9PPRgERBRLAYG 2 CoéﬁaﬁaéperF ?léréﬂsalmangvéFV&CERN is its scope

of 15 geoﬁiimhb??§9V§réﬂgnalvﬁBBtﬁéech&ﬁh§§|hhdﬂ&&@lhg thati @t er connect
LANs t hat ar

ently distgnt fro angt her beyond t he
physi cal tFSﬁ%ﬁF%?Pohas © PFFFaflaﬁg nhag Ei% deyigess s %ﬁ&ﬁggous to our
t el ephone mgnmmekthhecarnehucdhtaeEephene Thet emanamd t2Angi nt er connect ed by

| ong diStaagglgﬁgrbgii thAﬂd akf wai QEEFS#hthahﬁﬁh%alff% i mdANS to

utilize the 8he net facrlities An
|ncreég?ngaydpéﬁﬁﬁaptaﬁplK@atrénSG#tLANIMAN technol ogy is internet and
i ntranet accesschhelr¥Bhk wthaBHeh@BRelophientaBR! tHAl AN s kwei cally

i npl ement e over the PTN usi.ng poi nt t. c nnecthns or over
t he publ|cg?%F@@H@GnFengﬁBﬁeWﬁéﬁmﬁgﬁa(PS?NPrngW 7 @Fatt§p or 1 SDN

(Integratedaﬁerimp&%eabgthé|pN&hﬂQVkﬂlsgln@Dﬂeﬁﬁnbo access an onlhne
service iC pi.cally wou co an 's _restricted access
i ntranet, Ckﬁgr ﬁgﬁﬁéfglgeriée oVyggr TF’hd “th ﬁoPe E;OVIdeS access
t()trmiEntgengraphlprcbVeMHWEth WANs are typicall lynplsedetoat i on is the
relatively;hew dghdect ghgén%ﬂh%shggs%B%%Qcﬁknkﬁ§sﬁlgﬁggﬁﬁf@%mPO”paVEd to

the 35 transmssion s hat a“user conpany LAN
my see. HPPR- 3pethedi &P- bp Beyeps the phwedealy typesRiEsio™ he 56 Kbps
range, andlhi@biationeUbEeat LRNQPEmRti@s iish ahlae oké8isKRs dignge, Wwhereas a
telephone network wherein local telephone systems are
20 interconnected by long distance carriers. And, in
fact, it is typical for WANs to utilize the public
telephone network (PTN) facilities.
An increasingly popular application of LAN/WAN
technology is internet and intranet access from work
25 and home. This application is typically implemented
over the PTN using point-to-point connections or over
the public switched telephone network (PSTN) using
dial-up or ISDN (Integrated Services Digital Network)
modems to access an online service (OLS), which
30 typically would be a company's restricted access
intranet, or a Network Service Provider (NSP) who then
provides access to the Internet. A problem with this
typical implementation is the relatively low data
transmission speed of these modems as compared to the
35 transmission speed to the desktop that a user of a
company LAN may see. High-speed dial-up modems
currently operate in the 56 Kbps range, and ISDN
currently operates in the 128 Kbps range, whereas a
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-3 - conpany LAN covering a canpus environnment coul d operate in
.the 10 Mops-to-the-desktop range. Anot her problemw th this
typi cal inplenmentation is the use of limted central office switching 5

resour ces. csmgahyngm a¥0L2gA4CaANRaRbubi BRvEebnABNt couldt ernet cal | "
versus a regu ar @E in an increased requl renment

teleggone call wll regglt
for centraPPGFREEein the,iP-MPRE§-Fes6hPcE85K5CR£889% 0 OLSs over the PSTN
continues to granoth8r problAmsaithi ehithaypdeailcdnmpletnkatatdoanenti oned

probl ens that | LN Rg,LN0. ularli i LRl . dat a net wor ks
usi ng the égigbgnggETﬂ%w}%gﬁgﬁg ﬁ%?&%%% %f%ggﬁgg¥§?§?%39bair, and to bypass
t he cerfir akegbfirces. Thewlbuobengaverageeapnardtutdémeqdiopnent specifically
15 designe t 1% | o] (o] n e data

netvor ks TAFESHECS o2tuor reood o zebataR Ll phatncaly WABIS DEI T
art, inclufesulsuisran incregsednreguiremend feoracentiadesIfifeessence,

this saliticaingX kardarlbe bANGWANSEO thherikenever kug pesw 20

However, a prohlemwth this solution is security of the transm ssions
from a subSORERENEE B BEWhe QLS. The typical Ethernet protocol is
i npl ene;Mt ed as A sodultieadchat pieteonkeswWitee aforetient ipded on of al |

stations o etwork nonitaor .the transm ssion..and 25 .the targeted
stations f%F%HgFmﬁr8§8§sthgalnlnﬁr&Hg???EﬁSﬁ}tﬁéﬁ n%Pn&"@ﬁeFﬁg%network

t opol ogy, thita netwosrksalisdwgathenesristiisign@Theiivieddale netwarki nto the
net work and @ayesdiey g%i&heaBQFWQE%gb%%Ef%%e centhaig¥fge for exanple,

vari ous subscriber pas wnrds. 30 current -approach to_ensuring the
security ofWitchiagneauipmerinieas gige eguipmende specddigaddsr yption.

Hovevers tldiesiapRaoeh GaltaCaREwdRkingnitd ¢3ahsportC @4 iohg resources in
carrying o t he data encrypti.on and decr I,on rout, nes on the host
and 35 ta é@?esf}??@w&etwﬁﬁ e&a"r}ﬁrrdgﬁa é‘&&‘%’%&‘ﬁrﬁgs PPN erent t he
net wor k i nwhaifchl lisswellt dmowngynofthe arti,ndhelsidels aoutedss, with the
central nelyiknerat®¥y 28d YatdC WAt ANI FPEAGcd, Ot OF @ hub with
solution extends the LAN/WAN to the home or business.
20 However, a problem with this solution is security
of the transmissions from a subscriber's PC to the
OLS. The typical Ethernet protocol is implemented as
a broadcast protocol where all or a portion of all
stations on a network monitor the transmission, and
25 the targeted stations further process the
transmission. Depending on the network topology, this
may allow an enterprising individual to tap into the
network and eavesdrop on the network traffic,
obtaining, for example, various subscriber passwords.
30 One current approach to ensuring the security of
network transmissions is the use of data encryption.
However, this approach can consume significant
computing resources in carrying out the data
encryption and decryption routines on the host and
35 target systems. Another current approach is to
implement the network in a full star topology of
single-station nodes, with the central network
controller device being a bridge, router or a hub with
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- 4- filtering or switching capabilities. However, these devi ces
.are designed nore for interconnecting LANs and usual ly prove to be an
expensi ve solution to address security issues in a star network. 5

Accor di ngl yflllttelxan@t dibjswthﬁrtdt%aya%iq&tues | MeRiivied) tthdyeoVvi de a

system and hod that pJ ov.i des ure transm ssian of ta _between a
subscri ber g?d’ éoe daWﬁ Or intercRun8eh’t L@@f cf

present i nvemuairly @ﬁmrel(tq)rhanaie expRyrEtiom amxitmatdm(tct Mdmars{sll des secure

transmi ssi ony Iq]a._éﬁ S i Rer.and an OLS over a WAN t hat
supports a knomn 51 area netmo protocol stack from nedi a access

control Payer Lu)&QFordlnﬂiYArﬂﬂtﬂﬂrﬁ?tﬂhQQQtaﬁébdﬁweInﬁﬁﬁent 15
SUMVARY OF THddWMEN N provide a Bt e ndbHyd itatdesidviRrss a system

and met hod that rovides, secure transn ssion of data bef ween a
subscri ber' SHLHFEARHISHAR dab%feRfstveen aNRYRSEIRI @1%hg a porti on
of the PTN amn RABN Afemia afANe network and tw sted pair in a star or tree

t opol ogy. The sy | ydes .0 mre re ranscei ver units,
each incl uding aséndapeﬂrélgng)%eCt p%ffoge%esé’rreﬁe&rptléﬁ’eﬁt Jbg‘cgrletlber sites and
connect 88 prawidehe spsiEt Bard metnd diwmtopuwrisleemealres t ranscel ver

units, each @S0 s nee %M%@f&é%a SRS Yy éfrﬂfaatf?cbﬁ% central

Ethernet netmork headend 1n a one centra I ce

transcei ver OVer #hiWANR ditide tPRF thea d?nqm elCr‘-‘eafi*t)taer‘itélr aetearker units
over tw st eq:wddcolars@&mcw&tatmemas%rd@sé hdnt %130 aglatbto the

Et her net netmn K. nd rality of OLSs connected to the Ethernet
1 india B i pinct

net wor k. iX3¥%%- the present invention may
i ncl ude geveral central tra§@ﬁgéggréF—¥§%U#§E€$%§%§ an Et hernet hub, each
central "Transcei ver having ei vers attached. For
illustration Bie tpresentenvanttion elgsarities exaystewy ambodi nent
has one centgihdd ARACIpASvidd MArONGdfiPldsion of data

between a subscriber's PC and an OLS over an Ethernet

WAN incorporating a portion of the PTN or PSTN

20 wireline network and twisted pair in a star or tree

topology. The system includes one or more remote
transceiver units, each including a modem and
processor, located at subscfiber sites and connected
to the subscribers'! PCs; one or more central

25 transceiver units, each also including a modem and
processor, located at an Ethernet network headend in a
telephone central office, each central transceiver
unit connected to one or more remote transceiver units
over twisted pair; an authorization server that is

30 connected to the Ethernet network; and a plurality of
OLSs connected to the Ethernet network.

A typical implementation of the present invention
may include several central transceivers installed in
an Ethernet hub, each central transceiver having

35 several remote transceivers attached. For illustration
of the inventive concepts, the exemplary embodiment
has one central transceiver unit with one remote
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transcei ver attached to the central transceiver unit, the renote
.transcei ver unit having several conputing devi ces attached.
Security of transmission is provided through a 5 nmethod in which only

subscri ber transeeiseroastdchedt €8 the tendratssransspdeieli andS are al | oned
to pass th g entral transceiver unit. o] and only
transniSS|gﬁ§ FF%RFSUFE%ﬁFES&VEESugﬁgrE@glggesgl %%gchﬂsu@Aﬁ ass through

t he cenpradevuaalcetuechadlt to the 10 subscriber port of the renote
transcei ver un'becurﬁt9readE§§hshaagashsigog§o@aae@ RhiFoged bn favor of

di rected nessages e’ authorization server nmanages ?brmards t he
| nt er nét PWGFB@@I1PIP¥1§hd°ﬁéU|§Ubscraééés§ré§ﬁﬂﬂ§FlPNRCﬁ1§G€F€§%es of the

sessi on-speegi &i §eé516h8s§edltlﬂe @nbsaﬁcbbau&we@ to blé.%sr embaghr IaZInécell ver

ts
Shows a bl 6B% GPAGFah GFAPRESHVEFelRad SntOuEBEnMAr 358 £OMAN system of
t he presentransmmssmonSZQrom authbiz2ds Dliss seureesageef ledwothedgr am of the

ATU-C g8t EQE'F H?rghgﬂr Phes f%e?ﬁ:r%ﬁwa@ %%%@Hwﬂe qeicne O the FIG 3

shows a nessa ramo I'shment process of the
presemt0 i neulscgaber port ofFEBe regiebes taranssgag@rf gy tdi agr am of t he

secure 25 h&%&&@h@%'EQah%&h%%&%hboﬁrQr%&%ﬂﬁl&%dtQ% BB b i nventi on.
FIG 5 sho a nessage fl ow di agram of the secure transm ssi on service

est abl i shnEATFeFESEe S§P9Fﬁe The guEboxizatiomn SeFVeyManagesy| G 6a shows
the first paat f@frw&rﬁtesthge Ihltewnet Paiok@cadD qIp)henseeiddd s ransm ssion

service QL n of the pr nt inventiaon FI G
6b shows t é:cgesgo 8?1% Pg épﬁ‘%? ??&&Esﬁ o%fe%% dlsa?ﬁrsé'r% fsqeﬁé'fs}ecure
transmssi OhkSsandi tbeOs8bgeriblesdsi ¢ mooddes rematiee tpeeseetivienvent i on.

FIG 7 shoygjaghl ock diagramof a renote ADSL transceiver unit of the
present invention

DESCRIPTTON OF THE DRAWINGS

FIG. 1 shows a block diagram of the preferred
embodiment of a WAN system of the present invention.

20 FIG. 2 shows a message flow diagram of the ATU-C
establishment process of the present invention.

FIG. 3 shows a message flow diagram of the ATU-R
establishment process of the present invention.

FIG. 4 shows a message flow diagram of the secure

25 transmission registratibn process of the present
invention.

FIG. 5 shows a message flow diagram of the secure
transmission service establishment process of the
present invention.

30 FIG. 6a shows the first part of a message flow
diagram of the secure transmission service OLS
selection process of the present invention.

FIG. 6b shows the second part of a message flow
diagram of the secure transmission service OLS

35 selection process of the present invention.

FIG. 7 shows a block diagram of a remote ADSL
transceiver unit of the present invention.
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-6 - FIG 8 shows a block diagram of a Ethernet - net wor k
.interface controller/repeater interface of the present invention.
FIG 9 shows a nulti-port repeater/processor 5 interface of the present

i nventi on. FIc, §léhowd £MOVEcR @i%rﬁ“@ﬂr@nﬂz@ﬁeﬁaé@n”a' ADSL

transcei ver unit. of the_ present inventio :ﬁRIPTICN OF THE
PREFERRED BVENe¥ fEMpterface Coll\tmdl%%%%m%"felf hP R ERRTE © i on
provi di ng ﬁﬁbg@mwrﬁnﬁé@msam53|on of subscriber data preferably is an

Et her net - based k_f hat ut|I Zes h ] ring (TWP) of
the PSTN as theﬁg ysTc ?oﬂid?d%¥ €r ?%rfr%%é%%$g¥ﬁgr?£@%%?%% el ectrical
si gnal . |intérface ofnbhei peesentainvandioni ce share the sanme physical 15

medi um and ar e SERAI 2 CLndds £ SER #§é§9aﬂ'8@ RAS&ntral afHst,0W pass
filters. Data is transmi{ted preferab usi ng asynmetrical digital

subscri ber tFaReCeRYRY ) uBit of the EBﬁﬁ%EFlbﬂV?%EhﬂBrogy Preferably,

Addr ess Resolw% gg BEEE%EO! apgd gurati on 20 Protocol

nmessaging i s al so » | B ey agram of the

pr esent | NVRNWAR Nsy&eant ef ALk presen9|ynVennnbnA@tbﬁudlng

connect.ed S C 1 is further
connec(%d %o gg%??%%ﬂg$g€¥£§3 gagégé?%ggggn?%egﬁfgﬁﬁﬁrove connection
5. ATU-C an Eﬂhesneurbheedcnﬁhﬂorbdthat1OBASEZ¢SC§h§ehWL§t©ﬁ 6 over

connect i ony, zlrcwﬂfﬁE%r@@ﬁ§>60fstﬁarb§@ﬁ GENERE! flybocal mBBHGRNST SWi tch 8
over connectli on hernet sw tch 1S connect egét o WAN

net wor k 10t@verangmibnhbe: reguired eleCtrlc¢}s§é8ﬁ6 Bt hefReFR&Ritch 12 is

connect ed gfb¥éinent , L@a¥eangaoRBeeti SNald. theUshiebphgdiadlhori zati on
server, 14 is.,connec ed to nection 15. A

o eI nePRas ol RR Srh "pEbaghlEh 28 ket el Shing, bESRRREE on 17

Et hernet and low-pass filters. Data is transmitted preferably

using asymmetrical digital subscriber line (ADSL) as
the connection technology. Preferably, Address
Resolution Protocol and Dynamic Host Configuration
20 Protocol messaging is also used.
FIG. 1 shows a block diagram of the present
invention. Remote ADSL transceiver unit ATU-R 1 is

connected to computing devices 2 over connections 3.
ATU-R 1 is further connected to central ADSL

25 transceiver unit ATU-C 4 over TWP connection 5. ATU-C
4 is further connected to 10BASE-T concentrator 6 over
connection 7. Concentrator 6 is further connected to
Ethernet switch 8 over connection 8. Ethernet switch
8 is further connected to WAN network 10 over

30 connection 11.

A second Ethernet switch 12 is connected to WAN

10 over connection 13. A Unix-based authorization
server 14 is connected to Ethernet switch 12 over
connection 15. A third Ethernet switch 16 is

35 connected to WAN 10 over connection 17. Ethernet
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switch 16 is further connected to router 18 over connection 19. OLS 20
.1s connected to router 18 over connection 21. A fourth Ethernet sw tch
38 is connected to WAN 10 over connection 37. Ethernet 5 switch 38 is
further conpgaiad 160 P chth @tiinected BNQFUtdY AB SS@vi ce provi si oni ng
center 35 1is connected to router 34 over connection 36. Al so
connect ed tePIMAREGMAR i 0915 &%k iemsmmectedryrs youhiex ddiyarl ephone

ice") filter 22 0 . TWP tign 23, tral POTS filter 26
cver ) CORITPDAL poPs Sa4 SUFUIRT D Whhee | f1lters

that separ alghddia eIt i 1P Rir d¥hnectidd F7AEHR AW connection 5

for processing by the t el ephone service-rel ated conponents of the
net wor k5 15wiReriot38 RGETSUrther Qhnectfad therradarddver t el ephone 24
over TWP connection 25, Voice switch 28 , s connected to POIS filter 26

over connecTHIEYGLOn 39 4/0iIQF GGG FF DB FIOTIRG RGN t* R to ot her

el enment s A I% 39 ﬂ?gﬁ{ Neogers'y | i;ﬁln <45 36, ATU-R 1, conputing
devi ces 2, cr%rmgt(g‘% S fi teer G\(SZR;ZéIgrrlb teei ep Oorhe 24 are preferably
| ocated on a Alsd senedt ed e MR Sodétthe AlldrC 81, amonoawdtreat or 6,

Ethernet switch 8 central POIS filter 26 and voice switch 28 are
pref er abl y P@Bat EPIgim ok dphrrhase samiieg” offikeen$R2 over I n

0peT a5, e SSLERENG, S SR PLBHAE JONE eupcd b AR Tor (he

secure~tra SErvi ce g by I'hg aut hori zation server

14 on WAN condéketfdl P71 OrpdPs SgBEd+des2 caderd i Hfe 1deigddd ng 30 ATU-C
4 in tel ephone central office 33. Upon initial power -up, ATU-C 4

communi cat ebilers dthdoréepayare the sepices portieh et dihe shes all necessary

addressi ng jnformation on TWP connection 5 for prodessing by i mation. In
particul ar, service provisioning center 357 s establishHed as the only

aut hori zed tdEephonai gdrwitehrdlldtd lcomporxtthanye trips sagesork. The
subscr i er ﬁ&%ﬁ&&%df%afﬁééi%m{@ FHEMEE oSl QL& and registers for

t he secure transm ssi
telephone 24 over TWP connection 25. Voice switch 28

is connected to POTS filter 26 over connection 29.
Voice switch 28 is further connected to other elements
of PSTN 30 over connection 31.

20 ATU-R 1, computing devices 2, remote POTS filter
22 and telephone 24 are preferably located on a
subscriber's premises 32. ATU-C 4, concentrator 6,
Ethernet switch 8, central POTS filter 26 and voice
switch 28 are preferably located in a telephone

25 central office 33.

In operation, the telephone service provider lays
the groundwork for the secure transmission service
offering by installing authorization server 14 on WAN

10, and prior to subscriber connection, installing
30 ATU-C 4 in telephone central office 33. Upon initial
power-up, ATU-C 4 communicates with authorization

server 14 and establishes all necessary addressing

-— 7 —
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service of the present invention. Personal identification information,

. such as nane, phone nunber and soci al security nunber, and the choice
of a default OLS is supplied to the tel ephone service 10 provider.
The subscripesrmst ShryeN B BESOLAL M8 rvice yrdiEsichBRbone service
provi der for the secure transm ssion service. The, informtion provided
by the CRRERE I Dels | @stapighrd RD Ql%a?%%s%u%oﬁh¥% rP28t i on
server 14 ang, At the time of
regi stration, ﬁgﬁ%zﬁnﬁt%\u i ;@&ﬁ%&@é ‘R%E%)ﬁéet el ephone service provider

for the |nsTEéIsﬁbsmriﬁeremmém E4TLs f the ete Pephavmle deerviey of ATU-R

1. Thete erVvhcC r ATU-C 4 t hat
S aSSOCI E%Fqﬁ%ﬁ %%g é&gﬁ %g%r$ @h@ﬁ%é&@ﬁon%r%ﬁ?ﬁgé% §H POTS
filter 22 servies ¢ﬁs¢b¢lmx5%@n¢hhnventu@ﬂarcaﬁr%mn%lock of custoner

prem ses 323ang: £ \eat Hh 1nfoFﬁ§§1@Htpgﬁcﬂfag{ﬂéhé'|%ﬁén32nhﬁb€9nn30t3d to
one pair of the inside, tel ephone wrin e unfiltered 25

signal is *WANSLEL t BLGWEE FE aPST, 3Rd gﬁ%sﬁ??b@? of athen connects

ATU-R 1 todébgulnfols el @dsepehbéd peodrthe c@p@lph@n@. §ew1ceuppl y.
Upon wer - u tion, server 14

TU
conmu cat%r8Y%éﬁft|ﬁgh?nsY%%pgﬁb%Etﬁﬁlg%%ﬁ%n?n ?CﬁgBﬁ S vagﬁdre35|ng
infornatiohyahhe telemhmnﬁls@m%n¢ewprevbéengfdnmbheadedureon1authorlzatlon

server E’Péﬁsﬂéérﬁ:% gervice. § §HP§%&P§63eé?Bv%%&%iﬁtﬁQ”pUti ng

devi ces 2 each utrn
-9 - subseier ubs %t%m%hm*é@t@sdw—@haamp@ aughgrizati@ihori zati on

server 14 gagv8eCESSAMd 2666L58tEQ withl Pher gBELEAL! AuRBE2b! i shed. In
addition, a WAN session is established between the conputing device 2

5 andléuthorlzahtohheetume 41 regilstuvabbonzatrvangements areld delivers a
servi ce reghab! ¢t LR AP SndNRCLetXbe probBakiPebangHage (HTM) file to

conputing device_ 2.
1nsta11at10n of remote POTS filter 22 and delivery of

ATU-R 1. The telephone service provider also assigns
a port on ATU-C 4 that is associated with the
20 subscriber's TWP phone circuit 5.
POTS filter 22 is then installed at the
demarcation block of customer premises 32 and the low-
pass output of POTS filter 22 is connected to one pair

of the inside telephone wiring, while the unfiltered
25 signal is connected to another pair. The subscriber
then connects ATU-R 1 to the unfiltered signal pair

and to a power supply.
Upon power-up of ATU-R 1, it, ATU-C 4 and

authorization server 14 communicate, resulting in the

30 establishment of necessary addressing information and
operating software being downloaded from authorization
server 14 onto ATU-R 1.

The subscriber then connects computing devices 2

to ATU-R 1. As each of computing devices 2 is
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A web browser is |aunched on conputing device 2 t hat displays the
.registration tenplate. The 10 subscriber fills in the tenplate blanks with

t he request ed personal information plus the account nunber assi gned
to the subggudiia-ufhe iRereifini sty dBiit) ATU-0M4 lak® the sane

i nformation requested by the t el ephone service provider when the
subscri ber aghaniizgtiany seaxyen diedridmadessairaddressEsi on service

via a tel ephgone cal.l. Upon conpl.etion of_the, .. .regist ion tenplate, the
i nf or mat i or%qoégo 13 18 e%ﬁ%ﬁ*&%‘?’i ot B AP RNt i's conpared to

i nf or mat i orsessiah nigp iestald idshieabh st weenuthi®regeaputoin@besbeee2 14.

If the tenplate information matches an entry in t he authorization

server 14 GRAFHYNOTIAREQR jgerver My 3ra RHERTFILERR FERERVer 14 to

reflect th -qj:ég:%i ' S.anref ]_q,% T [ i ot 25 be
required t?‘llcodrrep?let e h%e%eexé{%ereaﬁ%% enp % gg 3 éslﬁ}grss%%mutléén}t{@as
accesses frmpkde IarfuaPHTNIY f£ilelest ceorflt thgoddiiedidn. This OLS now

becones the only authorized source and destination for OLS messages
on the WAN. 30 A web frowasindes i launghed seit GEOWM: 59 4@V ¢)) 2ent er 35

I's severed, J ri.ber_ no abl i she nnection with the
preferred &@‘@&{%]I_S%P%gt}g%ﬁ ,r%%%ﬂgaséls%s%?r?@é&(?’s f'g%zy regi stered and
acti velfi t rpubgcribemriilels eth Al template blanks with the -
10- | rF?ér Oﬁ%b r%f@ I L9 ATRb t he
processes il;lev ,IPY/A(;%I&?j essf%%ﬂs m&leht1 e sec reég&étér)c\é\%%ﬁrﬁgsmng t he
present i nAFRiged to the syhgeriver. 5 The ReEsopaly HEQGFBRYSPRW ng the 5
process of WAl GeeHad|dHTEit £ 3Rt R EFedifestddd Soy therocess occurs the

}‘!sr ;Stnst 'Qrfe%%%%’g%?ﬁsﬁﬁf%?%@gv%%ﬂ awﬁﬁgg%%ﬁg‘ﬁg%ﬁﬁbﬁi or tét cg’nné-(l:-?i_ gg4
ATU-R 15 IlinitiallWtrdgisisepsdtfof the poswre upramspiessionATU-C 4
service via a telephone call. Upon completion of the
registration template, the information is sent to
authorization server 14 where it is compared to

information residing in the database on authorization
20 server 14.

If the template information matches an entry in
the authorization server 14 database, ATU-C 4 is

updated by authorization server 14 to reflect the

subscriber's preferred OLS. The subscriber will not

25 Dbe required to complete the registration template on
subsequent OLS accesses from the same computing
device-ATU-R combination. This OLS now becomes the
only authorized source and destination for OLS
messages on the WAN.

30 The connection with service provisioning center
35 is severed, and the subscriber now establishes a

connection with the preferred OLS. At this point, the

subscriber is fully registered and active with the
preferred OLS.
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broadcasts an address resol ution request nmessage to

| earn the MAC

. address of authorization server 14. Thi s address resol uti on nessage can
foll ow t he Address Resol ution Protocol (ARP) format or may be a 15

proprietary formatiguidess |P ﬁiﬁ?ddglﬁte Ch’hc?aﬂdﬁé%?éagg flow alFdmatdon server

14 is a predeterm ned address pr into ATU-C 4. ATU-C 4
uses a t (ﬁrﬂiﬁﬁﬁg%dﬂvﬁlvﬁﬂir%se%ﬁ %sﬁ‘?in% mRIYS y, ATU-C 4

could fill itrarsdiRshdir esfS tHetprmagdmy aatermmici). server

ggd;ggggpgégl uti on requef% %ro%gé% (}z]%;“l’ q#hasiga%r %DI g%{gis t(tjnlt Egst,

addr ess Pes@xAqess rah|ATURG wefablishrentiunany R%Waddﬁ’h&% of

aut hor i zat | Prssloddur 2T NS Nk-dt i ffetadl Detslresss rasplatiqn response

ensures
14 MAC addr

that no other device will receive the authorization

14 | P address w tAt tde XU+ ord ziod i st ved  irfe dVAdentkh BdsiFPiSSe 33
e, ATU-C 4 sends a directed Dynam c Host Configuration Protoco
i Rd-uP Rekeerta oqmierfinge AXHHdr} zati on server's MAC

obt ai fromth §ssS resolution re
Using a 8| rected %H%ff’ qadser%/aeth ?frje T HRThi ¥ rﬁe%%“é%é € A:&-(F e%ei ved by no
ot her devi C%Mﬁ&s@éﬂa{}@rad&ééé&l resoBE M Adqudt NEeshdfetesl DHCP
has %§¥é rect ef fect, of, reducin trafflc i n the network
HPH%

guery to aut
addr ess

queries als
and 5 reduc

SR WHIPTHAR T & 1

aut hori zat i of, 581 ¥fdrdds rféwmsl xﬁg}é%él can ifbﬁ ﬂaé

response and a55|ﬂ s ATU-C 4 an

pr ot ocol ,
adninisusatl

20

25

30

o KA QHPaRY v BARR) ERRRAL ISP & a | i st of
pifopmetit temSe Sfompth, asTRderd Riaskiessi ol address of

authorization server 14 is a predetermined address
that is programmed into ATU-C 4. ATU-C 4 uses a

temporary IP source address of zero. Alternatively,
ATU-C 4 could £ill in an IP address that authorization

server 14 is programmed to recognize.
At ¢, authorization server 14 responds to the
address resolution request from ATU-C 4 with a

directed, or unicast, address resolution reply message
containing the MAC address of authorization server 14.

Using a directed address resolution response ensures
that no other device will receive the authorization
server 14 MAC address.

At d, ATU-C 4 associates the authorization server
14 IP address with the authorization serxrver 14 MAC

address.
At e, ATU-C 4 sends a directed Dynamic Host

Configuration Protocol (DHCP) query to authorization
server 14 using the authorization server's MAC address

obtained from the address resolution reply at d.

14 is programred

server
1 powered URy ( ATU-C 4 associ ates the authorization server

At

( DHCP)

At f,

dr ess. rou hafile transfer

10
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t el ephone service provider provisioning service center 35, and the ful
.pat hnane of a download file that contains the operational software for
the ATU C 4. This list of addresses and the boot file address may 15 be

custom zedyf Phg tQ%P@éét&&”]@ﬁCﬁWﬁi&rWﬁ%é@%hat tg95CREssage At g,
ATU-C 4 bropadcasts a at ui t ous hessage to check that no ot her

devi ces ont®hECTRAVEARY i KR Othe§aﬂ%v+?eaﬂﬂ?%%% PRERoRLEABheE, and al | ows

systenms 20setteched. twﬁh@gmé@w@M@td@@ehé\BPalablnsmf:he needed.
Aut hori zation server 14 stores a copy everything that is _stored in
ATU-C 4. |indireet seffect o%hl;/%@é%wg *Fé%@flcth’é heorabyPsl BRAvi ously

storedgn ﬁéduéé&@tﬂuﬁatféﬁomdd@haaé h@itﬁa&uPﬂ1§EéV§6r&§ when
comuni cati on to AIU-C 4 res aﬁa nessage flow1d|agram

showing the  2br ce%%tb?r%ﬁ%FFp%s?%BY?Eh%%nfeﬁﬁﬁﬂ ober 24P ¢
process OSGHER 4N fhEeba bifBe FedBihly | 3 nanéééigﬁgegegggd4cgﬂnected to a

parti cul ar I'S I nst power ed-up at a
renot e IocaPiaddrésplcaThyoaghuhsﬁilbethnbﬁaB protocodpal | busi ness, prior

E22C?nneCtgﬂghggggg%%ggsgg %go%4 %%ggoﬁg?gﬁpA?gﬁ?iﬁe? AHEERRE

broadqaastSaammmtkak@vaugaaresses, such\tas tAdUIE 448ee8kVveg the broadcast
DHCP- 1 i ke uery and,sends a,directed uery on behalf of 5 ATUR 1
Lo aut hor 1 55 PRHIORE; 58FV445, BEpRTRE ( REOVLSLSRiH; PERVAFS: RENASD. R 1
operating 35f{taadethel full phbhnamenofsandowglaadlEaméethHCP guery ensures
t hat no other device will receive_the nes At d,
authorlzatFBﬁtQéP§th§4°P§€§F%@§aihEOEBWBF?eEPéthﬂCﬁTHUGr§-and r esponds

with a direqtgd) PECPor 2a888B005Cah8 AHY Fode! Bl DGkidES [Og ATUR 1

sof t war e
15 be customized for the particular ATU-C making the
request.
At g, ATU-C 4 broadcasts a gratuitous ARP message

to check that no other devices on the WAN have the
same IP address just assigned, and allows systems

20 attached to the WAN to update their ARP tables if
needed.

Authorization server 14 stores a copy of
everything that is stored in ATU-C 4. If ATU-C 4 is

physically reset, the information previously stored in
25 ATU-C 4 is restored by authorization server 14 when
communication to ATU-C 4 resumes.

FIG. 3 is a message flow diagram showing the
process of ATU-R establishment upon power-up. This
process occurs the first time an ATU-R is installed

30 and connected to a particular ATU-C.
At a, ATU-R 1 is installed and powered-up at a

remote location, typically a subscriber's home or

small business, prior to connecting computing devices
2.
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file location and an | P address for ATU-R 1. At e, ATU-C 4 file
_transfers the ATUOR 1 software file to ATUOR 1. ATU-C 4 al so assigns
an ATU-C 4 port 15 for ATU-R 1 to address nessages to. At f, a

connection is eﬁtabll&begabet@@eﬂhéﬁﬁbﬁéi ~up roa@BindJUACU4R With ATU-C 4
now defined as a proxy for ATU-R 1 FIG 4 is a nessage flow
di agr am shevPagcases 28 BH@EE%Skqugaﬁgcrlber service registration. This

process occurs jpecf Imﬁ &i geracapbesr ther np6648888 pHCpLhgksecure
transni ssion service offering. At a, a conputing device 2 is

instal | ed gueiry angosendsd- apdlnﬁtgéulDHsarqserneom%beaaafe9§es of 25
conput :\%%‘g LRCy @o%ﬂﬁ%}%ﬁ%?%} g%@%raiﬁ P8VgLEdn the UP and sends

t hese resses to records the information. The
limted brldganfion ofcahebATUtR bf opdbaRihgkeefiswapamidileati ons between
conputing devices 2 at a |local |evel and does not pass 30 _these nmessages
to ATU- C 4locpbicBgeSerdbpgcanpirerged DHCRegnEEY oNGHERSIESEENati on

addresses fabhethéhaleviceCRIDUt kBBelod eBe dAedbkagpassed by ATUR 1 to ATU-C
4 for tranggo - 13

fneRUERORARAERRD GEVVEE 34 BESEIVSEstES comnection Lo

SLU'Rib tHQrEEEEHnﬁﬁcﬁd&QE§9 Sﬁadrbﬁpondscﬁgﬁﬁthnglgéﬁt%@.%HbﬁoadcaStS a

CP request to obtain | P addr ess. ATU-R 1 receives
t he DHCP bX&§5ReREE LRJATU-C 4 that includes the ATU- R 1 software

file location and an IP address for ATU-R 1.
At e, ATU-C 4 file transfers the ATU-R 1 software
file to ATU-R 1. ATU-C 4 also assigns an ATU-C 4 port
15 for ATU-R 1 to address messages to.
At f, a connection is established between ATU-R 1
and ATU-C 4, with ATU-C 4 now defined as a pfoxy for
ATU-R 1.

FIG. 4 is a message flow diagram showing the
20 process of subscriber service registration. This
process occurs the first time a subscriber accesses
the secure transmission service offering.
At a, a computing device 2 is installed and

péwered-up. ATU-R 1 learns the MAC addresses of
25 computing devices 2 connected to it that are powered
up and sends these MAC addresses to ATU-C 4, which

records the information. The limited bridging
capability of ATU-R 1 keeps communications between

computing devices 2 at a local level and does not pass
30 these messages to ATU-C 4. Messages from computing

devices 2 with destination addresses other than

computing devices 2 are passed by ATU-R 1 to ATU-C 4

for transport over WAN 10.
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passes it on to ATU C 4. At d, ATU-C 4 receives the DHCP request.
.ATU-C 4 does not recognize the MAC address of conputing device 2
in the DHCP as having established a connection to an 10 OLS from ATU-R 1,
and forwards thﬁtDHCPwheﬂusS&oaguem deti E8ChedegUERY zEE AUt hori zation
server 14. At e, authorizalion server 14 receives the DHCP
request andonmepbinds to ATU-E 2, byheeEdhegnatdadeptea cardDHEP r esponse

mnth a te orar ddress_f a utln device 2. Authgrization server
 SBOTEREAnEHAEVE Bhpdr BFyoREaaRlr 8sDHRF: KoaHESt EO.BRELRng devi co 2
NAC addresgna@g shQresgthis information. At this point authorization
server 14 1s the subscriber's onl¥ aut hori zed source and 20
destination of AEsSagBIUpR WhaKeggives the DHCR; broageast anflorwards the
DHCP respo t eppgrary IP address to ATU-R 1. At
g, ATUR 1 §?§%rgt PﬁetBHéEbrngonse to the target conputing device
2. 25 At aB, da agonecti eacesvest ahki phhed wehllest. awtberization
server 14. At i, the subscriber, through conputing device 2,

sends ATU-QOQSanmébrﬁcgqaézeréaaeyacf@ddrﬁés of cpmpusing: AeNicenpl ate. The
tenplate ig an"thkl pter 33 hAG1ALABKSA Q@Eh@ﬁ begbaheatien temahate. The
tenpl ate includes fields for the sane information requested fromthe
subscriber O&8 flremt AFY-8f 13eande forwatrdanshies DHOR sequest megastrati on.
directed query to authorization server 14.
At e, authorization server 14 receives the DHCP
request and responds to ATU-C 4 by sending a directed

- DHCP response with a temporary IP address for
15 computing device 2. Authorization server 14

associates this temporary IP address with the
computing device 2 MAC address and stores this

information. At this point authorization server 14 is

the subscriber's only authorized source and
20 destination of messages on WAN 10.

At f, ATU-C 4 forwards the DHCP response with the
temporary IP address to ATU-R 1.

At g, ATU-R 1 forwards the DHCP response to the
target computing device 2.

25 At h, a connection is established with
authorization server 14.

At i, the subscriber, through computing device 2,
sends ATU-R 1 a web browser request for the
registration template. The template is a ”“fill-in-

30 the-blanks” online registration template. The
template includes fields for the same information

requested from the subscriber at the time of secure
transmission service registration.

VS 1ae
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-14- At j, the browser request is forwarded by ATU-R 1 to

ATU-C 4. At k, the browser request is forwarded by ATU-C 4 to
aut hori zation server 14. 5 At |, authorization server 14 sends the
regi stration tenplate A . A Dl IS taraf i tenpl ate
I's forwarded byrr%t T ecgg_ot%c? ,ETlﬁ-elgufSt i %?e;\d?%é%é?s&tration
tenpl ate i s dpomwy-dead by 10 ATUR 1 to conputing device 2. At o,
the subscriber fills in the tenplate fields with the requested

i nformation, andAthé,i refher lnowser gFequesseris forapyrdRd by ATU-C 4 Aot p, the
tenpl ate information.i s f.orwarded b 15 ATU-R 1 to ATU-C 4. At
g, the tenplta SYHFARAHIGE 4FF S directed message with the port
i dentifigation tqemi Chutho GBI G/ AL dendeoIRct ed is sent by
ATU-C 4 to aut hori zation server 14. 20 At r, authorization

server 14 resgissatieorDiEMplate dia &Ad Message and the tenpl ate

i nformation. Aut hori zati on, server 14 then releases the t orary |IP
addr ess assi gned &t Borddift iHRFIFEAAE R eFrﬁT‘HPlI‘?eFe 18 ctg?ﬁ’f@ﬁdfeéﬁ ¥ conputi ng
devi ce 2 isﬁl‘t?—&?%’-t@iTﬁ‘ﬁ hori zation server 14 then conpares the

subscri ber I nformati on supplied in the on-line registration

tenpl ate wth i nfxy mat ithe steayicgt tat iidre teandleter aits diorwardsst ey 14
dat abase, which was supplied by the , subscri ber when the original
regi st r &Pi oA -BHo e fRMBH-1RhLaESH € ¢ r ansni ssi on service occurred. |f

the  templale nformpld aumones, thah $101 Ghd tddifiace FRiRRASE,

Aut hori zati on server 14assocCi at es
with the requested information, and the information is

sent to ATU-R 1.
At p, the template information is forwarded by
15 ATU-R 1 to ATU-C 4.
At g, the template information and a DHCP

directed message with the port identification to which
computing device 2 is connected is sent by ATU-C 4 to

authorization server l4.
20 At r, authorization server 14 receives the DHCP

directed message and the template information.
Authorization server 14 then releases the temporary IP

address assigned to computing device 2 and the
connection to computing device 2 is dropped.
25 Authorization server 14 then compares the subscriber

information supplied in the on-line registration
template with information stored in the authorization
server 14 database, which was supplied by the

subscriber when the original registration-by-phone for
30 the secure transmission service occurred. If the

template information matches that stored in the

database, Authorization server 14 associates the

subscriber's computing device 2 MAC address with an
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subscri ber's conputing device 2 MAC address with an

.-15 - I ndi vidual port at ATU-C 4 and with the database

information for that user. The Authorization server 14 al so associ ates
t he subscrih@ivsdeaIPpbthdatenttec24 and MM:-Rdghesqaavablsthe subscriber's
preferred service 5 provider. At s, the association of the

subscri ber isformat gonpfer nghaevieer? tBhenhButhpsippbiPnsSBrERErred OLS

is copied {8 ATEbGdsodbgraEbeRE! B8t $iBEW 8NcompulihBoBkyedesacur €
transm ssion service user. The next 10 tinme the subscriber powers up his
conput i ng MaQi aédgess witRTth€ gdubscribersecpaeferrhdsskpiaddress with the
preferrged L1.5,188¢.the registration process is not r epeat ed.

FIG 51s nmessage fl ow di agram showi ng the 15 process of service
establishnent tBttfe Shpsepppeiation ofefhal EubfFrrhEe%éPvi ce provider. This

PLOCESS 0CaUfButing RED: £1CSUBSERLDBLBE0TREE0 o BRoFERULA bEBNOM 051 O

service an NNEC . rs™d revrousl connected to, QLS.
20 _ A&sacogﬂéautbnﬂTQEEIEG 2TRENE8bAdkiBePHER now BhoOadcast query
requesting an I P address. This DHCP. can be invoked through several

means, inchutihngized sempuei hyadewiseipoweerupcer ugerwor Fhegppeikgat i on

| aunchyq 25+ 4 t 4 LV G gggg 18Ky ches t he
conpupf%g 8%9chh§ ﬁgEﬁégﬁ%ggspafgﬁbiﬁg gggault uﬂEﬁéLgéQchﬂb, At c,

ATU- C 4 seRllT-&n4DeEP1lli assbedlatiasr hiis MA€ addrdebauwlithOtBeserver to get

an | P address for onEuting 30, devige 2. At .d, the QLS server
assi gns anPFPfguuresOLlPorand tRE pEOLAGTAEIPRePFOLCESGsdSaR@tsends a DHCP
response repeated.

FIG. 5 is a message flow diagram showing the

15 process of service establishment to the subscriber's
default online service provider. This process occurs
when the subscriber accesses the secure transmission
service and connects to his default, or previously
connected to, OLS.

20 At a, computing device 2 sends out a DHCP
broadcast query requesting an IP address. This DHCP
can be invoked through several means, including

computing device power-up or network application
launch.

25 At b, ATU-C 4 receives the DHCP query and matches
the computing device 2 MAC address with its default
OLS.

At ¢, ATU-C 4 sends an DHCP directed query to the
default OLS server to get an IP address for computing

30 device 2.

At d, the OLS server assigns an IP address for
computing device 2 to use and sends a DHCP response

with the IP address and the MAC address of the service
provider's router to ATU-C 4.
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with the | P address and the MAC address of the service provi der's
.router to ATU C 4. -16 - At

e, ATU-C 4 associates the conputing device 2 new y assigned | P address

with the MAC adgsegs Rfuldes assSEjuLes PROVEIRpuEIAGUEETIRT S OTES (i
I nf or mati on. A copy of this information s sent to authorization 5

server 14.néWly GudsignedatP t hdddéés amilth Ptheldnd€saddressobfbbhé conputi ng
devi ce 2 aQQr&D@égé%??f&éfrs JFautsr andAgtéreéfEhfé 4; heoyREdsohhe DHCP

response to connection I s
est abl i shed ¢ePYieef thbs 'e@ﬁ?nmaﬁgoaewc%elzt ak@ @Hﬁh9€¥éﬁF%°§erV| ce

provi der, gervéndidhe ﬁ?@5@r4bﬁéweﬁéébthéhﬁﬁcaaﬁ§S§P08d&kéBséBe as.
Once the session between conputing device 2 and the default OLS is

est abl i shedf BathCGdmputingl fewsce 2 padstlje OLSneowbek.nessages, with the

exception of the 1? afor&ngn%loned ARP. and DHCP nessages, having the MAC
addresses of coftbufi rdTHaGi EeorWAgde nehey RAFB Feppons BRI ot her i nconi ng

or out goi ng § sq@lgch! 9cked. FIG 6a and 6b are a nessage
flom1d|agra98§§ fﬂﬁ cthe process of subscriber service selection where

a 20 subscrlbeAtcgpoaeeoanéctienemé €:Gabl Hshtliebenwethe subscriber is
currently accessing At a, the subscriber currently has a
conneéﬂﬁonCOmPUtéggaﬁﬁVéﬁﬁdzbéPﬁeEheadégﬁﬁhFlﬁngéG?cErQVéﬁéran OLS.

A D e SHRSEREDBLpLEnUESEoeB: SATTBRELOD, LEobIBR20s R Erlel BEE nod | P

addr ess of aut |on Sé enera €s an address
resolut|on0b¢©a§bas$eﬁﬁsgagbetweeﬂrgnmpuhpngldngeelBeazdtbhﬁetrleve t he

MAC addres ut hori serv 1 At ¢, ATU-C 4
recei ves tﬁ%gi trgﬁgeé? Eﬁégéé §e§0 SEH éRﬁ PBL¥oAIEHEssage to conputing
device 2 WohBshB€ of network messages, with the exception of the

15 aforementioned ARP and DHCP messages, having the MAC

addresses of computing device 2 and the OLS router.

All other incoming or outgoing messages are blocked.
FIG. 6a and 6b are a message flow diagram showing
the process of subscriber service selection where a
20 subscriber chooses a different OLS from the one the
subscriber is currently accessing.
At a, the subscriber currently has a connection
established between a computing device 2 and an OLS.
At b, the subscriber requests a connection to the

25 predetermined IP address of authorization server 14.

This generates an address resolution broadcast message
from computing device 2 to retrieve the MAC address of

authorization server 14.
At ¢, ATU-C 4 receives the ARP request and sends
30 an ARP response message to computing device 2 with the
authorization server 14 MAC address.
At d, computing device 2 establishes a connection

to authorization server 14.
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aut hori zation server 14 MAC address. At d, conputing device 2
. establishes a connection to authorization server 14.
-17 - At e, the web browser program on conputing device 2

requests f 1 om aykhar| 43id QRS eiNRineld diRyGd diP omput iRPlRAKIAN scr een.

At f, authorization ' server 14 sen r#O_S 5 selection nmenu screen to
corrput | ng @ \tegpedt STHirom authm:rm\::rmy searvers tidmtded AIYS anerhwor i zat i on
server based on the MAC address of conputing device 2. At

g, the subsst?r%el%rl%l?éé,ref%ew OLS sel ecti on that is sent to

authori zation s@itvef, BhthdkrizatiorAlsdrvertl®rderald am sHyS/er 14 records the
new y sel ected OLS as the subscriber's new default COLS. At i,
aut hor i 2at ﬁﬁ%e&trw menY dEeen to cqmﬁqlr%tdwm%r?een T & onput i ng

device 2 di subsc new I nstructions
for 15 eSS eggshcf‘%ﬁlerbe[ oéupsgtr?'%lz dal%-@y ease%t eCI%exan"'glllurrentIy

connect ed Randdldrowait ac al?atﬂ%s% s&ﬁ)\@rﬂpuung dev1a‘§ 4. the subscri ber
sends a DHCP rel ease to the aLs At k, a new connection

i s establi shed vmx gt Hehe mbmr eakes raemﬁ@%cﬂaﬂeecla@rshom in FIG
5. 7 shows a bl qck diagramof ATU- R 1 of the pr esent
i nventi on. %“"Slﬁ 1§t P Ci? ation ﬁms 23 connected to TWP 5,

and haggoutput ar h, authorization server 14 records the newly

selected OLS as the subscriber's new default OLS.
At 1, authorization server 14 sends a

confirmation screen to computing device 2 displaying

the subscriber's new OLS choice, and instructions for

15 the subscriber to perform a DHCP release to the
currently connected OLS followed by a DHCP discovery.
At j, the subscriber sends a DHCP release to the

old OLS.
At k, a new connection is established with the

20 subscriber's new OLS choice, as shown in FIG. 5.
FIG. 7 shows a block diagram of ATU-R 1 of the

present invention. POTS filter 22 has input
connections 23 connected to TWP 5, and has output
connections 25 connected to telephone 24. Line

25 interface unit 40 has inputs from central office 33
over connection TWP 5, and inputs from ADSL line
driver 41 over connections 42. Line interface unit 40
has analog outputs to ADSL analog-digital converter 43
over connections 48. ADSL analog-digital converter 43

30 also has analog outputs to ADSL line driver 41 over
connections 55. ADSL analog-digital converter 43 is

further connected to ADSL digital signal processor
(DSP) 44 over data and control bus 45. ADSL DSP 44 is

et = SO 1o
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connections 25 connected to tel ephone 24. Line 25 interface unit 40 has
.inputs fromcentral office 33 over connection TWP 5, and inputs from
ADSL |ine driver 41 over connections 42. Line interface unit 40

has anal ogf @Kt Pet Scdinddifba abG| @SnEh&l [ FHoSOSNEF 186 der dataver
connections 48. ADSL anal og-digital converter 43 30 also has anal og

out put s t ocebstctioms d47 verARIL 2P 44 and orPRLIPbrBreGesAPB 46

I di gi t al t 43 furth t to ADSL digital si I
o acossor 26 1ERR) CHREIER TS FOPLERLrBNO DL 4CALAPSL DSP 44 16 | o

further CO@BEﬁéEQe&OtSQBﬁéoklQ&ﬁ&eﬁfgéh4§eﬁdﬁﬁ 68t 8nd DREMNNECtions 47.

ADSL DSP 44 and control processor are ‘al so connected over control
bus 51.5 Al semory SEonn@cmEﬁolob@msSSlcarelééadataeandyaédraad DRAM 5 nenory

53. Control bus 51, carries ffta and address formation as well as
control si gRBPEMARALPR; 2poYell as eprbret %agpglﬁonn%e%téa P8Tbus 51 through

repeat er/ prepescer 5@t £sfacenéétedetobbss631 dMkbugh port repeater 54
is further connected to Ethernet 10 network interface/repeater interface

unit 56 ov§¢P93§er/Pr@6ﬁﬁ%@¥lbﬁtgﬂfagﬁhéﬁn@Yﬁrebéﬁté7 i nMBiEdce unit 56 is
further conne 0, caontyol ocessar _46_o9v conpection 58.

Buf fers 59°3F %ﬁ%%%?sdgé 1ﬁuf?¥€%%Ftconne?g%gaﬁgrEggesgg connections 60.
Buf f erig 59natRoR Eﬁﬁé@ﬁ&éé/i’@;{:ééﬁéﬁr1ﬁﬂérﬁabéeuﬁ&€n§306%‘: Bakts 61

over 4-lead connections 62. Filter and pul se transforner units 61 are

connect ed oeBnedtiends7. Ethennetfrepeaeeroinbapﬁabagudéti5§sis.
20 Mo ClO%Erggegrgghgggtedt£g12gn gf processor 46 over bus
connection 58. Buffers 59 are connected to multi-port
repeater 54 over connections 60. Buffers 59 are
15 connected to filter and pulse transformer units 61
over 4-lead connections 62. Filter and pulse
transformer units 61 are connected over 4-lead
connections 3 to computing devices 2.
20 MHz clock 63 provides a timing signal to
20 multiport repeater 54 over connection 69. 5 MHz clock
64 is derived from 20 MHz clock 63 over connection 70
and provides a timing signal to processor 46 over
connection 68. 34.56 MHz clock 65 provides a timing

signal to ADSL DSP 44 over connection 49.

25 In the preferred embodiment of the present
invention, ATU-R 1 is implemented as the remote

terminal end of an ADSL loop that provides a nominal
downstream data rate of 1.6 Mbs and an upstream data
rate of 72 Kbs, with an optional speed of 2.01 Mbs

30 downstream and 130 Kbs upstream, using Carrierless
Amplitude and Phase modulation (CAP) technology. The

user interface consists of a 4-port 10BASE-T Ethernet
hub.
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20 mul tiport repeater 54 over connection 69. 5 MHz cl ock 64 is derived

.from 20 MHz cl ock 63 over connection 70 and provides a timng signal to
processor 46 over connection 68. 34.56 MHz clock 65 provides a timng
signal to ADSL DR Pr&Ulst 149 49 preferably |4 NdordR] erred

enbodi nent of the present I nvention, "ATU-R 1 i's inplenmented as the

renot e terde In MCEARNIF0 ani AAfdirdaegsathatwipralyipiesvide®ni nal
d t f o okes 72 Kbs,
ownst ream dald e pﬁr%%ﬁz%@ﬁé%%bﬁ%é@%%@et, HBE Sl S

wi th an optional™ speed | ; wnstream and, 130 Kbs upstream

usi ng Carri égy@hronoygfigrifde IGTH I2Hbs EFritRh bt3dni By URtechnol ogy. The
usisr9 intgrfmmi&t,slm arly npirrﬁa%(g} ﬁ@ﬁ;&fﬂ hﬁml?\% hub. del

- - . ntro rqcessor is prefera torola node
VCBBENG60. i BHSSTERENE ok \HHA 4 ARPETat OR dth ot JErUEY al suppor t
for Ethernetis Hhidinch Mot@asyle hpulsinits tSisn AtMCESEN®S) @3adwel | as
interrupt 5 cantroller, DVA and tinmer support. ailed i pformation on
t he use amjiﬁkﬁ%ﬁ?ﬁﬁé(ﬁOWWH¥3?ﬁEﬁﬁR§ ég&¥%?i*?£ﬁﬁ??¥l%k%?ﬂ%ﬁg.publication
"MC68EN360 @uadl related quulal srhtGoyaaini cati ons Control | er User's Mnual "
and rel ated publigati Th | pck, for _proces 46, | erived
from ZoilP/Hz cﬁ‘(?)eck .k %%o Jlﬁ\/l-%r%cf%sc{o%f{sl%i‘ii/ellg%‘ae?oég&f{/l—go t%ﬂg

provide a 5Q9% stk Yeycl 20 Qlpg ke Bdck 6P DEeSERIdd to 5 MHz tdhe MCEBEN360
can provide up to eight chip selects. CSO is the boot chip select and

is used on IBrowsia .a|f0% dunmetlrl ¢lodk &b teprgcePsonddé. configured
for an 8-bit port,,r : two wait . states and 512k bytes. The ot her
configured chip I8¢ gﬁ%ﬁ@%ﬂ e‘?albélr%‘()hq'l%c’f‘%g"? oefﬂl\tfvl% *Pconfigured for

a 32-bit porgeleatzl/ vESQ eis ditee iedt stlaie, seFdt dmdtif2Oupedeompde and 1M
byt es; 3 couect e : QE%‘? 44, | ded O n 8-bit port,
read/vw?tge, one Wwai '?Ié Oléb\s at'e a%%él%cbe%%%qg%%séo%%%ct ed to

mul ti-port confiperddrfdd,an BH¥biuresrt prread obly, powd  watad/ wite, 3

wai t states @@&elg al?ﬁ/é e§12kA|1|3y€§ép S‘ﬁllee Cééhglt ec:onfigured chip
selects are: CS1 connected to DRAM 53, configured for

a 32-bit port, read/write, one wait state, DRAM, fast
20 page mode and 1M bytes; CS3 connected to ADSL DSP 44,

configured for an 8-bit port, read/write, one wait
state and 16 bytes; and CS4 connected to multi-port
repeater 54, configured for an 8-bit port, read/write,

3 wait states and 16 bytes. All chip selects are
25 programmed for intermnal DSACK generation.

Serial communication controller (SCC) “1” of the
MC68EN360 processor is used as the Ethernet network
interface controller. This SCC is the only one that
can be used as a 10 Mbps Ethernet network interface

30 controller because this SCC is the only one that has
receive and transmit FIFOs that are 32 bytes deep, and
thus able to operate at the required high data rate.
SCCl preferably is programmed for the Ethernet mode of
operation as specified in “MC68360 Users Manual”, and

35 have control and data signals Transmit Clock, Receive
Clock, Transmit Data, Receive Data, Transmit Enable,
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25 programmed for internal DSACK generati on. Serial conmuni cation
.controller (SCC) "1" of the MC68EN360 processor is used as the Ethernet
net wor k interface controller. This SCCis the only one that can be

used as a lfbdDPfe HASSIEIaMSIORIKi & 10E! | aBRe SO §R€_,t15pglgfebecause this SCC
Is the only one, that has receive and transmt FIFGs that are 32 bytes

deep, and Car¥igd o PRRRHHEORtBat the required high data rate. SCC1

preferably is p r 0. p n as
specified in Nf%%%%m§€2%$§ %%nué#ib@éﬁfé%gpgﬁrv£sc%%??o o Qdata signal s
Transmit ORRAC medeite commapiekte TP¥eEnthe BPEL ¥&%%rveckﬁﬁ%$ Transni t
Enable, 5 for the transmltted and received dZfa-are pr&HeL&édebfnabl e and

Col l'i si on. Thes are carried o ection 58. SCC2 of
Che. MOBSENGERS pARehodlis; &6 e v ieravars hindsliohs T Bomidedat e over
the ADSL |i®&&C2 @mﬁeraﬁl?oistpmgrarmedtfeﬂ ahel HPLeimededafa are provi ded
by t he ADSL chip set WarL ey LS _pLovi ded. SCC2
preferably RS ?%b?ann%ds?%leh% Ftﬂ(:ﬁ%%gfgﬁksser%p@ AFon a3 speC|f|ed in
"MC68360 Uskave Moomttrd]l amd datahaignabstToanamilt dalackj gRatsifeansm t .

O ock, qRecesysgo §1§£§m1§7§§é£1£n55ﬁéc§§? Rﬁﬁééve fﬁ%ge Jﬁgﬁgig'gna's

are carried On chnnects Ons renor K array
provi ded foRre car¥iedgen ofonrne@wbersfdy .- MC6BEN360 processor 46. The

momory 52 15 corbEReBdWISER B2 L RofbER Gebbi ERREBERBothr ocossor 46

DRAM ”E”UrYSéérééeaoﬁ“§§§m@éieaféﬁYM@G@ENﬂG@ bPbcessoBX6Ut i PReOf firmuare
and storage of data. DRAM chip select CS1 is programmed for one wait

state, mhlchOQGraﬁﬂﬁmsombalnaeaubeadérspgqgaam tOnspdattecthe DRAM 53
requireg a f‘fééﬁsﬂngl\%%' 00p9f 51 Smbda -r5§' 15 BSNldePea toOknipe- G obal

Menory Regi ster 8EN360 process 46 are set to Ox17 to provide a
refresh perselleot CS0 4. MGE8EN260 procedlibti 4fort repeater 54 is

preferably a National Seni conduct or _nodel DP83955A Lite Repeater
| nterface CoPRRY| Repory| 33 kfodnl¥y3enbit r anea¥r Rrekied £aEt is .

used to proylde,fidnPOt! £ 1PReSFe TahlPs P8 A0 B 1akPa. DRAM chip

select CS1 is programmed for one wait state, which

20 allows for the use of standard 60ns devices. DRAM 53
requires a refresh period of 15.625us. Bits RCNT7-0
of the Global Memory Register of MC68EN360 processor
46 are set to 0x17 to provide a refresh period of
14.55us.

25 Multi-port repeater 54 is preferably a National
Semiconductor model DP83955A Lite Repeater Interface

Controller, also known by the trademark LERIC, that is
used to provide a 4-port 10BASE-T hub on ATU-R 1 to

which computing devices 2 connect over connections 3.

30 The LERIC fully implements the IEEE 802.3 repeater
specification. Detailed information on the
specifications, use and operation of the LERIC are
contained in the LERIC data sheet and application
notes.
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whi'ch conputing devices 2 connect over connections 3. 30 The LERIC fully
A nmplements the | EEE 802. 3 repeater specification. Detailed information
on the speci fications, use and operation of the LERIC are cont ai ned

in the LERIC da gsﬁggﬁga QO%RQEECQH&ngrts Eﬁ%@s ave integrated

-21- rovides six_ports that have integrated

10BASE- T t AABASE-FetyangceiNeds  f 6fr whieh, eyt arenused ingfd & nent .

Et her net / r ep@Ridment!. el Eatherbetysepehiter intemifakel B8l Gsspamsl on bus 57 to
generate Ethernet 5 drive signals over connection 58 for the enbedded

Et her net némfuerk LERIS expansaory buse57otoVoe8EN26€@ Ethegingtessor 46.

Buf fers_59 serve as driver chips to, allow.a egnent th of 100
neters.SThééﬁﬁﬁhﬁﬁgpglgrgvfﬁ 9 P@FEF&BFy@#DSEF YR&COR. Edd%ggter and pul se
transf or neErHairne t6 hetbiie igterdaddhemtPAinler of M@ENE¥e 10BASE-T

pul se transforners. The ADSL functions of ATUUR 1 of the preferred

enmbodi nent PHOSEHSOF &8 under |icense by a G obeSpan 15 Technol ogies, Inc.

(d obeSpan) Phgﬁﬁ&@@%&h i %f 'Fff%leetrAlsng rq:ly' R19%ky izs described in

G obeSpan I cation "Phase anscei ver Product
Desi gn Cui degnféeit Jeligthl 336.100 meters .ADShela8P ik fiexrspraadecr abl y a

A obeSpan 51D.2 T D L Qi taly S | Processor. The
STARLEgapenﬁ'%%féﬁsr%t%r}glgfoé%lalﬁ}@g?g’i b?rill%le%e a?)BS%ugi%% si gnal processing
functi ons drafEfcRmEr T tSTAR FRy be any alfsahehedmmamlfyace bet ween
MC68EN360 processar 4 d the ADSL cjrcuits through connections 47.

Det ai | s 2%" aiﬁx? t%%%?&‘ﬁ P[“hi% itrﬁaéﬁfé’éa‘%se descrigbed in AT&T ADSL
Desi gn Gui de." Thet @ifstd furfowimaid @f ATU-RILS of thwy qeheflerrechvai | able in

d obeSpan publication "1051DL2 STARLETT Data Sheet (Draft)", Jan. 1997.
ADSL anal offhegimant: frfeRzsvised angles diganpe; by 2 GLARESREN nodel T5257A
SLADE apal agedtir@lictiednn\vield.er (GlobeSPird PHAse0BY erAreraniIescHigs h

anal og-to- 4 g talnad s Ul dQA SOVEQ, 200 15 targeted
publication “Phase 3 T1l/El1 ADSL Transceiver Product
Design Guide, Rev 5.07, 1996.
ADSL DSP 44 is preferably a GlobeSpan model
20 1051DL2 STARLET DSL Digital Signal Processor. The
STARLET performs the digital subscriber line (DSL)
signal processing functions of ATU-R 1. The STARLET
is also the interface between MC6B8EN360 processor 46 -
and the ADSL circuits through connections 47. Details
25 of the timing of this interface are described in AT&T
ADSL Design Guide.” Detailed information for this
product is available in GlobeSpan publication “1051DL2
STARLETT Data Sheet (Draft)”, Jan. 1997.
ADSL analog-digital converter 43 is preferably a
30 GlobeSpan model T5257A SLADE analog-digital converter.
This a-d converter does both analog-to-digital and
digital-to-analog conversion, and is targeted
specifically for digital subscriber line applications.
Detailed information for this product is available in
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specifically for digital subscriber |ine applications. Det ai | ed
.information for this product is available in
-22 - G obeSpan publication "T5257A SLADE Dat a Sheet (Draft)",

Jan. 1997. g1obespan ?Q ilcaR8 off MMeR 54k ist ApEe Rtablghet El ant ec node
EL1501CM SLI DE ADSL ne Driver. This device 5 boosts the ADSL signals on

connect i ondDEREEd ", Jagyf i9i7%ent strength to transmit on the networ k.

Det ai | ed i nfor malpsN 19k et mﬁv@&odﬂctlg Pratidahhe i Elantdd antec 1995 New
Products Data Book." Line intérface uniit 40 conprises an isolation

10 transf omeogie IWELA 5916M SLIDE @DSIuiltine ddvieand (Tdds devildd ters, and is
mat cheds t 0 ROLSSf khlo®hnd?; digia1e orl MRl il lssoal so separates the

recei ve an transmt “si gnal onto connectlons 48 and 42 using a
st andar d i rgulfefieviteait @tx@fngftmyimr |ui"anstrmm lor2 thier erettvor¥b. 4-Wire interface.

cnorgy | nt SRS Teshd R ety St R Yogv At T S and o ¢
reduce hi gH‘Eﬁ@\m;rec 199;5DNewf rPe:(q:u&gmn&sDauu ®ddke “POTS circuit r;/. The act ual
20 circuit is SliB_[?l | Tiix l%\éf% anq&rl eqt aééﬁlptrgs(gsoba%s .leartjﬁ*g\r/vg?/er, t he

preferable performance paramet er s of
attenuadi ondaesF drit@sr Qith dtl@ctlori Q:AQﬁﬁ (atm Qﬁrﬂiﬂ BHss | ongi t udi nal

bal ance bet t fro t 000 nd better than 56 25
dB at 3400 ﬁ%‘;‘tqrﬁdpaﬂgﬂlrj‘é‘;&"ﬁ %%rﬁﬂ%’ r??z T 1M%ss than 2 dB
reduction ijhteWilzcd eesid a]ls@s é)af%tt'}féq ddb AR Jad@Sshd han 100 us

of group delay in the voice ban and | ess than 20 ns added delay to
ring trip deteechidnsidmal ontdlc@nr:cicomss #laosk 48 agiag &f Et her net

net wor k nterfacel/ repeater ,inter Th|s |nterface IS
descri bed |sr’f'af{?éf% éﬂ fch?rg‘Y 2-WIGHAYTEER- AT
LERI C PE-AEﬂMiﬂH(ﬂnﬁéﬁﬂaCe 1992. Ethernet/repeater I nterface 56

conpri ses 1001 ¢ latle 3 bl Aty 32 LIS e TS dlsk 71

perfornms a
voice band harmonic energy into the loop which would

affect the ADSL circuits, and to reduce high power
ADSL frequencies into the POTS circuitry. The actual
20 circuit is supplied by and proprietary to GlobeSpan.
However, the preferable performance parameters of low-
pass filter 22 are: attenuation less than 0.25 dB up

to 4000 Hz (voice band); longitudinal balance better
than 60 dB from 200 Hz to 1000 Hz, and better than 56

25 dB at 3400 Hz; loop DC resistance less than 20 ohms;
less than 2 dB reduction in 2WRL; less than 1 dB
reduction in 4WRL; less than 100 us of group delay in
the voice band; and less than 20 ms added delay to
ring trip detection.

30 FIG. 8 shows a block diagram of Ethernet network
interface/repeater interface 56. This interface is

described in National Semiconductor Corp. publication
“DP83956EB-AT LERIC PC-AT Adapter,” Nov. 1992.

Ethernet/repeater interface 56 comprises logic block

35 71 and tri-state buffer 72. Logic block 71 performs a
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-23 - | ogi cal OR of signals Activity on Any Port Excl uding Port N
.ANYXYN_ and Collision on Port N COLN_ over connections 73 and 74,
respectively, fromrepeater 54, and outputs signal Collision CLSN to

processor 4foQVed1l SR SPNEELSHADE zZét_ivL@gi&nbzlxﬂfkpaﬂntatﬁelwzﬁgves si gnal
I nter-LERI C_Enable | RE _over congﬁiélon 6 from @epeater 54 and

outputs an FA%ErY ANLETR ofndsCQ in on PRYH N CRllei 9%%Enabl e RENA over
connecti on donhéections PTPCE&SA0T4 46reapactteelyesfsognatpdatasnb4, Enabl e

TENA 10 over connection 78 from processor 46 and outputs an i nverted
versi on of 3BRAECHEPYFFnBionakneM LHEECRNELEN to RERFESEQEr 4R0RKEELi on 79 to

t 54 | d ; ' I ' ] I dt
i ive 5 eotBEl RIS Logiq BRoSkDTE o PRotPAREHEg e PR 18 "X on

connection 8dt@AdLERBOSHhALLEOLRE T GhteBNconnectPBAETEI 6po2, both from
processor 46, to signals Inter-LERI C dock IRC on connection 83 and
| nt er - LERI Crepeatent 54| Rpdoguepnbacenoangdrtedspersioal 9f Bamf £8

repeater 54.,Si S _Recei ye t on_connectiop.85 0, and Receive
O ook ROLK BhoREh ReeForeskt=Rle rpia Pvee a8ihellidR 12 M aor e
directly toppbg@sksr! BE, 0OBnd rec69PBECEiAaB3T2AASMRD BRaBOBNEENAON 84,
both to repeater 54. Signal ACKI on connection 80 drives enabl e
si gnal IEN ofebutbrneZRionnd8aksomdprocessogndb and outputs an

inverted version of same as signal Acknowledge Input
ACKI_ over connection 79 to repeater 54. The inverted

TENA signal on connection 80 is also used to drive
tri-state buffer 72 that gates signals Transmit Data
15 TX on connection 81 and Transmit Clock TCLK on
connection 82, both from processor 46, to signals
Inter-LERIC Clock IRC on connection 83 and Inter-LERIC
Data IRD on connection 84, respectively, both to
repeater 54. Signals Receive Data RX on connection 85
20 and Receive Clock RCLK on connection 86, both from
processor 46, are applied directly to signals IRC on
connection 83 and IRD on connection 84, both to
repeater 54. Signal ACKI_ on connection 80 drives
enable signal EN_ of buffer 72, and also drives signal
25 Activity on Port N ACTN_ on connection 89. 10Mhz
clock 87 drives signal Transmit Clock TCLK of
processor 46 over connection 88.
LERIC 54 treats the Ethernet network interface
controller of processor 46 as another LERIC when it is
30 connected to inter-LERIC bus 57. Use of the inter-

LERIC bus also eliminates the need for an
encoder/decoder to which the network interface

This Sheet Has Been Replaced




25 Activity on Port N ACTN on connection 89. 10Mhz cl ock 87 drives
.signal Transmt C ock TCLK of processor 46 over connection 88.
LERIC 54 treats the Ethernet network interface controll er of processor

4? aﬁ anot ket rien ustualls.z.ly %lerfe@t@act e@lﬁﬁ:é RS —m@axc bus 57. Use
of the inter- LER s.al.o elhimnates the n
encoder/degéﬁgptgy %Jaifqﬁﬁﬁﬁﬂ%}ﬂ e & bu e %2 3%

- 24 - used Q:QJ"'TcrdHt'r‘%{l 't‘heuﬁﬁléd:l%?{"&ﬁ“s%.@na@éme BritRddiy - LERI C
bus is bldlrectlonal tri-state u fer IS used to control the

direction &6 Signals Toansmidsfnable WNA FRaicommgamion ZfaRadsEmNA on
connect § on p{& LJULES 1 LYyl ‘é?fale'ﬁspl oS '%ﬁe%%ﬁ%@%@'on 80 to be

asserted, allow ng process Nat & Transm and Transm t

C ock TCLK aseaaisitClaldnswihly qv‘x@o%%stdr signadas Tridi=aigh Datfd ax 72 to LERIC
signals in nter-.LER over

d
connecti ontsang?,LIERl C“&ﬁ-‘d CéLA?C%CI&éLl?kCO%nﬁo&neg:tslﬁ&ﬁs &D%%@Dtébgr am of

repeat er/ prRGas SUrdulit Yuide5 2 HY LERYEd aﬁf‘alss intexl@EHided in
Nat i onal Sem conduct or Corp. publication DP83955A/ DP83956A LitE

Repeat er | ritlerdkadRCl BndCdmttrentHIHRIC Data TRIB.ovkor esmnteriERIsC 84 regi sters
I's made vi a Cﬁgt ol bus 67. This bus is also used to provi de data and
addr es$%in ‘on to off-chip LED di splay | atches during display

update cycles. pre Cnsgguantd %i1ddu -dsita:gxeanptgf‘ er 100 is placed between

repeater/processor interface 66. This interface is

described in National Semiconductor Corp. publication
“DP83955A/DP83956A LitE Repeater Interface
15 Controller,” Jul. 1993. Access to LERIC 54 registers

is made via control bus 67. This bus is also used to

provide data and address information to off-chip LED
display latches during display update cycles.
Consequently, tri-state buffer 100 is placed between

20 LERIC 54 and control bus 51. To access LERIC 54
registers, read/write signal R/W_ from processor 46 is
asserted on connection 101 to PAL 102 causing either
signal RD_ on connection 103 or signal WR_ on
connectioﬁ 104 to be asserted. LERIC 54 responds by

25 completing any display updates in process and
asserting buffer enable signal BUFEN_ on connection
105 to buffer 100. Data direction signal DIR_ on

connection 106 from PAL 102 to buffer 100 controls the
direction of data through buffer 100. Latch enable

30 signal STR_ on connection 107 to buffer 108 allows
data and address signals asserted on control bus §7

during a LERIC 54 display update cycle to be latched
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200 LERIC 54 and control bus 51. To access LERIC 54 regi sters,
.read/wite signal RFRW_from processor 46 is asserted on connection 101
to PAL 102 causing either signal RD_ on connection 103 or signal WR_on

connecti on ik M ATRNIVY Bl BEPdehll mrsp@Euls dvamile CARD eting any
di spl ay updates in process and asserting buffer enable signal BUFEN on
connect i on displians qigrdiftsovEgD capgertdiareckd%n signal DIR_ on

connection 106 from PAL ,102 t f 100 controls t i on of
data t hrough buf# r %tll_oéic en‘é{)ﬁe c?d" i gn’éﬁweésﬂ%]se AR onneergon 107 to
buffer 108 w4d G¥fin furtiiibrand ahl eSirHd Gl AaEsA i o e rol bus 67

during LE C5 sp cleto be | at ched
C25. P AT e dTe HESARETI RS D display

circuits ovm:mmmmrs IADSL (Bigital signdh mperedsan, 4ATWABBIL can be viewed

as supporting two, main functions. The first main function is that 5 of
an ADSL dataiegrdigitak gruverteomt iand ADSL deiieminteenrid - digit al

si gnal proc:ﬁsesogl% é4a funcﬂ:frﬁ%rpgléjﬁé]?et SLd&in ilS #nd ADSL |ine

driver 41 e Ssec marn functio processi ng of
Et her net |rﬁfdn¢m¢tbnlnﬁ¢rm¢felcmef ek E é&%mﬁemd ergedingRther net prot ocol

i's |aygped %tm@énéﬂ&otoc&aci@tﬁa Jid$ &wt%;%oafomm ses the HDLC
i nterface rocessor_46, the Ethernet |qﬂ§ ace pf rocessor 46,

mul ti - port P%‘E}é%ﬁér 5UR1§ NG IHQD | FREIPERL T 3% and the

vari ous enadf i pgpdedsst B8, e Etlediet| Digetthce POE rprocessor
IIlustrative of the ADSL data punp function, an anal og si gnal

cont ai ni ng ‘P@Tsmalq@mt CRRRRATSH 545 the $‘é@%¢ﬁ@@ebrﬁ%‘w‘e%@$on 5 from
ATU-C 4. P Sbfilte# 3 receives th|s¢ nalo gﬂ qur asses

voi ce- band JS?%]% 5 ?‘rb trekfeep‘ﬁ%]ﬂ]eoﬁ TR N 293, 1 n%

I nterfage 4&1@ﬁ§0tﬁf§3py@ﬁ t he anal og signal, passes t he ADSL- band
signals and sep nal s onto four wres.

t t
ADSL anal og- di gaig)tru‘gtra%’o‘%‘?e/g‘?e# e&‘%%%eﬁi‘?’i‘[egnﬁsll%pA I B3P og®8i gnal and

analog signal containing POTS and ADSL components is
received on connection 5 from ATU-C 4. POTS filter 22

receives this analog signal and passes voice-band

20 signals to telephone 24 over connection 25. Line
interface 40 also receives the analog signal, passes
the ADSL-band signals and separates the receive and

transmit signals onto four wires. ADSL analog-digital
converter 43 receives the ADSL analog signal and

25 converts the analog signal to a digitized signal.
ADSL digital signal processor 44 receives the

digitized signal, converts it to a serial digital data
stream and outputs the data stream over data
connections 47 to the HDLC controller interface of

30 control processor 46.
For signals originating with computing devices 2,

HDLC packets are transmitted to ADSL digital signal
processor 44 over connections 47. These packets are

converted to a digitized ADSL signal and transmitted
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25 ‘converts the analog signal to a digitized signal. ADSL digital
signal processor 44 receives the digitized signal, converts it to a
serial digital data stream and out puts the data stream over data.
connecti ons 47 t_.he -HDLC, cont.r-ol | face C.0 | processor 46.
For signal §:°0|}}ligél}"naatr}anlg°%\7|%1§012éc)arrlpu oﬁﬁ’gé ee\?]i[ c%g' 2%3’)@ it chg ackets are
transm ttedifii ARSleshwdtdr SiPEdnvert PHrelee g1 iz €y eKDSHNNECt i ons 47.
These packets are converted to a digitized ADSL sjignal and transmitted
- 26- gigmaisitaran apakeg tene :C(ﬁﬁféc? ttehe Analgs sigRabgto di gi t al
converter 4h@onveld Jifiredidl e ASLis craanatcd® €9 BHaéog one, send
the anal og signal to ADSL |ine driver 41 where it is transmtted to
line 55 i ntrerdmiaceltGrahdubuinnnte hehe viiwistedgpait ot ATALE-G. 4.
Illustrative of the packef processin nd Et hernet fuynction of ATU-R 1,
the data flow fofld EFat1V$1ﬁ£t§Qﬁl %ﬁ%@@f?ﬁ??ﬁ%ﬁl¥ﬁ1§? ackets are

recei ved byEtherhnde fHidst tomtisHIATT-R L erike edafa cOhdwofoprohessor 46 10
and are made available to the Ethernet interface of control processor
46 wher e t heynghiomskams ciellews. HEL Qe packEe steqht¥ad BPYer net
packets arecpasEStc contfolld# i tPOEFEAEPESE etoRbrdl 9HEBeELBEr #6t / r epeat er
interface 56. Multi-port repeater 54 then broadcasts 15 the Ethernet
packet 100 aand canpunade afevilalle teethe EthermettinherBacet@brnet data
originatin LN LEES o} ' th in reverse.
Et her net dg%%£§¥%%ngfﬁgﬁgﬁé#ngsgg%%%% Eg?%a%£?258§gh§%§gP§%gaby mul ti-port
repeat er S54Etlehmel@dsasihet®. al Th@fe Bthernevnpatkaysdarvecpased I n
the preferr [ , .o, O froma

conput i ng d€€i§€P§95§g%éoE%§§%€é£ 944%hg§ﬁ%%sE§%Q?%€g??ggggﬁﬁrprocessor 46.
Processor 4fnterfdb@nseonPRiPsitperteséposateépnsadgrhensbiroatibaspacket 25

against a list of |earned conputing device 2 addresses
15 the Ethernet packet to all computing devices 2 over

connections 3. Ethernet data originating from

computing devices 2 follows this same path in reverse.

Ethernet data from a computing device 2 that is

received by multi-port repeater 54 is broadcast to all
20 other computing devices 2.

In the preferred embodiment, reception of an
Ethernet packet from a computing device 2 by processor

46 causes an interrupt in processor 46. Processor 46

then compares the destination address in the packet
25 against a list of learned computing device 2 addresses

and does not pass packets that are addressed from one
computing device 2 to another. These packets are sent

to their destinations via the hub function of multi-
port repeater 54. Packets from a computing device 2

30 with a broadcast destination are also discarded, with
two exceptions: address resolution messages and DHCP
messages. These are transmitted to ATU-C 4 for

processing. Packets with destination addresses other

—-26- This Sheet Has Been Replaced




and does not pass packets that are addressed from one conputing device
.2 to another. These packets are sent to their destinations via the hub
function of nulti- port repeater 54. Packets froma conputing device 2

30 with adyePdtRHe ERUNdEH Fhal Rt MBdahbd tdre t wo
exceptions:_ address. resaol ut |Con4= gssa es and DHCP messages. These are

transm t t ed F3FAGL LR AFU- SRS Pket s with destination

addresses other grhernet and HDLC packets accepted by prdcessor t han
t hose found in the renote address table are forwarded to ATU-C 4 for

processi ng.46 are handiehpmdera RFNAD RIS det e PP ocessor 46
are handl eq, upder; pr n1 qptrol in the manner 5 shown in FIGS. 2-6.

In the preferred ebo ATU-R 1 is kept deliberately sinple to
avoi d the expensa d:‘hearprefem;%i anbedigentem AR ek wot kentack. These

nodul es are co rned, H dat a transpo t. An internal 10
protocol | SURF ag:egé’mﬁ}ﬁ‘&?:]aetnat d"ﬁfc?]o# q-Tl?ﬁ ST O ot 'a 3het ween ATU-R 1 and
ATU-C 4. Thipemtaimee|sistame andeietwotiDlsT ddlnk UBheme rmesbrless a4 sour ce

and destin agram of .
ATU-C 4 ofaé e ljg-l pr?s;tcek entlto}h dﬁ'g%q%&%6 I'S connectéeijd to TWP

5 over l@onmxatasml 48 uaﬁﬂiitt‘ep ARGt giner infogwminken i on 29. Line
interface Widwehl ATy-G0MeHERTU-C 19, TWhH S asithA1as) adied 98 aiiPuts to ADSL
anal og-digital converter 115 over connections 116. ADSL anal og- 20

di gital corBRd erinkl lusiirg Yeserred MAOE@utee tand\RBtstinatiome driver 113
over connecidPissdey. ADSL |ine driver also has outputs to line

interface unit 111 over connections 114. ADSL anal og-digital converter

115 is further C%Trﬁledt%oﬁllwsbﬁ&bw 1dingran oftATEMd £5°f cdtrol bus 1109.
ADSL 1 ri onnect ro e85 er control
bus 12;E é%ié%gku Nﬁ%%d con ptr%xcccegs%solfé %Qaere a#st}ogg%ﬁect ed over

data bus 12l.ovA5 cetuect ik tzn,daéredtw veilc@ryitch figsdvaenory 123 and
DRAM nenory 124. Control
connection 29. Line interface unit 111 is connected

to TWP 5 and has analog outputs to ADSL analog-digital
converter 115 over connections 116. ADSL analog-

20 digital converter 115 also has analog outputs to ADSL
line driver 113 over connections 117. ADSL line
driver also has outputs to line interface unit 111
over connections 114. ADSL analog-digital converter
115 is further connected to ADSL DSP 118 over data and

25 control bus 119. ADSL DSP 118 is further connected to
control processor 120 over control bus 122. ADSL DSP
118 and control processor 120 are also connected over
data bus 121. Also connected to data bus 121 are
flash memory 123 and DRAM memory 124. Control

30 processor 120 is further connected to Ethernet
interface 125 over connection 126. Ethernet interface
125 is further connected to filter and pulse

transformer 127 over connections 128. Filter and

_27_mmwmﬂwm
heet Has Been Replaced

T



30 " processor 120 is further connected to Ethernet I nterface 125 over

connection 126. Ethernet interface 125 is further connected to filter
and pul se transforner 127 over connections 128. Filter and

- 28 - U s& Ef&ﬁé%&fﬂ@f 127 1@ connested to 10BASE-T concent r at or
6 over connections 7. MHz clock 129 provides a timng signal to

Et her net intenéenEraESr 3 QVErcConneQBiOns derived 5 from 20 MHz clock 129
over connection 132 and proyv tim signal pracessor 133.
34.56 Mz cl ock 284MHz CEPG% ggg Br?"f'ﬁgﬁa §i§%‘§fn§oggﬁggloé 118.

In the prefgrhed,epbofiaerhoal 168 PECRRA clockl 138NEE0BerATRAC 4 i s

I npl ement ed " as Re centra 0 office end of an ADSL | ocop that provides a

nom nal 5 feéewnabr MAX dabekr aRe ofret. GoNhecamdnah3apsndeawpﬂaﬁés rate
of 72 Kbs, with an optional speed of 2.01 Mos doywnstr an 130 Kbs
upst r eam uguﬁgmeng ﬁé@ﬁﬁélé@yproceSSOr 183nt r 3f - pPo 58ﬁ°f P&
preferably a_Mt.aral a el gggéE 6 C rqeg@ssor, which provides

i nt egrated SEP’&%@FaF &38%% t tggrﬁggh Cgand asynchronous
serial devices, ag ‘Wl p%éfb&&%ﬂr@mbodlme@ﬁnbfotherprBMhn&nd timer support.

The pSGCs , nultltaskl ratin stem tion is 20 d
on processorlnl’f@tt@nsu@ﬂ%r%o ort&u ﬁ%nﬁf%‘ g agntt%% e q%la TCiDI | P stjzgk
Det ai | eqdlyi nf@ratatd QR OR Bg WL, lood ¢ HaRehFdvaldedl a hicﬁnlﬁfa(ldUCt is found

in Mdtorol a publ i cation "MC68EN360 te rate Cb j,cations
Control | er Gsamstngaiusdacasf@tech dd %asi @ﬁ‘{a p?%‘ a’ﬁ?e clock for

the MCG8EN3GQHY @FeSROKDsS @Aty eth opt:fam Z@ehddzocﬁ cmmlzgas 20 MHz clock
b ocesser  i5fnistrean L5 AP B HGIR A (G 6 g 1o
processor 1 can gr ovi up to el ght_ ¢
Control processor 120 is preferably a Motoro a
15 model MC68EN360 microprocessor, which provides
integrated peripheral support for Ethernet, HDLC and
asynchronous serial devices, as well as interrupt
controller, DMA and timer support. The pSOS
multitasking operating system with the pNA option is
20 used on processor 120 to support concurrent operations

and a TCP/IP stack. Detailed information on the use
and operation of this product is found in Motorola
publication “MC68EN360 QUad Integrated Communications
Controller User's Manual” and related publications.
25 The clock for the MC68EN360 processor is derived
from 20 MHz clock 129. 20 MHz clock 129 is divided to

5 MHz to provide a 50% duty cycle clock 131 to
processor 120.

The MC68EN360 can provide up to eight chip
30 selects. CSO0 is the boot chip select and is used on
reset. It is connected to flash memory 123 and

configured for an 8-bit port, read-only, two wait

states and 512k bytes. The other configured chip

selects are: CS1 connected to DRAM 124, configured for
35 a 32-bit port, read/write, one wait state, DRAM, fast
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30 selects. CSOis the boot chip select and is used on reset. It is

.connected to flash nmenory 123 and configured for an 8-bit port,
read-only, two wait states and 512k bytes. The other configured chip
sel ects are; a@%ln@a%n%‘h‘de(ilvi V b @ fdaieRE dPreSams3dbdp t port,
read/ write, wai t stat M fa%t. . :

This is thelﬁgbl an 8-bit port, read/write, one -20.
page node ar;gﬁMslaétt§,arﬁlq_6C§§,t(égmect ed to ADSL DSP 118, configured
for an 8-bit port, read/wite, “one wait state and 16 bytes.

SOCL of the MOBSEEH0 afs tihse MORBENAS Ocriforusind B5 (iR FAASAISE Thi s SCC | s
t he onl y50nQ:drita;Tol(1@1' be Tiged scC ias tthel Griipsord hatawetcaoid alded because

this SCC is e that ha eive and tr sn1t FOs t hat
e 35 byt et Mipe it A FSd VRE tadc 5RO Gt
rate. SCCl polef e:rdlyi yres that preegnaaneeiord aind hersfidwirn B IF@leclodt oper ati on

, and data
glsgnal ss'lll)'(raglnarsxlrﬁegéd %gﬁg%@g, \'}J:a"rg e\ﬁ'{gua‘iblel'r ans%t anét{ cI%J'ecel ve Dat a,

Transmit Endsarimédigh datErafie afQolpyefssablihds® si gnal's are

carriedign oM 11U} 3o Ethernet r&‘@&f MEBJENGH0 is used in
t he HDLC npde to communi cate over the ADSL Ilnk Cl ocks for the

transmitted SRRFIEES vign “HH6834% tbﬁmd'&pw thanbdiave centrpket . No
har dwar e hangshadettd Ssilfrliflet-ansaid 20 odk s ve iGLawogr aned for the

HDLC node of er. tlon s specified in " IVC6.83 ers nual ", and
have controITW“Hg:t zPaasFlagn esceﬁvﬁéﬁrta ?%l llfvfa%%*( € Transmt
Dat a and RemmahidXEnd Chidsies imimgnal Bhese smgna%sramnic&rnnmﬁemmlon 122. 25
Fl ash rrggo %gjz?é[(' array provided for storage of firmmare for
MC68ENS3 processor he | ower 64K contains a | oader programto
updat e t he Flscde igfgthe MCESENES®Iys Qdséd OIS tEDLE onsdé pto  sel ect
CSO0 of the MZB8EN360 [0CeSS 124 is a 1M array

. . _.DRA
provi ded for®CMURSGRNR i DT of rrf? }gﬁill‘el’arﬂﬁ st Qa‘ggsr OYat3 DRAM chip

transmitted and received data are provided by the ADSL
chip set. No hardware handshake is provided. SCC2

20 preferably is programmed for the HDLC mode of
operation as specified in “MC68360 Users Manual”, and
have control and data signals Transmit Clock, Receive
Clock, Transmit Data and Receive Data. These signals
are carried on connection 122,

25 Flash memory 123 is a 512K array provided for
storage of firmware for MC68EN360 processor 120. The
lower 64K contains a loader program to update the
Flash image. Flash memory 52 is connected to chip

select CSO0 of the MC68EN360 processor.

30 DRAM memory 124 is a 1M array provided for
execution of firmware and storage of data. DRAM chip
select CS1 is preferably programmed for one wait
state, which allows for the use of standard 60ns

devices. DRAM 124 requires a refresh period of

35 15.625us. Bits RCNT7-0 of the Global Memory Register
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select CS1 is preferably programmed for one wait
.for the use of standard 60ns devi ces. DRAM 124 requires a refresh

period of
-30 -

35 15.625us. Bits RCNT7-0 of the A obal Menory Regi ster
off e MEESHNESD g ceasser afe sef to 17 to provide

state, which all ows

a

refresh perlgg @f %?.95us. Et hernet interface 125 is preferably a

Mbt or ol a

a

Iﬁ%@l%%l%f éh%a%%‘é% Et hernet Interface 5 Transcei ver.
The MC68160FB prEsheaioset hintidfgie TL25 is \wixekergaly & Metdéwelato the

network. It provides a Iuelegs interface. to the Ethernet controller of
Bk B

MC68EN360
avai | abke

gF 76 SR FiFnhange
| Tie i ¢ D et 00 CTHIER MNICAESARD/ thi-otDdé &nthiaen CeOBAS BT net

HRT O Hrriaes MC68160FB i s

Transcei ver, ", 1995. . . ' P ansfor is matched to
VP81 60FB. EFRTET Bae. ke hnd Yo s M Sl ADPLE BRI & 0 TE e
transf or rergluslesstmedface to tiEhEvhednet heenerollensegi ver. "

The ADSL f

under |icense

y a G Span echnol ogl es, Inc.

15

‘Nk%éﬁﬁﬁ%dﬁ%fggéééérOizﬁﬁe 5@fgfié§dinform%%?%ﬁgggghgﬁ%ﬁag;ogigzg

ADSL chip MCeé8B60FHEhls avaplalsleidndescordka docGhehePaes160/publication
1 ADSL ., Transcei v Pr oduct 20,, jgn Guide, Rev 5.0", 1996.
18‘%}%""%‘?%‘?&5‘2’6‘?’9"%‘: g%%%%’ﬁ%h"%deltﬁég * 1051DL2 STARLET DSL

"Phase % I

ADSL DS

Digital Signal

i ne (DSL)
al so the i
circuits t
descri bed

15

20

25

30

35

Prbless cand Tielse tHEAKREETmeer127 nksthatdhgdttabd subscri ber

si gnal _processing functions_of ATU-C 4. The, STARLET 25 is
e P e OFB FHREMRECBERSEEABR 0t #SsorA 1205t of sHitRREeADSL

I‘t‘]Enhanced Ethernet Transceiver.”

The ADSL functions of ATU-C 4 of the preferred
embodiment are prdvided under license by a GlobeSpan
Technologies, Inc. (GlobeSpan) Phase 3 CAP ADSL chip
set. This chip set is described in GlobeSpan
publication “Phase 3 T1/El ADSL Transceiver Product
Design Guide, Rev 5.0%, 1996.

ADSL DSP 118 is preferably a GlobeSpan model
1051DL2 STARLET DSL Digital Signal Processor. The
STARLET performs the digital subscriber line (DSL)
signal processing functions of ATU-C 4. The STARLET

is also the interface between MC68EN360 processor 120
and the ADSL circuits through bus 121. Details of the

timing of this interface are described in “AT&T ADSL
Design Guide.” Detailed information for this product
is available in GlobeSpan publication “1051DL2
STARLETT Data Sheet (Draft)”, Jan. 1997.

ADSL analog-digital converter 115 is preferably a

GlobeSpan model T5257A SLADE analog-digital converter.
This a-d converter does both analog-to-digital and
digital-to-analog conversion, and is targeted
specifically for digital subscriber line applications.

e Py Disa 1201 s DL PkhSsFmbDE 15 cohtdlRGaokathi s interface are
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Design Guide." Detailed information for this product Is available in
. 3 obeSpan publication "1051DL2 30 STARLETT Data Sheet (Draft)", Jan. 1997.
ADSL anal og-digital converter 115 is preferably a G obeSpan nodel

TS257A SL%@%&%:@EM@&&:?“H@NQ{E rodlks fs hrLvasierigoes both
anal og-t o- dlq?tal and gital -to-ana g conver5|on and Is targeted 35

speci fi cal 3P %§P§H(F%Qﬂ1%ﬁkkﬁﬁl5552$T%e5 iRa%3 othe

-31- (Deifd) ed ybfor{@gyon for this product is avallable i n
d obeSpan publlcatlon "T525/A SLADE Dat a Sheet (Draft)", Jan. 1997.
ADSL |ine dri velr\DflTisl%e eieenntl3 abs Preterably i FlaneH1CM SLI DE ADSL

Li ne Drlve‘{\o ﬁ§¥iéﬁ SL%%%S@E %ﬂg ﬁE?%%§tgnaf§l ?gg? gctlons 117 to

suff|C|ent s ren 0 broa ed informati on
on this prb@gats|shavhm$hb$egmaﬂs On"@¢@m¢©t1QQ©51$kmt¢woducts Dat a Book."
interface unit, 111 co ses an ol atj on transf or mer

10
wth prot cRUFEHOLERE P EFSRath Ta AT pReeast OF {BE 8tk o rmtched o POTS
filter 26.Détakled 1mfmrmaenenuumtthﬂa predusephs atesildele etmi ve and the

transmt S“ﬁfgﬁt$9;9%§§P@%ﬁﬁéﬁﬁé%éég-@#?%?% Hs»ng a 15 standard

I mpl ement atTon o 4-wre interface.

Passi i® Iom#pasblmeliete26a¢e u@hﬂilbﬂ tompeilses an igolaeidand har monic
energy into the af fect, thePQEEFE cuits, and to
reduce h|gﬁrﬁﬁﬁg?rﬁgrAﬁﬁihfPEﬁE%ﬁE?%% FhFout ey FRAPEPY. The act ual
circuit isfEsupersedahy ﬁsdm@tonedetaryoTs fibbebp2ae. Linglowever, the
preferabl e performance, paranmeters of | ow pass filter 26 are:

at t enuat i o FeEE2ER RNt DELY g0 Sep%ﬁaﬁeeothe reeetee panRd) Eheongi t udi nal

bal ance be&%éésﬁ %gﬂres s? f£8 gggl%%an 5%0%%%;¥14agg%g§téer t han 56

dB at 3400 ance €ss s than 2 dB

reductison éﬁaﬁma iﬁ@:seméﬁﬂaﬂldﬁ of arkBgbeidofetwofRe-wiesstdbhan 100 us
of group del ay_i he voice band; and | ess than 20 ns added delay to 30

ring trip géY%E%P%ﬂFer£ace
Passive low-pass filter 26 is required to reduce
voice band harmonic energy into the loop which would
affect the ADSL circuits, and to reduce high power
20 ADSL frequencies into the POTS circuitry. The actual
circuit is supplied by and proprietary to GlobeSpan.
However, the preferable performance parameters of low-
pass filter 26 are: attenuation less than 0.25 dB up

to 4000 Hz (wvoice band); longitudinal balance better
25 than 60 dB from 200 Hz to 1000 Hz, and better than 56
dB at 3400 Hz; loop DC resistance less than 20 ohms;
less than 2 dB reduction in 2WRL; less than 1 dB
reduction in 4WRL; less than 100 us of group delay in
the voice band; and less than 20 ms added delay to
30 1ring trip detection.
In operation, ATU-C 4 can be viewed as supporting
an ADSL data pump function and an HDLC and Ethernet

packet processing function in much the same manner as
ATU-R 1. The ADSL data pump function is virtually the

35 same in both ATU-C 4 and ATU-R 1. In the packet
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In operation, ATU-C 4 can be viewed as supporting an ADSL data punp

. function and an HDLC and Et her net packet processing function in much
t he sane manner as ATU-R 1. The ADSL data punp function is virtually
the 35 sanprbehat AgALHICEE haRtefTBuRctiohnothamdaekat, Ethernet
-32 - processing and Ethernet function of ATU C 4, Ethernet

packet s gepeckess begnemratEdhbynshe Brbefanes oﬂterfaGEOGébsor 120 are
transm ttegrb@:e%%éSEzB %%C‘E%h%h‘i'i:tgd t@ h @B ARH_ N Qlorlde@RS WL} On onto

WAN 10. As’in ATU-R Et hernet an pac ets accepted by processor
120 aré E@mdEedtha&etrpnsgﬁssuonnbmmb WANt 1@ .mase rins BOWR R in FIGS.
2- 6. C 4 captures pairs of source | P/ MAC addresses t hat

are in %ddﬂes@thégﬁpﬁtﬁﬁﬁ HRLGe PRSkgESc PECERLEE PY PEaRSHSOFy 18 i ce 2
activity ar&(}e]s gﬁhdlﬂédp‘%gélgrggﬁm[ con@qgﬁeﬁzg data n{a%n‘éﬁze%qoreman address

cache that as an proxy server to requests
coming frodWRIGED. 2ARP requests to addresses that are not in the

address cache angu gnar edpcel® phiirel BRUSHLE A b AP eRRBRdded he cache

are passed to Wil e the inventive system has been
parti cul ar lthat arshamna@dde&esmesbé@xudn|neqMQSUsﬂganhniuadlhy

exhausy jve g g Wely LA° 2 BKRILIRY Lo BRAR0gmadi et diggglpsed. It

wi |l be appar skille he ar flca |ons can be

nmade to addms@ caenl :usnuew df \aint ra@areé@owatdhw thaamallowecope and
spirit ther I S |ntended t _the sco t he i.nvention be

defi ned byAt e cI altr?s cﬁp?ﬁd?& aohwa: fr?p&'vteﬁeltro é:cﬁﬂl’&?aﬁtégnt S.

coming from WAN 10. ARP requests to addresses that

are not in the address cache are ignored, while
15 requests with addresses in the cache are passed to
ATU-R 1.

While the inventive system has been particularly
shown and described, it is not intended to be
exhaustive nor to limit the invention to the

20 embodiment disclosed. It will be apparent to those
skilled in the art that modifications can be made to
the present invention without departing from the scope
and spirit thereof. It is intended that the scope of
the invention be defined by the claims appended hereto

25 and their equivalents.
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- 33 - VWHAT IS CLAI MED | S: 1. A secure transm ssion system

for use in a w de area network (WAN) handling ne b |
accordance with a set of nessagi ng protocols that usimﬂﬂﬂgﬂmwluﬂm
addr essi ng yedve s CaIMEsh g source and 5 destination a 'S set

of nmessagi ng protocols supporting broadcast and uni cast addressing, and

one or nore service providers coupled to the WAN, each of sai d
servi ce provi ders. havisegruwra ct vansmiskliias ssysten for weeuir aransni ssion

system conpd gl 'edalchetwork a(*ﬂ@ﬁ?‘fﬂdﬂn%%@é%é Oc SR £1. YA one

or nore conpu |i§§ evices connected to salT anscei ver, each of said
conput i ng RSERIERFRVEEY a set Of EeRRIing PFRERFIES nEldkgeSeraffic in

accordance g pnetdik S dBSHRY | SEhOOt @6MbBis BA§hsOhirsdi gngonputing 15
devi ces having a nefwork_address; geans for aSSOC|at|£g each of
sai d co§put¢?é%lnat¥%%L% TRESRT k BlfIr st L Ve PSAFILRSPERFAREF vi ce |

provi der nesuwbdriality ascesdcset dand satl cashjad@passing, handngnsat or ed
associ ati ons_between sai d conmput i 20_devi gce_ne r dd escand sai d
Cor vy cal Lo JeE obe il e SPFRM 008 2o GENLS e S LHE a1 80R "8

n sse sald transcei ver being
oper at ed i nsakdpegrseice providerschaeingnk castwarksagdressdesaidi ne whet her

or not S 'gr@s§£§ﬁ§&iggiﬁ§a%2§??ﬁag?O piggngssoci ation having 25 the

source network address and t net wor k address of said
uni castOnessage, 2 SHEPRICL ERENFPURLPE tO SRRACHAN/ nessage i f said

associ ati on nmeansnéasr anSt€r €6mput 183G SQET dEESNcbANEOPedatd salidce network
addr ess and sai d desti ifn network a 2., A secure
0}

t dress. .
transni ssi on YETRHY BECoFAFALE 0521 CPY i?gfafYﬁg?sc8ﬁSF?E?ﬁg:

an aut hori zati trnassmierandupéedive mesdaydN\Ncraffic in gacdrdanaecei ver
oS, PSS ey R REERY e AL B CAER L LR TEBpRE AE L Ve o
15 devices having a network address;
means for associating each of said computing
device network addresses with one of said service
provider network addresses, said associating means
having stored associations between said computing
20 device network addresses and said service provider
network addresses; and
said transceiver being operated in response to a
received unicast message to determine whether or not
said association means has a stored association having
25 the source network address and the destination network
address of said unicast message, and to transmit said
unicast message if said association means has a stored
association having said source network address and
said destination network address.

2. A secure transmission system according to
claim 1, further comprising:
an authorization server coupled to said WAN;
said transceiver being responsive to a broadcast
5 address resolution message received from one of said
computing devices, to transmit said address resolution
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nmeéssage to said authorization server as a unicast me ﬂﬂ X

. said authorization server being responsive to 10 said ai Em""uuudml'”m,
nmessage to transmit a service provider selection screen to $aiﬂ s
conputing feykage to sdfl authorizatdbf 8ELPEE gat hodnsernwer being
responsive to a_ conpleted service provider selection screen received 15
from sai d E6F58EPRg device to enter an association bet ween sai d
conputi ng devi ceatdt aatkoaddaeisnaserserdbeingsekepbagiver toce provi der

net work. addr.ess _i al ociati a . A secure
ranor%e; 5AL8) aprestklsorucdERoheabagd I8 anenit o seryicel SO0
further coppeivider selectiongscrrenaktot saddceprputingt deydgeed to said WAN

and 5 andd renote transceiver unit coupled to said central
transceiver unit and havi ng said conputin%?devices .connected thereto.
4. A secure traf@ifsdshoxyzasirac 8srirsgPedng regpen®ive Wefei n said

central treadmpeered @oiriyiter phefrider @@MRCEIGH screen reckilviedst .
connun'éations intgrfa%aﬂ%pera%gd.to 5 rggelve nessaggsttron1and transmt
nessadL o™ §¢d <o ing device LosgOLRE EFnAFTCCAAdTE i nterface |
oper at ed t betweenesaiide compatjay devhcendetwarknaddressageas tsaisai d _
remote tragaeel¥el (a04ill provi Ry AUAlPLARRNY 16RPlR] pot veen said

first second conmunfcations interfaces. . A secure
transn ssi @FSOFIBEAFCRCEEABISAg t o claim4, wherein said first
comuni cations interface further conprises: an Et her net

I nterface coupl%d tqQ said control 5 processor; and )
. A secure transmission system according to

claimll, wherein said transceiver further comprises:
a central transceiver unit coupled to said WAN;
and
5 a remote transceiver unit coupled to said central
transceiver unit and having said computing devices
connected thereto.

4. A secure transmission system according to
claim 3, wherein said central transceiver unit further
comprises:

a first communications interface operated to

5 receive messages from and transmit messages onto said
WAN ;

a second communications interface operated to
receive messages from and transmit messages to said
remote transceiver; and

10 a control processor coupled between said first
and second communications interfaces.

5. A secure transmission system according to
claim 4, wherein said first communications interface
further comprises:

an Ethernet interface coupled to said control

5 processor; and e e
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, E?Eer net int erfa?ef i’ilnftle;a?ng\RKIl. se transtor mGar Xogglzﬁ?mmmmmgl‘u;ﬁﬂ*ﬂst em

according to claimb5, wherein said Ethernet interface furthe
conprises a 10BASE{T tErhemiehultee thacRformer couple@ LRSREH €

transm ssi on system according to cl ai,m 4, wherein said second
communi cat i%ﬂ?sdyi lnte%rﬁmandc&?dﬁ LN an ADSL interface

coupled to said control 5 processor; and aline interface unit
coupl ed between sai |.nter.f aggr | d et | ver.
8. A secure tranez'm' ?sécl)%n%?gfsttéjrﬁ%ascclc?%&%ﬁg . C)S%%m A r?ii{fﬁerei n said

control protesigors f whergin saich@iliesmet interfacegrfumtth@met control ler

coupl ed 10 Sfifl fddesla ToBAHIRBGRLAUS ditlidRee: and a HDLC
controller coupled to said secon conmruni cations interface.
9. A secure transm ssion systemaccording to claim3, wherein said

renote transcei ver Widedud tfansmi 536y i8S em accordiry fid st

conmuni cati ans, i nt erf.ace .operated to receive ssages fromand transmt
e agee t o S el H el dbnd dRRin A G S RN cht | one
i nterface dpertdtesd damprisesecei ve nessages fromand transnt nessages to

said - centralyd igieceinal el dholed £ SO Indigeessor coupl ed
an nter

bet ween said first second co ni cations i aces. 10.
A secur 8 t RIFAGAISIN &%t em according to claim9, wherein said first

comruni cations iptEidaCthtereddd Wisie Céﬁﬁif]ie%‘i%etween said ADSL
interface and said remote receiver.

8. A secure transmission system according to
claim 4, wherein said control processor further
comprises:

an Ethernet controller coupled to said first

5 communications interface; and

a HDLC controller coupled to said second

communications interface.

9. A secure transmission system according to
claim 3, wherein said remote transceiver unit further
comprises:

a first communications interface operated to

5 receive messages from and transmit messages to said
computing devices;

a second communications interface operated to
receive messages from and transmit messages to said
central transceiver; and

10 ' a control processor coupled between said first
and second communications interfaces.

10. A secure transmission system according to

claim 9, wherein said first communications interface
further comprises:
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- 36- an Ethernet interface coupled to said control 5 processor;
. and a plurality of filter and pul se transforners coupled to said
Ethernet interface, each of said filter and pulse transforners further
coupl ed to one an hadldl GOEUEFdE ARIERA] to said coddroR Secure
transm_ssi on system according to cl aim 10, wherein said Ethernet

i nt er f dce BERYGRIOLY/ Ahpri ses 'an Ethernet hub having a plurality of ports,
each of said ptglweilied 6O Dilred ed douldd eframsifGrmgnds se transforners.
12. A secure_ transm ssio stem.accar di to | aj wherein said

Et her net ic“rﬁlﬁlfea‘jc]e 9 Lﬁ%lh(gr%e%rb%rlr% rggi%BA%icﬁ' % hn%e%%%t hub.

13. A secufil termrsm geilee sysmsfiaousrsli fyrther cotpled Sfowreei n sai d

second corgpni iégﬁkdﬁﬁ f@Lf ceg fUrther conprises: an ADSL
i nterface coupled to “sal ontrcﬁ %’ processor; and a line
interface unit coupled between said ADSL interface and said central

tlraDSCSi ver. 11, A sé&;ré\lwﬁiéé?ék?@?éh&&ﬁ &ysbediagcosdi ng to
claim9, erein said confro ocessor further c ri ses: an
Et her net §€H%¥%H¥Qw éhﬁﬁﬁ%&l?%fééﬁéﬁ???%ﬁ EPE%H%%%?C&#P%%%rinterface; and
a HDLC contomptiges caupl Brhéxnestai uls csaniing a pshurabicptodnsornser f ace.
each of said ports coupled to one of said filter and
5 pulse transformers.

12. A secure transmission system according to
claim 11, wherein said Ethernet interface further
comprises a 10BASE-T Ethernet hub.

13. A secure transmission system according to
claim 9, wherein said second communications interface
further comprises:

an ADSL interface coupled to said control

5 processor; and

a line interface unit coupled between said ADSL

interface and said central transceiver.

14. A secure transmission system according to
claim 9, wherein said control processor further
comprises:

an Ethernet controller coupled to said first

5 communications interface; and

a HDLC controller coupled to said second

communications interface.
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