WO 2020/240321 PCT/IB2020/054516
1/15

e 151 151
153 —=="153 IR
-~ Block pointer 1s5g 152 154 >~
P e ~
/7 X 1 \
/
[ Gb [« || ™ || ™ [| Tx [| Tx ™ || ™ || Tx T || Tx /,352m)
\
/
M Block Bn-1 Block Bn Pool s
> . //
S~ o Blockchain _=F
SN T - — (maintained at each storing node) _ _ - —— : pad
o T —-=lnaintainedat cach s1oring Noce .
'd
N -
N -
N _
N _
101

N
Validate and ™
propagate

Nodes of P2P
network

Send 7xto be

propagated Internet

E =\ L. udEL\
%l/l%a 103b
Alice Bob

(payer) (payee)



WO 2020/240321

152

<

2/15

202 Tx, 201
A \
| [ B
AY

(\) TxID,

\ Input(s) Output(s) 203
Input UTXO, N
e Pointerto e Amount

previous 7x |e Locking
e |ndex of script
UTXO in locking to
previous 7x Alice
e Unlocking
script for
unlocking
from . 202
previous :
party
. Optional
. further UXTOs
Optional .
further inputs .

PCT/IB2020/054516

203
R
4 o 1)
\
TxID, [\)
Input(s) Output(s) \
Input UTXO, '
e Pointerto e Amount
Txy e Locking
e Index of script
UTX0y locking to
[within 7x,] Bob
e Unlocking
script for
/ unlocking
UTXO,from .
Alice :
. Optional
: further UXTOs
Optional
further inputs :

Transaction
from Alice to Bob

'

Validated by running: Alice’s
locking script (from output of 7xy),
together with Alice’s unlocking
script (as input to 7x;). This checks

that 7x; meets

the condition(s)

defined in Alice’s locking script.



WO 2020/240321

3/15

Side channel

Internet

PCT/IB2020/054516

101

103a 103b
Figure 4
401 404
TX] TXZ
y \ - A\
/ - Valid —
// | Protocol engine |—> Appllcat.u?n
,/ Tx; 7X; level dt?cmon

, Locking Unlocking engine

o // scripty ¢ script ri-—-- _i
/ . . ..
400 J 402/7/ Script Engine true/ 40561_:/ Mining :
false I
¢ ~ WA Forward ||
405F | |
\\\ 403 | Store !
AN 4055 | !
AN | Blockchain :
N I .

R 4051 _unction(s) |




WO 2020/240321

Zeroth transaction
(source transaction)

4/15

Figure 5

First transaction
(challenge transaction)

PCT/IB2020/054516

Second transaction
(proving transaction)

TXg TX], TX2
Output 0: Input 0: Output O Input O: Output O:
- Amount -Pointerto | - Amount - Pointerto |- Amount
- Locking Output 0 of |- locking Output O of |- Locking
script Txy, script Tx; script
locking to - Unlocking | (comprising - unlocking | locking to
Alice script r-puzzle) script Bob
(comprising
solution to
r-puzzle)
NN \ \ \
202, 203, 202, e
203, 202, 203,




PCT/IB2020/054516

WO 2020/240321

5/15

cl

L 0l 6 8 [

1

ol

b

¢l

O-=g+v

¥

V9 Ol

(g+v)-=0

wr o G 4 ff



PCT/IB2020/054516

WO 2020/240321

6/15

ds oid

aln|iey/sseoons

A

IS ¥08UD <« d|

(wnH A

|

UONEOULISA

ainjeubis .H
029

Q9 Old

s ]/]

NI

axy

709

009

gl

909

us9-y

/ Jojelaues

209

ainjeubis




WO 2020/240321

TX] TXZ
Locking Unlocking i
script 2027 LA script
20{1/ 2
r s, P
/\/?/2031 /\
y
, v
A) Compute: R = Hg;g (m)s t-G+r's7l-P
B) Check: [R], =71

7/15

Figure 7

Puzzle set by Alice 1033,
evaluated at node 104

PCT/IB2020/054516

Transaction comprising info

from Bob 103b




WO 2020/240321 PCT/IB2020/054516
8/15

Figure 8

Puzzle set by Alice 103a, Transaction comprising info
evaluated at node 104 from Bob 103b
TX] TXZ
Locking Unlocking i

script script

’ (I: S) "
r L P

_—-m

I) Check: r=r ',
) Compute: R = Hg,(m)s™* -G +rs™1-P

IIl) Check: [R], =T



WO 2020/240321 PCT/IB2020/054516
9/15

Figure 9

Puzzle set by Alice 1033, Transaction comprising info
evaluated at node 104 from Bob 103b
TX] TXZ
Locking Unlocking i

script script

h (T s);
P .

where A=H,,.(T")

1) Check: h=H) ) |
) Compute: R' = Hgy(m)s™ -G +rs™1-P
1) Check: [R],=r



WO 2020/240321
10/15

Figure 10

Puzzle set by Alice 1033,
evaluated at node 104

TX]

Locking
script

h ljoint

where Ajpine=Hpu (T’ |d”)

[) Check:

IIl) Check: [R],=r

PCT/IB2020/054516

Transaction comprising info
from Bob 103b

TXZ

script

(r, s);
a P

~

Unlocking B

'oint:Hpuz (T'”d) V
) Compute: R = Hgy,(m)s™ -G +rs 1P




WO 2020/240321 PCT/1B2020/054516
11/15
Figure 11
TXIZCC TXZHCC
[ |
d
L—11~1101
Data | |
fields < .
1104
\_
Destination account L~ _~1103a Destination account
address: AddrC (contract 1103~ 1A address: AddrC (contract
address) address)
Source account address: | _1102a Source account address:
AddrA (Alice) 1102b/2/ AddrB (Bob)
L1052 L (), fig
TXJZCC TXZZCC
402acc
\
Y) Modify
Y~ valid _
Protocol ld Contract 406
engine Engine
Account
400acc e state
401acc » Application 404
level decision
engine
Myl
| -
Minin |
405ﬁlr el
Forward ||
405{1:/ |
| Store |
4055 | '
| Blockchain :
I function(s) |
405 A ______




PCT/1IB2020/054516

WO 2020/240321

12/15

SWal 3els
om) doy Joj paxosyo sl aunjeusis

Adwsa

anJl

() = ([£g/9¢€ ] *B1s) 31240

9ISHIIHD dO

(8d){*B1s)

3OEIS 03
{4} ysnd pue (8is jo 1s04) s01 doiq

9ISHITHD dO dVMS dO A4I¥IATYNDT dO

) {[ze/9€ w] Brs)(*BisW %)

s91Aq €€ J0 g€ 8g JayId

[|IIM J B0UIS /€ 40 9E JBYYD 3] ||Im
Ya1ym Ut sa1Aq ([4 :¢]“b1s) =(4)us)|
1e 3|ds si (7 xopul

je 3uiyiels 3is) S0 03 puodas sy

9ISHITHD dO dYMS dO A4IMIATYNDI dO {4) dO¥a dO

([
/9€1*61s) {[££/9€ B]*B1s){*B1s)4d)

paddems aJe
32€3S 8y} UO Swia)l om} do} sy} pue
(815 Jo ¢ @3Aq 1e) Ul 23AQ T M|dS oL

9ISHIIHD dO dVMS dO AJI¥IATYNDI dO (1) dO¥A dO LITdS dO

{[¥ €] Brs{[ ] “Brs)(“B1sW%d)

€35 03 paysnd (T) Jueisuod
puUE POAOWSJ WYl SO 01 PUOIDS

SISNITHI dO dYMS dO

MIYIATIVNDI dO {4) d0¥A dO L11dS dO dYMS dO 111dS dO

T do ([:€]*B1sH“B1s)(%d)

(4)us| a40499 314
‘@1Aq pJiy3 ay3 3e 3ids (Sis) soL

DISHIIHD dO dVMS dO A4I¥IATVNDIT dO
{4) dOY¥A dO LITdS dO dVMS dO LI1dS dO T dO dIN dO

([ :]*brs)[g :]*Brs)(*BrsK )

3oe3s 01 paysnd (g)
Juelsuod pue pajed|dnp (8is) sol

DISHIIHD dO dVMS dO A4I¥IATYNDT dO
{4) dOYA dO LI1dS dO dVMS dO LITdS dO T dO dIN” dO 111dS dO

€ dO (*B15)(“B1s)(8d)

>oels 0}
paysnd sjueisuod 3d1as Suppojun

9ISHIIHD dO dYMS dO A4IMIATYNDI dO {4} dO¥A dO
LI1dS dO dVMS dO LIMdS dO T dO dIN” dO LI1dS dO € dO dNd dO

(“Brs)(8d)

pauIqwod
aJe A3y qndidiios pue 3i53dios

&

By

9ISNIIHD dO dVMS dO AJIIATYNDT dO (1) dO¥A dO LITdS dO
dYMS™dO LITdS dO T dO dIN™dO 111dS dO € dO dnNd™ do (*H1s)(4d)

€T onsl]

Adws

s
RS

SRR
g

N

e

T 9IN313

RN
e
Ass§aas

&
o
e
X

SR



PCT/IB2020/054516

WO 2020/240321

13/15

vl Old

saiunog uoIsijjo) yseH

7 [
[4]
AEE] — |
sﬂ. s by m\m
1N0O NI 1NO NI
X1l LXL

104"

[404"




PCT/IB2020/054516

WO 2020/240321

14/15

s
s snsvnsens
%
%
o,
y o
G4 b
L4 Grernery,
iy, * G 7
e 7 e
‘ K
7 P 4
H ; ;
P L Z A Il
5 s i B it
ad P ;
H vossosst
H
H
H
H
7
rrsrrssh
s
2
b g

P
% trsncssnd

A
B
%

N\
S

{

E Gpiverorsifppe
orr st g g

Grrsssrrsss

Sssssnnnnnnny

b

i

.15

FIG

7 “ sl

H Y

Gortpps -
S

svssenggsn
N
NS
3

FIG. 16



WO 2020/240321 PCT/IB2020/054516
15/15

R <
Y §
I N
I N
HE N N
M 3
LSS p.

‘ Wire Commitments ‘-—»‘ Wy w Com{wi e §

l\w««««««\«{w«««

{ ‘_ Challenge

&
ey

Challenge Openings » for aach
g
¥

FIG. 17



