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1 *159159* Encryption Systemfor Confidential Data
Transm ssion Field of Invention This invention
generally relates to data security within 3‘“ lmmmmm “ﬂl'““l
particular, it relates to a 5 system and m

for ensuring confldentlallty, integrity and valssgisgsy

of data during transm ssi o t hereof. Background The

ubi qui tous_ and s . greatly .
por eaddtteBRRRC S SR T omhe i JFBR Hitmibsiong i s
users to work, play and communi cate wi th one anot her
across the globe 24 hours a day and 7 days a week.
Iﬁdd@@bﬂhﬂﬁonﬁth its popularity as a commercia
. ities a ter et ha bec
his3Gentioh BTty AR Ealr et SRler e tehlita Foates o
systé @i d pRidedshfor| anb@inte borffi RHARTP Untapdity @haBialiliity ®F-data during
The general purpose conputer system denonstrates one
tranggpisgipre8erepil nerabilities as it readily carries out
both 15 instructions intended by the user, as well as
mal i ci ous instructions unintended by and unknown to
Backgy@urder. Perpetrators exploit the vulnerability of

conput er stenms with malicious software prograns
The ghidyitgus mya?caﬁenlré? dwigrnet,has geafly meqeﬁ%edéﬁan@%vmrbégveen people,

allowﬂg\?\l,gsr ﬁeggﬁ g@g%gﬁ# %ﬁ@%f n%?nf.lfflr %g;»?ﬁ? oaélaﬁ&hgp%ssatﬁe globe 24
hourspediat aminaldays dlvmekptTogedn’p sl 1tssp!qﬁmrnyasd1 mmmmm activities

wever in recent yea t here has been risjng tren

platigrm,  {hg \Igfeget b@snaﬂaeé?%&d ag a@wﬁ?ﬁ é%fgﬁty??ro cxbaeriminals who
1nterﬁ9ﬁ511§i%51glo?tl oh ThOTHRHPY e n%} @vﬁ'ﬁ@fabﬁﬁ‘ﬁ?s The general purpose

passwor d credit card numpers by recording
comguelys systdre slefnoosiratese ono op these vkhlytabdrtnts ag5t T&addwaan‘tdse)ut both
. .survey. of 5000 U S. adults, Gartner nc estinm
INStIERQNS; ‘H%t“ﬁ%d %2‘ e S ase‘ﬁ%‘f RY %Fﬂ‘rusz‘ﬁ@tﬁucnﬁﬁ%\ﬁ‘lr’y“@%ed by and
unk®Bwd 1cQRe &I i cans have fallen victimto bank account

fraud. The cost to banks and consuners is a

staggering US $2.4 billion in direct |osses, an
Perp%%r?t%)gsggx mtéjﬁl $%Pl%g%bﬁﬁgkgf %I)Ilnghte;r hs?lste% WPt%t mab8BE sofiware

programs such as Trojan horses, viruses, worms and spywares. These malicious software
programs, also known as malwares, have been typically designed to operationally disrupt
computer systems and networks. However in recent years, there has been a rising trend of
malwares being designed specifically to steal confidential information such as user names,

passwords and credit card numbers by recording keystrokes from the computer keyboard.

Through the survey of 5,000 U.S. adults, Gartner, Inc estimated that in the 12 months
ending April 2004, nearly 2 million Americans have fallen victim to bank account fraud.
The cost to banks and consumers is a staggering US $2.4 billion in direct losses, an
average of US $1,200 per victim. The two most common methods used to lift bank
account numbers, user names and passwords are keystroke recording and phishing scams.

Phishing is a means of fraudulently acquiring confidential information through deception,
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account nunbers, user nanmes and passwords are
keystroke recordi ng and phi shing scans. 30 Phishing is
a means of fraudulently acquiring confidentia

i nformati on through deception, * 000002 2 for
exanpl e, by masquerading as_.an official email or
website for requesting such?2 information. Ml ware

for SEAMIET By c{wf\'é E%gtas ”%?ﬁﬂléd ﬁg\%evér?%éﬁg{‘?&s ‘r'&ﬁ.x%sth% such

inbhmaﬁnthelr I|n1tat|ons. Nhlmares that are new and
unregi stered in the scanner's database or keystrokes
recordi ng functions enbedded in legitimte software
Mal@@r@l %ﬁﬁ’ﬁér@'ﬁl% RYmB&t ¢ &fm gelf‘sts@@oﬁnt@fnéa%ﬁ% §6 Stete fct and remove
Furthernore, since scanners are also so re
mal\aap'pd; i éhlwe(vns such mwsmc&sba\m dhefr dimitaionar ééalWarele thatbdre new and
even J nf ect ner s

unregigafb it G SHIPRT S ORgaPRPHOLH ROt CHgns aphedded in

legit@fiste RBTIINRY StRaGchskaYy hb@B@ dé@@@m@I H}gs&éﬁﬂérse Fughbhﬁ&e since
services relying on password | enges al one

mal@are [sernictsaare @tsoagodtwange amgr;tatlonm itne passitde tfor MeM¢9c)ﬂ0edlsable or

ever 881 BlaGerE et B e FOVIEY SRS af nleleD e bonppishing
scanisuhd NARBY ard Bk yétroke Yok diX@ devige/e” and 15 "Wat You

Are" principles, tfor exanple through the use of a
conbi nation of devices such as Smart Card, USB token,

Onlxgé%el'ar}eJﬁ@OxS fid"s %&F\g&rdag%leﬁ‘ dﬁéﬁ (§J h&thg‘rﬁ&%%n af@the most

vulnehibietd koydnake Iéhﬁtlrnngineﬁom g Sther Endfaﬁﬁ qu o‘ttthhﬁﬁ@ passwords
qutlons i ncur, n&lenent i on cost

Muljrcppdigignal avawnﬂ%gpnomsp en ther Yihalegoy Snpwst "‘W;hat AV iHqge” and
“WIRER L ¢G> ?43 p%(s),I f3F nil/’;ﬁ@'ihr@ﬁ’ﬁﬁ e SE BF Qé?lﬂﬁfnﬂqgn of dev1ces such

anki ng, easl I Ncur [Tons o ars
as Strart €snde USke taken,uOne-imeesssvordgemaratby andjwmstplecseﬁsom can be
t|f ation brin orth privacy issues. Snart .
deplg ?cﬂ e Gesiterd §ﬁ61 e@gﬁe‘épgrﬂw cStq P gi%rt ghigrtcomings.
Firsﬂ);rlttﬁ&‘é%ﬁlti%ﬁ@ Msout Bi g&%&ﬁl&héfntmﬂﬁmdsf Whiidhdis \Glfﬁéaitsfor FMBY online
[ these systens are not explicitly designed
servgp po justitindiOnlige sskrveees weith hdange user basey a8 heasf @rlmﬂmkmg, can

easi#ége}crl% énV\lﬁgil(l s%!f ?@%asr? iufs?{o 1tsshuaettheS s?egggt%'y[bkt heir information

Secondly, user-specific identification brings forth privacy issues. Smart cards, USB tokens
and especially biometrics system introduce means to uniquely identify individuals. Even if
these systems are not explicitly designed to support individual surveillance or law
enforcement, users will always fear that someday, their information may be exploited for
such purposes. Furthermore, once a biometric attribute has been compromised, it is lost
forever. Hence, subscribing to online service with fingerprinting is not recommended as
either the service providers can be compromised by cyber criminals or the providers

themselves can be fraudulent.
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such purposes. Furthernore, once a bionetric attribute

has been conpromi sed, it is |lost forever. Hence,

subscribing to online service with fingerprinting is

not recommended as either the service providers can

be conprom sed by cyber crlglnals or the providers

t hensel ves can be fraudul en 30 3 United States

t 6 0

Umtgﬁl ﬁ?ttg% {}%t grﬁgerséérg 76?0@5‘3?&1‘96%% st ?/erglﬁ Hee%d?l gmfa%j[us for
ensum&lg dmtﬁidemmlity fandmrit@ltjz afpddteringey froar d’lebycompﬁ&e rlstelylt‘)l@rd by

a, trusted ubsystem bet ween .t he keyboard and the
lnselat@mtréfrte%pé e%@syﬁi;ﬁéﬂ piEsh doe b%omaeduﬁ@f?\@ SOMEAr system.  The

trustgif gaﬁl%uﬁﬁgte?rﬂ gﬁ%ﬂ)tyb QRJ W ehE Qﬁ(crg[fﬁeo%a\hfgergw HMQH&E %%iﬁtgd as close

se 5 to olrce as possi decr ypt
to tlat sawree hs maksibjesandrrkicrmtﬁd Sulyhatetsd final- dastinatemcr $peti end-to-end

encrgglt%/nﬁgrt \?\gﬁggf ifgqge\ﬂéeléatg ?r{]ﬁé froﬁnpﬁqlgégén;gggfi 131% V\t/a%se dHowever
the BRSIMRAES ON tRE RAASHLSMProcd ﬁfaﬂ‘d@@ﬁnfn’é@ {RY %Oéﬂﬂé’dl usability of the
usability of the  invention is being overl ooked here.

mvem@onrtséaemmtlp@kﬁdému fies the use of either an
asynmetric or symmetric cryptographic technique for
encrypting confidential data input fromthe keyboard.

The Haveuoh, sgéeleerthe weestt et drhasymadibtrichét symmetric cryptographic
pt ographi ¢ techni ques only caonvert plaintext data

techpqq%llg for ﬁlpqggﬁmgem}ﬁ)dsm@j deta glpu;q[ﬁionbgg:hqufqgard However, Boebert

ovex’tl"chb'ﬁg tﬁi@ ?at %dt c¥{}g{;‘%8b}g5 ec‘&:rh'n a(% ge %/hc%nggtt }méﬁtgﬁf‘&é’[ﬁ Gfﬁ’tb a fixed

encr ata C apture

encrg?pltbﬂ daﬁae dMEhOugH thpesandiidentiality mndamtégelmy bffheidath is ensured, the fixed
plication, 15 perpetrators can easily capture this

encramteii Jplacan g5 captured an ﬁl"ﬁlylt%@/ BRfRpYRIeE gInathengeatipn application,
[
perplgﬁgtt%fe%cagae{ﬁg FP; €a ﬁjegm% 26_(1?1%31 pa%éf)%g sﬂ?:ér/ Iér%&gﬁte&]ﬂhtta%g a later
timeste @ami dcyesand & sadwezd*sylsem ate the wunsecured conputer
systemfromits keyboard. Simlarly, the security unit
is inserted 20 between the keyboard and the conputer

UniRd Ht88 PdlheNal b2os @@qq'ﬁlptad) ﬁé’s@ﬁbés%@e@fnt% hi@it Wh1ch isolate the
security unit to be operated in isolation fromthe

unsegnrsd ceaneiterosiystane riray gtsekeybelangde Bamjlarly, hihs sgoeritynenit is inserted
bet Jgﬁ?’ﬁ%ﬁ%"%&f @%@% ggrggu tera syf'srté)rrrln I’ﬂ%s aﬁe\% sgcpurﬁy ci”uncuons of the
security unit to be operated in isolation from the unsecured computer system. However,

this does not prevent the encrypted data from interception and replay by perpetrators.

United States Patent No. 6,134,661 (Topp) describes an apparatus for encrypting password
for network authentication. Each functionally distinct apparatus, either a keyboard or
portable keycard, possesses a unique encryption function. To gain access to a network, a
user has to use the unique apparatus with its corresponding password to log onto the
network. However, similar to both Boebert and Tulpan, this invention does not prevent the

encrypted data from interception and replay by perpetrators.
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United States Patent No. 6,134,661 (Topp) describes an
apparatus for encrypting password 25 for network
aut henti cation. Each functionally distinct apparatus,
ei ther a keyboard or portable keycard, possesses a
uni que encryption function. To gain access to a
network, a wuser has to use he uni gue apparatus with
Henpg i CARIAZAARAL 0 BRTTUN L 82 Bl BF enfifipldolidentialty
and integeity dHeata cessnmitttd froeviha inpub sourentortiipfieal ddatimationomd ensuring
i nterceptjon and repla perpetrators. 30 4 Hence
that f?ﬂfgeeilgéfawaaﬁ?ﬁ hﬁﬁﬁplﬁiﬁ%{o ety p5t radblesi pifcaa
process for ensuring confidentiality and integrity of
data transmtted fromthe i nput source to the fina
Sunteatyi nati on, and ensuring that confidential data

cannot be. replaved t ry out. fraudul ent process. 5
tn a&GiRes Y SO dshrc o b it PEGiscTselpiedr g Sherypror for
encrypieNtda@N inful eESpidsitl Sl RAQYp@Ash GNSINPLRF 4 communicatively
~encrypting data input conprising an encryption nodule
interfasingian wpebaeried auk 3 canputingraystemaaridnigr ahtainipgie dyearnigevariable.

A u@f (iintgrg?tg 'Wl“i\hl%gl nﬁXtS&et%%eatg? ggr\%rr%tﬁn%t tﬁ'g %%%%Hﬁutgégﬁ gfgec %ng}.lt device

varl user 1 ntera

beingéndiraét diga thamuaicatiompith the ehicripréon MpaililedefheCaicition module
being in direct data comrunication with the encryption

encripfgfaga inpe agf dhy shnemicnefiable inde engryptedadata Usiguan gagryption
he d . : . . .

I T O ARRIELYBLERTE 8 tndltr syt o

subsequms rackpténh dnal deodyptioh by ediebyyptdre Tho dperyptor dyatypmthicencrypted

subsequent reception and decrypti.on hy a decryptor.
dataTiHID GBEDISH HAtIAEH b eGSR aarlg%lat%hqrﬁ%gm the decrypted
Cr a r V. :
e YPHER, L anpRtR, A8 B NG B ol by the
decrypiop farafetiéying validtyrafthe derrypteld datai The dedrgptee data is representative

obt ai nabl e the decryptor for verifying validity o :
of 1§ daaoPypPBth it 4ecrTret BbBRpiR eribls sopePonds with e dymamic
varisOhRP @R &bicnee dpfantiPQadii@ | nput when the decrypted
dynam c vari abl e corresponds with the dynam c

vari abl e and the reference dynanmi c variable. 20 In
In a?io%&%n%lgg\gi ) \és\t"ateg% X dgsg)%gtggfr @%ﬁg?ér}tféfp, M&?e iisngﬁﬂtoise%na decryptor for
decrypting encrypted data of a data input comprising a decryption module for decrypting
encrypted data into decrypted data and a decrypted dynamic variable using a decrypting
algorithm. The encrypted data is subsequently received and decrypted into the decrypted
data and the decrypted dynamic variable. The encrypted data is encrypted from a data
input. The decrypted dynamic variable is compared with a reference dynamic variable
obtained by the decryptor for verifying validity of the decrypted data whereby the
decrypted data is representative of the data input when the decrypted dynamic variable

corresponds with a dynamic variable and the reference dynamic variable.
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decrypting encrypted data of a data input conprising a

decryption nodule for decrypting encrypted data into

decrypted data and a decrypted dynam c vari abl e using

a decrypting algorithm The encrypted data is

subsequent|ly recei ved and ds}crypt ed into the decrypted

data and the decrypted dynamic variable. The encrypted

r . .
In a%yh%&h%w@gﬁ téﬁfigag?é;?'f gg"th% 199%@1085%%%% scfggﬁ% g % dp{/c%gstm@ognprlsmg
the stepsi albleeeivolgt mcnﬁjﬂecbﬂath%mgeﬁrcy}qitaf fibor a\data inputignd a dynamlc
lidity, of the decrypted data whereby the decryp

varighlg 5 Ing a@@k&%s@ﬁmwf cwtlﬁ&éﬁaﬁlﬁryww&uéa%wht%élecryptor into
decrREA ¥RIaCHAY BERYSiell AYhaHHe a3l AR Raigy 8Y
ecrglgr(lﬁab{ae and t he ree g*rlencce atglly arr@c%a?’ﬁg%nvta dl%,g Fh%”&e%rypted
datadnc oomparoee thiet tiecmyptbd rddnaﬂmemetrlabfe itk a mwfermcmrdynarh&r eariable

r oces t eps
obtajsid b do ety B CASa RS RRR] n3hfese e GRS aftiessatasive of the
data'lﬁﬁ’&ttwﬁémt}@ &M%T@&dyﬁﬁ%’ﬁb 3Atigble lcBrraghdhlld Qith tﬁe%aﬁfc variable

ecrypti n the ‘encrypted data with a decryptor into
and d@cﬁé mcamatde decrypted dynanmic variable and
verifyi ng validity of the decrypted 5 data by
conmparing the decrypted dynam c variable with a
In at@r@mescattly Mamitl avsict abkie in9bhtRinNeitkr®Ys HREl08&T by Rhéryptor for
are al so disclosed. The decrypted data is
encryplijigedathinpui gempisipgicn eagryRtipn praduithion earspiingdafp innyt, a clock
b
skef ¥AF TfinBif B8 FEORESPARE Bt of chefp iR ARG L8 efs i
beingiiiitrodacivbeby b usapeed a olock ffier genwratihg e, clédkeskewi #id the timestamp,
di.scl osed an encrypt or fO{ encrypting data jinput

whepshite SeRgicatiie Ry v er bhisaev able apd ?remtﬁ'?lierb@( fdgcayptor into
decrggt%'tdataa 2CAQEpted KR 3REW nﬁ' a{TBté(Ih d 'tfvllﬁ Ty %a%g one of the

ta using an encryption a gori i nput
decrbpﬂed@lmcﬂ(t skeduendltiee Bgcrppted dimesang helng @oklphmble with a reference

tim e P ptF PR e e Ao ST ORGP VP BESt GhBicedpeed date, and
whe%?rtlfi@ﬁ@&lyﬁtegﬂaﬁa Q%ﬁﬂé@éﬂmﬂerﬂthé%aQQEﬁlYtp&% ﬂlﬁtcﬁcry%ted clock

deCrypted”cl ock skew and a decrypted tinestanp, at
skew endtheaieerypfeditheestater eqrpispehdsivattkths kbowk akelv ahé timestamp and the

decrypt.ed ti a being ¢ arable with a reference
refe{ep%égﬁlﬁ%‘egb{@isthggﬁlqgegv %H%S?%%r yptor for verifying
validity of the decrypted data, and whereby the

decrypted data is representative of the data i nput
In agpradancgewidle @ {ifheagpedt gdithe invention, there is disclosed an encryptor for

encrypting data input comprising: an encryption module for encrypting data input

introducible by an user and a time dependent value into encrypted data using an encryption
algorithm and a user encryption key, the data input and the user encryption key being
provided by a user; and a clock for generating the time dependent value, wherein the
encrypted data is subsequently receivable and decryptable using a decryption algorithm
and a decryption key by a decryptor into decrypted data and a decrypted time value, the
decrypted time value being comparable with a reference time value obtainable by the

decryptor for verifying validity of the decrypted data, and the decryption key being
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skew and the decrypted tinmestanp corresponds with the
cl ock skew and tinestanp and the 20 reference clock
skew and the reference tinestanp. In accordance with a
fifth aspect of the invention, there is disclosed an
encryptor for encrypting data input conprising: an
encryption nodule for encrypting data input

assohrgte'aqgiﬂﬂl@ lEerMe tonHe agﬁjd @h&legi l%e@e%ﬂg)gég flé@liyfeﬁresentative
Into encrypted a usli Kg an encryption al'gorithm

of thenidtaanpigevheartbe glgrtrypiad ke, vatieeodatnidsn pith thetimehkiepersient value

ncryption key being provided by a user; and a cl ock

and FC%Eﬁ%?HFFﬁéhFhe ti me dependent value, wherein the
encrypted data is subsequently receivable and
decryptabl e using a decryption algorithm and a

In adesedanse ivoith IaegixlbyasaeqjeqfrIylptinvenitinnotMm isydiseldsadatra engrpiptor for

adecr ted tine value, the crypt tinme val ue .
encrffty B P FERIPTE 2t PeRBch Bofie of uwieiling data. inpu
1ntrd21h§1@len@5b11 Qs&VintdehcBihtéle sty ratlﬁg ah%crg@flbﬁ )il%%ﬁtﬁfﬁ"ah@ latuéer input

decrypted data, and t decryption bei n

encrastwckfm end wiusr inhet deyége, d@ctrsypmt@nctmywubﬁw vige ntrmyy devwe to

theré lﬂ’tge?\/\héé ﬁét?q%pqlgel’;f:t? e & Oc?¥p“?§rr: %1§fetljne ﬁlgoe%f E 3332 stuRsequently

recetviaelet e dd@pptaﬁ&ntlsm@wdecrzﬁ@bd ARgorigineradce deciltion key by a
value. 5 In accordance with a sixth aspect of the
decrypige Htte gecrypiee dataj and gyheashystbg dasrymisd rd?gtlé representative of the data

iy [ |
npuf SEEARE W0 Pl Bt ERBGE W1 B PR O B Rk Bhrcby
the dexcypipd eldtad &t eepusemgties of rih¢ Yiptai mpunwden i thbrdeanygted time value
user i nput encryption d a_user input device,
corrgspandiswith rhﬁtg?%\é%/neﬂaewwe@ﬁiﬂwsr@terqnﬁﬁatneav e to
thereby enter the data input into the encryptor,
wherein the encrypted data is subsequently 10

In ac@a:@mawith aneveic aspettada the usvengor, tHereriy pilisictnxed an encryptor for
thm and a decry ecr [

t k
encrpfE 418 G e e T b e Yo Rn Abgfle O Ghifibhg 4hh Snput and o
clock eKe®'S &b adncMPtQf d&tﬁeus%%%n rePtiow A1Bodithf, 6 M aapd hﬁmu being

key bei ng aSSOC|ated the user encryption key,
lntrqﬂuelb@blyy atuser, ded rayqio@rdfoai geveriting drprcé@étmkaw, whepdin ttlteeencrypted

data 1S sﬁbsteﬂuelttl rece vable glr%gq)tﬁtge é’ﬁ’ o El%c‘%l YRtg ‘élr‘g ?d]écgrs 24 %ata and a
decfyﬁﬂedﬁrmel%lue, the decrypted time value being comparable with a reference time
value obtainable by the decryptor for verifying validity of the decrypted data, and whereby
the decrypted data is representative of the data input when the decrypted time value

corresponds with the clock skew and the reference time value.

Brief Description of The Drawings
Embodiments of the invention are described hereinafter with reference to the drawings, in
which:



10

15

20

25

In accordance with a seventh aspect of the invention,
there is disclosed an encryptor for encrypting data
i nput conprising: an encryption nodule for encrypting
data input and a clock skew into encrypted data using
an encryption algorithm the data i nput being
i ntroducible by a user; and‘a clock for generating the
., Cf h NGlLYde
Fig. ) EESLSAETH HAEE D0k S e tiote B0 ARNdC e & dergptor for
conﬁd&hﬂald@la yqahmhssﬁah ahmngh an weecyrpd ﬁdnirnHSBom! ahemumt dveording to

i me val ye bei ng, conparable with a reference
ﬁrSttaP‘iré%OU‘iF@go@B}eﬁ eeman‘tql?e decryptor for verifying
validity of the decrypted data, and whereby the
decrypted data is representative of the data input
Fig. @hen ﬂonediaet@nyi;bmadattdgrmpmalubta ftow o€ spopatsnts withinlke encryptor
d%% {< ndlthe reference time value. 25 Brief

an SFBor Bﬁ The Drawi ngs Enbodi ments of the

invention are described hereinafter wwth reference to
_the drawings, in which: 7 Fig. 1illustrates a

Fig. de tsig Bow énesam wilustratingamyeneryjftioapressss 9ipthe encymptonof Fig. 1;
decryptor for confidential data transm ssion through
an unsecured transm ssion nmedi um according to first

Fig. 38ds 8 €londiagripo dirfien ilfus@htingdh@tridvdbot ébyptlonfied. frodn laSreository
flow diagramillustrating a partial data flow of

mod@lﬂfﬁbﬂl@ﬁpgrymwlhpwcmece«ngw;s@ 52 3&nd the decryptor of
Fig. 1, Fig. 3ais a flowdiagramillustrating an
encryption process of the encryptor of Fig. 1; 10 Fig.

Fig. 3b is sflawfdiapnardiigtrating uweddatioh prsessadfithgdéoeyptoesidiig Of;
encryption key froma repository nodule for the
encryption process according to Fig. 3a; Fig. 4ais a

Fig. t4hg¥\’3g}:d?€ gtﬁglédnlcl) #IH%&%@H%QQ éab%(&r é}fallgx?%e ﬁﬂceﬁ 63@ gglfrl% encryptor

and tHeldgsttypturiofiffiga 1f eedback challenge process betmeen t he
encryptor and the decryptor of Fig. 1; Fig. 4c is a
flow diagram further illustrating a feedback

Fig. VRI isfd 8t dBgRhPARERr Wiishhiing Bfeedback verification process within the
decryptor of Fig. 1; and

Fig. 5a illustrates components of the encryptor of Fig. 1;

Detailed Description
With reference to the drawings, a system and a process according to embodiments of the
invention for implementing data security within a system are described hereinafter for

encrypting data so as to ensure confidentiality, integrity and validity of data on the system.

For purposes of brevity and clarity, the description of the embodiments of the invention is

limited hereinafter to applications relating to data encryption. This however does not
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decryptor of Fig. 1; and 20 Fig. 5a illustrates
conponents of the encryptor of Fig. 1; Detailed
Description Wth reference to the drawi ngs, a system
and a process according to enbodi nents of the 25
invention for inplenmenting data security within a
system are described herein& ter for encrypting data

prec\ﬁllgfs ialge tiﬁvﬁgﬁgrﬁoﬁo%%ﬁgféﬁé Al dopticdtheHal tré’qeuzlrég similar operating

Ity ata on the syste or purpos
funchoms/artdypeafodnancarfot gstablisking dstarse@iritpwithin 4 hystem.
enbodi nents of the invention is |imted hereinafter

to applications relating to data encryption. This

EmbRaWeMR otia8 snvRftioB areRIc8Gbed En bRAtel A¥EN bR AP PBrAl 8tem and a
areas of application that requires simlar operating

processniari enssrisg ¢opbddndinhtyn detegrly ast adlidighphdadaingut via computer

.Security wWthi. system Enbodiments of the invention
perifFeHtsaieet il T PR LTl o MRl Shof o e Smputer
systéi 2h& Mt aFuBhdPmofes e driiodmantt iof eheCiaNértid@tré #rl dn¥uring that

integrity and validity of data input via conputer

encrijpled slaty aanngbpiecisplazed to carry rosh Sraudulieni opsrationsns &t ke detailed
descﬁ'ﬁ?{nﬁ gfovi"d'éﬁqle ngltﬂ:‘? a‘r‘ig %&rﬁ Si’o%s]:c’ﬁ@ﬁigg& ?rpﬁlr%s N & 5%k ﬂ?eo(}rawings,

nor e, e enbodi I nvention are
like elRaignisrage ideatifiedewith ViR ederdadecammasiniot be repl ayed to
carry out fraudul ent operations. In the detailed

description provided hereinafter and illustrations
. . | g L
WRE AR P15 bl 7 b 093¢ o i bt o
inveM¥iorhisrshbene b fidentkalgy add ineglitngf data of emsuseichy emplpgingrand-to-
100 of a ﬁr ef erred aspect of the nvention is

' .. Shown,
end @fb‘ﬁﬂ?twn‘f’ SEPY JatadticnoryRigt ps S)O%ﬁ toc}b@ gO4rec %g‘iﬁs’é’ decrypted
onlyePLHOVANY RBGhdiBn. €THe QREIYRLLRM WS re%ﬂﬂo%la‘éﬁ’d-'toiend encryption

encrypted as close to the source as possible and _
whethbyranst ewl 46 thenénd-tetendt enciyptioh idewt ¢nvayritein 1 027 waths air gneryption

10 d- t a- i.on. whereb .
modSHrEiThe RBeE i B usRAbird o8y LiogRaRRL A8 il G e B8 T e 1
ente¥¥dt hr@igheqc rr?at idevice MOgUbihadida cb@peleh REyIRIAEd, 1 i§ A@ptured by the

decryptor 104. Confidentjal data input (not shown in
encrgplgr PP ansheeqrypted lpederghit ap tramgmitiedeoyar ean @esecyiaghtrarsmission

medfunt qﬂg,u.gu%h al§ & H?e%l; gpplic?iti&‘?%é‘ rrl?rgnr?él oh *AS unsecured computer system
110 and an unsecured network 112, to a secured computer system 113. As confidential
data is encrypted before it is being transmitted via the unsecured transmission medium
108, its confidentiality and integrity is ensured because malwares residing on the
unsecured computer system 110 or the unsecured network 112 are unable to decipher the
encrypted data. On the secured computer system 113, a server application 114 relays the
encrypted data to the decryptor 104 for decryption and verification thereof. Upon
verification of the encrypted data, results of the verification are provided to the server

application 114,
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encryptor 102 and encrypted before it is transmtted

over an unsecured transm ssion 20 nedi um 108, such as

a client application 109 running on an unsecured

conmput er system 110 and an unsecured network 112, to

a secured conputer system 113. As confidential data

is encrypted before it is be€ing transmtted via the
; S
Fig. e PRALE S AR TARTAD, ARETor W encrilgr 03 g, decryptor 104
Refemahgvtr Big. 2esdath ngpubR0t, weptutadsieonaraedhte onppt s@irces §62,gsrstored in a

110 or t unsecured n rk.112 are ynable tao )
workjhg siade e D SHiE b oliP iy S vbied "Egklr ofith an encryptor id
204 COMRHESPtos WEh& P03 lahd @ UKV EewdRDE. CBld @Rcriftdr i@ BMS which is

the encrypted data to the decryptor 104 for _
preferablyyprefizad with thetoxti"KRYRIKE¥er som. idepiéfication code unique to the

encr&/@tﬂ ﬁ dl)fc :ﬁ‘ilé) & tglhl% e 'g(ygp%g&pgogtt&e 205 eﬂ‘ldt fRe %focf( réﬁew 206 have

I'on ar'e provid server Tapplircation

a fixkd 4ata9engdth g:hildahs dawsnpat PaT haswd vataibi ddtoendinnewewak, when no
the encryptor 102 and decryptor 104, Referring to

datapingut 291 “igpravidaghutheoeneryntei datped0% iomisy genegabledipm only the
S 2 ] rki.n 03

Y0158 A7 0 SnSIALELA0 295 ML REBPOURO el on of e

encrgpior }p2®4, thedenc2tor dme 208 mydtiar clddknskeROH) Gagrabkes ¢haliddtion of the

skew 206. _The encryptoyr.id 204, which is 5 preferably
encrpﬁ’té%/ Fiﬁtégoq\nltyﬁh? Aeerittor 104« Ry PTKEY- . is an

identification code unique to the encryptor 102. The
encryptor id 204, the encryptor tine 205 and the cl ock
A cakentib shawetriaof asyeunedt aryptogysghiovaigodthnnes elddpded to generate

I nput a variabl e dat engt h. wever . when no
the gRPbed il "0 15, U8 spip ot oyl DRy By SiSer A gyERon key
2092l SEn@eRRr a%@gf%am ngbﬁthhh% pRIGAYIR er | ddyRBtbtrid BRptographic
encryptor time 205 and the clock skew 206." I ncl usi on
algopthm e symmestide wpndesraphiQ @lorithne reqidrey dower piogesspspawet. The

encr&ﬁt@g@%%yggo%gtec}égt%g% g@g%%gé%}é?#%/g}%%t socjn_tgcgref 2(}{I Sr indirectly generated

fron€ @M A i aheBYABRL pdseplRhscasothprdiid @ FikPloPPhafbices. With the
algorithmis adopted to generate the encrypted data )

encryptror; keyt BQO pisvidegtat dhe mpdusairgd02\being vadalledhe enepyptor 102 is

not gxl%éd R hsgl e %?36 %?gehrgg%r eo%ege@ﬁé hSolfehd R, OPLARN Fers arg Ial():le to use

gorithmors” pr rasymmetric cryptograp
the alcgyprort 10D fas traysmmieing confdgmiad data b didfeadny decrypiors 104 through the

use 6F e corsesponding eherypton key 208" - The

In a symmetric cryptographic algorithm implementation, a decryption key identical to the
encryption key 209 is required for decrypting the encrypted data 207 in the decryption
module 211. Alternatively, in an asymmetric cryptographic algorithm implementation, a
pair of non-identical encryption and decryption keys 209/210 is used in the encryption and
decryption modules 208/211 respectively. The decryption key 210 is retrievable from a
decryption key repository 212.
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encryption key 209 is obtained directly fromthe input

source 202 or indirectly generated froma user input

nmenor abl e passphrase conprising a series of

characters. Wth the encryption key 209 provi ded at

t he i nput source 202 being ﬁ riable, the encryptor 102

is 20 not limted to usage @ a single user or

. - . . _ I

A DEREF DRSNSk QMR LR AR AR B3R cronpied
datat whigh fdaerentasilyccapitred sind 0éplaped fiophcdridactings éraofulefiteoperations.

correspondi ng,encr ion key 209. In a sy tric
HOMY b i PESHIE G000 BRASTHEN See A0PaRT o W i sh for each
identi€a dhﬁqgﬁdt%h. trhid B %chigédmd%'tiﬁ? al§HardRY akri@ble, such as a time

required for decrypting the encrypted'data 207 in the
depadentyyalioQr rio gandem®y engkied ravdei tagether ivithatheadgtanisput 201 for

et RPN o ChAPhD R SRER G A ey & 2001 210

is used in the encryption and decryption nodul es
208/ 211 respectLveI¥. The decryption key 210 is ]
The tigter depudsng value is prefeaebly ¢ frangmiskiey timgstssn whighandicatgythe time
t Vi [.C ' .
or kP Bt g SRR R L AT O ORI 207 o
be lindtedas ial time paiad édfimbld byetht dyagpioon 04.0MThegéforeg the validity of the

fraydul ent operatjons. Howeyer, the encrypted data_ .
encrypiod gl ey At Wi PeBedActnss hysthAdecmpiosd Of o his greatly
o . cal . Lo o achi y _
8260 b8 el AR Tk 207 oMM B concing
fraudidperngerationsaal ue or a random y generated code, together

with the data i nput 201 for generating a dynam c and
non- predi ctabl e encrypted data 207. The ti nme dependent

The V&1 #8or 8F Eﬁtﬁﬁﬁ?_ﬁgbﬂ tidh dsfaBiPSiTh Ri%dsOiné SFRAEHRMR Fthe encryptor

indicates the tine of encryption. The transm ssion

102 withedecapporal 0doassant dlectioalc dockydisposedhén eitiar ppe herekfttecomes off-

207 t.o 1Q. be limted to i eriod i nable b he.
sy o ot gutelh sParee L sl (BFRES R oltfdirie Dhchifised,
stan@4t@ iy 8dieBRiiRh 2 the®Pbrdafatedl UeiverBall TifR (VAG)AS pegéraMgdised as

the decryptor 104. This greatly Ilimts the

b
a stq@é@réirbﬁerqnpsf tigfe. Fépyerpr it elnex efibe ppargptor Bmpetmot be modifiable
direétﬂI $RLduQL0 athisy wif? naﬂ%% 'ﬂggpettfa{o%J %' | P LA&LSRS operations. By

modifying the clock into a “future” time and tricking a user into revealing confidential data
such as credit card information, a perpetrator can capture and replay the encrypted data 207
at the pre-determined “future” time. Therefore, the clock skew 206 is introduced to
prevent such fraudulent operations. While the encryptor time 205, preferably the present
time obtainable from the clock of the encryptor 102, is not modifiable by the user, the
encryptor 102 is synchronised by modifying the encryptor clock skew 206. When the
encryptor 102 synchronises with the standard reference time, the clock skew 206 is

calculated as follows:

Clock Skew = Standard Time Reference — Encryptor Time
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15 The inclusion of a transm ssion tinmestanp requires
time synchroni sation of the encryptor 102 with
decryptor 104 as an el ectronic clock disposed in
ei ther one thereof becones off- sync over tinme. For
mul tiple encryptors 102 and ﬂ:cryptors 104 to be tine
synchroni sed, a standard tl system such as the
: I
Hengﬁﬂgﬂgﬁ&}wg}ﬁgﬁéﬁt | %ﬁn%g{ ﬁotH tﬁé &F&%}}Xr #I?l@ 303%nd the
clock sloawy piby theZoHesingnot be nDdlflabIe 20 directly
because this will allow perpetrators to conduct
fraudul ent operations. By nodifying the clock into a
TransmidsinelinfestaRpaiEndribe K ThEe 8 CUSE SKeMt 0 reveal ing
confidenti al data Such as credit card information, a
perpetrator can capture and replay the encrypted data

207 t det j wefutyre" time. . Therefore
s orPloshc i BT BB FETITIEY ot s hop oot S ger clock skew
valub,| e dieb8ptoropar Rtdbdto dMbinife il evaBaRy ¥RHSIY Hyl ﬂfbcﬁ@@ this clock
preferably the present 25 tine obtainable fromthe

skewe valgR- df thehelogh kgyptvalue g Breates than a mserlefined maxppumpgock skew
r. (o7 r 2 1 n ' [
i P S EVELE B R NS R PRl G
allo@g’o’]e hﬁ GBDS@SOIWISI fthet hslidtyaof diederceypreedaa 20718, détB@nined in the
l.ock skew 206 is calculated as follows: 30 O ock
fonogféégv"ah%?yéﬁ@& d Time Reference - Encryptor Tine 11
Hence, the transmi ssion tinestanp is obtainable from

both the yptor tinme 205 and the ock skew 206 by
t h PG T B g 'x— T I BB a B T 7 | = »—’e
+ WEL =
t he O(f}h‘t%rtﬁ g0 w8 has @O'h?B@hhM%’ ¥ed PrBaECc Cl ogky glgew
Va| e, thn rlnr\rypf or—] | S nhl e—-t1o etermhnetits

val |(m}tr380smmrﬂ(yseby che=0B|hng9hhn95 stoockls skew aValgl ||f
t hg—et-ock—skewvatte—irs ot eater—than =& 1S4 etdefmed

maxi tum 3@ roiekd0sseew | i Dty 00 min §0 sempst3emén i nvavalil

For —exanpte, when the maximum chock—skew Tmt 10

all omwable is +30 seconds, the validity of the
Whanntbe dgdreptod ddhare2€ives the detryptet ded 20 ak kkowi o Fign @) ghe encrypted

| e:
datav2%7|1§j Idcte%ylgtgg ineto a decrypted data 213, a decrypted encryptor id 214, a decrypted

encryptor time 215 and a decrypted clock skew 216 for verification by a verification
module 217. Once verified, the decrypted encryptor id 214, the decrypted encryptor time
215 and the decrypted clock skew 216 are recorded into a history repository 218 and a

verification result 219 is generated therefrom.

The history repository 218 further allows the decryptor 104 to check for duplication of the
encrypted data 207 which alerts of possible fraudulent operation occurring via replay of the
encrypted data 207. The decrypted encryptor id 214, which is a unique identification code
of the encryptor 102, is used together with the decrypted encryptor time 215 and the
decrypted clock skew 216 for comparison with the records in the history repository 218 for

duplication checking. The duplication occurs and is detected when a record with an
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Mo, R-r 00 hr 30 mn 00 secO0 Iir 30 mn 45 sec-45
~secValid 00 hr 30 mn 00 sec00 hr 29 mn 45 sec+15

secValid 00 hr 30 min 00 secO0 hr 00 m n 00 sec+30

m nlnval id When the decryptor 104 receives the

encrypted data 207 as shown %n Fig. 2a, the encrypted

15 data 207 is decrypted into a decrypted data 213, a

e ABAFLISALEURNG 21, Bt BpSShEBRRA BRE DILRS ol vt
clockskesy isffbaat.i on nodul e 217. Once verified, the

decrypted encryptor id 214, the decrypted encryptor
time 215 and the decrypted clock skew 216 are

The reﬁ&?‘?@?‘i’d hD4 Oha ehb@bfb‘ﬂhn‘i@@@ hAPIE Ad& and fo6 further q%eclude a

Ication result 219 1s generated therefrom
needhfos tthyr gata ey 2001 ruy aznsSr futherttienticd impbsmemtetwiecifyptewypnon key
check ation of

104 t th t ed dat .
200 Sippe hrimesrier by A by SRR Y BevSre. Using tre
encr?ﬁt‘fdﬂ kéNQOY] ther @Wrﬁﬂoroﬁgll?@ner@t% NP kigek dafiRd 2hd: ndfredictable

decrypted encryptor id which is a unique
dynangie nencryried i date cde whigh tcae e aisgptior %@Entm%ﬁq}sedln the user

auth%rggg 191? mwegﬂa Fal?% dgch‘Y:P %%tﬁgrﬁfo\éf%ho\khén ?wﬁ?g daga. 207 is

R SKEW or compari's

dempl&@ﬂfld asing thdeselrs HeoryptiseROs2 1IN Validafea fby tﬁel péii S&tiof Module
checki ng. The duplication occurs and is detected when

179 record with an 12 identical decrypted encryptor id
214, the decrypted encryptor tinme 215 and the
decrypted clock skewis found. The encryptor id 204,
Figst B4k nce flptvatiagrame o2 Glte armiyﬁtbnel@ﬂ ackthelkdeorypass 1f0drfoh@tustrating

ecl ude 5.need for th ut 201 in.a

the SGEYRUAR 8 t"F’aﬁcartWﬁlpé?ﬁ?ﬁieét%‘PS@bg Ph g%e‘ﬁ’GF%‘%rl B sed esmptor 104
Herélﬁat’%?edé?zillsr @fptrh@%% y?goﬁi 'aﬁ@‘%lllﬁccfﬁﬁﬁ ;98&%@3%/400 for res ectlvely

I ndirectly the u passwor Using the encrypti
the cmeyypijOZtahé tfmmcgomttmloﬂ.@lze desoebat es the time limt ed

and non-predictable
In the encryption process 300 as shown in Fig. 3a, the encryptor 102 is first activated
through a control means (not shown in Fig. 3a) before the user enters the data input 201
through the input device 106. The control means allow the user the flexibility to switch
between normal usage of the input device 106 and use of the input device 106 in an

encryption mode for confidential data input therevia.

Upon activation of the encryptor (Step 302), the user inputs the encryption key 209 or a
memorable passphase to generate the encryption key 209 corresponding to the decryptor
104 (Step 304). The encryption key 209 is subsequently saved in the working storage 203
within the encryptor 102 (Step 306). Thereafter, the user enters the data input 201 into the
encryptor 102 (Step 308) whereby the data input 201 is then saved within the working
storage 203 in preparation for encryption (Step 306).
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dynam c encrypted data 207 which can be used for

aut hentication. In the user authentication

i mpl enentation, a user is authenticated when the

encrypted data 207 is 10 deci pherabl e using the user's

decryption key 210 and validated by the verification

modul e  217. Figs. 3a-4b are flow diagrams of the

N I .

B e S S A O A
conttdheneang (Step 81 0)1 Zpaamiditthéion pptmrenm@tlonﬁlddetee theadniceyptor id 204,

the &GPl rfer2 0y B el G BAE itk D SRR PRE 201 using
the éﬁ% Bh Xey 209 618d 68 9itS WhRéng étBratgéqog%ﬂyaoéﬂyﬁ PipAREABorithm
as shomn in Fig. 3a, the encryptor 102 is glrst

(Stela(ﬁtll"r)/at"@%ﬁ cryipfagnethic algonithm] syabans t}(md(dvgm\ﬁnq:rypﬁqng Standard

SRR R G s R R R

the user the flexibility to switch betmeen nor mal
usage of the input device 106 and use_of the input

Sub%fewnéley thoeencrypigs dads 2PV lsp grentuenghor Bagngftieneedingprocess (Step
d
316)( g%fgrpe gﬁgé’t{a{ﬂ%&xﬁ}@daﬁoﬁ{p@]@ eql%{){;])\’cﬁ't i(Pf] qfhﬁtﬁ%(gg%%%%ﬁrgé process

user 1 nputs t’he encrfyption
transforn®Stheesindrg dnerypaessis@din 207 timto geineabdd ASCTE charactyRt | Diis ensures

209 corresponding.to the decryptor 104 (Step 304)
that “?*weenéﬁ%/ereﬁs{a MP &3 bzdgspﬁ)@eé Y88 QU FRYFNIeRA élsphlymsha
wor ki ng storage 203 wthin the encryptor 102 (Step
306). Thereafter, the user enters the data input 201
Oncé rth@ dnhla/ptedndattypl(ﬁr is] 02n{nSttep fBOB) thehawceipyort he2 d&tep 318), the

encr r 19 %}%slﬁgrtghledgws%sg Eg Iﬁ{}ﬁ: wper](l\gg ;sgérgg%)ﬁﬁ ec'i(‘:’15>5.rf:pares the
encryfot rl@@?&‘ EncrfifticBNEadPLERL B! @n’?eogncg??i%n%?rZW In addition, the

initialises the encryption nodule 2 usi ng the
encrypiat rl@f gheelsss fqrsﬂthm@))l thejsoh ($tap t328).i ohheofnarptor 102 can be
t he en

deacfi nct% E%llgg yrggg\eg%dwl?lﬁlg el)ég%sgbe g%éwq 63&2)9 and the data input

201ﬂaﬁm@%@kmgmratg@ezodqmplmwt 201 using the
encryption key 209 stored in the working storage 203

and a cryptographlc algorithm5 (Step 314). The

To £l¥lpdtté)?‘[ g%: of él%e?é&c&%r 1%, qh@%nérpﬁid%di{%@%9 can be stored in a

Nncryp
repository module 324 and subsequently retrieved for usage as shown in Fig. 3b. The

repository module 324 allows a plurality of encryption keys 209 and their associated
descriptors to be stored therewithin by the user. Besides containing the encryption keys
209, the repository storage 324 also stores frequently used data input 201, such as credit
card numbers, to be encrypted with the associated encryption key 209. This removes the
need for the user to memorise the encryption key 209 for each different server application
114.

In order to prevent unauthorised access to the repository storage 324, the repository storage

324 is password protected. Upon activation of the encryptor 102, the user enters a
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(AES), preferably uses the encryption key 209 to
. generate the encrypted data 207. Subsequently, the
encrypted data 207 al so goes through a Base64 encodi ng
process (Step 316) before being transmtted fromthe
encryptor 102. The Base64 epcodi ng process 10
transforns the binary encrypted data 207 into
' C S [ t
passBRL PRt B BRIk Bl “aprd0 BRI Fposhlyf mblie 324 (step
326)oftepasswuat isiverifiay ageiditaa réisteretl esonedypored idatha repository
207_is transmtted fromthe encryptor 102 (Step_318?,
modylee324a(¥ieR, é%fglr Spseieat¥sthe Heawesdenchption Jgy 308 i ielectable by
[ r r t .
S e B e PP SR P 0 b Rof TE YRV sHBequenty
autof@fcallynfed d8iepi 3d) andhstorahinr thp twanrkih@ AtarhgeckG3 (Step 306) for use in

deact.i vat i reof (Step 320). The encr or 102 can,
the g5gB e ol 20 L SngtesrD SRR e JhC RS APE Romepga Vi e
encriyEoreIRST B RS npaP 20 ARGaiBiRatdalIR pkd\REd to48lepf 308 and stored
e working storage 203 éStep 322). "20 To facilitate

in théavarkiagestofage had3enclihgpaforemationed enenypltigmiproresk P8 continues
209 can he red in a repository nodul e 324 and
ﬂ“ﬂ%%%ggaﬁ@ﬁf?§6$etrieved for usage as shown in Fig. 3b.
The repository nodule 324 allows a plurality of

encryption keys 209 and their associated descriptors
The reposidorytrapdile 8Be iepictaiatly bycatadevititinthe grosypier 102 or alternatively

L€ WAl ] cr [ S oSt Or .
wi B} BB, SREEHRY SRl RO LB AR e i an
exteRAl dewtis; thaseppisitclyt madule 3nd hasinheiddedt @vhagnof poftadlity. The

with the associated encryption key 209. Thi s renoves

portgtie exiganay deyicerqrablas dhe pRETRARNY K98 andecuridieytinli dip ?raaye easily

cani%@%rJuﬁHb?zi‘ﬁJhs%Ufer ent server application 114. In
order to’prevent unauthorised access to the repository

storage 324, the repository storage 30 324 is
.. password pr.otected. Upon activation of the encryptor

wit erepgfetouider Fort i Léaagmn 055%%@&%%% PIRTSSS 469 3§ performed by
the GREFHBL | Niskg¥HnS L Op& @%ﬁ%gﬂa&%@&@é&&%& DY MR e encryptor

324 (Step 326). The password is vérified against a
102,rtheveriferatidn pessssct(d is trotiaed (Sten 4&2) by plossaroaryapphatioh d 14.

324 (Step 328). Subsequently, the required encryption

key 209 is selectable by selecting the associated

Duri@@Stge i Rtificat{cs Bidcditd400, the aBshieat dn 209Yis 28od& back into the
origisﬁglbt?iﬁgrl;ec%tdlinyg from the Base64 encoding (Step 404). Within the decryptor 104, a
decryption key repository 212 stores the decryption key 210, together with a unique
identification code, for decrypting the encrypted data 207. The identification code for
retrieving the decryption key 210 from the decryption key repository 212 is provided by
the server application 114. In a simple user authentication implementation, a username
supplied by the user and relayed to the decryptor 104 by the server application 114 is
preferably used as the identification code. The decryption key 209 is used with the

cryptographic algorithm to decrypt the encrypted data 207 into the decrypted data 213, the
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5 automatically fed (Step 304) and stored in the
. working storage 203 (Step 306) for use in the
encryption nodul e 208. Subsequently, when the data
i nput 201 corresponds with the encryption key 209,
the data input 201 is auto ically provided to (Step
308) and stored in the working storage 203. The
n

decr?;%tgéri ga [yfétoﬁ’ q;g gznl?fst?llééé Qédrgﬂecp "tl%ﬁgﬁr glgcg éll&‘tj g%é;%@ l,(I:|IOCk 35%(2“/ 216

(Step 408y ef erabl y | ocated within the encryptor 102 or
alternatively wthin an external device renovably
attachable to the encryptor 102. Wen |located in an

The &V BicR@on d8YEE 217N %Hs@@%tlﬂl Oﬁéffdﬂ?@ U} eseddé CJT agallddBon steps to
added advantage of portability. portabl e externa

deterneing thee eahidisly theh@ce)mcg/f!ﬂta %@17 kEI}?%lyath@ dsonpieadegmciyptor id 214 is

e B B GRB the  RSBIR AN B i il

214 IQSt@Q e99).408e aaligy bo ﬁlf@dedﬂypted Becroer YPL 04 défnines whether the
hown. Upon receiving the encrypted data 208 fromthe

encrél?fé¢ Jte a0’ inppceshdlydeeryptedayitioiesieeryetien kw21 1f the decrypted
encrg}o} [P %fg lgﬁ r aﬁ’ggtsl cﬂé’cképqgc&gtrg)égergocﬁ@ %f f%tﬁ%\?ﬁd%l]eg (S%(% 412).

Wheﬁhallha cEGr'lypteal dete @dadis havdtidateti pa tHimOWOlreb@idnr&imﬂTisﬁlfg ;he decrypted
fromthe Ba§e64 encodi ng &gt ep 404)

encrmer gjg%lr‘&rﬁlﬂf‘o?ecime ShCryRiet ipeisd ;ﬂeF"é’ﬁE}’éil ql%"‘(kySk?T/ZZIG and an
I th a uni que
1nvaﬁ8dg%1tﬁxl% fl % %g? 1?%?1 l%o Imﬁ?ljgerx%%&gr %Ll%g(g e? cr ypt ed gat a
207. The identification code for 25 retrievi ng t he

oSS Bl e pASSEYTh Do B84 8t

w1thst'h€maﬁdél§ﬁr clREEN@NEdtE&RThO thel VHNIRTRITHAS | 'tlﬁﬂsm@mHﬁ' %ﬁk@ﬁ?ﬂp (Step
supplied by the user and relayed”to the decryptor 1

416byTlteHean§@nss@m tapgstdnaaisi complited dsghe mﬁéﬂ@tﬂeyryu@@cbnawtor time
|de fi atlon de. The decryption key 209 is
215 Cg & lﬁ Sl%r‘@%f(’ggr aphic algorithmto decrypt the
encrypt ed data 207 into the decrypted data 213, the 15
decrypted encryptor id 214, the decr%pted time 215 and
Transpgssthachiysstempct B@Rrygt,eé\ﬁngm@tor Time + Decrypted Clock Skew

This check initially determines the time difference between a standard reference time 418,

obtainable from a standard reference time source and the transmission timestamp:

Time Difference = Standard Reference Time — Transmission Timestamp

The time difference is then compared with the predefined upper and lower time limits to

determine the validity of the decrypted data 213:

Valid: Lower Time Limit <= Time Difference <= Upper Time Limit

Invalid: Lower Time Limit > Time Difference > Upper Time Limit
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(Step 408). The verification nodule 217 subsequently

, perforns a series of validation steps to 5 determ ne
the validity of the encrypted data 207. Firstly, the
decrypted encryptor id 214 is checked for the presence
of the text "KRYPTKEY" pref'ged to the decrypted
encryptor id 214 (Step 410;. The validity of the

hedl SR R SRF LN i B a SRR IS g 2. Ty
are predefnpdbloby #eyle2iPtor 1104 ahévaeble/pt ed encryptor id 214

fails the validity check, the decrypted data 213 is
invalidated (Step 412). 10 Wen the decrypted data 213

The 'décﬂyﬁt\ééld'aféiai 18is iRy dHdISYREY the §Y gilffc%ﬁ% i Shifed 3@y lower than the
deciypted encryptor id 214, the decrypted encryptor

lowdri trme 2ibif qrhnlrrcbemaly}oﬂlghec Ithxmkthgklmpeﬂllﬁleahmltan If theveihrischission

st at t he h It
time§lyfhp i s BRI el dborypB Aot 0355 v Rdafer e P ne
hlstd{rﬁ'rédérd ﬂféﬁbo‘i"?&fe}t@xﬁb@ R/llhré?lclﬁﬁzﬂld‘@ﬁ)cw ﬁﬂih'e%*ﬁ@ry réﬁos%hh218 (Step
the validation checks to determne the validity of

414} r ansmi ssion timestanp (Step 416). The transni ssion
timestanp is conputed as the sum of the decrypted
encryptor tinme 215 and decrypted cl ock skew 216:

HowElem s Mtk it@Asnlis§ies tiaigstampes Wid, ethe RRe PO Endryp@r Td 214, the
Decr ypted C ock Skew 20 This check initiall

decru@tﬁérq@m@gort tyae t313eand fhcedesiadcd slogkeskey %%%rlﬁjah@ked with the
recoFoesf faf ﬁl@cﬁs&)fﬁepﬁgﬁo ?ll%tg)' ﬁpxl'n?ng P eﬁ&%ﬂ?@rdqta 207 has been
I mest anp:

ference ti'me sour e an ransm SssSi o

dupﬁaam%l doidf ﬁhefeécnea’ec-vccﬁtsa(r&ﬂ@’ 2 Pef Brieratehds rplay of the encrypted data
Tr ansm, SSi OPE i mest 25 The tlneagd?igfference is the

207 gumpansy WRrfl tbrYethﬁr %%?émtweé%p{feﬁhe YORAB FIgTY BT id 214, the

decrggt?g tegclr Prog gﬁf"?@fg‘%ﬁp%"ﬁ@“ﬁ&%& Qlev! 5?6 ﬂ%ﬁ?? g{rqg%gtéon check,

the ererygdgedatd 262 id inwalidatei0(Skepv4l2) dnd ﬂm/\lﬁstoﬂy reeolldi theteofis recorded
fference hese upper and

> i T
Wit YT S0 T 16 heDErRasdopil B B didh of t ho
encrypted data 207. They

Subsequently, if the decrypted encryptor id 214, decrypted encryptor time 215 and the
decrypted clock skew 216 passes the duplication check (Step 420), the decrypted clock
skew 216 is then used for comparison with a predefined maximum clock skew limit to

determine whether the encrypted data 207 is generated from a “future” time (Step 422).

However, once the encryptor time 205 of the encryptor 102 is substantially different from
the standard reference time 418 to the extent where the encryptor clock skew 206 is greater
than the maximum clock skew limit, the encrypted data 207 subsequently regenerated from
the encryptor 102 will always fail the clock skew check. To remedy this problem, the
difference between the decrypted clock skew 216 of the current encrypted data 207 and the

decrypted clock skew 216 of a previously verified encrypted data 207 from the same
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are pre-definable by the decryptor 104 and vari abl e.
The decrypted data 213 is invalid when the tine
difference is nunerically lower than the 5 |ower tine
limt or nunerically higher than the upper time limt.
[f the transm ssion tinestagg fails the validity
check, the encrypted data 2 is invalidated (Step
r I e
enrH8) 18Ry o I BAREE L HGTET o B BP 58 lic hien the
max#duh clotl skiowdiver. , Thef clédkeskewaindinis ssimputet |asrﬁﬂtoa\r§p IS
valid, the decrypted encryptor id 214, the decrypted
encryptor tinme 215 and the decrypted cl ock skew 216 is
Cloc‘ktﬁ%&qgrlwiﬂje&ﬂﬁed CRERSASw -PrEfiBudE RER KK €POSI L Or'y
to determne 1f the encrypted data 207 has been
dupllcated and therefore reoccurs (Step 420) . Thls

catches.r t.he en d 207 previou
The G Gipp PN dS crtipirguibim ittt Ry fafid poalik & matching
decr?ﬁt@di ¥idroptor fl 2k an biiEedRcBRfdd/RicBHIGNThY M4 validRatdd, Jtored in

and the decrypted clock skew 216 fail the dupl i cati on
themﬁewwﬂmwﬁﬁyéﬁ%rypted data 207 is invalidated (Step

412) and the history record thereof is recorded wth

an invalid status into the history repository 218
If a h&icRipghldtory r&eded enfoand, te déckyptbicldelcskent Zikb i€ veXgaédds follows:

id 214, decrypted encryptor time 215 and the 20

decrypted clock skew 216 passes the duplication check
valii o8 480 prishe MBGRURI o SRak g 216 1 then used

or conparison w er1 ned nmaxi mum cl ock skew
Invalidn€Clock Skevl Eiréft mM&ltMuﬁt Qleck Skhew &ivaitypt ed data 207 is

generated froma "future" time (Step 422). However,

once the encryptor time 205 of the encryptor 102 is
For %%?ﬁf)ﬁmlf fhd Ynaqlxrﬁﬁﬁr @1@%1 sk&m lifAR f‘sh—%@ts @5 dthe va11d1ty of the

re ence tinme 41 e extent where the encryptor
enmypwdHmsﬁéﬂanﬁmmsngteabHowshan t he maxi mum cl ock skew
limt, the encrypted data 207 subsequently regenerated
fron1 the encryptor 102 will always fail the clock

R ypl A AL u: SR o Bl SOKOWEEIODRS K OWe5ea Bete
&Ofﬁ%’rr@m y 0pdwi2Pingia 18rsee y po@aecdat a| PAP7seEr om|tVedid

7 encryptar namel Clock gkew drifi{, . iS
%Lﬁ% gin &ﬁfﬁégnels M9GS >6"gs%ith th-é sec Valid

00 hr 30 min 00 sec | 00 hr 30 min 10 sec | -10 sec -50 sec Invalid

TN

R T TrI RN LY S et g R e
2E : : &R .. .

00 hr 30 min 00 sec | 00 hr 00 min 00 sec | +30 min +40 sec Invalid

If no history record is found with the matching decrypted encryptor id 214 and a valid
status, the decrypted clock skew 216 is validated as follows:

Valid: Decrypted Clock Skew Maximum Clock Skew Limit
Invalid: Decrypted Clock Skew > Maximum Clock Skew Limit
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maxi mum cl ock skew limt. The clock skew drift is

conputed as follows: Cock Skew Drift = Decrypted

Cl ock Skew - Previous O ock Skew 5 The previous cl ock

skew is retrieved fromthe latest history record,

contai ning a mat chi ng decrﬁ)t ed encryptor id 214, an

earlier decrypted encryptor*?ine and a valid status,

I .

160 3 fitcd Blook B RVAITREPherabka 2030 Llidhied g2 and
the ha'ixtetvy 2ddrdivathvabalithétetds asreéo:rtlécbmo thédlistory xa)mﬂsrﬁkm/\(Step 414).

Hows 1 {1 tBE NEgEy b ko SRaMIS Pk 166 ersromischigie 207 1y invalidated
(Step h?2)”§r?8' Wrﬁlﬁb&%c&%eﬁ%ﬂebmﬁl b8 récaeAte RN R inddiQ status into the

validity of encrypted data 207 is determ ned
hlstdrprépmﬁmystlmmm(ltt) ~~f T W- | Ji. 3t .2z $ Y
as }1C10 ~ ~ x ' 3 1t- .Reference: Ttane*: LT

~:0 SS e 1loelc~ce eA J Rx--j" 00 hr 30 mn 00 secOO

Theﬁéﬁft&gtlf@ Verita@r f"e'é@lt 9€0 12 Qer@aYRhhd %ann’ﬁ 8 Gh&s&kvB0application
sec00 hr 29 min 55sec +5 sec-20 sec

114, The verification result preferably comprises one of the decrypted data 213, should the

encrypted data 207 be validated by the verification module 217, and an invalid status,

should the encrypted data 207 be invalidated.

The encryptor time 205 of the encryptor 102 may substantially differ from the standard
reference time 418 such that the encryptor clock skew 206 is greater than the maximum
clock skew limit. In such an event and where there is no existence of a history record for
computing the clock skew drift, the encrypted data 207 generated from the encryptor 102
will always fail the clock skew check (Step 422). Hence, an alternative means for
verifying the encrypted data 207 is required as shown in Figs. 4b in a feedback challenge
430 without depending on the validity of the encryptor clock skew 206 (Step 422). The
feedback challenge 430 is initiated (Step 422) by the server application 114 when
verification without the clock skew check is required (Step 432). Prior to the transmission
of any confidential data, the server application 114 first establishes a session with the client
application 109 (Step 434). Data related to the session is stored in the session repository
436 by the application server 114. Thereafter, the server application 114 transmits a
randomly generated feedback code (not shown), for example a random code, to the client
application 109 (Step 438). At the same time, the server application 114 opens a time
limited window for the feedback code to be sent back. The feedback code together with its

expiry time, definable by the server application, is stored in the session repository 436.

Upon receiving the feedback code, the client application 109 prompts the user to enter the

feedback code, together with other confidential data if required, as data input 201 into the



10

20

25

00 hr 30 min 00 secO0 hr 30 mn 10 sec-10 sec-50

. seclnvalid 00 hr 30 min 00 secO0 hr 00 mn 00 sec+30
m n+40 seclnvalid If no history record is found with
the matching decrypted encryptor id 214 and a valid
20 status, the decrypted clpck skew 216 is validated
as follows: Valid: Decryptet dock Skew Maxi mum C ock

i i > :
e YR P L DRSS, LB A8 Mty
trandnsittedilback td ke sanesryqpipidatibat Bl 20A fies rateivin@tiededcsympd data 207

424 nd the history record with a val| tatus is
(Step 84y ﬁ@oﬁem gPRiiating 414 Flecke oupiry Aot f?ﬁ%éa%md.e has been
exce’éﬁé/ae(\ﬁép 44y, tp gqed&%% RingdisGxP&ed KEWs&tBni is iﬂ\mﬁ%tkg (Step 444)

the encrypted data 207 i1s invalidated (Step 41
and theeschies applicatien d i 4 wil eleteohing whethe the venifikationiprdresnshould end

[ lid status into,th istory re itor 8 . .. .
(step W pp e Fieblspnar oo S Y e Re pEL R gupigime e
not GRRBIRL QHe 2NEkyPIeaVAALD0Y CarddNBieSREMRICK &b 1 teabd Aier-thdtdhed are

The verification result preferably conprises one of

trangnpjied tecthy deasipi@at & for feedbpeduyadificaiéon &rier ¢4Hed data 207
be validated by the verification nodule 217, and an
invalid status, 10 should the encrypted data 207 be

With refekndbaberg. 4d) eheeduek ybro104t inftRitedQbfeadbdcR @ 0@& ¢éryidaibn process
102 may substantially differ fromthe standard

448 upparreerie of e 1@yRiae Hlatnal? end thadesdbeds cedoékteaiidf). The
decrg}?}gh I &4 gé&gﬁtg the %ﬁ%&%ﬁgdﬁ%%mﬁhqgé‘d&%ﬁ%% H%E?t% 3 IcBntaining

an event an ére 1S no exi st
the febdiaok yodeeinrttle fdecryphorc omwpdulei 21d. tTieraifies khs keavyplior id’s validity

he_ enc ted data 207 generated from{ he encryptor
checkn 16 110)afiayee (PTGl BERABREVENUGK DSHSIER2p1E) are
e, an alternative neans for verifying the

encrypted data 207 is required as shown in Figs. 4b in
a feedback challenge 430 w thout depending on the

tn e o Snay FRlBl s RS H88Y 4 BB AbeoB gy aed in
the HE@yREd \W8fa 2Pk Qé\xhh%d Idith e ReedPacketdde! @6tell ORithin the session

wi thout the clock skew check is required (Step 432).
repopitgry i3 ofor kearmplaagedessico random cody (Stop 5 2e rif thel feeidhtagk codes are

not [qURHOFT 14 ARRLICRA 973 3 duaififha F8EEHIHUET R RERSY Wbord i
recorded into the history repository 218 with an invalid status (Step 414). If the feedback

codes are identical, a duplication check (Step 420) is performed.

If duplication of the history record is found during the duplication check, the encrypted
data input 207 is invalidated (412) and the history record is recorded into the history
repository 218 with an invalid status (Step 414). Otherwise, the decrypted data 213 is
validated and a history record with a valid status is recorded into the history repository 218
(Step 414). With this valid history record, subsequent confidential data transmission from

the encryptor 102 is verifiable by checkingthe decrypted clock skew 216 (Step 422).
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application 109 (Step 434). Data related to the
. session is stored in the session repository 436 by
the application server 114. Thereafter, the server
application 114 transmts a randomy generated
f eedback code (not shomn),d%?r exanpl e a random code,
to the client 25 applicati 109 (Step 438). At the
Therd R, bl laor? REME 1 9PE Rl nd PV RRATS (e bl gpplication
114 [Siep 42¢9dback code together with its expiry tine,
definable by the server application, is stored in the
session repository 436. Upon receiving the feedback
Wltkﬁé@éﬁ“en&hﬁ 48 nifte’i‘@lﬁ’e fee@dcR Vet RutiBR ‘?S"ﬂéf) 34831 ?f tH§ %edh&k code is
enter the 0 feedback code, together with
validt 6¥iEp de) ithe Smtraappﬂlcatmul t4ev,1ahda§s dbg aunrmtwesszcml(stm 656) and

ends 8 Fnad Pl o055 470 Tt SR S FISe, HS SR yirlatidated

(Stepas4d) dnd chbeks$es y&@rforaRRltd eatindine Wrevé“lﬁ@'hoﬁ LR MIr&D(Step 446).
the encrypted data 207 (Step 440), the server

If nogydhe fasdbackrehaengetpsedess 430 issgsminated. ne of t he feedback
code has been exceeded (Step 442). If the expiry tine
is exceeded, the session is invalidated (Step 444) 5

By ganthg the wer weenappl the Feddbackl dsdewivith h@éx&frmtm }M}emﬁéﬁsmg the
the verification process should end ;St or

encryjpiet R8¢ 2pd axertbe derdbrel: gede pent backs s yhe ﬁ%?rdam%w%?ﬁ 114 for
verl%éatlhﬁeth )§BJVE ;ﬁﬂh idrS 14n§-1'hcﬁ:§e to@tger B Qs ENET, ¥ 1ﬁgand whether

ta 20 eed e Inter-
the bn(amstndtﬂeetﬂnabb tdie debeiypt toansthidtedf ar rédetixac lethout the user’s

encrmfg;ng e_;yré St qur4?1? eapégneé\h; Bé%q@cggtr}(f)ptg geedbac’k code.
Sinc¥@hd feb @k %Bd@fs%ﬁéﬁted‘}ﬁtﬁio‘ﬂ? And R&LAPEX gﬂfy thﬂ@ the %er?etrators are

encrypted data and the feedback co

not affieto mptwry heencrypeddeetbaght sodelaad enextyﬂ.ﬁelethe daplay G0E. t o
obtain the decrypted data 213 containing the feedback
code via the decryption nodule 211. Thereafter, the

The @REyPRE A021i8 a8 i@bitahtidlem&iieEkhd Scare 44fn 200 vithén provides the
transm ssion tinmestanp's validity check (Step 416) are

tools ® grstireoeandidential daggingul. nflereiafier duskenskaiors1Wdaisi dsegbed as an
embggl%:elht ggﬁé) 1&%%q%h&§r%§§_gar e% év:VI .o?%. i % gaﬁm lba ed partial

represfeﬁfaﬁdn of thei cantpoferste s&thithe le@@9piot 00Y fcﬁ&ﬁcxllfa@lhg exaiyptl@. The
a reference . random code (Step 452). If the feedback
encrypige 405 ¢@mprises a storage mean 502, a clock 504, a processor 506, a confrol means

508 and a display 510.

The storage means 502 include one or more non-volatile memory, such as a ROM (Read-
Only Memory) and an EEPROM (Electrically Erasable Read-Only Memory), and volatile
memory, such as a RAM (Random Access Memory). The non-volatile memory stores the
program instructions including the cryptographic algorithm, the encryptor id 204 and the
encryptor clock skew 206. In addition, the non-volatile memory provides a repository

module 324 for storing multiple encryption keys 209 and the confidential data input 201.
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20 not identical, the decrypted data 213 is
invalidated (Step 412) and the history record is
recorded into the history repository 218 with an
invalid status (Step 414). If the feedback codes are
identical, a duplication Cgffk (Step 420) is
performed. |If duplication the history record is
f - ' ugl,i Wely! t ; 5
The (B, BHIORY ghORGAMRL kLSRR 300 118 EREDIRLE Sordthe duta
input 2¢baid ¢ererypoarkdg@00nisowtlhes dits tapuired dpqedteasiyig DY 8he processor
wth an invalid status (Step 414). Ot herw se, the
506'decrypt ed data 213 is validated and a history record
with a valid status is recorded into the history
repository 218 (Step 414). Wth this valid history
The clock 584 is tissidlgd enthic thefandeptar 4102 dat generating rths snayyptbr tme 205,

i, SR BB RIeLRE b S RSBy BER BARE ap o
compiir Ytdrhi CMid pRvERS Whinid&idnSo0@e %‘héﬂﬁfbr&ﬁﬂc RO®bid&shducting
to the server application 114 (Step 6 Wth

fraughdentr isplew fop the gnergpied alptae?0% hdhe cxdebadd isepyrichomisedrwith the
448) .. if t.he.feedback code is 5 valid (Step
swnél%é?&elieﬁgg t351,1‘8?3 \(/18{;1“%5% II% a “.tﬁﬁrei% val i dates the current
session (Step 456) and ends the feedback chal |l enge
process 430 $St ep 458). O herwi se, the session is
A usep Prafprghlyerpntrols ayd intragctsayyith dhe ercsypipe 1 9k v faothaeantre) mean 508
h . it v Co o ¢ )
o B, T GBS ERE S I AR bucons
conttedy 3iused éat. actifatByg thetehcrygtor 162 waé rinitiatign theygncryiphien module 208

.feedback e W,.th his en tion key 209 uysing the
whilg {3 5‘5?16}’ %Tgﬂr%éeswawl fadbacbdp Blaecks_eep&zaaﬁé@mn, Bag gacryptor 102
is plte?é?abﬁll? réRfro BRPLAE it Qted Wi 9¥ iﬂ?i ﬁ\%fr]fedtsﬁg ih@rlnpﬁth@evic;,esl%, for

server application 114 can ve t he" user
exargeln @i qoenpaitant kielrbodrdr connbaedtheroppt @tle esptilyaidk allpda daga input 201

to b Fendper Gyt kesd MoahSunmh e TS theroREair¥epyeoneous data
inpu]‘:t.a'ThE‘ dish§ AnChMRECHIMRasHR e cﬁﬁ%%;/ ofl e PHMERiss R timestamp and

. feedback code is generated random’y and has an expiry
indigation of tthe cppasypser’s 402 sgnclirenisation veibhl thetstandarsk tgfarendegiime by the

userENCrypt ed feedback code and use it after the expiry
time. The encryptor 102 is an inportant el enent of the

secure system 100 which provides the tools to secure

confidential data input. Hereinafter the encryptor 102
The jpgocgesoE PP opctatesghe encryptor 102 via program instructions stored in the non-

volatile memory of the storage mean 502. The processor 506 performs the functions of
both the encryptor 102, for example the retrieval of the data input 201 and encryption key
109, and the encryption module 208, as well as performs synchronisation with the standard

reference time.

The encryptor 102 is either operatively connected between the input device 106 and the
computer system 110 or built into the input device 106. Input and output (I/O) interfaces

512/514 are provided with the encryptor 102 for interconnecting the input device 106 and
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Fig. 5 shows a system based partial representation of

t he conponents within the encryptor 102 for

facilitating encryption. The encryptor 102 conprises

a storage nean 502, a clock,504, a processor 506, a

control neans 508 and a display 510. 25 The storage

i1RC (@ N
comglﬁcgf‘%ésgé}g 110 lVHHethQrbﬁ d%;byqu%l) r?ﬁcéé %gt%dté %E%Iptor 102 can
immediheett procads| a}nyEdas amte XRé affler@rthy mmrmieybcse lé)6d Whnls gireteats any
Random Access

MeND uch as .a RAl
mal RS (i B RSB ot BRECHTRY COBIPURT AHTPAAID BT gfcessing the
data'1ﬂ U1 Ndnde dayPLRat a0hiie e@rgﬂéd bBfAke 59@1 QBRI PHhe unsecured
204 and the encryptor clock skew 206. n addi ti on,
CmnPW@rﬁ@ﬁmeNhtlle menory provides a repository 30
nodul e 324 for storing rmultiple encryption keys 209
and the confidential data input 201. 21 The volatile
In adiﬂiﬁ@li Ya Poreibldl estetndP stoRipK inlihin 316! a@RhdB13 tb Mied encryptor 102 via an
orarll stores the data input 201 and encryption
extew@y storage laérﬁ?m Plscandicaused dar peayidiog thy ewesitarsignedple 324 for
e 0 st
storl&xpﬁ‘ﬁﬁlﬁgﬁhgﬁ&g}glo@l ? &ys i%cg%f)ﬁﬁ@e%léﬁgga 1%8ht{ghe%é%1 Cp?)}l/‘tg?lgr external
stordgemeead (86 is \aﬁwanltagesumfmtr usarsl Mﬁlloa'bdltﬁrehysetdf gheisiie S0@f encryption
i ndep en?ent of the timng on the unsecured conputer
keysgpappltiplersiceynioreJ8ht s mani pul ation of the encryptor
time 205 for conducting fraudulent replay for the
encrypted data 207. The clock 504 is synchronised with
In thd eforegd)iagdmamdr,eﬁes}etwe ahd nee poedesn gedaading cat embodiments of the

ther ser eferably controls and [nteracts .
invegglor, ﬁ%‘“@ﬁ%f’t}é‘t‘%ﬁ“ agystep e deshibest h%@a#t@cfsr engrypting data

50 aE @@p%s@ﬂ% %téé&rﬁdgﬂt@alf-??nlhfe%htmvﬁgﬁt Hﬁ‘{}fér’s}@éﬁ 91% diflosed.
formof electronic buttoris control, is used
Althaugh watyi agnurhleer epic pppodimengof e inventict iareg dtshk@sed 1t becomes

app4G7hE 4 Ry SRUBRER T i Tois scsbfy i MiRahs ¥hinEs andior
modeMEtiyRtAT bel@ddd withsutRlepdreihg %m 182 B dpelan@ dpidi 8f the invention.
interacted with by the user using the input device

106, for exanple a conputer keyboard, connected
thereto. The display 510 allows data i nput 201
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to be viewed as they are keyed into the input device
. 106 to thereby prevent erroneous data input. The
di splay 510 further allows both the display of the
transm ssion tinestanp and indication of the
encryptor's 102 synchronisaé%on with the standard
reference tinme by the 20 user. The processor 506
ClaifRerates the encryptor 102 via programinstructions
stored in the non- volatile nmenory of the storage nean
1) 502n ¢hhgyppordoessoyptim@elapanpurcosiptritiagl uncti ons of  both

the encryptor 102, .faqr exanple the retrieval of the |,

a3 SPTSHROD B for At Bt el Sy S eI R PR device and 2
comﬁﬁtﬁ{%@}stéﬁﬂ d@é&%"iﬁc?&@ﬁm% 38thV¥at kinR® deité @ Bencrating data jnput, the

synchrioni sation with the standard reference time. The

encrypieqny progilel 6 dbiaisingherdympmicatvasigily andnfoe cinetyphiog vibe ridynamic

Lhe bnput . device. 106 an h conputer system 110 or
varighiEp iR o S it B0 d B ERERY byl SERBAD.

(1/0) interfaces 30 512/514 are provided wth the

encryptor 102 for interconnecting the input device 106

andherein degppus rdeyicst isning digeahi datp commaaiipr oyith ¢l encryption

C ' e - can. i [ I
mod AR NB S MR RGN AR TSR b sy
for shbseguarteveptisn any deciptivarssa desiptatimoreckypsdddiafgar@dn decrypted
t he unsecured conmputer system 110 from accessing. the

dynamicavariaple tho feeivard deminvariap heingo gomparabler yish ex reference
dynz?l?if(c) %f‘%@g ggﬁinsdﬁﬁtbf e HQ&%P? frvER 1na%5vaglgi:f)'f? Wrale dse)éﬁﬁp?&i' data,

dition, "a port e extern age nea
516, attachable to the encryptor 102 via an external
sed.for, providi

t interf 18,. b t he
- e UETBy ¢ fticd 3318 p GebrosehiBhy gt i dPbIEUENERY S dagrypted
dyn@i¥ SvaNG1L ebirtPHendd ittdaia :(ngl'ﬂal?l% SvariaBR RAd RO !rBference cgynamic

external 10 storage nean 5 s advant ageous for user
varighio require use of the sane set of encryption keys on

mul tiple encryptors 102. In the foregoing manner, a

system and a process according to enbodi nents of the

2) | NT@Bkh@ploPhs SamEd ihXladh 1dairthetdipiisifg:Syst em are
descri bed hereinafter for encrypting data 15 so as to
pr 88 epciapden ey fnfingemtinglthe gata jippusgthi topcryption &by deing at least

one BF idtRRuSHE! @ymtlf?er l?seg ltl?l‘ﬁh W gm'put device and generable from the data input

provided by the user using the input device.

3) The encryptor as claimed in any of claims 1 and 2,
wherein each of the dynamic variable, the reference dynamic variable and the
decrypted dynamic variable being at least one of a random code and a time dependent

value being generable from a clock,

wherein the reference dynamic variable corresponds with a reference time

dependent value, the decrypted dynamic variable corresponds with a decrypted time
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Al t hough only a nunber of enbodi ments of the invention
are disclosed, it becones apparent to one skilled in
the art in view of this disclosure that numerous
changes and/or nodification can be made w t hout
departing fromthe scope and spirit of the invention.
23 Cains 1) An encryptor $%r encryptl ng data i nput
r V. I
depe@g%ﬁﬁfg}? ra%ﬁﬁxthec?)%ie %prﬁégﬂgﬁési W tﬁ { d%@lf}/?ted ranc(ljom code, and the
cloclcﬁmfutthmgeﬁmn@g‘mn encugRor timé.er acting with the input
device for generating data input, the 5 encryption
nmodul e for obtaining a dynam c variable and for
4) E€Nghy thr?lgtor he c‘#éiﬂéﬁ‘lﬁ CclMAY 3 2k §lel &Edt (!fh‘?? e 1?, c#\lrf%p&t valid and
i nto encrypted data using an encryption al gor
invaiMhewkdreintthe dearppitd detaiis envialid iwhedithedécrgatedtime dependent value is
conmmuni cation with the encryption nodule, the
One‘etﬁcrypted data being transmtted to and being rel ayed
bynkﬁ@ﬂﬁ@ﬁﬁ%b&ﬁuﬁyﬁhﬁmhé@ for subsequent reception and
decryption by a decryptor into decrypted data and a
decrypt ed dynam c vari abl e, the decrypted dynam c

evvlt efer e, dynamc. . ., .
valFadid AR (BT RRIG Mol dil G CHET G dp HD Rl Timic being
predéfihdddi ty of the decrypted data, whereby the decrypted
data is representative of the data i nput when the
decrypted 15 dynami c vari able corresponds with the

5) dyﬁﬁ‘ieﬁcr ryg%)élgm?eﬁqntaﬁ gl:u%{se}n% {ilfi’quérr&o Vgsmgbl e.

as cl

coaptdckiskgw fan tlﬁrecsyyratrb@lmﬂgehe feﬁrryprﬁf: bt the @e&ﬂyptod afhRrein the
i nput, the encryption ke eing at |east 20 one of

tunelqrprlzs’&akr%reelsrslgﬁ rq%OGeéqurE.shav eptthespeRyPiglime and
generable fromthe data i nput provided by the user
usi ng the input device. 3) The encryptor as clainmed in
anyhefeirc|thé mtock alv Tornekyemds nvidlach dedrypted cpclarskew, with the

variaple, the reference nami c vari e and the 25
decryjpied %Fgak Hgée?fé{l’tla'&]ﬁq%mbger?&cré’? eﬁéggat one of a
random code and a tine dependent val ue being

generable froma cl ock,
6) The encryptor as claimed in claim 5, wherein the decrypted clock skew is

comparable with a pre-defined maximum clock skew limit,

wherein the decrypted clock skew is decryptable from the encrypted data.

7) The encryptor as claimed in claim 6, the decrypted data being invalid when the

decrypted clock skew is greater than a predefined maximum clock skew limit.

8) The encryptor as claimed in any of claims 5 and 7, further comprising:
an encryptor id for identifying the encryptor, the encryptor id being unique,
wherein the encrypted data is one of further encrypted from and concatenated with the

encryptor id,
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wherein the reference dynam c variabl e corresponds

. Wth a reference tine dependent val ue, the decrypted
dynam c vari abl e corresponds with a decrypted tinme 24
dependent val ue and the random code corresponds with a
decrypted random code, and the clock for further
generating an encryptor ti S 4) The encryptor as

oL AR e B T SARPRICALR, B2 B0 Plo wits e
decriyptedbhaypibeidl dopesstadingoleldtHeicnerygpandent val ue is

one of: nore than a upper tine limt; and |l ess than a
lower time limt, the upper time [imt and the | ower

ti S . . . c _
0 L} T byhob s AnelflRIZHY Agn B FREpROTARRG 85 e
by tlee ddcogpitorsfioe prefarce toif mpradefiabd i picfiged ithehe dygoymted wndriptor id

t he decryptor erein the .tine dependent val is the
el 16 PSR oT SEK PSR E S ORGP of s eherypled data
by thRERJpiort he cl ock skew corresponds with a decrypted

cl ock " skew, with the decrypted clock skew bei ng

decryptable fromthe encrypted data. 6) The encryptor

as.¢clained in claim.5 wherein §he decrypted clock

10) 35 a6k ATt iR antiPEHE S AREFRIG R fivbs
cl @aKstslyerycordnaft the \daeryBied dnbB/pelRGEY hedbc Kclokie¥kdws and the
decryptable fromthe encrypted data. 7) The encryptor

decrypfed | tyneredgpeniflent aialneewhengis dhec histary dreeritaisbescprgled in a history
repogi@o\f?lak%Mﬁ%aﬁ&?the%%‘f’.r ypted cl ock skew is greater than
ap St T he

maximumcl ock skew limt. 25 8) The
encryptor as claimed in any of clainms 5 and 7, further
conprising: an encryptor id for identifying the
1) en%?p‘t”@?bfpt?rhés Shimgat wr clagm pE). nyyherging e degpyatosiis fuptger for

¢ i Jourt V. C
com@%ﬁ{g\g @Eﬁf}f%&% %lﬁcl?gge“?f\w{h LIRS B ST apf)r%ddeftirflgtfnnﬂ;(ﬂnum clock
skew limit and a previous decrypted clock skew contained in the history record for
determining validity of the decrypted data, wherein the previous decrypted clock skew

being subsequently updatable with the decrypted clock skew.

12)  The encryptor as claimed in claim 11, the decrypted data being invalid when at
least one of the decrypted clock skew and a value obtained when the previous clock skew
is numerically subtracted from the decrypted clock skew is greater than a predefined

maximum clock skew limit.

13)  The encryptor as claimed in any of claims 10 and 12, wherein the decryptor
invalidates the decrypted data when the decrypted encryptor id, the decrypted clock skew
and the decryptor time dependent value are present in the history record prior to the

encrypted data being decrypted.
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encryptorid, 25 whereby a decrypted encryptor id

. decryptable fromthe encrypted data with the decrypted
encryptor id corresponding with the encryptor id. 9)
The encryptor as clainmed in claim@8, wherein the
decrypted encryptor id is checked 5 by the decryptor
for presence of a predefin text prefixed with the
de , I rei r of .

) TR Ph S pfoF KRR o 0 o SREBERETIKR sent by the
decrgptor fopthedncigptor foyerichgptodacasytid dynandi® yariside @t typeratrymed data,
clai,med in any of c¢lains 8 d 9, further, conprjsing: .
and fi 4eqEyRiEGrGOBE Gpee rvmied deer yhe @acréfﬁ@fiy&% cing, siffgntially
checHEF WYR AL G RE kafdoRVc Aot b@riﬁ&éﬁj%ﬁﬂ%&ﬁ %Q%ilpﬁeglg%ﬁfed data

val ue wherein the history record is recorded in
is validsvimanythe depypictlonydoat tede s addéntticalabitban raferenerofanddr)code stored

. The encryptor as clained in claim10,. wherejn the
in s ATERR By e el rahdhu® bR g™t e Yedobifc e
clock skew with at | east one of a pre-defined maxi mum
clock skew |imt and a previous decrypted cl ock skew
15) codhaprerptrhas daimadgn slaym leButhgr ¢wnprisies:er ni ni ng
val i di f .tih - , ernein_ the. preyi
ot BT C R ERAS Ui AR PR B data ana

the entctyptibmelgddthny,pt ed cl ock skew. 20 12) The encryptor as
claimed in claim11l, the decrypted data being invalid
when at |east one of the decrypted clock skew and a

va ' WREH ; : I LhScino-

16) nuggg F@%W}bpg%t r actlg Eﬁ¥ ?g%ﬂtn% :15 ¢ ecﬁ:? E%‘g%?\gﬁ)rggﬁmg%ew
i sagoetailencanifaninitigting deérypech byréieiencnyptbdoalgostheaw
limt. 25 13) The encryptor as clained in any of
clainms 10 and 12, wherein the decryptor invalidates

17) t hendeseypbess dabmdiiany bhaasect 18ted 16NGFHBE Pmrriing:

the decrypted clock skew and the decryptor tine
depdrpbytiovdispleyiag shqonssasive siatustdighdérsrypter. r ecor d
prior to the encrypted data being decrypted. 26
18)  The encryptor as claimed in any of the claims, 1, 3, 15, 16 and 17, further
comprising:

a processor for operatively interacting the encryptor.

19)  The encryptor as claimed in claim 1, wherein the encryptor being one of integral

with a keyboard and structurally computing system independent.

20)  The encryptor as claimed in claim 1, further comprising:

a repository module for storing a plurality of encryption keys, the repository
module being removably integratable with the encryption module for establishing data
communication therewith and for providing at least one of the plurality of encryption keys

thereto,
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14) The encryptor as clained in claim3, the random

code being initially sent by the decryptor to the

encryptor for encryption as the dynam c variable into

the encrypted data, and the decrypted random code

decrypted fromthe encrypted data being substantially

checked with a reference random code for verification

th o hst Vel :

o e A S B AR HRERAE AR ot It e O ¥R raliy of
encrypsfoarleys provadadoby thedepasitoryarodile, andehs etsisagsone of the plurality of

r eposit or t he. dec ted r.andom bei ng sent fromthe
encr%@;@eww%{eswg lnﬁﬁ‘é‘{%ﬁsﬁﬁtﬁﬂ%ﬁuq‘as clainmed in claim1,
further conprising: a storage nodule for storing at

| east one of the data input, the encrypted data and
21) 10 Thaenesyptey pt ¢laimed| ig claim R the 69poFiieryemeduepeampriagng:

cl ai med_Jn. any, Q ai .and.15  further, conprising:

o SR ol el o RSRagtio R it Bp el R 19 Ve ot e
plurg by Ré}sAor RAigalissidinto thderkfyptdhie encryptor as cl ai ned

in any of clains 1, 15 and 16, further conprising: a

di splay for displaying the operative status of the

en : ner fha$.Clai [ f 1
22) &7 g Ryl e SRR RS 207 el BOARy oY bl Bfhguuraty
computogesystem hdepeageaitat i vel y i nteracting the encryptor.

19) The encryptor as clainmed in claim1l, wherein the

encryptor being one of integral wth a keyboard and

23) St ‘THE*eHér?iutloY a6 eARHLd Hﬂclﬁﬁfi%élrgﬂfetﬁg {éﬁ&g?ﬁted 23ta29MedBtable by

encryptof as clainmed in claiml, conprising’ a
the despygort orty atdehst ené @xf the alecnypted datajraaldedrypted clock skew and the

enc tion ke the repository nodul e being
decr?’%tﬁ%égliﬂr?}civﬁ'f‘%@?'at able with the encryption nodule for

establishing data comunication therewith and for
providing at | east one of the plurality of encryption

24) keysdecrypterdppdecyptingtaad overifytimgthe ryaligigyt ¢fomcryptied data comprising:

kving th | f th | [.i f
entrasseehBoBlis, £ dssRPipe netPil i ol dBtupied dfyond
decrined ayndngia Sarighle usihg b lieciybtifi@hlgbiithef,

wherein the encrypted data is subsequently received and decrypted into the
decrypted data and the decrypted dynamic variable, the decrypted dynamic variable being
compared with a reference dynamic variable obtained by the decryptor for verifying

validity of the decrypted data, and the encrypted data being encrypted from a data input,

whereby the decrypted data is representative of the data input introducible by a user
when the decrypted dynamic variable corresponds with a dynamic variable and the

reference dynamic variable.
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encryptor keys corresponding with the data input. 5
21) The encryptor as clained in claim 20, the
repository nodul e conprising: a user interface adapted
for interaction with a person for selecting at |east
one of the plurality of kgilgc, for transmssion to the
encryptor. 22) The encrypt as clained in claim 20,
25) th@nE ABASHPRY cIHEE $n BRIM 245 Whidfehl Bl of thd AyRAARW 4rfABle, the
system i hdependent. 23) The encryptor as clarned in
referehed dpmamianhatablaardibe daoyyted dynatpicavarigbld éc atylpasabhe oby random
th ecryptor, intp at |east. one of the decrypted data,
COde&‘“ﬁé‘cWﬁ%{%@ng?%é’ﬁﬁlgﬁgwrﬁtﬁ fiomea C@Q&’r ypt ed dynami ¢
vari able. 15 24) A decryptor for decrypting and
verifying the validity of encrypted data conprising: a
dewihgisin dhe nisduprces dynateicr ypidbigy @ﬁ@ﬁWﬂédeEt a feference time

oo JS5EPHEE, 8 et (URADACH B LA VAL dh s e

depénderg WakrGine nhd yandemedode doaehof@Citpaaikchypted hidm code, and the
decrypted data and the decrypted dynam c vari able, the

clock fr ke EeRGAURE 20 e YRION MPei ng  conpared with a

ref erence dynam c vari abl e obtai ned by the decryptor

for verifying validity of the decrypted data, and the
26) enthy geagpataa chemod ie oty @5 thd depymeddita Heh@gbnehaﬁvalid and
_ wher eby, t he decrypted data . is. representative of the ,
inva %t%hqr%lﬁdpe AeRrY R dpigiis inyplid if {hie decrypied tmeedapspdsppvalye is one
of: dynam c vari able corresponds with a dynam c variable

and the reference dynamc variable. 28 25) The

deorypthen aappei tanerbiohi; and| ai m 24, wherein each of the

dynam c variable, the reference dynam c variable and

the decrypted dynamc variable is at |east one of a

r angonharC dewandinge ikl tHERPP&Ciitne VidhiiCardeRr RURE tih®Mmit is

a clock, 5 wherein the reference dynam c vari abl e
predgbirgdesponds with a reference time dependent val ue,

the decrypted dynam c variable corresponds with a

decrypted tine

27)  The decryptor as claimed in any of claims 25 and 26, further comprising;:

a clock skew for time synchronizing the encryptor with the decryptor,

wherein the time dependent value is the sum of the clock skew and the encryptor

time;

whereby a decrypted clock skew corresponding with the clock skew is decryptable

from the encrypted data.

28)  The decryptor as claimed in claim 27, wherein a decrypted clock skew is
comparable with at least one of a predefined maximum clock skew limit and a previous

clock skew for determining validity of the decrypted data, and wherein the decrypted clock
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dependent val ue and the random code corresponds with a
decrypted random code, and the clock for further
generating an encryptor time. 10 26) The decryptor as
clainmed in claim?25, the decrypted data bei ng one of
valid and invalid, wherei he decrypted data is
invalid if the decrypted ti dependent value is one
skev@fs deg%@abﬁé‘ﬁfenﬂth@ RREHpicldatd il the ?&%LJSEEIJ)&S&e(whﬁ%u@sequently
lower time |imt, thé upper tine I|mt and the | ower
updattabrherthrﬁhlﬁtdqcsyptm@déf skewd. 27) The decryptor as
clainmed in any of clains 25 and 26, further
conprising: a clock skew for tinme synchronizing the
29) eNThy @@ ptot bl claiBed &f EMh @8, theQUsRPE dutd ReinhRE when at least
dependent value is the sumof the clock skew and the
one gh#eyactpted pock wkay apd aavales phipined vdieocthe prasipus clock skew is
d
subtr?ﬁ?{e cﬂg qg#} grgcrmg{eg %&ff( glle 8;% g%gt\é%gliarn S g)gérﬁ@fgggdc ‘fnéxlxnelgn clock
skew Bm@&| ai m 27, wherein a decrypted cl ock skew S
conpar abl e vvith at | east one of a predefined maxi num
clock skew limt and a previous clock skew for
de S y .
50 Lipafe e Y2u it Sy bR SRTARUDS, BRl: oBfifhsing
f r aendriyptoe ntfoy pdead fydag Fheanckyplme, the enarppter wll beddg wkeqwe, i S
subsequently updatable with the decrypted cl ock skew.
29) The decryptor as clained in claim28, the
de%}én‘é‘irﬁﬁle%Eﬁ/}()le% dafy Bl drd o‘f"i’@ﬁhéf‘%m&?ﬁéﬁ frot RE c@ﬂcaﬁe’ﬂ@ted with
decrypted cl ock skew and a val ue obfai ned when t
the gpeypiasid, cl ock skew i s subtracted fromthe decrypt ed
clock skew is greater than a predefined maxi num cl ock
skew Iimt. 30) The decryptor as clained in any of

cl QihBkeby 7a ARErypfhd EAUTIAEF i€ UEBRHEbRIfrom the encrypted data being

identical to the encryptor id.

31) The decryptor as claimed in claim 30, wherein the decrypted encryptor id is
checked for presence of a predefined text prefixed with the decrypted encryptor id wherein
the presence of the predefined text indicates valid decryption of the encrypted data by the
decryptor.

32)  The decryptor as claimed in any of claims 30 and 31, further comprising:
a history record of the decrypted encryptor id, the decrypted clock skew and the
decrypted time dependent value wherein the history record is recorded in a history

repository after verification thereof.

33)  The decryptor as claimed in claim 32, wherein the decryptor invalidates the

decrypted data when the decrypted encryptor id, the decrypted clock skew and the
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30

10 a encryptor id for identifying the encryptor, the
encryptor id being unique, wherein the encrypted data
is one of further encrypted fromand concatenated with
the encryptor id; 15 whereby a decrypted encryptor id
decryptable fromthe encryﬁged data being identica
to the encryptor id. 31) T decryptor as clained in
: rl
e e e B BRGNP R AR PR prif i fhe cporypted date
bmngﬁb@ypme.decrypted encryptor id wherein 20 the
presence of the predefined text indicates valid
decryption of the encrypted data by the decryptor.
34) 32)th H@crgﬁ%f MPEMmé’dSlrpélﬁh'rrﬂEsi th8 raf®énPEode! wﬁgin%@dlfwém by the
further conprising: hi'story record of
decrm-;t@r ippthe @nelryptoy rfomncrxptlonrae teredynaptie daitde ints idesiereenypted data,

ted ent val ue e
and &h 9ecf§/¥’t?(§ m goiﬁ % Scra%tgg rony th? gp%rlyyt i%%ﬁiellngr%}lbstantlally
checléd @ithve Edféﬂeﬁ@d rahﬁoﬁlhlﬁﬁﬁf@ﬁ‘r foB3erifldadiof e@hatBinOthe &cr gpted data is
clainmed in claim 32, wherein the decry tor invalidates

valid when thedegpipéad Tandem wadnistientisabioythe skfcenes yapdom qode stored in

d cl ock skew and the 30 decryptor tine
ﬂwsﬁgﬁ)q%g ¥Q$alue are present in the history record

prior to the encrypt ed data being decrypted. 34) The

dech ptor as claipmed in claim?25, the random cod
35) peilhg dermypical 45y clasnd By clae 25 Bedlggh by Pregsyngronised with the

rd%&ﬂ&é%@&@@x&@&u%@ﬁkypt'0” as the dynam c variable into

he encr data, and the decrypted random code
decrypted fromthe encrypted data being substantially

ThL AR T R

repoMkﬁ‘? fonesteeeg Yaptieskt raedadrGRa key 1AaNk 1 GAjud Mdnhiication code

reference random code stored in the session
corrgsppading with.cadlpoBthy arlsestdoe degypiiondseyel ai med in claim
25, the clock is pre-synchronised with the

37) A process comprising the steps of:
receiving encrypted data being encrypted from a data input introducible by a user

and a dynamic variable, the dynamic variable being obtainable from an encryption module;

decrypting the encrypted data with a decryptor into decrypted data and a decrypted

dynamic variable; and

verifying validity of the decrypted data by comparing the decrypted dynamic

variable with a reference dynamic variable obtained by the decryptor,

wherein the decrypted data is representative of the data input when the decrypted
dynamic variable corresponds with the dynamic variable and the reference dynamic

variable.
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reference tinme dependent value. 36) The decryptor as

. clainmed in claim30, further conprising a decryption
key 15 repository for storing at |east one decryption
key and a unique identification code corresponding
with each of the at least o 1e decryptr on key. 37) A
process conprising the stepg recei ving encrypted
da ' i bl e by

9 Qe PSS aéﬁﬁég%éﬂ%%ﬁ@%gﬂ?% ehBhe gt A

vansiaglae ldaet ogp oDt dinmabépenfierdmabre @wrca yzptdroonccr@dasl the dynamic

r SABGIPOLIE SRSRERI Bt LIRS

being at M&dtioh¥ b rat@bintiddy a8d a'hprfé RBERaLRE @ﬂuéj@élﬁ‘g ?é’nerable by a clock,
conparing the decrypted dynam ¢ variable w

reference dynam c variabl e obtained by the decryptor,

ein t crypted data is,.representative of the .
g Berep PE e e SRy oy iR GO Oh i & FelErence time
depch@érit €640¢) dthe WidchygtétE d9MAAIN Garibdld abirés g@ﬁcﬁ’s WAt a decrypted time
reference dynamc 30 variable. 31 3 The process as

depeprientrriabuei andgharandgm, coda comespoadnisith o d«rgryprpéi rg@@pn 6pde, and the
c1ock'%r nﬁérgggg}%{mgﬁ?ergm OLI t!nﬁ? dependent val ue and a

om C vari abl e, and each of the
reference dynam c vari abI e and the decrypted dynam c

varl able being at least_one of a random code and a
) ti ke awéwéﬁralmﬁri inclpe 3%, fydhacampasing the denek, 5

v\ﬁht@é}&gﬂrﬂ fe rdgﬂ‘aqﬁ}t‘ﬁlnzdgd Wa@%@% g % éﬁWaﬁeq?{] rtﬁ% ngér} te% 8ata with

ref erence val ue
an enlyrpator.c vari abl e corresponds with a decrypted tlne
dependent val ue and the random code corresponds with a
decrypted random code, and the clock for further

40) gel‘lﬁﬁg%ceﬁ AR1AMEA YPLMm 88 'Tﬁrth&Qo?h%hsﬂQ%hﬁit&?@ﬁs as
cl al in claima38, further conprising the step of:
determining validity of the encrypted data by comparing the decrypted time dependent

value against predetermined upper time limit and lower time limit values.

41)  The process as claimed in claim 40, the step of determining the validity of the
encrypted data further comprising the step of:
comparing whether the decrypted time dependent value is at least greater or equal

to the lower time limit and is at least smaller or equal to the upper time limit,

whereby the encrypted data is valid when the decrypted time dependent value is

within the range of the lower time limit and the upper time limit.

42)  The process as claimed in any of claims 38 and 40, further comprising the step of:
providing a clock skew for time synchronizing the encryptor with the decryptor wherein

the time dependent value is the sum of the encryptor time and the clock skew,
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encrypting the data i nput and the tinme dependent val ue
. into the encrypted data with an encryptor. 15 40) The
process as clainmed in claim38, further conprising the
step of: determning validity of the encrypted data by
conparing the decrypted ti dependent val ue agai nst
predeterm ned upper tine litt and lower tine limt
. L , i m 40,

whelf A8 OO RBEAS SGRTECS Bk B a4 By o

ﬂweﬂa@a&ﬁuhuher conprising the step of: conparing whet her
the decrypted tinme dependent value is at |east greater
or equal to the lower tine limt and is at | east

43) Shé Efoc@gs B QMhned th élﬁ%eﬁmefur{h'ef'@o&bﬁglﬁg th%&ﬁﬁgyk?y the
encrypted data is valid when the decrypted
dep@@&@lgtvahdityl@f ithe degypiied Iwiqwktﬂliewrta/ngcenpﬁrlrightdaeld@mpted clock

s M 1, AR IR T L 920 B 585 cock

skeve VMBS kitIddcpehtsd @RCcRfskew RS %&&pﬁsleafr@ﬂl%ls cBkS§PtelMata and the
time synchroni zing the encrY ptor with the decryptor

previgiye cloick skewn s Stubmud@tbemi@mb a/vithy thei decryptedslepkatkewhe
encryptor time and the clock skew, 32 whereby a
decrypted clock skew, that is identical to the clock

44) skawe preteshesrafin@blie ahy oMhetceme B2 rapg s dfigteAcoripsidd the step
process as clainmed in clainmed 42, further conprising

of: the step of 5 checking validity of the decrypted clock

sk [ t: - | at
o SR <EETRRE Ay T R R ol P B o
a pr eV| ous cl ock skew wherein the decrypted cl ock
ske q& e fromthe enc y ted dat a and t he
F'E?&R:,

ygt FRFrEPIOn S &% fRrperstense ©fvi pigdefined text
preﬁQ@& Wi P{ ek ﬁletf}gﬁ ted @Wyg{lbg’) id T8 r@fnoﬁfesﬁreééac%l o fﬁ%d}gﬂﬁgeﬁned text

any of the c ns 42 urther conpri sing
indistepalid decrypiiorgofahe narypied data ty ttlor deeryptyrpt | on and

identification of the encryptor; wherein the decrypted

encryptor id is checked for presence of a predefined

45) U exhe process as claimed in any of the claims 43 and 44, further comprising the step
of:

checking presence of the decrypted encryptor id, the corresponding decrypted clock
skew and the corresponding decrypted time dependent value in a history repository for

determining previous use thereof; and

recording the decrypted encryptor id, the corresponding decrypted clock skew and

the corresponding decrypted time dependent value into the history repository.

46)  The process as claimed in claim 45, the step of checking presence of the decrypted
encryptor id, the corresponding decrypted clock skew and the corresponding decrypted

time dependent value in a history repository, further comprising the step of:



10

20

25

15 prefixed with the decrypted encryptor id wherein
. the presence of the predefined text indicates valid

decryption of the encrypted data by the decryptor. 45)
The process as clained in any of the clains 43 and 44,
further conprising the step 20 checki ng presence
of the decrypt ed encryptor %%I the correspondi ng
d.eﬁ{vﬁ C!hgcci%c aaady e!?leth%oﬁé'c &f‘%&?{}t‘af% Yieecrypted
time epe dent vdal'ue in a |story posito

clocklekay andthegdgergpiorause degentberabie; arapdesecarthé higtdrieecord prior

decr or . the correspondi ng decrypted
m‘hEFB@&€§§gﬁ}gﬁHéﬁ%§3PH%'corresponding decrypted tine
dependent value into the history repository. 46) The
process as clainmed in claim45, the step of checking
47) pr dbemsecess as héaia“@driylpclem 3En d;htey pteprofi using haé least one of a time
rr.espondi .n 0 skew a
depeiil SRS BB B Sof RS SaBile. Olbgrocomprising the step
of: history repository, further conprising the step of: 33
i nval i dating the decrypted data when the decrypted

enéhsghingrthe decrypied ¢ tle veitoe kefeteace wndomtfede for verification
ther%xl?,g\%%é?r&%ﬁ}é% gg'égyﬁj(g@ g?tg ?{%aliaﬂg H{%n dec %?erdg'ﬁlg&}tm gdet ig dentical to the

refexrée@armpdcadco&e staﬁedTﬂmemmﬁpaﬁtow aimed in claim 38
the step of using at | east one of a tinme dependent
val ue and a random code as the dynam c vari abl e,

48) T UntNeEHIRbE Sic O%lg%afsdt Put By rlgllﬂﬁ’:ki ng the

decrypt random a re erefice random code for
venn Enagptienmotie fendncrydtiag eiata inpne, alelock pkexd andib ainiestamp into
ted.random code is jidentica

encrjed Bptarisinicn SHORIHCB GU T L6 o e S50k raus B B3 a user

and repository. 48) An encryptor for encrypting data input
conpri sing: an encryption nodule for encrypting data
i npetockdorganciatinR dhve dork skewiamd sheampestamp, encr ypt ed
data using an encryption algorithm the data input
bei ng i ntroduci ble by a user; 15 and

wherein the encrypted data is subsequently receivable and decryptable by a
decryptor into decrypted data, a decrypted clock skew and a decrypted timestamp, at least
one of the decrypted clock skew and the decrypted timestamp being comparable with a
reference timestamp obtainable by the decryptor for verifying validity of the decrypted

data, and

whereby the decrypted data is representative of the data input when the decrypted
clock skew and the decrypted timestamp corresponds with the clock skew and timestamp

and the reference clock skew and the reference timestamp.
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a clock for generating the clock skew and the
+ tinmestanp, wherein the encrypted data is subsequently
recei vabl e and decryptable by a decryptor into
decrypted data, a decrypted clock skew and a decrypted
ti mestanp, at |east 20 one the decrypted cl ock skew
and the decrypted tinestanﬁ? ei ng conparable with a
refyer [ : Is I e decryptor for
49)veﬁﬁf§| u%g??%#ﬁﬁﬁggg%ﬁé e€§§l¥g E data, and whereby
t hen dwywnrenhodale dor enargpmegsiatet mputviatrofudible byatmausenputd a time

decr d 25 cl ock skew .and, t he decr ed
depefilig Ly B EToh A IR ArCDPUER MOERAGL A Uset encryption
key, thd®34 PRt ar’iNbe LES eh&fﬁﬁ&ggﬁl B‘éu%ﬂfro%iﬁ%&"b?@%s&h 8nd

reference tinmestanp An encryptor for

encrypting data input conprising: an encryption nodul e

for en aln i nt roduci bl e by an user and

a ?Fﬁﬁﬁf éﬁ@ﬁ%‘ﬁ? ggﬂﬁTgmgﬁé pted data using an
encryption algorlthn1and a user encryption key, the

data i nput and the user encryption key bein rovi ded

by Wheigsethe gparypled defaésk sybsedqusat e rragdiyaple lad tdegryptable using a

decrgﬁtgo ”9@8}1 yla?{gcae %&Bﬁ é(gha?](gﬁ Aagfgry%?é@ﬂ)r %go rcllecc'r ted data and a

decrgllﬁedl Yipid Oﬂual thordetiyptednime vdkue rbentgi ﬂﬂn;b@e&blbywﬁl a reference time
rypbﬁ) 0 decrépt ed data and,a 10 decrypted. t
Valu9 by d & dppive rtfpwewllrweveéilwg%ewp%rﬁwted d#tghand the

decr t&%ﬁ&?’%ﬁ% 550 ted’ M tﬁ%@@eﬁﬂe@@tﬁm% decrypt or

i fyi'ng valdlty of t rypt ata, and the
decryption key being associated with the user

d wher eby the d d. dat
r S%'r ygegﬁtﬂg& E?féwggﬁt@ 1§ réft%é Wﬁte}i’e e g%pc{aﬁaemaﬁa%é@ the decrypted
tlme]v%lde' CEBre¥finds whBlthEERE '?lg?eﬁﬁleﬁtr\/a'hteeanﬁ'tﬁ@re@&&%q%é value.

val ue and the reference tine val ue 0) An encryptor
for encrypti ng dat a i nput conprl sing: an encryption

nodul e for taln introduci ble by a
>0) usgwenﬁ{ygtor r&&p&@%&%&énﬁlgl H‘I’&ﬁ N&nhcrypti on
al @@réﬁchﬁt@ﬁdm@dtﬂ%eforl BRI ptRIBC HXRT indlt kYodudMle by a user into

encrypted data using an encryption algorithm and a user input encryption key; and

a user input device, the user interacting with the user input device to thereby enter

the data input into the encryptor,

wherein the encrypted data is subsequently receivable and decryptable using a
decryption algorithm and a decryption key by a decryptor into decrypted data and whereby
the decrypted data is representative of the data input with the decryption key being

associated with the user encryption key, and

whereby the decrypted data is representative of the data input when the decrypted

time value corresponds with the time dependent value and the reference time value.
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15

20 a user input device, the user interacting with the
user input device to thereby enter the data input
into the encryptor, wherein the encrypted data is
subsequent|ly recei vabl e and decryptable using a 25
decryption algorithmand a 'icryption key by a
decryptor into decrypted d and whereby the
degry ' epr ' .of .the data input
51) i £ %‘3&1"2?@?&% AR 35‘32@*?%5““?%%%%1 ated with the
uset eatrgpty@t moduleefpr ecacgptidie dethyinpiieandec clpplk ekievdatita dnsrypted
representative of the data jnput when the dgcrypted
data 3ging ARgnerAPLN dlgen (& nph Reing infraguciRlp Sy detfer; and
a clotRIEE AR DD hel IR BEEe tiMe value. 35 51) An
encryptor for encrypting data input conprising: an
encryption nodule for encrypting data input and a
cl ock skew into crypted .data using.an.encryptio
a1 BFreth e (RE IR, R STEru I FoktihiE dh fecpplable by a
decrViSteF int@crPptedl Aats drdla SRPRIA tiRG vahR, BleQfkrypf&Mime value being
Wherein the encrypted data is subsequently Treceivable
compgrabld vty prefbreachiimg valiscebyginahle brittlee decsyntpt &l vigeifdng validity
and a rypted tine value, the decrypted tine val ue
Ofﬁ%g$ﬂ3p%§§ﬁ%a?§gle with a reference tine val ue
obt ai nabl e by the decryptor for verifying validity of

t he decryg%ed data, and 10 whereby the decrypted data
i s wherspy dehdearyrted gatatip epiepentalivip of theristn inplt when thet degrypted

timetr\jea;-[% c%ﬁjeée‘&nﬁé’ Mtﬁ%{?@é‘lga&geﬁxha&d*}ﬁe frgekecSkfyAnd the

rence tine valu



