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Example #1: Global policy expression

A production application can only communicate with other production applications’

|

"Scope”

|

“Environment”: [”PROD”, "BCP", "DR"]

|

402 “Condition":
“notEqual":i“out.application.environment":{”UAT","QA",DEV”,"LAB":]
"‘notEqual”:{”in.application.environment”: {"UAT",”QA","DEV","LAR"] }

“Efrect”:"Allow”

uActionu:un

}
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Example #2: Global policy expression

‘Desktop can connect to all environments, except other desktop and lab environment,
only on port 443 & 8443",

|

“Scope”

|

“Environment” : ["DESKTOP” ]

]

“Condition":
402 {
402A "notEqual”:{“out.application.environment”: {”DESKTOP,”LAB"] |
4028 "notEqual”:{”in.application.environment”: {"DESKTOP, “LAB"] |

"Equal”:{out.dst port”:["443","8443"]]

“Effect”:"Allow”
“ACtion”:""

}
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Example #3: Application-specific

‘CIB Database of SEAL ID "89746" can connect to CIB production applications in

Luxembourg’

{
"Scope” 404

|

“appLOB” : ["CIB"],

“appID": ["89746"]

“appFunction": [“Database"] 402

}

“Condition“:

|

"Equal”:{“in.application.environment” :”PROD" |,
"Equal”:{"in.application.function”:”APP" |,

"Equal”:{"in.application.location” :"Luxembourg” |
|
“Eftect”:"Allow”
402C

“ACtion":""

}

FIG. 4C

SUBSTITUTE SHEET (RULE 26)



WO 2020/028577 PCT/US2019/044519

71117

500

i

502 220 504

518
510 516

<<Application>>
Application A

<<Application>>
Application B

AP Proxy

(API: Store)

zf1. 1. ]

<<Component>>H2)Tl<<Component>>
Business Logic . Data

508 24 506 522 514 512

<<Component>>Ch{(2)11<<Component>>
Business Logic Data

Inter - [nter - component Inter - component
(D application  (2) association within (3) association across
assoclation an application applications

FIG. 5

SUBSTITUTE SHEET (RULE 26)



WO 2020/028577 PCT/US2019/044519

602

604

3/11
600
<<Component>>
Web
| COMPONENT NAME DEFINED
“URN" " / & REGISTERED IN SEAL
‘ﬂname ‘H r webﬂ’
“descrlptlon” "UI/presentation layer of 3-tier app; 87654:Web”,
vinterface” . COMPONENT INTERFACE
[ NAME DEFINED BY AO
{ f\/
“1nterfaceName":”87654 :Web:Public”,

“description”:”Public web interface”, 608

“condition”: /

"Equal”:{"in.applicaticn.environment”: ["Prod”,”DR",”BCP"]},
606 ~——~"Equal”:{"in.application.tier”: ["tier2”,"tier3”]},

"Equal”:{"in.dst port”:"443"}, 612 H\k_

“notEqual”-[ln application.country”: "Luxembourg"

] p /\j
“effect”:"Allow”

, 514 CONNECTVITY
REQUIREMENTS OF
{ SERVICE INTERFACE

“1nterfaceName” :"87654 :Web:Private”,

“description”:”Private web interface”,

“conditﬁon“:
"Equal”:{in.application.environment”: ["Prod”,”DR”,"BCP"] }
"Equal”:{in.application.tier”:"tier3"},
"Equal”:{“in.dst port”:”8080"},
"Equal”:{“in.application.country”:"Luxembourg” }

1

“effect”:"Allow”

|

FIG. 6

SUBSTITUTE SHEET (RULE 26)




WO 2020/028577 PCT/US2019/044519
9/11

700

<<Component>>
Application

|

\'tURNH’ . I i I
Iiname b\ : H’App I I
702 "description”.”87654:Application”,

“1nterface”:

|
706 |

“1nterfaceName":”87654:Application:Public”,
“description”:"App interface-public”,
704 “conditﬁon":

"Equal”:{"in.application.environment”: ["Prod”,”DR”,”BCP"] |,
"Equal”:{"in.application.tier”: ["tier2”,"tier3”]|,
"Equal”:{"in.application.function”: ["Web”,”App”,”"DR"] |,
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