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A TRANSACTI ONPROCESSI NG METHOD, APPARATUSAND SYSTEM
FI ELD OF THE | NVENTI ON The present invention rel ates

w@ewenaloky to transacti on processi ng net hods aPdI/AU2005/000902

systens and nore particularly, but not exclusively, to
transaction processing systenslfor facilitating

pay -1ine between payers
b TRANEACRInBLPR OSSR MR LTS, A ERAdE SRpLsysTEM

(vvho will usually be nmerchants). BACKGROUND OF THE
I NVENTI ON Paynment for a product or a service is often
ndge D QF IAEVENTHON nanner. For exanpl e, the paynent
may be nmade using a credit or charge card and a
financial institution such as a bank may initiate
t r ansf erheOfreddRe irkeN g Helat® $dheFallg tb GfnbattiBh dec%ss‘i’ﬁgem‘éfhods and
nore internmediary institutions, fo an account

(F§iews And aporg R?éty@ﬂarbaéuhn@h@fqlwé‘(ﬁllnﬁe ttamamme rprocessmg systems

{'}ﬁ{/ s Jmmo 3)'3&1%]‘ ntts % epoblgtngtf‘ galettﬁy \?Ihll bgﬁﬁn.ﬁc%q,y TS gwho may be

ahanbes oftd gaﬂ&abplﬁillbﬁﬂldq{hyb@WWh@&vﬂlﬂ%ﬁalEﬁ%Qﬁe&Hﬁﬁs)
conmpares the payer's signatures on the invoice with

the signature on the card and if he is satisfied he
AELERGR W@ t he paynment. Vari ous
otlﬁgr Q ods ﬁave g@gn grgfgosed to have the payer
"sign" the transaction to verify a paynent, including,

for ex l e, uUsin security pin_nunb However

there %@m f a@%?@{céﬁ% § SFrVice ewft%rym.ag% l@saft ¢lggtrqnicoganner. For
LQaRBleL RS ! gﬁ‘h@ﬁ m frbe%aﬁ@b%ngp?kéf%ﬁt 01u a.tgir?lﬂi b financial
or c arge usua requires to give t e car
tlnﬁltpmm%whcas aéoaslhnmy ipéniedthnsfer of the papmieht, titter |dmm:tlym via one
is issued an %%%3 Ngg netic stri.p cards are eas

B PYE BFR Ty iR Fiong FERSr ot @& GBI APy authorisod

GRPItRHsPAT dsuihRisalish WS ekt tanstly ﬁfidsjuk(ﬁnéxah;ﬁé‘ SR g§owding the
El ectroni c paynent systens that involve t Intern

ayee mathathedcredit gaidt gr ghangd eard. arffihsigeing sanaingeiger aThe payee then

5Bl LSRRI e cart o e

Fsaﬁﬁwdgmm@«rmtela@mahbamaw% pHyeénM t h processing
payrrent transactions is that the transaction

pr oces sY #tpus orthernmetons eve rhess agerosed db uaivagthp alga}@mt ‘sign” the
h
L A T 5 Sl i FLEI o

payee diowmresibate e ¥l subsightl sécufisp eikkOthaPhesaed Heébnsidered.
s%/cgt em ( usual |y a transagtion acquirer and one or nore

RGP IsaRRENCNt HHBE AyErdiheischarger qagd payially roguites fheive the card to
gg% g%ﬁfet foP3 MOAGRFD 09 Rt HE TvoeePls Q¥eudE ahd Slghed. Magnetic

strip cards are easily copied on relatively inexpensive equipment and the copied cards

.

may be used for fraudulent transactions. Electronic payment systems that involve the
Internet have related security problems. There is a general need for a payment system
that offers improved security and convenience.

Further, the general paradigm conventionally associated with processing
payment transactions is that the fransaction processing communications (messages
including payment information, such as account ID of payer, merchant ID, transaction
amount, etc.) are processed between the payee or merchant device and a transaction

processing system (usually a transaction acquirer and one or more issuing banks). The
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details (which, as discussed above, are then open to
bei ng obtained for fraudul ent use). No one has

waoggestoed an al ternative systemto the convenP@DAER005/000902

mer chant devi ce/transacti on processing system
arrangement. SUMVARY OF THE-I RVENTI ON | n accordance

\éw@%eﬁh égs Iiilft{ersgﬁ Iggggl%g%hﬁ LR 1fr)r? %&%}Sﬁrnﬁvﬁg% tﬁgn gc{ }gr\éjén%g ?l?eir account
?%t?lgér [116h, | B3 RdBdel QBo S 8RCthalk BFlenMol tridy S@y@Ed férfeaudulent use).

tion being provided in a manner so that a payee
don auecdms  sigeested ormagitemativee ceieN fo; ther seitveriienal merchant

baut, t he paynent by a payer el ectronic device
39%18?{?3‘?588@ li’rﬁc?sﬁ]é&ﬁgvgm%n%%e r%el%tt/’i ng instructions for
maki ng the paynent using the el ectronic device
associated with the payer. Menbers of the public
GERMMVEARY QI RHEDE Y s one or nore electronic
devi ces. For exanple, the nobile tel ephone is
ubi qui tous hi one enbodi nent, the nethod invol ves
Usi Ng $HGBccrdattieGuith QUSTse hgrtt; Al predenti ineerBmoponidesi method of
with the payer to give instructions for nmaking the
maaking paypeantcoapristgithe gers e nmay be a dedi cat ed
payer lrc?xﬁalég @ﬁi%rrﬁ&t\fdncﬁs&riatgﬁ%itﬂea 1?«1 )Ghd {E6knHRBh being provided
t el ephéne. ery payer nay therefo have an
ah aGhdn@er © e geasanmicedsalie inférmatibem whi ch t hey can
use to provide, instructions

or makin aynment. ln, on .
enbodi FeRLVIng nigforpetipy c%‘?ob‘hsé‘? oPayRget %@Pp%ﬁ?gﬁli e:l&wo%lg device
i | or a transaction processing

%%@?ﬁ#ﬁ%%ﬁ@%ﬁ?ﬂéhoul d proceed. Nevertheless, this .
adds argieingr mstragtions ofor smeldng t the (pasgusnt | waing tho raleptiople device

froman el ectroni c device associated with the payer)
tgs8qcigied WHBARR PAYEY-h present transactions. The paynent

nay be .mBEd-& @8 gblib Bty nb®ad s&sVdier & mbee electronic
payer aI??ends at aelg%)iln?géof s}éle (%)(%lﬁm The

t deviteac tHoo rexemplch dhec mobiile delephons éh Bbiguipuse x Hirpne egfodiment, the
I nternet paynent. ere.the - 1S .
LT 535 Oh AALSt  pvr
d%l\ﬂ: GRtiuStiRR! fol Rkt RmehRat ThéelepryEic desicashaygbd o dedicated
a

cess a nerchant's website, but is a separate
ebayet eleetianicldeniesor may bemedifisd mapbile telepliongay er

el ectr oﬁxire(::ry dp%\{/ierc %akrsthgfef’oqg §87e GRYeledtVniccYaNB Gssociated with them

which they can use to provide instructions for making payment. In one embodiment,

the instructions for making payment may be a mere confirmation for a transaction
processing system that payment should proceed. Nevertheless, this adds an extra layer
of security (requiring information from an electronic device associated with the payer)
that is absent with present transactions.

The payment may be a card-present payment, for example where the payer
attends at a point of sale (“POS”). The transaction may be card-not-present, for
example an Internet payment. Where the payment is an on-line payment, such as an
Internet payment, the electronic device is not the computer that the payer is using to
access a merchant’s website, but is a separate electronic device.

In one embodiment, the payer electronic device is arranged (by, for example,

including an appropriate software application) to recognise payment information. In
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inasimlar way to present transaction processing
softmare may be avail able, so3that the payer

el ectro evice may fornul ate.nes es

ps’awg}ho ?ﬂg Sr{bTBR capRime SRR Ri?%‘ﬂﬁe%"g%"ﬁ‘aﬁ‘g“ n @ stmilar
W ANRAEIEGR tBMSARIh (fr8esnatRafedmaySiee ByailabRNSachatothe payer
ach|rers and i ssuing banks). In one enbodinent, .the

mapme |detice arycloteviateemessgedsriasludias paymentipfompaten g transmit
.tﬁ%sleda%ss?geg Hg rﬁsggrfsrg{;ﬁ%% sygtetn{] fof’ 5% gﬁlg tfar;r Egezgy 'E%ylsactlon acquirers
Gaafdstigtamits). and in one enbodlnent the payer

el ectronic device may require that the user a.

mes s agén eng emhodimqnb thepaiey plgeironih dees @ﬁ%b‘aall%@ﬁﬁcmty measures
fd ragfga tl{gay Pﬁgpmaf Shd BAdceld?e TREN g' fé‘EHltde' t?aﬂsﬁﬁé%ﬁﬁSSf digital

i'oh~appeari'ng on I splay of the
Cb@gﬂaﬁﬁe a$ theponYienhtidin ek irs ond embcsdlmgnt the gaagmqimtromc device may

application wthout the pay f ti
aseite b teayyve Hep e e ek e 6rbUPRA KSR o exfbodiment,
%ag i QqRE B the BIREbE AhPRtOM Feshbiiel 00payment information

I ng -at ast one product identifrer. The nethod
Iappé:h‘lrfg oase disglhy desthehdetica, t toe preyeetp hadkersh attibisipgr the payment

el ectroni c, device selecti.ng at | east one product
i ppeationgithou thedayFTEgWiRg i on associated with the

payer if Mﬁﬁﬁla{l&? aB&It SRS AR AUt i 8RNémbodEent, Iihc‘llm% product

enbodi ment, a listing including a pI urality of produc
i méortriafiomr i theyfobe cp;fr@\hsu@ incduding apgpst ong @&dﬂd@h icl?ntlﬁer The

Fﬁ%\é‘{hgﬁén q%tggsgéﬁfgﬁ(?qs tﬁg ?g# iy Bti,e %lf glg dpz{})’ep %Etl?&hc device selecting at

eieﬁé%tdh@ rSdude et fignshdt the lmmm@aﬁmdwe@ fvxﬁiﬂﬁth}s rpayd:rdﬂcludes the
the products to the payer. This has the advant age t hat

t*aéeop@ypmduetceiev@ﬁera ;lncmc@mb%mém agHeting inohling, geplurality of

Sp]rg u%‘Enlg rgggd? {nay r09%| ? 6 Me }i)y%f %le@{rh]ngie@ngﬁtsaﬁﬁ tﬁé’ payer can

PEYE lselB&tERIth St ¢1sﬁ@g/ [ Tl@e m’uﬁbﬂ aepravitied foethp pyyeerdlectronic device
information required for the transaciion process from
t pred qbayéneeeaa@ éhqr@fﬁrecpre‘é\siﬁ de AATehe B Heal with the

transacy rhaQ i {gééatnﬂdgeetﬁétl the 'Y Qa Fegives 958@ldRYorder” and at the

systen1 |s burden’ transaction

PEQGE fifiethe awky niaydra paid cfdnanﬂas ahoiwahluswstou shdp vindipay at the same
payers to have full control of the process wthout,
fBFneexarrpI e, requiring themto give their credit card

det ai | sypyRL eh%o&%n%@ hadkr elbétidn®@devitd @aP dYRin all the payment

el ectroni c devi

information requlred for the transaction process from the payee electronic device and
then can deal with the transaction process directly with the processing system. This
takes the burden of transaction processing away from merchants and allows individual
payers to have full control of the process without, for example, requiring them to give
their credit card details over to the merchant. Instead, the payer electronic device
provides account details to the transaction processing system.

Tn accordance with a second aspect, the present invention provides a method of

processing a payment‘ transaction, including the steps of a transaction processing

system, receiving instructions for making a payment from a payer electronic device
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paynment transaction, including the steps of a
transaction processing system4recei.ving instructions

f i.ng,.a pa t froma payer. el ectroni.c . . |
B TRA S RBHTR o PO ShuE vl dbtoging pasment, and te
PlraSas i FroR¥Ei Ak PréviiiRg RAYFRMon A3 ﬂ%? ?ﬁ%??lgntransfer has

transacti on processing system providing con
t brep apforigedsnent transfer has been authorised. In

accor dapc ith a thirgd aspec the present. invenfion
e TUL N R g LT F—
t foanfaaititatiop 4 poiment ReBictio RorRay 9§ye_r0t9r@ﬁ'a§ée[‘ Qoﬁiprifiﬁé a payer

p%yer el ectronic device associated w th the payer,
pHGEFond deviep rmssocipsed vdth tha payeng thrapaysmt elpeifontardevion including

r |Vl . LV | nfor mat.i on .about the

p%ﬁx\ee#tt ’ﬂﬂ‘%ﬁgﬁgg ;‘%%%\{n[x%e ﬁ‘% rgu@ Irerclzalv%lﬂ ) PO@ F@quﬁ éhe payment, and
| pestmene instroctingancams Kormgving énspayiciatior Mbkias @Ry FhRLE:.

with ac{n'ourt aspect, the present invention provides a

t r ansact BRCHRESEE fEPuhs1spertithe PirseE dewintign arqyidearitansaction
L 53BS3m! ¢ &em'dfef fb@bﬁﬂlg@?ﬁf%ént Eﬂé@ga%ﬁgﬁ,'iﬁauﬁgi :'%r'nglgc instruction

means arrange recerve’ rnstr I ons ’for
pgeremg heapmasangedao rewive ipstyedond fop Mhakindoy piyment from a payer to

el ectroni c devi ce as ocjated with the payer, and a

pAP AT Tﬁ%’%caeB@feﬁge SRS f‘d’ﬂceaa%swﬁﬁeéi\ﬁﬁg tthe,payey apd 2 payment
T pro6Sssiab Qfitahs oY 8hthR&A . |

a%fgor (Sjla%ce vvist h a fi f%ihggltsagge% ?fmﬁﬁggg%?%eﬁvagg?ﬁngﬁo a payee
pacgoides an apparatus for facilitating processing of a

transaction, .conprising.a payee el ectronic. device

arrange aTCS?rd%rbcr?rm& f“o??gﬁ%/tt CPIE§eRH Uy ERQsprovides an apparatus

Plop CRasiSitatig g SprdE @RIk No A GC BERARE:, WdnihrRidcOh! Hayde PEELToni i

hi accor danc%lﬁvm_t h_ga si xth aspect ,Otngbhe1 bg?esgar?t% Gironic. device

i FiaBged &1 comspndession vwith atrarseciiorcprodéssipgaystemrialactordafce with a
istings available for payer electronic

%\&ﬂ%&éﬁ&'v\her eby the payer el ectronic devices nmay

sel ect Tangcondanorr Witk aOdkit Hpédt Othet fi6seRt Aehfior Pﬁﬁvid’é@% database
for transmssion to_a payee to fill the produc

rigludve 2 Miralibceh Rrafed Lisings ayailehle forrpayeipeectronihdevices, whereby

2(?? gﬁ%gé gh#ﬁgﬁgid?giacg% @ﬁg ggl?/ctgbng 33 31{;3{% Pgogi;ﬁicl;%%ogg igg%;?reguct listings,

ffor trimsmiibsitratol aygyee paflirtetprod@bsaatdton. | n accor dance

Wth an ei ght h aspect, the present invention provides
a passiWeéc ordance with a seventh aspect, the present invention provides a passive

device being arranged to be readable by a payer electronic device for facilitating a

payment transaction.

In accordance with an eighth aspect, the present invention provides a passive
device including information identifying an application for an electronic device to
utilise to process information associated with the passive device.

In accordance with a ninth aspect, the present invention provides a method of
launching software applications, comprising the step of utilising a passive device
including information identifying the location of the software application, uploading the
information to a user device, and utilising the user device to obtain the application from

a remote location.
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device. hi accordance with a ninth aspect, the present
i nvention provides a nethod-of5 lFaunchi ng software

licati isjng th fptilisi .
Dabsi Ve AERIABGT Ret tenE: ssiPel earee] g itefides 3 method or
loB&al it a Qfuehd codrisha! Be s SRaproRiding) pifomthtiog tbreuser mobile

information to a user device, and utilising the udqer )
pbone ovitieh ondiedtes thee peption ©4t3 diser Foiiim thegpeye and updating the

l.ocatj.on. | ccordance Wit h aspect, the

bl;iéggzﬁt{onl aﬁ&%eﬁﬁ%snpoﬁﬁlg\%%nése %‘ﬁﬁéﬁﬁg’g&or organi si ng a

gqueue, conprising the steps of providing information

to a user nobile Bhone whi ch i ndi cates the position of
BRIEEDESCRIBTIONOF JeDRAWINGRt i ng t he i nf or mati on

as the users position in the queue noves. BRI EF

DESCRI PTI ON OF THE DRAW NGS Feat ures and advant ages of

t he pr dgemntesi andentvastagasi dfl thb eresest mypaticantilf benvntehapparent from

foll ow ng descr.i pti f enbodi t h f..b .
She &Rlienoie GargRtan oh SPePRrEICe TREetn Y LEO SRR only, with
LRWHIG% %}fe%cmr%pgn@@éwﬁg& ih hiepschemat i ¢ bl ock

agram of a ge paynent met hod and systemin
accor ddigereWi fsha achendiwdbloektdiagramhef pr geperal payment method and

invention; Figure.2 is .a sch i ¢ bl ock di,agram

SHEIATHHB 25O TGP SRAOTHON 0L DIcRERReB U P

embodi rBPRireof i NE BRASAR! bldtke AldgPhin | hoWRfe £gfaient system in
Figure 37is a flow diagram show ng one possible,
oqeevmanarwith an prebedipentaf thy/preeent sfveptiguinanore detaur e 4

is a block diagr show n t St e bl S

an errbolgg'ﬁrg t 150% ?{SWe Bgreaérg ﬁﬁo"?%égcﬁ}%i %of]s;&%fﬁ g%elrl%&%‘ ?gﬁ% payment
fdyetandbagameshowi ng one operation process utilising

the systemof Figure 4; Figure 6 is a block diagram .. .

i || ust rEigiueg dpet ablodk dipgtams\showing # RaypeaafydeR pHlising an

a further odj .t he present invention; Figure
f@%oc{émf?to% %ﬁ%&hﬁv%%os rating one possible

oper at i migu®f5 ishefley diagranothdwigyoae Gperfatign peocsssi wiliaing the system
bl ock diagramillustrating operation of a paynent

soittigwreidn

Figure 6 is a block diagram illustrating operation of a system in accordance

with a further embodiment of the present invention;

Figure 7 is a flow diagram illustrating one possible operation of the system of
Figure 6;

Figure 8 is a block diagram illustrating operation of a payment system in
accordance with a further embodiment of the present invention;

| Figure 9 is a flow diagram showing one possible operation of the system of

Figure 8;

Figure 10 is a block diagram showing operation of a payment system in
accordance with a further embodiment of the present invention;

Figure 11 is a flow diagram illustrating one possible operation of the system of

Figure 10;
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invention; Figure 9 is a flow di agram show ng one
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10 is a block di agram showi ng operation of a paynent
systemin accordance with a fufther enbodi nent of the

resentgi .Qn  Fi ' fl.ow di.agram . .
!OI | ust raf ngﬁtollﬁ g%é%@s(lﬂ#rgmg%%‘?g]tgfo r(#aglf) ntoﬁg%.g%g@m%prdance with
Fa §uther a@bédigentofliBe bﬁésaltlixl\mﬁ%@ agram ﬁ how:c ngt )

operatign of a system.in accordance with a further

eﬁbodi n’g‘ﬁt'ﬁo]é lsr?eﬁWé%%wlniShwm& &5 PISFIglsr eperdiansofzthe system of
f Fiewtedizagr am showi ng one possi bl e operation of the

system of Figure 12; Figure 14 is a bl ock di agram

show ngFigpesrldtis ablak dagyatshowing operativa afig eysaééh fin @ccozidSance with
furt her e di nent of the.present invention; Figure

i %hg{]hﬁ %ﬂﬁ%ﬁﬁ’ﬁgﬁ?ﬁ@ﬁm% l%ﬁgtl%ssi bl e process of

oper at i Piguf 15189 A% RiPrh sﬁé\gﬂg%n@ﬁsgb%gggc%e%g of Spdfation of the

exanpl e view of a "menu" appearing o _
efystent offigugddi ce in the system of Figure 14; Figure

17 is a.f j agram showi n pRrocess i n accordance )
with a lé’lﬁli%ﬁéf lse%‘%a‘PHGnYle‘g?o? fre TI51E s SRPOITRGR Ropryer electronic
Fieyivedn e dysteth & Tghrediuagr am showi ng application of a
system.in accordance with yet a further enbodi ment of
the prc&evwe i7nsenflpwrdiagrrgghowirg i precesvire acterdrntedith a further

bérﬂﬁéﬁiﬂieﬁ%?ﬁ;gﬂa%%H%eﬁt?o'}}m”e”tS that may be invol ved

in a transa n processing systemin accordance with

an enbdépaers isfa bloek @AiagEi showing HpbBektiod st £5&uhe i Accordance
is.a block diagramof a payer el ectronic device in

R e hei qbodimentiod thepsptenbinventonyr esent

i nventi Al . FERRED

e R AL 8 S L TG Byt may o

dppelved isa whhsiotion prdvessisgesystom impdoerdante Wathi @Usmbodiment of the
enbodj nents of the present invention. Unlike

JORRPBRIBHI™ By nent transactions, which usually only
requi r &rigite @066 b bRIZk QlidiMh 68a Bove Sledrbtlc Welile NG cBANES with an

embodiment of the present invention.
DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS

Figure 1 is a “high level” view of apparatus which may be used to implement
various embodiments of the present invention. Unlike conventional payment
transactions, which usually only require an electronic device associated with the payee
(@ “merchant device”) and a transaction processing system (which may usually
comprise a transaction acquirer/gateway and a financial institution) to process a
payment, embodiments of the present invention require a further integer, being an
electronic device associated with a payer, to be involved in the transaction processing.

In conventional systems, a merchant device usually obtains account
identification data from a payer by swiping a magnetic card (or obtaining information
from a smart card). The merchant device then prepares a message with all payment

information (e.g. merchant ID, payment amount, merchant account, account ID of payer
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(a "nerchant device") and a transaction processing
system (which may usually conprise a transaction

wa@eweaiemer! gat eway and a financial institution)P@DAU2005/000902

process a paynent, enbodi nents of the present
i nvention requi re a further +nteger, bei ng an

eé@cqtnvgtgén cfel}eg%%gg{) %t&%gff#\%%tgg&’ﬁg ssplg system The transaction
qrosssihg @;mémansy @R, clitcKBRE Reudimid6y thieepayst & bisure that sufficient
obt ai ns account identification data froma payer by

e 958 availghlerfer the tempastion (deppading pn gfhpﬂnﬁbmmt itlese fSraoﬂnor limit
anagg(g:g%éed %ﬁﬁ e ?%Qﬁntygﬁ& P&Extn‘s \ég&%v% efnthQ 'ir%ﬁ&cﬁﬂ% Ot denial of the
| tRnsqdigneo theemithtmt deviceh &ﬂhaﬁ@@@@tﬂhuth&@@ﬁbﬂt(ap}%@ﬁ) is received,

pﬁ%ergi] and transmts t he nmessage to the transaction
?’%FQ(PQFQ & em;gulieii s thertraspachion el oresgedy st em

may th
Sur i o it T naOE BREONE hag 1 RE SRBHEY plBIEREU G AP hbove, as
(welbenciniging revetyepayee to nnpﬂemenmms’m&tlﬁe fabspotatdd with the payment
associ.ated with the account) and returns an approval
OGN P ct i on or denial of the transaction to the

mer chanh JdeyhisRe with Eﬁl@ﬂ&ﬁ%tsoé‘f ﬁiUthP&r hSRVERMbn, a payer electronic
(approval ) is received, the nercha (epayee can %g

atsyige ddasspeiated vatlht aemsfatzlswcqmmdl for prtmnsamonTﬂrbsessmg system 2 to

conventi.gnal ocess has all the secur

R S S oYt B on ko BrR 1D el e emgodiment in
| aEporeamRtwit Flgasd 1 UatdHRtias S URéRIR Withnd Bgye? %Vlﬂ%tprowded to
processi ng system In accordance with enbodinent

tth@p@fes skagtronigdewice dn A%Wﬁhb@i?eee |lger inghis ciearemnoe, t]ns information

%‘?rzlg §S| ﬁgse\'\&lﬁiareﬂt gﬁ%ﬁ ntr'j;r g:c ggal“}mg]?glttg?r acgapmﬂrgl?sg Séggounp details of a

t;raymacmbmncdnfmﬁhﬁorp&)a@h teMsactidaRewednthe @mﬁﬁp@%@thas been
in accordance with Figure 1, information associ at'ed

Vivtherisete payer will be provided to the payee
| ect ' i th
o 20t Pl Bl OE AR BB, DByl Spgpensacion

elvilmen bs authoriseeix afih adds dn eme lagsroTise@urig,CaMdrih sogk @idbddiments
r mere confirmation that a transacti on

of a ayer

i ‘%e@ ;Sé%ﬂélb’ coRveenres thepayermd Rayeh BPLed in the transaction.
t t

iy e

drhaisaciinn pracess May be ob¥iatdc Unstead, tlenghyenbawmes the main channel for

nmbo jmen to b descrl bed r eat Convenl ences the
3 héﬁé‘ QPWB‘EP Fﬁm% FHORT A N8 &% 7 Tt from dhsgonventional

Wﬁgﬁ%ﬁ e mEﬂ&Eaﬂt%&ﬂgr REpAkibiCfor HaBsRANRE Eﬁb@cﬁgents enable the

involved in paynment transaction process nm
POYETAD aekain| aﬂsth@acaccmmé detaile so Het theyslot e hawe o p:tsa ieed merchant

fa%ﬁ do not compromise security.

Embodiments of the present invention implement a number of levels of
sophistication of involvement of the payer electronic device 1. At one level, the payer
electronic device merely provides a confirmation that a payment should proceed, and
otherwise the transaction is processed substantially conventionally, via the payee
electronic device and transaction processing system.

At another level, the payer electronic device launches the payment process and

deals with transaction messaging with the transaction processing system. In this



| aunchi ng and dealing wth paynent transactions. This

is ashift fromthe conventional paradi gmof the
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Enbodi nents enabl e the payer to retain all their

account details so that they-dé rot have to pass via a

not. c romse security. Enbodi nent i
o en ¥ B0 BIEROTC SRR En Y ORI SEOG & Ermation. that
opayngh has ocatredllGfroddavifl eRB Y Wiy difte PA%EElectronic device.
el ectronic device 1. At one_ |l evel, 'the payer

el ect r ofif Jetiathe lgeeleofysophistication, a weansi mapnbe gmoviled where the

a 0 therw se the .

AR SRt U e BP 885 AR AT 1Y Douunerosrising system,
5 vivellabpayfoy dleat etoglatt: oni ¢ devi ce and transaction

pr ocessh}n‘gn system At another |evel, the payer

el ectrot : _ i _

deah&owht iﬂf&rﬁﬁﬂ&@% \?}Hecﬂiﬁiggl_gégQQS%{ &o&@%&t&t@%g&%ﬁ}la‘lt?& such as a

processing system t I ren

ecfavhadEment ek EyeDntbe pefprastionssseczaled with the payer may

ebwepe rand, cerddiv icerd, magoume rcatdy or @nritveard. CANddyesBldc@Bnic device 4

t hat .paynepnt has occurred, all processing going by way
ofSPHE Sl BR¥se: TS % ko vading deyise, BReE Rieinfoaetion from the
10  Ofar8 BpddSdch8 trifhatidn %@ﬁﬁh@’?é#eﬂgntptﬁOavfégﬁgct%:ﬁrgﬁ%gﬁg system 2.

paéer el ectroni c device may ct produc
t

$rapsacen prasessing sigptay St will baslessriiedain mate d@sil tdwed but will

p . 1n one enbodi ment (first level), the _ .
i %%ir"a(i t !og}Pngg gotang%cg n g HE 3;98% A Maybéls%ee@aﬁfe an 1ssuing
| frhaicih insdifution’ Avh €6 dn B¥umBARS Thil ¥ 2 Efaﬁ&érg'a?%g%%ﬁcﬁltt wherein

i nformati on such as a swipe card, credit car

clhie dragsactipm geteway eceiXep theauoedssing infnitsatibemendeehdcks with an issuing

15 SRR Syl SO BT M BT PR et it rocossng system

skiita donfoouniditdsonitiatiepaythdediniEdividell & dri@nsdbtdi® Bonfirmation

gﬁoce sing system 2. The transacti owroces& ng system
o the prycrelseraniredevice hibakpaymaeat shaudd proceddut wi | |

gener al 1y, HREP Enlire)ét?orﬂc HEAPS 2G4 ltlgg F}?lﬁtgn\é\?eﬁf Psiran@‘f:)ﬁ#lﬁ?ier%qpile phone

it may al SO conprise an 1Ssuln

sandhwikbadescsbed irgmbogendetail iter 615 iBthBt@BEHH RN, The payer electronic

ment wherein_the transacti on gateway receives

20 #&?%?ic%@éw% 4 fPRiTRaioBrioaths EsaRioNPINCNG Systam @ and the
badadtiont pRcRRNE! sysnfB! fichOr itsléﬂl ehtg a&tﬂgggalﬁggpttggthe payee

the transaction processing system n conmuni
véledironivedgyioge el ectronic device 1 in order to obtain

confirr?tio fﬁomth .payer electronic device 1 that .
payment” SH§ ?ﬂ g %Wsoc?‘eg&?ergrﬁef‘?%\?ﬁ@?ta%‘i’%&fr Bii Eevgle wing eemtbodiment,
| donigHstngedY By BRRtrohis Rvi¥R lCi' #l @6 tﬂﬁ&?'okﬁ r{?ikgﬁéd Aiidibohone, a

be described in nore detai [ater on i

25 dqwyee plsetrasic devies pitythe fotre of romientional card reader with card swipe 10,

display 11 and keypad 12. The transaction processing system is again represented by a

block 2. The payer has a card 3 which may be a credit card. Referring to the flow

diagram of Figure 3, a transaction process in accordance with the embodiment of

Figure 2 will now be described.

30 At Step 13 the payer card 3 is swiped in the payee device card swipe 10. In the

following description note that the “payee device” will be referred to as a “merchant

device” or “MD”.
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payee el ectronic device 4. Figure 2 shows a different
representation of the |evel on& enbodi ment, conprising

a payer xeleect [ evice 1 in the faorm | fl,ed .

mobi 1o AESEA LAY GafSilofCmErealy Sk Helh oo MO 1 transaction

f pmessfngasystamééEES’omg rrilg wag_%gcﬁ?m meswgt% hnS2melud¥ian _erlé- thformation
l,spl.ay 11 a eypa : e transaction processi .

&P di soTveamally S ladchfe ggeation quRcesing e sagt card details,

hga%/n@erﬁﬁﬁq@uﬁ’t.mm ch may be a credit card. Referring to

the flow diagramof Figure 3, a transaction process in

accor daAt Stepi 1t5hthie TP Scarbraxdsiniisnt reqliesFfgrwogfiznatioh thA @wyhent should

C RRSh B oissent dr RaPamaiay b e pFver dasicr GG ng
e ; _
descri pAt Sepn@! thelddder yE in BMEMaIEY LSHg lkéy B%d 20 of the PD 1.
' e" or  Keypoard g

referred to as a "nerchant devic
StepPP4, then travsmsitsché confirestiamto the TPS. from the MD 4

toth t] cessi.ng syst.em "TPS" 2. The
transact SHDrdsBEJESAIAFRER B9Boaslivn AHEOHTHER rathe 38D 4.
that i sTEOMRRBIOnDTAN PaylePElestaiifc fQicd { %ﬁﬁ%b%ﬁ%ﬁﬁtthe advantage

processing e.g. credit card details, payne _ ‘
Apf mogdingsadditienalrpgurityt toaths friansaction.e §he paydraloes not just require his

cQnf r i tha ment _shoyl.d proceed "request

FONG I 90 S0P RRTBRs S 10 S0 BIFEGE bl R o cnvre o

Strasadifon tohRoeYe Thk PrFer af BE tdquited kO Rep M NSl code such as a
eyboard 20 of the PD 1. The PD 1 then transmts " the

lé%ﬁ‘f ﬁﬁahg‘ﬁ ilgASacHoR pEcTmEBYstam @hepmpate withea PREstered in a database.

transm ] ' r hon to the ND 4., The,. .

i ncl usi%ﬁs 0 Hjﬁi%ﬁ%?@%&t‘&%ﬁ?chag%\?lc%egs O {Anisph g credit card, his

pmobids teldphené, ad athoditt agsre of adviodénaglead dhilid@iRkransaction to go

security to the transaction. The payer does not just

rfg’&‘ﬁ?ﬁde his credit card, but also requires access to

hi s nodbiy | . e ansactio . .

Lo proceas e parart ey poe MEERE B AL HRREHNER, o digial

segnatireysecudly swarigemsniantaly Nod lnéilisddhbetimeain YBE ttta@8hction processing

processi ng }Ss]tsem can conpare with a PIN stored in a

o%'?tﬁﬂla?él ?? Is unlikely that a fraudster woul d have

access hQndtheP§hbsdimeadk m&fﬁfeqn%)h%?uﬁﬁ’sg? Iir?th%@[??%’%ure that the

and al so be aware of a PIN to eriabl e a fraudulent

t PayAE auIst aviivate goinput means (keypad 20) in order to ensure that the payment

transaction goes forward. This avoids hackers being able to operate the phone remotely

in order to approve payment transactions without the owner of the PD 1 being aware of
it. With the firmware, the hacker cannot change the firmware and the payer 1 is
required to key in confirmation via the keypad 20. The firmware 1 may also be
arranged to require that payment information appear on the display 21 of the PD 1, so,
for example, the payer may review payment information, such as payment amount,
before keying in the confirmation.

In a variation of the process illustrated in Figure 3, instead of or in addition to
the TPS 2 transmitting the transaction authorisation to the MD 4 (Step 17), at Step 17A,
the TPS 2 transmits the transaction authorisation to the PD 1. The payer then, for

example, shows the authorisation to the payee (the authorisation appearing on the
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processi ng systemand the PD 1. In another enbodi nent,
firm/vare may be utilised intheOPD 1 to ensure that

t L, nea
or g@?&?ﬁﬁle%?)ea éi’eae(nﬁ %brg?}ﬂgéjﬂthqr}s ﬁ%g m@g g prov1ded on the
f sorea@r 21 oT thesPBVDIrtlen kacdded Fotae iwhichabinebd Rieﬁﬁ’ﬁéc%? ah RBpropriate
tely in order to approve E@
tFe&H%fantngrt&aW? wseitidedhwith\the MBf4.t %trgnre_zwt mgdfawarshown but
050111& be é\m\;ﬂdédrkﬁ] fub "1\@5’% ar teQ e}gl% Ct!flg ! g %g{}ld rtgarcode appearing

firmvare and the payer |s r ire

comfhiersamen @i, toiba rb&tbbykz&ymcbpi‘%te Hdﬂ@&ehéalﬂ&?b% thk MtE_y4.
I be,arranged to require that paynment information
appoar AnTCeHEL dSBREETS masonlse b 7 10 tae PDY b which may have an
e¥siehtfon fob &t \ t£ion
SRR fon fob SoMAK HocliRY of R SUARAIR thorl A Ok BBl Weounts
confir nﬁﬁ@ ahlityltn uae mellee(tomtndmﬁcd isfeoqattteﬁ Qﬁtﬁhd C})atyenf to ctonﬁrm that a
IIustrted n Fi i nstead. o r in addition to
{ sk B St ol gSecganay S b pnigied 4o Sansgons o el
t & thB oMot sISTHDPY dypettanicBBns difoustdiCab by
transmts the transactl on authorisation to the PD 1.
The pay%@fetrli’@nto Higyre dx artypieal opHinedrankatiantiaslvesat payer accessing,

t.horisati eari on thescreen_ |,
oftoy i TBBAEE 25 ® SR AR Gl SERR G PE A armerebant pebsite 27
nppvided by ndfthatsek e 23CT BRE &kcﬁfm blf ghivkt ik AVer enters their
encguged form whi ch can be identified by "an appropriate

r €5 cax i sma e meprhgus wrva& then h;emmea to dealFwijlutiee payment
Zﬁé}%a&ﬁ)ﬁd A i %veﬁrl{ﬁﬁ %‘ﬂ%%r% ess ?s 00%%89% B‘é on the M

or exanp cou code
appear i Ilngacoerdmltt& with aeBdedmieﬁt SEthE §AdeMindehtion, a PD 1 associated
riate bar code reader on theMD 4. A receipt for
p‘g{})ﬁé‘?ﬁ PRy mAYSRE Bisdderdncresersseurpp Refoumingtio ragurh 4y e transaction
f | C ran i ons
FHoBRR LBl LA Rl SRS ilBRAE HiBREn

el ect r ok Stepl@9) cpayes sdeitainethimdise RopaAyBErcht %Btlter’m and enters
tgat a %{% n tra act| on qshoul d. proceed may al so be

R ‘H 5@ hen theimergkant website 27.
poi nt - okt Sah 8o th@%ue)l tfa}‘lﬁ’a%n&i ﬁ{égéa%e BIQ g%t ‘Hé,r?]f_f Fﬁféﬁ@@mham server 28

above Referring to Figure _ (
tte Zl on involves a payer accessing, via the

I nternet 25 nd uti i ng,a,co er_such as a PC 26
a mer cﬁgrﬁ ‘@“Jﬁﬁ ofee fa’ﬁ TR €rhen trausmyiisra request for

20%nﬁﬁ&f1£tﬁfn thed ﬁi&ﬂeﬁﬂs&ﬁl@prﬁéé%@% thd P18 1P AR paSELIRNS in confirmation
t
on his PD 1 (Step 32) and the PD 1 transmits the confirmation to the TPS 2.

The TPS 2 then transmits a transaction authorisation to the merchant server 28
(Step 33).

The TPS may have a database storing information enabling communication
with the payer electronic device (e.g. mobile telephone number).

The above embodiments generally relate to the payer electronic device being
used to provide an additional layer of security, by requiring confirmation from the payer
electronic device that the payment transaction should proceed. The payer electronic

device may also be used to receive tramsaction authorisation and receipts but,
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accordance with an enbodi nent of the present

invention, a PD 1 associated-wilh-the payer rray5be

u i pcrease security.. Referring to Figure 5, a .

¢ Bl B G588 Ware snSuentionshend mueh it ths ineesaging oceurs
t betsveenrigd bARRL clvttrdnid) @GBS H@IRE haBhctifl prROREsIHS ’s%s‘i‘em. In the
payer sel ects merchandi se froma nerchant “website 27/
afilogrrg ranbodiments,c gy peyde elerirani¢ udayidel ynayr ¢akiet onameore of the

Ny chant website 27. At Step 30, the .
MERRE ot ot QRBTCIR0% g4 PILE 1B porGiseth EOmiianR ot operation of
seltrdasac@éh processTPS 2. hi accordance with this

enbodi ngnt, .the TPS 2 then transmts a request for

conf i r PREiCEHE WRkigpmyadba PBhbis propided seth some mearB351that enables

T ovs in i i on.on his.PD 1 (Step 32).
Ry T AN RN e
Theec@BSleicthemd tragrintthds a @ofithaitsa ofith Qi@ fhseH isQRovided with
tg the. rlch nt server 58 Step 33&. The TPS may have .

aﬁ’ﬂa}?‘g\tﬂgﬁt& egﬁ?ﬂﬁ ‘fﬁ’ Thaps gHRstite Memabils ticrbonaunllsapaysn electronic

r ) . .

S S 54 8B AR B TR e i o
r @ teacadsr 39eorpahien irekckst ponkimitstayithe réaaden g6 us agtatiged to provide

i d dditJ onal |ayer .o ecurity, by requirin ]
Pifihial o AR 2 i hE el i rsbiametibeccmarnipale with the

PEPNE NFor $:@MPRS ihd MeAftRtHdn RABERSTHn ﬁgf b @¥€lephone number so that
el ectronic device nay al so be used to Teceive

t g MR A ¢aprisa atrhehilestalepbonearetivorideicptact the PD 1. Alternatively, local

| & t.he. transact.i gn_pr,ocess i
%ﬁ\?@?ﬁs ie[glrl%l !)%ﬁ%se%u?ﬂr o?on?rﬁlémﬁagg’gad’leﬁﬁee&cé §P Betlwewd MD 4,
t ig. Rlayteethe.e he VIDC4 dQY tHefefefRthehd SnfbFRRRACIHoR N the payment to the
processing system In the follow ng enbodi nents, t

pay dr Tdiscancaable trasR ddo ek atrais aohvemoleinghe trimesaction process.
transact.i i.n Ltin ener al | in an

i ncr eas]ﬂel ‘?]lr% %@\%ﬁ?@h%@ ﬂéﬁ%ﬁ% a%Pgr? Py P’é’ﬂg’ét_ctloi B D 1. A
prayeess magetienr vag te phguet %noﬁlﬁe(aﬁﬁéahngsoﬂrtﬁs! &8ddn 21) and
w th same neans., 35 that enabl es | ocal conmuni cati on.

TR ALe fhsy vagied hayment greHnt baeliethe MPohi@BSubseqiend ¢smsaction

" Dl ' } t,actl.ess.wi th
G e R o R R
(1eetpimapts faf dxinopte, tle pdyer malidnter tiddiefh asiay PDTNevREY #8uld prevent

electranjc device 4 is provided with an appropriate
rraS et bl ingeinhfatian &5 iy QoSS helh RS 416 aweR manually on payment

slips. The rest of the transaction process may take place as described in above

embodiments by confirmation being required by the PD 1.

Figure 7 is a flow diagram showing a payment process which may be
implemented utilising the embodiment of Figure 6.

At Step 38, the payer card 3 is swiped in card reader 10 of the MD 4.

At Step 39, a transaction message with transaction information is sent from the
MD 4 to the TPS 2. The PD 1 then sends wireless communication information via the
access device 35 and reader 36 to the MD 4 to enable wireless communication between
the MD 4 and PD 1 (Step 40).



to the reader 36 or when in close proximty to the
reader 36 is arranged to provide information to the M

wdad2aokmoooenabl es the MD 4 to subsequently comuPCT/AUZ005/000902

10

15

20

25

30

with the PD 1. For exanple, the identification
informati on may be a tel ephend2nunber so that the I\/D 4

1" ALt AR G e M Ao 0 Ardentgiost 9P P by wireless. The
éfummt Fdubd fin%ﬁﬁﬂéﬁﬁe pab@emOnforAffloRufh af a$ayment amount. Note

uet oot h(tm). "The MD 4 can therefore send |n ormation
d’b@ftﬂf ther@tmyﬁbmng tgiventie tRDpayer ®hiary tanpaynziot nfomentidi (which is

é%}ﬁe RaHmSH %&ﬁ%}?l expl?’)gat h Wt AT q&ﬁaa bogD 1 before sending

pfﬁymﬁfﬂctlmhagfeotot e PB5 li.c/Sthpye rwé'tlldlr%nfehﬁl@th‘élaﬁ?z(wn the flow
the pagment anount (appearing on the screen 21) and

-cate the varied paynment amount back to the MD 4

Eﬁéoéfﬁ%ﬁ?% 8 B B o PR Bt e B MD,# and ater

eotadTflgeanyl ﬁlrtherrlﬁﬁhﬁllaﬁémtsucﬁ Q8 a @%AMREIn the PaRANA antBWt) the PD 1
ent er .t hei r tip using PD 1 which would prevent any

ftransenits sprtinmatpp J}aéfhedfﬁna%cﬁﬁwh@éé rocartie the BBS & e
ent er edy ANGHY k| %e%§§3§ﬂﬁ &uecﬂt ypt'i“ansﬁlhtg &'feaglgarcltlgf% éﬁl Brisation to the

transacti on pr ‘ocess may t ace as

adbv4 letiog MGmyES kinyw ¢loxt filher Maamnhﬁamgob@amu [ AI@eﬁnﬁtWer, the TPS
ure is a flow dj agramshovmlgapy

pf 558 Tk & SHR e TARR3P SR A BRFNHIPY (& thegP P He(and 43B) the PD 1

apRasTBAmMAS el agﬂ{oﬁsﬁwrr% il 9 #8, the payer card 3
is swped in card reader 10 of the MD 4. At Step 39, a

t r ansad¥ote thatre seprgaie widels devaces@utl ansnianf cird@5) may het be required,
mthe MD.4 to the, TPS The PD.1 then sends
P bR P Bl P THC S PRI GOl LPD 1 and MD 4
dey it6 allSh dabet witds8lcoR@minfcatipg MD 4 to enable wirel ess

conmuni cati on between thevD 4 and PD 1 (Step 40). At

Step 41n theembgimerieidigue Spadkigitre 7ot esyer stid stviyes BBard in the

I The re ncl u
g_}va Qé/ rﬁ%{cg’f %.P(?}a ?orﬁelp g%]ge Eegféce gg]iytﬁﬁgﬂs?%éthnmﬂ flothe transaction
tpradessifigt Fezueds ilRudtrates AR iecRModiny@R wierd e cRa¥edetite Bﬁ‘fei/ than the
the paynent information (whjich is varying the paynent

M@ﬁﬂ%ﬂqeﬁels keuiredhy thapayer m qfé?.ﬂ tg pfacess & thans@ionbef or e

d th
voul o uFab{BN AL 33 ARPRANS 10 nldoelER blofacg P as iscussed
| above sthoriseices] tand pamayesd aﬂfﬁ’wﬂyfobﬁﬁgﬁrgﬁ t&/BhifialidNghort range

after entering urther infornmati on, such as a

AR GHIOP I RGeS a4 SRhediRers the PD 1 aso includes an

application (which may be implemented in software) enabling it to formulate
transaction messages for use in transaction processing.

Referring to Figure 9, to undertake a payment transaction, PD 1 and MD 4
establish communications Witﬁ each other. Then, at Step 45 MD 4 sends payment
information (by wireless) to the PD 1, including information required to process a
payment such as merchant ID and payment amount.

At Step 46, a transaction message is sent from the PD 1 to the TPS 2, including
the usual information required for transaction processing, such as merchant ID, payment

amount and identity of the payer so that a payer account can be identified. At the same
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the MD 4, letting the payee know that the transaction
may proceed. Alternatively, t+he3TPS 2 at Steﬁ 4%3 .
. ] r ion to the
t(g‘%l >Sir%etgf1a}t}%§ l%%gess%cg%gtggggg l,ligen &R I‘gla?I% that the transaction should
aptdee¢d.sation to the MD 4. Note that a separate access
devi ce ézuch as smart card 35) may not be required,

and ins aﬁﬂemﬁ‘,etbg TRyl tmay tramrpb transdtiom atlﬂnensatlon to the MD 4.
el nd MD 4 e.qg. al
CAREARLYAYS o B LAT e P T el haccshisodraneintiont Muthorisation

Fc@ﬂﬂﬁnﬁa‘@ﬂdﬂ&hgﬂfeeTﬁs p tétﬁd pﬁy% avsl iheSFDpFSwﬁ‘elgﬁr Hansmits the
he payee device, and the nerchant device stil

d%lgi’%nwlfm“?@@mf‘l the transaction processing. Fi gur e

8 il uskr e no.card devj

ot her t gﬁltut e%%é%g‘i})‘ &g lctah[\/g:E ftthi p%@waé(q ' &l %B th %g&eﬁhers 1s no

i needr fden rherchad desise aa‘tflh%mlﬁeaﬂilh@rto DIMAEHESIS wikBhE Q‘P§52 Payee
and reader .36 may still be provided (or, as discussed

GHEoni¢ deviers\man glelefgqqdae@rﬁﬁtge% @/hgﬁlp@rgp hpee @ Igeal communications
[ g | cat [
ORI BRI 14 SR BTN L i e
i elettomes damcamnbse{qaemtbn céring hourstite ik rgol tﬁH&an@ﬁbnbﬁ processing
softvvare‘)i?enab q? it,to formul ate transacti on

qivapiageces Bis Broeessnints. thatercepynt dgtails (such
t Vi : )
aﬁsd&%%” S8 ordlR) OPBHIer KEHRRATEA to g WEE okt d&Vick. Further,
THem, a@n&@@l%&mww@nﬂ@npaﬁm thef gryeRhao tothlbyontrol of the
i.ncl udi ng i nf rnatlon requi r ed

I he

AR, ALalstBtin bt 12 Iy, RS rfaiprmation may

ait Ah Séxeén%, odthbf BRSEGE Wby RIFAI G Rrfgalkioh) 9 th
tadtiwpe?jéPDog t% t he TPSS 2, mclﬁ%;eng t})t;rge%usua (?%?MO £Pymg ©
r durmatian e therleaysad nuh 28 (susbsasi yagying Lacmp)aac mél?heh:&nyér has total
| BuuRfYyMent anmount and identity of the payer so that a
pa;}ler ‘account can be identified. At the sanetine, the
t r ansacNoRthAEBSAYRHBH dnNiGlsUSEbSRRAEMT Hﬂtcbﬁﬁi‘uﬁ]lﬂﬁhoﬁéqﬁlay go via
transaction should proceed. At Step 47, the T may
tthg MRi4  Thatriszcpavgmenhmenser s hmprpparcch by N EID 1 and then locally

7 he . P Leceiv

%gﬁggkﬁﬁa}é%ﬁ ﬁ{gr ﬁgeaw E\C%’tﬁ]élr? F%:)qaute’% ¥1§sg}g toﬂe?oT@ jransaction

arrdcastinStsypted/ Blhibds Plosk seburelabiehative) s il the pAfer information will

atﬂthorlsatl ntothe MD. 4.
en pass via the merchant device. It may be convenient in some circumstances,

however (e.g. where there are communications difficulties between the PD and the
transaction processing system 2).

The account ID of the payer may be transmitted in encrypted form, together
with a digital signature. Any security may be applied. In one embodiment, the
transaction processing system 2 keeps a database of “split” account numbers. That is, a
portion of the account number is kept by the TPS 2 database, and another portion of the
account number is kept by the payer device 1. A hacker cannot therefore obtain all of
the account ID by hacking into the PD 1.

In a further option, the merchant device 4 may comprise two parts 4A and 4B
(Figure 8). Part 4A may be a mobile device, such as may be carried by an operative



It wll be appreciated that if the pathway 47A and 47B

is chosen, there is no need for a nerchant device
whawsngpoehe ability to communi cate with the TPECRAU2005/000902

Payee el ectronic devices may therefore be provided

whi ch onIy have a | ocal conﬂuh&cations facility (e.g.

W r el ess). conmuni cat er el [ oni

dash a5 it ’Béfé?ta‘@]a%tc tl?%éit\r%% 6 5@&%%1?}9 Pevm The waiter

% Mk heLivit1gAbYble & thkTD t1r ﬁn&a@ﬁ t0BbtRfOERABinfligation details

co nications. A mgpjor advantage of this arrangenent,

|(sglth amtlahmsmnmuimcandné, spébai ﬁhfagDclr ea subgeguentiieeqaumylyicate with

glgﬁ Pﬂﬁ% ag)ﬁ%gn %ﬁ%}gpqpi% % ggﬁ 1\5{'38 c Jﬁ {[F;Er%%s%ﬁ{mrg?gﬂaﬁée and then

5 \ébﬂﬁuetﬁglmgmhsg@ﬁgn ficads. control of the transaction.
As di scussed in relation to above enbodi nents, H
ttytge evice 4B.

i nf or mihe davieayAappi arovils Riact detaikniop the ather gk 0
t
S BB ADE TR AP M At s oy o

tth PDe1.C In Bhestaanar sitiasioh,ofoakbxanpity tik.paNot nidyabe abie do provide

variation on this enbodi ment, .al|l conmunicati o b
GoloynatiomsURlD 3 aTiakle | BUBETy i i TOELER)Sordgalpdn” subsequent

10 orerns in %tl%é &1&%?%@%% %BQ &h ldcttbiit lc8dStill) the payer can be

tra Oor subsequent passing on

tibentiffedn@abéing rthe rpbcmssmglgsgltsﬁlampafﬁwuklr itabla ineths restaurant and

?tﬁérgi[oggglst ! g)?zﬂh\éewgli ﬁ%{} td:é&' gazgde ¢ &”f Orrnghll%rn ﬂ\ll\e'I ﬁart 4B and
%ﬁd}l\éﬁﬂ{e%% thd P15 AR st WA BIRGRATer. hOVVever (e.g. where

ere are conmmuni cations difficulties between the PD

and th éTHertamnspm’t nmrchpntodee'ml hgay y@qeeanmonvmn@ntav@eﬁgilﬁﬁtmn The

15 Igggézhtélge% t egs ia éllr Qg}etlé cteﬁ grga kﬁ,%eglga Vs ?\QCJ ?rtmgontact the
a@%&lﬁl%o& RoRpfex§ FROABTE Bfder fcf’@ot&h pag@sitioforpa@aessi ng

tem 2 keeps a  database of "split"_account nunbers.

That | sElgerepi@r illustraist a rrastamcolre BuRBerl a0 |dspt vp{h transaction

the TPS base and .an

Rpear e ok B B30 im0 FORST L Wl B8 b 10
t@@fe@fsé&ﬁﬂ@ﬁl@'ﬂoaiehot@fsuﬁlm camponsdts. | D by hacking into
the PD 1. In further option, the nmerchant deV|ce

20 may corﬂpxthtseembﬁdﬂp@"rtt he XD hinslugss eriappiicatigy formypRaring transaction
uch as nmay be carried by an
Wé§sgg?538gﬁ%sa§t1o aIy IJOSG% mg in a res%/aur ant. Part ZB may

be a paRei%rrﬁiget@tEﬁg&bamﬂ\StqﬁO TRhpayewsetcets, mayPQE 2k end Imernet 25, a

device 4A close to the PD 1 in order to obtain

creruetifecm pORFTRRADBIVERSICE g, to initialise
comunt &?§{e8\lr§?1 i Hr%q’ﬁ halb1dal€p&ftheht fFBrSaHORS ARt gYmerchant ID and

conmmuni cat e

25  payment amount (and any other information that may be required for a transaction

process to go forward). Uploading may be via wired or wireless communication with

the PC 26. Alternatively, when selecting product 27, the payer may provide the

merchant server 28 with contact details for the PD 1, and the merchant server 28 may

then send (e.g. by mobile telephone communications network) the payment information

30 tothe PD 1. In yet a further alternative, PC 26 may be dispensed with, and PD 1 (which

may be a modified web-enabled mobile telephone) directly accesses the website 27 and

uploads payment information.
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details for the other part of the device 4B. The
devi ce 4A may in fact be a pa38ive device, which can

2 |et Eg}/\% ‘:]Sqe o?’ me%vq\%c{tlé)fnrr%?sé 8s S%E%\redmy tgg !’ngsj @H& Qé?ft to the TPS

m&vﬁrﬁsamiﬁﬂbﬁﬂhnﬂ[bnsamfacaﬁmam abl e nunber in the
rest aurant so t hat n subsequent cormum&hDo ion wt

t he parkt SHEp ¢ e B USSR LedEmpishPE AOsHlion i guorchant
f §ﬂ%ﬁ@%ﬂﬂ§e? I-elefg‘F ﬂqa@t ﬁgﬁbcﬁfle& IfS tREPBPD (a%ﬁ%éﬁﬂe #hnsmitted

t parti restaurant and therefore
dr&ntﬂemmhaﬂneem&yterth@m') Be cal cul ated and generated

by the part 4B and transnitted e PD 1 assqci ated .
with t FPCpRjiep andipih qrmc%wtasnfé C i e s e g may apply in

ttﬁi%%nﬂ)%ﬁnﬁéﬁ@ Vﬁ:}‘hﬁ Bl o f20 ?9 B s &ﬁbod?rh&tﬁ@ﬂfat ARoGRI®RLaYls, such as
e i nform

needs to provi ion enabling a payer device 1
tavediterrd detailhae ¢1u’s:eqhir9d mheeplmdpn eetyperkisudBas the brtamet.

to obt |nfor tion. FEigure illustrates a

Syt emRRP &2 AT REateR. 5 FUa Rt e argl esifor In this
PERSRBRERY tHeOpayip- éwaﬁmlitana&ﬁaé g 1n15hﬁ1e§ &npeaaﬁlfgeﬁeme 55 which is
nunmerals are used in Figure 10 as were used in Fig

Zartapgetk toreadspayinhent infompatiemftom prpagHve deweeéﬁrrem the illustrated

t%e?@grg%rftg 2 Udgigté e?%f lStS(r:%tné gc Ie:gan 5%: @g@;efsag Yare now commonly

Rebeided Ratht Mobil® telephbhes)at T RRdibd menpaysr bs ehﬁ otier convenient
via PC 26 and Internet 25, a _product from a nerchan

web@ng means, hawewreich s abpwodpsopnigs| datés gahediment, (% camera 55 s
n Egﬁé eg{% V\!“lﬂlc%. ?i'c&%mfmﬁ(ggna{r?@ng% DRYIE @élglﬁif?)g?@%detect the

ornatlon be require
t pRsivackiion 1@&9@6&&1 e gandre ranérpi@cesypiha)ﬂﬂonmgatmyprbeided by the
via wired or wirel ess communi cation with the PC 26.
AP%SéliVﬁﬂﬁYl‘c‘Fely, when sel ecting product 27, the payer

gg%/ alplr gly %r ttﬁc?p%%fv% !ﬁ%@fce SELYE] nctDe W Hal c6&) tjoﬁ%ould be any passive

and "t he nmerchant server 28 may
t ﬁl@ﬁbe&&hﬂdh (:zm Ioe reby tormboivide paﬁhegthmfwanatmnwgl Rfati ons

nettor g, AR BV, LT SUIRLY O o he PR ) el v
@,gtﬁon §1Qrgﬁ§ﬁ’t ﬁ? &mﬁgfﬂheobmepws "Bl icbRmunicate with o

Irectl’y acceSses the website 27 "and
uniemhehﬁ frevioee At sichf or imatlicopmbedisieat Oﬁ’flglaetgr aRsersssing then may

sui)s & en‘ély pﬁ)cggda glggg H%é I}nre]:g OF Be prgc%(sjs SEF eq) éxr&eapt tﬁ% the payment
information from the MD 4 is obtained via the passive device and reader means 55 in
the PD 1. The passive device may be a barcode on a table in a restaurant, for example.

At a more sophisticated level, the passive device may provide payment
information which enables the PD 1 to proceed and launch a payment transaction. For
example, the passive device 56 may include sufficient information for a PD 1 with the
appropriate software applications to prepare a transaction message for a transaction
processing system 2.

Operation of the system of Figure 12 will now be described in relation to

Figure 13.
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produced for the PD 1 (and may be transmtted fromthe
merchant server to the PD 1) Encryption and ot her

securit tg t re _di scussed. above apply i .
thi's ermbathant oAt B uth AR R B R SNBh Sscasht device 56
| b theamtadanemtofdehat 13, the l#‘abe@fék&!@ﬁhétogﬁf)ﬁ of MebdrSode 56 with
afe not required to be placed on a netwrk such as the

| S SPReta Sypaglithe applieationsay the D A reengnises therimoctidesmt] obtains the
Ohaynhiit ol nvention. In this enbodinent, the

payer epgctronlb device 1 includes a reading means 55

whi ch i Alsarin gegasbddimeead Fiayeenithe BAesdRsd Rprbviasa #ith a bill 57
passive deyice 56, In the illustrated enbodi nent, the

r%@&? n‘ﬁa}‘reé’ﬁ§x5@l’les bg & seravsas hillc ahks infommationogn the barcode 56
c i j t i p . The readin
Rt R T R R S W e A R
hevg e owserctf g @staarant)d eTha:taiBﬁErvgill fhcldﬁl'ﬁsa mqrchr?nt ID, payment
enbodi nent cangra 55 i.s utilised together wtl

aPpry a0 gty Sort el KgeqHiesd ip Breparerdranstiiion naessage.

det ect AhSteBE9Sh \RnsHRYbE dsERPGs fpgéya%eﬁg?y BRB15 3 A% sent to the

process the information provided passi ve
dERS @dogether pidyrtransavsiop sesfivmtion und en 5Gonrilid oitthe payer.

rend 1 ob B PR Rent P BERRE 1o 16 YIS ' and proiaits e MD 70

ewrhb tiafi®@tion hiltBorkaloR NA llefHaBl AR dsORi P EWe%ﬁ)olaﬁﬂérR%Be TPS 60A
passive device may be a nerchant ID, enabling the 1

t 2% abdet the R § of dhartinnseetion authdrisation pachthetPLdlet/6@R then transmits

kNt [ t L guf.e Processing then
e e Becttn o b ERREL R A 2071 P J0GRSY Reotlos 2 Feceipe 71
pangiéers sasnif-iag uglectfbnéx eegeipt t ddathet PB PAaY MBRInatively, the transaction
information fromthe MD 4 is obtained via the passive

REQPEING FUSIPTB 2R BREHS Welpdirontrerepgipt frombe pii9siAvand transmit it
dsVioGEe PBY; be a barcode on a table in a restaurant,
for exanple. At a nore sophisticated |evel, the

passi vdt vl be eppregiatpd that d&gmyaéfﬁngemétﬁ %ﬁﬁ&'@hﬂi&algmid%htages. For
enabl es .the PD 1 to proceed and | aunch a paynen )

t PAHY. et‘ilﬁ%] recefyed éﬁﬁwghet}ele o8t GHEHy hillyeor esample)agay include a
| asdivd dedibd i GhaRE lp'a%@ﬁtnﬁltfdrﬁﬁtigﬁ r\}/l’ﬂcf%aér ¥ L0, 4t 513? a reader of a
appropriate software” applications to prepare a
tnaapsaclettomindssage ehable thetragasdediioniv avivees ded1Gvith bill payment.
syst emh%.

a further embodiment, the passive device may provide a transaction ID
number, and require the PD 1 to communicate with a remote database (e.g.run by a
merchant system) containing the transaction information. The database may be
associated with an electronic cash register, for example. The PD 1 then picks up the
required payment information from the database and carries out the transaction by
communicating with the TPS 2. In this embodiment, the payer may even manually key
in the transaction ID number.

Note also that in the above embodiments where the payer device deals with the
transaction, the merchant device must be arranged to recognise a transaction approval
code (or similar identifier) sent either by the phone or by a TPS 2 in response to

transaction processing initiated by the PD 1.
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Qperation of the systemof Figure 12 will now be
described in relation to Figure 13. At Step 58, the PD

wda 2@batons paynment i nformation fromthe passi VRCTIavU2@®e/000902

56. In the enbodi ment of Figure 12, the payer takes a
phot ograph of the barcode 56 W2 h his canera 55 and

the appkication on the PD 1 recagni ses.the barcode and
obt ai nlfsJé %rﬁg S m%nf&"?aﬁf’]& Feo‘r;‘ll?lgﬁ‘% dimentwould be useful are as
efolodisnment of Figure 12, the barcode 56 is provided

with a bill 57 which may, for exanple, be a restaurant
bill. The i nfArbitltisoprodncednby anwochant Gastnedgidas withl a bar code

e PatBlen e ition” Tph 418 AERR 38 biteod Geees rcpofoeraphy, the
Thgyer asthotidesVd trhnshé§dnUeig the MPSCHaMhe RS RBAWBRAL the@ MHMction and

and any other information that is required to prepare
anformsdhe pryss vieeRBalgeTheaPDs: digplegs am authemséion icode on its screen 21

: ' [ r the PD 1.and is.sent, to the TPS
el o PRERE e (18 o P 1 e e o
accounte | D of At¥VigiaHay &n 5 oo
comunj cates wt hat he K/lDt}ééthan?pgr ovli)lggg i}ﬁgth%/[])fe%pémse from the

vﬁr%lﬁatharrgaasﬁiaa Syieh 3 foshe qoameyedl disctinto thel merchantwievive 70 via
QMGﬁgp&ddtﬁ@%ﬁe%tr%ﬂlo rsgg%ﬁm may advise the PD 1 of

the transaction au ation and the PD at 60B t hen

transmds t heAtdoals as trdthcad! bh @ th&@hi e abiP rdi&eMicdBorating
The ND 70 may pr Qducetﬁ; receipt 7 1 and/aorrtérilaﬂjﬁctlggaamg he

draszadeo ,Cﬁh@ baiceds prreedby AEDPDDY 2 payerct ndeble @ g cafth&he payment is
8RRt wilf's RBGERT: bW TR (B BF PustCi Boinbogsyof a water

ectronic rec Ipt rom
tservitgetheEable.. Thé coMslunebenabgl Revat ed that such an

arr angcejgen gas si gni fi cant advant ages. For exanple,

bills r @e‘q‘uv o {gFnts a5V iibas payent infgrmstion deing provided to the
Bk [ [ ' i udi . .

8GR 8 RSP G LY e, Al tgpgion oy

peyeovided fire tter forh of delisting wihiclefighldes thieapay@product identifier, and

e[hect roni.c .device to deal wi.th bjll pa;rmsnt. m a o

fOF tAFEY" _8??68% iraves mpans ek, &l eganeeallyale 9r nfivepae sapplication)

lenaRBRCEdIQtioh DI BRAGet. 2Tk B0 iBn dbCsdRtibn (6F the product can be

conmuni cate with a renote database (e.g. run Qby a

reanstiiied ©yspeyde Cimeaiayenglactrenitrdenial ko ahat, as well as the payer

BB <Dl S 1 EUBR BB RRT €50 B piochch s ensbles &
QM?&%I&@rdtﬁlﬁdéV@@wﬂ_or&dmﬁQY‘Fﬁx@&ndl REQY f(;é?{ste?ﬂ bg‘h@ Bayddan both order

dat abase and carries out e transaction
cBfhranfearedust wing thehowrr®vice. I n thi s enbodi ment, the

payer gy p%’(ﬁﬂt H&&%ﬁlﬁb}{ n%(aeyybe provided by a number of means, including by
passive devices (such as barcode) transmission from a payee electronic device,
uploading from the Internet, etc.

Figure 14 illustrates a number of options for obtaining and utilising product
information in accordance with this embodiment. It will be appreciated that the
invention is not limited to the options illustrated in Figure 14.

One option is to provide the product information via a passive device such as a
barcode 71 which may be associated with the product. In Figure 14, one example is

shown as a restaurant menu 72 which includes a conventional list of items 73 as well as
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to recogni se a transaction approval code (or simlar
identifier) sent either by thd&hone or by a TPS 2 in

| EBBORRET L Bl TR piaitia Y BRPD Lk Bahurtio iplea menu t
bthe®®ef.ul are as follows: A bill is produced by a

mer chant cash register with a bar code including
pay mentRefEFretadigne 1 Tra crpmplequeress istas follownde (t akes

a photo t yie ut horises a transaction v .

Cho Trelh 3880, WIR AP LBl ' FeR dnb gk i ofounet ng. A
i suffiovans applizatiery eh the PD ARnkbled B4isPHY grodietdha¥Spedon the display 21
aut hori sation code on its screen 2 which i's read by

P RAS B AR Aelest frams thedivbwilising tbe g i@ £§ten 81} he

rchan r®. L.at . exa e i
For thoy SeBeR (e pB pAEAE! s bR 85l BiRighe e merchant
shiy trrothit tID, hecamh IByedardi othert infointatiohetha®isclRgited to process the
device. 70 via the | terget or other electronic system
A“%%CE‘QP aPé a%Pc?a Breductndpe Hamjacesmessege isisent to the TPS 2.
| ncor Poril 1hg 2 {hisisRAL AR4odublSolRfohi 9 nd Brs 98P Yisd ubRmits the
1 by a payer at a table’in a cafe. e paynent 1s
prayswstadherirdtion afeban$BS Rdas emthotisedtthepayasdnt.r egi st er

th h f iter serving the table,
The conCtiraroqut MREntopdeles e mopi t parsiitscbelves, the payer
asleRbh iR SeRRMITY tHeMiIDY AL ARNvwAIE iNGudY QY THESF &R JH& (e.o. table
payer device, product information may also be _
prBhegeand arlig of peaduets (¢.af fopdethitahe payer es galentédd €bhd merchant can

i St i ch incl . at | east .
ohEreht Bithe Bryoraba atth 78 (B an9 3okt e fiRcrauest the same time
rdigscopifildetiiin Wid knogeddeahdt Yhdythate SREINYeEn BRRA! | Cati on)

enabling selectign of a product. The information on
sel ect i[Brihist epbedipienfbe pevas dlectronin slevice aayt pravideagaseans for

' I . i.ce) so . that,. as wel). as . )
P RS, FELRIYE, A0 g bt P | 4 ¥ printer which
painteouttheanden] s whivhder theh 0 @edily hbtied &Y 3RérEBang o?@ﬁ(ﬂes in order
el ectronic d(rafyﬂib e to becone "personal cash register".

TASDES ey to K¢ Fder and pay for product uzi ng
. . . ; . be o
e S A S ST TR g, i

provi ded by a nunber ncl
cremngabto(moesks arsl foawanddeders (aodutt seléaionf Y10 Pageagay ee

' vice, . L ili
el ectr g Gucd fMormation can be provided in many ways, and can be utilised for

shopping in many aspects. Other examples of menus in restaurants include:

. Products in shops/supermarkets may be provided with barcodes 71
identifying the product and providing payment information to enable the PD 1 to
process a payment transaction for the product 85. The PD 1 in this case could select
more than one product, total the payment and undertake one transaction. The TPS 2
then advises the merchant device (in this case which may be an electronic cash register)
that these products have been purchased. Entry to a cash register is therefore
automatically facilitated and may not require any operative associated with the store

cash register. An appropriate system may be implemented to remove any security from
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enbodinment. It will be appreciated that the invention
isnot limted to the optionsld|-ustrated in Figure

. ion.is to provide the product informtion
e oS B e B aS tie Bt Bib the prliehn Reggipts may be
bgenatsaicaatiihsbd ModvBprorh@HBCt . | n Figure 14, one
exanple 1s shown as a restaurant nmenu 72 which

i ncl udes a cdirodunti lstimigs | hay bef dowelesdeds fims weldhtahssae 86 which

b «Mhi ch t hed hy .the PD 1. of :
CSER08, T 4Bl BP0 OB Moo R bpmechans
Ry aeliralityast RYAR 1igtiis e fatdSwil thomkRBants AW SRR via the PD
80, the PD 1 uploads the nmenu including the product

| stk fequest dhe wegre apsl particilan nesmchant (P@hapse hpbdoasmenicating a
[ o) r..on the display 2 1 and a

oS el ) JAMERY o BRI RE b B otrs By They can

(SSbequBd)y shdp fidebtdid,antl I'pa% 62 the Ro6RAFBREy lof BRRRGhH PRy for the
nmessage_i ncl udi ng the nerchant 1D, product DD, account

189095 2B¢hpiteich afr the iperehast iosHett R aecaive theqgpoded Ampappropriate receipt

dvikqt tq I dyct .

PRaFBE RROARAUCTCRD 1 Rk AMhBE QR oyl B0 Thap s be oros
refarenusdriat thet inerchatduclet sebmsatd that the gdods MR FvaRd to the correct
al so transmts the paynent authorisation after the TPS
PR aut hori sed the paynent. |f the product

i nformgg i on rgl.a LR, acle nt

therefore, t r@epggtépa%e%%? ?’gon\h?eé ?Jé[c %%%glg byt alfer?gva%menus for
T@starant sid tafesiclAmexamnple B gfich hen@ayeplofdedgto 4 @D € is shown in

R et T S
tdxamldeThenthap' Qvdrds &her fRdaRBd, Blﬂgs?}nzfnt(ahct,eaﬂg and transmit the

payer, at t'he Sanme tine being confident
kordeu el the Thial to the yaféand abthe eamy tibequayfa ifle otdert Wign they arrive

e di nent,, .th ayee, el ectrani c device may provide a
rfggﬁ% cg rtﬂféﬁlrs Bﬁedﬁg |”¥fj§' b éeagyﬂ gﬁ?’tev\tﬂptcﬁep\llﬁ {nﬁég be prov1d.ed from the
| ‘tulhitigtsa R sREhpRNd AdiapBRY, ‘ﬁ\?hni: 'a%éys?eniuliﬁéo%iagedp Gift ﬁ{(/a Wathbhnt eg a

prints out the order 74 which’can then be easi

Hagrghas wobsiter andamey bpeplaadedds therphone wia & netwodkiiueh ahthnInternet
t i J- rder. . The transactiqQn processing system 2
ioﬁggé‘}ﬁg?&a cgrg%ggs‘%%er%eé'}ﬁeﬁau@ﬁ?’aﬁogﬁﬁﬁi ch is arranged to

pr oces AnddcisesdvabeleQktepdyct RIRHUST &RIRCTD RS mbRly comprise a
payees. Product information can be provided in many

vigipder whigh enarrageditp rpasive thetransaction authorisation from the TPS 2 and
printout an order (and printout a receipt 74). The major burden of payment processing
is undertaken by the TPS 2 and PD 1.

Security as discussed in previous embodiments may be implemented
e.g. digital signature confirmation of payment from the PD 1.

Note that in one embodiment, the transaction processing system 2 may
administer the database 86. In such an embodiment, the PD 1 may send a merchant ID
an optional product code or product family code to the TPS 2, which can access the
database 86 and send a menu of items available back to the PD 1 including price and
description. The payer selects an item via the PD 1 and then sends a list of items, store

ID (an optionally a location within the store) to the TPS 2. The TPS then obtains
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restaurants include: Products in shops/supernarkets
waoreapeloaoopr ovi ded with barcodes 7 1 identifyi ngPeTiau2005/000902

product and providing paynent information to enable

the PD 1 to process a paynemt 3¢ ansaction for the

PRRHER e B o B SRR SR FLlE S cusomer

t idensfiedtionn. AThEschRed 2bbhE Ntha Pukaer ilkdifRaEP Ry include a code

device (in this case which nay be an el ectronic cash
r@féw‘ciltné

Fgs torbgimatehed dypycoda prayidashty the 8P bimrsohmsfotin (e.g. barcode).

Fgf:r ?/i : g{lggfegﬁn]gn{@%h 2)%? i(riéesatg% %g&i#}r @52&%@%@ i(é:. &‘.' tlon at the café,

5 afwddioatcedelivetdd, phwisHoateedddinsied] 8eddtavhilabMat “pick-up” point of the

agtg{?gpri ate system may be inplenented to renove an
S i

¢\ srdisrasisdbare, deactivgtion ef pesyes I tags Ir@a/\ﬁéfgmhéle person

Sf"%ﬁgglgé"vettﬂ@s@eﬁg“ﬁhg %g&% pts may be generated (as

di scussed above Product |istings may be

downl oadedistussad abale) theesare Atnuntbet bf fafye o Wiihyinfofmation may be

" Stgoﬁgﬁli?) " dat abase. The T%t abase may I nclude a
pPe %%‘T et F%%ﬂ?‘gcw © Rapup LI yo bill prcprider. For example,
10 L%%Idg%%%dﬁ%s(‘?@ﬂ é&ﬁ‘fﬂ)lé"’c&ﬂeﬂa Q@ﬁ%fe?,hﬁff&rﬁr%db‘regﬁér}ﬁﬁ?ﬂ{a% reader, etc

1, may request the menu of a particu

ey bansed vegaia getails oChrmstone end imgpnze emecvamtion Withiarthe store for

bro the listin nd.upl.oad one or nore .nenus. .
RIS b AT P, S ST AET i
0RQHS usigFREADYreMerQpHE r@ﬁlér,p@l/ecﬁﬁé b&fk@rcgpﬁ‘gﬁcéloo ffom a menu of

attend at the merchant outlet to réecéive t

appAey/ patises deenlpadedep sofwpreoen thedpliones tremPmially(entaying product

15 acogggcode appearing on the screen) that can be cross
referenced at the nerchant outlet to ensure that the
goods &flee fisltowigedrd GiveheabpldsewhicRed®hstrattN&e of the system in
dat abase m_ag provi de, for exanple, takeaway nenus for
rSPTElaRGmIL
upk9gdsd PD 1 is shown in Figure 16. A payer nay
up%oglgﬁécarrig’nﬁcto their PD 1 for a cafe on the way to
wor k, for exanple. They may enter an order for coffee,

and. cake and transmt the order via the TPS

€ s Resta;

20

21 —efdari by el ne pay for the order.
Wien thay i@fhiv@dahd bbevEal it PSS ! -
ready. I\Iotlﬁls that menus r%?aéfﬁgh %Pﬁ;é/a{l/gfé%é? 3 8?111%%6?1%%1&6/ amount;
"2Uni veraislonshtappiphoodill/aalste”, from a system
gzz oci ated with the mergqli]znt e.g. a nerchants website, _
ey BE° AFPBHdR GOt O PHIEVHIRS Redugstds ser de idehensloe amawnt which
the | ntigm@eﬁrtogﬁ@g;ded from passi ve devices such as
bar codes.
25 3. customer adds any tip and presses ok - all is complete.
Example 2 — Full Service Café
1. customer taps/photos table number (which is café/table number);
2. request is sent to kitchen (via system) for amount which is then sent back to
30 phone;
3. customer adds any fip and presses ok - all is complete.

Example 3 — Order and Pav at Counter Café

78 cEodinentof dharpisbent anvestion fer ordening and paying in a



As di scussed above, the payee el ectronic device 70 may
nmerely conprise a printer which is arranged to receive

w0 b@ewom@mpsact i on aut hori sati on fromthe TPS 2 peAU2005/000902
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printout an order (and printout a receipt 74). The
maj or burden of paynment procesdlng is undertaken by

the TPS 1. curigy as discussed [n previous

cibodi nﬁﬁﬁt@%&ggﬁeuﬂ “-ﬁﬁ‘F 8&&%%&0‘519%.“8?@? faple Ao plEFady present;
cenfir namst@ﬂeloﬁcapﬂﬁhbi@d‘léafé/féblﬁ_ inliebdrthls ni¥ab& A6 tels ghone to enter
one enbodj nent, the transaction processing system

may aan‘?ﬁﬂeg?’é?Fie)t;he dat abase 86. In such an enbodi nent,

the PD rchant I D an optional product

cgde orﬁlggg}{u%tﬁp@ﬁnﬁ% code to the TPS 2, which can

adcess tustomlataitas édefituaitdrseod BeiEblucidbaid @Btly max two digits)
availableﬁlacktot e PD 1 including price and _
descr i pfibihen PrrssesAke rAlanaelycusiomer serolls shrowgh irmng and clicks ok
and t hepr$@AdSo Brdef-St of items, store ID (an

oEtionaIIy a locati’on within the store) to the TPS 2.

The Tpsfjhm&dlmwimﬁmm]ﬂmder amtdxbr}vﬁihﬂr@@ﬂt.afiﬂo&%ﬂ@s order to salt
t he pal d, order store together wth custoner

dent | 1 AP DHen: Bk fioRs SR afuyadcrRad PaR B e siep!;
id_entifbﬁa@fé]ﬁ{bﬂfﬁyinimh&ge a code which needs to be

mat ched by a code provided by the PD 1 in sone form

(&.g. b%tﬁ%d@’é‘)@rommnPMmedt hen provides the goods

to the customer (e.g. food at the cafe, food hone

del i vered, goods hone delivered, goods avail abl e at

" Bkathplo @' RddeSandlvidh BarMOD&aldsH@ai N as di scussed

above, deactivation of secure TD tags nay allow the

person Sustamsnphgtop/aps scafflestbste with the goods. As

3.5 CuS S i ARG 1o LGRAAT R OuMDEr Of ways in which

' y Be OBt & hed B

i nformati on na Y the el ectronic device

03. the q@atoenericntons fieh numbbisl fromdMerATIgIkbomAN (R RIaR two digits)
opti cal ding (for exanpl e canera software),

re

smar t caty ‘gé%a@ﬁﬁeﬁzrﬁkD Altgnately guptomet scrally thseughsiesns and clicks ok
gai n defiikss @ ofjpe store and in sone cases |ocation

within the store for exanple table nunber or paynent

pbi nt . dustomeer name bent sad enleeskre ifdrtgintiny ofi katBMdn Wipt he

igcerrs u ing RFI D read?r/o tical reader, selecting b

strol | %fgstomer pameqealigd e¥dep iy deadkys Al 8P \angwer phone can be
downl oaggs,lio sof tware on the phone, or manual ly

entering product codes. The following are five

exanpl es which denonstrate use of the systemin

aeLor [ it _of the present invention

for ¢ S ant, cafe, etc.

1. customer can select to order at table, with option to signal need for assistance

with menu. Staff may make routine to tell specials etc and when menu is
“delivered’ electronically ‘wait for staff to tell specials’ may be displayed.

2. Even when order is sent, phone returns to ‘more order mode’ allowing further
orders of desert, coffee, wine etc. End meal option prompts for tip- sends
payment and notifies restaurant so staff can say ‘bye’ etc.

3. Order in advance capability by using system as above from takeaway menu or
stored list, sending name, in place of table numbef - take away orders, phoned

in, paid, and can notify purchaser when ready.



Exanpl e 1-Standard Full Service Restaurant 1. bill is
produced and delivered with optical/elec readable

wa@ 2doeho@bl e/ anount ; 2. customer taps/photo bi |l P¢ATR®EN00902
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2(a). where anmobunt is not on bill/wallet request is
sent to kitchen for ambunt whi2¢h4s then sent to

hone; 3. ,custo adds any tip and, presses ok - al| ]
Fs corrpﬁi%f%?c“ ie PV ﬁomafrif?ﬁﬁ SIBRLIGAT § uped {q,BRogidg or obtain
t RIESTHPEGH O501t AN SayMEFREB gt dll Echtdcdhifel 2RI cBs PUITRBE ki

2. request is seﬁ to ki‘tlcélilqgn (via sys%n) #co? armgél%lsedWhere
whicentagtsisttaughed dnt ardlede contach dmerdes o obitin ey payduimt amfprmation.

tH NI e s ok - all is conplete. Exanple 3 -
&%@?Bg‘ﬁg&&gé TV%&ount er Cafel. customer picks up

tabl e nA furthel eQuARIENofOfarshdifonafléwblBer¥id Bay® idldgfRPYd with an
present; 2. custoner taps/photos cafe/table nunber

(elpgteoni Apdee spppbla ef bethpiainsing o Arsaetior ded mmikiteg) paydoent is as
BiYwks sent to phone; 4. custoner enters item nunmbers

from menu/ bl ackboard (nmostly max two digits) and then
pPayBeesre pkoviddd with idedtificationtcotsy ids@tifingShé PiREAH tHel BAS Unique
and Ctlgi[aCkS ok for itens to order; 5. phone displays _
c‘gﬁ?ﬂ How cadss s previdedafor ipaghhpomt of Priife the mexecopifiess including
t i i ; - ' ders .
o Bl e e PGS HRIREVDE, oy (0l G RhET service
kéouoteen; Esch payaridnt diation @t ther shyte, Wh eisopd]paee d. unkgpamdbitification
4 - Jui ce/ Sandwi ch Bar/ MDonal ds Etc 1. custoner

p‘?%lF'os/taps ‘cafe' nunber; 2. nenu is sent to f

custo ; i from
onul bl Ao o T o e oty SR AR
pressesl.ok. Al fesmnef blisnessi sardnefi theqragkd sithérriaygintéd eimslectronic
and clicks ok.for itens to order; 4. customer name

sent and ordéP™™ent for printing on kitchen slip;

2. on a printed menu or pamphlet of the payee;
3. at a table number identifier within the payee premises;
4, by being located at any other convenient position.

Payer initiates transaction by nominating the payee unique identification code
by one of the following means:
1. selecting payee identification code from a list ‘frequent payee’s stored

by software either in the phone or stored on a remote server for the

use of this payee;
2. entering the payee identification code manually;
3. entering the payee identification code automatically;

3(a).  optically scanning the code via camera and decoding software linked
or incorporated in the device;

3(b).  via ‘bar code’ scanner or similar optical reader linked to the device or
incorporated in the device;

3(c). via RFID reader or contactless smart card reader linked or

incorporated in the device;



5. if custoner nane called when order is ready, if no
answer phone can be 'buzzed'. Exanple 5 - Moderni sed

wo-ob/08weVi ce Restaurant Cafe 1. custoner can Bel/at2005/000902
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order at table, with option to signal need for

assistance with nenu. Staff 41838 make routine to tell

speci al tc an en nenu s 'delivered .

el ectr o%ﬁd ‘al |f§/‘ag‘%§§¢’t Of S?IE]‘@‘EI[LES? SHgrtoar ugsiletoy ipitiate gedayice of the
di spl ayed. 2.pdgeefo Wipply Hed@ntifRaBGDE0deRBINE dERELN A Bluetooth or
to 'nore order node' "allow ng further orders of

desert, cof f e¥herpinelesstmeaniEnd meal option pronpts for

tip- s .and. notifi es restaurant . so,staf.f
can say ' erB g?%&@?gﬁndl l’leﬁge%%%%%ree gﬁ%& thp dgvigs of the payer
uslentifisy st paiynaat akeM8 fheofdqhRkE aMAYaclHBA Uretedsd UsCbscribed for a
list, sending nane, in place of table nunber - take

aWeé‘it'ders, phoned in, paid, and can notify purchaser

then, o eSS OO REE PERSER B pre

may be used to provide or 0O

ptegmitris assEgued|thy payet vishes tandw idpe et gﬁ@&s Qlﬂillt)pse?\ﬁges the payer
er contact in

use ere.a contact is touched by anot

ol Fs\l\%cﬁ)rbgaé?%‘? PHEr FRYNMBAP2YSSE or nat i on. These devi ces

are knoywy gévibdirde Eﬁ'@%!’ t i £l Qw_wher .

a payer is eqlui ppgtg h ana%/e §8t§%ﬁ?%8§8€%%ﬂ %aﬁn\gg\leoef options
otvapablh fioni thepayeey a transacti on and maki ng payment is

as follpows: Payees are .provided with identjfication

codes i@?eerﬁalyﬁ/%/eﬁeg&% ?\aé’ﬁﬁ%?b@qfuéeq heitgpddentyficgtien code. These codes
| Meynbé Eitleat | on codes are provided for each point of

service the payee offers including table nunbers where

t he payke of featesed aighealeusingthe demice dnglyoadideg. 6<okt hvefere °5° is

food service gounters,. FEac ayment station at the

payee, is al St%e g?cfeoogil?ee]ge%gﬁﬁﬁeéue i dentification code.

The identifi galeted fE(ﬁﬂQh@ﬁneh’GQ’opﬁﬁ§§a§%YprP@M€d RE%HE device using
p e

provided on: 1. a form of business card of the paye

either in prifely ad selest’t methiods fvorlivkn@wn am smpll idetieds such as

nmenu or panp . e payee; 3. at a table nunber
identifier V\Al}l%.(ﬁglﬂr?q{ 1;éQS]f)ayee prem ses; 4. by being

| ocat ed(a)t anmpticdlliescaniny &Y e i 8irhé@ind decoding software linked
or incorporated in the device;

3(b).  via ‘bar code’ scanner or similar optical reader linked to the device or
incorporated in the device;

3(c). via RFID reader or contactless smart card reader linked or
incorporated in the device;

3(d). via RFID or contactless smart card used to initiate a device of the
payee to supply the identification code to the device via Bluetooth or
other wireless means.

At completion of the list the payee indicates the list is complete, for example
by pressing <ok> without entering any code. The device of the payee may then display
the list of items selected for review by the payee and the cost of the items.

he payee has the option at this point to vary the account to use for payment
from the default account, to simply indicate to proceed (e.g. for example by pressing

‘ok”) or to cancel.



Payer initiates transaction by nomi nating the payee
uni que identification code by one of the follow ng

wore@em00021 sel ecti ng payee identificati on codePET/amms/000902
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list 'frequent payee's stored by software either in
t he phone or stored on a rempt2# server for the use of

t hi L 2. ring the payee identification.code
il + U s, FORE alch fuag xGRES R I B pitist Plomebitils confirm the

amdsa@ioncal | y; 3(a). optically scanning the code via
canera and decodi ng software |inked or incorporated in
t he devlledistaf Byms i4 then pent eitbrtatiresidy onesuipment ipraviided to the payee

' y i nked devi N ted in .
R elts LEPHS) and AP Rrelebeel iop i 1 83 L8 il via the
CHPSI Depeirling drithe dofimeréiearRkahets bb ieiRyee pheRed(Hly be cither
vi.,a RFID or contactless smart card used to initiate a

itrag e completrd befguscthe diskismsnt to the papiemor faseed émbe sets at a later
: i i . h i ans.
e AL ol 8PN O DRl G S

t austoneer deledte éo abnipiete payiSdctivale Riitf H&:Sp?/e@.ayme Al cases the system
station_.the required transaction tp,rece es as descri bed :

P VIS & AT, OfipeyRRet bygwry P identifyss theipayer fiomcthe begisring.

ot ' ' ..
Y oL P AOAP N SSES l  ANE Eyasin
ofensetovhe exlered ampih yier payies hemirtatesobinathis @sslpPayerft @fiay launched at

from.t he ee. The device. of the payee may then be

SBEhY En® B Rvar Faw PechOBiSRe oY W APEanioG VPO R@monnt to be
Y®6r of FESlitRAY @k b3Igl ect s each itemrequired by item

ﬁgiénti(f)i Eb:l_g%_i on code. These codes nay be either: 1. _

ent er edSntingatheybillsilingvs: fre afiditiane] peydrodo joie. the thnsmkion at the

. B S: I. [ o 2. I d
PRSAE a0 P S0 bR SN 53 FEhr 1 aBoheB £ prson
Uspdeple) of ieltbtapidowe! ect’ net hods wel I known on snal |

devi ces_such _as ) . s
Figure 17 illustrates a transaction process which utilises a pre-approval process

in accordance with an embodiment of the present invention. Using a payer electronic
device, in this embodiment a payer may pre-approve payment for transactions which
they have not yet undertaken. This may be particularly useful for a number of
transaction types or situations. For example, in card-not-present transactions, such as
payments over the Internet. In accordance with this embodiment, a payer transmits a
pre-approval message to TPS 2 including pre-approval instructions. The pre-approval
instructions may include details for identification of the transaction which is
subsequently to take place. The details may include, for example, a quantum of
payment which is to be made. The payer then executes the for example Internet
transaction, but before the transaction payment is made the TPS 2 checks the
pre-approval details against the transaction details. The TPS 2 can then confirm or deny
the payment, depending on matching of the details.

In more detail, with reference to Figure 17, at Step 100 a payer determines a
transaction they wish to carry out. The transaction may be an Internet transaction, for

example. The payer may require purchase of an item from a merchant Internet website.
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mobi | e phones; 3(a). optically scanning the code via
canera and decodi ng software |inked or incorporated in

wo bwodeosece; 3(b). via 'bar code' scanner or sPEIi/AER005/000902

optical reader linked to the device or incorporated in
the device; 3(c). via RFID+e@&der or contactless smart

Sherpayves wikAersiore boAblectr Ea8mhg detals 4 Eqtnpgtion, such as a
d(}}rﬁén@ ofintdBY tﬁéﬁg@ch&rﬁ‘?m@ﬁ%%@uﬁ@tospt@ﬂh& tHel‘gi‘)ods/seerces on offer.

cation code to the device via Bluetogoth or
ot her m seetpemq eeapayer Atansrotip pes-dposil insvections toy the TPS. The
payee es the |ist is ¢ r
Brevsorng! opuChmensopS el § G Bale wBTHS FrBiep vee v
%&ﬁirﬁ?&e @eﬁﬁaihet Qﬁ-‘;@eqﬁ'eﬁtpﬁﬁysa&tﬁﬁl | D%tall@fma}t ﬁfﬂild%edI@Cde&ﬂls which
or review'by the payee and the cost of the itens.

pmgb& identificatonopad @nthanSEttllﬁ?FlSOfb&en’tfaQS@C%’r y FoR éx%‘E@u ﬁ]gey may

e for th fault account, to sinpl
FIFF}H é‘tpé‘yf"ggﬁ%ﬂ%"ﬂ’é tgngansgg?&lexanpl e by pressing Ok’ gl
or to ARRER 10BNGedEPS Gi6redthd fre-appoeal mwdatmsesrhadmme may
or other bionmetric to confirmthe transactig

incdudegtpayerd informationeiden@iyingdthe payerg PR émP‘g}m’[ 6nformat1on including
g%tghg anxt i e(ﬁl\ﬁk de gle é)%gfngﬁt ﬁ? aﬁtﬁofls%ﬁ@h V@“&iﬁbﬁ:’cﬂoh%ﬁnnber” and

erre to print this [Ist or
kAl @Gidhymyy fhchide a T dMgeﬂnic]m @edranlsdm@on ovifitakeipddce. Once the

arrangenents of th h
atlm‘}ag?s eoisidhe EPE éf%?@?wr@a%ﬁ?ﬂy aggxégﬁ ﬁletetf?‘tnf%réloﬁ ayee
reseyvad, 163 fie gyér WdeRal AURE tﬁﬁéd&ho@ i theMigial hﬁl@ner For

goods or services re recel ved by the custoner or
teRemples tvhieeer thel temsactibo is anphterest tiraassction Bapaypt may W@ter credit

gg{;ﬁieﬁ%lls?wa%\lmg gggeqs @t[etﬂ ﬁ%%p Wﬁ%ﬁ%&ggﬁdgﬁ go%r%{he%}l%{g QlICh details.
bﬁﬁ' AL avﬂ[hﬁscp NQhad %Vb@@ncﬁhft WHih PaXe beMajtere@ by the payer or

confrgured to continually all ow addition itens to be
auttenaaliy enterediey fhayeercheoti Thssestransaction; detailysse then provided to

SR TAL o e RS B SR " SR I ey e
S{?Fﬁd@({ b?fhe &Q&l'tfahbrﬁﬂmbﬂ Qidthb erchapt dykstehig thEPHI | |
at the At Step 10|4t Itl?en ‘Fj"ll.“PSpiJ;1 e%icg tthg gegélgedt htr%néarc’g(r)]r? ad%ycalllg nagalnst the
pre-approval details in the database and then authorises (or not) the transaction,
depending upon matching of the details. Confirmation (Step 105) may then be sent to
the payer and payee. Confirmation to the payer may be by SMS message, for example.
If during the approval process the TPS requires further confirmation, they may
engage in a method such as described above in relation to the earlier figures.
Alternatively or additionally, they may engage in an SMS message exchange or even a
phone call with a payer electronic device.
As discussed above, this embodiment is particularly useful in providing an
extra authorisation step for card-not-present transactions.
This embodiment may also be useful for card-present transactions as an added
layer of security. Further, previous embodiments of the invention described above, rely

on there being open communication channels between the electronic device of the payer

and the TPS for the transaction to take place. If these communication channels are not



payee identification code with each payer indicating a
nunber of shares (e.g. 1 person, 2 people) of the

W edoaloo@epunt . Figure 17 illustrates a transacPCDAU2005/000902
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process which utilises a pre-approval process in
accordance wi th an enbodi nent 2& -t he present

i nvent,i er electronic device, in_ this
cPRSE dz—latrgglﬁttnge 6)23@; ﬁ:?; rﬁf,eélt élama&g%n,p&%gﬁmg lg, the payer electronic
t desviceas m&ﬁwﬂoﬁa W&y lshﬁif f ?é}fgeXﬁtan%ﬂ h@i@%s&%e?)ﬁ then the

may be parti useful for number” of transact
t?ﬁ@éctw eilline bp @n@onsadr Tébxsmpb@hmcm afdhelpressnt msmn allows the

SAEH ey B RO S B SHESS . e pasr

pthen fipdy DloabticTEHEaE Ehdre isTIpén cohidicABoPERMABIYBY&n their payer
i nstructions. The pre-approval instructions nay

i drvIsshnd dhe APSsandyprovifieh preranpaevab detefls.t Kbeyt than setummi torimplement

b k d L
B YRR Sl 55 g TS P

btearlm;dmn fhee prageeds tabatiscarsedudbese !t e TRS cOXPERAE the pre-approval
I net tr%g ction, but before the transaction

rW ith te s phhetpgsastiondpiesdar fie elmbéﬁ the tiapsegtion, even though
dtﬁE dlebRoRBaLNSL of tlﬂg 51/)5%?{1]‘ ASAf o QO ARhALtiSy  The TPS 2 can

then confirm or e paynent, pendl ng on
mat chi g tbé cast@eoﬁjaaﬁalekls:ranlszmtm rsecidas diis,, thiisydiem may already have

R arevied gl AdpToston SovEdr yasetonabm figswetrgh That is,
NBaiRe t@ﬁéﬂéﬁ@c[dﬁ%ast théﬁ?p?&ittb% i F%neﬁ%’éﬁrﬂﬁlt %leg%%cﬁgé( fHe persons

mayreqwr urchase of "an itemfroma nerc
nioae ﬁ@ﬁ o sqon@ctrhemp &pesacin inforhetiof ovild ahmdytﬁa&e been prov1ded
t ai | the.tr action, such
SIS 0 el RS B et o e
RIe@idedmtll ﬂl% paoads iisRhyé. C’theﬁ? theqfd Iy@f is ifkangt GRd déhtact HJ‘%tabhshed

payer transmts pre-approval ins uctlons tothe T
ThHe ayhatises bpéwmayum@\tld@&wmn@cnm infoenationdp e mHyet dlmnce and the

£
té] 291531%}5 e)g ue&{g ?r anEﬁ]&}.ﬁ% & %%\I%’Pér? Hﬁl:%,pg{nndg ‘rgogﬁ The payer

diérmsliseydenth renaly © thed endrthdng aéﬂgﬁgesalﬁdth@%ahﬁlic'tﬁﬁ“ag&iﬁ and this
of the transaction. For exanple i nclude a

i, gosy throneshy hespusg of .tmstom:l pscwhm@uon et the payer
bas
ﬁ‘% 0 S N L ARBL AP eckh D LR ER Boerdir i g

t he payRer,caahmdtapresent ‘transdedomnntit o oftes lthielicag: det al in%rchant will
of t.he amount of the paynment for pre-authorisation,
o 3fgpan

"HPYAS JRPSaGHOM dRipds Rhistiips gk ithem el gonfirm that the
By Héér SuGcisht ﬁlﬂdé l&? raiﬁgaﬁ‘ééﬁe rfq_cggl fun&sal%%{o% ¥sfiing an order to

Ce the "tine" has ex
qudedeltherpgoos tpbe pagert IG)nly subssqpeht orthat wﬂl the transaction go through.

In one embodiment, this merchant pre-approval information may be used by the TPS to

contact an electronic device associated with a payer and ask the payer to confirm that
the transaction is authorised The transaction may be identified by some transaction
details such as the amount of payment. Once the payer has authorised the payment,
then the transaction can subsequently be processed. Details of the transaction may be
held in the database until it actually occurs.

A similar pre-approval system could be used for on-line payment from one

person to another.



At Step 103, the payer undertakes the transaction in
the usual manner. For exanple, where the transaction
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card details on a web page of the nerchant website
provi ded for .receiving such-défarls. The details will

al so inclyde a ment i ch rd ST

payer 21” ﬁl‘f o‘ﬂ'ﬁ%f’%sgﬁnf;?/ ‘\é’vﬂ?r&g](’is bequ}%ggﬂérpgr ¢ tfyfuf QE for, periodic

tp%?iﬂéﬁ‘s?t TaR: 9858kl ehtshgt B Beddi avdrils tb @ Iialyer TR$re Iﬂspzryval may
prOV|ded i n numerous ways. Far exanpl e,

may
rbayst@féd pR wdai&asbwlqngeWUb, (afranseeiianting; 6ot @P‘%IHP]I‘? SR time of the
m t o .t
PO ORI SOy —
RYe%l@@pé@'Vt&he dl@é}ﬁtdcélvb n pdyenctintapasefrandhe peyee. Th1s provides an

aut horises (or not) the transaction, dependin Ak

reaxtre evisholoTec iy fereperiadic paymentsy FhimakAlse S5yl Ig?é’)ﬂ%'?gvemgt cn
payer and payee. Confirmation to

(ﬂE9“§§°ﬁ&ﬂ£m£%g%%? SM5 nessage, for exanple. If

during Ihlaefuamramlmldmempspasstvbelems fwmmuvﬂm ihformatien to a PD 1
confirmti.o t hey rra n%ﬁge I N

d
dJaay pichulg 1 m)éthqqal? p@hqq.'@l g&ﬁl Roaéﬁ% Iﬁaﬂp% i intended for.
g‘\%@e&ﬁﬁ leVh¥e e ﬁﬁgl ivkiqefiat iva bdrb&de, FBYayeinEREE ifBrm@fion relating

age exch or even a phone call with a payer
abetht rapphcmtldﬁ\thaiels negmdsf@mecm thsoRIR, devities] énrigedtr i@ renable the

IS rti rly useful providing an extra
«nglle- %éfm }?“stf’g’ﬁpf(bcre Sc?grd not - present transactions.
Thi s enpgadiiBns Mide 38 SOmREbaSTTdiffert @ paafedt proesssinly applications

transactions as an added | ayer of security. Further,
pmeyb@pmveiedddud‘eme@r@ﬂgftdw@ ipgB R bnFeke@Erhe dagnefProcessing

rel e _being. o

el fS) drae P oD L SOt Bf s Bl Y esine fog parkine
f RetréNeAhsBas ST nap Hechrfﬁged ] ptbeesslﬁayhieﬁtsefor bills and another 152
communi cation channels are notopen at the tinme of

crestuianiss dntyet ealiethen erabodimess tisxanpbiceions H@%g«}teqelate fo payment
| ect h
CERGESBR £ AEINE Bale oL MREE Kb, b IficRion may be 2

t hiafiseas tdafl applhdatlﬁﬁ)t erlabliggItah®D deth vphiad anbediceenibusifess card
the present i1nvention allows the option for
apHeBval following a failed transaction. If the

f ai | urerpe gduaﬁtaﬁé g tlﬁQX?é'teﬂlrl? Bhak 'h%ﬁ% 3nfoRRAdCRb M Blefbarcode in

there i S an opefi conmuni cati on chann bet ween their
peiechareteiei 1t§elfaa‘1ﬂbleb etha'FPSE} 1 amdolqmamvthd esrrpeteapplipationagr identify the

detajls. They then re | ement the
agpgl}q:étuprb]é éttIF %ea‘m E IR g IS BORGSHATY ngr?lbehslgﬁtl to obtam the
E@\f}ﬁ%&h tﬂ_@ﬁafc&?é"ﬁﬁ‘}tﬂré’ﬂdé h&ation QerBBaiRioASe. 816648 et an Internet
e TPS conpafri'ng the pre- ;?proval details with

theda;le&bmthbﬁhadppllcatmga@tbmbtam order to enable the
tr ansactrhe pass?\\//ee ge\tngg L{sg not limited to barcode 153, although this is easily

obtainable with conventional phone technology cameras 55, but could be any other type

of passive device. Applications may be stored at a database accessible over a network
such as the Internet.

Figure 19 illustrates potential elements of a transaction processing system 2.
In one embodiment, the transaction processing system may comprise a gateway 160
which may include systems for communicating with payer devices and payee devices

and also systems for communicating with “back end” processors. A conventional
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the el ectronic device of the payer is out of
communi cation. In the case of a failed transacti on

W@ awh/oam®2t hi s, the system nay al ready have beePCT/AU2005/000902

provided with information about the transaction from
the mer chant . That i's, becaus@s8t ke transacti on was

ted Wpl enented but failed becauyse, the,
np‘h‘gﬁ’é Mo lvi:havi) ac‘B?FPﬂ ‘{a YR OpEAUcAting gRith 2 payment

Tg%ft@tietyatddﬁﬁmWetéd alyr eaaohfaﬂaaefenbeeqmet oY fledyHsO th&? subsequently
S. hi this enbodinment, the TPS may cont’i nue to try
AvEnawHeses thilhea rﬁwpiab insigtion lllﬁZ |(Wh1dhenqeaylm .a| wsuing bank) to

rapge s in ran contact is

ecg it 1116\/% her 9§ 10 é’P g ?Igs&pagglg nfgh;: %?Ige?tld)él atcHIélrer 161 will then
tusasppioviae auﬂtoaemrﬂ Aiehil thg tp@)'f’ééQIevﬂ:QV e Yot di8bodiments of
payer nerely needs to confirmthat the transaction

i e grawnt drventor anpye dedecthaeishy de & Heamsantion eapguined 61 with the

h n n the tr ansac
B GolelR P il o PR BB A BRRPEL 00 i provding
htee anfomatfont toethés tranedtion acuiieh Grons eel @BrchaiRtdet e R ér device.
entered by confirmng the transaction details with't

athengievest may alpo wma p “saivasalothoppiag eltabeses 163 arlieh gnabﬂqs a payer
| RvRel6y H&ﬂ &ﬁl@ as Qﬁ‘stcu?se?‘?ﬁ ‘}élé‘ﬁ‘é W b aB{)xQ Vérggodlmgnts and also a
transact efails to a tinancial 1 nsti ron and as
tttmsmcttxon mﬁppmvaﬂ ldatabaded 6 ayteach brables ufpfayen to @owhlad pré-Gpprovals
and freeze those funds, before issuing an order
H'te Y€t he goods to the payer. Only subsequent to

that Witde tPS [HadNERAld: OBrodfishtith QUQA}QA

enbodi rrenet t hi sa§rrerc hant g%frﬁg atglpro Iﬁ%]noglgrearlrlatqfotr}%eﬁaayfunwons
rsparsisty Wﬂt dfghenP® gether onvaus amrted)ﬁhemmm Bacy ctmzbmetlon
associ ed with.a payer .and afk t he

fi
Chat ¢ MRS {TAPASHOR GAOFessIET MO RO HRE ﬂl?laf’?g%?g%ﬂ Yn%RPmPﬂate
Q@ﬂh@.@dﬂﬂdfﬁaﬁﬂwby(@ga@ygéw@%@ﬁ{ph% details such as the

amount of paynment. Once the payer has authorised the
paynentFigurhan is raeblpplandmmmf avaposets doumotifiedbmobile telephone

of the transacti
RPRERRRS ecB R il Pl 5 DR o cBodiment of
[the pRRETtANantisY.S Malth P Whelflaeistaee; fhef isschised i BydBhhg sections
from one person to_another. Another circunstance where

1¢fi thiselospaeweney be igplsmenteddy witwser laadpd npayrﬁenn@f apphcatlons
ook Sl "B B RGEe TR LR RPN Efpifiions o

temabls appiropriatei llfiEssagéSOib Iexprephredt NeattheR H llédtﬁnmh{bbtle phone
that t he paynent shoul d take place) and t e TPS wil |
dR&tke £ %SFeéi 9 FRGASILE PRSI lef%mé on-t Thig it gropralysempthing that

acaﬁﬁ&%%nfﬁﬂ?ﬁﬁ&arﬁ%?ﬂ‘eﬁ%m&%s This provides an

extra leve secur periodi c paynments. It may
al so pronsmer theywneid wideewelgad akaallel. The world wide web constitutes a

universal browsing data base. The web comprises a system where a “request”

combining a description of a “site” and additional location information within the site
(known as a URL) can be used to retrieve information that is in a universal format
allowing a computer arranged to work with the format to display text, graphics and
links and work with these text graphics and links.

Currently it is possible for a person to shop over the web, but there is no
system allowing a computer to shop over the web. The language of the web (html) -

specifies tags to allow a computer to recognize and display a heading, to recognize and



out nore often than agreed. In a further enbodi nent, a
passi ve device for providing information to a PD 1 nay

w0 p@baa®2i nf or mat i on about the application thaeCT/AB2005/000902
passi ve device is intended for. For exanple, where the
passive device is a barcode; BP ﬁay i ncl ude

JEA TR LR AR

st BRIGRE 1 fbidh RoRBnI (RS sctr@e%dﬂie@é‘rﬁﬁﬁ@ﬂ an eheddstiitionQor price is

Figure 18, a nunber of different paynent processing
apedenicat i ons may be provi ded which are arranged to run

on PD. #%Forp?%wgg 1), ROV A S 9655 6&9 B Y bR device to

5 peapassi afd f Rordarith Nngayi®int eforAagibher AS 1dlﬁmssdble in proceedlng

arranged to process paynents for bills and_ another

resghoglipers, one proppeed embadimprtinelndas ‘maiiersal shopping database For

aﬁelﬁllil C(ﬁ{tatﬁge Ie eﬁﬁ%?}r r?#e@fﬁaﬁ Y T5A 18%19&%%%'3&9m@§ses offering

ave t1ons or exanple

anpiiceafiraalenmd MeplacdoBicnsting Gandlignpt pagt fwantype of requests are

enabling a PD 1 to upload and process busi ness card
iT8@WFdat i on. The advantage of this systemis that

10 having 4 nfor rﬁalre{p%@t %%%ht HQ&B?QBW eﬂrﬁes bEitdN £P98e in a format

itself enables al correct

afpglitatia i amonoatici piend:sslfng andeinagp phivestl fmmizdf such thgt a computer can

alread nthe Wer e | i S _heces for t
1au@<ane B el BRIt et denThREg AR Sy BrRsie d o request
gﬁs\k,?ashﬂﬁﬁﬁ LWesr.en@- location of an Internet
rom whi ch t he “appl i cation may- be obtained. The

paSS| ve2.devi ceuiiverpairequesi toduiyt an tiemcordeliesi®n af itdrauighobtained

I S easi obt ali n,[a,bl e with conventional phone

15 @ﬂﬁd}r%g}uscgﬁwggqlgg but could be any other type of

paSSI Veafleyhfifle oNaBbpiad oRAke WRY WeigSdoataflioakl language of the web

dat abase accessi bl e ‘over a network such as the
| @rtreDrveculd be gutodlows: i | | ustrates potential el ements of
a transgehion, nf 06enshNtwWkeMa | N one embodi ment,
t he transacti’on processing system may conprise a
gat ewayRegBGsethi ch may include systens for

20 conmuni eabcmgPE/mML POBELC "d@BCCBED HI’IIML[A@Y eansdtRudl/ms and
al so syshe atimng. w th "back end"
pr oc:esso%t}s»15 con@@%{%h?ﬁ rg%sactl on will normally
requi r emirer chant devi ce communi cating with a paynent
gat eway«pgi ni stered by a transaction acquirer 161,

e Ra S RS PRl e B peg
25 <title>Untitled Document</title>

</head>

<body>
<h2>Welcome to the shop!</h2>
30 <p>Click <a href="buywidget.html">here</a> to buy a widget for $50!</p>
<p>&nbsp;</p>
</body>
</html>



determ ne whether or not to authorise paynent. The
transaction acquirer 161 will then usually provide

w@iokoeiogat i on or denial to a payee devi ce. TheCT/RB25/000902
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enbodi nents of the present invention may indeed nerely
be a transaction acquirer 1613®ith the appropriate

systens, or nay be a separate body runnin at eway,. 3
1)(20 an dhp veh E%loﬁ(fift%@mig?ﬁ’b MRSt "1:%8 &ngotot Pﬁ?c?srsghg é%f)fr_g%tmn that is
FGGHnt ©6 &éﬁ’;ﬁ}&&g@n%ﬁfggﬁﬁf‘tth@?éﬂ GRtvenPRY eth8eYhE &/h2Fheigs is a

gat eway may SO r “uni ver sal shoppi ng dat abase"
headlimhi ch enabl es a payer device to upl oad nenus as

di scussed . in relation to the ab embodi

Al so. 2 0P S P o GEE BB BIGROT Soh BOSGAA: RyfEfep browser
enabl egyacRAME! ubifg Q@%o?a&dpwmr&mbp fuingat® B request would
gateway.” The TPS nay i nhclude organi sations carrying

dotk ldte: of these functions separately or all of them

toget her or various parts of themin any conbi nation.

The transaction processing system may be i npl enented

by appragt+iatemaett’ ware and hardware (usually server
conmputers). Figure 20 is a block diagram of conponents

for nodified nobile tel ephone which may be used to

| FRleRElonde Payer device in accordance with an

enbodi nent of the present invention. Miuch of the
functionality that is discussed in preceding sections

of thi s;doeuiRnL ABYDRidkiRligIeRbed by software | oaded

in the formof applications 121 onto the nobile phone.

These applications will include the paynent

applicatio t I i At : 0 : %
o epar e Gy S8R 6 APRARRY £ SoBBRRIHGSNS B lace of a “web
bisowBIR ipBstraed” t In tecogpihwe tpalispbayt the ifformatiands up Fhitte “shopping
is generally sonething that capnot be do&g lé)\% st apdard . If
coRpan nHloweveidhs Pragsaaiit avae Bat g ifen & offergh forselept a price.

B i 1 .

OFS T S By AL BRI IANL 1 25, 3 ol B

" r equesThis dasritha hdgntagd abatrthe tseamitp heededstot m4keangurchase can be

additional location information within the. sit known
a@lt%?@l@}lycﬁﬁﬁﬁé g% e%etafog@m i4de? ﬂ‘ﬁ@%ﬂ‘%efl BWCF?PS'?? qag be kept
[ iyersal format allow ng a conputer arranged to
\Akgahrtﬁ}n\b/ﬂmﬁuta}ﬁt he format to display text, graphics and .

| i nks a@thenapilications 12iesmblieg thegphophite seasnbrrddek for other passive

rrently if is ssible for a person to shop over the
%ﬁlce&:?)‘/‘i’ﬁ]g?beil‘ga%ﬁ@ system allowing a conputer to
shop ovegtheRen@Pare The rh3 e iagReéntéd & vyelbr ohfulthdr add to security

as discussed above (and further exemplified later on in this description).

The adapted telephone includes a transmitter/receiver 119, a processor 118, a
SIM card 116, a clock 123, RAM 117a, flash ROM 117b, an LCD display 133 and
driver 130, keyboard 112, navigation key 110, camera 124, speaker 115, microphone
116 and an A-D converter 114. It also includes an antenna 120. A wireless module 125
(e.g. Bluetooth or general packet radio services (GEPRS) is included).

The hardware may also include a security module that is capable of identifying
a user using a key encryption method. The security module is arranged for a public
cyrtosis and such is the system defined by Rivest, Shamir and Adleman (RSA) or

electric curve encrypting methods. As the device is a mobile telephone it comprises a



specifies tags to allow a conputer to recognize and
di spl ay a heading, to recogni ze anddisplay a link etc.

wheioeet2t o recogni ze an item code or price. TPET/AB2105/000902
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of the conmputer nust read the information on the
screen and determne if an Ftém1description or price

| resent.. The ppll ons .12
PR R OBH g Ty B IR 8RR da dunTioR agdyseomity
WRsdW th paynment information. As discussed in
proceedi ng enbodi nents, one proposed enbodi nent
i ncl udél%hea)ayanidwicsamaysh@ipmc e chdlt thigaenatiponpgts degertbed above for

SRR A5 et SRR, NS 850 g o

'&aﬂbﬁs‘: Suchfas pRSHbArbh4l, it E‘s ot Fesdabay tPAHR dnvdcésgPeads or firmware.
requests are’required: 1. a request to obtain

?derqr etmbodisneatsd lrpvpnd@e© Rif)VlFlP apexttpleyergfsceyity, fugpyae only may
t.a t
e bR R R R RS e Al S LERRS rpr ver

tekaurRy. prices and descrl ptl ons from every response
This request is known as a "nenu request"”;
uni ver sk sunugrsst thegysiem cam be irénhemsmeé Z@Vlel:fe%%lﬁ ds’f’lces associated

'&J%ﬁg? sogl?éhﬁdsqggmferp%ghésh%tﬁ ég&ﬂﬁal}fﬁ?éé 1ERAYESI ﬁlerﬁéhtatlon

oppil hg “on g convention
| anguagie of tSimndagb rholiitd )phonesl dwitke ars Witlouows:JAVA or another

Request = wwy. sanpl esh
SRDbC PPl TPUIBEY B9t T PYREY |TBF BARH O e SRt At i level is tht
ARG ! LARE i dBh ity must ti it
P ERB SR WS g ey s afiorelin gl A b
<1ne¢1q>rmpmem1 wpprovalfor eansafijgre’can betieplententedt fohexdmple by simple
C set =i s0-8859-1"> <title>Untitled Docunent</title>
d05W5edy> <h2>Wel cone to the shop! </ h2> <r>Cick

;golhiﬂg buywh dggbmhtsaturadengbii@telépghoRslY (RilMiHEORmE&& protected
from virus attacks to provide a signature system, software to handle incoming messages
from the system. Signatures and PIN pads may be replaced by approval using the
mobile phone for all transactions.

3. Contact and contactless ID launching payments (access device) and
the mobile phone use is the primary communications device for the transaction.

Note that the payer electronic device may not comprise a modified mobile
telephone. It could comprise any other computing device (preferably portable), such as
a PDA. It could even comprise a dedicated device specifically built as a payer
electronic device.

The term “electronic device” should not be considered limited to devices that
operate only or wholly by electronic means. Any type of processing device
(e.g. devices which may be implemented using optical transmission) may be utilised
with the present invention as payer devices and/or payee devices.

Another embodiment of the present invention may be utilised to avoid a payer
having to cue. The payer device registers a person (the payer) as on the cue via a
system which sends a signal either direct to the phone or via a server. Alternatively,

when the phone is placed on the cue the phone can periodically pole the cue the status



<p>&nbsp; </ p> </ body> </htm >The web browsi ng program
uses the tags to process the information that is
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the <h2> and </ h2> tags is a heading. The fact that a

"widget" has a price of $50 ts32ot relevant to the web

: / i h osed."wor] d-w de )
SHRSREL o Mo AL Ay D50 ARB RGO 1 2o o v
" phyarevtkn 3, ordsruseead AN ithreuk RE8QHES or an electronically read via contact
<item D>1567<iteiri Desc>W dget <pri ce>5000 The response
ndisty qﬂ%ﬁrﬁ_ Chrawig TN Or @Lﬂsﬁgy FRed pls?g wﬁlgnﬁralt (halgpi?i ;‘;t/xé spstem then
" . . r .
¢ BRI SRty 8 ARt Br b p AR 1t At B 8 %ue so hat he
Hoheneerantdiep] gy thg 1Rt Tewsn@nbdre sériéd berel Yol MTihe sdtE@rBfhprises a cue
fqr alegt a price. |f the user elects to buy the ]

i g%tﬁﬁasﬁﬁ@ FPGYF &h adyisgathe Phang whaiei theaieriy thtigush ad auyer device
TH t ot eeded .t .

ey STk R0 ARPad R B eh R LG B e picked wp.
pr ogr anfFertkeractungtles pf afmtmdimébts ast thenpReerk €pVention will now be
a torrgt' cally. Qher applications 121 enabling the

pﬁ?ﬁ%‘ ?Ao read barcodes (or other passive devices) nay

I b | :
P ey G AL pldd BB D apiag o th ot
dihecmeionty abmumamdnfman}hmmleteen}alﬁrﬁgmg theitr le:wépdsnmputing device
' We)q . dapt.ed tel ephone includes a )
| Mo FEb R L Bhond 8 1B B B e R htataoic

1340 ebR) Ddw 3d%m BAYAIAR thalt neSEhIRMirLsED theasf%cdrﬁ‘?. roblems with
di spl ay 133 an%ls&driver 130, keyboard 112, navi gat &h

k iy cyront systgl Autiadep brings arwmanymddiicnalommoftetutess aggo

A-D var. 1 |t_al so .includes an ant enna ..
vavi rel g@{sh ﬁﬁogdu g s}rgge ’er.ngr.d%@tﬁ &lboﬁcﬁa%tlagﬁ)é]ﬁfé(r g?ve new improved
paakedf aadpiing tansaciishs( BARO)mAySbd Gk 48 @€lhuce TR ®liminate expensive

hardway e may al so include a security nodule that is
c%ﬁ’é%ﬂ acks apd dpfrpaseicHgiomen senfidenre g{@Hklé)teleMptonmames have a

”Révl?@ﬁﬂeﬂhgpp‘iﬁgﬁgﬂfoynﬁﬂgbﬁoﬁ% arranged for a public

The system of embodiments of the invention utilises a modified -consumer
electronic computer in the form of a mobile phone or pocket comlz;uter that has been
‘upgraded’ to be able to operate in any location that has wireless coverage. The system
proposes that all transactions include obtaining verification from the consumer (payer)
using this upgraded device. In this manner @/l transactions are verified by the
consumer. Real time transactions such as at a point of sale, over the phone purchases or
Internet purchases can be verified at the time.

Any background periodic payments such as bill payments would have an
overall approval at the time setting up the payment and in this example allows a period
of 24 hours for any subsequent additional approval if such is required to cover situation
where the consumer is asleep or not contactable at the time of the transaction.

The payment system considers what changes are required to the mobile phone
or pocket computer to allow secure and simple use for verification of payment

transactions.



cyrtosis and such is the system defined by Rivest,
Sham r and Adl eman (RSA) or electric curve encrypting
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conprises aSI M any variation of this enbodi nent, the
SIMis arranged to function &3 a security nodul e. The

payer device may not include.all, the conponents
descr i DEEIRBYRe aFIPRPPR Ab H AT t8n£1't?fl_g%sggoo Snfshit of e payment
§ genﬁ’ FI%% ERtred Qb ORimdTOper QbR TRl ®RIVastagd 6f the opportunities

npl'e, such as pre-approval, it is not necessary to
pesentedhwherseh andeaivs ioparf ofthewsyséem.| n ot her

enbodi gents,, .jn order to,provide a :
Seourt 150 mrarleeisetn R Sufeclh GBCAARIE hovte of being
AGRESS] ARélesqy i\t a8 S oS \dfeases At tHeitinidvahen thprconsutieer is making a
four layers ot security. To summari se, the system can

perchagsl enent ed by el ectroni ¢ devices associated with

h bi.| h | . ' : :
Payer gl RS A 9085 MBSl e eovice be
WhliPp& with hout a JAVA or anot her application to nmake

it nore user friendly. The basis of the system at t{]is
| evel ies t haw wifdldse datagomunimicatipn BYsien sedbras CRRRS g Piugiooth

must be additignal tq, existin [T | i.S.:
pre-apfroval ® ?IS\?B??/OF g.gm{vgrgﬁg 3%“'?‘ ilﬂ%{r?étﬁec %Jél?k’ajﬁ&ﬁgh

i npl engnt ed f,Q66%3 AR RiIDYapiblEIIre sioMm MR EBagEsns dsind\public key
system "secured” nbbile telephone. Uilising firmiare

rnatyptivedchefhodsn vi rus attacks to provide a signature

system software to handl e incom, ng, messag [.O :

system® Si gndt SRS strﬁfrﬁl cﬁ%ggsm&ﬁydegécerlés‘pﬁg%fga {%ﬁﬁlg of being
%fﬁﬂl ' APRInkSoNBNEited priot to fupphis@cthe otssumer or in

gg@ nté@?ﬁgﬁgl%gﬁFactless I%nlaun?hing pgeggnts

(thefields devi ce) and the nobil e phone use is the

primary comuni cati ons device for the transaction.

Note that the payer el ectronic device may not conprise

a nodi fiyeFEMRtsRgh Bleamivises rdférrabisl 8 adtiNpad,she aseyof a PIN is not

ot her conputing device (preferably portable), such as

a PDA. It couwlmecessil conprise a dedi cated device

specifically built as a payer el ectronic device. The

term"el ectronic device" should not be considered

| i i t edTRDcERMIIe@Ssrhdratardpie rsapysliednioythe conduader Yybey principle of the

el ectroni c neans. Any type of processj ‘device (e.q. .
deayinsas syfiFeh froptaghess n@p%@ﬁ{(ﬁdars S‘fvﬂlé q%lmvpcgqvweg, often used in
L AR30 %?étgrﬂg FRY thficdi thhh&@fistics of the contactless smart card is that it is

powered and “read” (actually communicated with) by a device referred to as a

contactless smart card reader from a distance of zero to 10 centimetres.

In the preferred embodiment of the system, the consumer attaches his
contactless smart card to the back of his mobile phone in such a way as to not interfere
with any cameras, battery cover or other functionality of the phone (or pocket
computer). It is not necessary for any electrical connection bet\;veen the card and the

consumer device. Physically attaching the card is for convenience and to keep the card

and device together.

Initiating Payments in the System According to Embodiments
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with the present invention as payer devices and/or
payee devi ces. Anot her enbodi nent of the present

w0 poeqoioon may be utilised to avoid a payer haRCTiguRm®5/000902

cue. The payer device registers a person (the payer)

as on the cue via a systemwi®h sends a signal either
prect. o th hone or via a server. Alternatively,
?ﬂ}qgﬁt%fi#ély'ﬁﬁ'gﬁ)eég’?@ pl aced on the cue the phone can

per i odireahitisteP®lpayhbg fuepijigers tppiniséquippeddvr the navf eystem, the

the user of the current status. Thi,s_can be used in )
apRpumsE toushay thes pockebBINGad Rcthe segpke marked, readsr, at the point of

j . CLIE- e [ ly read via

b S HRU OBl by B bRy GBh Y R BT

read ughegoanoBess sper cadefas affacheslytt éro piere q@r pedkee somputer)
continuous sfatus updates of is.a

] at . nunber .at. the
Rawes et theRolhokReyMmepHiE e&ﬁ@ﬁ@%ﬂ Camérmna%?h% Be‘i"@&? the two
f . b . : .
RSl o YRR GO oo
hbeytoapatatintht peclet® INpadothy epnshever cewmeegd by refrgimewithin range of

order ahead and advi.se.th ayer the order is
Heaiieless ‘}S’é‘“{%‘i“b‘f@é’@nﬁ%?uﬂffﬁﬁ? @%&%@g ‘of enbodi ment s
of the present invention will now be described. The

i nproved paynent systemof this invention takes

dagaeot Pyement Poines fact that the mpjority of consuners

in many, markets.are bringin hei t...own ut |

devi c e%hglﬁ}éﬂnlaifeﬁ{‘% Bf %S%ir% ?Se%]ﬁ oa??g}ty {9 0? fﬁ’gﬁlﬁ orlie%p%ﬁmem system,
R 8t palyRnCtsthts LI Hab8 hbOhen P ditb@to AlR¥piaRe G&system.

enabl e a new system of paynment that not only addresses,

the sedior pffor theohstemsatnibese existing prenent pgattnihepipnsumer’s bank
al so .brings.n i.t4 onal new features. Wth,

taﬁﬁ‘éat?e e?@’/%?rg{r;{]l&%ne%%%gn SdWI I 1 advant ageously have

new i Niih aMie dnstays tief coaswaats rgular ardlitaiatdbmay bBafifessdnaythe point
be able to reduce_or elimnate ex_g(%g’ii ve charg

ac
@i halon ene e ranpaelinmeProeends i3g AnE AR aBSACHPRp YR {h% payment

' N U - TR [ [ i
SRERALH ST A o Fulfbts Wi Blo banf AR ) ()i apbroRal request
Utiteki toeBe aommmief’s @tbbile phoine r Ondectht comsunee appravesrthe iransaction an
the formof a_ nobile phone o cket conputer fhat
BErova L pPean i TerBnBLuDP @aith 2B SresTRsAHIG P BRART bR the way
t%@kt&ﬁ%ﬂi@r&ﬂn@ﬁeﬁ?ﬂﬁ?r age. The system proposes that
allT transactions 1 nclude obtaining verification from
the consuner (payer) using this upgraded device. In
tcﬂis rmriggg all transactions are verified by the

telnpEeved exmert 1187348 act i ons such as at a point of

sal e, qxl@\fin% Rt AN B-oRU KIS 8@AS RN déthile bR SWhBAUWVGBRSE Systems are
can be verified at the tine.
available to use to contact the pocket-PINpad (e.g. Bluetooth or GPRS) and any

information required to send information to the correct pocket-PINpad (e.g. Bluetooth
ID for Bluetooth connection or in case of GPRS, the phone number). The payment
equipment sends the amount of the transaction to the pocket-PINpad and the store
details for payment.

Some transactions will allow the consumer to vary the amount. After any
amount variation, the consumer optionally enters his pin or simply indicates “ok™ and
the pocket-PINpad electronically “signs” the transaction to indicate the consumers

consent to the transaction.
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hours for any subsequent additional approval if such
IS required to cover situat-oB5waere the consuner is

asl t t act abl t ot [ f th .
T ans adie FRSAFeD g iBriont (P ErheElon SR 1Sk ARadesteh b nsection
I sERRYI & HP+ e*}f‘anngwbh saaéf'kerb%ﬂpéqn@ﬁ%%dqgéqgh%% Hedibe.

ow secure and sinple use for verification o
pay menfUgonghs metdhantsdenibd irédedmmag 1hy rewod of the catmpleted teansaction the

gj ven to changes tqQ the rest of the paynent iStem .
S o it eHbe s OISt FARPOISHR Okt VB g matiog Ak payment is
qgﬂéﬁ&@ge of the opportunities presented when such a

device is part of the system The nobile phone or

pocket conputer is in this exanple capable of being

nt.acj e i.f el ess inthe majority of cases at the
g%ﬁ‘ﬁfﬁqgﬂoykﬁﬁtgﬁ@{%%’ﬁﬁ%g%i ng a purchase. Upgrading
the dewies JreE aBPiARA wilPEreaftiaa depidceds.e W §pddhe cards are in

devi ce be equipped with: a wireless data
ospmonideadd: on system such as GPRS or Bl uet oot h

software and/or fir re to facilitate the paynment
verification m%%“&*é%%‘f‘%?@”ﬁ@&%@% aElgpabl e of "signing"
transacti ons “4sihAGaRYblith chRyuRPEkiyPt i on nmethods a

contactl ess smart card. The device is also b e capable
of bei fgomr ayeperniaenal peint o€ vy peymentuvith ibotarardytypes is similar.

ither prior to supply.to consuner or in the

f l@s%psﬁﬁﬁm%ﬁta eo%glﬁyapﬁgsgogfﬁv%se is referred to as a
Pl Npad,; .t he ysgnRhir SeRPSCatdGheh iPMerdrEsI ty. The
contactless smart card is supplied to the consuner by
a principle of the Thagaeswmesp§eesithe codiatenagshantar t
cards are well kno devil_%g? of t en (ll,Jsed in twnsPO{t
systens. The % ypi cai™®dHar 56 449 Gad B @ paygnent terminal.
contactl ess smart o@gdhds cfiRAlpayinehSdRgwer ed and
"read" (actually conmmunicated with) by a device
referred to as a cdfihpitik esmirsdbrdntared on p padertryfdegitea

di stance of zero to 10 centinetres. In the preferred,
embodi ment of® t he Y JF@NCHORAS Q¥ dQiFherbak Y e gieFrhant’s payment

equipment.
. Bank reply is indicated on the merchant payment device.
. For Non-pin transactions a customer signature is obtained

and is retained by the merchant.

In variation on the payment process in place of the consumer hand his card to
the merchant, the consumer enters his own card into a reader designed to be operated by
the consumer. This variation attempts to reduce some security problems in the process,
by reducing the risk of the merchant taking charge of the card and thus being able to
copy the consumer’s card.

Generally speaking, the process has several problems.

Problem 1 - Equipment Variations
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in such a way as to not interfere with any caneras,
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pocket conputer). It is not necessary for any
el ectrical connection between36he card and the

.device. Physically. at hj h d.ig f
conven: Witk die,irrest KaEBTRLIBRIE AhBiaL0f BT laPe afirehant has
| dah tob?(ﬁrhﬂﬂy'?@l/eﬁﬁ{‘ﬁ&x/ kdopdite ﬁiéséﬁﬁ[ﬁn?&ﬁ,%dit@ detb6t dnfBEmpering with

di ment sUpdat ed Paynent Points To'initiate a payment at
ghe @gmipmenp shortld ety wicpywe d Therconemerehowewsreif fachd with potentially

cons r t.ouches the cket -,Pl Nnad he ecj .
ey L R R el A neh ko TRATELRY the following
qu&ﬁ&(ﬁg; desire to pay using this system The

contactless smart card (as attached to the phone or

pocket sconputSekf) squeiss gwyaientapistst aret fhew paidneongpsing to operate as
p%mnt to .clanabltg furt her. comm ni %ati on between the
tRgSHRGr ruiligtise tgmaclyes With QUIRIRAT “Now t he that t he
poi nt of paymaif siES 0Pk ARkcAS) MWHlich ®r fRWitOreasons should be
contact the pocket-PlNpad the consunmer now need onl

refrmedyi tivhithe cansyanesf wilhdfaeq il bewmies ovinthe comsugter Xealing with

i nQui 't into hi cket - Pl Npad. .Legacy.P t i.n
i, s Pmdh?  ARSE sl Rler BRSSPI Bl Bl o card
t Rfp O BYY RRYIRREICENSE, ftherai e xplaifiay BBératiROiothe cudsusior.

have not been updated to accept the new system To

of fer the sySubstitytedt hewipment sen regsibayhressehdivntasy wiserupulous
cons ?r}gr' S lPaﬂk' act icv tcﬁgaﬂtshe systemin the
b%‘ﬂ?g (i elsehPiand crtdqeIiSe t he consuner’ s regul ar

credit card may be offered at the point of sale, and

t he transaction proceeds as a traditional transaction.
fronlemhe - b EANARGHE eguest reaches the consuners bank,

t he ba ] t p r e LG o7
to the CBhuluRalds e B BlorBRRE B Horb CBICBinsbh b Chign” he
apaisesh tb heli¢aansliiag bamicipatiappr oval message is

returned to the bank and the transaction is authorised

al | the®way b&ier SigiA@refer chant's terninal . Hie

| mproved Pay t] ' [ r &My hant t
card the det aﬁ&oug%qgﬂg% bﬁ?g’é@%ﬂé@%&@féﬁgﬂgﬁgﬁ bfifferchant to

avai | abl e t 0 1glsbly adetevntprctletbdn po ekeittenPlipipanke( &. the time of the
Bl uet ooth or GPRS). and_any information requi.red to

send i nf or mat Fawattion; Falingadetoringihrss, winiiq,signategalso represents
Bl uet oot h

an unreasonable burden on the merchant. Presenting the card for
signature verification also forces the consumer to surrender control of
his card.
o Electronic PINs Verified by the Bank (or Financial Institution)
PINs entered into the merchant equipment may be easily captured by
merchant substituted equipment. This can allow a serious attack on an
individuals finances.
. Electronic PINs Verified by Smart Card
By verifying the PIN with the consumers card, risks from stolen pins
can be greatly reduced. Unfortunately, this system is not in place in

sufficiently wide use.



I D for Bluetooth connection or in case of GPRS, the
phone nunber). The paynent equi pnment sends the anpunt

w@Roobkeooer ansacti on to the pocket-Pl Npad and tPET/aU2008/000902
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details for paynent. Sone transactions will allow the
consuner to vary the anmount- AFter any anount

vari ation, the consuner optionally enters his pin or

sinply indicates "ok" and the pocket- Pl Npad '
@r@ﬁfeﬁl@—i@@d'%g?nﬁg?ns" the transaction to indicate the
CONSUNErS CONS o the transaction. The transaction

i s t heThsability ofarwrmmike co‘ﬁ'mi iszmtnajpr flewsgdbe eweent card payment
transacgti on.and sends a re ansact

R MaBRuE RS S R il ar e 8 BRinent
ner chaniypi@\ehe: ££8 Yavbdtiohd) o i ERody @fmcsslﬂ Qlif@a eieeproblem of

transaction the device signals to either the store
satbeypying smart cadndlsn gonfammh@letlh d@taﬁ&mlmﬂn}’ gerchants around the

co ete Ret Poi,.nt

QE;% Vi "ﬁ’gefﬁilé e PagR Célre%\}\%st n&; & %%%g %41%%8{{%1 the magnetic
TaRils R §til0be Ectictbardl & el n’ormamm Ms&ﬁmns aRgNé theoworld.
stripe based cards; and "smart cards" with conputer
chi ps. From an operational point of view paynment with
OOt e dReX@aESfx uﬁa&io@ahﬁ@&m&ﬁﬁﬁatuﬁgs to paynent are
generarty as Steps-Card Gven to
NET chartherel hﬁ: mmsl Im'ys Qﬁfvdnsh hhﬁercmmi rhay ti#iple charge a card or
merchant. The merchant uses the c

t@YFgerA AmoyRs p&h?aﬁbene?ﬂnév@erp%%ﬁnﬁ? Qi alouts 1 f@gypg%mmoﬁced
' t cggtut;hﬁ dnditn NI WhAS a;gHbLEnti%ﬁ Y)ed(ﬁ‘t’écfe% When the statement

ans lon Is sent to the yterrercants
pamMe eguchpnemby haBafiéd alegpldy. Véhilshthesagredobthetwast problems in

e oRER BHGhATBTEE 1o BL0ar DI P PR IRE 4y ems open

'@5191@%@5 a s&ﬂlﬁ\éﬁ’ﬁt'lﬁérb@s@ 119ﬂ1e§$‘ﬁroﬁﬁ:)/1{re nt process in place
consSuner ha his card

Problem 5 — Tipping

Many transactions allow an optional tip component. The only practical
solution to tips with cards used in merchant terminal is for the tip to be added after the
bank has approved the transaction.

Having the consumer enter his tip onto the merchants machine is impractical.

The provision for the merchant to add a tip to a completed transaction
introduces weakness in the system. If a merchant was to incorrectly add a larger tip,
what recourse does the consumer have? First, the consumer must detect the problem.
Then there is the problematic issue of chasing the transaction and forcing the merchant
to produce the original signed receipt. Expensive and painful for all. Whilst systematic
skimming by a merchant would eventually be discovered, many consumers would still
be left with the extra expense after the problem is discovered (and potentially the

problem staff member long gone!).

Internet Payment Systems

Two types of Internet based payment are practical today.
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the process, by reducing the risk of the nerchant
t aki ng charge of the card anrd3ihus being able to copy

t he con unmer ard. Cenerall]ly speaking, the process
has ral pfrg&%ﬁ%refﬁemtégﬁl?”fem Equi prent

Vari at I onsW t e Ay ﬂﬁéﬁlﬁteﬂé&tﬂélﬁ Has IH36H Vlef c1)r31§osed but rarely

poi nt of paynent’, the nerchant” has full opportunit
| imeplemérded. t dFmsﬁgraburetIkm:nm lpapmn’t reqands . ITAEt @a‘d aad yconsumers

t ' with.t h t

CBRECHe it  res SERBEE MackCiet lita 81 o R &ty st wel

d%ﬁ)w@irg st%ﬁid'tﬁfﬁ%rht spidrt €38N SB&inﬂly, @6 b8 @B sedideSarf é8@dry to the
e follow ng problens: Self service paynent points

aPe isteguirethid nod nnlysmmthc @n@{tm bukito disphayithe pgiount to be spent and
t
Rt SR Bl Sud R s oo dh B tpmean) for

pethplered by the consunmer will face the barrier of the

consuner dealing with unfam liar equi pment. This
resul ts |n neThﬁnam@ g9t finrusechdo tivevide epsecyrs Hoasrewsaple, digital

3?%19 %ng% %fﬁﬁ | 0 n i
opBrati on t? ¢ e ggﬁs ?ﬁrﬁeére ‘%@r‘%&?ﬁe ]{ug% rél%?g%eﬁ?&%auon on the
emain yorbputess @dply oy tdnateratioul ﬂidﬁcimﬂileh@nterﬁcﬁe qoktiescd separate

pin and card detai] Problem 2 - Transaction Signin .
\,%ﬁcwnﬁgfs Pﬁo@gulﬁ%c\@r BawReyr disI Rag Hulhe cppele is used to instruct

CORSHTRL 1o bRte %edl%l nkr@Yot Qhe% ARG cWe (f) glayed on the

partici pation. nat ures |t vvoul
ucomsasonabl e skill on the part of the marchant to

reliably dete bl tt
{ime of the (YUHOACEBHIOR] I Y S SEoPPIE KGLG: 1o orete 2

Mraﬂsaaibns}»o@l%w b6t 1At §2cihBIRLRSERES aR PN @BARAAPA Sopy of the card
den on the nmerchant. Presenting the card for

31Sgr®afaaslblanarrca‘hty>at ion also forces the consuner to
Veri f1ed byt B BRI 5; mRFCRSRBIGHOH HEDPLINRERD sivle atachments
to their PC, nor the digital certificates on a smart card to use them. Just to secure a
persons Internet transactions, the system is currently difficult to cost justify.

To get around this problem card associations such as American
Express and Visa offer varying alternatives.

American Express’s Personal Payments solution requires the
American Express cardholder to first log on to the American Express site, ‘pre-allocate’
the payment amount and received an id for this allocation. The cardholder can then use
this id to purchase goods at Internet merchant sites linked to American Express Personal
Payments. This approach has the advantage of the card number not being used for the
purchase transaction but is rather cumbersome for the cardholder to use and to date has
not been popular for merchants to implement.

In Visa International’s 3D-Secure solution the cardholder still enters
their card number but only when the issuer, rather than the merchant, requests it. The

solution relies on well-established SSL/TLS technologies to secure the links between all



PINs entered into the nmerchant equi prent may be easily
captured by nmerchant substituted equi pnent. This can
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El ectronic PINs Verified by Smart Card By verifying
the PIN with the consuners <c&d,- ri sks from stol en
ins can be greatly reduced. Unf otgtunat

agliesi 1gvolped fmnthg] teangaghians (34 ©; ﬁf??l’%xivi"és faVofved this solution
%%985{}?@89%51’551' gglaggé}%&ghﬂg@ ability of a card to

aw I n the current card paynent
system Magnetic stripe cards are easily copied on

relativyely inexpensive equi,pnent. Wil st smart card
transaéti onsR'S@wPﬁaWhgwge%?WsW@f’X’ﬁ? ate the problem
of card copyiignst2iRI tectR dSicRlet Paybdit Sinfh R@ALY ihat the payment

details and nmany nerchants around the world can accept
dbilsragrsetirelydemanittedaivoribe Intespet. | Whilst intgrrgediaries cannot mtercept

present ed. t he netic details n il i
TG A5 L Syl e SR G A o ke
RrioRlBRr dhey REAGRLecHs ARG theBoed aAvsaunindFillwily dihthe@ccasion
are various ways in ich a merchant may multiple

shevifjel. a e dneehashaeesiving thessuReEYBEHefetpife Sargh (rigsmine with
has .agr eed. [l _anmpu may go unnoticed yet cost
tcﬁéalgg'n‘gﬁ?@qnf'%ﬂa@g&%&%lg anounts will be detected.

When the st atpsRally fielcbi®sndr heustraike oot faithyo trastéhd methant, and
al ready. Whilst these are not the ,vvors% ro%l gnﬁﬁ; N, nd havi
twhdlst {hetragrchas agd PEGtesion SUelbIChSEiHBE WisEL#RAdS delfyfredand having
leavin i et Bb@Ridi OFhtre good
DG, TR SP AR DR B BoR LRA! MRRLre goods are
tdetingad telc@nsnizhllpiv bevomps icoerainoré diffiowtp tmedd anipeotestiopn for the

practical solution to.tips wth_.cards us i n r chant
traerahiang) andgs paesultfhere Pspaﬁlﬁhﬁgst&ﬁ ﬁ@&géﬁ T“é?ﬁ%iaﬂ%acgg‘}ﬁa has
approved the transaction. Having the consuner enter

his tip onto the nerchants nmachine is inpractical. The
phdwingigesof the Systemme tiehabevetDesgdbledaEmbediment, conpl et ed

transaction introduces kness in.t,he syst.em

mer charf A %S%Weégf I %’5% O_f ﬂ?%g?%?(i&%l,eng\}%#g be deployed
rt%ﬁﬁﬁg%? sg&‘?ﬁ%taﬂ@ traRASHBE Eostrdild bk 1Ghered.Nhe A% UMTent system
nmust detect the problem Then there is the problematic

i dediversdhe bezeditnty ¢dreumeranwarshiugs andbatksrieiiwgily fhe rollout of a new

mer chant
system.

Security

The solution according to this example of the present invention delivers the
highest level of fraud protection available today. Purchases have the same protection as
a FINREAD style Internet transaction. It is as if the consumer is bringing an Internet
terminal and smart card reader to the point of sale.

Whilst it is true that many of the current security problems could be greatly
reduced by universal introduction of smart cards, this example goes further and
advantageously may even eradicate the problems still left behind by a move to smart
cards.

Further protection is delivered by:



to produce the original signed receipt. Expensive and
pai nful for all. Whilst systematic skimmng by a
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consunmers would still be left with the extra expense

after the problemis discovereth (and potentially the

probl em staff _nenber, 1 ong gone!). Internet Paynent

Syst ems® Two t {iSetecarityl ff diee; abfasiedverynibet ampent of the purchase
Pea@tdlgal today.1l. Truly Secure Internet Paynent Truly
secure I nternet paynent has been often proposed, but

rarely #npl enpotedon Rofistip ynd Heaunt @adiffoasnet paynent
requires a smart card and consuners don't have the

card. The SETPIsieches frepaaniipleghszgies;c was one of the

Secondly, to Bunple) SCHET VoL ARl TR L i etion

is requered tabigt tPBird 8¢h 1R dnsdcRibfls b?%ll&ﬂng consumer
the anmount to be spent and accept a PFNto

di spl ay [ )

sV@?ﬁqaé@n of tiensaetians at pSuistef sals neheuinped ied the ke wpst¢mpe

FI NREAD) for l%xag{rglte The, smart card ]léf used to .

provi de a seclr: PRLIFEPEEIsREHoNg; oy mgsﬁ‘é’n‘&?‘i‘fh@tt%lth proof of
t pynidnd BeAtk M conSih&s cidrd¥iignd Vi ruses make the

informati on on the main conputer display open to

alteration and capture by renpte parties a separate

SEBHre console is required for paynent. The PIN pad on

the console is used to instruct smart card to create

t he di gy altilisingnaquip@erfitothet bshsaorIi aBO&dYY Bldpared to pay for (for
as

dis lpié/ed n the console, Such a transaction is
s@@gﬂr 3 mafpledelsploney dhy infipstrugtangtof the impuosed systam yeoat far lower
ngrel both the original smart card and PIN. Cbtaining a

copy of the card is not feasible in reality. The

pr obl erThepaymxst teratiplecaobé todsileted-HoNREARIS inth @wo” — part of the
attachﬂgnts ot ef'r PC, Eor the digital certificates o
o HIEh AP dhy dnqtyle phong i consyaer (hsings aithe him yeitls Gresremaining
| AERRAR ColpBAGR GFdaRY Simpl ' rrently

di fficul ? ?o cog aj Bs%nﬁé Q%d%gagggtﬂgcﬁlg%{d this problem

chirig enghdescingrd payanet phintsssublres ipaekindxpteds Scadide Vighines and self
of fer varyi.ng alternatives. Anmerican Express's
F’Séa%%%%qm%é%ﬁwe%?tﬁﬁson requires the Anerican

Express cardhol der to first log on to the Anerican

Express site, 'pre-allocate'
Speed

By enabling the consumer to share the workload of the transaction on a
familiar device, transaction speed may be improved in all situations. Self service
payment enabled by the system will also allow consumers to pay immediately in place
of queuing for service in many situations.

Not only can checkouts move faster, but customers in restaurants can bypass

the entire extra step of having their card taken away for processing.

Flexibility
The new system brings a whole new level of possibilities to electronic

payment.

New facilities include:



t he paynent anount and received an id for this
all ocation. The cardhol der can then use this id to

w@eehem®el goods at I nternet merchant sites |i NREAUZ005/000902
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Ameri can Express Personal Paynents. This approach has

t he advantage of the card numher -not bei ng used for

the purchase transaction but is rather cunbersone for

the cardhol der to use and to date has not been popul ar

f to inplenent. In Visa International's
%@%@%‘?@%‘%’6“ on the cardhol der still enters their

card nuktitrme bfipayareny, thheomstiner sy ueminatead parenttdrdriende make the
nmerchant, requests it. The solution relies,o ”
RATIEBLoh BlefrairEalts Pivg & fiecHRnGGH BEspR 1S Ry & phage call” away.

THE SR8 WRRIRePothbNBvRRSAds S hhvVRI¥@do laR eﬁﬁ@genc% fund - but ensure
Due to th dt

I

transacti on. e conpl exities involve is
sthé pienirofintlyer enleyzaney fmdasppplidritmponier the negeef such funds.
merchants. 2. Miinstream' Secured' |nternet Paynent
Mai nstream ' secure' Internet paynent sinply neans that
L85 payment details are securely transmtted over the

Internet. Whilst intermediaries cannot intercept the
card nuFitssbeerstoda rastaurant eed had thesitwation off aesssenniaehich should be

nust . be .t aken _on trus . ej :
S £pS RS PE PO Pl KRBk BRNBRR b ok BRI sotution
OGERMION SlpRebh intsht rddiairafits GRRRDLT & atcoungtid10ags for payment by
paynment details cannot determne with certainty whg .

sesid, evpie theayiis ategay sglption. %ﬁ@éﬂmyn%lWéfdc‘t?r%lﬂfﬁépﬂ\?ﬁ%‘%ﬁon makes
t e L LE : i1 st the
e S L

del i veresthatiskr kguipped withnaditioes pbeonal @iEpat isable to make their own
delivery it is expensive to the nerchant. Were goods
SRR RN PRATRERR BeAde fobeisepERRIcaRidA thpegiaurast ot all
difficult to add any protection for the nerchant, and

as a result there is a high cost of fraud in such

t Amos@Harimmer Advant ages of the System of the Above

Descri bed Enbodi nent ﬁ%@hﬁ‘ new i nfrastructure fo #he v by th
syst em oR® PRPY FRESERIF © COBTERB SR %Ee f’?ﬁlﬁ% ety by the
S EGfinkY - Gt AR SPAL- QN WER PhSinfeRits ShRFiddOVHISth pakidilarly useful

new payment system delivers the benefits to consuners,
miarctigmng ablk oamiky systeuudor tippingetypishllpuvorks anlngar credit card

system Security The sol.ution according.taq,thi .
clEisarter PR lELan: iRl S GarTE Ry Yoo ik (Ngeading the
| 8 edmdifnt fwrktsh B QAheGédeqit B Bd BBMsamieP didy mdreaah @sMSprocesses a
have the same protection as

variation to the original transaction.

This is problematic for both consumer and merchant. For the merchant, the
original transaction must be retrieved (in a busy restaurant several receipts could be out
at tables at any one time) and the new amount entered.

For the consumer, no verification is possible of the actual final amount entered by the
merchant and error due to a misread by the merchant, overcharging or any other factor
is difficult to detect.

With the present embodiment the consumer can directly increase the amount to
be paid on his own device — and the correct amount is processed in the first instance.

No re-entry by the merchant is required. A source of error and doubt is completely

eliminated.



a FINREAD style Internet transaction. It is as if the
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that many of the current security problenms could be

greatly reduced by universal-i42roduction of smart

cards, this exanple goes further and advantageously

may even eradicate the problens still left behind by a
NAvEnn® SEB&Idn cards. Further protection is delivered

by: the security of being able to verify the anount of

t he pur &hasebes of breltipg acquotserniberinked o thepagaddevicelaid selected

i ati : otection fr I tiple charging;
\e/?slr énlf%l'ga?ﬂl 'eﬁol’Xe 6(? {qpl c@%ub)tfac Q}@% hﬂ%ﬁ(‘é:f)ﬁl&ts 'gg?cﬁnqqag%qom the same bank.
dupl i caThesystendbf this smBAIBER BB a%V@rﬁa%éo_ﬁQZQYfers more convenience.
transactions by allow ng consuner verification o

transactions at points of sale not equipped for the

n pn.all but |egacy transactions, providing
tﬁgf%?%:cggaﬁ%jm\?\nﬁfh proof of paynent but not the

consunefdf savite (iﬁgaﬁhbﬂltgaoiﬁ@%bn BYoill tgubh ki 43@ cﬁﬁk‘ifgﬁﬁ@onind services at
the consuner .is already prepared to pay for (for _
eﬂ’&ﬁtb‘?né whergpt 1seothemasshisarossiblen e Histerically s pasting et these kalf service

[ 3 ' : . t.. The.p nt .. .
 EORR ok BB Sl R RSl PSR it crts

panet acsbpiedeeither thenalstdmérngr tHeeseruibe lRoEbNBENBay for the cost of

consuner br.ings wi,t imw th the remaini ng mer chant
c%)fpﬁf}ﬂg?\?q‘ﬂ?l@g’itla?dé‘?q?%@?P}éfﬂg%?nd cost reduced. This

enabl eSszﬁﬁ’ﬁ% bp Qﬁﬁ%ﬂfgteﬂlo%l(?‘agtélgy&ﬁléaﬁedﬂg%sk{hg& @%%ger . Apceptance

vendi ng nachi hes and se vice pointsin e

seqwprgentdp desd cBst andaifiona galih erecian seqraredt CB?h arallf e consumer is
.kl pad of the transaction on fam i ar devi ce,

¢ i B R Peten U5 G ympvplienc) s o hing i how to use

Sedvh paphwit Bt eRAIIARD fit. SKS Wstriictfins And di

al | 0\1/?/ %nsmw pZajy ﬁ%lnedifkai%ﬁgﬁ; E n p%a e g#'h?qglélg%ﬂ% difficult

f grd Eeagets became athing of thepastons.

Choice of Accounts at all Payment Points

Current systems often restrict account types because of logistics. For example,
entry of a pin may be problematic at a restaurant. With the payer device system this
problem is eliminated as the enter pin request is delivered to the consumer at the table.
No instructions need be given to the cashier nor any restriction on PIN entry.

The scenario of the merchant asking the account and then reaching across to

save the consumer selecting the account on an unfamiliar device becomes a thing of the

past.

Bill Verification
When bank statements arrive, the mobile phone is able to instantly reconcile
the account balance of all electronic transactions verified through the system. This

eliminates the worry of “am I being overcharged” or the alternative chore of

reconciliation for the consumer.



Not only can checkouts nove faster, but customers in
restaurants can bypass the entire extra step of having
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new system brings a whole new | evel of possibilities
to el ectronic paynent. New faéBlities
icgqc?l u '.lDeI egated Paynent At time of paynent, the

BWhEF¥ay nominate a parent or friend to nake the
pay mentwah alifinkaddishabibetrddscall9 REnas, ddipBerEaiplseee required. This
person is "only a phone call" away. ThiS all ows
cfiinplfiesexpensscliims stax oavenistand Rtk acrovating fop theconsumer.

ener ge fupnd -, but .ensure t e f ot .o
emer ge E@i}/m F“&ﬁl?jg %B?qdeﬁpslfegs k5] [grt %gﬁ‘ftﬁltgs 8‘13 & ?%&eéfu%lﬁ transaction 1s
fipd DompPhor indrehan®nt Ever been to a restaurant and had

the situation of an account which should be split two

three or even nore ways? Resorting back to cash can
Sﬁﬁz@e}sgﬁ%g? }&éﬁﬁ lution currently. Al though nost

restaurants w split an account two ways for paynent

by car dTheesegie vdiiditaiidn §ystedn camslsy/used|fot albpaynkeantd— telephone orders,
additional ,card or other conplicatian

kes :
chyaroeti edstineglepdy RAVERBLSYStemS AL thprintel Wit  Well aspew improved
1 £ 1. ..kach di ner equi pped with their own
g@?‘g%%g%éféﬁlég"’ n:[:s's able to make their own contribution
Wi t h noTlex¢drd matiéromdrikestiohde tperater nesdmpiiatedtsgsiems Onee this is in

restaurant at all unt Variati.on Th nount .

P Beesch gardfoldfi v e REUHEEISS AP HSt TGRS QoRFLY Thege is ot need to
SGEH G MhdBd HBGiCEOB ¥R merclidnts o8 tdsyRRnPis o8 K Bide Wi t h
paranet érs specified. This is particularly useful for

ti pping. The current systemfor tipping typically

rks only for credit card transactions. The
}Aﬁ%}g—@@gﬁon - without tip - is approved by the bank.
Atbriump Tyt the tip anobunt witten on the receipt by
t he consuner the nerchant then processes a variation, i
to the Berthe szstem thmemsumendevits tg besopyetaddagtnayer dgvice requires
bot.h consuner and nerc t r.the v al . .
of g aF Eifes 20 BREGNRR G PLedmESMEOEM gled ot require i),
I estrantly? fHres Syddad of @ARIRE Tos@ulinikakien e iRtvidablead wé — 802.11,
any one ti rreé and the new anmount entered. For the
cB%@Eﬂﬁé}F

: andh@SYEIGERYSDMA- i s possibl e of the actual
final PR eﬁ%p% géjchbéév{claqs deemed suitable to be equipped with a form of

wireless communication which is capable of communication between the consumer at

ey

the majority of purchases points and the network. Examples today would be GSM with
GPRS or CDMA mobile phone data communication. As widespread wireless protocols
in use change over time so could the wireless system to be used.

This document discusses a system based on GSM+GPRS mobile phone

optionally equipped in addition with Bluetooth communication.

New Software and Firmware
The software on the device in this embodiment should contain specific features
not found in current phones.

Specifically:
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overcharging or any other factor is difficult to
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directly increase the anount to be paid on his own

device - and the correct anmobung4 i-s processed in the

first instance. No re-entry by the nmerchant is

requiretl. A sbag abilibf taefaceive gnppryarsib requssicemmpendepyer any of the

el I Lan. banki n
CVAIeae LRt BN B0h Ay PRS0 AR Ransst 10 e st
smlodaleed as an alternative to the default account. The
accounts need not be fromthe sane bank. The system of

this enbodi mehite ab3dy davditplayarysiont gequssis mmssages from the SIM
CRIURIBLADBEs dBF dneYHalk EFmERMIGRERYe] T Ser vl ce

paynment points can-avo queues and ‘of fer goods and
servicee at |TDieadbilRSoWIE 4 pinl chtr§lhEENESIB a manner that cannot be

i npgossi ple. Historically, paying at these self service
p@?ﬁﬁaﬁ?‘ﬂﬁbm apligatiqns fegded pniedheghqnand sonet i mes

banknotgs). Were cre d&fttﬁg %Jsgeg i @%;Eag,"{ﬁe&g %Sﬁﬁtgzﬁdrﬁ%age directly

ei ther the custoner or e

forthé BBMIicost of expensive equi pnment and tel ephone

charges. Paying by this system advant ageously reduces

t hese ptobl enklie asweptoaihe P2uEnentpperoval Wessege sostt abledo be sent to

p ?ngl r ired. Best of all, the

c@%?une @aﬁéﬁﬁ%ﬁﬁiﬁgﬁg’%ﬁe paynment device (in his own

phone) Neostiradnothehprocagingndddd Maf®W k&l SRad8Ma SIM, but a SIM
ui pnent . at each goi_nt of paynent. Readi ng

t
Fﬁg‘?n‘?eﬁ‘@l’g () r‘i‘&?tﬂﬁefpﬁlp@?ﬁm dimgnts eader s becone a t hi ng
of the |3z theglgg@?er&éntﬁﬁ Sthdl th@!g%ylﬁ%gag)géogpgfggges%ge display

Current systems often restrict account”t
odnd wgpatse choulBdre amplemketed &yt Fiymotired Pteﬂfeﬂlﬁf B€ application from

pr obl ma#}c at a restaurant. Wth the payer device
SSFOPERE S MRIsD o fhe EYBERAPREYELmEE g ensurRsdhatgiorfofiware worm

F &AHRE Cah Be A& ¥ @REL thOphdie (GO8 %ﬁsﬂ#gﬁd@ﬁi&%ﬁg}l a?prowg payments

i nstructi ons need be gleen to the cas n
ribg consumeohasomtPedd.ent ry. The scenario of the merchant

asking g h ount. and t hen reachi ng. across to save,

the co ,}%“aﬁ?ﬁg@& %OJW G TR ntéFc Sthtio oHMRIRMER] ARY | fugetions of the

deaippemehRey flRtiond 1 fignRht iR SdreePhlovidél thdtpdh 8fRpletion of
that function the payment approval screen is guaranteed to show the amount which will

be sent in the message to the SIM as the amount the consumer is approving to pay.

Contactless Smart Card

Contactless smart cards are well known. The preferred embodiment of the
system equips each device with a contactless smart card in order to facilitate easy
payment at a new style of payment point. The contactless smart card additionally can
facilitate registration of the consumer device with the financial institution.

It is desirable to use contactless smart cards of as small size as possible whilst
still allowing for any necessary antennae within the card. It is also desirable to use a
flexible rather than rigid material for the card to enable the card to adhere to the

contours of the case of the consumer device.
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This elimnates the worry of "am | being overcharged”
or the alternative chore of —relﬁoncillatlon for the

R Fi | tions .
cl oot r o AP Achg b8 o o dpblc o eBrely 4P vpistebseprding the
ThiicSerst BP ke ¢RS 2EURGIIG §H s@le”BFhlE uire¢ e dﬁm@ @&t%‘ilha‘fxr encryption

accounting for the consuner. Elimnating the nee
kewpwhish i used tmsipw p ezessage ;ﬁmoﬂle@bninbt@ss payisan réader. i s

huge b rchan ni ver | i cat.i.on )

sage veri %lc’{:gac #°s ?%m %rg s%lﬁof ¥ Cép?blﬁa9%ﬁ’f‘¥eymg the
- inf@hefibe nRcas4er Hr cbﬁi@ﬁlﬁtﬁhon %ﬂﬂﬂenﬂayje? FReG¥e Wd with the
systerrB at, the point of sale as well as new i nprove

codichpiformationoyonld ingude ¢her Blueﬁmle ADapfl ath &luetooth module

h
o AL U\ T b

mmdumtmomamei fhiesvirelése meodute c{]the @@ﬁ&f to W?Ih t fort
updat ed_devi ces to reach nerchants before e system
ig of vEruEentasggssysrEchis elsosapable eheanveyipsito tahlea@qrsthempablhtles

t AN I cf%@ﬁ"é’m
rde}ggw reswgﬁf éltraemmggﬁ)\?\}}fe ess CO%TTUI’]I (:M&%r?o%%na nf“hd?g%ﬁonsumer
eddyodti ment s does not requi re this). Current Lly three

te of wirel ess C re in wdespread
oo < BoBEIepR et R AR Aok ClreaEeiihe DY RRYS of the matching

I t

e S P Ok AL R ERLPfe caso the
atublie rimitinlisationd Keypet ween the consuner at the mmjority

of purchases points and the network. Exanples today
woul d be GSMwith GPRS or CDMA nobi |l e phone data

CSYMTbmﬂéé@thdzﬁ@ wi despread wirel ess protocols in use
change over time so could the wireless systemto be

used. THA Be geréaindhe transeeticnshas rgached tthenchiaswt dlewive it is desuable to
Cﬁ?%%o gl%éﬂ%gj[ ka us%%eysotﬁ% 'f%ﬁgélwggﬁaf@gﬁ%el egﬂgdaglbte onging to the
Fdardhobdeg. Such systems are well known and have been proposed in almost all smart
card based payment systems. In the case of GSM mobile telephones, as security
module is already present. All that is required is that the SIM in the phone is capable of
meeting the requirements specified here- or is replaced with a SIM that is capable of
meeting these requirements.

In the preferred embodiment the SIM in the GSM phone are equipped with
secure storage for encryption keys for financial transactions and for the encryption
algorithms to match. Well known encryption standards such as RSA or elliptical curve
are suitable. Such systems make use of a pair of keys with one key “private” (held
secretly and securely in the consumer card) and one key public. Data encrypted with
one key can be decrypted with the other. Simply put- and one can send data to the card
by encrypting the data with the private key with confidence that only the card with the
matching private key can be used to decrypt the data. Conversely, any data which
correctly decrypts with the public key has originated from the card with the private key.
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contain specific features not found in current phones.
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command over any of the wireless systens enabled for
paynment |n the devi ce and pas$6thi S request to the SIM

dul bi | d
Tossag T Ao bt miR o b HEaktys o T pdhalder onto an
LtehdiPisshdd SBAWaRI a R hﬁc@ﬁ'vﬁtbt YnitiQlitise! Ry @aﬁ"d&n&fét #is6d. The

nessdge I n a nmanner at “cannot be replicated by a

uivhtedadyi tehd il thaddM card and fee pitdicekey iprths mtcmgo@pn@'cﬂess smart
t he ansvver to the paynent approval nessage directly to

t The answer to the paynent approval nessage is

not abl e to be sent to the SIMby any application

software Note that another processing nodule may be
l,&vgﬂlAMWQaﬂomSySéﬁnSI M but a SIMis preferable for the

nmobi | e e e di ms Fr

ol | ondnaaos e fagFaaich 2 SRl AR b B shb R T shdah 1 maintained

RSP QN0 Of bathbeartingili @8e Bilasbeb ynd-iapproasd mikinewme alange.  This
an application fromgenerating the answer to the

wyﬁfmms vipslatedytel sed stha payBEBlAREOYH Jpesseges 9r thragaedinddess’ payer
e VCI I engﬁ‘cysﬁ %%ﬁag 19.cause the phone (or other
st wdfen JHG Rt

r 0 approve paynents the consuner has

not I Se€The lEﬁaﬂc?a@ﬂﬁbﬂlcﬁniytstmr tﬁom‘mys the maget zmd sends the message
i mpl ement any_functions of the s l.eme ctions
ttosprhgreih d ﬁ@&ﬁlﬁ(ﬁgf? SYLeR QR ﬂﬁrl&@ﬁl tighaj ey B YP" evice.

conpl et ane 0 nbidat m é&' P&fuﬁt@% thBBoP8Y BRMbling BRA Giéﬁﬂ)lmg tge system to

screen 1s guaranteed to show t he anount Wwhich

sallvtw fon tiakhel onbssdeatte atee wihivee 185 bhyxes deviee aarmmmmumgate
consuner i s approving to pay. Contactless Smart Card
Contactless smart cards are well known. The preferred

eﬁggﬁéﬁﬁ%e @émﬁzﬂﬁcét%%t@@?e@g}“ ps each device with a
contactless smart card in order to facilitate easy

paynent Aaewacongnnscations systemayepshies payment rqu@st fromthe card issuers
ta smar ard addition anf t
o Sors R BT (DA icetos e DL RO o pifR apgntearated
| Pt iEysBi for all transaction types or individual gateway systems for one or two
of the transactions, or could be added as new functions to existing gateways. The

gateway should be capable of three transaction types:

. initiating payment authorisation requests to send to payer devices;
. responding to payments received from payer devices;
o passing -transactions that have been signed by payer devices at the

point of sale through to the appropriate financial institution.

In the first two of these cases the gateway will act as the interface between the
financial system and the payer device. The issuing bank will still need to approve the
transaction. In the third case the financial institution that receives the approved
transaction will typically be the acquiring bank.

Note the traditional roles of issuers, acquirers and card associations (e.g. Visa)

can be reviewed upon implementation of the preferred solution.

Cards
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It is desirable to use contactless smart cards of as
smal |l size as possible whilst still allow ng for any

woemessmey antennae within the card. It is al SBCT/AU2005/000902

desirable to use a flexible rather than rigid materi al
for the card to enable the caral t-o adhere to the
of .,the case of the consumer device.lt is

cont our

desir edl‘s‘tfh%tlo%él%% cprae dagrs iVl Be legasyrraypueah@oints requiring a
UsNiSHR style Eiﬁéﬁn@ﬁﬁ Qatd® R[BRCN e etibl® 15%ef 1Rhsalifn cost for new
point of sale. This requires the card contain an
efiEleypnpastion gpinkhivilhencoutage ghdiloackiri]@cm  posis iag galé bo¢n time but the
t ont.act.l es aynment reader. The contactless snart,
ARG B BUPTERion oo Giont Sl Frieg BeiES of S without any
| ifdatin@béing rpeegsary for communication with the payer

devi ce associated with the card. Such information

woul d ilhds irgesibleetoBissist pew heardd whichngreBhotelimkeihtondpésfic bank
ieﬁg&morat ed into the consunmer device as well as the

phone nunmber to enabl e communication with the wreless

nodul e of the device. The contactless card is al so

capabl e_of conveying to a reader the capabilities
(fevgrenPededoth - no Bl uet ooth, GSM GPRS or CDMA et c)

of the | ey The contactl ess car

is al soﬁggatggnP%C o‘?mé i) %ﬁ% ‘lf%&r%ﬂ%q ?18“&?3/%%01‘” o 8" il the system

netchémiged- Beclorriot Jakeadvineage o€ eheaworlilities affsreader as

used by, financial in ti%utions_in the case the public

“ini ti a9 eaees %9‘?3’ grginstrugiensriren thabatkeorma ciyd by card basis
Iih & i ) t Vi C

8t Sl By ATIRR oAk AR b R ST e o an

faxeaimgisignatuns tardut oomnewmpay@entf gard isstiel fon ghdgurhset-eather than a

cardhol.der, Such systens are well known and have been

;%86558&3% al nost all smart card based payment

syst emsgmyvehNndi : ' e . as._ - .

security m)dul:itg ?@?ﬁ%aﬁ%@ éh‘??ﬁ%}rlﬁltagaé |§1§ will streamline

rteagsdctions made heing pawer Sewtdsn Runtheipumeitsican bapatiedofhen using the

i ng:.4 he reguir nts specified here- or s .
REEPhoRh Ayl fiices PAT Elapbitaciohenmorinlys eweneration of
Rgtichtd®des. | n the preferred enbodi ment the SIMin
t he GSM phone are equi pped with secure storage for
encr ypth orryReyevicer itf jonanehbedimentn seayt hevis thred fypes tdfewireless
%ﬁﬁ%ﬁﬁé %%n%xﬁt?&iﬁlg erh® mat ch. Well known encryption

ar

stan S such as Bromel | ptical curve are

sui tablee. SudExtHslye REorfBBgd! (Bpbxidnald " 10¥m KE¥SmWd) Nwireless
one key "private" (held
communication used to initiate transactions.

. Local area wireless communication to communicate with the point of
payment (or payment terminal) throughout the transaction.

o Global range wireless communication to enable communication
between the payer device and the banks that consumer holds account with, regardless of
where the consumer travels globally, or at least in as many locations as possible.

The payment system is capable of operation in a version which does not
require all the above described system to be implemented. The proposal is to allow
current mobile phones or pocket computers with wireless telephone modems to easily

and at low cost be converted into a workable payer device.
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data to the card by encrypting the data with the
private key with confidence-that-only the card with

t he tching private key can_be used to decrypt the

&%ﬁ%ﬁ&?@%ﬂs,c@ﬁ’?“’&ﬁ?@wlgh correctly decrypts

with t f@n&&aﬂgfe #%)ég lhéﬁc&fﬂcﬁide@bﬁ? dneaPpd Sewhaks Wnirunication.
key.

the private low financial institutions to
iEithenldcal hrea ke ydlofvosontrhaiicativarwitio tpepoinhelbpamnent oe deng range to

i ssued. SIM card .a public/priyvate. Yi.ni.tialisation" ke

ST HixPtphoripniCorie wifh; B, it bRl Ftredioli re heta
anshild Be tdeHRiChIGy &B¥icieft. t he mat ching contactl ess smart

card. Bank Authorisation System Each bank that issues

debi t duchrdayiges ceoudib effaettvebh sommuaiosies tnath fhe financial institution
i ntained with d_of . h ' I .
T8, P8t i RBL fa b RS o P LITPARAE 4 fiBRI5E soancia

tiastgetish.t he paynent approval nessage to the

cardhol ders' payer device when the systemis enabl ed. )

The balBsee dovess Wenld kenelésesiveln suiabiafer socuring degagy transactions,
] . i t. ' t he

e I it P L R A ot S b Gl e

card holder may require a nmethod of enabling and

di sabling the sysiemto allow for travel outside the
Vst Therd W’”ﬁlseﬁ afevi ce can conmmuni cate. Mbbile

Phone CormyinL GAthi sABrt GafoRWRY 1R aNF We R IR GREARAS ould both initiate
systemrecel ves paynent” request fromthe card issuers
atnzhssatiots ahd exavetpuesisactioos etreaypmire of geynersquipped that is equipped
system.coul d copnsi st of one.integrated gateway system

f%’rﬂ!l ﬁmthIF? RES Lk VBRI APEEHYCEI0R vi dual gat eway

systens for one or two of the transactions, or could

be added as new functions to existing gateways. The
gStaetvh\Losh Rahge Berabeap Bayar [fvicehr ee transaction types:

i nitiating paynent .authorisation.reguest send t .
payer dSUTBEE WslGE (ke RonE HENER el By iy or mobile
PRYPhoHEHEGRSKS, aRARS Widbsplead 98¢ kh@ten tehdly hanesHoeeringe wireless
si gned by payer devices at the point of sale through

t eonaheniggmopsidedt e financial institution. In the first

two of these cases the gateway will act as the

interface between the financial system and the payer

devinpRte Hfem Bayér Mpviank will still need to approve
t he

Take any mobile phone which is also equipped with Bluetooth (or has the
ability to be equipped with Bluetooth), add the necessary firmware and package with an
appropriate SIM and contactless smart card and you have a versatile payer device.
Since mobile phone system operators have the ability to request phone makers to add
firmware and access to SIMs and contactless smartcards - deployment of these devices

requires only a motivated mobile telephone system operator.

Integrated Complete System Payer Devices
As an upgrade to the ‘complete system’ payer device, short range wireless

could be integrated into payer devices at production time. This would enable the payer



transaction. In the third case the financi al _
institution that receives the approved transaction

wowRdob/00oppi cal |y be the acquiring bank. Note thBCT/AU2005/000902
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traditional roles of issuers, acquirers and card
associ ations (e.g. Visa) can be reviewed uggnd .

ti n of referred sol uti on. rdsFor_a
| Vd"‘“tnF ‘% fﬁ S‘Wf? Tange YU glseytogasatEndataoiSuech capability
fﬁi@tildfmﬂ&cﬁreﬁtx Sisbi & SrnfpaFRRACE! Mof@itkibR, i Nitiate a
transacti on. Lgvver tr%sé@i ?g% cost ? new styl e
transaction points will encourage their addition to

j L £ er tinme but the systemstill gives
pgérl]%alt apiatbtion e urrent card based points of sale

WLédveU Tr @idycitpe iR thatrelBaDEREss red. It is possible to
I ssue new cards which are not |inked to a specific

bank acoasacy W?@W@l g eeagymd@mmgroeee@stasmmrmal credit card

h th stem
S AT Sl LA g
f mceived the srandabgsie dAt SRpPpoidethie @ﬁ?m@htr Aal KBest is sent to the payer

instructions fromthe bank on card y ca basrs as
t &¥Mfet her to request a PEM or sr gnat ur e.

r O THE ?)‘Q%} deick r&!%nteg er‘hes‘éfﬁ{sgmo O3t %Zél'flﬁérutg%y select his account of

Sl gnature card - a new paynent car

pehopesehere offered randl bﬂiter apjiofe bﬁﬁeﬁét thertehnsdetien. rf} IHOV
al teratjons to co uration or raming Wi
stream }r?erefﬂoélﬁgﬁgﬁhfa H%suﬁ%%lés %F kghsp@g h ghegageeay to the approval

FesnirBer whRneh tid Q(QBS&% ey eo %D}ee%@ %%(c%(t MBugh the

w th reprogr amre devi ces an even
wiegaryasysism. gEheresultorf thé tpasacton id elso eerfd thhody@E gateway to the

t h t hree .types of
e Sl B R RR SRR nd 3 Br et et sRmer reccipt,
Estior£0gbyg RORSL WiRNEE PLAP D TRl dRcm maxi mum

W rel ess communi cation’used to initiate transacti ons. '
Local aVaerewtheelpend ofopaymentais cspedlﬁ»caﬂrynwmppai e"owﬁai;rer device

aynment nt term na hout
RN e TR ORI o .
tthe @il of pR9NRLNIiEAEAIOSF using a legacy credit or debit card. The merchant

should have already entered the amount to be paid (or scale of payment for variable

amount transactions) into the point of payment equipment.

The transaction request for approval is assembled by the point of payment
equipment should be sent directly to the payer device gateway. The payer device is
again used by the consumer to modify and or approve the transaction and the result is
sent now from the payer device back to the gateway which sends information from the
point of payment together with the answer from the payer device to the financial
transaction approval network. The result of the transaction is sent back both to the point

of payment and to the payer device to provide an electronic receipt for both devices.

Local Wireless Transactions for Complete Payer Devices
For some foreseeable time, points of payment which currently accept legacy
card payments will continue to do so. When also equipped for payer device

transactions, these points of payment can deliver faster transactions for payer device
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bet ween the payer device and the banks that consuner
hol ds account with, regardl ess of where the consuner

wo e@embd®2gl obal |y, or at |least in as many | ocaPCDAB2@S/000902

possi bl e. The paynent systemis capable of operation
in a version which does not -raqui-re all the above

descrlbed tz%ltstl emto be i emen ed. The oposal is to
aF4Saetons ey to %%‘Pﬁ&ﬁ SoMithdeseetiosty ﬁﬁl@% gaffj {The ability to

b&ds8I8edcs! SRk @Fﬁet@le c

\ggnvgrte%l ?nto ﬁ'ﬁ?ﬁ‘g e pa)?e {e&lf?}g'gﬁngl eV&F Qcéﬁ%é%ﬁ with a
VWménﬁggﬂEmdmknoaimamndanmwxﬁhnammanﬂkmn@ayer deV|ce

i ncl ud onl.y one t e of . wrel com’nrﬁu cati.on.

B ther WHEA MR QIePaypient, FRURRRT{OE RETGricjcen deteels a device with
et twigd] |
okl B4Ry o 9 RBh AL o s gproval s
ashr,eéuﬁtcsthameyerreiemmmrdh@bcaléﬁmodm ly sufficient.
could eff conmunj cate with the .
%g% g} é+aygrn% Vﬂ(ieticée?eéyles%ﬁ? 8 é/r{t ﬁgpwgnlnrleq%qst B\é%mlé%{g)c@rnetwork it

tfirst Sldovoihatcofbunia o RIkr EuliH eHapprbfie tel RaftfehBhpproval request. The
institution. These devices would be efféctiv ﬁ)

yemBedce dhenselegks ity resgesyiot deiersuing ivdether 9o rscred e transaction
G i a transaction.

CHRLEDL SRS DL B0, SRPRE A B S v
vih¢ focahwirtlessamgredaiod td deaoinof @hﬁﬁé‘n’cC TR B8 e ansaction is sent
ct}aﬁ# %gth i ni.;tiate transactions and execute

t S 1ePeHY OEPaYARRAt poi nt  of payment eqw pped that is

equi pp

L
Desod ﬁHsappmvglg lagapy trinsaitions Upon eesivingsthe gespoliddas the transaction,

|ca dat a net wor ks or npbil e tel ephone networks
JRE pPR G BERBRU JEI7HS BhearensesiipRcisilt o HeEYSheRics ingrevide a an

WISRoBR S cEPITY Mcc@hbgReradded. Conpl ete System Payer
Devi ces Take any nobile phone which is also equipped

with Bluetooth (or has the ability to be equi pped with
uet ot h).. add_the necessa fir re_and package
Ot’ ] ’%ﬁgﬁg’&’” ezepYF iziﬁ’f”é'agquz% &%@#ﬁ%%@’s@e‘gﬁr t card and
you havay 13catlohs while@] Ra%aic t%\éé&l%ns RhGRt BP ?felvﬁn ei;%%n offered,
system operators have the ability to reques on

KB semeEagsceven rieas &egaeld transaes@lst e $b¢®ta;ﬂnd may be desirable to
%%‘\Hﬂg taI fow cos% %Q rtdascceptan (Xlrlrte ﬁ]lat Bas gneg ga%\éé %1?0 modem or

telephone for example) communication of its own.

In this situation, the payer device can be used to send the transaction for
processing and to receive the result.

Local wireless transactions for complete payer devices with the exception that
the payer device is responsible for sending the transaction for approval by my means of
the payer device gateway and the payer device sends the electronic record or the
transaction to the point of payment, both to provide a record of the transaction and to

allow the merchant to recognise payment by the consumer.

System Security
Where does the security of the system come from? The SIM module (or other

designated system processor) securely stores the keys to encrypt data and create digital



requires only a notivated nobile tel ephone system
operator. Integrated Conplete System Payer Devices As

waeoogperoade to the 'conpl ete systenm payer devPCEAU2005/000902

10

15

20

short range wireless could be integrated into payer
devi ces at production tinme.- Bli s woul d enabl e the

Spouresbsi68 Bl dn e iSe S AT A 1 G BB VAL sent from
g'e ;ﬁ&ﬁe isgﬁa@ar#fee& % AR o BBRbatb RGsiHR L SING RhdauR.
a ra ac Yy

ment ron Types Legacy Transactions _
Utili sThig 1@ayetheReny tves pdssitilitiasyfor franddentlyogenegeating agransaction

ayer device proceeds, as nor credit
P srusier dhesdRtiateeria being JL btk ‘ﬁhe 3@%}%‘{5 éie‘f:bg/n omeope pther than
fie chiuffey SRS hRSYhid Qedss tuid Gimpaeei with fhieas to produce
transaction. At" that point the paynment approval
mehorstionstodemsactions Wiheuyes capsymerbeigneware RESYshypspUITence.
devi ce receives the transaction, the consunmer may
sel ect his account of choice where offered and either

PPN VEOHer BEIRStict DPrtbBiAG Tty bODevidh Ehdfiesponse of the
consuner is sent back through the_gateway to the

appr oval PRkistmerely onkiferm phbiometiicy Hgxisissthe pemory of the user and
ransactign and S - t tyeh thi :

?)gdgc&?lnggy i3t ??Zﬁ?ee%%ﬁ de(%lﬁ ﬁtg gném?r&gﬂr(%sa@t{a i%g%'afls‘ﬁal so ety

28Rt btinétHe cgaPBNaindetprintecypasert, fdessiecegrfiibon can be used by

filing by the consuner and as an el ectronic consuner

rﬂmz%'isﬁﬁm-_ Short + Long Range Wrel essPayer Device

Transagfi Oﬁl%feWéﬁF &nﬁcgﬁrp%', WhaffveP BYRAMic i in use (PIN, fingerprint,

speci ficalt'y equi pped for payer device transactions,

tehe scanseywill bedieatedsvhiystine hipresghaseutt dapbseniygached, or for any

touching his smart card to_the point of .dtga%ment13 unt of $100

itraasasian over Sehpreset| anmel,  EPEaRAmple, eAmSidET & AFECt TRE '

'ﬁ&?ﬂ?tmnsslg&%% ?W@ T Ry uei L Rliestivehe tRED sefuchtfil BRnsactions

pal or scale of paynent for variabl e anmount .

ttoah dnektesnof §100.0 Theefipbitnnsastiop dyimeing g upishehconsppaive non

transacti on r.eque far approval .i.s assenbled by the

dmrﬁ@tﬂeﬁraa%?w@%@ﬁﬁﬂ‘ﬂﬁ%‘ﬂg%ﬁwe& K8t directly to

the payer device gateway. The payer device is again

used by the con I

transaction and tne T,%@ seft- now from the payer:
evi EBARNMIIPY "«th&_{_"g%ER i Wi ch|sends i nf:olRmssoyn @ .-
e

fIr om t AHOSNTnt of

f ThancLal Ll ansac .
provaP3¥ét work.| The restilt of ih ratnﬁ%ckl %g?e%??& i preset Timit.
sent bacgppoth tq the pagst Only $10 spent since last biometric.
$50 No Only $60 spent since last biometric.
v With this transaction $120 spent since
$60 ©s last biometric.
$30 . No Only 30 spent since last biometric.
$150 Yes Transaction greater than preset limit.
i i is tr i 80
$80 No Only (including this transaction) $

spent since last biometric.

An important point is that the biometric should only be used by the SIM. The

SIM verifies the biometric internally before proceeding to sign the transaction as being



of paynment and to the payer device to provide an
el ectronic receipt for both devices. Local Wreless

wae@asemei onsf or Conpl et e Payer Devi ces For sOPEI/AU2005/000902
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foreseeable tine, points of paynent which currently
accept | egacy card paynents w34 <ontinue to do so.
qU| ped for pay devi ce transactions,

Wh

t ?@E g\%&aqynfsg CORSUREY- ngﬁtateérgﬁglggqepvelp upgkghepld NOT be sent outside the
t payRs a6tib&NShd M ]

B o o PN B M NP B rof a9 PR urently i use
TﬁeAE is| dite. yWhatqyleDbmtﬂlcexgalsyd iy efihwacdliontsanyene iwhe sloes not have

% nl& ﬁl%/rrent to be equipped with a
1P Waa'ﬁ W% to a financial transaction approval
centre. TG dhae Bwnwtn@tpm@&r@%m&&sl h@fbeﬂnft‘%ﬁe RAY & that can be

devi ces detects a device with |ocal wrel
c#isab lbb’latnyomt Bempm mces;:f toptp rieayer devics em‘dhotlh euthansudion (although

to the payer device over the
Ioch%&%e]fsre%g fl?‘ﬁ %13 *Y¥evi ce receives the

paynent approval request over the local network it
first al I ows the consumer to alter and or approve the
paljuiere Bppiedwal request. The payer devi ce then checks

ransac ORAERITU LTt GE)8p b e v ot

gpetyemﬁqmee mosttheckrtiia thd eheditdisplby @RPHE Blatld koo atdocepted by

cal wreless nection.to the point of payment. In
é‘sird%g‘et%iy @%t%ﬁ?é%%m??rﬁlg@ daising thepayer @eviere poi nt  of

paymentT P . :
poyTen TVl Tl POUTEY (ISR B T v
appanged suphl thgfacingle ﬁnawartelfomsanpon receiving the

responsg to tra t| on, poi nt of paynent
rel ays fhe (E qrggaulpptq i8> payer device to

provi deya an aehslﬁﬁﬂfawwfa@ﬁ INtorto?hefrBﬁm? SYpgr- Long

Range Wrel ess ansacti ons ete a)ier Devi ces
At | ocali ons sghdsy ‘éleela‘eldbrtbmserunbamsdmlbl(mlma\ﬂiwt)cﬂs diglayed to
pt'hgv' ously been offered, or in sone cases even where
Ieggé transactions are accepted, it nay be desirable

t 0 provAglslicatib® W BREk @Mveﬂﬁed%ﬁ%ﬁaﬁﬁn e} 3 ta’ﬂ@‘{ gmhout the

has no I ong range (no nodem or tel éphone or exa
Qmagen iag senhipr, encryption or sligitsh sigoing hehg displeyed to the
ce can be used to send the transaction for
processing and to receive the result. Local wireless

t r ansacTheofismivere pRVELLB2iRaY WITvERY | 888ksMd Ihe BEyer device itself.
exceptl on that the payer device is responsible

Ehatay theneariqus feiaglessoaterdeesaisrdsyice gy by qpsartg “tus and worm
attacks. The design is to ensure any interface supplied for application software for

sending data to the SIM specifically prevents the “payment approval” message being
sent to the SIM. Only the payment approval display routine can be capable of sending
this response. This ensures the consumer sees, and physically presses at the minimum
some form of “OK” button to approve each transaction.

The filter blocks application software directly issuing the “generate signature”

command to the security module or SIM.

Setting Standards



t he payer device gateway and the payer device sends
the electronic record or the transaction to the point

w@Roopageeent , both to provide a record of the PCT/AU2005/000902
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transaction and to allow the nmerchant to recogni se
paynment by the consuner. Systé&m Security Were does

the se |t of the s emcom fro The S nmodyl
(or ot %@I Het @?Sél}s %{)%)3 SX%%‘H%{% any g?;ggyment a
tﬂ@&m@{&tt R BUeX agntgﬁ%?%ﬂu@ﬁ dvicdi@at andli &b@k@h OAMAERS are most

using well know t ques such as RSA aynent
agpplicabdé in the ntarkatplnve Wherp Hmersﬁem is i be depdoyadt éeplro{obem caused by

R GRS R Sy SRR T SRt i

Wi PRV RE dahifot CoRSMiTRdatdl@@sto@ifeAfE 8R4 dE edoﬁgnﬂérs face the
use of” the phone or SIM by sonmeone other than the

ceptivnredil) obipind)g a payepdsraee e thegegipnithry ararpealling g e12) they may

el R BRI ORRRE var o of such occur rence

PI'Ns  anQuidisr GEVIiRBhd glebal Rystt@cdfl dhgicRaielevEX YorGkample, in Japan
Theft A PINis nerely one formof bionetric. It exists

i the iMedergyatany world heethe kngicaheltpies; recal ling this nenory
the user identifies hinself as the person with this
menory. Any formof bionetric e.g. PIN, fingerprint,
et Beploymess recognition can be used by the system
Inapreferrede odi ment , tever blora?trlc is.i.n

use (PI'R® lmtl Abederlone sygga. %Tc Asteng)bag (pr pffer eajd dssperg and one
f
C5bife Il Fhos QR inch TRl Diop B A Bl BENRem il e,

consi der a preset ampunt of $100. Transactions |ess
t cur_ unti coIIectlver t hese
g@%@%@h W?I%I?{C tVYHE QOSTHPT i n excess of $100. The
first tyansacypon,qBhit pabd oém&ﬁ& okl s%dé‘r@@%ﬁ&: %%u\h% at least one
non bionetric transactions require biometri
vawbilé pladriecnpplier to nmonpbmhet thedirmwars as deatritdde bi onmetri c
shoul d only be use y.the SIM The SIMverifies th
bi ometr?c i nt EAHEN0 9‘3 5’@9’6‘? 8PFIRI9E daehh Prpiessthg Package of modified
f)ﬁd}l%angodﬂd ‘?ﬁatélghg g&ﬁ%ﬁé@eﬁnﬁ‘g tab dRGRRBE YoBilers WE@%@H hones and

onmetric 1sus sent oltside the pay
dsubiscréptioBh daithe sarviRBSI thxemolsiériptidne spéthtdrshoul d not

mat ch any PBSf currentl I n use at AT

b| ometr?c is Hagproducegp ﬁg\% A%S"r\@k?ﬁ% Wﬁﬁqyéﬁl kno""ledge
[

e ey

t thi¢ doamdne. Sfrentetbyrkanpemier graivaynthese strgetions ttthéhe SIM supplier

pgt){(f(r)rdgﬁ [ (‘SNM t hout aut horisation (although

o The mobile phone operator must provide the computer system (either
directly or through a gateway operator) to receive payment approval requests and send

them to their subscribers.

Role of the Card Issuer
. The card issuer promotes the service to cardholders.
. The retail branches of the issuer provides a service to initialise payer

devices with the details of the cards held by the consumer.



bi ometric use could be applied in other ways).

Firmvare Protection The principle of the system
wa@ewendiong to this exanple is that the user ofP€TI&U2005/000902

payer device nust be certain that the data displ ayed

on signature screen and accept®d by the user is the

only data that can be signed using the payer device.

This can be achi eved through firmvare in the device.

TARerbicModd? TWierdite FHoRe Opbadion Bétbn@s &i0ul Ssshért nnar e
function: 1. d|3ﬁlays the information to the user,

2 .
accept sThhmobiixpheneiomesser o abingdependeningateway, utilisgd by the mobile

L | . .
SR B I SR b, TR o gl or e

e user.

5 pfaeilitiet.e@Thé catty petiddoronld gingilepink tabexiingidebio vt cleb#® account of the

exact sanpe information as sent for encr%pti on .or

dFYISHRET SPHWPHY haws thg abtlibpfosjrigioragequmés T multiple issuers.
firmnar |

e P SR LS ALABEI L K o e gy,
i thiue sdvargesart suete Goaranymevwhiefragtarctire. vi rus and worm

attacks, The design is to ensure any interface )
Suppl i off ARYAERNTES o TRoHiIeNRRENG GPeBiATRiSY o pegvices and

10 T RrasBMtuSRE BlefdafiBhrb¥esBing beMEs. t he "paynment approval
nmessage being sent  to the SBVI. Only the paynent
approval display routine can b e capabl e of sending
this respo . This ensures the consuner sees, and
ph§&d éwﬁﬁ%%ﬁg Yes at the mini mum sone form of "OK"

button fRe FHRVENE fiAREBNS ERASAGEI ABed 1816tahddrl @hoteQsHsSe or other

application software directly issuing the "generate

shefkat ceraputeodevagediotHve Hee teens embodimgnl ef e psEwnt invention. For

15 Sﬁfu%ﬁ&g)ns e?ﬁg%rrlqﬁgreﬁ{e%ta%ro it B tsosthg lgleef?rred eml:%odiment of a GSM
configurations o e system For any deproynent, a
regulleph@e is to determne which wireless and
encryption standards are nost applicable in the
mar ket pl ace where the systemis to be deployed. A

P AbbeGRUSRY, bY mul tipl e standards globally is that
en trave

ing to an area where, for exanple their

own pay€he geymee saragmsioukiave aiwdgue idergifyiag dharheeting that cannot

;éandard

consuners_face the option _of 1) obtaining a
g é‘Fﬂt%Fés iby ey giew; ﬁ@h%@no?? "3/E

20

ogded fryte lag f5vigs- ¢ Bor gremple the

2308 MB¥ing a solid red background and the firmware from the phone preventing a

similar solid red banner being drawn by any application. This measure is to stop virus

programs learning card PINs.

25  Software Components

The following components of software are required in the Payer device

embodiment.
. Payment request message from network.
. Payment request message to SIM.
30 . Payment request Data Entry Screen.
o Payment request Screen data message to SIM.

. Payment request response from SIM.



need to tenporarily disable the system Currently GSM

is the global system of choice however, for exanple,
w0 poodapmnl t he | Mode system woul d be the | ogi caPCT/AUR®S/000902

System Depl oynent To initially deploy a system at

| east one bank (or other card3issuer) and one nobile

t el ephone system operat or cooper at t o, depl gy the

system ° Rol eS%anyWEreﬂBle F@pﬁlﬁ%@@@déﬁa PIVOFK: The

nobi | e phone PR : SRR require at

| east one nobi e %ﬁ%gégﬂ%%%g@% I ncorporate the

firmvare as desmrenbB8ckeen Opom¥ehwe phone operator then

pronotes the package of npdified phone, SIM and

mat chi n cont RASEEds t hrough retailers who
5 sell phones and subscriptions to the service of the

nobi | e phone operator. The producer of SIMs to the
nBayhent Regwst Masdage have al | know edge to produce

appropriate SIMs_and co tless cards fr the |
descri pt' %ng%pm@m g?f 1 S imaShs i ovouieh B¢ iofapgig the payment

ORBAd 9§ VEIS § fokdetions to the SIM
s%gpl [ erag%g ag%d%érégﬁﬁg/{%{éﬁ\ﬂ sag The nobi |l e phone

oper at othenpsymetorequiest tthessagenputyesimplss be magseedt dieectly to the SIM

10 di rﬁ@%ly or through a gateway operator) to receive
pg'S? t approval requests and send themto their
subscri bers. Role of the Cardlssuer The card issuer
pronotes the service to cardholders. The retail
bPaereegiasgd Fayeenssuer provi des a service to

initiali e V] i he .details of the cards
hel d byTgﬁggg%n%M%g ré.oilf cfg‘%mﬁlé?de‘i%%g?e[e WREPET: 102 PRY %C person. or
Opwsimdsor ABgapleedyafCelectimpstie perbbeto Wy w1 @BOR Bhone number.
operator or an jndependent gateway utilised by the

15 nobi | e s veethobphpaimend iy Prope do sEon- wathdhe pessihility of paying the

. odi _ o . r odi Lt .
"SRR b0 R AR R Rde PR erpia o
obe an exdstingemtrytintheqfhohébosiosisted®n, thdplionsoul d have t he
ability_to Ia%nk to accounti}s fromnmultiple issuers. The
cards | SRELA HAMYPH AL eNShE RAYNEHIFSAL r equest s rout ed
back to the gateway, thus saving card issuers from any
new i nfrastructure.

20 Options from the Payment Screen

) Select account.

. Relay.

Payment Menu from Device Idle

25 . Default account.
) View Transactions.
o Initiate payment.

Payment Device Types and Technology
30

Adaptive System for Using ‘Paired’ Communications



10

15

20

25

30

In many countries the nobile phone operator also
offers services and infrastructure to the card

w@e@ems®eng centres. Payer Device Software ThePCT/AU2005/000902

foll owi ng functions shoul d be added to standard nobile
phone or other pocket conputebédevice to give rise to
one e odinegt of the present invention. For

i |1 ust MRPFiRd dboeal | WitsHess folTBmERERET DS drepqspd fopdog) wireless
tchﬁmﬂ{r&éa%ﬁedmgagwéf&etcoﬁﬁnﬂﬁ&%%ehIa% BRENSH IR occur either
Paynment Screen e paynent screen shoul d have a uni que

ibdtveenfdevivgs ehreadyctreminstoi each lothter oa beitech elevives natauedsy to talk to

5t B B RSB SR O PESBic B R B o Bevices whin
hack %_@.&y @%v@ggﬁ [RnfifisdWRERNT 5REP fnhe pRRRELIRS W e Nhaififlg’. Each

a simlar solid red banner being drawn by any
alspice bas # sniqu hetsorle B3 tr enable pagg op vi rus prograns

| ear ni card PLNs. Software Co n The fol | ow.ng..

conponéhts WP HEAE ‘és\rléﬁ afgalﬁgyog%%%%?th% aFY%?S#Y of 16¢htions and

GehCh eraediodBtksis, itRRVITE HppéRdURRIlly RS d fdo@fiunication is not

network. Paynment request nessage to Sl Paynment

megtielet Data Entry Screen. Paynent request Screen

dat a e

S Pogtoas PogTbme URKERE sFOHAG, chAIRANaRel L o initae o

gﬁefn‘émibn.s FBﬁymhggyérﬁlwitha ‘prapanspoiht eipayeienoBluctooth device with
aynment Screen tions Menu. Paynents Options nu. . )

PayidHe ifgnitiecen s said- ALEp Ve fAetffoaat o edp this point of

et OBy A PR T W ARG Jr el BRHNER b fhe actul

nextied gevioeythe inatwork bdentifisrsie dinobly eesetvedtand tréverdsidvin the contactless

nmodul e. . .
smart card. When an actual point of payment detects the smart card for a payer device,

the local wireless communications of point of payment reads the required network
identifier from the contactless card and adopts that identity. In this manner the point of

payment becomes the paired device for the payer device.

New Payment Points

Restaurant Wallet

An electronic point of payment can be made in the form of a restaurant wallet
as used to present the amount payable to customers or in the form of payment receptacle
as in normal use in the restaurant. Currently, customers either insert their credit card or
the required cash as payment. Where card payment is offered, restaurant staff must go
through additional steps and the customer must wait. Both staff and customer are
inconvenienced. By using a payer device and having an electronic point of payment
inbuilt into the payment receptacle, customers may make their own payment with out
waiting and may spilt payment amongst themselves without the complication of
requiring assistance from restaurant staff. Both customer and restaurant staff benefit.

Further details of the system according to the exemplary embodiment:



Phone Initiated Paynent The payer device coul d be used
to initiate paynent to a specific person or business.

wol@somloer way of sel ecting the person to pay wedl/dUbesa00902
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phone nunber. This nmethod of paynent is prone to error
- with the possibility of payigy -the wong person. For
this reason it is suggested (but not necessary) for
tg%mﬁﬁgﬁgﬁmbaid to be an existing entry in the phone
book stored on the phone. Entry of an anobunt as one
the paynment screen Optionsfromthe Paynent Screen
Set-ect——account. Relay. Paynent ©Menufrom Device Idle
Efg N&%@@ccount. View Transactions. Initiate
payment. Paynment Device Types and Technol ogy Adaptive
Sys$eanf or Using 'Paired Conmunicationsl nproved Loca
Wrel ess Communi cation is proposed for |ocal wreless
clordbHiBat i on. Local wirel ess comunication such as
Bl uet oot h can occur either between devices already
known to each other or between devices not preset to
tal-k-to each other. It is preferable where possible to
restrict communi cation to devices which have been
previously identified to each other in a process know
as,v- Aol N9’ . Each device has a unique network ID to
gble pai ring. Since payer devices are used at points
off5@@Yment at a variety of locations and often on an
agﬁ%ﬁc basis, it would appear initially that paired
c Rication is not possible. This can be overcone
usdsag the short range communication used to initiate a
transaction. For each payer device a 'phantom point
of--paynent Bl uetooth device with a unique identity can
be issued. The payer device can be paired to this
poi nt of paynent. However in place of an actual point
qfaypaynment being provided as the actual paired device-
the network identifier is sinply reserved and recorded

dstheeksont act | ess

$29.95

L L S PIN ENTRY

Sample Messages

Payment Request

This message is to be sent to the phone from the network:

The amount to be paid — or, for unit payments — the unit
price.




wae eovaneioeat i ons of point of paynent
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smart card. \Wen an act ual
the smart card for a payer

poi nt of paynent detects
device, the local wrel ess
reads the PELUU2@®E000902
network identifier fromthe contactless card and

adopts that identity. In thi-s5gaaner the point of

DE-Y-FFGM—QGGO%S—LW‘
devi cePamevtb)Rayrrem

Phxixmh te@rdﬁeﬂam efithe Yudihess opperson to be paid.

AR S I A AR Y

ay abl Qh?lf)l“ &stonmel s [@[5 td Af‘cHaPa%teerﬁﬂEbﬁilmEQﬂéﬁﬁﬁi for unit payments.
ur r efvtifﬁ@uncﬁsii onels ei t Reyméniswst matehiamusrhed pf these whits.
F—T.ne r?or%gl red cash as paynent. Vhere card payment 1S

f £ SRS PIMUCEan] staff must go through additional
tepﬁgaﬂgﬁg&r@agtgt oner nust vvalt Both staff and

ane.ad Aot A
\zlll CTICCUY L)_y UOI Il\d Cl pCl_yCl UTvT CT

and having an electronic point of paynment inbuilt into

t R oRAY Tent recept acl e, QHéﬁrﬁ&E{t%dﬁ%é‘teWSe}Baﬁ&'érMe relevant —

paynment with out waiting and nmay spilt paynent anongst

t hemsel ves wi t hout the cdhgpimitpiidedn of requiring

OU)OOO“UQJ(D

oy 1
QL Ullbl AT \4 Ll ||\JU||

BB RS OMAGD R by LSS

Htur Sﬁtreg’ieé‘?“ﬁatﬁ’

BOE

and

SYSHEM FHone hnBer ¢fGhé B@fs&i(&lmgﬁﬁ%u@ﬁb@ﬂé p&EAL : Sanpl e

Screens Pay: Meter $2.20 for

18%étitgxtpay: DJIs books $29pds thres ehapp

Messages Paynment Request 'L;
t he phone fromthe networ

Minimum unit:
Flag-vary up amount?:

Flag-vary down amount?:

Payment Transaction Flows

0 if not relevant.

0 mins Pay: Food $50: 70
layipgyihe unit of the item

E‘b@ pIRASAE Rolafl HhoPRISRR. L O

are tips relevant and can the amount be increased.

can the amount be decreased.

Existing Magnetic Card Transaction

- swe .| EouemEnn NOTES
Card Swipe
Amount Entry
Txn Send to bank

Bank launches verification

See below “payment
verification step”

Payment Verification Step

EQUIPMENT
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Fi el dsAmount: the amount requested to be paid (or
where relevant - the unit price). Payto: text

w0 e@oeemnt at i on of the person or organi sati on POI/BE2005/000902

pai d. Payto # : phone nunber of the person or
organi sation to be paid. Untt5¢ext: up to three

Hng—the—unit—of the itemto be

e

J
jur chased (bl ank if pot relevant). Mninumunit: O if
ot relevant. Ftag-vary up anount?, _are (T ps refevant
nd can the anount be increased. Flag-vary down

anount ?: can the anount be decreased. Paynent

raoneact t ~An FCl ~vae Evlictina AMhanot i o~ CAarp
Ao AT T O T T ovwwo ROt Iy vagTmeTr—C KT

Transacti onFeatures pf the system accor d ng to the

¢Xenplary embodi ment|[ 1. Paynment Vertfic@arion using.
wirel ess device carried by consuner. 2. |Paynent
verification using secured wireless device carried by
consumer. 3. ment verification for_ paynents nade in
per son TGP OE%LWE‘S%CFEF Oa]%ev‘?"@gl_p Fggﬂé nt:
consumgr. 4. pEaMERWeriH8dtioh SR WiRelt3 I dBRicE B&YES G%; consumer.
wirel ess device carried by consuner wth paynmen
opt i ong. avai Payhentf vondieson c singosacarydl egeeless device carried by
Car di nei tiation Paynent verification using wreless

\ " carri ed by consumer. Payment verification
usi ng secur edayhéf! RaHicdem G6r Gajhb@s H¥deC 8N pERBA -using secured
Paynent verification for paynents nmade in person using
Faralgse devipe eardedbyjeqnsamesarri ed by consumer. Paynent
verifigation ' : I.[.el ess vice.carried by .
consum%r rw t]ﬁy%{éé}gneﬁg ﬁf(i;{pat%lgg‘r’]"'g&% a?ﬁcg%%e V‘P?ecl) Ssdge‘f“éee.é/amed by
\brisiness sid\Hagmefiasptions atiilablefiomrasties. Secur e
Verification of Transactions Initiated by:
Contactl ess smart card.

Contactless Card Initiation

. Payment verification using wireless device carried by consumer.

. Payment verification using secured wireless device carried by
consumer.

o Payment verification for payments made in person using secured

wireless device carried by consumer.

. Payment verification using secured wireless device carried by

consumer with payment options available from device.

Wireless Device Carried by Consumer for Secure Verification of Transactions Initiated

by:

J Contactless smart card.

o Magnetic style credit debit card.

. Smart card credit debit card.

. Combined magnetic/smart card debit/credit card.

Payment Features
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Magnetic style credit debit card. Smart card credit
debit card. Conbined nmagnetic/smart card debit/credit

w@200d/ood@2ay ment Features Pin entry node on phonECEHADZ®N000902

Protected Paynent command to SIM Paynent screen with
% and unit options. Gateway- @Onmruni cati ons Gat eway
Communi cationg perform ng any of the three tasks
described in B’fﬂl%mpﬁ%ﬁ%p&ﬂﬁﬁ%ﬁ%ati on Gat evay.

Adapti vg syst " paired

comuni cat i or@m§§§§§%g%%?%%‘ag‘?t§§%nt Wi th

i nterface forPagasisceRvivith % dndemitptibss. phone by entry
of a specific phone nunber followed by touch tones.
Paynment by nobil e phone using voice comunication to

| dgplkfy the payment point to be paid. Mdifications
and variations as would be apparent to a skilled

addr essee ar €aeanmdatiohs b@ativhiCorbReniSARRE P foRhg any of the
o) ese%ﬁ( invention. XXCLAIMS 1. A nethod of nmaking a
g

| dessrped 5 MgbinRhapednsppicyianGaipwigy. |
ot or 1 on SGREIE SR Kb BUBREL or A5l "LGET L Bumicatons

bei ng provid nner  so a
tdystetnf or mat i on, receiving i nformati on about the
payment by a _payer el ectronic device associated wth

the payer, ad@ijiofpmanen stithiaterfesfor payerdkiing t he

paynment_ usi ng, t ectroni c_device associ.ated with

the payer. Zgh%%%ﬁgggo?%{;%@g d)écrf'c%pe\%ﬁhpl@ngiwer followed by
wbedhetofied he | nf ormati on about the paynent includes

paynment information, and further conprising the step

of t he ayer Payaentrishinebiephens wsenypics comgmuhieatiayweidentify the

ip%&%ﬂ%cii%o%%%ﬁfﬁi ated with the paynent.
Modifications and variations as would be apparent to a skilled addressee are

deemed to be within the scope of the present invention.
Xx



3. A nethod in accordance with Caim2, wherein the
step of giving instructions includes the step of the

w@agoenomkect roni ¢ device fornul ati ng a nmessagePCT/AU2005/000902

10

15

20

25

30

including the paynment information and transmtting the
message to a transaction precéss+ng system 4. A
nethod in accordance with daim2 or daim3, wherein
ment information includes a price of a product.
5. A nmethod in accordance with Cainms 2, 3 or 4,
wherein the paynent information includes an identity
df a priosgthiod of makinget paytheinty campusitg thesstepistoi any one

of Clains.2 to 5, wherein.th ynent i nformti.on, . .
el ua e B SRR IR O ey B TBPLRY beiRg Provided
Gif RSAGE &ﬁh&ré{%%éébﬁﬂac%é’s%tﬂ%fm_ﬁb& to pay an

account of the ‘payee. 7. A nethod in accordance with )
any oneeasivigt ainfgnation #ouimtbe epayment hayeemagtie slectomie device
devi ce Jincl ydes a di splay, and further conprising the
§f%’“%#iWﬁ%Hﬁﬁﬁ%?néWictronic devi ce being arranged to

di spl ayi¥Ang tinetrebitioRs aWr RAMARA tthe NpLEdBAL I @hg She Alectronic device
met hod 1 n _accordance with any one of the preceding
aissociated Wil thwingyehe i nf ormati on about the paynent

isncl ude t., . rein. t .

el udds FrE0Y IF e OB it Chatl' . BB B RiRton abont the
gRyinest inelides gagrhent dasormatiors g furth&. cofnprizidpothei step of the payer
accordance. wwth C aim8, wherein the payer electronic
risrirenici devica deeosnisingdhe PaANt HbarRAlGRAsTORtesk with By payment.

var yi ngy %ﬁaﬁﬁ%gcgrtdﬁrg%%'ih RISt 1Rt ﬁppp g{/ ﬁlé’ﬁl% instructions

user inputting vi i nput” nears a varie
aneludds. th Gteplofritchmgeri electomie device fovintlatangya omesagk in¢leding the
preceding clainms, Wwherein the information about t

h
PR RERL Lo OTERER 81, FETRYIng HIORARERUR A FRCHEOPBFeReoragsystem.

I4.stingi nalydhng alcot@asd wRte AMiRMGr CHRABI fWiRhein e payment
the nethod includes the step of the payer electronic

deformetieeinebidengpace dfegubdute product identifier and

the infprmati gn. associ,ated with, the,payer includes the
5€| ect e’g lﬁlleﬁlagdn iaac.éq{ggrpp o1 1?1:1anﬂs %Bta% Jo! éll,n wherein the payment
%ﬁ)?ﬁlgﬁ&?ﬁlclﬂdwaﬂ&hﬁ'ﬂy%@atpmbﬁl n the listing includes

a plurality of the product identifiers conprising a
nenu of A preshiadt insagsersianetewith pny lhae ph {-damsihier byherdie the payment

payer gl ectroni c device . ng el ect..one or r f th .
Sriumetier TarEr A PSSR0 O b1 B bn sty ficg ransaction
IpFoceRsiAB e iinatae eopaancecoint bf legageel 0 or C aim 11,
wherein the listing is nade available via a network

for a phywsethed iy gresadance Wik apapae of| (daitsonte O eptsén the payer
electronic device includes a display, and further comprising the step of the payer
electronic device being arranged to display on the display payment information.
8. A method in accordance with any one of the preceding claims, wherein the
information about the payment includes a payment amount, and wherein the method
includes the further step of the payer electronic device varying the payment amount.
9. A method in accordance with Claim 8, wherein the payer electronic device
includes a user input means and the step of varying the payment amount includes the
step of the user inputting via the input means a varied payment amount.
10. A method in accordance with any one of the preceding claims, wherein the

information about the payment includes product information in the form of a listing
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13. A nethod in accordance with Claim 12, wherein the
network is a wide area network, such as the Internet.

w@zoo6h0002t hod i n accordance with any one of thBCT/AU2005/000902

precedi ng clains, wherein the step of receiving
i nformati on about the paynenrt 6By -t he payer el ectronic

devi ce includes the step of receiving infaormation
&B@B&nﬁﬁ&%ﬁé&mmg\%ﬁ&%{“@ﬁ%éﬂ dheyeagiod inalndesthersiep 9 the payer
| dlecifonfel i 1 & i i
[5RGPS, Ty P R By i
i Wit thepaperrneudgstthe @ledted mdduaidentifier.t he optical |y

readabl g_device is barcqde. .1 nmet hod..in . .
o adhBE TR aefoufnee pith Gloig 0 gheleprane iftagigctudes a phualit
RS thieVisrodh@dt i 1dentifferp ' OUipHigRleas Mdful 0P rréficlsN¥RlvERd thSth

A et hlgd in accoréar_]cep%i tﬁ daim g4fpr15cosr¥16, #Pthe payee,
Vittegrehyhthe paygrael e¢tiomici éemiesempy sglegvingedt mitetpfahp poducts, enabling

f I ; net hod in accordance with any one of

éﬁép%@ee&plﬂogudfépem Pgtis'n the information about the

P2y MeNntA infethedl @6 abdvgldnes i €14igy 1 (Wbt IG1S&0DD1, 3kherein tthe listing is
0

application to control the payer electronic device to
phads ayailahie ViecictBerk b Pk Ihigplearktoshy pasier clep@onipdevice.

hod 4 ' . i , ejn the . . .
T 00 A IRSORLASRIL U6l 19, yIORTELD, ok i o wide ara
i nrebworkpduchas ttebdinterrdegi Nng a | ocati on where a payer

el ectropi c _devi ce can obtain the application_for _
u%‘r oadihGARYUREcGHS ?é‘f@@w S 6f thsreceding cjaima, wherein the step
gt Bl ih g i ERANGS uNHE PadiB¥nt ¥ hIQ abdi& &%ﬁ]t%iddoegge includes the

claims, Wherein the step S?IHrec i VI ng |nflorma
atepuaf redeivipginfematioomponisks payacei fionon pdseive dedcemt i on

froma pa l.ectroni c deyjce associated with the .
dyee. 7> Msihod im dacaranks KR ATaRR i WheseH fheppassive device is an
peic Rl rehdidld dvidrat i on associated with the payer

i ncl udes payer el ectronic device information enabling

tie payeamedhasdcinrasadrdantevitte Claamddymineieimtle ogtichily teadable device
pg\%ﬁr el,ectronic device. 23. A nethod in accordance
Wi m&"%ﬁ‘m 22, wherein the payer el ectronic device

1176 O MBX hddSinRicOHiARE Wikh BMiAS $8SS EeMd, GeheRSS At Hs§Fe device
wth the payer electronic device. 24. A nethod in
dé provified @8 post ohainyoige23, wherein the access device is

glr8$ gagitAmﬁ%ﬁl%d v%ﬁ Zlcr‘:(:e();%li’l%[%% Sv?%l C(i,(‘:lgi af%g\rfﬁogg%?wwlerte{]n tge %Lsrav%sdevice is
provided with a product for sale.

19. A method in accordance with any one of Claims 14 to 18, wherein the
information about the payment includes instructions for utilising an application to
control the payer electronic device to provide instructions for making the payment.

20. A method in accordance with Claim 19, wherein the information about the
payment includes location information identifying a location where a payer electronic
device can obtain the application for uploading to the payer electronic device.

21. A method in accordance with any one of the preceding claims, wherein the step

of receiving information about the payment comprises receiving the information from a

payee electronic device associated with the payee.
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is integral with the payer electronic device. 26. A
nmet hod in accordance with any one of Cains 22 to 25,

wobk@emdm2zcommuni cati on between t he payee el ect PONAT2005/000902

devi ce and the payer electronic device is via a |ocal
vvi rel ess network. 27. A nmethod3ir accordance wth any

e of O ai 22 to n co ni catj on between
t D ay‘% lmec{ﬂ%i Bhﬁg@rén@gtvy ﬁ’nﬁ erein \}Jp ormation assoc1ated
tite pth@ y@fé‘ﬁﬁ\ﬁﬁ&es ﬁ%er%l@&ﬁdi’ﬁkd de@w@cﬁ]%rﬁﬁl%ﬁ Mabling the payee

Caim?2 vvherel n the tel ephone network includes a
redésitiogict @IV@p h@n@nnﬂmmiewﬂhzﬁte pAyerwldwtrdmlc rewice.or dance

han fthe eced ns V\,he ein th .
30 oK S0, st PuRESs SiteriChafn 30 Rbertltt e v el device
tiaforRad6d isPrOE8EPEY s ﬂ%&&s@vﬁé @Hdo@iafkﬁ Wikt the pardsetronic device.

[ ncI udi ng a paynent anount and £a yment identity of

tHe paytenethoddin segprsianes With Glaie 2hsviraneinithy gcaess device is a smart
tcraﬁpsactl on processing system 30. A nethod in
accordance with Claim29, wherein the instructions are

t25ans m A westhodi ih @cédrilarice avith ORI AY &F CRAiBC1S, Whefeifl il e€ess device
to.the transacti on_pr oceSS| ng system 31. A method in
de dpgraliwith theaye deaopty deyjsér ei n the instructions are

tygans mAt ﬁl@’chtoﬁ 51{1 cEHRAGSAC %{qﬁg a?rlé/o %ﬁec' Sd)fn CiehRt mtX' 35 awherem

payee el ectronic device. i n accordance
denhnmnyatmnd)eoﬁednhhe peypeetlectgnid davite, andhthe ayertdietronic device is
[ nstr ions for king the payment include a

c@ﬁﬁ? VEEs§ e tted to a transaction processing

syst em £ hatepiohe 1@%%&%@ Qi aﬁ%gosﬁédof t%ﬁamé I®UH08s  wherein

in accordance wth alm 32, rising e step of
t ¢tvenmwm éatromabétenerb i gamnmdapeybebglettﬂmﬁqaalymce is via a telephone
c%}ﬁnkgni c device.34. A nethod in accordance wth
3, wherein the payer el ectronic device includes

Izgout R aisthod Nk aé&r&ahe@ With GCBRA 8% Retdh® the telephone network
confirmation includes the step of requiring user 1 nput

vinelud¢ren inpile telephore negwerkabl e the confirmation to be

erated. .3 hod i.n accord w t.h
OREr o s s o gr e i A o0 OF B Raisi e i herein he step
agPEivingt indituddiofy ifee thalihgt e RaRNt Mddedes ARé Hadi@véle@ronic device
36. A nethod in accordance with C aim 35, wherein the

APV iIdEEIngrIchiens inpludmgra RAYmENt Hheur apdra@eEment idensity of the payee,
pﬁ?ﬁqfangxlnﬁﬁﬁé %@'1ﬁsﬂ%¥6§s%b a transaction processing system.

30. A method in accordance with Claim 29, wherein the instructions are
transmitted directly from the payer electronic device to the transaction processing
system.

31. A method in accordance with Claim 29, wherein the instructions are
transmitted to the transaction processing system via a payee electronic device.

32. A method in accordance with any one of the preceding claims, wherein the
instructions for making the payment include a confirmation transmitted to a transaction
processing system that the payment should proceed.

33. A method in accordance with Claim 32, comprising the step of the

confirmation being generated by the payer electronic device.
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37. A nethod in accordance with Cains 34, 35 or 36,
wherein the payer el ectronic device includes a

waele@ploaop21 and the step of requiring requires tPET/AF2105/000902

to acknow edge via the input nmeans information about
the payment appearing on the désplay. 38. A met hod in

cordance wth any one of ajnmg_32 to Claim3
or i i LA FeCIBRGs VIt gﬂala%éiewla%aedthp M«?rn%l?thc device

3oludds TREHGHednd SRICAE IRPCT g%&ﬁu% %en&o%%nnm ﬁfclhd%gI the step of

encoded information I's a digital 3ignature.
equAGRE iiser apubviddnciapul mbens iy ewabde the cbinfﬁmmtlen emjbm generated.

ai ms,, wh n the infor associ.ated wit
Sayer Phanie T oot dien, T chiR Sy SO (i clanet gpaviring is
i1 eRANEId. by h: appli CHRIoA QeovileEGEME JanGg @ 1eMrbhic @eﬁbén 40,
wherein the account identifier iS provided by t
Payer g omethiodgim ecporiansqciviths (aioy i wheesin . th¢2 application is
cor.danc erein the

TEb I B AR A e s P o e SRET10

\Mer ei A method s acdot A cP it TISIRBAS ¥5 bLBs, SHREES tHdRiyer electronic
ot her .part of the account 10. 43. A net hod in

dlewise inchedss widisplaw anchibg stepy é@%ﬁllﬁng Wéulpi%ﬁrthe 8o duagknowledge via

[ |
e POOVLGES bbb AROGE 8 pESnEA Mol ind Moplay
38e of A h&ﬂmﬂenedcmgandeavm any\b@er sf (Ilaﬁﬂne 32 né QlaRL 3 Rvherein the
about &ﬁ (?e i ncl.udes one or nore applications
iCRR t’r?é‘ g & §BEqdSAINIPERA Nt r ol | i ng t he payer

lsect r r ' .o
EPe. iy e fh Gcd B WIS, YA e hodH Shitpation is
idigital siigngfutehe further step of upl oadi ng to the payer
el.ectroni c _device t one nor e gfp%zl cati ons froma

200 wor . MIRIOUAT BRSNS VidB A5 et {esgrinSos s wherein the

AR RERGLARGat&d @'Etﬁ‘ihe PIRF RicThdbdn AAbREITBEPRr of an account of the
associated with the payér is a confirmation tﬂ at

;payfrrent has occurr ed. 47 A nmethod in accordance with

MG R S KT G —

lpﬁj&ﬁﬂédl’y’y t‘hE phie PN @ihg a4,§rd Sudreishagdedifcagg cor dance with
any one of the preceding clains, wherein the step of

g’ﬁw ng 4 msthoddniaeerydsnse ‘Wﬂkﬂﬁgmt‘}ﬁ)e whayeiretite dcneunidéentifiier is part

be or e&%@?%o&ﬁd‘: ﬁ r ang%(g:sg ﬁfﬁél%sg Itsggtg %efes the other part of
ph®adcdinitd 0.

43. A method in accordance with Claim 42, wherein the part account 10 is
provided by the payer electronic device in encrypted form.

44. A method in accordance with any one of the preceding claims, wherein the
information about the payment includes one or more applications including instructions
for controlling the payer electronic device to provide instructions for making the
payment.

45. A method in accordance with Claim 44, including the further step of uploading
to the payer electronic device the one or more applications from a network.

46. A method in accordance with any one of the preceding claims, wherein the

information associated with the payer is a confirmation that payment has occurred.
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pre-approval instructions to a transaction processing
system 49. A nethod in accordance with any one of the

w@e@emdiong cl ai ns, wherein the payer el ectroni BCHaU2®&/000902

is a portable device. 50. A nmethod in accordance with
CI aim 49, wherein the portabl 65device is a pal mtype

ut e A nmethod in.accordance with C aim49 or
,(m e”; é’?eﬁh%gl HSPIaReS W eones o thegypeadinge¢laigte idierein the

Seformati 496kitd RARGESSyRPindluley e Rfenttl o 1 g;; h/QIn

i ncluding the steps of" a transaction p
ﬁﬁst emA mefwidin agrordrsice withiaoyoné of thﬁ@keca@mg ctaams;mfl’[ereln the step

SR R R Tof Pilkng” RECESrRgT SpuRis Pt diignic devic

bving e Eﬁt%b?@l‘étth@ efeEMlsBdionY@k&Dlace, b idi
%?%%I n gcon?‘)afn‘lrmtl on t hat rﬂ)ta e payntesntltranisP%ac% J provicing

Wé%ﬁpmev dngtaistions3g atmnsmtlmarqcnssmrsmnce with daim

i ncI udes%{leﬁ%t o §‘cc§$i Cgl Vlel ¥'§ n%fgﬁﬁéﬁigéeﬁﬁ}%sﬁa%&hemm the

@Iag@tdlMomodE\ldcees apmw@@@a@e i ncl udi ng paynent
|nforn§t|on ' A nethod in accordance with Claim

éned ‘?dhén pﬁ‘ﬁ%’féﬁlﬁel‘ﬁ%r(ﬁ]ﬁw 4% wheleiidre poyselyersievice is a

aynment identity of the payee. 55. A
Q%)e%% (t:egrdance with Cains 52, 53 or 54, wherein

tSHe st épnethodrinvtetirdacp aytiEdlain dafdr SORhesin the budgse device is a

%ﬂét%g of the transaction processing system
AFIEPRIS: t he payment confirmation to a payee

ghect r qifetAY I0F Eproatl a

one of O a?rrs E?Ze%rg Sm@vﬁ?agﬁgnﬂ 8 s?g‘gprggﬁfi{g%ﬁgf\ggj deps of a
prapsastion quedeassingitsysiom nedeiviies mdtmactsdsmspfomfmﬂhﬁg a payment from a
trans ct| on oceSS| n%;%i/s mtrans ting the paynent

PBNFi ¥ ﬁ%tf(?né?] topddlican o &tWﬁrp t10137plf09@ssmf_; system
RthbEisink DapseR! SRNGS tr‘é’hia!&ﬁ@l ﬁid&sr%fh éﬁ\@t‘éanéIvid (R)ﬁﬁﬁ?latlon that

el ectroni ¢ device includes a displ ay, t he

pheonayenen trenséerhay hesmtauthomised.nat i on i ncl udes provi d| ng

ecofl ontoa ear 0 the a . .
Il?'ect r c?‘nl c&g% lgeacézgr C%Wlﬂboé g%’cg‘#ﬁgﬁﬁ% dhfyi ¥ of 1 receving
Ghstruotidn, invi@Esahé step 6f RAYIVRIY 2 MOskhid Bl Ophy@Selectronic device, the
appearing on the dlsplay is 1n machi ne readable form

afgsagsAngiedipg payrpspt infpeyatione| ect roni ¢ devi ce. 509. A
7Rt hod 4 Qne%l’f%gpfj 3?0%%3\%5 hm% %leﬂr?% V\ﬁergl%l Hle pa%/ment information

machi né" Fead:
includes a payment amount and a payment identity of the payee.

55. A method in accordance with Claims 52, 53 or 54, wherein the step of
providing payment confirmation includes the step of the transaction processing system
transmitting the payment confirmation to a payee electronic device.

56. A method in accordance with any one of Claims 52 to 55, wherein the step of
providing payment confirmation includes the step of the transaction processing system
transmitting the payment confirmation to the payer electronic device.

57. A method in accordance with Claim 56, wherein the payer electronic device
includes a display, and the step of providing the payment confirmation includes

providing the confirmation to appear on the display of the payer electronic device.
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bar code. 60. A nethod in accordance with any one of
Clains 52 to 59, including the further step of

w0 ewejoniory product information fromthe payer PCT/AU2005/000902

el ectronic device, the product information identifying
at | east one product of a payée, -for which paynent is

tq be nade 1. A nethod jin _accordance.wiith C aim6Q, .
el udi‘h BI04 aspordance yuith P%ﬁ@a{?t MORTH Beeraymsgt confirmation as
BéRet SR BRSPS iR SnfheEUChddbd QiR tdndNcah% regﬁéfﬁlea payee

el ectronic device, whereby the payee may provide t
slestiosic devicehe payer. 62. A method in accordance with

et R Sk 5P R ke o i

papeddet |isting including at | east one product of a
payee that may be selected by the payer electronic
$vi ce A Bethod ineedssdnnicn vabooy van o€ Cliime 52iteSPh iecnding the further

inel udi ng. t he st.en of _providin dat abase of produ

1 Pl A o A7 o BRI HiR ot B the product
eafohmaticadidentifyigd bnBastneleUustodgot a3f 4 pasde, EtewRicR Paginedt is to be
a respective payee that may be sel ected by a payer

éaddet r oni ¢ device. 64. A nethod in accordance with any

@1e of LChakigy iﬁzackgrd%gce . Rﬁ'diﬁh{‘@o,t‘ﬁauéihg @ fstep of the transaction

upl oading to the payer electronic’devi ce“an _

po@leksiag systerh ricinsalittigg ithes prodatti Dfianfation ¢e At fa3kd ishgtrbdie device,
er e#ect roni ¢ devi.c rovide the instructions

t
Tehid R E T ﬁmegg_o W RGN accor dance
vt h Caaiiealds id ﬁ@éo‘r'&jdnleg Wil C?:liﬁx{?(f)[)r RIQH] i rlﬂclﬂdiné tP% step of

dat abase i ncludi ng applications having I nstruction
awivediolg goprpéuctdisting tothiepayeviledmnicodgiary ilbeproduct listing including

el S AREL 18 Rl TGR g e RH AL i
FBCOor dangeetiid h absor@iRe SlinClahitbe %n&lﬁdﬁ?' th\gfbgépe b providing a

the instructions for nmaking a payment include a
sletabaseneift produétr bstingh dopuplendiag de tpayer cledewiic devibes, eatte product

TN LR A CFB ool e DR, b RIRS FRTES s by o
massafetubic ddvivet hod in accordance with O aim 67,

\%Q?r e r)& ltnlgt?m?l rllrcl: ggc%?darlggg %v?t eani}f%ng oic'j IC?eiirtn? I52 gc’c|> %Q,ai;ghrlgihg the step of
uploading to the payer electronic device an application including instructions for
controlling the payer electronic device to provide the instructions for making the
payment.

65. A method in accordance with Claim 64, including the step of providing a
database including applications having instructions to control payer electronic devices
to provide instructions for making a payment, for uploading to the payer electronic
devices.

66. A method in accordance with any one of Claims 52 to 65, wherein the
instructions for making a payment include a confirmation from the payer electronic
device that the payment should proceed.

67. A method in accordance with Claim 66, wherein the confirmation is an

encoded message.
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69. A nethod according to Caim&66, 67 or 68, wherein
a generation of the confirmation by the payer

w@b@enowori c devi ce requires actuati on of an i NPUI/ATREAS00902

of the payer electronic device by a user. 70. A nethod
i n accordance with any one-o%7C-ains 66 to 69,

i ncluding the step of the transaciion progcessi .
& st e tpethedrit pRFRFIECPe ot t’r@‘eﬁ%ﬁgﬁe SRecd pessoge is a
(%E%fﬂ“s%faﬁ&e.a confirmation. 71. A nethod in accordance

y

_ ~one of Gaims 52 to 70, wherein the
6NSt r uktinethed facording by Glaisn Gayereer 48 cVifeinpa gsperation of the

St BBt e AoEL U BO8E 08 bl of

E’S‘aﬁ?éﬂs&?&ﬁ@ﬁeﬁ&@%ﬁ%@; i dentifier, and wherein the
ansaction processing systemstores the rest.of the

. h
@&.couna rhefbort inf dceprdgnce Wikl amheNqRydrinTGRRY, inglhdig the step of

identifi.ed when.the tra ' . .
B b SR Sy BT D SARER S e Rk i i
?&.afzenﬁﬁv\%ﬁ%: [ nt zﬁccpr dance with any one of Cains 52
0 72, erein the instructjons for i n a t .
Thel udd mefhod- ppeesrdance ngith (i B7F Og?@ﬁ%{‘gﬁ?o&? M) qherein the
aynent i N .
R s G RS RRHERL M bk RSP RERmaROY
SY.E% L e gASﬁ’l@ﬂlbﬂ Gn fghc&)rdw&e ayifir 6leim§1j whereube ipayrg.acfannt fnformation
met hod i n accordance with, any one .of . O ai 2 ta.7 .
oededsp . PAREIOR 2 1L GETRME 19! ReldgHTgy Rk apgion processine
receiv i y i8S
e A R Y e e
Q@f{tiﬁﬁd Gihah e H2ndaotidi8 proskesingi systeherdcpizes thetnashen frgm t)fle payer
maki ng a paynment are received indirectly via a payee
@ieégf’%ﬁf%w%lev! ce froma transmi ssion tg t he paSeg
2‘3?“ I QNI Gt BRY iif Cachdrdhit® RAKEhnyelbas tafotlLme6Yiw0e72,7&herein the
method in accordance with any one of Caims 52 to .
gﬂstmmmsefon mdingoapeymentdoelndmp preteppreal iiBstaicheR.tRigRRProvIng a
evice. 77 . .A nethod.in cordance. w 1 h- ' .
e TS0 PR AR5 By By e s
ﬁoce&iﬂgﬁ,ﬁ% h@ﬂﬁ%%ﬁ%ﬁﬁo%n’ghnﬁuaﬁms% or 77,

erein the portable device is a nobile_ tel ephon
74. A method in accordance with any one of Claims 58 to ?3, wherein the

instructions for making a payment are received directly from a transmission from a
payer electronic device.

75. A method in accordance with any one of Claims 52 to 73, wherein the
instructions for making a payment are received indirectly via a payee electronic device
from a transmission to the payee electronic device by the payer electronic device.

76. A method in accordance with any one of Claims 52 to 74, wherein the payer
electronic device is a portable device.

77. A method in accordance with Claim 76, wherein the portable device is a
palm-type computer.

78. A method in accordance with Claim 76 or 77, wherein the portable device is a
mobile telephone.

79. An apparatus for facilitating a payment transaction from a payer to a payee,

comprising a payer electronic device associated with the payer, the payer electronic
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payer el ectronicdevice including paynent information
recei ving neans for receivingéBnformati on about the

ment nd paynent _instructi.ng means for givin .
f@%ﬁw efafihiuﬁ%p%e%e%kﬁo BT epYRE RCANB T rﬁﬂgﬂsgél%a{m@m about
Ithe ?ﬁﬁﬁérﬂ?ﬁﬁ@ \?%ﬁl@ntqlﬁ@rﬁ@t&% m¥AR" Bt TiviRe iR@NRfions for making the

el eCtronic devite I ncludes paynent processing nmeans
whyaoknt. s arranged to recogni se paynent infornmation.

e oo EPRER B et G0 VB Gl A3 BB pey ¥ Bl cevie
3hEIRNGE Pafifet ORI cBlifs ImeRRS AaARCH Nie| ufthi@dPay "RRbgnise payment

i nformation, and tranSm ssion nmeans for transmtting
tihrmeldyage to a transacti on processing system 82. An

par atyus_in_accordance W {. ai h8 ' h . .
A rentA T anear R PoCRRR b ClfaThotbeliEhEb b SRerggpic devie
dRsladat diessaaimC Gada Ngeandkd htoCf@hitildle 1a qhessh@ fhddding payment
wherein the paynent information includes an identity

opfoampiiesd irnd. trgapmipgion, gaape o tpsngéing: Heneiessage Ho 4 transaction

L. or 83, wherein the paynent information
Sﬁ%eugldgés}é&%%ynent identity of the payee, whereby to
fegci | i tad epadnsud irmasaedanod withaCless B howhstsinethe payment information
processi ng the paynent to an account of the payee. 85.
ARclEfisA RISt #19%or dance with any one of C ains 19

BSI?SS_SA" Mﬁ}gﬁlrﬁué ﬁ?a&%i/cgﬁitc&;{x?ﬁt@lﬁﬁﬁjl 81 QIGR $NGHHASS 1% payment

play a S arrange I splay paynent
i infoomagion malud86an Wentypdagpredici.n accor dance wi th any

one of Clains 79 .to 85, wheregjn.the_ jnfor i on aboyt
HE oL A AePies dncetormiee Liteh LA S SPeRR’ Heepayment
PRYRMaBSE Ghé1RAdC ad?é’}jrﬁ&lt | faehttglest a itpﬁ?éét, WER [ to A%cilitate the

enabling the user to vary the paynment anount.
AppEacion ProagsAg siystkan procedsing thepaysrent &f arGiegpwiy of thet payce.

8 wherein the i.nfornmation out the nent,.incl udes .
FbduC AR PRI BricEarh TR o ert GRS (9 it Wierein the
| g5t i didcBonicaevibs EnBladey aeliRplakOME iflesi#mBed N6l Ry payment
selection nmeans for selecting at |east one product

i génmiatipmr for transmission to a payee.

86. An apparatus in accordance with any one of Claims 79 to 85, wherein the
information about the payment includes a payment amount, and wherein the payer
electronic device includes an input means enabling the user to vary the payment
amount.

87. An apparatus in accordance with any one of Claims 79 to 86, wherein the
information about the payment includes product information including at least one
product identifier, and the payer electronic device includes selection means for selecting
at least one product identifier for transmission to a payee.

88. An apparatus in accordance with Claim 87, wherein the product information is
in the form of a listing including a plurality of product identifiers from which the payer

electronic device may select.



88. An apparatus in accordance with Claim 87, wherein
the product information is in the formof a listing
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whi ch the payer electronic device may sel ect.89. An
apparatus in accordance with @9°ai-m 87 or C ai m 88,

rein,the er. el ect.roni c.devi ce, .S
e S aPpRaNSin FRPhiR PR Ctst A hBEEE whiein the payer
t dlectivhtddissice i8faptaiBdd t@rhpl&dﬁﬁég}oﬂﬁbﬁmf&ﬁlauﬁﬂ filpP aldafabSse where
in accordance with any one of ains 79 to 89, wherein
t‘lhép}’%l}létrm@r@@tl?@wwcyaﬂ@\l@ ce includes readi ng neans

angeg t 0 bout th fr
.2 aBp A g RO R0, ool BAMRTY b B herein e

Ghaenel8@roni dswedichled a@aingane@waﬁengal @neapinfediin about the
readable devi ce and .t he readi ng neans includes an

d?ﬁYFTE’ﬁF fromaRassivedevighy apparatus in accordance with

2l m 9, g t%‘s nntaE&)r Bk Gt &1&&?%3%%&?‘(% askﬁze gexiice is an
barcode ap ara us in accordahce wth
oasptfahﬂiy raa@shle dbneceamm tha ecadmgdheags ircaries anoptick seader

BT e 40 ey Potidpuics Ry CLg: ddkFn B2 opticaly readable
aidaRged phiRodiglentify a passive device as providing
i nformati on about the paynent. 95. An apparatus in

a%% or dahwe @epparttus ampcamdangt vathaCiwm?d ¢roChim R hwhpayrethe reading
el ectr.o devi ce further including comrunication
ﬁ@ﬁﬁ?‘ $V%ﬁ§%@n18‘connunlcate with a payee el ectronic
deyi ce. AR GppA¥atud AR adcBbdandeNwak K IGHRC 88 CMiknR 9¢ i 98, Yherein the
wherei n the comuni cati on neans includes neans
eisa®ing mgean@ tnaranead ito iloptify aphotisl dexicedsqyevidimgunfokmation about
tée appar at us in accordance with daim95 or Caim
PERR payer el ectronic device including an access
des/i ce anrappaethst i pEydbiee iwitoaiRtdenot Tliike 79a¥L94, the payer
el ectronic device to enabl e comunjcation between the
pelg@eoni devipe ffithalcippludingneprumanipaticsr meprsc prdigied to communicate
8 tus in accordance with Caim 97,

\?\ﬁﬁhg%ay%héed?éggés)&s%@ gw ce is a smart card. 99. An
appar atAs dppagtsoird aserdmiced vl Chady 98 whkairnts communication

wherei.n the access
means includes means enabling communication via a local wireless network.
97. An apparatus in accordance with Claim 95 or Claim 96, the payer electronic
device including an access device arranged to provide information to the payee
electronic device to enable communication between the payee electronic device and the

payer electronic device.

98. An apparatus in accordance with Claim 97, wherein the access device is a
smart card.
99. An apparatus in accordance with Claim 97 or Claim 98, wherein the access

device is integral with the payer electronic device.

100. An apparatus in accordance with any one of Claims 95 to 99, wherein the
payer electronic device includes transmission means for transmitting the instructions for
making the payment to a transaction processing system, the transmission means being

arranged to transmit the instructions via the payee electronic device.
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100. An apparatus in accordance with any one of C ains
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transm ssion nmeans for transmtting the instructions
for making the paynent to a-t¥@nsaction processing

system, the transm SSi Qn nea bei ng arranged .t

tﬁ/)i'nsm"Atn FPRATIHS AR &eP?famva e %‘%’ygg c’g‘iﬂ%'f?]l? o%’l £00, the payer
deireRic 1@kice RoRBRSHA Mfhotd) ARS8l GReatist Rraippd abetrafsmit the
Cainms 79 to 100, thé payer el ectronic device

dostpictiensgr makimgdhe paymeam o3 GINSAKRPTAGSHAY SYFieny, ,
transmit_ the instructions ' 0 e
HP3ns act St bR RS f, CTRSL 101 WIS BRI U nfhsmission

3p&RE thaessMifidt delanben tbQlansinh elicedignalleia emaliile telephone network.
transm ssion nmeans Is a transmtter arranged to

t103ns mAn epraraiig im pecojdance Withame obe PE SHYAE /Aelonkfik wherein the

103. S| I: e, W ' .
0% 80P feRlndint BaRFAR HHAREER Wl B PA Binsaction
RRYERihg kystdrl deat gheopuytdentreiontinprocaads and thegayment instructing means
transacti gn processing systemthat the paynent should
phejades eonHHpati O S AN TICARES w@teif%@lgﬁ%g rﬁef%tl% es

Al I T Ry !agﬁargﬁlgjlﬁ%eﬂaﬂ&a%hf @12 808! HHeRSn tthe payer electronic
confirmati on. : apparatus I n accordance wth

QAeaioe ihOadesninpneimeand) enp aiger inpueotar tei iopatemieans is required for the
i ncl.udes input .means, and user,._ i ﬁﬁﬁi v{.a t he i nput

rROBHENFLOT, gaehaHay meaps oresnalehy FEYBH S ner at i on

MRANS (0n gz?@%fa%ise ri]ﬁ hg.coRRhéd ARt QMlaint @04, AVheAdPahat éSafirmation

in accordance with daim 104, wherein the confirmation

gEEneration oreansiansiplesented|parismrevhglyrtyl frowaehol |y by

firmware. 106. An _apparatus.if, ac da | s
4 or % apeiras I aREROTR PAG GfRiO8 PR & bl e paver
| N&diioARSIH i 5L AMEplh end MRidohfilthitivh @aa@riad helns requires the
means requires the user to acknow edge via the input

msento ackhowiedes gie Hisdnputtmeans ayfrentionypest thepaymenthppearing on

display. in order. for | a confirmation.

165 .%lsﬂﬁya‘&poég?{?fﬁ"s“ift%g%l@%%ér cHRIELAOE & C0T) 104, 105 or

106, Whgh ehgpatdies GRNAdchriahdeowiflerClniat 104) teang 166, wherein the
arranged to generate a confirmation in the form of.
erraSIBEtiom EeneRgiianomeans (s aARswHhioageete iForiEpFpanRghe form of

V\ér}cg %ﬁ!&[ﬂnjaﬂ o wherein the encoded information is a

di glfla St gnature. 109. An apparatus in accordance

Wi aninapparafis G acosedane with XT8im § 078 vidsyein tied exbdahinformation
devi ce i ncludi ng storage neans arranged to store at

| B digitp SIZBMYIS: cat i on

109.  An apparatus in accordance with any one of Claims 79 to 108, the payer

electronic device including storage means arranged to store at least one application
including instructions for controlling the payment instructing means to give instructions
for making the payment.

110.  An apparatus in accordance with Claim 109, the payer electronic device being
arranged to upload the at least one application from a database.

111.  An apparatus in accordance with any one of Claims 74 to 110, wherein the
instructions for making the payment include an account identifier, identifying an

account of the payer.
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109, the payer electronic device being arranged to

upl oad the at | east one appki zatron from a dat abase.

111. An apparatus in accordance w th any one of C ains )
742t 0 Y¥b 2ORGERETH a@ffgdwgtw%tqlaﬁgﬂrlor _lmlrlﬁge 3fgount identifier
RAMHERa %&ﬁbﬁ 4% AR BcaRHP gﬁlﬁlbér‘,j i Wwhein a tARIbY gﬂﬁe@'ﬂlg system
account of the payer.112. An apparatus in accordance

\stdres Gk ather podionwifidresdcootrit aumbeount i denti fi er

HSnsact GRLABTYS S8 efongtyd vafh B PRE oF inleiBrl otk pfrein the
\‘/imflsttfhd&ﬁoﬁ’scﬁ)? R %ﬁyméﬂtgnclﬂbsahﬁﬁéfaﬁfn‘&%ﬂ, tﬁ%tgﬁﬁﬁﬁéj piMafent for a

any one of Cains 79 to 112," wherei

isubsaquentipepmentdransadtiong t he payment includes a

r.e-appyoyal , authorisi.n aynent for a .subsequent .
G ranta t Faeefih droceRing FRHPE ton dEpediolpl of clbffigt wansaction,
SHEhein: f Suynithe GefRcAch ReRANHE Micaht ARBALE € redefel Hdiri@ions for
payment instruction receiving neans arran%ed to ] )
madeng & faysepiuEemonBayenio @Ry fonp a pardt cleqtiomicadqyigpeassociated
t.o. Lec i ' '
R ugnd P A R oA (6 ARG AR AR B ffhds from o
ulyBoddcainitgo bpapsfetowt. funds from a payer account to

a payee account. 115. A transaction processing system
i H5ac c ot dBARSECHA: PIRYeEsiRg SYStey (4 ¢ 36PTdaBeR) BT (fgfaim 114, further
3 1
D R A S b R
1%, whersgtamt imeaquandareet withnClainrad 5,owheremnthei mmyment confirmation
arranged to transmt ment conf.irmation to a gyee . .
gironic device

pa P
PeXE r GniEnge iteeﬁ%f@%tc%/’%ﬂfr’é‘aﬁvﬁoﬁlﬁnflﬁtéo%é? éePaYFETC
s)sdemd WithG %gg_ce with Claim115 or Caim 116,
wherein the %é{:)lé nt confirmation neans is arranged to
t¥lAnsniA systymemt accondfneenwith dfainol ther Gdgier 116, edercomile payment
devi.ce. .118. A systemi E ﬁ)ciror dance with Caim]117, ih
WIRBEERAHQH, dOgs oF  BFRREET ol FARRIT CRAYIHEY u‘ifé’iamﬁa“"n to the payer
dd1SdtoRYo did. t he paynment confirmation neans provides
the paynent confirmation to appear on the display of )
t He. paysysicecinrasadrdareievwite Clainol 174 vdipesie the payer electronic device

%ﬁg@ﬁ?ﬁg‘f I“ca'ibs\ﬁatgg a%]da.hrg %)%}gmen\%hgorn%inr‘}laﬁgr? Igg%rsrelgrtovides the payment

confirmation to appear on the display of the payer electronic device.

119. A system in accordance with Claim 118, wherein the payment confirmation as
appearing on the display is in machine readable form, and can be read by a payee
electronic device.

120. A system in accordance with Claim 119, wherein the machine readable form is
barcode.

121. A system in accordance with any one of Claims 114 to 120, the system further
including product information receiving means for receiving product information from
the payer electronic device, the product information identifying at least one product of a

payee, for which payment is to be made.
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appearing on the display is in machi ne readable form
and can be read by a payee el ectronic device. 120. A

W@ ®bemoen accordance with Caim 119, wherei n PEIBEAU2005/000902

machi ne readable formis barcode. 121 . A systemin

accordance with any one of € aknms 114 to 120, the

system further. i ncludi ng.product jnformation receivin .
ns forYSiERdpgf aﬁlﬁ%gﬁt@t&ﬁw I AR REPdygh ipformation

S BEMIRINC nfeN 5 trhfifniRf@Oe! ﬂoﬂﬁ&r'ﬂﬁ{hﬁ Aot b i

at | east one produgt 0 ﬁ)i:";l%payerc)a, for1 |c;io%g§?e:ﬁ)tw%egglecmmc

tdevive, wherebll 12 papeesmay provide the produetric ¢hepaybr. G ai m 121,

ridins. TPTFERR AreeRIsRES T ot DL of o IR it databaso of
ARY@Rt Qisﬁﬁ%&f Y Geitlg \UnaBged\REERINe LpRadiRY &F PBduc1BMAL 0 payer

the product to the payer. 123. A systentin accordance
villeatrogicadevices, eash product flighing éncluding atdleas) enedprodirdod aofespective

istings.a bei n rranged to enabl e

Pf{)a&g%gllta#@ag%e 5%8%}5(%}’??@(6? ﬁ%g{r%lg §8‘{}8?- el ectronic
didi cesA spaah ipaadutice wWithiany ohoef atiing 184 td £85 furfReincluding a
product of a respective payee that may be sel ected by
Hatpbass indluding ore ©r dagiecappliegtipns Anelpdingrinktiuciions tel znnieol payer

i ] j . rther includi a
oA AR AU TR Sl PRttt Salghe to e
| paytr eledtromitsddvicesont r ol payer el ectronic devices to

provide instructions_for nmaking a paynent, for ]
u{%%adi{hgsyﬁfsmt Hbaﬁcggi@n?%l‘gzh P8R edel Ckadws 11450 184, wherein the
TR Lr L AR ANe B il ANARS bt AR thd Baver clectroni
i deviogdhatghapayorehni shoatd mocdadom t he payer el ectronic

i hat th t sh . . 126. A t L.
fcooh ditee i RoEar DL R RS HOEHE: Bisr o RBERGh s in an
| éncbdedma 6 ARy hiefThatgesthems 3{0247 &H&Aaigg tHedBsrITREAS

for decoding the instructions. stemin

addor dahepstevntin agiosdamcd dith Gikien 26, whiveein tlocteddddoformiis a digital

asidia%iﬁt al signature. 128. A systemin accordance wth

an@’o 8‘_ of Clainms 114 to 127, wherein the instructions

f1oR. maka ngstehe il aydiRdbinct RELH ARy RAMESS BEERANMT4 to 127, wherein the

i nformation, including a portion of an account _

ilgERctippe for making Hhe Ppwneth ibode @aywomsoingi infpranation, including a
ing.the-re f the account identifi SO .

R BE o Bl o B, B PR FRFE BomPRNhE b i storing

the rest of the account identifier so that the payer account can be identified.

129. A system in accordance with any one Claims 114 to 128, further including a
pre-approval database storing pre-approval instructions, pre-approving a payment which
is subsequently to take place.

130.  An apparatus for facilitating processing of a transaction, comprising a payee
electronic device arranged for communication with a transaction processing system in
accordance with any one of Claims 114 to 129.

131.  An apparatus in accordance with Claim 130 being arranged to receive product
information identifying at least one product.

132.  An apparatus in accordance with Claim 131, comprising means for printing the

product listing.
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129. A systemin accordance with any one Clainms 114 to
128, further including a pre-approval database storing

w@e@eappeoval instructions, pre-approving a paRCEAU2005/000902

whi ch is subsequently to take place. 130. An apparatus
for facilitating processi ng-off3a-transacti on,
' ed for

T A st n R thpris R 6 4HEHEIF ShAsPBIsBE MG a8y S6eAf Clfims 79 to
S QF SARGE W dcRordRyeeORRh oefntyﬁ)% tHaj éég Qo 189, ahdlm égaaratus in

apparatus i n accordance w aim bei ng’ arr ang
tascordamiewdtipayouetofiGidiosidoitoh32.dent i fyi ng at | east

t.. 132, t in accordance wt
T TR
| dl Eetriofiie- &&ﬁeesﬁvﬁié%éb@r”’tfféoﬂﬁfegélélﬁroﬁ%ﬁf’sgé’ésaﬁxlé§ defbct one or more

accordance with any one of ai s 99, a system

imodustofigan dhe wradnctahistingse fa@l wansmission tw alpyee andfitarthe product
ratus in accordance with any one of Clains 130 to

%%%_?esﬁm_ A dat abase including a plurality of product

1138t | ngs passhiel dbice bEidg apai@dd t6/beeéddaplebydedyeiSectronic device for
wher.eby the payer el ectronic devices nay select one or-
refilitapg d paymenttemsachianpr oduct |istings, for

t2@nsm §Si - odyct. request . c .
P58 BT iy T RAKRRRS Wity CLalE AR5 BHG ki B8R gice i o
dapayd el ectronic device for facilitating a paynent

transaction. 136, An apparatus_in accordance with )
ddi m YSBAPRAFREIRRoppdanssthy Elaimdd ori(daim b, whiserin the passive
& e RRRRE IR hOpRGEAL (7 DAL SRl Pedhilcrice fp process
iagaymeat.i on for enabling the payer el ectronic device

R oS GrisBRY B Bichicngs vl AR oo sl 3 e hercin the
RVt AN HARReR 2 PROIE list 1idling bt §E%t e ?&odu%’ca?&r s%ﬂ:gtion by the

f
product for selection by the payer el ectronic device.
TR9er edectugpisatesiices i n accordance with O aim 135 or 136,

e e e ST B IS8 P i e pssiv dvi
9k eabsiant tviteyproudt@nd dfdviddsahBrRatidnPhas8ld PPayePblectronic device
F%g %gz?l?tgte%ftr;nge?ctigg %grupcatyhlent of the product.

140.  An apparatus in accordance with Claim 139, wherein the passive device is
affixed to the product or the product packaging.

141.  An apparatus in accordance with any one of Claims 135 to 138, wherein the
passive device is part of a menu in a restaurant or café.

142. An apparatus in accordance with any one of Claims 135 to 140, wherein the
passive device includes information identifying an application for the payer electronic
device to utilise in order to facilitate a payment transaction.

143. A passive device including information identifying an application for an
electronic device to utilise to process information associated with the passive device.
144.  An apparatus in accordance with Claim 143, wherein the passive device is a
bar code.

145. A computer program including instructions for controlling a computing device

to implement a method in accordance with any one of Claims 1 to 51.
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140. An apparatus in accordance with C ai m 139,
wherein the passive device is affixed to the product

w@eroobheoopr oduct packagi ng. 141. An apparat us iPCT/AU2005/000902

accordance with any one of Clains 135 to 138, wherein

t he passive device is part ef 7a menu in a restaurant

or, cafe, 142. An apparatus in accordance with any one

000 aiftmsomBBier seadable mpdipmy proviiing, 3 Compuicy gfpgr@m n accordance
Ivied cggs 148f or mati on identifying an application for

the payer electronic device to utilise in order to

fl4di | i tAatemputpopnognain prosisaginsoactiond for cAnpraldisg weomputing device

) Focl udingint i dent i fvi
O SabReh AP LSS S AT, o .
AI8Ces A |cﬁﬁl9ﬁiﬁnﬁ&ééaﬁb1%51§9dihﬁlt Fdvidind) a tdgpRRS Sﬂrécfﬁgxin n%n accordance

device. 144. apparatus in accordance wth
wth Clgirerldin t he passive device is a bar code. 145. A

ut e ogr i ncl udi i nstructions far. .
dont r of F iR st g fidie Bplicstions B meReing Uetmupf wilising
ipassiee aded@i3C encidiflg aimYora€ioR idehBfyily khé OloedtickfGof Ahe sofiware
conEuter readabl e nedi um provi di ng a conput er program
i98b

eatioPduteading the ifoamnption® a usey device gwrg mtibising tlagynsemdevice to
] e ' rolling a conputing
e3¥%gk$%mFﬁ%%%#§%%Qgiﬂégﬁﬁﬁﬁg% accordance w th any

dise. of Cheihwd b Brdagisit; a Jutlie, AngRIFMLE tBE stéﬁ@@fghbﬁding information

nediun1prq¥fdin a conmputer programin accordance with

&P & hyel Anobile phong whieh, dpflicates| thgmasitieg ofcF tsgirwithin the queue and
y . bl . ¢ i lising a

g@g ét:u%(aeﬁlg evi c e&{&ﬁ%ﬁ llt}g!l Lﬁg“ﬁ%? 181?5%&%? fh%rﬁlul ellr?%) ?%Syi ng the

| ocation of the software application, uploading the

information to a user device, and utilising the user

device to obtain the application froma renote

| ocation. 150. A nmethod or organi sing a queue,

conprising the steps of providing information to a

user nobil e phone which indicates the position of a

user within the queue and updating the information as

the users position in the queue noves.



