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PATENT | NTERNET MAI L DELI VERY AGENT W TH AUTOMATI C2EhGHBNG 2 888-6
OF FI LE ATTACHVENTS BACKGROUND OF THE EM?E@I&I Techni cal
Field This invention relates generally to informaliOn défrwvety in
a conputer network. More particularly, the I nvention relates to

techni.ques for removing MME (Ml tipurpose Internet Mail Extension) and
other attachnents frome-mil nessages and posting those attachnments to
a location that is accessible by target pargxgai |l recipients. Descri ption
of the Related Art E-mai | has become the communication nmet hod of

choice  throughpuimbier Rrsi o5 AR ARENE W TeS Atoralte cOeaekidhG
OF FIiaE ATTACHMENTS
'BACKGROUND OF THE- INVENTION

Teqhniégl Field

This invention relates generally to information
delivery in a computer network. More particularly, the
invention relates to techniques for removing MIME
(Multipurpose Internet Mail Extension) and other
attachments from e-mail messages and posting those
attachments to a location that is accessible by target
e-mail recipients.
Description of the Related Art

E;mail has become the communication method of choice
throughout the business world as well as for the general
public. In a typical enterprise environment, a mail server
(such as UNIX SendMail) has a local mail delivery agent

(typically ../bin/mail on UNIX systems) that stores an

-



pubkic. In a typical enterprise environnent, a mail server (such as UNI X
SendMai |) has a local mail delivery agent (typically .../bin/mail on UN X
systens) that stores an - 2- '
PATENT incoming e-mail on a local file systemand delivers it to an end
user via POP, I MAP or a command |ine program Such agents only provide

t he, basic functionality of |ogging in aqze-nail nmessage and copying that

message to a client machi ne's mail spool* Oten, a typical e-mail

nmessage i ncludes an attachnent i n thephgremrof a | arge binary file,
usually in a MM type format such as a sound or novie clip. These |arge

e-mail  fil gn@d@ﬁwﬁan esmentlocLRUSE A SYTRES 0 Heltliviild 185 to
an end user via POP, IMAP or a command line prqéram. Such
agents only provide the basic functionality of logging in
an e—méil message and copying that message to a client
machine's mail spool.

Often, a typical e-mail message includes an attachment
in the form of a large binary file, usually in a MIME type
format such as a sound or movie clip. These large e;mail
file attachments frequently cause a number of difficulties
upon their receipt at the mail server. Thus, for example,
if the e-mail message is addressed to a large number of
recipients, the local delivery agent merely inserts a copy
of the file into the mailbox of each recipient. This
process consumes a significant amount of storage, which is

wasteful and causes a significant burden on the file

One attempt to zddress this preblem is described in



upon their receipt at the mail server. Thus, for exanple, if the e-mai
nmessage is addressed to a | arge nunber of reci pients, the local delivery
agent nerely inserts a copy of the file into the nmail box of each '
reci pi ent. Thi s process consunmes a significant amount of storage, which
i's wast eful and causes a significant burden on the file system

One .,attenpt to address this problem is degcribed in .
-3- PATENT U.S. Patent No. 5,781,901 to Kuzna.
In this patent, the e-mail attachments EAZENSt delivered to intended
recipients. Rather, a sender that desires to transmts an e-mail posts the
attacﬂnent tcmfstyﬁatgmmv@b.tﬁaﬂ8ﬂ590élaDiKGBWaLocén tbisheakerterthghe
attachnment incl udes uni.que . ne rk -ad e.se .hen requests an
e-nail.optioﬁaﬁq t%%gﬁgg|%&t§n%g%wﬁ8%t§é§§g$5§?dé§ ggg%ﬂ%?§Urabﬂe e-mai |
page to the sendesidnts.espathertoat sendequebat Fheizeadte thenssupplies a

message’ and URL pointer in an, HTM.-based \ page_$.h I.S..S to.the
recipient. 1Tﬁ9l§%@ﬁﬁﬁ ﬁF?QPotpﬁegkﬁﬁ 53e3§?§8r§ aaérgég&é?hgﬂ%gcf%ient may
then retrieverd her Bidlachidl hy the server. The attachment includes

a unique network address. The sender then requests an

[\}]

e-mail bption from the recipient, who then provides
configurable e-mail page to the sender in response to the
request. The sender then supplies a message and URL
pointer in an HTML-based web page that is sent to the
recipient. The URL points to the uhique network address.
The recipient may then retrieve the attachment by
navigating to the URL.

While the technique described in Kuzma obviates

transmission and storage of multiple e—maii attachments,
the technique has several disadvant%ges. In the first
instance, a dedicated server must be positioned to store
the attachments, and this server must be located
relatively 1ocai to the senders to avoid unnecessary
network traffic while storing the file attachments.
Further, the technique requires that the sender must
first browse via a web browser on a home ?age or otner

/

web site of the recipient and then select z “send e-maill’



navi-gating to the URL." Wil e the techni que described in Kuznma obvi at es
transm ssion and storage of nultiple e-mail attachnents, t he techni que
has several disadvantages. in the first instance, a dedicated server nust
be positioned to store the attachnents, and this server nust be | ocated
relatively local to the senders to avoid unnecessary network traffic
while storing the file attachnents. Further, the technique requires that
t he "sender nust first browse via a web browser on a honme page or ot her
web site of the recipient and then sel eRAZENBend e- nai

PATENT option that nust be available fromthe recipient's hone page. |f
t he ‘reci pi ent odoesnnbhaprovsdebs hiwae Clapals |f4gm the recipient’s home

page. If the gecipient does not provide this capability,
the attacﬁment—by—reference e-mail system described in '
Kuzma éannot be implemented. Moreover, to use the Kuzma
system, the sender must meke conscious choice to take
advantage of the functionality. Thus, the techniqué
cannot be implemented transparently to the sender, which
is disadvantageous.

There remains a need in the art to provide a technique
that may be implemented within existing SMTP-based
client-server configurations and that obviates storage of
multiple copies of e-mail file attachments. This invention

solves this problem.



t he attachnent-by-reference e-mail systemdescribed in

Kuzma cannot be

i pl emrent ed. Moreover, to use the Kuzma  system the sender nust nake
consci ous choice to take advant age of the functionality. Thus, the

t echni que cannot be inplenmented transparently to the sender, which S
di sadvant ageous. There remains a need in the art to provide a

t echpi que that may be inplenmented w thin_gxisting SMIP-based

client-server confi gurations and that obvi ates storage of

mul ti pl e copies

of e-mail file attachnments. This inventiBATENEo| ves this problem

- 5. PATENT
SUMVARY OF THE | NVENTI ON  BRIEF SUMMARY OF THE INVENTION

BRI EF

According to the present invention, e-mail messages are scanned for
MIME or 6ther forms of file attachments. Such attachments are selectivély
stripped from the messages and cached in an accessible location. If desired,
the attachment may be compressed prior to storage. A reference (e.g., a link)
to the attachment and the location is then substituted in the original e-mail,
which is then forwarded to the intended recipient. When the recipient desires
tp obtain the attachment,' he or she selects the reference, preferably from a
browser or other rendering engine. The attachment is then decompressed as
necessary and served to the recipient.

Thus, when an e-mail having a large ﬁlé attachment is delivered to
multiple recipients within (or without) an enterprise, preferably only one copy of
the file attachment is maintained in the accessible location. This technique
substantially reduces the amount of file system storage required when the

same attachment is directed to multiple recipients.



Accbr di nMg to the present invention, e-hmil ‘messages are scanned for M ME
or-other forns of file attachnents. Such attachnents are selectively
stripped fromthe messages and cached in an accessible location. |f

desired, the attachnent may be conpressed prior to storage. A reference
(e.qg., aIink) to the attachnment and the location is then substituted in
the ariginal e-mail, which is then forwarfed to the intended reci pi ent .

Wien the recipient desires to obtain thgm¥@achment, he or she selects
the reference, preferably froma browser or other rendering engine. The

attachrent i s then SRe0uRYPShe AR RFSSRRAA AR SELYER S Beldpinect Pl ent.

Thus, when an e-nail I S I ve ed
mul tiple recipi ents within (or W|thout) an enterprise, preferably onIy one

Thr s techni quevheGele it Brg Tal it EaaE ThBu BRTHF NS RER E0br age
requi red when the sane attachrrent Is directed to nulti pI e recipients.
depend on the number of recipients for the message having the file
attachment, the size of the file attachment, the MIME-type of the file
attachment, a given preference for certain types of attachments, a keyword
identified in the subject reference of the attachment, the subject of the
attachment, or some other policy. If desired, the policy may be customized on
a per-user or per-user group basis,
In one preferred embodiment, the inventive method is implemented as
a computer program, e.g., as an Internet m;ail delivery agent, in a mail server.
This functionality may be a standalone deliv-ery agent or an add-on to an
- existing server program.
The foregoing has outlined some of the more pertinent objects and
features of the present invention. These objects should be construed to be

merely illustrative of some of the more prominent features and applications of

the invention. Many other beneficial results can be attained by applying the



-6- . - _ . PATENT ‘Preferably, an

adm ni strator-controlled policy is used to determ ne whet her a given
attachnment is cached. Thus, for exanple, the policy may depend on the
number of recipients for the message having the file attachnment, the size
of the file attachnment, the M ME-type of tﬁg file attachnment, a given
preference for certain types of attachnents, a keyword identified in the
subjstect reference of the attachnment, thepsTHEct of the attachnent, or

sone other policy. If desired, the policy may be custom zed.o gr - user .

or per-user group basis. . if rleﬂtR\aﬁnéréifmodﬁyingmf@,mv%mr?aﬁ\@\B

i nventive net tﬂgcuoisedill’rt‘latﬁlné‘ls?ﬁr\‘ﬂé‘dj 5% a conputer program e.g., as an

Internet mail delivery agent, in a nail server. Thi s fun_ctiq(}galei ty may be
program

a standal one delivery agent or a - taﬁdaﬁfulleleam\cmrsﬁ@@dg‘ér
The foregoi ng Jagrised.| Aceerdswhe o&e%?o%éw%re pertinent objects and

features. of the present invention. These objects should be cons,tr%?g‘eto be

preferred Embodiment.



merely iFlustrative of some of the nore prominent features and applications

of + the invention. Many ot her beneficial results can be attained by

appl yi-ng the ' - T-

PATENT  disclosed invention in a different nmanner or nodifying the

I nvention as wll be described. Accordfingly, other objects and a fuller

under gt andi ng of the i nvention may be had 8y referring to the foll ow ng
Det ai | ed Description of the Preferred E Lent .
-8 - W BRI EF

FESC';LZL%\' O THE DRAN MCSerier DEscrIFTION OPTRESRRViiNGEder standi ng of

For a more complete understanding of the present invention and the
advantaées thereof, reference should be made to the following Detailed
Description taken in connection with the accompanying drawings in which:

Figure 1 is a representative SMTP-based client-server system in which
the present invention is implemented;

Figure 2 is a block diagram of the basic operating processes of the
Internet mail delivery agent program of the present invention;

Figure 3 is a flowchart of the basic operation of the inventive delivery
agent;

Figure 4 is an illustration of an e-mail before it is processed by the
delivery aéent;

Figure & is an illustration of the e-mail of Figure 4 after it is processed
by the delivery agent to remove and cache the e-mail attachment;

Figure 6 is a flowchart of a preferred policy routine of the present



advant ag€'s t hereof, reference should be-nmade to the follow ng Det ai | ed
Description taken in coennection with the-acconpanying drawi ngs i n which:
Figure 1 is a representative SMIP-based client-server systemin which t he

present invention is inplemented; Figure 2 is a bl ock diagram of

t he basic operating processes of the | ntg¢rnet mail delivery agent program
of the present invention; Figure 3 is a flowhart of the basic
operation of the inventive delivery aHARENT Figure 4 is an

illustration of an e-nmail before it is processed by the delivery agent;
Figure 5 is jamenfidystration of the e-mail of Figure 4 after it is processed
by the delivery agent to renove and cache the e-nmail attachnent;

Figure 6 is a flowhart of a preferred policy routine of the present

-9- Figure 7 is a representative uséttieNace by which an administrator
may define a caching policy according to the present invention; and
Figure 8 is a flowchart of a routine that is implemented when a given

recipient desires to retrieve a stored file attachment.

DETAILED DE$CRIPT|ON OF THE PREFERRED EMBODIMENT
A known Internet client-server system is implementéd is illustrated in

Figure 1. In this system, a set of client machines 10a-10n are connected
behind a network firewall 12 within an enterprise environment. Each client
machine has the capability of connecting to a set of web servers 14a-14n over
network 16 in a known manner. Network 16 typically includes other servers
for control of domain name resolution, routing and other control functions.
The network 16 is the Internet, an intranet, or any other known network. To
this end, each client typically includes a suite of programs that enable a user

of the client to obtain known Internet services including one-to-one messagirz



i nventi on,
adm i strator

i nvention; and Figure 8 is a flowhart of a routine that

i npl ement ed when a gi ven

at't achnent . DETAI LED DESCRI PTI ON OF THE PREFERRED ENMBCDI
A known Internet client-server systemis inplenented is illustrated in
Figure 1. In this system a set of cli€® machi nes 10a-10n are connected

behi nd a

machi ne has the capability of connec

network firewall 12 within ?,al%g#erprise environment. Eac
ing to

over ne Kn16 i a _known nmanney,. t wor k typi cal l i n¢cl udes
servers t(%a"%‘o‘?ﬂer'gq"n@fqyd'g%ﬁ@q\ga@”%ﬁ%@ngﬁrtdi)%l)rﬁ? T‘%ﬁﬁf r n@ﬁ/daW&’%ot her
functi ons. The network 16 is the Internet, an intranet, or any other
rk.. To this end, each clie tH{"ygi cal Iéincl udes a suite of

known net
progr ans
servi ces

FWSiBgadinesaa yser of clignt dgoutsitle

i ncl udi ng one-to-one nessagi ng

€ Heveit

with one of the clients 10 inside the firewall. A representative client includes a
Simple' Mail Transport Protocol (SMTP) e-mail client 18 such as Lotus Notes,
Microsoft Outlook, or the like. E-mail clients 10 cooperate with mail server 20
in a known manner. A representative mail server 20 is UNIX SendMail, which
includes a local mail delivery agent that stores incoming e-mail on a local file
system 22 and delivers it to an end user (e.g., via POP, IMAP -or a command

line program). In the internet paradigm, a network path to a resource (e.g., a

server) is identified by a so-called Uniform Resource Locator (URL).

A representative mail server 20 is an IBM Netfinity server comprising a
RISC-based processor 22, the AIXO operating system 24 and a
mail server program 26. Mail server program is a local

mail delivery agent, as previously noted. The server 20

t

may inclucde an application programming interface (API} 28

that proviles extensions tc enable appliicaticn develcpers

Figure 7 is a representative user interface by which an
may define a caching policy according to the present

is

reci pient desires to retrieve a stored file

MENT

h client

a set of web servers 14a-14n

ot her
contr ol

mak geiHNYNEREen et



-10- | * PATENT (e-mail), one-to-many
nmessagi ng (bulletin board), file transfer, and web browsi ng. Thus, a user
of client 18 outside the firewall 12 may conmunicate w th one of the
clients 10 inside the firewall. A representative client includes a Si mpl e
Mai | Transport Protocol (SMIP) e-mail client 18 such as Lotus Notes,

M crosoft Qutlook, or the like. E-mail thents 10 cooperate with nai

server 20 in a known manner. A representative mail server 20 is UN X
SendMai |, which i ncludes a | ocal nmi PAdENITVvery agent that stores inconm ng
e-mail on a local file system22 and delivers it to an end user (e.g.,
via POP, | M&P emtancommand: chisnempregtap) coks fhectnbesnety paragdegm a
network path to a resource (e.g., a server) is identified by a so-called
Uni f orm Resource Locator (URL). A representative mail server 20 is
an | BM Net f ithiroygbeseet we@epbirsighgma inBl 56 basgtupr ogessesrePet s he Al XO
operating system 24 and a

and the like.

A representative client is a personal computer, notebook computer,
Internet appliance or pervasive computing device (e.g., a PDA or palm
computer) that is x86-, PowerPC®- or RISC-based. The client includes én
operating system such as IBM® 0S/2®, Microsoft Windows, Microsoft
Windows CE or PalmOS. As noted above, the client includes a suite of
lnternét tools including a Web browser, such as Netscape Navigator or
Microsoft Internet Explorer, that has a Java Virtual Machine (JVM) and support
for application plug-ins or helper applications. The client also includes an
e-mail client, such as Lotus Notes, Mfcrosoft Outlook, or the like, to manage
e-mail communications. As will be seen, the existing e-mail client need not be
modified to take advantage of the present invention.

As described briefly above, the present invention provides a novel

internet mait delivery agent that removes and caches MIME-type and other



mai | server program 26. Mail server programis a | ocal mai | delivery

agent,” as previously noted. The server 20 - may include an application
programmi ng interface (API) 28 that provides extension-s to enable
application devel opers PATENT
to extend and/or custom ze the core functionality thereof t hr ough

sof tware prograns including plug-ins, servlsets, and the |iKke. A
representative client is a personal conputer, notebook conputer, | nt er net

appl i ance or pervasive conputing device PAIENT a PDA or palm conputer)
that is x86-, PowerPClerr]- or RI SC-based. The client includes an

operating sysh@grismehtsa® dBNbtersidrage/d nestiiple cbbimsaddfiesatitedweentsifor esof t
W ndows CE or Pal n0OS. As noted above, the client includes a suite of

Internet tools including a Wb browser, such as Netscape Navigator or
set of intended recipients. In the illustrative embodiment, the Internet delivery

agent is a standalone program that replaces the conventional mail server
delivery agent (e.g., UNIX/bin/mail). In one partic'mlér embodiment, the
inventive agent is implemented as a servlet running on a server. As an
alte..r.native, the inventive delivery agent may be implemented as an adjunct to
an existing mail server, e.g., as a separate plug-in. Any coﬁvenient
implementation, of course, may be used.

~ Figure 2 illustrates the main' functional components of the Internet mail
delivery agent 30 of the present invention. The agent includes a first process
32 that monitors incoming e-mail for file attachmenté. A second process 34
parses the file attachments according to a given policy and strips off those
attachmenfs that satisfy given criteria of the policy. Thus, for_example, one
such criteria is that the attachment has a given size or.is of a given MIME
type. The second process 34 also controls the storing of thé removed file

attachment at & given location in an accessible store 35. Although not meant



M crosoft Internet Explorer, that has a 3ava Virtual Machine (JVM and
support for application plug-ins or helper applications. The client also
i ncl udes an e-mail client, such as Lotus Notes, Mcrosoft Qutl ook, or the

i ke, to manage e-mai | comunications. As will be seen, the existing
e-mail client need not be nodi fied to take advantage of the present

I nventi on. As described briefly above, the present invention
provi des a novel Internet nmail delivery -d@ent that renoves and caches
M ME-type and ot her -12-
PATENT attachnents to obviate storage ofAﬁﬁygiple copi es of these
attachnents for a set of intended recipients. In the illustrative

embodi nent, t kebekrstingtthe slare Sdymay ageait LPAP directniy Arving pradeticial t hat
repl aces the conventional mail server delivery agent (e.g.,

UNI X/ bin/mail). In one particular enbodi nent, the I nventive agent is
i npl enent ed aslatebese\WazkingustorengAkernatisely vibe stake 3Bnis a web server. The

agent 30 further includes a third process 36 that substitutes an object
referen'ce, e.g., a .link identifying the URL, an image link including a thumbnail
image of the file attachment, or the like, into the e-mail, preferably in the
location of the deleted attachment. Third process 36 may also insert a
message to instruct the user how to retrieve the stored file attachment. A
fourth process 38 delivers the e-mail, modified to include the URL and the
message, to the origingl'recipients. A fifth process 40 responds to selection of
the URL for retrieving the stored file attachment and serving the attachment to
a recipient. The processes, which may or may not be discrete, are preferably

supported in random access memory of a computer, namely, the mail server.

As a representative embodiment, each of the processes is a set of
instructions that together comprise a computer program. This program, for

example, may be implemented in Java as a serviet that is executable in a



alternative, the inventive deljvery-ageht may be inplenented as an adjunct
to -an existing mail server, e.g., as a separate plug-in. Any convenient
inplenmentation, of course, may be used. Figure 2 illustrates the
mai n functional conponents of the Internet mail delivery agent 30 of the
present invention. The agent includes a first process 32 that nonitors
incomng e-nmail for file attachnents. A second process 34 parses the file
attachnments according to a given policy amng strips off those attachnents
t hat satisfy given criteria of the pollig Thus, for exanple, one such
criteria is that the attachment has a BNEi ze or is of a given MME
type. The second process 34 al so controls the storing of the renoved file
attachment drOGESfOrEuNNIBE & §ivan CReEingdystas b Adertativelyzthe pragraaymanot
meant PATENT to be
limting, the store 35 may be an LDAP directory having a rel ational

dat abase badie wgtteham eativeé cedamat Asdb welltkmovst, ar favassersieh comtprises \atgss The

files executable in a Java \f_lrtuél Machine (JVM). It may be managed by a
servlet manager. When necessary, the serviet manager instantiates a new
service thread, thereby generating a new instance of the serviet. Each serviet
typically comprises three (3) basic routines: an init() routine, a destroy()
routine, and a service() routine. The init() routine provides initialization
functionalily. These are the functions that enable the servlet to be recognized
and managed by the serviet manager and other server functions. The
destroy() routine se!ectivgly destroys the serviet, which is an atypical
operation. The service() routine provides the basic operating functionality of
the servlet. This operation will now be des;:;fbed in the flowchart of Figure 3,
The routine begins at step 50 with the serviet manager checking for
receipt of e-mail messages. If an e-mail me§sage is received, the routine
branches to step 52 to spawn an instance of the servlet process. Thereafter,

at step 54, the instance performs a test to determine whether the e-mail has a



agent 30 further includes a third proces% 36 that substitutes an object
referénce, e.g., alink identifying the URL, an image |ink including a

t hunbnai | i mage of the file attachnent, or the like, into the e-mail,
preferably in the | ocation of the deleted attachment. Third process 36
may al so insert a nmessage to instruct the user howto retrieve the stored
file attachnment. A fourth process 38 delivers the e-mail, nodified to

i ncl ude the URL and t he nessage, to the o Tginal recipients. Afifth
process 40 responds to sel ection of t heatdkerfor retrieving the stored
file attachment and serving the attachnent to a recipient. The processes,

whi ch may or fﬂ@guaaﬁm@ﬁt 58 &he ST  PIOBLEY RRisYne rSHHARR bSiflal Bt SRR

access nmenory of a conputer, ‘nanel serve
representative enbodlnent each of the processes is a set of I nstructions

et o9et e SR e SR P AR et S Ml s ™ & ™

This is a.conventional e-mail process. If, however, the e-mail has an
attachment, the serviet branches to step 60 to test whether all attach.r.nents
have been processed. If so, the routine returns. If the outcome of the test at
step 60 is negaﬁve, the servlet instance gets the next attachment at step 62.
At step 64, a test is run to determine whether the attachment has criteria
associated therewith that satisfy a given policy. As will be seen, this policy
may be defined by an administrator to determine whether given file
attachments are cached according to the present invention. If the outcome of
the test at step 64 indicates that the file attachment dbes not meet the
specified criteria, then control returns to step 60 to test for additional
.attachments. If, however, the outcome of the test at step 64 is positive, the
serviet instance processes the attachment in the following manner.

At step 66, the servlet instance strips or otherwise removes the

attachment from the e-mail. At step 88, the serviet compresses the



- 14- > . *  PATENT processor running a given
operating system Alternatively, the program may be witten in native
code. As is well-known, a Java servlet conprises class files executable
in a Java Virtual Machine (JVM. It may be nanaged by a servlet nmnager.
When necessary, the servlet nmanager instantiates a new service thread,
thereby generating a new instance of thegservlet. Each servlet typically
conprises three (3) basic routines: an init() routine, a destroy()

routine, and a service() routine. ThePRABENT) routine provides
initialization functionality. These are the functions that enable the

servi et tattehheaigBtepds is aptomsnagetebyor the cenpreetedatiageneand ot her
server functions. The destroy() routine selectively destroys the servlet,
which is an atypical operation. The service() routine provides the basic

oper ating dtynsd ﬂn%‘?hﬁehbdé%ssibfeh@c@tﬁfn\flg%e fiﬂﬂp‘éc@})_jﬂjﬁ@trbgﬂné\mén now be

described in the flTowhart of Figure e routine begins at step

50 with the serviet manager checking for recei pt of e-mail nessages. If

an e-mai | MRatAae dt $tdPF2 WiRdhe SBRISGHHESSS replacing the deleted attachment

with a réference to the given accessible location. Thus, for example, step 72
may replace the attachment with a link to the storage locaﬁon. In a preferred
embodiment, the link is a hypertext transfer protocol (http) or file transfer
protocol (ftp) reference to the local file system where stored attachments are
centrally accessible to the e-mail recipients. Figure 4 illustrates the e-mail
message with the attachm_ent, and Figure 5 iilustr_ates the e-mail message
sans attachment, which includes the substituted reference, e.g.,
http://servernamelocalarchive.0434807.doc” within the link. As illustrated, this
object reference is identified in a message (viz., "You.r attachment may be
retrieved by clicking this link") to instruct the target recipient how to obtain the
deleted attachment. An alternative object reference may be just a link, an
image link that includes a thumbnail representation of the attachment, or any

other convenient text, graphical or other object reference.



br anches t o step 52 to spawn an instance of the serviet process.

Thereafter, at step 54, the instance perforns a test to determ ne

whet her the e-mail has a

-15- PATENT file attachment. If not,
the serveit process logs the received e-nmail at step 56 and forwards the
e-mai] to the intended recipient's e-maik7client at step 58. This is a

conventional e-mail process. If, however, the e-mail has an attachnent,
the serviet branches to step 60 to tesﬁAﬁﬁﬁ?her all attachnents have been
processed. If so, the routine returns. If the outconme of the test at step
60 is negative, Tie Servlet rostaneec- et sCohelnisd it tHetired @@ step 62.

At step 64,_a test, n.to.determn w@et g altatha has criteria
associ at ed ?%@r%mﬁt%‘?ég s%?|§f§“ér Ven Qflcyhﬁ 3 bgaéeen this

pol i cy maye bet el f 2 nieslciinye an) aﬂ@1ntsti@aemdéd)xhnrpfnmm whgther gtven file

;Etachments are ggchegear(&gg{g{gg tQIthf prefegngte& nve&téoo&eé ftthehoutcome

intended recipient's client mail spool. Control then
returns to step 60. When all attachments to a given
e-mail message have been processed in this manner, the
main processing loop is complete. At step 76, the
servlet instance is then closed.

Figure 6 is a flowchart illustrating how the
administrator policy is applied to determine whether the
file attachment satisfies the given criteria for being
cached. This is step 64 in the flowchart of Figure 3.
According to the invention, one or more different
criteria may be tested. The routine begins at step 80 to
test whether a given policy has been defined fqr the
intended recipient (or for a group of recipients for
which the intended recipient is & qualifying member). If

so, the routine continues at step 82 to retrieve the

user-specific
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then continues
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This step is also reached if



the: test. at step 64 indicates that the file attachnent does not neet the
specified criteria, then control returns to step 60 to test for additional
attachnments. 1f, however, the outcone of the test at step 64 is positive,
the ~ servlet instance processes the attachnent in the follow ng nmanner.
At step 66, the serviet instance strips or otherw se renoves the
attachnent fromthe e-mail. At step 68, the18erviet conpresses the
-16- attachnment. Step 68 is
optional. At step 70, the conpressed atta%ﬁﬁéﬁPTis stored in a given
accessible location in the fil espace, The routjpe, then continues at step
72 with the sefiSettWcEEs oL Epratriy ?Eesﬁ%?eégdl%t?%ﬁﬁﬁﬁﬁﬁ’ A thteP
reference to the given accessible |location. Thus, for exanple, step 72
may replace the attachnent with a link to the storage |ocation. In a
preferred enSddi et roufdne fests whaypertaki €rahsTer fbIiRmR@IbYhERe) or
file transfer protocol (ftp) reference to the local file system where
stored attachnents are : :
policy have been tested.. If so, the routine returns. If

not, the routine continues at step B6 to get the next
criter;a. A test is then made at step 88 to determine
whether the file attachment satisfies the criteria.
Thus, for example, the giveh criteria may be that the
file attachment has a given size, is of a given MIME
format, or the like. 1If the result of the test at step
88 is positive,‘the roufine continues to strip the
attachment from the message, as has been previously
defined. This is-step 90. If, however, the file
attachment does not meet the given criteria, the routine
returns to step 84 to obtain the next criteria in the
policy. This completes the processing.

Figure 7 illustrates a simplified user interface that



centrally accessible to the e-mail recipients. Figure 4 illustrates the
e- nui | message With the attachnment, and Figure 5 illustrates the e-mmai
message sans attachment, which includes the substituted reference, e.g.,
http://servernanel ocal archi ve. 0434807. doc'" within the link. As
illustrated, this object reference is identified in a nessage (viz.,

"Your ,attachnment may be retrieved by clielBng this link") to instruct the
target recipient howto obtain the deleiﬁggg %tachnent. An alternative

obj ect reference may be just a link, an g link that includes a

t hunbnai | representation o% the attachnment, or aqy ot her_ convenj en ,}ext,
gr aphi cal or oﬂﬁ@?kﬁbfé€g &5 BReRE@LINLS rator to generate an e-mail file
-17- . PATENT Th e serviet routine then
continues at step 74 to serve the nodified e-nail §i.e. the e-mail with the

del et ed attach@enE§ c@qRs FACIHIRA PEdiigi¥nkcC sNJatt st eferHTregENnt
nodified e-mail is |ogged and copies to the intended recipient's client
mai | spool. Control then returns to step 60. When all attachnents to a

gi ven e-mai | nEsERethale b&dH Hrioeessédcen ivhinehadinetl ly peradiive. It
processing loop is conplete. At step 76, the

includes a number of controls that may be selected to

determine whether a given file attachment is deleted.

~Thus, for example, one criteria is that the file attachment

is larger than a given size. This control is selected by

checking the radio button 91 and entering a file size in

the field 93. Another criteria is that the file attachment

is associated with a message directed to more than a given

number of intended recipiénts. This control is selected‘b}

checking the radio button.95 and entering a recipient

number in field 97. Yet another criteria is that the

message attachment has a given keyword in its subject line.

This control is selected by checking radio button 99 and

entering a keyword in the field 101. Still another



serwvl et «i nstance is then cl osed. Figure 6 is a flowhart |IIustrat|ng
how t he adm nistrator policy is applied to determ ne whether the file
attachnment satisfies the given criteria for being cached. This is step 64
in the flowhart of Figure 3. According to the invention, one or nore

di fferent criteria may be tested. The rgﬁtine begins at step 80 to t est
whet her a given policy has been defined 6t the i ntended recipient (or
for a group of recipients for whi ch t BgrkERtrended recipient is a
qual i fying menmber). |f so, the routine continues at step 82 to retrieve
the — USEr-SBeGI{4f;g0k OIOMPLREM Thed sBOI Gy raHimndRHl S alBEer
continuers at step 84. This step is alsd reached

- 18- - PATENT

MIME-type extension (e.g., x-:mage/gif). This control i

{n

selected by checking radio button 103 and selecting the
MIME—type from a listbox 105. The user interface in Figure
7 also includes a panel 107 fcr identifying a user-specific
or group-specific selection criteria. Thus, for example,
attachments directed to certain users or user types thus
may be designated for cacaing, irrespective of the
characteristics of the attachment.

One of ordinary skill in the art will appreciate that
a set of criteria may be selectively combined (e.g., with
a boolean operator or set of operators) to provide even
finer control over the caching process. Thus, for example,
the administrator may decide that only file.attachments

greater than a gilven size (e.g., 1 Mbyte) and intended Ffor

mcre than a given number o5f recipients (e.g., 10 users) zxe



the outcone of the test at step 80 is negative. At step 84, the routine
tests whether all criteria defined by the policy have been tested.. |If
so, the routine returns. |If not, the routine continues at -step 86 to get -
t he next criteria. Atest is then nade at step 88 to determ ne whet her
the file attachnent satisfies the criteria. Thus, for exanple, the given
criteria may be that the file attachnment s a given size, is of a given
MME" format, or the like. It the result of the test at step 88 is
positive, the routine continues to strip #PBIENTattachnment fromthe nessage,
as has been previously defined. This is step 90. If, however, the file
attachnent doescawtedeetAshaengithen examete a, tihedmutigterataretmainsitsol $¢ep
84 to obtain the next criteria in the policy. This conpletes the
processi ng. Figure 7 illustrates a sinplified user interface that
that only attachments having a given size and directed o

users in a given department are cached. Of course, tae
actual'policy may be quite varied as may be suitabie for
the given system environment.

Figure 8 illustrates a preferred routine by which a
target recipient retrieves the cached file attachment. The
routine begins at step 100 when the e-mail served to the
recipient's e—mail!client is copened. At stép 102, a test
is performed to détermine whether the user desires to
retrieve the previously-deleted and cached file attachment.
As noted above, a message instructing the user how to
retrieve the attachment may be inserted in the e-mail
together with the reference to the location of ths
attachment in the file system space. If the outcome ¢

the test at step 102 is negative, the routine cycles. I7F,



-10- . ' ) . 'PATENT may be used by an admi nistrator to
generate an e-mail file attachment caching policy according to the

pr esent invention. This interface is nmerely illustrative. It i ncl udes
a nunber of controls that nmay be selected to determ ne whether a given
file attachnment is del eted. Thus, for exanple, one criteria is that the
file attachnent is larger than a given si2e. This control is selected by

checking the radio button 91 and entering a file size in the field 93.
Another criteria is that the file attachm®fENT|s associated with a nessage
directed to nore than a given nunber of intended recipients. This control
i s sel ected byhOWﬁﬁﬁkvn%MQu¥$ﬁéléa@ﬂﬁ%%eggﬁﬂmﬁéﬁtéﬁﬁﬁf%ﬂﬂé@lﬁ?eﬁt/

activated the link, the routine continues at step 104 to
retrieve the file attachﬁent. A test is then performed at
step i06 to determine whether the file attachmené was
stored in a compressed manner. If so, the routine
continues at step 108 to apply a given decompression’
routine to obtain the original attachment. At step 110,
which is also reached by a negative outcome to step 106,
the file attachment is returned to the target recipient,
who may then open the attachment using local resources.
This completes the processing.

Although the present invention is illustrated above in
the context of a mail server that controls a set of e-mail
clients, this is not a limitation of the present invention.
The functionality of the present invention may be

implemented anywhere in the network and is rot limited to



nunber in field 97. Yet another criteria is that the message attachnent
has a given keyword in its subject |ine. This control is selected by
checki ng radi o button 99 and entering a keyword in-the field 101. Still -
anot-her _ - 20-

PATENT criteria is that the nmessage attachnent has a gives M ME-type
extension (e. g., x-image/gi f). This capiatol i S selected by checking
radio button 103 and sel ecting the M MeE-type froma |istbox 105. The
user interface in Figure 7 also includ®T&Nganel 107 for identifying a
user-specific or group-specific selection criteria. Thus, for exanple,
attachnent s divsetiszhiml cerftiatiavalider @ sodnusére trgpessehtstiveagybéen.

desi gnated for caching, irrespective of the characteristics of the
attachnent. ' ' '

One of ordinary skill in the art will appreciate :hat
the present invention provides numerous advantages over the
prior ért. When a given e-mail having a file attachment is
intended for multiple recipients, the inventive technique
requires that only a single copy of that attachment be
made. This functionality significantly reduces the storage
requirements for large e-mail attachments. Moreover, the
invent;ve technique provides an efficient method to post
file attachments for easy retrieval. Further, if the file
attachment is frequently modified, such modifications may
be posted at the same unique network address. Users may
then be notified of the new version of the attachment using
the same URL included in the original modified e-mail.
When the users then select the URL (which may be the same
as the URL in the old e-mail), the new version ol the

attachment 1is served.



One of ordinary skill in the art will appreciate that a set of criteria
may be selectively conbined (e.g., with a bool ean operator or se t of
operators) to provide even finer control over the caching process. Thus,
for ‘exanpl e, the adm nistrator nmay decide that only file attachnents
greater than a given size (e.g., 1 Mwyte) and intended for nore than a
given nunber of recipients (e.g., 10 userspgare

PATENT cached. As another exanple, the adm nistrator nay decide t hat
only attachments having a given size and BRF¥EETed to users in a given
departnent are cached. O course, the actual policy may be quite varied
as may be suitabl e flor andthergiveenatystem envar dreldsired to store file

attachments in the centra. score and then limit access to
those attachments to given users. In this manner, some
portioﬁ (or perhaps all) file attachments are removedﬁfrom
the incoming mail, and a given subset of intended
recipients is selectively authorized to retrieve those
_attachments (e.g., via an access control 1list) that were
directed to those recipients.

As also noted above, it may be desirable to compress
file attachments prior to their storage. If this is done,
then a corresponding decompression routine is used to
decompress the compressed attachment prior to its being
served to the intended recipient. One of ordinary skill in
the art will appreciate that the_particuiar compression and
decompression routines rrefaradly are complementary. The

- present invention dc¢ss oI resquire specifying any

particular type of comprassicn or decompressisn routine.



Figuré 8 illustrates a preferred routine by which a target recipient
retrieves the cached file attachnent. The routine begins-at step 100 when
the e-mail served to the recipient's e-mail client is opened. At step

102, a test is perforned to determ ne whether the user desires to
retrieve the previously-deleted and cached file attachnent. As noted
above, a nmessage instructing the user how tps. retrieve the attachnent may
be iriserted in the e-mail together with the reference to the |ocation of

the attachment in the file system spac&2TENF the outcome [err] t he

test at step 102 is nergative, the routine cycles. [err

-22- As noted apRVENT thewakrvetdrsagdechaduseitéenaditiie

reference, e.g., activated the link, the routine continues at step 104 to
preferably is implemented in software executable in a
processor, namely, as a set of instructions (program code)
in a code module resident in the random access memofy of
the computer. Until required by the computer, the set of
instructions may be stored in another computer memory, for
example, in a hard disk drive, or in a removable memory
such as an optical disk (for eventual use in a CD ROM) or
floppy disk (for eventual use in a floppy disk drive), or
downloaded via.the Internet or other computer network.

In addition, although the various methods described
are conveniently implemented in a general purpose computer
selectively activated or reconfigured by software, one of
ordinary skill in the art would also recognize that such
methods may be carried out in hardware, in firmware, or in

more specializecd apparatus constructed to perform the

required method szeps.



retrieve the file attachment. A test is then perfornmed at step 106 to
determ ne whether the file attachnment was stored in a conpressed nmanner
I so, the routine continues at step 108 to apply a given deconpression -
routine to obtain the original attachment. At step 110, which is al so
reached by a negative outcone to step 106, the file attachnent. is
returned to the target recipient, who maygthen open the attachment using
| ocal resources. Thi s conpl etes the processing. Al t hough the
present invention is illustrated above IPATENTe context of a mail server
that controls a set of e-mail clients, this is not alimtation of the
present invention. Furtherfuncd i opalli therefint,hea pWebertcliirvdrit | showmby e
i pl emented anywhere in the network and is not linmted to
broadly construed to mean any computer or component thereof
directly or indirectly connected or connectable in any
known 5r later-developed manner to a computer network, such
as the Internet. The term Web "server" should also be
broadly construed to mean a computer, computer platform, an
adjunct to a computer or platform, or any component
thereof. Of course, a "client™ should be broadly construed
to mean one who requests or gets the file, and "server” is
the entity which downloads the file.
Having thus described our invention, what we claim as

new and desire to secure by Letters Patent is set forth in

the following claims.



-23- ' ~ PATENT wuse pehind a firewall, as in the

répreséntative system One of ordinary skill in the art wll
appreci ate that the present inventi.on provides nunerous advantages over
the. prior art. Wen a given e-mail having a file attachnent is i nt ended

for nultiple recipients, the inventive techni que requires that only a
singl e copy of Lg attachnent be nade.hﬁﬁis functionality significantly
reduces the st§ S%S requirenents for large e-mail attachnments. Moreover
t he I nventive techni que provides an ef PACEN®T nethod to post file
attachnments for easy retrieval. Further, if the file attachnent is

frequently nodified, sughmettid foe aistiaionaf e-mhe apasiments! comprisingensini que
net wor k address. Users may then be notified of the new version of the
attachnment using the sanme URL included in the original nodified e-mnail.

 steps of:

responsive to a request to send an e-mail to one or more recipients,
parsing tﬁe e-mail for an attachment;

if the e-mail includes an attachment, removing and storing the
attachment in a given accéssible location;

in the e-mail, substituting a reference to the attachment to produce a
modified e-mail;

sending the modified e-mail to the one or more recipients; and

responsive to a request from a recipiént using; the reference supplied in

the modified e-mail, serving the attachment.

2. The method as described in Claim 1 wherein the reference is a

link.

3. The method as described in Claim 1 wherein the reference

I




When the users then select the URL (which may be‘the sane as the URL in
the old e-mail), the new version of the attachnment is served.

- 24- . PATENT I n another variation,-it ma-; -
be desired to store file attachnents in the centra score and then limt
access to those attachnments to given users. In this manner, sone

portion (or perhaps all) file attachments asg¢ renmoved from the incom ng
mai | - and a given subset of intended reciprents is selectively authorized
to retrieve those attachnments (e.g., VIRAEENRAccess control list) that
wer e directed to those recipients. As al so noted above, it may be
desirabl e to cinglkieszn inline image of the attachment.

4, The method as described in Claim 1 further including the step of

determining whether the attachment meets a given criteria before removing

and storing the attachment.

5. The method as described in Claim 4 wherein the given criteria is
that the number of recipients for the e-mail including the attachment exceeds a

given number.

6. The method as described in Claim 4 wherein the given criteria is

’ {hat the size of the attachment exceeds a given value.

7. The method as described in Claim 4 wherein the given criteria is

that the attachment has a given subject.

N



file.attachments prior to-their storage. If this is done,- then a
correspondi ng deconpression routine is used to deconpress the conpressed
attachnent prior to its being served to the intended recipient. One of
ordinary skill in the art will appreciate that the particul ar conpression
and deconpression routines Preferably are conplenmentary. The pr esent

i nvention does not require specifying any particul ar type of
conpresssi on or deconpression routine. ~29-

- 25- PATENT  pareiye noted above, the
above-descri bed functionality preferably is inplenented in software

executable 1n a B OCeSRY oLy eSO 4 ARbIS OB ehRAsRE

code) in a code nodul e resi € random access neno

that the attachment has a given keyword associated therewith.

I



the conputer. Until required by the conputer, :the set of

I nstructi ons may

be stored in another conputer nmenory, for exanple, in a hard disk drive,.
or in a renovable nmenory such as an optical disk (for eventual use in a
CD ROV or fl oppy disk (for eventual use in a floppy disk drive), or

downl oaded via the Internet or other computer network.

I n addi ti on,

al t hough the various nethods descri bed are conveniently inplenmented in a
general purpose conputer sel ectively actiVvated or reconfigured by
sof tware, one of ordinary skill in thepamensoul d al so recogni ze that such

met hods may be carried out in hardware, in firmvare, or

in

nor e

speci al i zed apparatgls CQUHgiMSD R dRitRIChQE-AR attabRAKAS SorRIBRG thbeps.

-26-

steps of.

responsive to a request to send an e-mail to one or more recipients,

parsing the e-mail for an attachment;

if the e-mail includes an attachment, determining whether the

attachment satisfies a given criteria;

if the e-mail attachment satisfies the given criteria, removing and

storing the attachment in a given accessible location;

in the e-mail, substituting a reference to the attachment to produce a

modified e-mail; and

- sending the modified e-mail to the one or more recipients.

10. The method as described in Claim 9 further including the step of:

responsive to a request from a recipient using the reference supplied in

the modified e-mail, serving the attachment.

g



PATENT Further, as used herein, a Wb ,"cliéent" should be br oadl y
construed to nean any conputer or conponent thereof directly or
indirectly connected or connectable in any known or | ater-devel oped
manner to a conputer network, such as the Internet. The term Wb
"server" should al so be broadly construed to nean a conputer, conputer
platform an adjunct to a conputer or platform or any conponent

t heeof . O course, a "client” should be bﬁShdly construed to mean one
who requests or gets the file, and "serveygpgppr the entity which downl oads
the file. Havi ng thus described our i1nvention, what we claimas

new and desire to speureriy i LLs (ELHY ih TISH o WHGin'te refeléhdelt!oW ng

cl ai nB.

link.

12. The method as described in Claim 9 wherein the reference

includes an inline image of the attachment.

13.  The method as described in Claim 9 wherein the given criteria is
that the number of recipients for the e-mail including the attachment exceeds a

given number.

14. The method as described in Claim 9 wherein the given criteria is

that the size of the attachment exceeds a given value.

16. The method as described in Claim 9 wherein the given criteria is

that the attachment has a given subject.

A



CLAI VS - -27- . . A
PATENT 1. A rret hod for distribution of e-mail attachnents,

conprising the steps of:. responsive to a request to send an
e-mail to one or nore recipients, parsing the e-mail for an attachnent;
if the e-mail includes an attachment, renoving and storing the at t achnent
in a given accessible |ocation; in the e-mail, substituting a
reference to the attachnment to produce a ~3fodi fied e- mai | ; sendi ng
the nodified e-nail to the one or nore reghpants; and responsive

to a request froma reci pi ent using the reference supplied in t he

modified e-mail, sefgving ﬁ?‘g re@%&@bed in Clajm SWh%Le_in tHO GivER IR AR

described in Cdaim vvherel n nce

that the attachment has a given delivery priority.



3. . The nethod as described in Caiml wherein the ref.erence

-28- . PATENT includes an inline i mage
of the attachnment. 4. The met hod as described in Caiml
further including the step of determ ni ng whet her the attachnment neets a
given criteria before renoving and storing the attachnent. 5.
The nmethod as described in Caim4 wherein the given criteriais that the
nunper of recipients for the e-mail includB®g the attachment exceeds a

gi ven nunber. 6. The net holgAﬁgNéjescri bed in Caim4 wherein

the given criteriais

17. A server for distributing e-mail attachments, comprising:

a processor;
a storage having a given accessible location;
an e-mail distribution application, comprising:

means responsive to a request to send an e-mail to one or more
recipients for parsing the e-mail for an attachment;

means for removing and storing the attachment in the given
accessible location; |

means for substituting a reference to the attachment to produce
a modified e-mail;

means for sending the modified e-mail to the one or more
recipients; and

means responsive to a request from a recipient using the

reference supplied in the modified e-mail for serving the attachment.

AN O 08V



that-the size of the attachnent exceeds a gi ven’ val ue. 7. The
nmet hod® as described in Caim4 wherein the given criteriais that the

attachnment has a given subject. _ _
- 29- PATENT 8. The met hod as

described in aim4 wherein the given criteria is that the attachnent

has' a gi ven keyword associ ated therew th.
- 30-. J Y PRYENT 9. A method for

distribution of e-mail attachnents, conpphgkig the steps of:
responsive to a request to send an e-mail to one or nore recipients,

18.  The server as described in Claim 17 wherein the e-mail

distribution application further includes means for determining .whether the

attachment satisfies a given criteria.

19.  The server as described in Claim 18 wherein the given criteria is
selected from a set of criteria consisting essentially of: a number of recipients
for the e-mail including the attachment exceeding a given number, a size of
the attachment excegding a given value, the attachment having a givgn
subject, the attachment having a given delivery priority, the attachment being
associated with a given keyword, a user identity, a user group identity, and
combinations of these criteria.

20. A computer program product in a computer-readable medium for
distributing e-mail attachments, comprising:

means responsive to a request to send an e-mail to one
Oor more recipients for parsing the e-mail for an

——
e

L



parsirng the-e-mail for an attachnent; R the e-nail includes an
attachnent, determ ning whether the attachnent satisfies a given

criteria; .~ if the e-mail attachnent satisfies the given criteria,
removi ng and storing the attachnment in a given accessible |ocation;
inthe e-mail, substituting a reference to the attachment to produce a

nodi fied e-mail; and sendi ng the qggified e-mail to the one or
nore recipients. 10. The nethott as described in Claim?9
further including the step of: resmeRsi ve to a request froma

reci pient using the reference supplied in _ _

PATENT el criRen BBt hodh @sn desgpibed: dilo & abm Aeherei 9.4k 1 efggence
is a

attachment in the given accessible location;

means for substituting a reference to the at;achment
to produce a modified e-mail;

means for sending the modified e-mail to the one or
more recipients,; and

means responsive to a request from a recipient using

the reference supplied in the modified e-mail for serving

the attachment.

21. The computer program as described in Claim 20

further including means for determining whether the

attachment satisfies a given criteria.

22, The computer program as described in Claim 20
wherein the given criteria is selected from a set of
criteria ccnsisting essentidlly of: a number of recipients

for the e-mail including the attachment exceeding a given

O




l'i nk. 12. ‘The nmethod as descri.bed in C aim9-wherein the :
ref erence i ncludes an inline imge of the attachnment. 13. The
et hod as described in Claim9 wherein the given criteriais that the
nunber of recipients for the e-mail including the attachnent exceeds a

gi ven nunber . 14. The nethod as described in Caim?9 wherein
the given criteriais that the size of the attachment exceeds a given

val ue. 15. The nethod as desciPPed in Caim9 wherein the gi ven
criteriais that the attachnent has a gisg@psubject.

number, a size of the attachment excgeding a given value,
the attachment having a given subject, the attachment
having a given delivery priority, the attachment being
associated with a given keyword, a user identity, a user

group identity, and combinations of these criteria

23. A method for distribution of e-mail attachments,
comprising the steps of:
)

responsive to a request to send an e-mail to one or
more recipients, parsing the e—mail for an attachment;

if the e-mail includes an attachment, removing the
attachment;,

compressing the attachment and storing the compressed
attachment in a given accessible location;

in the e-mail, substituting a link to the attachment

to procuce a modified e-mail; and

sending the modified e-mail to the one or more

(T




-32-. - : PATENT . 16. The nethod.as
descrished in Caim9 wherein the given criteriais that the attachnent

has a given delivery priority. - - 33-
PATENT 17. A server for distributing e-mail attachments, conpri sing:

a processor; a storage having a given accessible |ocation; an e- nmai

di stribution application, conprising: nmeans responsive to a request
to send an e-mail to one or nore reci pi erd® for parsing the e-mail for an
attachnent; means for renoving agifﬁﬁying the attachnent in the

gi ven accessi bl e | ocation;

recipients.

24. The method as described in Claim 23 further
including the steps of:
responsive to selection of the link by a recipient of

the modified e-mail, retrievirng the compressed attachment ;

applying a given decompression routine to the
compressed attachment,; and

serving the attachment.

. 25. A method for transmitting e-mail attachments from a sender to a

set of one or more recipients, comprising the steps of:

at an e-mail server, responsive to receipt of an e-mail having an

attachment, removing the atta:chment;

AR



means for substituting a reference to the.attachment to produce - a

nodi fred e-mail; means for sending the nodified e-mail to the one or .
ror e reci pients; and means responsive to a request froma
recipient using the reference supplied in the nodified e-nmail for serving
thé attachnent. - 34-

PATENT 18. The server as described in Caim1l7 wherein the

e- mai | di stribution application further -88cl udes neans for determ ning

whet her the attachnment satisfies a gi v€€ﬂ;ﬂ.teri a. 19. The
e given criteria is

server as described in Claim 18 wherein
' storing the attachment at a given URL; and

forwarding the e-mail sans the attachment to the set of one or more
recipienté with a link identifying the URL and a message notifying the

recipients that the attachment can be retrieved by selecting the link.

I



selected froma set of criteria consisting esséntially of: a nunber of
reci pfents for the e-mail including the attachnent exceeding a given
nunber, a size of the attachnent exceeding a given value, the attachnent
havi ng a gi ven subj ect, the attachnent having a given delivery priority,
t hé attachnment being associated wth a given keyword, a user identity, a

user group identity, and conbi nati ons3®f these criteria. 20. A
comput er program product in a conputer-readabl e medi um for di stributing
e-mai |l attachnments, conprising: means responsive to a request to
send an e- NENTERNEON& AL DBELEVERTIAGENT SVIT APTOMAYIC becetir@ Orfir ran

- 35- PALENK craitRement ; means for renoving
and storing the attachnment in the given accessible |ocation; nmeans

for substituting a reference to the @égﬁgﬂ@%nt

According to the present invention, e-mail messages are scanned for MIME and other file
attachments (step 54). Such attachments are selectively stripped from the messages (step
66) and stored in an accessible location. If desired, the attachment may be compressed
prior to storage (step 68) A reference (e.g., a link) to the attachment and the location is
then substituted in the original e-mail (step 72), whi_ch is then forwarded to the intended
recipient. When the recipient desires to obtain the attachment , he or she selects the
reference, preferably from a browser or other renderipg engine. The attachment is then

decompressed if necessary (step 108) and served to the recipient (step 110).

Fig 3



to produce a nodified e-mail; means for sending the nodified e-mail
to the one or nore recipients; and nmeans responsive to a request
froma recipient using the reference supplied in the nodified e-mail for
serving the attachnent. 21. The conputer program as descri bed
in="Claim?20 further including neans for determ ning whether the
attzachment satisfies a given criteria. qpy 22. The conmuter program
as described in Caim20 wherein the given criteria is selected froma
set of criteria consisting essentially of: a nunber of recipients for
the e-mail including the attachnent exceeding a given
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" 36
exceedi ng a given val ue,
attachnent

PATENT

nunber

. a size of the

att achnent

the attachment havi ng a given subject, the

having a given delivery priority,
associated with a given keyword, a user identity, a user
antd conbi nati ons of these criteria /

conprising the %

t he attachnment

bei ng

group identity,
23. A nethod for distribution of

e-tai | attachnents, teps of; es ive to a
request to send an e-mail to one o mrﬁl!\?fERI}lﬁlﬁ Dﬂfm'fRYp&?& ng the e-mail
for an attachnent; if the e- m?.L-I—i-nc.l—udei an attachnent, renoving the
attachment; qu‘@.essgng thej 3t t aeNITBRL }dsztori ng the corrprefsed
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“attachment in a given accessible |ocation; " inthe e-mail,

substituting a link to the attachnent to produce a nodified e-mail; and
sending the nodified e-nail to the one or nore
PATENT reci pi ents. 24. The nmethod as described in O aim23
f@rther I ncluding the steps of: responsi ve to selection of the
| ienk by a recipient of the nodified3g-mail, retrieving the conpressed
attachnent; appl ying a given deconpression routine to the

ZiPatent App AT9—99—157-Message (Rich Text) I =X]

::U file Edit View Insert Format Tools Aclions Help

IEENEEE {3 B @ e/l 1§ | 7|5 cstons

{U [Century Schoolbook [[¥] [12 | PDIBIUIEIE = = E§ <=

| ® This message has not been sent. B

IL_To..._] [Recipient Name |

| ]

Subject: |Patent App AT9-99- 157 i
- This is o draft of the application for your review
0434807.doc
A Start || =7 Inbox—Microsoft... Ili ] DOCS Open ¥ Microsoft Word-...
FIG. 4
SZ1Patent App AT9-99-157-Message (Rich Text) _[&[X

[) File Edit View lnsert Format Tools Actions Help

lll=send]| @ D g@,@ B (lemesf ! & 0 v ]E opions..
[l [Century Schoalbook [¥] [12_] @mB IU
| ® This me% has not been seni.

I To..._] [Recipient Name
e 1]

Subject: [Patent App AT9-89-157

This is a draft of the application for your review

[
i
il
i
i
i

T
]
"
1

N L

Tour attachment may be retrieved by clicking this link.

128 Start || &= Inbox~Microsoft... fli[ ] DOCS Open 7 Microsoft Word-... {1 7]
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conpressed attachnent; and serving.the attachnent. - 25. A

method for transmtting e-nmail attachnents froma sender to a set of one

or nore recipients, conprising the steps of: at an e-mail server,

responsive to receipt of an e-mail having an attachnment, renoving the

att achnent ; 3 - 38-

PATENT storing the attachment 44 a given URL; and f orwar di ng

the e-mai|l sans the attachneBf to the set of one ar nnre recipights with

a link identi f'\}/i ng +heHASRINarid a nmessage noti fyi ng E-halL OPENEDPi jen t hat

t he attachnmentNganA EVENeRQLIGNV 2 by sel ecting the ‘Hmks
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