WO 03/ 030015 PCT/ US02/ 30448 MNMETHOD AND APPARATUS FOR PERFORM NG MODULAR
EXPONENTI ATI ON BACKGROUND OF THE | NVENTI ON Field of the Invention 5 [0001]
The presewo é3msensi on rel ates generally to the fields of adbsweBi«as
processing and cryptography. Mrre particularly, the present invention
relates to a method and apparatus of perform ng nodul ar exponentiation.
Description of the Related Art [0002] Mbdul ar exponentiation and rel ated
mat hemat i cal oper #fiPINODARD KITARAYUS FOR BERFORMING MODUGARppl i cat i ons
such as cryptography. For exanple gﬁ fhﬁ onentiation of the form XE
nmod Mis the primary operation |E§3 ¥ Ri vest- Sham r- Adl eman ( RSA)
crypt ographi c system where X E and Mare all large (e.g. 512 or
1024 bit) unS| ned bﬂhfaﬁﬁii ] iiqﬁxponentiation, inturn, is a process
repeate .u.t.p..ua f—ot the form A x B nod Mutilizing
S|n1IarIy S|zed integers. One 15 way to performnodular nultiplication is
to compute Piel dBthé Idendond t hen reduce the resulting product modulo M The
Egng ?nd resour ces necessary to performthese two separate operations and
etec esulLing r t BEest k f or
large i n{ eg@ﬁoﬂunb{gfrls du S{r;%% i pegi%%%??}gtr? t?rggﬁggs%g aHe peiE fpgér%ﬁ%ang
;.IL |e I |sz : [llg lﬁmoi:ﬂyﬁtfogﬁaph,}hnll\(ﬁmre partentarlzs theMyasegb inveytiosutetatss| tocamedipd 314 whi ch
plication_.an ons operations are perforned
si ngl e stepmﬂPPﬂpﬁ’Beﬁﬁpﬁgﬁﬁrrkﬁfme?bﬁs§orn1sgace [ 0003] C‘gnventlona:n :
nmodul ar mul tipliers often include a systolic array or "chain" of
processi ng Bk&Fiphibs of tielRelmed adk i n hardware such as an application-specific
Lpgegrategl clrcuit (ASIC) or a programmabl e | ogic device such a field
gr anma e rms
portion of ﬁwgﬁnnd CQP C&mWS?é %%ﬁ 83@%?%n@%%ﬁ§ﬁﬁbg%%&hggggﬁgﬁﬁgﬁg thg
total nugbenseaf mpraociﬁﬁlsarn@f eblﬁrmmm]s sueljLasr exypiograpky.at Bel evamtie.t BodHa si ze

o emont gl B2 h%D G OLR AT b IUIRSL bRt ipuRr Ees o0

Ircation operation would
require at Sfamir-Adleman (RSA) cryptographic system where X, E, and M are all large (e.g. 512 or

1024-bit) unsigned integers. Modular exponentiation, in turn, is a process of repeated
modular multiplication of the form A x B mod M utilizing similarly-sized integers. One
15 way to perform modular multiplication is to compute A x B first and then reduce the
resulting product modulo M. The time and resources necessary to perform these two
separate operations and to detect the resulting remainder makes this technique undesirable
for large integer numbers. Modular multiplication may also be performed utilizing
another technique known as “Montgomery multiplication” in which the multiplication and
20 modular reductions operations are performed in a single step within a mathematical

transform space.

[0003] Conventional modular multipliers often include a systolic array or “chain” of
processing elements implemented in hardware such as an application-specific integrated
circuit (ASIC) or a programmable logic device such a field programmable gate array
25  (FPGA) where each processing element performs a portion of the modular multiplication
operation. In such multipliers, the total number of processing elements required is related
both to the size of the modular multiplication operands and the number of bits processed

per element. For example, a 512-bit modular multiplication operation would require at

1



WO 03/ 030015 PCT/ US02/ 30448 |east 128 4-bit processing el enents whereas a
1024-bit nodular multiplication operation would require at |east 256.
Modul ar maiataspBeass typically al so include a fixed nunber rafr/ussddi44s onal
processi ng el enents and/or additional logic to accurately perform nodul ar
mul tiplication operations. .5 [0004] For purposes of Secure Socket Layer

(SSL) and R34 P2r8y415199fo%9§§ﬁr’1g clGRANemicranal 1008 Inardula muntmlmros ogeretiont i | i zed
primarily with bit operands to p

rform on at
oper ati ons “@utdhealslret Hdesst Zﬁ@vd‘iflﬂ)@@?’flnﬁﬁtiﬁﬂﬁ ‘%P’%qu(S?&SOpW%E? %% r%‘%gr ations
(decryptio PLagKaRAiG: ¥EHERB I§He b ascuRSAy rpawwe&noalhbo
utilize mgﬁ%ltloﬁ\'@ ?éc{a%sﬁ{%rs wth 10r24 bit operands to performfor exanple,
1024- bi t RsAltficptidy dperakiess. oper at i ons (encryptions) or 2048-bit RSA private
key operations. One technique allow ng nodular nultiplication to be

per f or g%;ﬂ cg&mqger ahds Wgeglgofv%eww«s,ocﬁazeay&e(@L)b@mch IR - biyptogmaphyl 024- bi t
oper ands I'S

provi e a nodul ar exponenti at or @cﬂ udi nggg npo ate
modul ar nulconysintieral fmedulenmbltipherr argutdizebprioppily Wi tu%Pe S QAGESTY abl e
however becau(ﬁl?ar ek 4n%ﬁtll<cﬁlo£| ‘Pé’a{%ﬂs dudh Q‘DQIOE@HN!)FV&S 1r1hm2!2h4ﬁtr ESAQ&@HIE&@g to be
15 dedi cat ¢ requentty perforned operations. % stp |b| eto
perform rmdiplayanonsc(mpupmnsbnéflmem Frypiegraghig o siPap SH“th f‘? B FORV AGC nor e
than the requisit I Wf& 5:0& RIPI2E,biER 9L 24- bi t
nodul ar '@‘l‘ﬁ? P“Q(ﬁu Bhé%% Ilt?zlg%ﬁﬁl%&gae@% or m 512- bi txaﬁlgdul ar 1
ex ponemta atgudlic Qqagr@ierammss (éﬁhrysptldgrngM| 21)&& -bit] BEAY Biijdte &8y tomeratiofddi An of
inefficient hardware r esouy t hdehb el thgousmal | er
20 si zed oﬁ@g’é‘f‘i% VR IB% ugt#;ﬂ%cat??ﬁrosbe &%ﬁg&ﬁﬁ W())%er ation takes twice
as long to gREfEEMOtRNGIA- bltOéM wi2- bmo@mtaads)meltommm@raa@odvtar GRS
512-bit nodul ar, nultiplier) RI EE | PT1.ON T 0] The
present i nvieplEdiag 3 §eRaFart‘?J§‘E9d§ I%ég(/:ﬁ Y erflréd gﬁz Dﬁ%{%:\%ﬂ%{g@l %n in

the 25 fi g\g{d@?nagfe ﬁmvacmmaw ia0ks féayilitygadi requites dlardsiand teagurgesfterbences
are utilize

toindicate simlar elenents and in whi n‘% ] re 1
i | | ust r bt esdedicatsarfoningagicans DS Rberaier di ﬁgalst"ot’oéﬁ@ & ergf“g n é‘g%f the
present | nvcﬁo%diu%oni Q0 Ade EinSitRr Zndlfifiies hiahe Snodd) tlﬁxetmt)lralmmtdamabqsr@fcesa ng
system bl oc ragram 30 accor ding to one enbgdl man& ?f t he rese nt
i nvent i on; processing elements. For example, a 1024-bit modular multiplier can 1zed to
‘ perform 512-bit modular exponentiation operations. This technique also requires the
addition of inefficient hardware resources and lowers the speed with which the smaller-
20  sized operations can be performed (i.e. a 512-bit operation takes twice as long to perform

on a 1024-bit modular multiplier as it does on a 512-bit modular multiplier).

BRIEF DESCRIPTION OF THE DRAWINGS

[0005] The present invention is illustrated by way of example and not limitation in the

25  figures of the accompanying drawings in which similar references are utilized to indicate

similar elements and in which:

[0006] Figure 1 illustrates a communications network according to one embodiment

of the present invention;

[0007] Figure 2 illustrates an exemplary data processing system block diagram

30  according to one embodiment of the present invention;



2 WO 03/030015 PCT/US02/30448 [0008] Figure 3 illustrates a high-Ievel

bl ock di agram of a modul ar exponentiator according to a first enbodi ment
of the prexemtossnsention; [0009] Figure 4 illustrates a hirgi/Uee044Bl ock

di agram of an exponentiation controller according to one enbodi nent of the

present invention. 5 [0010] Figure 5 illustrates a high-level block diagram
of a field gy Pr arpiBRlee3 Y@lsBatePh Mdh- 1éFel?®ﬁ)cdemigmh Wwrer modwadéxpgndntiatan
enbodi nment of he present invention; and [0011] Figure 6 illustrates a

hi gh- Itevel a&(@@é&@  fiishprehodeahok thy Prsat BNBB@Mment of the present
| nventi on TAKGR PRSERIE T HDA-1e09 bRci AidgRhh ethbdgoapnaloatcostdier
perform ng [m)gﬂ?E ! Xponenti ati oh%ﬁare desccrllabed her el %@Fn t he frol | ow ng
det ai | ed descurdipg fcome embagimsoisof hrarpenidn¥edtie-| s such as specific conputer
system s m"{g&fbﬂ] eXRgRRN hkRhes ARGhIRALDBEK B %Jafnpéﬂ £Field PRShrANRAIE BAtE at | on
er 'architectures or structures are seft forth in order to provide a

ren\ilrg tPoL ougfay w%mwmpmgm@to anreenbodisesahef thewresent BKENtiPR 2&8foul d be

en o] at t

nt ed not
be. ut 111 zedH pr JHErEes ARErEras b el AR b LA k7 eSS
wel | - known tﬁéplfd%urngmtloel ements, or connections have been onitted, or have
not been described in particular detail in order to avoid unnecessarily
obscuring the present invention. 20 [0013] Simlarly, various portions of

the desgyi %E@RI]QEDMGRHH&ON invention refer to parts of the invention

lrJT:)IS![IZIng t1|1efterrrs rl_glj_ht left', “right-hand', “left-hand', “right-
or e t'. e terns ref

' the {1 gLl a R R P ShAL Y5 RHANhAK Afugnshown

physi cal i nm:ll@ﬁremﬁ el fanomqgtdlaenmmmptmn nunﬁe@@_rszspeqiﬁgmt@lslsuph pusiceidies a

comruni cati ons network 100 accor d| n one nen, oefx &{%ﬁ Rgsent

i nventi on. J0MPUiFE SYStPs odley © H’é’nfm Oé%?r e (1:18é5| % psysttlen% 102

i ncl udi ng a8, PFOKESSHitedB R0 'Histgetires ar ﬁﬁ’ﬁﬁﬂhl mecnﬁerab prdmedqoammthqrwgént ion
is coupled to and comunicates with o e nor.e ﬂgw ces t&%&h atad&flé)ces& ng
CS? %ﬂ T

syst ens1{ nowndeistangdisg pAthe dyeseit é\n"émé%‘m% OB]Qtlﬁe iRnieh (T

embodi ment , . enar viot8d gdatithdeed nét RIRHL&X o pricics 8@

' asemnt dad. al tmesm n

system 102 %P I a commnficatll?eons channel : 104 pracs r thyen npast g
circumstances, well-known structures, elements, or connections have been omitted, or

have not been described in particular detail in order to avoid unnecessarily obscuring the

present invention.

20 [0013] Similarly, various portions of the description of the present invention refer to
parts of the invention utilizing the terms ‘right’, ‘left’, ‘right-hand’, ‘left-hand’, ‘right-
most’, or ‘left-most’. These terms refer to relative orientation as shown in the figures, and

should not be interpreted as limitations on the physical implementation of the invention.

[0014] Figure 1 illustrates a communications network 100 according to one
25  embodiment of the present invention. In the illustrated embodiment, a data processing
system 102 including a processor according to an embodiment of the present invention is
coupled to and communicates with one or more devices or data processing systems (not
illustrated) via a communications channel 104. In one embodiment, encrypted data or
“ciphertext” is received by data processing system 102 via communications channel 104
30  and processed or “decrypted” according to the present invention. In another embodiment
of the present invention, “plaintext” or other data is processed or “encrypted” by data
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30 and processed or "decrypted" according to the present invention. In

anot her enbodi nent of the present invention, "plaintext" or other data is
pr ocessedwaro3/oseasypt ed” by data 3 WO 03/ 030015 PCT/ USO2/RRO%dd?2/3puecessi ng
system 102 according to the present invention and then transmtted across
communi cations network 100 via communi cation channel 104. [0015] In
alternative 1%5@992 RBALE 10h dbRdiRE 88 UMY prleFdhe MivieRibn SHAMINUR @A iBEES adtedswor k
100 nmay be organlzed as either a wide area netmork (WAN) covering a large
geogr aphi ¢ c@nmymieations eetyerisd 0 die campmaiggion cPrmR) 1 %nconpassi ng by
conparison, a smaller physical region. Network 100 may i nclude conventi onal

net wor k bac ti)l@@ﬂes Il ARGTR Emb&li8BROBEhe pidd@S inveRd @l B&ﬁmﬁﬂée\ﬁbﬁ@ndﬁv@x\kl ders,
vari ous bri d(g; at eways, routers, and ot her convent i onal nmeans

routing dat &0 %ﬁrgé’éﬂﬁ%d fﬁr%@"s%?"ﬁ@ aesp JeBYREk (WARGATEIAE R JHE° BASRB 19 100
may be privake, f océiSe@eabﬂe%ﬁb@A%)oénc@m%E&g %9|c%’fnp§@§&=laﬂ}énﬁﬂer0%@@1@hlz ation,
in which case 10 the network 1s describ as an intranet I'ic as for
exanpl e, a praioni G¥etwérkt 198 maytinglnde Cong‘t!?élﬁnaééle‘t‘”w@ eskbenewylone- M bteloppere.

one embodi ”ﬁﬂ n?e?m&hg@ do9fASrs %}IW&ld%QSO %atgﬁv\%(ﬁrtb% hd DA, %&tﬁﬁalt he VWA
portion of rnet, or a proprieta such as Anerica

Ol i neTM Cmmmssfer m’d‘h,g dith bevsef tlatNetquinE‘EMtera&qd¢@nmp’m©@10g§/frw01[k0tﬂi)6] Dat a

received or transm dat a es y L£d, 15
decr ypt ed, 5’3?’ ‘éH‘PY%%&%rd‘SXB’FmS?Rg g a%crr&gaégéslglgeglg]g%c% 15?%109,? %%{B e ngr esent
inventi o ugien@tvork Wades@ibgd af arl iathiet, @ugsblmmscﬂor eMairipiez @ pmmldnl bhthe Internet

mul tiplication or ex se technigues or U t " may
be ei t her s{HASE HiedV gr%ﬁpmﬁ‘? 893/\%5 et ?W%Odlrgqg’p%owgfcg Sne‘_IV‘>6ﬁ nown as
"private keYomgyses 8 BANUdich iag ﬂleaWSWngb(ﬁ?MOIﬁ@iCﬂhetIntKﬁyt sharpe@bmetae;t nerenld he
sender and receiver of the encr ypt ed data f, or 20

cr
aut hent i cat suchjap Agierigg Qphast ¥ |Q,°“B’rusefb%1 M@r‘?@éﬁmﬁ"?“ijlgt 0 854N h‘i’ contrast,
two keys are utilized. A first "public key" is provided to the sender and

used to encioob) da‘lﬁta%&diﬁedtc@traxﬁsﬁrﬁfﬂé&m}s@kmoceémﬁgmmm loarmaseieeenkigytedj s t hen
used to decrypt or authenticate data enccrlﬁggzaed us

% thet.gubl.i C kegy.
Unl i ke the PersYRted, REPIUGRESKT P CIENIS5i PEAAEFSY %d“WBIﬂIC IS ALTEE S he
private key ér?etf &¢ rt@éhnﬁﬁ@s lyhicBPit 128 nhoduleR Gitigithtort 6r Ehi@neldiation. eCleseer . 25
[ 0017] Prlvate and public keys in asymetric cr%/pt osystens are

T

nat henat i cakdeymifiiaskerd“crymosysiems’a magybeasithep spgRgiic or asymmet“" Symmetric
encryption/ g&%{c%}psrtén%? ARAYERERE 126 af)l‘l\%ﬂ: ng9%§§t§1h§)gltlﬁﬂie£ afnbRNSecret key shared

between the sender and receiver of the encrypted data to encrypt and decrypt or

20 authenticate. In an asymmetric or “public key” cryptosystem by contrast, two keys are
utilized. A first “public key” is provided to the sender and used to encrypt data prior to
transmission. A second “private key” is then used to decrypt or authenticate data
encrypted using the public key. Unlike the public key, which is typically made publicly

available, the private key is secret and is optimally known only to the data receiver.

25 [0017] Private and public keys in asymmetric cryptosystems are mathematically linked
in such a way as to make encryption/decryption/authentication processing operations
possible while making it difficult to derive a private key given a corresponding public key.
In one embodiment of the present invention the RSA public-key cryptosystem is utilized.
In the RSA system, the private key consists of a modulus M and a private exponent D

30  where M is equal to the product of two large (e.g. 256-bit or larger) random prime

numbers p and q, and D is a large (e.g. greater than the maximum of p and q) random
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possi ble while making it difficult to derive a private key given a
correspondi ng public key. 1In one enbodi nent of the present invention the
RSA publ i e«kesyzerypt osystemis utilized. In the RSA syst ear/usve/3pusvat e
key consists of a nodulus Mand a private exponent D 30 where Mis equal to
the product of two large (e.g. 256-bit or larger) random prime nunbers p

and g, and B3, nl-RigR AN Rndahigg AR kHELLR 6h @ivisbandom
3 "v0 b a) 080 B L Ao RSB A Seld prifi 32 Eﬁe)r(%ﬁ 'S relati vagﬁfsif&n??ne&%ug

(p-1) (g- 1), ofitand iy aak lstlhérhgp@'%{tcé@l’ OE@WA QYRIPSyefem copsigty @fﬁble Ppdulyy g- 1)
is 1. The pyplif, }.ﬁ@nc \A}] Eﬂ?l ofe BRI eﬁaft@mam@ﬁfv&fséopﬁ rﬁdaﬁlor@qwqug M and

a public exponent st errutlplcatlvelnverse of nodul o
(p-1)(g- 1) In bme an@dmbnda mehiic, exponsabEiie sesqtsiniust ard the predte exmedertilP 4t and

the pri v T@fﬁg‘%ﬁe Smuﬁphcgm%qﬁ%%% i ¢t1€(8 I tiplicative inverse nmodulo

(p- 1)(q primary opera |'Ved in encryption and
decrypti on or authentication under the RSA cryptosystemis nodul ar
exponent i at {@8lvhi dhe primatyropeition beolyebitesncrpiipn andrieerypléqreritaadentisationr

mul tiplicati ? e [ighﬁqug{ ‘E‘?&éﬁ]ﬁ& % %gmﬁﬁorﬁklhlal d?],rlg t¥h 8E SroRbd down

i ntegers. ais encry A systemby first representing it
as an int egento lpediat m@dar(inuinpilcmm itk fohrer x Birsodly, whee A, Bt age! aralt he

Eta' power du 0 That P,

ci pher text Etiebrg one &y Blerelearitii e CUTREGEL ik FERSEILAF o PAEIINEE o
data is1dec Ibytﬁteadomdeﬂ 1IRBA then fawugl thet mtegérctottheeEﬁ)tphWepnmémlo MndihlablsM That
i's, given ciphertext encr us

nuner i cal | y 8I'ép Pg@gﬁfﬁg}ﬂle@reﬁﬁ?‘gﬁ?mﬁk &Eg %faﬁ‘gi S&%ﬂ ggts%m at'e eaﬂb
private keyM.DcoMerselp eﬁ@x?@ﬂ’eﬁild@@ it dedriyg@ed Ofiden R@Apbyr@lgTBdo Ml\e POGbSEr | n
alternative enbodi nents o

the present inventjon,
utilizing msdulodd Hiptis, pﬂlYe@é’Eﬁhﬁﬁe’%F ?PBH'BFGSHJS‘é‘%ﬁcPHg]fﬁWF (Ee §§J %griléedt he
Digital Si g'ﬂ@ﬁq%&ll |r&9é§eﬁt@@‘pla(rﬁ§e\)13, is @eﬁérété‘d ﬁﬁﬁ%ﬂiﬁ@ssgﬁﬁecﬁﬁﬁwg (D, M)
Pohl i g- Hel | man, Bl um Bl um Sh and Elliptic rve

crypt osyiét eﬁscosdl@ﬁom MN@E&CZGO@UDZO] Figure 2 illustrates, in block
di agram form an exenplary data processing system 200 such as data

processi ng $oROEM :tﬁ)glté}flatﬁbQHl'b@dl%leﬁ’tG%@flﬂ'ﬁ?@;eﬂt(}n%ﬂﬁoﬁ%ﬂ@ﬂtemﬂ&ues efiliihe
pr esent invention. In the illustrated enbodi nent, ta processing system

200 " conpr i swslulshmubiplipasion opm@@é@rseefp@nezwloaﬁwha@%lkﬁ IB’§§%1 STPRELHIEH™ 0 a
processor SB(EE&W Diffie-Hellman Key Exchange, Pohlig-Hellman, Rabin, ElGamal, Blum-Blum-

Shub, and Elliptic Curve cryptosystems are implemented.

20 [0020]  Figure 2 illustrates, in block diagram form, an exemplary data processing
system 200 such as data processing system 102 of Figure 1 according to one embodiment
of the present invention. In the illustrated embodiment, data processing system 200
comprises one or more processors 202 and a chipset 204 coupled to a processor system
bus 206. Processor(s) 202 may each comprise any suitable processor architecture and for
25  one embodiment comprise an Intel™ Architecture, used for example, in the Pentium™
family of processors available from Intel™ Corporation of Santa Clara, California.
Chipset 204 for one embodiment of the present invention comprises a “north bridge” or
memory controller hub (MCH) 208 and a “south bridge” or input/output (I/O) controller
hub (ICH) 210 coupled together as shown. MCH 208 and ICH 210 may each comprise

30  any suitable circuitry and for one embodiment, are each formed as a separate integrated



bus 206. Processor(s) 202 may each conprise any suitable processor
architecture and for 25 one enbodi nent conprise an Intel TM Architecture,
used for woaspBenisin the PentiumlM famly of processors a@/UsabBessr om
Intel TM Corporation of Santa Clara, California. Chipset 204 for one
enbodi nent of the present invention conprises a "north bridge" or nenory
control l'er GH&I&W CRA &téwf& 1120 BinBodihbHlg Blay @6mpiRUin{ QuitaBIst onk lof Sore
controller hub ( 0 coupl ed t oget her as shown. 208 and I CH 210
may each coﬁﬁ?gr%t@d@@uﬁwydﬁlﬂeéﬁ‘i’léesm rcuitry and for one enbodi nent, are
each forned as a separate integrated 5 WO 03/030015 PCT/ US02/ 30448

circuit chippo2ehi PRetH20A Loy cohphic £rBOBITRAHcIBYNRIABPI] SRVRIBYOSUhY abl e
one or nore integrated circuit or di screte devi ces. [0021], MCH 208 may

conprise a StifablioBmcEHomik ©aHesesior ststerbbysr296 ipdox rany syitable deyieh O
communi cgt i Q&nbér@ﬁt inCoRAGRAAA Wik e 18S M@ﬁ ﬁ@%loénet é?nlﬁﬁi»fne%ﬂ bfolee

devi ce or onponent in comuni cation wth 208 for one
enbodi ment pmbie@e@uam btaf&r@g,e@mé|0t>hea<tr10bn1,an4ﬂﬁmp@ztrfprr@,ch tilﬁtﬂfaé%her ency
managenent for each interface. [0022] MCH 208 is coupled to processor
system bus 25,pnd \gEQWiod eScaplel Etrof:@&ﬁ& S%Qem RLOSESHRAPrSVideAAR Y Bdce ib1e
processor system bus 206. Processor(s) , inalternative enbodinents
of the pres@mceispd AP onersbe e@ﬁ%ﬁ@féajstwﬂﬁhs mﬁ—i ProgswrSLH2pset ipgieagve or m 10
a single Ch'e&boméh%%tﬂe Q% | FARASH S s QvifbN NV HORE ABnib Rl 864 @G6ind O 2
menory 212, ‘a graphics ontro 214, and a processor according to

t he predént aismgtervhiroiVICE20R lla)‘bne mhodhmngalacomrpv@@ angntpatiqe 20 8 mgmory 3{1@5% rat ed.
Menory 212 is ca t u on a
processor sSCRIAE CpEIELaE) A 3ot S0CARrens e kiRl EHBR SBE P O

may conpri sevhidhyis saupledhb BIGHROR a5 iﬁm’ateéswmmﬂld is wpd@mﬁﬁm@gﬁa’@&nMWr y

(DRAM for exanple. G a CsS contro 214 contr

i nf or mati on 11E§Hn§1o§ﬁie§%f)gleoqns%pg§e5ﬁr Sucg e RToRE5Y gdgt%r %12 O%lacf?%t %‘éoesil%) or

|2|1§]1U| Id cr KSts?élt«Tm dios Fﬂna)émﬁ}l-%@llgfseran?mfmﬂe EnoeﬁQMpB et ztsOd;glaﬁnliIi‘lranéorﬂcaﬁtdss)l | er
n the 1llustrated enbodi ment inter t ic

cont r-ol Iler m%loﬁhrWhrfora@é@P@Fat &HaPhiss a Rt erpaﬁ OI-B% tg? g‘{lﬂ{f ?I be

appr eci at ed j{iatatibRn R VRAK dispentd, @ﬁ'ch%ycl HighoBé @@ttwee@:@f) oWl Sitpinig caial

sui tabl e graphics bus or port standar d. aphics controller 214 for one
enbodi nent @wylaal L&mNatarvergplse cewies] rﬁ%c%r%htcﬁ Wil ido furths st e
chip. embodiment, MCH 208 interfaces with graphics controller 214 through an accelerated

graphics port. However, it will be appreciated that the present invention may be practiced
20 using any suitable graphics bus or port standard. Graphics controller 214 for one

embodiment may alternatively be combined with MCH 208 to form a single chip.

[0023] Although processor 217 has been depicted as an independent, special-purpose
or “application specific” integrated circuit chip in the described figure, in alternative
embodiments of the present invention processor 217 is implemented as a programmable
25  logic or gate array device such as a field programmable gate array (FPGA) and as a
general purpose processor (e.g., one or more of processor(s) 212) programmed utilizing
executable instructions embodied within a machine-readable medium to cause the general

purpose processor to perform methods of the present invention.

[0024] Processor 217 is utilized, according to one embodiment of the invention, to

30 accelerate computationally intensive tasks such as modular exponentiation and/or modular

6



[ 0023] Al though processor 217 has been depicted as an i ndependent,
speci al -purpose or "application specific" integrated circuit chip in the
descri bedwio @useyisi n alternative enbodi nents of the presadT/UsvweBsmMsson
processor 217 is inplenmented as a progranmable 25 |logic or gate array
device such as a field programmabl e gate array (FPGA) and as a general

pur pose proGRg§icalidh Sssoci@BE WAfh BRI tRh, BEPERDA Ar( SutheddiddrioRr Qef.ibRE Al
utilizing executable instructions embodi ed Wi thin a nachi ne-readabl e

medi um t 0 CAUPESTHUNYBIGBRARSApLseEEaby 3t 8RS YROAdENGHE PrOseSIOTRIT HBRIWIS 1 t he

present i nventi Ofrs b0LEnd Iﬁeﬁﬁa?%%gon%ﬂt?atétsanﬁta' doligi8, dedfe€ Aitbigd beweae
enbodi nent of the invention accel erate conputationally intensive

tasks such d&ks ﬁtsaanchﬁecgn@@minkar Sxpaoentigindy &y sqi%mlarcoume\f@ o3t embecesnd
PCT/ US02/530448, 1.0l § Bl 6534 | ;o%@th@]Sﬁ Sp%hse%%é B 5 Rga%a BT yl%&gﬁl 3@ or

aut henti cati on operations stens suc A. Accordi

one enbodi mptrapr@cemmrbﬂzmdulnc Ie&ldmsntattors lirasfirsh dperabty smvdra@écmn@b wbdul ar
exponentiataor_and a coupl i e j i e S

second modul°8Fe %np%rhcgn |Qa g gﬁ(shqullel{ék i%;( %&%633 vae%}qom# %ﬁer%}‘l’lg é@econd 5
nodul ar expangietdf aperatiord. ogealltmmatiiva embspmasie of thet 1h66n$lbmtpeo®'ssoa 2t ecai bed

control signal erate.as two onent to a first,
oper abl y seﬁa'r‘%{?‘gtﬂ d%’(%d’é“i??sm%%’étf%#agHlaa?n‘gqgfénog" nﬁr% pgr fz‘}%k‘%( tr%ﬁﬁf‘tg?)
exponentjioat Qia hiju@l HEES AbmoeP @foable (DIAND! 6t onTH PE- HTO GPPC-ABE aemdrin bus
alternative enbodi nents of the |nvent|$ Locessg 217 can be coupled to
dat a proces§P?@e%t9§\ﬂ@ﬁ12§§u@r\)’iaé‘néxmllon %ﬂ%ﬁ Srigreabetherddcket (not
illustrated), 10 via a dual inline nmenory nodule (DIMW slot on a PC- 100 or
PC- 133 nenonyo2sys MOHPI08ds kigo Mupledd8 ICHR 1V it@p@dnide X Esioa0HRIS uﬁmngther
descri bed herei n. [00!2)(;% MCH 208 i s alé %CF' ed to ICH 210 to grov
access to | & migrfachy HeigRIArronidss fhipks ggyiosy gr lﬁﬁr’cﬁ’b?‘a]e?mé’ﬁ e Fface

to I/ 0 devi gas RbceB8id BRERADOIC PPNy EOhiprisd ahf sif8REsE G csonﬁrbwamtaoo
| CH 210 may conprise any suitable interface controller to 15 provide for

any sui t!i@bl @r heryatuitahle pemruieatigmiink treMERHZASrangdigr By ARY sHitblsIe¥icg&Yi ce or
conponent | Qoﬁlggnfgﬂp Erp ?élhﬂﬁm@étfoﬂ Wi @A 310! Gdr2dfh ERroneNEntRaRRdl PRRIdes

provides suit ering and arbitration for each interface. [0026] In
t he il ust r atiéablehftsdngremt arbip@ionXvoeatly intdrfee.pr ovi des an interface to a
network interface controller 218, a mass store device 220, and to a

keyboard 22%002%] MOYRZ&he illustrated embodiment, ICH 210 further provides an interface to a
network interface controller 218, a mass store device 220, and to a keyboard 222, a mouse

20 224, a floppy disk drive 226, as well as additional devices via one or more standard
parallel 228 or serial 230 ports through a super I/O controller 232. Network interface
controller 218 or alternatively a modem codec (not illustrated) may be utilized to couple

data processing system 200 to a suitable communications network such as
communications network 100 of Figure 1 via various well-known methods. Mass store

25 device 220 may comprise any suitable device or component to store data and/or
instructions such as a tape or fixed disk magnetic storage device, or an optical storage
device such as a compact disk (CD) or digital versatile disk (DVD) read only memory
(ROM) device. In one embodiment of the present invention, mass store device 220
comprises one or more hard disk drives (HDD). In the illustrated embodiment, ICH 210

30 also provides an interface to an expansion bus bridge 234 to facilitate the attachment of

additional I/O devices or peripheral components via an expansion bus such as a Peripheral

7



20 224, a floppy disk drive 226, as well| as additional devices via one or
nore standard parallel 228 or serial 230 ports through a super /0
control | ew@Ba30Met work interface controller 218 or alterr@aruvoeBys4s nodem
codec (not illustrated) may be utilized to couple data processing system
200 to a suitable comruni cations network such as comuni cati ons network
100 of Fi gurc%m})of{én@hﬁ&w%& (peh! mEnawstREAShitdVRSS ISAR e UARelENSfial 220
may conprise any suitable device or component to store data and/ or

i nstructiongU §E{mmé@ﬁdhﬁﬁﬁ@dbr fixed di sk magnetic storage device, or an
optical storage device such as a conpact disk (CD) or digital versatile

di sk (DVD) &g onlpmydemnyg of Mre%‘wl%ﬂtldrﬂ AR EineITRO db At Qlﬂ?orfnlaﬁorpr esent
i nvention, nmass store device 220 onprises one or nore hard disk drives

(HDD). In t REOCPIsIngshardiyase) @%V@HPWP%S?%O@I@IO@@ Btey dspiPrdderedn bt erface

to an expangi@neLR ;;?Béegggpe%?tﬂ)ni or i@ GhdsédtabRnfidiema) baehb®iéd Bf exeafighid i onal
| /O devices or peripheral conmponents via an expansion bus such as a

Peri pheral imptygions/cobodied withy ysgehpeaerdablesmagbiie sich) 3t Bpasnelds Mas) ) |
I ndustry St ap ge[aoog\é{bf 0t el@ Hlel bip )meéﬂﬁ M{l MET SRk 1§%{p’yaﬁlsk (d3B) 2%“531 (not

illustrated). iments of the pre ent 1 nv ion may I ncl ude
sof twar e, i mbomusicitoms nptmd@eszsﬂarb@e Hanetwarkenterzng corirdllous! Sperbe k. ng
operations, further descrlbed herein. The 5 features and process

oper ations gé tg‘godl e Hﬁ&ﬁﬂg h@ﬂmﬁer}fa}bﬁcl‘ﬁﬁp% ﬁ@cﬁaﬂlsﬁ&ﬁ&%@h&% (ie.,

i nstruction hin a machi ne-readabl di um such "as nenDry 212,
mass sﬂ@resmemmu@bQ@@wnmwmmﬁabﬁEMdm@ﬁﬂﬁﬂﬁ&hbb@M@H@NhMW(%gf*@n@yﬁﬁﬁgg drive

226, a comupi C%q)ogg%{x%k Y ARABICAE AP IR HiPGHot mggeagtggurea@' er

218, or the Y“%n ne rea I'e" medium may | nc
mechani sm t haly pe@uyd@ON);. mndom hOcest areesrya (RIAMD; magwsmdux) stbrageomd'tai on in
a form readabl.e at a roc§§3|n sten120Q%

exanpl e, a ﬁﬁﬁﬁ?ﬁéugggﬁéﬁi@aﬂéﬁ?ﬁﬂycﬁgfﬁﬁ SCteRl R ﬂo? oPsigrt 4 €%foread

only nmenory of a@mgaterda;igﬁ@m(agp@a@ermm $hfiafRRAN)gnalsadigiet §ignatk, sﬂe)sdr@]iiealge medi a;
optical storage nedia; flash devi ces; elect{lcal 0

acoust i dal dmhe JpFEptiqns R ll?fu SR8 @c2°9righar spepig! gUurpogeap P?eé?or\ﬁé{ﬂ’}bQS

infrared si ghgksor Engdrtp%ceﬁoﬂﬁ'ﬂl §lsogf§§'rﬁne)i wifh thé BRtrhdtisss, tolferfoAg nidlisdds Ut | ons
can be used to cause a general or special purpose processor such as

processor 20pocgseppighepressnt myontiopy ddiermatiedy- Hie fRatige of RSEAtIGRY ‘?fdh%prefeé‘t
perform met Radg;qf may be performed by specific hardware components that contain hard-wired

logic for performing the operations, or by any combination of programmed data

20  processing components and custom hardware components.

[0029] It should be appreciated that the present invention may be practiced utilizing a
data processing system 200 having a greater or lesser number of components as the
illustrated exemplary system. For example, data processing system 200 may comprise, in
alternative embodiments of the present invention, one of a wide variety of server or client
25  computer systems or devices such as a workstation, personal computer, “thin client” (i.e.
network computer or NetPC), Internet appliance, terminal, palmtop computing device,
robust cellular or Personal Communications Services (PCS) telephone, “thin server”
(sometimes called an appliance server, application server, or specialty server), or the like.
In one embodiment of the present invention data processing system 200 comprises a server

30  computer system. In another embodiment of the present invention data processing system



processes of the present invention. Alternatively, the features or
operations of the present invention nay be perforned by specific hardware
conponent wa dsaBomasnt ain hard-wired |logic for perform ng tHE/OpPeses48ons, or
by any conbi nati on of programmed data 20 processing conponents and custom
har dwar e conponents. [0029] It should be appreciated that the present

i nvention mayo REmpFigstdnC Blectkthid tahmM&tcd acBhkRoPhAHB&S hpplias¥ Sl PedBehiR@vi ng a
greater or |esser nunber of conponents as the illustrated exenplary

system For Sestagppeet I&aﬁasékbmgqﬂﬁ@s A\ PEETEPHOPGIS CRYBYONCRSFEIPSe, i n
alternative enbodi nents of the present invention, one of a wide variety of

server or claosof Zilgﬂmunwra@yﬁh%mem bldavm@gamweiﬂn@alaaemh&ﬁia@i BOm,
personal conputer, "thin client” (I networ k_conputer or

| nternet apBfioifiG:to queembadimentofithy Hﬁseéb%‘?Pt“PFrgI\@QVI?E%?‘POH?USB‘GE§OQ:%€ theil ar or

Per sonal 5ConmdphetinBOEmER NGRS a(REIhoduft @RABRiator 130D And 8's¥Rhd mddg@ret i mes
call ed an appliance server, application server, or specialty server&1 or
Y

the like. Frpoawiarsodistegivelyfconmed ioeehe vie 3 pareking dryiea08 aproptiessi

system 200 $M'ﬁ€&t1%asew§rm§&’ul&0 h&ﬁla{%}‘ S§o§”hclh@es390ﬁ11§f3'éxp%%ﬁfi'u&?”t of
the present "invention data processing system 8 WO 03/030015 PCT/ US02/ 30448

200 conpri sesnimiler|((BEY Pohirrd eofitye modular owitiplist 810 madoumpkofapgiritagieep ©6r

erform ng REEHLE ERRKAL GRNPSILSPLGANDRE) | AR AL BICHNRLEONIdeGRyPt i on

oper ati ons. Igure ustrates a I'agram o
modul ar 16x poementating 01r “&3d0 logactlor dSimgadyo seqved awldokar ﬂmonermrhtot Aet mcelgema

i nvention. Mbdul ar onentl f the I us

i ncl udes a f?crogii e}ﬁ%‘)& gi;lo%x?)rgli?@%rt ﬁ%taélg as%%"ngn]ao é%ugtrp ng%de'in © uP ©
exponent i at @foud O poetseiniclealeyts G22phéehd logeBheerpan@d@wmI% ﬁtgludlem fisst 306
according to th r inventio Fir ar ex entiator 30

i ncl udes a m“ﬁté‘ﬁexégﬁgaéaﬁélaaﬁef;w muiRleX | ?%gr o ﬁ(%‘m%)é Cg‘r‘Fg ghq‘ ?SrsfnoﬁBéﬁl ar
nul tiplier ZinBReeorsn2 ahd @e kdcosd modOaHRxpdnentMiACGESHNgs @hammat s (PEs) 312,
a second group of processing elenents 314, and 10 term nating or "end"

| ogic 316. Sim]arl second nodul ar,_expone tor, 304 incl udes cond
exporientiPat me’ll: o) nt‘%@a‘iq Vidg yaricty, ﬁc@%‘S%ﬂld%H@‘faéer implAmenEiPRYMayhy L}'?ﬁ‘ge up
of a group®impEReRSHbdithr eh@iBRthSon3 st AethlLMuHif G1824A4d sédtPhidagladevi ce
306 includes a first nultiplexer 326 _and a second nul tiplexer 328 to

sel ecti vel y medindiee 3ehefrthy susiiperipabodivsiotiehcrapsie 3dongrnerheWatishd
modul ar  expepeRtéld N a iRALLRRc 3Ray bt P6des @ Eements with each processing element

processing some number of bits of a Montgomery multiplication operation. For example,
20  each processing element in the embodiment depicted in Figure 3 operates on 4 bits of a
Montgomery multiplication operation at a time. The number of processing elements
utilized in this embodiment is equal to the number of bits in the Montgomery
multiplication arguments divided by the number of bits per processing element plus four.
For example, a 512-bit Montgomery multiplication would require 132 4-bit processing
25 elements and a 1024-bit Montgomery multiplication would require 259 4-bit processing
elements. However, the final or “lefimost” processing element is typically only utilized to
handle overflow conditions and is therefore incorporated into the end logic of its
respective processing chain with the number of fully-implemented processing elements
being reduced by one (e.g. 131 4-bit processing elements for a 512-bit Montgomery
30  multiplication).



15 [0031] Wiile a wde variety of techniques and hardware inplenentations
may be used to inplenent nodular rmultiplication, first nodular rmultiplier
310 and swwooisthsemsul ar rnultiplier 320 of the illustrated ramicsdesens each
conprise a Montgonmery multiplier constructed as a linear systolic array of
processing elenents with each processing el ement processing sonme nunber of

bits of a Muyssgpneny tH@ﬂlﬁétﬁJﬁe'dceﬂ{bb@iﬁleﬁpﬂ{eaﬁrb%51né:élém@1%§8p4‘l®as” 20 gdfBed
processing elenent in nbodi ment depi ct ed in Figure operat es on 4

bits of a th@@kﬁl?értygeﬁl‘lﬁrtnil pllineaitsy Blicopeayari “shainl ar@ qoupled torp &logky sprase of
processing ﬁt/oﬂﬁ%aedl)u%%tﬁﬁ e§l &F thid iSscApRA0H g?%ceésﬁlg%%'ﬁ?clms ?alofen pypper of

bits in the nt gonme plication arguments diVid by the nunber of
bits per proceban nfgllebeemtedptblm’ fugnber frdmpzerexiantbp éOtahmBlllZermfterﬁ%Hm)ner y

mul tiplicgati ul d Iy SO

1024- bi tgl\/bn@rélgr\r{r\tgrm the %1%L1tl%n% % ?gtgwﬁ% egozégr 3 | t pr ocggcs&m ﬁyg

el fament S. khmmmaumhmmb staxrtmgrthhl thé firsbst “rightrocsEs piorgsieg elvmant dospleg i cal |y
only utilized andl e.. verflo nd|t r orated
into the enﬁ1 %8?1(,5 CBpOTjepa lopégmr?[ﬁ vapigd (a)tgggggfr}gs ccﬁltrgp&%\n%[ i etrﬁw‘?le@nvger of
ful ly-inpl epert ed mbmgeﬁﬂloh@umb&hﬁfﬁugh t}teemnlgph@dmcebbnbymnmg pecegsing 3 4- bi t

processing e]e ts for 12-bi.t Mo oner 3 lication). 9 WO

03/ 030015 PEFPLER 390583 gate ?1‘661332‘]1 Doy B4t £q S Pglfselal mdbi Fre“ﬁ‘?v,lg‘{sﬁkght
processijng ghEABMeH) Abightidehg pAscessRbleRR@ad in aRdinefupdelt drogehkedh dctck’ | | near
systolic array or "charn" and coupled to a clock squrce Técant illustrated).

For pur pose§’ 8ris¢ Rf ghegedatks JiGeon A PRIPRS A5, BHRWS ST el BemBrvided o AhgiBEAT ar r ay

or chain wi L}lgtﬁﬁo§tePﬁfcés§ﬂ %fenl@m(elgnpm) {ih QL &BERed &gg%ﬂ&tlh@&nadonﬂél[@%d of
processing 5 el enents in F he chain m nus one (e 0 to PE-130 for a

512- bi t wbn@cg@apr@myl orﬁr‘mﬁmopﬂ”upezcmsm cdgEnhin e@@fameﬁwswg AhE-gf PEdB0 gra
“rightnost"” pgg&ég&glegj P*erf\%gﬁ@g “rté?mmtaﬁﬁg”%@b n's exponentiation

controller. as control signals are received via PE-O
and propagated or punped through the multiplication chain. During
processilig, [@33hi vénalrEnative embedimets af the prrsent inverting o esaigaerdesser rb’@’tbﬁr of its

i medi ate (i, roc»f%glﬁé QUL ngallgltbe 10128 8x%L b rﬁ&rezzgfdﬁﬂggé?ﬁﬂ{ah&& RAyO5%8R8d N9

el enents in° systolic array on eac or pulsée of the
cl ock sour ces ewqomgmrxmm\eda lngmlszems o thq:elmfpmcessmgmhlmﬁ of exch Montgonzery or

gt oSt pAGRINIGhafl O TRE end T (REMW oMl B2BNoPRROMALET SHRAMRMET L1 On

controller
however includes a final processing element and more sophisticated logic to provide

20  appropriate inputs to the remainder of an associated Montgomery multiplication chain.
For example, in one embodiment of the present invention, end logic 316 and 324 includes
an “OR” logic gate to receive at least two carry bits from the next to last processing
element and a flip-flop to register the logical “OR” gate output and provide it to the next to
last processing element’s “S-in” or intermediate result input. Each exponentiation

25  controller 308, 318 provides operands and control signals to its associated Montgomery
multiplier 310 and 320, respectively, and then receives the results of the performed
Montgomery multiplication operation via the PE-0 of each multiplication chain after an
appropriate number of clock cycles or “pulses”. The storage required for operands and
results and the number of cycles or clocks between the beginning and completion of a

30  Montgomery multiplication operation for an exponentiation controller is therefore

dependent on the size or “length” of the Montgomery multiplication chain.
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to the final or "leftnost"” processing elenent in each |inear systolic array
(e.g. PE-130 in a 512 bit Montgonmery nmultiplier) via end or "term nating"
| ogi c. 15wW0i3B3¢01kn al ternati ve enbodi ments of the presentpdimusdnBIas, a
greater or |esser nunber of processing elenents nay be utilized and one or
nore ground term nations may be used as end logic to provide |ogical zeros

to the |ast @@@PesThgﬁls@la%ﬁél{tla@én &ﬁﬁbﬂé}/@.g FOMNE ilYustra¥bd ShBdieat isonstaleai n.
The end Iogl c (i.e. 316 and 324 the illustrated enbodi mrent however

i ncl udes a flhbit gypencatiaiongeastre n‘thlé‘?n dharsecend sppensRiiatian eepnireldit ¢3 k8o 15pr ovi de
20 appr opri gél@ctdbgbg% %pérg tg‘seeﬁlﬁe'fma] Bt géﬁnﬁa'?t%ﬁcécﬁﬁr@ﬁerl\@nﬁggnﬁfﬂ -bit

multiplication ¢ exanple, 1n on nbodi nent of the present
i nvention, exmngrgigiion m0&¢rd I@M 1iluﬁ@1a‘[@d@gqbo@mentm&zp@gle@t atrel signal begej ve at

l eaSt two Caffye 1%1[23%1 t('é e (%tgjgl vee ,f&%@lﬁgblt%g&e&sb&ga 10?1'135@3& ARk &

ip-flop to'reg ate output and provide It to the
next to | astodplanembmt@tcel MTemid she" ®comi norulan expareetiatar e3desng| apeiatput .

Each exponent| agl Og Ccizp%a ga{]s}\){ij%![ 1|n eﬁ?gm?ent 5?%1?11. ogxlald %ipé)ﬁ&q%a%gs?%n@g%e&%m rol

signals to P8 | er respectivel y,
and then rec¢elavisis mbbe of esudtios 1mfwhtchehqoﬁusf mbdltﬂdr exwmga:mremz amd |thd wk:omiat ion

operation V|athe PE- O of h multjplic |n after rlate
number of cPEARAEGRPPARNIgHor - §§%Fr§é)§era{°l§‘ﬁ8u@?(a)g)§8§ e QAFPES 0 ng&epg%ﬂbgs and
resul t s 1and pidaglanenpogsntialor.CYRd B8t &d Btadkpeligmedestaiedhegioany sgdecarbtt
conpletion of a 30 Myntgonery multiplication operation for an

exponent i at ibbFtwesstindyidag nlogu@h@‘tpé?"rﬁlenond@ﬁréﬂ%nt on the size or "length"
of the Montgonmery multiplication chain. 10 WD 03/ 030015 PCT/ US02/ 30448

[0034] The fgo38f exRERERiSeRET @RrdIQREIAIN 850 308e afustrited etth)ddl&hd‘rﬁisadlhzed
enbodinment is a static 512-bit exponentiation contrg r whi |l e the second
exponent i at toselebbrth #ie approgrige i”@‘ﬂssfé‘l apltiglsres 83 FeiPirad the cgpeting mgdes12. i ¢

exponenti at gﬁ@ 60 rﬂ)ﬁ@ bitfTor Qhe %@cd’f\d %ﬂnéﬂhﬁtloneé&@%ﬂm Bag.i O GRMIkRatiRs . | N
the illustrated enbodinent, a Size | ect control signal line 5 330 is

utilized5t ocmbbdiventhet watel sigfal ris ﬁuplﬂslict 1pithe spserd erpoppdiatien eentioeBl&h t he
first modulge expon e%ér?tgsoéne?bq N gdcfl%aﬁ&ﬁﬁf)ﬁs@ﬂé@%ﬁ %511t?8f EQlﬁﬁ’iﬂé Id@\tlég 304

are operably separa to operate as two I ndependent nodul ar
exponent i at 806 (c.@hdsedect the eptpriatedinputh pi mpibiplexess 3%@]&&88)@ rIn ih@ f‘m TR-tihe

b FogfXBP R0 L B0 08 BLILD S0 RaR0R DAY Sxponanti-ay 304

are oper abl fog 0 o] opera e as a sin
elements 312 and the second group of processing elements 314 for its required total of 131

20  processing elements, and then to end logic 316. The second exponentiation controller 318,
selected to operate as a 512-bit EC, is coupled to its own group of 131 processing elements
322, and then to end logic 324. No resources are wasted in this mode and the two
exponentiation controllers 308, 318 can perform two separate 512-bit exponentiations

independently of one another.

25 [0036] In the second, 1024-bit operating mode, the second exponentiation controller
318, selected to operate as a 1024-bit exponentiation controller, is coupled to the group of
131 processing elements 322, then via multiplexers 326 and 328 of coupling device 306 to
the first group of 128 processing elements 314 for the required total of 259 processing
elements, and finally to first end logic 316. The first exponentiation controller 308, the
30 first group of processing elements 312, and second end logic 324 remain idle while

modular exponentiator 300 is in this second, operably-coupled mode of operation. Since

11



10 nodul ar exponentiator. The first and second operating nodes are

dynam cal ly selectable in between individual nodul ar exponentiation

oper ati onwo (3@3@GF The Size Sel ect control signal |ine 33®aiudonsos448
illustrated enbodinent is utilized to select both the appropriate inputs
for nmultiplexers 326 and 328 and the operating node (512 or 1024-bit) of

the second ﬁ'?é@@flﬁﬁgrh&& inﬁﬁ‘c_ilﬁ@ﬁ{oﬁl%r(l)c%si@l@eméd@ cBdinsAlebREdApine RIKISF théviogdl ment ,

a control signal Ts supplied to the second exponentiation controller 318
whi ch in t uheweyenenktadsviskrmaynt ofdegic Baweted Shials ceslg¥Fsionsi gnal s to control
coupling device 306 (e.g. to select the appropriate inputs of nmultiplexers

326 and 3283t t ReshbiiliYe, appredimthi tthat MRORIM BN f bidk&sking eRpaRNItiEkdD the
controller 308 is coupled to the first group aq rocessing elenments 312

f
and the secowabyjrbbs Brocprwkiss slemgne PrhBRsEe @iﬁ}ePIBQdUil@tf§XP<é’ﬁ%H%“€a SRSl of
131 20 pg chr%sérgﬁraﬁj gﬁga@éfg@gﬂe@dhiﬁp aﬁé?réﬁﬂg Al eR&O - FEP%X&@}%Q”Q one

exponentiation contro , selected to operate as a 512-bit EC is
coupl ed to Pmbodimentgf thepresentigrentiom cigbs? H6gbiemedkisitespomgptators ag seleivello end
| ogi c 324. ' ' ! iation
controller s%&%%%g% ggonﬁ %@9%?%%?ym%ﬂggedg§g@q§l@%g% )%%‘é@rgn(?i)&g?i;;m{r?s

i ndependent imodex inclndingnbt dightt 256¢%bit [e@PBBhtiaters;t NefowreTldrit, expomentighors; dperat i ng
node, the s d. exponent i ati on I . t as a
1024. bi ¢ expUnaHt PAPROR- BbntF S EREbl SeeBbuph™ oFF) Ak bAARRGS R
processilng 6lBbkpBkondRRior] dAmenwei2acbitlekpgieateeors, @260 468bB28pmentmbuphichg
device 306 to t?%.fi rst%@roqp of 12§1ﬁ£rocgssti ng %el ement slze31§101;onrtia%orr1e
required toPBY Sof PESEPRREEEQL| Hg2We PRITEAPEPINARY Pi KATTY 15 FIRPSY™ERE 1 ogi ¢
316. The fi kgilin@ 028 €Al s i MuPisroBRE&r TBMS embbdEmaids bf ths tpragerm uypveafion
processing el enents 312, and second end |logic 324 remain. idl.e while

modul ar expahehtiosilss exermeptiatipp opgfations &f JAHOUS KT 4B 0§ e RIS E AT Yo At
operation. Si&&ily Mlh¥hH3/ 030015 PCT/ US02/ 30448 the Montgonery
mul tiplication processing el enent chains represent the bulk of the logic

however, only a trivial amount of logic is wasted in this configuration.
[0037] If stﬁ&ﬁﬁh b@i@ﬂsr‘éw%ﬂiﬂ@aatllrgétlg‘feﬁéloﬁlﬁPrﬁ%framocffjaﬁreé&%?g‘il%ﬁn188123' ﬁ‘IE s

utilized, tRgy [RADE sQbndickSorRh@Fes SREPIRE BlseheFigurdsl idedmicz® ofe t he
nodul ar exponentiators shown 5 are arbitrary and may be varied in

al t er nat i ve colpdigientent e Fesenbymmpics; Canerllsr SRB i tﬁ%ﬁﬁusgﬁteﬂ e berigeaht
invention, el@dhtsg38nd il cRAYbATexFXRANRAM B DBS cfofert 60T 1 US4, Yexponent
processors 428 and 430, data RAM 0 414, data RAM 1 416, destination sequencer 424,
20  destination address counter 426, and time division multiplexing(TDM)/chain input
adjuster unit 406, as well as various registers 422 and multiplexers 427 and 429. State
Machine 402 is responsible for generating the control words for one or more associated
modular multiplier processing element chains and coordinating various tasks performed by

the other components of the exponentiation controller 400.

25 [0039] In one embodiment, state machine 402, as well as the various RAMs (e.g.
RAMs 414, 416, 432, and 434) of controller 400 operate based upon a received clock
signal (not illustrated) having approximately half the frequency as a clock signal used to
operate the processing elements of an associated modular multiplier. Accordingly, state
machine 402 generates two sets of control words each clock cycle, and the TDM/chain

30  input adjuster unit 406 alternates between the two. Utilizing these generated control
words, state machine executes processing element chain functions such as grabbing input
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coupl ed together to provide a variety of nodul ar exponenti ator
configurations or operating nodes including: 1) eight 256-bit
exponent i wooi3a30@y four 512-bit exponentiators; 3) two 102AYWS0R/30448
exponenti ators; 4) one 2048-bit exponentiator; 5) one 1024-bit
exponenti ator, one 10 512-bit exponentiator, and two 256-bit

exponent i at gpganddigits\BaldifimBioher@¥PRIEIPlek, ah@ bérfdMthg MBSty Biultiplication.
exponentiator; or any other conbipation of various size exponentiators
total i ng 2098ewPbingre Bpdwan gxppamiiatonopeigtonssee begyp gvhep ahsiaitniRtis(ess S the

present inventiion: 48 LRI ﬁ{fpu{emrf@ggs&r@ew A0 sPRShAtHRNS020herV AsbiRUs Si zes

to be performed quickly and efficiently in hardware. 15 [0038] Figure 4

i 11 ust rat es denchuggt e after fhegderiredi ragrudmnopgrations esesoneletd. ¥V hish oE basersraier
400, suc @ a§taﬁ?1¥p§&q#ﬁ§é Hg&‘?%éséﬁéd%n&cﬁé‘ﬁé Qbér%ngﬁ%ﬂe(&%ﬁ 'o%?'%?it)?bf cBGfRAi ng to

one enbodi nen ' resent 1nvention. Cont er 40 the 11lustrated
enbodi ment 40%e hysdastedmstdarexpershiiater a0 2ts cempuneitartRAM 0 423, exponent RAM
1 434, exponent processors 428 and 430, data RAM 0 414, data RAM 1 416,

desti nati on gRgHenGsE, 42t 0294 A68LhAAANN 2L0GES &P UPHR ARy Akt T8
(T p d N
as

di vi si on mul'tiplexing M/ chain input adjuster unit 406, as we
vari ous r egespoaegiatig dainthchudingiip preecsmbndigient, snelospgre bgieanputs, Mhddmtgomen0?2 | s

e ol RIS el I NSuGORNIS) iR el MpdBNE AL PSR 3506, E o

modul ar mul tirpl'ier processin I'ns and coordi nati ng various tasks
performad byachtthee, dittrerediaenpoitsrang tlefvated fexipeerenbioatgpioerydonsfpmidtion 0400. 25

[0039] In one e i t, stat | 0 S |1 .as .t he vari,ou Vs
(e.g. RAMs a&‘i%@%%ﬁ%ﬁ ° ﬁéf%éfg%cﬁ%#}le%@n%wo%pg%fﬁdﬁeo%zeer%tcém %{%ég()éjg\on a
][ecei ved cl (hﬁ\kleve;ﬁ,i ithﬁJ: _il(lwmlhtea Iemdbsairrﬁmeda)ch hiatai RgMappr, b riadledey stadde fohe
requency as a clock signal used t operate t rocessi nme of an
associ at ed %W%gltﬁﬂ ﬂcgcﬁ?‘?’% ate %@%Pd’iaﬁ‘ﬁsl’)??"%sltoggggs loag rﬁggeiggf&éﬂ@ét es
two sets of ,aePEhRls, WaEHst RAcbAe] @&k 18yakes dangortddeindibihg bawnteS@oit ApaIt
adjuster unit 406 alternates between the twg. Utilizing these %enerat ed

cont rol 15woiRisyritigaestmirem and acxedU pars 43t 96 Exsding g2 lupeioen @sopigied MOYHRE i ons

such as grabhj icﬁtgﬂ% I M3/ 030015 PCT/ US02/ 30448  operand digits,
cal cul ati ng operan nuintpi ples, and perform ng Montgonery mnultiplication.

One or nore nodul ar exponentiati on operations are begun when a "start”
input (e.g. (@3] sRerd priptd0 yqelsepvalgble fat lapding mput Jupg)d relicyiggertliy and
state machi pg, 402 N8RS 90L S ABdress inputs are supplied to each of the read ports 420 via

multiplexers 427 either directly from outside controller 402 when controller 402 is idle or

20 by combining bits from source address counter 404 and the two exponent processors 428
and 430. In one embodiment, low address bits for read ports 420 are obtained from source
address counter 404, whereas high bits are obtained from the two exponent processors 428
and 430. The addressed data RAM elements are then both provided to TDM/chain input
adjuster unit 406, which generally alternates between the two.

25  [0042] Write ports 418 receive result data from the output an associated computing
chain via one or two registers 422 utilized to line up the alternating data with the slower
clock cycles with which the data RAMs are operated. Address inputs are supplied to each
of the write ports 418 by combining bits from destination sequencer 424 and destination
address counter 426. In one embodiment, destination sequencer 424 supplies the high five

30  address bits to both data RAM write ports, selecting among the 20 available slots with the
low address bits being supplied by destination address counter 426.
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done out put 412 after the desired nodul ar operations are conplete. \Wich of
the separate 5 start inputs (408, 410) is asserted controls the operating
node (n- bwo aro3@nsbit) of controller 402's associated nmoddTars02/30448
exponentiator and its conponent parts. [0040] Data RAM 0 414 and data RAM 1
416 store nost of the necessary nodul ar exponentiation data including in

one enbodi quﬂ)on@wﬁnm@ﬁ QABRKEOuRRML S sefechONbB QIR Yof dhth 3 DE GEITRED O
factor "F, 'a nt gonery transfornmed nodul us, pre-cal cul ated powers of 10

each base, iafroeified dFepeesineealemens chagm QY cotipg figen disk Ortojepbardiat MnRrgB#er y
transf or mat '2?@, @pendind 87 %hto e;gﬂg% Trrg%lgl(e. 12 0f oraedu-gigt & BN Aldtier 486

depends on the size of controll owever, in the illustrated

enbodi ment eautspaedize RAWhigh atart sipali 408| a4 hag breagepliedrio staterpzhmeilgptt o
acconmodat e - ' n [t 24-
bit oper gndstﬁjeDE%?hn%%f 8@%@%&&%@&%@%’%&1@0& g%%gp%t%gratgg%?;?ﬁgﬁagiéﬁg a
"wite" por twaits SorlkSsigrat frami tdtnigachdsad@go begimvaitidg aestiteadacipof the sgpddtor

f eedi ng val to..an_assqQci r tinhi i ' in.
10041] *Read oY eS8 ByPEE" APAG O TAM oo | BlrhBit L AR CRTR LG G
retrieving magekisle figramn dulswde poant tdnderalléGReir ddr aklsess hipufrem aere to
supplied to each of, the read rt.s 420 via. nmultiplexers 427 either
directly frdW BRIDIAE t?fgﬂttﬁ?ﬂe&gef dippping gt tSﬁ?albj)el ﬁ?@laféﬁﬁ‘greisén?%l e or 20 by
conbining bits from source address counter 404 and the two exponent
processans 4@®4] and:43knt RANHet3erdaddi 488 riach towpraddrdaglspdoiet! ¢09@bit bwekl port s

420 are obtaj ned. from source address counter .404 ere i gh.bit
obt ai ned fr%‘ﬁ‘%?f@r ttigee LpbRne eﬂ?"&@@s"?ﬁ’l"%l ng ﬂhgﬁ%te‘ﬁh%goﬁxﬁg%ghﬁgéBglaa(rj:t a
RAM el erment s1386€4 bieRideOiddeRib@Vduekedt dfahelddMleiai400 ifsrabddingatiwuadpetientsni A 406,

whi ch generally alternates between the two. 25 [0042] W.ite pqrts 418
recei ve resuPtond o 133004 tpdlistetst enbrdigeathisi ]af’&dm %]r?ﬁﬁtlf Hfjthegﬁaifﬁe‘ﬁ?a one

or two regi $hbpofing éﬁﬂohérﬁ%ﬁ)c&&oxj 4BendR36 RRicRhEGERE thitgotatmchedpbnddae
slower clock cycles wth which the data RAMs are operated. Address inputs
are supplsi eRAM 4Bactd4 ispddrprsedwtiliziggororateywBich jatofilion 0% depepdipgpn
destination ag%gaﬁﬁ&%%oé@@.ga@@zﬂ@%; | Pati®Br tRAHRRIRr SRMMBEpof@fe td AneRe
enbodi ment, destination Sequencer 424 supplies the high five 3% addr ess
bits to bot ttadtestignaRK anrdil @ basgheert applisklostatd ngrhinediflg at thebepinndneiflaaiidalas| ot s
with the |ow addres i e ed. | ' ter
W ih the o SSpaHAEsaR qRkhao Sl Wb SHRPLIRE RN HAIH GRHMRAN GRR GANS

and the direction (e.g. up or down) in which the counting is accomplished throughout this

20  description is arbitrary and not meant to limit the potential embodiments of the present
invention. Exponent processors 428 and 430 are responsible for determining what

computation is to be performed next.

[0045] In one embodiment, a 5-Ary exponentiation algorithm is implemented and
Exponent processors 428 and 430 are utilized to determine whether to “square” or
25 “multiply” in each multiplication cycle, and if multiplying, which of 16 stored powers to
multiply by. Exponent processors 428 and 430 read stored exponent bits serially, although
they may internally consider a window of 9 consecutive bits at any one time and provide
the high 5 bits for addressing the read port 420 of the corresponding data RAM 414 or
416. In one embodiment, each exponent processor 428, 430 is also responsible for
30 referencing the appropriate inputs during an initial transformation multiplication cycle and

computing the 16 stored powers of the transformed base. Exponent processors 428 and
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[ 0043] Destination address counter 426 selects 4-bit digits of data to be
fed into an associ ated processing elenent chain by counting fromdigit O
to eitherwdi @ioBod30 or digit 258, depending on an oper at iprty/Us»adB80448. g.
512-bit or 1024-bit) of the controller 400 corresponding to which start
signal 408 or 410 has been applied to state nmachine 402 at 5 the begi nning
of a modul aﬁ3@§ﬁ%ﬁ?‘€@%ﬁ Bt QR ARBE R QPeratidRSit LHRplR B RHS inG AURIreS “¥26
waits for a sigha romsta}tje machi ne 402 to begin witing results to each
of the two deltain iRAMrespPRdingdnta RANARBY thyiarseHansorgaten oidhe wewi ved,
destination address counter asserts the wite-enable signals of the wite

ports 418 anpapl KSolLehfdtQWeinBdHRESadatdsses fth Qb 8b@ difits sthetapmpapr i ate
target, thereafter dropping the wite enable signals and resettin

ar . .ng. 10
[ 0044] ExpofremtanRapacitedamosspringlelaent shaip byepntingaron éigwo-tﬁ&#tb%dh%gb?é‘- bi t
bl ock M 6t g e : . Qs tNe il dusba-sliesr
enbodi rreRsrel\t : Blg\alfg? rzgﬁ’a%g?rgim 4%16d%p§%i§%@f§?§mﬁea%ﬁkg§3§lgs(glg bﬁlig Hcljutrsi. de (g)f9 t he
control | er #BGofitoriler deUcangsmrading xpwhichsisrt signali8g ondl Qs beazppiigd tostate

illustrated enbodipent i o} e j hibdZ Bnf edicd add
correspondi nmﬁcmg%ép\%%{ thﬁ?bgéggglgrowﬁgbgﬁadﬂggn%? cchl ﬁ%{f&leg'ses ?haat r|§(S:)Srt .
Each exponentuniss RAMedS%s 4 3ignalsfrad drates seching #03 zignidying dotimeerinpiis ¢re start s

at 511 or 1023, ,dependi ng.on , an _operati - bi -bit)
of the cont P& %?O%E?)C lggﬁgaﬁﬁﬁ%(gﬁ’te%W\ﬁﬂ%éﬁgggtéar%{egssplg%éf B%éﬂ &é‘g% has
been appbi egtati posit ae froac héroao 402amtoprine thegi. nMiheg acthrgat adsicksh d reached,
exponenti ati on operation, | houl d, be appr eci.at that. the specific

count er ran§ReEAdESS COYRE! f“#f‘etﬁﬂ} %%@%Sitg%“%gm&? 1’Ejepfogrto §WRYi n whi ch the
counting is acconplished throughout this 20 description is arbitrary and
not meant t goo4mi t Hidifre Foilleftiatedla legibheélrdnisdiggiarh e afftets programinmablergaton.
Exponent processors 428 and 430 are responsi bl e for deter.m ni.ng at

conput at i on i {iF'He) HeIRE AT fo. an %E@miﬂﬁ Ogﬁge 8iH il%‘@m‘?n' aY\Igfnl?r y
exponent i at i.QBo@ e b B pretert BV RTEN b Sl ¥irtdzXP Geea FRGA (eaanttr«d28, and
430 are utilized to determ ne whether to "square" or in each

! At 25 "mul tiply"
mul ti pl il8at Mk frs ef Sandpse.fCatiloraieps yiilirgd QAPRIFMSY: theePretent @W%B&n%&?lt 0
mul ti ply by'FPE%pgﬁﬁfaE Qbﬁnﬁgl%?%fscoﬂﬁéjrﬁﬂg 16630 blogRd (Gt 62 XRABE Rgetict S
serially, althoug .tshe may i nternally consider a wi ndow of 9 consecutive
bits at any uthgng rewsingnesopeesvsudl as prograpinghlessviich gnatigges 284 Elegienty a1k r ead
port 420 of | t BOVh 4O ach 43R aubBd ORGRHed: FRAE . each
exponent pr 8%:022558%&%%@%%}%9%%%%0 i es;ljoné“?%icel %%rmSO ref ér enci ng the
appr opri at e comfipurabledlogicnigocks andiin ahrthar ambbdiment dre voraiuetedsickathatonlBs cl e
and 20  associated with a given coupling device are adjacent to CLBs associated with one or more
processing elements of each selectively coupled modular exponentiator. In yet another
embodiment, CLBs for a given processing element are placed adjacent to the CLBs for its

two neighboring PEs on the FPGA 500.

[0048] Figure 6 illustrates a high-level process flow diagram for one embodiment of
25  the method of the present invention. The process illustrated by Figure 6 begins (block
600), and then a control signal such as the Size Select control signal of Figure 3 is
received (block 602). A determination is then made whether or not the received control
signal specifies a 2n-bit modular exponentiator operating mode (block 604). It should be
appreciated that while the illustrated method embodiment relates to selection between n-
30 bit and 2n-bit modular exponentiation modes, the method of the present invention may be
similarly utilized to selectively couple or combine modular exponentiators into any one of
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conputing the 16 stored powers of the transfornmed base. Exponent processors
428 and 14 WO 03/030015 PCT/ US02/ 30448 430 signal when their
exponent i wid @m3eperation is conplete after referencing a saresh2/3848 val ue
inits corresponding data RAMfor the inverse-transformation of the result.
[ 0046] Source address counter selects addresses to store 4-bit digits of

data out put 5 vh@PoRBorFRSREIbA eﬂcd@mﬁgﬁ Shd getehBnagioh vebaeNor Mot tigotedsivery from
digit Oto either digit 128 5 or git 256, dependjng o ge &QOn an
operati ng meddrof aigeel spacplisia 2gpit T@é‘#a‘b‘?"tp)’neé‘flatf’hépeéﬁﬁﬁr“%ﬂd:ge( loglbg ) ma

correspondi Bg yhQedMRL tha$ LIRS hadd glnﬁlvaf}Qc? A w4 0n hagmherNcapliheds 1o ted at e

machi ne 402 at the begi nning of a nod exponenti ati on operatl on,  Source
address coimerion4@ar malgegey grfﬁe@?(b‘f’ﬂﬂrdfsr‘% BRREERTISE A P ERIR0Y RIRRRPISi ng

that newsi n%&@lﬁ G pl %ﬁ}gfﬁ?%q ng Bhtidd B08QMPEHe! ﬂﬁ}aﬁtgadfrblt@@ﬁjaytthﬁﬂbé’\’?}o'é&sédqe | ow

address bits read ports 420 fromzero to
appropri at e(a &ldg‘élded Yieqompared Pg@hefafdﬁ?rﬁé@iﬁ@ﬁktor% Hesglescribed A migadiras s

counter 404 then signals the state machine 402 to continue. [0047] Figure 5

i 11 ustrates;@qbj ghit ©YLhetdthtel okt Y RBRM Rnfrdi@ighaPiREraMMBRLE Pabing arr a
(FPGA) struéture accor dleng to an enbodllrrent no %a pr@eslent mvé)%tl ong In d

one enbodi mede, affirsthmogitlars expongntigiontis dhﬁnaowahlmounl?q & Tveseld gwdypion
manuf act ur e%ﬁ%erﬁtéﬁ%‘dﬂb&%@é{) NEsecd éﬁane}l@ﬁtﬁm cgﬁl!rélte? Lb&ated withithd E&Qn& 0

i npl enent t resent i1 nvention. GA includes a plurality of
confi gurbl mOkiulgI expbhatikior (s@nﬁg)ur@cm opwyeip hee2n-big exieaentiatien ¢anirphigy (blegkt i ng

resources S%&é;paan L (ggcr&?H%ﬂlo%erﬁms i§ pecg{%cf RER 6PB%nd ﬁle b cBhipikd Brst

processor paratus o resent | nve t|on re eac constructe
utilizing oamd eecombrreodudanrﬁquwmaéjbls dregititizdsl toc keyfamda isingle, fAnrtitharodular

enbodi nent are c tructed suc that B

coupl i ng deﬁ?‘%oélergiai‘oréﬁ}’?f%té% o gectps egls_sseggtiza g§%§%€ %ﬁe@o\& %tﬂ%ﬁb&br\é%ﬂe

pr ;)cessi Eg @foean%m% SonofudeB®lock 6249c i shetly be appéctdedrbaithaordexipoméntthatiot . | n
ye anot er odi.nent, CLBs for gi ven ces I

adj acent!? toa?‘ﬁese‘@?ésmg? lay te§p°“FWt9’i%|a§?1t?8Pﬁﬁ‘g ?’GB%E’H@”@%&?A&?@& ?‘%048]
Figure 6 il kisdne@ta@n éormog&’ﬂs eMfFlgufer a6 epsatt hrDM—Eﬁt agiasldareosnandthioadi nent

of 25 the method of the present | nvenL| on. evb) s i) lustrat ed by
Figure 6 be@ltﬁ@eremsé&recﬁm?)(bloélﬁélq)Frse?H ’gaﬁyoﬁﬁ‘fils%‘? “sﬁ%bﬁ tratiyg RURESE RBLYS] e
Sel ect cont ol ishARalen®bdifeddI 8 1 présent RO&INEdhéR| Pelati®R2ouldAhslefors BE nat i on

is then made whether or not the received control
performed in any order or substantially simultaneously.

20  [0050] If it is determined that the received control signal does not specify a 2n-bit
operating mode a determination is then made whether or not the received control signal
specifies an n-bit mode of operation (block 614). It should similarly be appreciated that
the order in which the determinations (blocks 604 and 614) and their subsequent
associated operations (e.g. blocks 606-612 and 616-622) are performed is meant to be

25  merely illustrative and is variable in alternative embodiments of the present invention. If
it is determined that the received control signal does not specify an n-bit mode of
operation, the illustrated process concludes (block 624). If a determination is made that
the received control signal specifies an n-bit operating mode however, the first and second
modular exponentiators are operably separated, the second exponentiation controller is

30  configured to operate as an n-bit exponentiation controller, a first set and a second set of n-

bit operands are received (block 620) and the first and second modular exponentiators are
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signal specifies a 2n-bit nodul ar exponenti ator operating node (bl ock 604).
It should be appreciated that while the illustrated nethod enbodi nent

rel ates twaossslsaetison between n 30 bit and 2n-bit nodul ar eqors®pBi4si on
nodes, the nethod of the present invention may be simlarly utilized to

sel ectively couple or conbi ne nodul ar exponentiators into any one of 15 WO

03/ 030015 P@(z%@@c?ﬁé}@ﬂﬁstwo% Vi@ ot Mr @)fpoﬁélﬂlfahgu bg¥ratRAS on ARChikdinigdeyond he
determ nati on whether or not the received

frol nal fi
o0 bt od Ut S RERETA Block et { g sHan Blogke SoR R EIGE (Sred and
may be madegjqy a variety of ways in alternative enmbodi ments of the
i nvention. For instance, the received contr ol signal may conprise a

plurality of binary hit spe i.n | ural.it oper at The

plurality off%lts Mafre §ﬁ°ﬁ§‘% é@gg1£ %Fﬁmﬁlnﬂéﬁ gﬁPE %@%ﬁﬁgéﬂﬁbr

ot herw s¢ apadzed) spRifftekemphs eassdihérdihdeber mvﬂﬂtbeca@parerﬁt(]ﬁ%iler Jthai t 1S

determ ned that the received control sig speC|f|e§%€ 2n- E ratlng
Zhhe 1900t e

mode, a fi r¥arisfigRpAraroditicsyae At the exsmrlay epbpdisisats 46 a%%paz%@%ond
modul ar  expap&mhiat ef ﬂ{eb;ir@a%ﬁt B06kion GnSSOMEh I EXRERAKHH AL HEPArER NP lher
associated wth the second 10 nodul ar exponentiator is conflgured to
operate as bropderispirit ox pesme nf thetnressnicisyantion pe definsd de the appgded glaimsgle set  of
2n-bi t - oper @%@ﬁqcé&nrﬁﬁ%mﬁ {4 ge&rcfi&%% tcfiﬂéjretggr‘aed)ﬂleérfi@lhycra%%‘ plugd tfdnfsst  and
second nodul“ar exponentlato s are utilized to performa single, 2n-bit

nmodul ar 10 exeomistitd ’hseon operati on on the received set of 2n-bit operands
(bl ock 612) before the process is concluded (block 624). It should be
appreciated that the order in which the first 15 and second nodul ar
exponentiators are coupl ed together (block 606), the second exponentiation
controller is configured to operate in 2n-bit node (bl ock 608), and the 2n-
bit operands are received (block 610) is arbitrary and shown for
illustrative purposes only. 1In alternative enbodi nents of the present

i nvention, these operations could therefore be perforned in any order or
substantially sinmultaneously. 20 [0050] If it is determ ned that the

recei ved control signal does not specify a 2n-bit operating node a

determ nation is then made whether or not the received control signa
specifies an n-bit node of operation (block 614). It should simlarly be
appreciated that the order in which the determ nations (bl ocks 604 and
614) and their subsequent associated operations (e.g. blocks 606-612 and
616- 622) are perfornmed is nmeant to be
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25 merely illustrative and is variable in alternative enbodi nents of the
present invention. If it is determned that the received control signal
does not woewioByi1an n-bit node of operation, the illustracEdpeoeass
concludes (block 624). If a determnation is nade that the received
control signal specifies an n-bit operating node however, the first and
second nodgfiamgxponentiators are operably separated, the second
exponenti ation controller is 30 configured to operate as an n-bit
exponentiation control)ler, a first set and a second set of n- bit operands
are recei vedVabiS§@™EDE) and the first and second nodul ar exponenti ators
are 16 WO 03/030015 PCT/ US02/ 30448 utilized to performtwo n-bit nodul ar
exponenti ation operatiagns on the first and second sets of n-bit operands
(bl ock 622) 1 The 85??%'%15 %%memits{ﬂg'ustrat ed process concludes (block 624).
[0051] In the fosegeilingoftestitar psponemtiatoneinpindise afirst medwiei expotratiatpieand a
descri beg with 5 reference L9 arslcpeci fic exenplary enbodi nents thereof. It
will be appar@Rt MRINELBPOITHEPS 8%ri ati ons or nodification of the exenplary
enbodi ment s deschbhgdingdevied ihteaesallbeayeanbdid Grst mothdati enporiestiaifr anf saipr esent

invention may be inplenmented w thout departing.fr the. ..gpirit or
scope of thégcﬁpgg’é’ﬂﬁa'i RS RdeEaF glgmilﬁ‘g%hlgng{é]psgfr%g%vc?%%gﬁlﬁgéﬁThe
speci fi cati gistandullF eWonRgiiaRt & sakicecdit ngidylat expbeentisgaindegponse tamstate of

illustrative rather tha}n a 10 restrictive sense. 17 WO 03/030015

PCT/ US02/ 30428 cot{ohfigR?\\hat is clained is: 1. An apparatus conprising: a

plurality of nodul ar exponentiators including a first nodul ar exponenti at or

bt woen 1931 G- 11 v L0 HERIN G 9 BHUAE D br A e HE Bk SR Suq P Pr o=

exponent i at @pefafiord @EREpHRAdiAg EPNTifsDitats bfadd coanal stgmalselieteit baidtipst modiddre sai d
first nodul ar exponentiator to said second anuI ar . expon nti at.or
531 ij o ond modu

response to eXPAERigLords opes lﬂse@gﬁt[e msgia]éirfs‘f odular exponentiator and a seéo%d

mode of operation corresponding to a second state of said control signal wherein said first
modular exponentiator is operably coupled to said second modular exponentiator via said

15  coupling device.

3. The apparatus as set forth in claim 2, wherein said first modular exponentiator and
said second modular exponentiator operate as two n-bit modular exponentiators in said
first mode of operation and as a single 2n-bit modular exponentiator in said second mode

of operation, where n is an integer.
20 4. The apparatus as set forth in claim 3, wherein n equals 512.

5. The apparatus as set forth in claim 1, wherein each of said plurality of modular
exponentiators comprises a modular multiplier to perform a modular multiplication of the

form A x B mod M, where A, B, and M are all integers.

6. The apparatus as set forth in claim 5, wherein said modular multiplier comprises a

25  Montgomery multiplier.
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10 2. The apparatus as set forth in claim1l, said apparatus having a first
node of operation corresponding to a first state of said control signal
wher ei n swiodo3fozems nodul ar exponenti ator is operably sepacaresh2Boas sai d
second nodul ar exponentiator and a second node of operation correspondi ng
to a second state of said control signal wherein said first nodul ar
exponentiator is operably coupled to said second nodul ar exponenti ator via
said 15 coypli devi ce. 3. . a r S o jm.2,, wherein
said first dulrlg}e a@??f%?i‘%ﬁstslegfégrﬁ maﬁg% gg?l egjesg%ﬁ OJ#%U gi lgﬁ%gdﬁgﬂrsl%iaat or
operate as tysmlioalrhy offppcusksng adenpmsent i ators in said first node of
operation and as a single 2n-bit nodul ar exponentiator in said second node
of operation, where nis an integer. 20 4. The apparatus as set forth in

cl ai m 3, wh8r ei rillre apparatus assepforts in atpin b pyharedt sl sepupling degice FOMRISES &i m 1,
wherein eachuﬁf 1e§<@11 d plurality of nodular exponentiators conprises a

nodul ar rrulfnlppl er ‘'to performa nodular nmultiplication of the formA x B
nod M where A, B, and Mare all integers. 6. The apparatus as set forth in
claim 5, swhgr ei ”Aﬁ@%ﬁreﬁ@s@éhﬂigi:%ﬁ' tiplier conprises a 25 Montgonery

mul tiplier. 18 WO 03/030015 PCT/ USQ02/ 30448 7., The apparatus as set forth
in claimb5, wheraphradt of naselar mpltipliers insludime adBpppqdeles myltipligrang pisecodd r ay of
processing el amentSiinler: The apparatus as set forth in claiml, wherein said
a coupling device coﬁprl’ses a multiplexer. 5 9. An apparatus conprising: a
plurality of nodub@plingifiavigslinterpeseil hetvgen saifl Arsfmedirar wdfinlise anchspidispiondr and a

second mody lo%{xlalr%hftihgéritg Fegeige £0 1 bl ﬁ%lgg%\a@ t6 rgmeli:c{tll:-vglp ROSHAsREENERDIERI d Tirst

modul ar nul t1plter and sai d seco r ier to receive a control
signal aod tmltipdibeotskidebopnd owphler meltiplicr i weponsedialagtate AfGaifgbatioppigesl. t o sai d
second nmodul ar nmultiplier in response to a state of said control signal.
10. The apparatus as set forth in claim9, said apparatus having a first
node of opéPat i Bl apparatys posetfontly in elaim 9,ispidrpparapschaymeadirg eWaef ol si gnal

wherein sal %pgrgtgo%tco%%%luﬁﬁg to a first state of said control signal wherein said first modular

multiplier is operably separated from said second modular multiplier and a second mode
of operation corresponding to a second state of said control signal wherein said first
15  modular multiplier is operably coupled to said second modular multiplier via said coupling

device.

11.  The apparatus as set forth in claim 10, wherein said first modular multiplier and
said second modular multiplier operate as two n-bit modular multipliers in said first mode
of operation and as a single 2n-bit modular multiplier in said second mode of operation,

20  where n is an integer.
12.  The apparatus as set forth in claim 11, wherein n equals 512.

13.  The apparatus as set forth in claim 9, wherein each of said plurality of modular

multipliers comprises a Montgomery multiplier.

14.  The apparatus as set forth in claim 9, wherein each of said plurality of modular

25  multipliers comprises a systolic array of processing elements.
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multiplier is operably separated from said second nodular nultiplier and a
second node of operation corresponding to a second state of said control

si gnal whewoei3rmseasd first 15 nodular nmultiplier is operablpcisopBedst o sai d
second nodul ar nmultiplier via said coupling device. 11. The apparatus as
set forth in claim10, wherein said first nodular nultiplier and said
second nodul ar nultiplier operate as two n-bit nodular multipliers in said

first mode f O’PE r%{phl% 30 d 6?0\%%16}11 %faﬂlgb %vl‘?e%n? 'sa’tid W&%ll%dé%tcbﬁkhs%é ' n said

second nDde f oper i'san 1n aratus as
set forthilmuwphmnll wherein n equals 512. 13. The apparatus as set forth
inclaim9, wherein each of said plurality of nodular nultipliers
conprises a Montgonery nmultiplier. 14. The apparatus as set forth in claim
9, wherein dach Ofpracabsdr pimogrisingt y of nodular 25 nultipliers conprises a

systolic array OIJ. E@%a@%ﬁ&ﬂ}]ﬁ% Rpomel %tors\]l\'lﬁ]clmll%yﬁ% g‘élggé%éﬁé%%%ﬂ%B 15.

The apparatus as erein sal l'ing device
conpri ses asamudnmpM@wapmﬁmﬁwomﬁmiocessor conprising: a plurality of

modul ar exponent | g %ﬁlﬁ é;vg%eﬁgéeﬁg%f% beMe%ﬁ eff&’ﬂ}& ﬁ%dﬁﬁgﬁcﬁ{é&%ag@gagdgﬂg a S

second nodul ar expo a coup |ng device 1 tween said
first nndulaamﬁ&ﬁmdﬂaﬁM@bmnMandmsamdeasmﬁaﬂmgmddudaanMp@naWMpthd to

receive a cqntrol el ec cou f|r

exponent i at ?“PB”&%{%WQE ﬁ@rﬁﬁﬂ S&Fmé gﬂ%ﬁ?ﬂgﬁéﬁmnﬁmfg?ﬁgﬁ tateegfstate
of said corkigebntfl gigadl. 10 17. The processor as set forth in claim 16
sai d processor having a first node of operation corresponding to a first
state of said control signal wherein said first nodul ar exponentiator is
operablMOSeparat@Ha@b@ﬂkﬁ&bdﬁﬁﬁ&dﬂdhhmdammﬂpexpunemwhgmdhﬁamwe@fsecond

node of operation corres econd. sta sai_d Signa

wher ei n sai FPFFPUL Corrﬁﬂ’cﬁ’ﬂ goe%(%(g{] %ﬁ? PT; e t§g1 el e31/61% Sh lrs{c}ﬁif) %ul% ai d

second nodulegponexRp@irendpeddbdy separated &b saillse@ad pioldmlgr ﬁ@vme;mator and a second
mode of operation corresponding to a second state of said control signal wherein said first
modular exponentiator is operably coupled to said second modular exponentiator via said

15  coupling device.

18.  The processor as set forth in claim 17, wherein said first modular exponentiator
and said second modular exponentiator operate as two n-bit modular exponentiators in
said first mode of operation and as a single 2n-bit modular exponentiator in said second

mode of operation, where n is an integer.
20 19.  The processor as set forth in claim 18, wherein n equals 512.

20.  The processor as set forth in claim 16, wherein said a coupling device comprises a

multiplexer.

21. A system comprising:
a memory to store data and instructions;
25 a first processor coupled to said memory to process data and execute instructions;
and

a second processor coupled to said memory, said second processor comprising:
20



18. The processor as set forth in claim17, wherein said first nodul ar
exponentiator and said second nodul ar exponenti ator operate as two n-bit
nodul ar ewoois@atdiators in said first node of operation arCTassoa/3eid4ngl e
2n-bit nodul ar exponentiator in said second node of operation, where n is
an integer. 20 19. The processor as set forth in claim 18, wherein n equals

512. 20. The processcarplﬁalit[s,@fn{o@mhrrexbananﬁabmiﬂc@diwgwmmmocmaard a coupling
device conprises a multip

| exer. 21. system conprising: a nenory to store
data and i nst r ucespeRiatosangd & sepnd nﬁ?"ﬂ@ég’é@er&%@b{% to said nenory to
process data and exeCilRplif}Sdet 146 int@pssed b@&RertsaRiefidittbdulpegpaattiavoapd ed t o
said nenory, said second processor conprising. 2 3/030?

( . 0, WO 15
PCT/ US02/ 30448  sichsegpmsl edplas exprygrffeLpr t%%ﬁ%ﬁ"e%‘f‘i“&?bﬁl%la?ﬂ’élt&a? ?@V%%yfi rst

nodul ar exponent { abors, Astan kB EP BhoRloR o RxReandiabRf éxpafishtiatoe DUP! i ng
device interposed between said first nodul ar exponentiator and said second

nodul ar exponent feapasse tod staseef spid canE §ighdlt si gnal and to selectively 5
couple said first nodul ar exponentiator to said second nodul ar

exponentiator in_ response to a state of . said control, signal. 22 he
system as sé& f of BhSYSI§MIAs P in Cizé‘?“é15%5@?‘?@“8?6@8?8‘61?&“{%\?%1}{8 n?5100‘1‘ei0}5t node
of  operati Q&M ReRGPIAIAL td Lt stdté 6t safl @hRolGfgnslaiitreosid fifst mbdral wher ei n

said first nodular exponentiator is operablé ) E@rated f.rom sai d second
modul ar  expGkRATERtEREQS enserbY ssaveird e saiddecs m&ﬁ LEPOHIEEPT S At to a

second spat e, of o?%ﬂegati%g l'%lrrc% ortiffNBla sWRH §afd oF &did cdritioBdignalMeertiarsaid first
I's opera

exponentiator 1s I'y coupl ed to said second nodul ar exponenti ator via
said coupl inmglulleexpoeenti2®r isTiperably speniedis saidsemnd IRARIAT XPRRRIZO VIgRst i n
said first nmodyl ar,_ exponentiator and said second nodul ar exponenti at or
operate as tcmopqlr?-ggf\?mér?mdul ar exponentiators in said 15 first node of
operation and as a single 2n-bit nodul ar exponentiator in said second node

of operati OBg, whepe sﬁtelhlsas%@t fofth §984im 22, wherein said first modular exponentiator and
said second modular exponentiator operate as two n-bit modular exponentiators in said
15  first mode of operation and as a single 2n-bit modular exponentiator in said second mode

of operation, where n is an integer.

24. A method comprising:
receiving a control signal;
selectively coupling a first modular exponentiator to a second modular
20  exponentiator of a plurality of modular exponentiators in response to a state of said control
signal;
receiving a plurality of operands; and
performing a modular exponentiation operation on said plurality of operands

utilizing said first modular exponentiator and said second modular exponentiator.

25 25.  The method as set forth in claim 24, wherein selectively coupling a first modular
exponentiator to a second modular exponentiator of a plurality of modular exponentiators

in response to a state of said control signal comprises:

21



24. A nmethod conprising: receiving a control signal; selectively coupling
a first nodul ar exponentiator to a second nodul ar 20 exponentiator of a

pl ural i t ywarosmaeubar exponentiators in response to a stateafuwaiadi4gont rol
signal; receiving a plurality of operands; and perform ng a nodul ar
exponenti ati on operation on said plurality of operands wutilizing said
first nodular expopdn icph@fingdad el todues exybnenidtor Aomexjdcoent natiokr 25 25.

The nethod as set forth_.in claim?24, wherein,selectivel oupl i a first
nodul ar exﬁ&ﬁ@ﬁﬂ@&ﬁ&?aﬁ@t5“@%@%%8mﬂﬂhﬂ¥§ﬂx@§ﬁ%H@ﬁ%?%%%%oé?ugmﬁﬁﬁraIity of
nodul ar expgpgitif@tors in response to a state of said control signal
conprises: 21 WD 03/030015 PCT/ US02/ 30448 operably.se aratkp said first
modul ar exponent PREFALY $UPHRS TGS HROHRT FERATF PKE%b%W@ﬁ odpoduaR o £ r st

mode of @pereﬁlsdnglﬂia@&riﬁ Q%gﬁ?fnﬂge $Qparafidd Ghre§fondife &f 2 Radd sendfrsaid  si gnal ;

and operably coupling sai irst nmodul ar exponentiator to said second
modul ar 5 expwrpighalt or in a second node of operation corresponding to a
second state of said control signal. 26. The nmethod as set forth in claim

25, wherein perform ng a nodul ar. exponentiati o aperati.gn on sai.d.
plurality of?®opetBfdss @???&Eﬁ@1%%?g1ﬂfyéfmﬁﬂﬁﬁpg?ﬁ%Qﬁgﬂgﬁﬁ?@?%?M%HH sai d
second nMDAUl Bk XA flaBty of 6pR4dS asliziddsaRPREahddutr s@iotertiatos tndwattll ar
exponenti ator and said second nodul ar exponentiator as two n-bit nodul ar

exponent i at GFePnf mogdplagepPRtiateheRsSCHper at i on and as a single 2n-bit

nodul ar @xponent i,at 08, ol Bi SR Gn 8 &P BEhoNRiR 0P ndaRI's8Edn@ TodWaLExoRentistoRN
integer. 27. A machi ne-readabl e nediun1having?a plurality o

. lun y of. ,
machi ne- execstuph-Sitinmsilen exponsnsiatosnpetfl Sest 1R & dpeifontndanafingtddiied by a
rechi ne, cayse, pRld BRI L& REG{GAr AR RIDAIRERG, T ecel ving a
control signal; sel'ectively coupling a first nodul ar exponentiator to a
second nodul ar

27. A machine-readable medium having a plurality of machine-executable instructions
erﬁbodied therein which when executed by a machine, cause said machine to perform a
15  method comprising:
receiving a control signal;
selectively coupling a first modular exponentiator to a second modular
exponentiator of a plurality of modular exponentiators in response to a state of said control
signal;
20 receiving a plurality of operands; and
performing a modular exponentiation operation on said plurality of operands

utilizing said first modular exponentiator and said second modular exponentiator.

28.  The machine-readable medium as set forth in claim 27, wherein selectively
coupling a first modular exponentiator to a second modular exponentiator of a plurality of
25  modular exponentiators in response to a state of said control signal comprises:
operably separating said first modular exponentiator from said second modular

exponentiator in a first mode of operation corresponding to a first state of said control

signal; and
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exponentiator of a plurality of nodul ar exponentiators in response to a
state of said control signal; 20 receiving a plurality of operands; and
per f or m nyo3meaubar exponenti ation operation on said pl urrdT/wsp206449per ands
utilizing said first nodul ar exponenti ator and said second nodul ar
exponentiator. 28. The machi ne-readabl e nmediumas set forth in claim 27,
wher ei n sel ect i velpyrablg@uylinggaid fifst metiulancpbentigxpo nddsécahdmotwdara second
nodul ar exponenti?tor.of a Bluralgay 9f 25 nodgla& ex(gq;&%%afgg in
response to RPYPSHFAOLN 2507 MOTE PHYPCEAlGR QP ERMs FEdR & SCORGEH S BT SP S epar at i ng
said first np@ublasignakponenti ator from said second nodul ar exponentiator in
a first node of operation corresponding to a first state of said control
signal; and 22 WO 03/030015 PCT/ US02/ 30448 operably coupling said first
nmodul ar expadifent iTeorachipe-saideblsmeding apedd Girthrin elapo A& mihiestimperfonmimggecond node
of operation _corresponding to a.se e N t.r.ol si 29.
The nachi%e-?%ﬁ%%ﬁ @“ﬁ%%?hHP§2g%%f”%%ﬁFﬁﬁ?%§%ﬁ%F%@@%?“§ﬁ@Pé@%”%er9@%&1ng a
5 nodul ar ex¢ppoemtiatat ardrsaidpecoat! modulenexpeanentigbtoalprisgs: of operands utili zi ng

said first nodul ar xponent j at or and sai d second nodul ar , exponent i at or
conprises: oper atqpﬁlaggé ab“e E’isﬁ IE?‘PW%WOQF I%ggoﬁ Sﬂ(g?ﬁlclgséef %r%durﬁ%cgﬂag ﬁgpd) nglgf%orll d
modul ar expogfyaRbindditahoduds ekperitiaird inrseid framoex posyerdtiontnd & a smedsadrabit i r st

node of operation and as a single 2n-bit _ nodul ar expqQnentiator in said
second node @pdt@g@gaqqeagﬁtorm éarl% sqqoqlcgmga# qf HP@@%‘}“; lex%re Fr)1 1S an nteger.
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