. a WDO,021114") PCT/ GB01103381 - 1 USE OF | NTERNET WEB TECHNOLOGY TO
REA,STER W RELESS ACCESS CUSTOVERS 5 RELATED APPLI CATION U. S. patent
appl i cati onwBeemeke No. 09/ 432,824, filed Novenber 2, 198SK/GBMOBISEed
"CELLULAR W RELESS | NTERNET ACCESS SYSTEM USI NG SPREAD SPECTRUM AND
| NTERNET PROTOCOL 10 (IP)", and published in equival ent form as European
patent publication EP1098539. | NTRODUCTION 15 The present invention is
directed to the use of Internet web tecBnology to register wrel ess access
custoners. 20 BACKGROUND OF THE | NVENTI ON The above application describes a
cellular wireless Internet access system which operates in the 2 gigahertz
band range to provide hi gh USE 0F ANFERNET (WBE: FEGHNORAEYort abl e W rel ess

users. Such users conne - ﬁ#%g i W@Jrﬁ in turn

comuni cate to I ntegrat §$H%e#\%o%§qéo org'l é&gﬁﬁlcﬁﬁ ar eﬂ§hen connected to
the Internet. Such wireless inplenmentation relates to an access network
of the UMIS (Universal Mbile Tel ephone WO 02/ 11466 PCT/ GBOL1l/ 03381 - 2

Service) and its subset UTRAN (Universal Terrestrial Radio Access Network)
standards. 5 RELATED APPLICATION

U.S. patent application Serial No. 09/432,824, filed
November 2, 1999, entitled “CELLULAR WIRELESS INTERNET .
ACCESS SYSTEM USING SPREAD SPECTRUM AND INTERNET PROTOCOL

10 (IP)”, and published in equivalent form as European
patent publication EP1098539.

INTRODUCTION
15
The present inventlon is directed to the use of Internet

web technology to register wireless access customers.

20 BACKGROUND OF THE INVENTION

The above application describes a cellular wireless
Internet access system which operates in the 2 gigahertz
band range to provide high data rates to fixed and

25 portable wireless users. Such users connect to near-by
base stations which in turn communicate to Integrated
Network Controllers which are then connected to the
Internet. Such wireless implementation relates to an

access network of the UMTS (Universal Mobile Telephone



In order to gain service in a cellular wirel ess network 5 of the types- -
simlar to the above, a sales representative at a retail |ocation .
typi cal | y WQ##d466ust oner information credit history, ePCVGBHASSY hformation
is used to create an account with a cellular service provider, wth the
custoner information stored on the service provider's 10 Hone Location

Regi ster (HLR) or other custoner datagaée; A SIM (Subscriber ldentity
Mode) card is then associated wth the account and placed within the
cellular terminal (typically, a nobile phone or wireless Internet device).
15 However, @%&Qf'%‘;?tfgﬁd@é’é’e SBEaR UhiUIREE SPUPr e st J1§qUI 1 NG action
on the part of the fefaller or nétwor service provider, and creating a
tinme del ay béfaglie acceasswWelimtkinetagdardse the service. It is therefore
desired to allowthe user to self-register to gain access to 20 Internet
services over the wireless systemas above. SLWIM OF | NVENTION 25 In
accordance wilrh caxdeicr $¢ @spreciexyiicehini avemitlivlar wheekess sngiwovrkded a

met hod of 4 eqgisteri user. A Lrel es I nter access tem as
clained i n5r cl%aélr% : %%gﬁc% r}rijdlé-"nr}c%o%{‘ aglb%eedo'r?d Sﬁ@%ecfe%lfesteﬁle%i%ﬁvgnt i on
there 30 is.atpreowvetied] alotatel s yps eal by uigkesnicuatonay elrefitrnfadgd onse WO
02111466 PCT/ GBQL/ 0338 3 i1 th Lrel ess access_network system as
clainmed in ccfraelggri]tl .ls%?‘lr%’cc%%rcdan%g% %P% af%llrc‘(ﬁl ggplel?:mgoifo tc‘rs%eeai%ﬁvention
there 5 is pmuctedna witkel 2selindesssactivy proystien) wastlc|thenred

customer information stored on the service provider’s

10 Home Location Register (HLR) or other customer database.
A SIM (Subscriber Identity Mode) card is then associated
with the account and placed within the cellular terminal

(typically, a mobile phone or wireless Internet device).

15 However, both of the above techniques are cumbersome,.
requiring action on the part of the retailer or network
service provider, and creating a time delay before a. new
customer can use the service. It is therefore desired to
allow the user to self-register to gain access to

20 Internet serxrvices over the wireless system as above.
SUMMARY OF INVENTION

25 In accordance with a first aspect of the invention, there
is provided a method of registering a user in a wireless

Internet access system, as claimed in claim 1.

In accordance with a second aspect of the invention there

30 is provided a wireless user equipment arrangement for use



.in claim1ll. In accordance with a fourth aspect of the invention there is
provi ded a conputer program el enent conprising 10 conputer program neans
for perfornmwgots@és regi stration functions in a wrel ese@Ensssasget wor k
system as clainmed in claiml17. In a preferred formof the invention, each
user has a 15 personal conmputer (PC) and each user utilizes wreless User
Equi pnrent (UE) typically with a directly attached antenna for
communicating in a wireless manner with~a3 tellular network controller. A
user acquires the User Equipnent along with magnetic or optical storage
means 20 (CD) having predeterm ned software for use in registration. A
wizard in the pfedbe irRé8SSFIGRIPenetREk Glvstene ®E cladmedsinonnect ed
wirel ess User Ernsipprent. 25 Under the direction of the wizard in the PC
the subscriber termnal is commanded ta conmunicate in a wreless manner
with the wirel ess network. Because the custoner has not previously

regi stered wi t o Nectkighes Syi GF GO PEL IHICHOBET BhOT snddneli SnOPhdeper m tted
on the 30 g%imork as an anonynous subscriBer and I's perm ted to
02/ 11466 PCP GBEL/RFP¥sdedsa wigrphesiscaceevhinetiork systewnt wer klajerdt or' s
regi stration wab Se@hMefy. This is achieved by use of a special "~new user’

| D and password pre-progranmed on the CD. A conmunication session is

est abl i shed between the PC, User
In accordance with a fourth aspect of the invention there

is provided a computer program element comprising
10 computer program means for performing user registration
functions in a wireless access network system, as claimed

in claim 17.

In a preferred form of the invention, each user has a

15 personal computer (PC) and each user utilizes wireless
User Equipment (UE) typically with a directly attached
antenna for communicating in a wireless manner with a
cellular network controller. A user acquires the User
Equipment along with magnetic or optical storage means

20 {(CD) having predetermined software for use in
registration. A wizard in the predetermined software
controls the PC and its connected wireless User
Egquipment.

25 Under the direction of the wizard in the PC, the
subscriber terminal is commanded to communicate in a
wireless manner with the wireless network. Because the
customer has not previously registered with the wireless
access network operator, it is only permitted on the

30 network as an anonymous subscriber and is permitted to



5 Equi prent and the network operator's registration web server (via, -
w rel ess access), and credit card, other personal details and 'type of ,
service r MuM¥a#6are entered. The registration web serPEVGBUMBBINS a |i st
of allowable |ISPs that can be accessed on the system This 10 list is used
for subsequent accesses after registration has conpleted. The user enters
a preferred User ID and if authorized Qy the registration server, the
custoner is allocated a User ID and PaSsword; the sane information is
transferred to PC and the access network operator's Honme 15 Location
Regi ster (which contakns tfe dat.a ﬁge of authorized custoners).

¥ SW:I.

Thereafter, tHESHESEFFHEP ¥ §r DRVeTK (RRETEkeTHE RFletaadiean

establ i sh norwald sexerBeCt TRDS i dch@eVbd bR SfsdFNAr Kp@htht Okl ovabl e | SPs
(I'nternet Seryvice 5 ovi ers%%f or_an Internet session and 20 access to any

part of the I'Hi%rnél PRFNPRIVLPHS, PrRzPregprmmeshon-thedey pPA ON OF THE

DRAW NGS 25 Rdbmuhicatfohl seds iiragkagseibBikHed HetfbeYSIEBe,i kst rati ng
t he presergt iéwent i (ﬁg. Fl Cﬁ" 2A and 2B forma flow chart show ng the
operation > of “THERY AR o AP HPTEo PRI B ETACEBHSEDBBER Web - DETAI LED
DESCRI PTI ON GrerRieicFERREDy EMIIIIVENEe RS £rand G reWtt 8aFh G othert WO users of
the Internet access sfemare illugstrated at 21,and'22, w th User

Equi prents, KTowIR4d §§g¥l£‘ﬁuﬂ EAPS( OF) Seorlce, rgqpdred are

entered. The registration web server contains a list of
allowable ISPs that can be accessed on the system. This
10 1list is used for subsequent accesses after registration
has completed. The user enters a preferred User ID and
if authorized by the registration server, the customer is
allocated a User ID and Password; the same information is
transferred to PC and the access network operafor’s Home
15 TLocation Register (which contains the database of
authorized customers). Thereafter, the subscriber is
authorzed to use the network and can establish normal
connections on the wireless network and to allowable ISPs
(Internet Service Providers) for an Internet session and

20 access to any part of the Internet permitted by that ISP.

BRIEF DESCRIPTION OF THE DRAWINGS

25 FIG. 1 is a block diagram of an Internet system

illustrating the present invention.

FIGS. 2A and 2B form a flow chart showing the operation
of the invention.
30




. connected by a typical data connection to the conputer wusing RS232, USB or
Et hernet. The personal conputer has a CD drive or simlar media input

devi ce i n winoohnaed O speci al conpact disk, or simlar neBCHEBUONSAI ni ng
software including a wizard (that is, the instructional system procedures
for registration) is placed. Both the UE and CD are acquired and purchased
at sone retail location or by mail. In any case, both the CD and the UE 15
are at the location of the user. The wiTél ess access UE 21 and 22 user, as
described in the above application, are a part of a UMIS/ UTRAN system

whi ch by many wi rel ess techniques (a specific novel one 20 is described in
t he above application) communicates in a wreless manner as indicated by

the synbol 23 pRrRfred HrkeRIpeEoNIMRRErRRRES GERbTibRE) 24. Such

controller nmay be connected by wireline or otherwse to an Internet
Protocol (I1P) network 31. As discussed in the above 25 pending applicati on,

the Integrat edﬁ%ﬁﬁﬁégo‘rﬁw t8l FE é]‘} th@%é@fi eo‘isntglé'cnﬁlieﬁ{iﬁi 9chELor k

Controller 26 rol’s and | ocat es radi o network resources and
provi des refi apyeteeldneillystusied atalli andal2dweeith Base station

d | bed i ' | | [ t (UE d
ventual Ty t heERaT AR (IRENAO I RGa-o bk Slo AT R 2T L 227G ()
Control | er 24. cApnnSG3N (Gervitipiceheladh PonkettiRadito ti8eradmpat8upport Node)
27 provides segghon oS OlysBNgr KARRGEE! Ol Je1SoAGE eSS L2heE Radi us

Aut henti cati on
a CD drive or similar media input device in which a

10 special compact disk, or similar media, containing
software including a wizard (that is, the instructional
system procedures for registration) is placed. Both the
UE and CD are acquired and purchased at some retail
location or by mail. In any case, both the CD and the UE

15 are at the location of the user.

The wireless access UE 21 and 22 user, as described in
the above application, are a part of a UMTS/UTRAN system
which by many wireless techniques (a specific novel one

20 is described in the above application) communicates in a
wireless manner as indicated by the symbol 23 to an
Integrated Network Controller (INC) 24. Such controllex
may be connected by wireline or otherwise to an Internet
Protocol (IP) network 31. As discussed in the above

25 pending application, the Integrated Network Controller 24
includes an RNC or Radio Network Controller 26 which
controls and allocates the radio network resources and
provides reliable delivery of user traffic between a base
station (described in the above pending application) and

30 User Equipment (UE) and eventually the Integrated Network



Server 34 and, lastly, LAC (Layer 2 Tunneling Protocol 5 Access
Concentrator) 28 provides the gateway functionality to the Internet

Servi ce PWo2ia4@ (1 SP) 40 and to the registrati on serRer/GBI/BRyer 2
Tunneling Protocol Network Server (LNS) 30 term nates commrunication
tunnels fromthe LAC through the I P network. The Access 10 Operator Radius
Aut henti cation Server 34 supports the Hone Location Register (HLR)
functionality (described in the abové 6eﬁding application). The Access
Qperator Registration Server 36 provides the facilities for a new user to

register. 15 The Integratjed Network Controller 24 _also illustrates that it
i ncl udes a " ﬁﬂﬁl’%ﬁgﬂﬁgig‘iﬂ 28 SkA (Bereing Geperah FariisldiRigicthe software

t hat support Seeetiteabiupsshrt aReess200ptselddDsekBl 8A NEénBENESHAWNI ch, as
di scussed 20 above,.is traditionally used where the access to the |Internet

is via the pGBPPECERPE TR R PEFREAORBTHIK Ragiug ArthentigatdenraDl US i s
provided by ®merseli 84eaff,C 12638y, Renot eLAMhentrhaatl oiy Brocd1User Service
(RADI US) hy C. Rignex, et al., ril 1997, which is available at the 25
websi t e V\S\YNIAEfP.S@?%? FEPHATOLASEE BFOEHRAINCaOREAVAY a user equi prent 21
or 22 througiintieohal eépeio Rhet 9a0kriet VEikicel bYstidded @spe)3io

aut hentication is perforned he user equipnent 30 (UE) signaling the

by .t ‘
cust omer' s wePg &8sthe cERE AREAF16D139HET” PCTY EAYEF 033 neling

Protocol Network Server (LNS) 30 terminates communication
tunnels from the LAC through the IP network. The Access

10 Operator Radius Authentication Server 34 supports the
Home Location Register (HLR) functionality (described in
the above pending application). The Access Operator
Registration Server 36 provides the facilities for a new
user to register.

15 .
The Integrated Network Controller 24 also illustrates
that it includes a “RADIUS” client 29. RADIUS is a.
system including the software that supports centralized
access control for Internet access which, as discussed

20 above, is traditionally used where the access to the
Internet is via the public switched telephone network. A
description of RADIUS is provided by an article RFC 2138
Remote Authentication Dial-in User Service (RADIUS) by C.
Rigney, et al., April 1997, which is available at the

25 website WWW.IETF.ORG.

In all cases of communication of a user equipment 21 or
22 through the Internet Protocol Network, illustrated as
31, authentication is performed by the user equipment

30 (UE) signaling the customer’s wireless access




,aut hentication information which is passed over the air to Integrated

Net wor k Control l'er 24 which queries a RADIUS server authentication service
with the US&ko hdf14del denti fication) and tenporary passwor @CTaBosh®sn by the
5 dotted line 41. The RADI US server used is the Access Operator's RAD US
Aut henti cation Server 34 which conmmunicates with the Integrated Network
Controller via the IP network using UDP/IP protocols with additional
protocol |ayers for security. 10 In the-case of a new user, a new user' ID
and tenporary password, preprogramed in the CD software is signalled to
the Access Operator's RADI US Aut hentication Server 34 via the INC 24. The
Access Qper at orastHeABl 0USt16n Aitfloemtt tat | winicBeigepadsed evegnihesatthe user as

oS ouer 0 AR PRtk ot ost| WLl Shalgol e INC 2¢
between the UserAmIURCsafttet heutArmtdsat Opersetrwice Wegh stheatisen Berver 36 via
(e Laver 2 20 LS 0aELOL Py bRtk it s U3yl g Rpgocss! o
connect ed t & t h@otdis Ainkesl. acnRURADIBY agenet uaad 18 [dhendcsgssem 37. 25
or mon- aut hent | g e gr FRIS AtReRESTHERA 38985 “Phomithel eos accecs.
operator's regisinh@iicatesewitei ther IhhegpatrpbFetobrhatomtsed leregist rati on.
The acconpanying |egend, ind) cales ti8/1p protocols with additional
protocol layers for security.
10
In the case of a new user, a ‘new user’ ID and temporary
password, preprogrammed in the CD software is signalled
to the Access Operator’s RADIUS Authentication Server 34
via the INC 24. The Access Operator’s RADIUS
15 Authentication Server 34 recognizes the user as a ‘new
user’ and communicates a set of protocol filters to the
INC 24 that results in a PPP  (Point-to-Point Protocol}
session being set up between the User’s PC and the Access
Operator’s Registration Server 36 via the Layer 2
20 Tunneling Protocol link 32 and bars the user from
accessing any other service. The Access Operator’s
Reglstration Server 36 is connected to the subscriber

account management and billing system 37.

25 Thus, the foregoing constitutes the anonymous session
link where a general or non-authenticated user can still
gain access to the wireless access operator’s
registration server for the purpose of new-user
registration. The accompanying legend indicates the

30 wvarious paths. A UMTS access licensed oberator



30 various paths. A UMIS access |icensed operator WO 02/ 11466 .

PCT/ (B01/ 03381 g 33provides the special servers 34 and 36 along with Ihe
billing Wet#m&7. The flow charts of FIG 2 aptly desBET/GBOH0EIBIoper ati on

5 shown in the block diagramsystemof FIG 1. After Start, in Step 1, the
user purchases the equi pnment which has been defined as the user equi pnment
(UE) and a CD with the appropriate software and w zard procedure installed
on it. A manual is also provided. The €D~al so contains, 10 besides the
installation software, the required software drivers. The user residence
when t he useg urqt&8 the foregoin be checked for coverage via use
of the user §dEDS rSRRHAL %@5{5%’5@ 4 3% SenadPed. With &£hej nf or mati on
can all be mmld@dswtélatﬂ,net web access. 15 In Step 2, the User

Equi prent is connected to the M This connection can be USB, Ethernet, RS

232, etc., as illustrated in FIG 1. ~~ "~ 20 In Step 3, the User Equrrent
is instal | edr flew BRarts .of Hics Izsaeenf aéyce%e tﬁe &% Al grof tware and
will support all the connection interfaces specif is, the RS 232,

USB or Etherfhavn dpeflesplogly diporag ﬁY%E%tqfoﬁéF;y 1che%f<’éer In Step 3a, the

UE instal | atgit50fihwet6p Checlte 2pekhpliréhsdNdem Lautonaect@d gorrectly
and operational If ng,return i s made because of a fail ed rocess

i nst al | at i orPa%&SiePnIeEINSY ahdher ygen eguipmentsd§ELhapd a CD with

the appropriate software and wizard procedure installed
on it. A manual is also provided. The CD also contains,
10 besides the installation software, the required software
drivers. The user residence when the user purchases the
foregoing may be checked for coverage via use of the
user’s zip code or other geographic information. This
information can all be provided by Internet web access.
15
In Step 2, the User Equipment is connected to the PC:
This connection can be USB, Ethernet, RS 232, etc., as
illustrated in FIG. 1.

200 In Step 3, the User Equipment is installed on the PC.
This is done through the wizard software and will support
all the connection interfaces specified; that is, the RS
232, USB or Ethernet. Steps 3a and 3b are precautionary
checks. 1In Step 3a, the UE installation software checks

25 that the modem is connected correctly and operational.

If no return is made because of a failed process

installation, designated by the step A, a cell search is
performed in the next Step 3b. Here, the User Equipment
received signal quality is measured and reported to the

30 user via the installation wizard. Again, if the quality




.performed in the next Step 3b. Here, the User Equipnent received signal
quality is nmeasured and reported to the 30 user via the installation

w zard. Agaiyg odrfradghe qual ity WO 02/ 11466 PCT/ GBO1103381 PCI/aH1/43# si gnal
fails, a return is nade to Start. In effect, registration will not be
possible. In Step 4, the user equipnment, under the standard 5 "attention”
(AT) nodem sends new user |ID and and tenporary password to the UE. Then in
step 5 the UE sends this authentication Pnformation over the air to the
RNC 26 which is passed on the Radius Client 29 and the SGSN 27, which
queries the RADIUS server 34 with the "new 10 user” ID and tenporary 'new
user' passwor d.of rkh®t spgsal t frl IRADRUSEE Yy &8 Bade sk oty twi t BRaccept ance

plus a 'set of PLaggol LELLErsc{g 421900kt 6k LBsOLSGSN 27 Lo the traffic

for this specifi¢ rediStration session. e protocol filters serve to bar
this user from 15 accessing other Internet services or sites other than the

pr edet er m ned rﬁgi%{]e%?gkogxiléﬁ%yg e'?;@%?%&g:'mhg@ £6& V&lan@-g0 details the

ISP, in this case e ne access operator, to connect to the
UMTS access Dpetaittemtisd”ahallt onaden sepds trest vsarweD and wed 36. 20 Next, in

et vor k Cont rof FaisopptloBabield BeHs G8TShen P M telle D H'G 1.
conmuni cat i ons semtelthiie ahMshSttinatieni infdmatioppprer the air to the

RNC 26 which is passed on the Radius Client 29 and the
SGSN 27, which queries the RADIUS server 34 with the “new

10 user” ID and temporary ‘new user’ password.
In Step 6, the RADIUS server 34 responds with acceptance
plus a set of protocol filters to be applied in the SGSN
27 to the traffic for this specific registration session.
The protocol filters serve to bar this user from

15 accessing other Internet services or sites other than the
predetermined registration server 36. The RADIUS server
also details the ISP, in this case an ISP at the network
access operator, to connect to the UMTS access operator
33 and to the registration web server 36.

20
Next, in Step 7, the Layer 2 Tunneling Protocol Access
Concentrator 28 in the Radio Network Controller 24 sets
up, as shown by the dashed line 32 in FIG. 1, a
communications tunnel to ILNS 30 and waits for a PPP

25 (point-to-point protocol} connection request to come in.
In Step 8, the PC “dialer” software then proceeds to
initiate a PPP session which is passed to the LNS via
Layer 2 Tueling Protocol for authentication. In step 9,
the LNS then terminates the various protocols used within

30 PPP for setting up the connection and validates a dial-up



25 (point-to-point protocol) connection request to cone in, In Step 8, the
PC "dialer" software then proceeds to initiate a PPP session‘which is
passed t waéra146KS via Layer 2 Tueling Protocol for aRGHeRNEEBIon. In step
9, the LNS then term nates the various protocols used within 30 PPP for
setting up the connection and validates a dial-up WO 02/ 11466

PCT/ GBO1/ 03381 10 "new user" user | nd password passed over the PPP
This involves a second query to the US server 34 represented by path

. 41. 5 1In step 10, once the dilaer is connected to the personal conputer,

PC, via the PPP, the,install]lati wi zard _activates the PC s web browser,
which will tRSY Y8RAT o’EET a]!%%pgﬁas"l’%l?d PEFSSE SY?ﬁntn?‘? c?% Prhe Registration
Wb Server 'Is’aﬁs Iheolvesu 6'[5&;]:03:3:1 qtiey Userthies RADOIUP! esirtaxr BQ ent er
preferred user Qaiémorqi qQIt card details, personal details, type
of service F?ﬁﬁ??gﬂ Py al | owabl e | SPs supported by the Access
Qperator is prOV|ded as well as their specific registration software if

[oau e |OLRE 20 Ol ETgL 55T A20VR Lol La RVt ded via
appropriate dﬂ:atpateandpttplvﬁ(etdaet (vpserrd'ie tinsvanfiatieh i wizdr®l sent to the
e et O R e ThPn ot Bk SRaTE! Yol BHRSSALS oo
and gener at%sw@bppaganeai rwtdonlfrdxm:rreemsheﬁatw web has al ready
been Server 36. Then, in step 11, the user is prompted to
10 enter preferred user ID, password, credit carxd details,
personal details, type of service required. A list of
allowable ISPs supported by the Access Operator is
provided as well as their specific registration software
if required. Information on the types of service
15 avallable is provided via the registration web page. 1In
step 12, when the user has entered the appropriate data
and “clicked to send” the information is sent to the
registration server. In step 13 the registration server
checks the information entered (including credit card
20 authorization if required) and generates a permanent
password. If the requested User ID has already been
~allocated the user will be provided with an option or
requested to enter a new User ID. In step 14 the user is
informed of successful registration via a web page
25 downloaded from the Registration Web Server 36 that
contains the user’s name and permanent password, and the
RADIUS server 34 is updated with the appropriate user
information and the selected user name and password for

wireless access. This is all saved on the PC for future




allocated the user wll be provided with an option or requested to enter a
new User ID. tn step 14 the user is infornmed of successful registration via
a web page »p@awskoaded fromthe Registrati on Web Ser vepcBgaitiais
contains the user's name and permanent password, and the RADI US server 34
is updated with the appropriate user information and the sel ected user
nanme and password for wreless access. This is all saved on the PC for
future ;it f WO 02/1146( PCT/GBOL/03384 1t <1 wuse. Finally, in step 15,
the registration Internet session is then term nated. The user is now

regi stered with the Access Operator, 5 assumng credit checks have been
successful , anduser nefrinalliyer et sheg dlsgsshacospisteanibe Iegirested With a
new session. In_the case, of t?e resent invention, the new custoner's 10
User Equi prent EEES-¥ends t?’(%n ?*’&'"ﬁéegnf ormation which is a “new user' ID
and " new user' password when requesting connection to the wirel ess access

network. This | ai ned in a special anopynmus connectjon. And, as
di scussed above{rﬁ?h %%l‘?‘spf“(?f”oﬁ‘g%ﬁ‘qelrfegr g,lglf h@’elé‘CESﬁﬁe@?’iﬁ?OEan be
suitably res$rigsedninkd iredt USEEEIsS ha®y Pedc AagekBERl, USRY negmaprent from
a retail outlet. ,The%/towi.ll t hen connect their e%u'%ggent to their personal

conput er and belBERE WITELPES (3PS Can be reques with a new

session.

In the case of the present invention, the new customer’s

10 User Equipment (UE) sends identifying information which
is a ‘new user’ ID and ‘new user’ password when
requesting connection to the wireless access network.
This is gained in a special anonymous connection. 2and,
as discussed above, through protocol filters, the

15 connection can be suitably restricted.

Thus, customers may purchase thelr user equipment from a
retail outlet. They will then connect their equipment to
their personal computer and be able to use it to gain

20 Internet access for the purpose of registering themselves
and creating their account on-line. This user initiated
registration is made possible by the use of the above-

described web-based Internet registration process.



20 Internet access for the purpose of registering thenselves and creating .
their account on-line. This user initiated registration is nmade possible
by the udeoo¥i1sd6e above- descri bed web-based | nternet PELGBANAI®ION process.
WO 02/ 11466 PCT/ GBOL/ 03381 12 f 'Iflid11221! tELil THILENCTLDL * LS WHATIS
CLAIMED IS: 1. A nethod of registering a user in-awtreless—aceess—network

system conprising the steps of: 5 (a) the user establishin nynous
conmmuni cati on session comuni cati ng Wih~the net ﬂu j d ﬂ%ﬂ[user
equi pnment using a predetermned tenporary ID and npor ary

password; 10 (b) _the system authenticating the predeterm ned tenporary ID
and predet e ™5 eastgﬁﬁﬁwg}ﬁs=passmnrd, and in dependence on said

aut henti cati on establishing a point-to-point protocol |ink between the
user and a 15 reai stration server arrangenent; (c) the user conpleting
regi stratiod-with PAEhe@ L reglpbarked \Rerasarr Angenektelessd accayst he

registrati orﬁe%e,[,\fﬁrsgé{é}ﬁ\,g%ﬁﬁhgﬁii% tRepkhgslser a permanent 1D and
per manent password 0 for use by the user Fb subsequent|y access the

system 2. The néhodtRs wAex peiabhbeking smepnpayme®i step (c) are
performed by the userciRiHiRdt2oR" 8863 £5Nd R hunicating with the

network via wireless user equipment using a
predetermined temporary ID and predetermined
temporary password;

10 (b) the system authenticating the predetermined
temporary ID and predetermined temporary
password, and in dependence on said
authentication establishing a point-to-point
protocol link between the user and a

15 registration server arrangement; _

{c) the user completing registration with the -~
registration server arrangement; and

(d) the registration server arrangement passing to
the user a permanent ID and permanent password

20 for use by the user to subsequently access the

system.

2. The method of claim 1 wherein step (a) and step (c)
are performed by the user running a predetermined

25 software program on a computer to which the user
eqguipment is connected, and the step (d) further
comprises storing the permanent ID and permanent password

at the computer.




25 software programon a EEEBGFE?_?B“Eﬁ“Eh‘rhe user equipnent is

connect ed, and the step (d M i
per manent pawewsnles at t he M“ -
L~~~~~ [1~I11flll~S - 13 3 The new

i | ses storing the permanent ID and
'ILM!]HH) 02111466' ' yrd¥3BaEEEsRE 03381 C
claim2 wherein the software

program resides on a portable data carrier which is inserted at the
conputer. 5 4. The nethod of claiml1l or 2 wherein step (c) conprises the
user passing to the registration server- & rangenment information relating

to a desired service
conprising the step

provider. 10 5. The nethod of claim4, further
of the registration server arrangenent passing to the

user informati od- f orTheegiethed gk cliatiie £ heéheitssiinr dle seoflivage prgqremr 15 6.
The net hod of [ [ | u
W reless 1 nter nops MASCEY BoG ATIGEE' Gadsie YR G 14 BB eBen a2

wherein-the rethsteapuberrserver arrangenent conprises a server 20
operating in the RADI US standard. 8. The nethod of any preceding claim
wherein the user equipnment is portable, wherein the registration my be
ef fected wi thoud. priTire meghsd rafl icdmifrolnati2 ivderein step (c)

comprises the user passing to the registration server

arrangement information relating to a desired service

provider.

10 5. The method of claim 4, further comprising the step

of the registration server arrangement passing to the

user information for registering with the desired service

provider.

15 &6. The method of any preceding claim wherein the system

is a cellular wireless Internet access systenm.

7. The method of any preceding claim wherein the

registration server arrangement comprises a server
20 operating in the RADIUS standard.

8. The method of any preceding claim wherein the usexr

egquipment is portable, wherein the registration may be

effected without prior registration formalities.

25
9.

The method of any preceding claim wherein the system

is a UMTS system.

10. A wireless user equipment arrangement for use with a

30 wireless access network system, the arrangement

comprising:



25 9. The nethod of ény precedi ng clai mwherein the system, is a UMIS -
system 10. A wireless Im m : m rrangenent for use withha 30 .
W rel ess W@@é’é‘éﬁﬁﬁetworu me lﬁ’“ Fangement conpr iPETGH01/AAE$102/ 11466 |

Sty rrrtfor f f 1 11 1® M PMil%: PCT/GB01/03381 CL MS - 14 - wirel ess

user equi pment; and a data carrier holding a software programfor running
on a conputer to establish an anonympus conmuni cation session via a
tenporary TD and 5 tenporary password, %ﬁéreby a user nmay register by the
nmet hod of any one of clainms 1 to 9.without prior registration formalities.
11. A wreless acgess _network system %I.I'o Lng 10 registration w thout prior
registration forﬁﬁfﬁ?ﬁﬁg,us%ﬁﬁb G- ﬂ%%ynnus communi cati on sessi on

support for all ow d@taacHseiet hastialgl bShofwaaRo REEHamCHFILUNI cat i on
sessi on comuni cat | ngpwi th the network via wireless 15 user equi pnent using

a predetermned tERFIPEr 971D ARG Ht BF TR BRpBPEPY™ Wi sword; and a

regi strati on ser\ihmahiaagesk sedsionaniheati@omagy theapd edet er m ned
tenporary. I D and predeterm ned t rary password, and {n dependence on
drg "ReREPY by

said 20 aut henti CAMPORAEE 1 BRFTLHE {3 (UfeFo iy register

the method of any one of claims 1 to 9 without prior

registration formalities.

11. A wireless access network system allowing
10 registration without prior registration formalities,
comprising:
anonymous communication session support for allowing
a user t6 establish an anonymous communication
session communicating with the network via wireless
15 user equipment using a predetermined temporary ID
and predetermined temporary password; and
a registration server arrangement for authenticating
the predetermined temporary ID and predetermined
temporary password, and in dependence on said
20 authentication establishing a point-to-point
protocol link between the user and the registration
server arrangement for allowing the user to thereby
complete registration, and for passing to the user a
permanent ID and permanent password for use by the

25 user to subsequently access the system.

12. The system of claim 11 wherein the registration
server arrangement is arranged to receive from the user
information relating to a desired service provider.

30




protacol, I'ink between the user and the registration server arrangenent for
allowing the user to thereby conplete registration, and for passing to the

user a per npe gD and mllﬁﬂﬂi d for use by tRETABOLEISBI t O
Euﬂ: 1 g ¢ stem of claim 11 wherein the

subsequent|ly access the s
regi stration server arranfenent*i ¢ afrahged to receive fromthe user
information relating to a desired service provider. 30 WD 02111466 |1iJ1tl
ul 11111 flh(j 11 1111 PCTI GB01103381 -Lif~s - 15 13. The systemof claim
12, wherein the registration server arrangenent is further arranged to
pass to the wuser information for registering with the desired service

provi der. 5 14.13TheThgsseshast odnglaie &, wharesn ihel FeghstErflA™he system

s acellular Woeessrt AR 36CERRRNSLRiingd® Lol BRsSYSOAMO! any one

of clainms 11-14 wherein t registration server arrangenent conprises a
server oper at iusgri AnfoenFRRiUSost vedatering, witle s demlsed AARTVHFE of
clains 11-15 Q%gkaeLPe systemis a UMIS system 15 17. A conputer
program el ement” conprising conputer program neans for performng user
registratio functions in a wireless access network systemas clainmed in

any one 14, The system of any one of claims 11-13 wherein the

system is a cellular wireless Internet access system.

15. The system of any one of claims 11-14 wherein the
10 registration server arrangement comprises a server

operating in the RADIUS standard.

16. The system of any one of claims 11-15 wherein the

system is a UMTS system.

15
17. A computer program element comprising computer
program means for performing user registration functions
in a wireless access network system as claimed in any one
of claims 1 to 8.

20

18, A method of operating a cellular wireless Internet
access system as part of an Internet Network including
registration of new wireless Internet access
customers/users having a personal computers (PCs) where
25 each user utilizes a portable user equipment with a
directly attached antenna for communicating in a wireless
manner with a integrated network controller, the method
comprising the following steps:
the user acquires said user equipment along with
30 magnetic storage means such as a CD having predetermined

software and data for use in said registration;



of claims I to 8. 20 18 of operating a cellular wreless Internet -
access system as part of maim rk I ncl udi ng egi stration of new
wirel ess VRtIH6% access * cus haV| ng a per?@ﬂ'&ﬂmy&ﬁﬁhters ( PCs)
where 25 each user utilizes a portabl e “user equi pnent with a directly
attached antenna for conmmunicating in-a wwreless manner with a integrated
network controller, the nethod conpiii'qg the follow ng steps: the user
acquires said user equipnment along with 30 nmagnetic storage neans such as a
CD having predeterm ned software and data for use in said registration; |
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connecting said tgpﬁheﬁélmgos%:éﬁ‘ &eﬁgﬁ%% st Pﬁ:gan %ﬁ(ﬁl ¥he PC and
al l owi ng a wileard bin shedPCpar&tletlﬂbmngda saf 1ayat dnt sad@ntrol the PC and its

connect ed use ui pnent,; _5.under the tj.on of t e wizard in the PC,
the user e weﬁier?% trg1 Bed FREFIRES 8 88?31% ePl%n WH;%I ess manner ‘usi ng

an anonyrmuscmnmumdcasenneqmmmrmn whi ch permts it to comunicate only
o Uh 2 PUECeter Mag: £RQ1 Sl WEOCRE B B URICR ) Sl on of v 10
CD; if propardexr athpmtentalsobmmmldeu- to- ganninigateodnl a wireless

manner using an anonymous communications session which

permits it to communicate only with a predetermined

registration web server via authentication of a

10 predefined ‘new user’ temporary ID and ‘new user’

password stored on the CD;

if properly authenticated a point-to-point protocol
is set up between the PC and its associated user
equipment and the registration web server, and then

15 credit card, other personal details and type of service
required are entered, the web server also having a list
of allowable (Internet Service Providers) ISPs and if
required their respective registration software for
download;

20 if authorized by said server, giving to the user a
permanent user ID and a2 permanent password and providing
said user ID and password to an access operator
authentication server as part of the Internet network:;

thereafter, allowing a normal wireless Internet

25 connections to said ISP for an Internet session which is
authorized using customer information acquired by such

registration.

19. A method as in claim 18 where said servers for said

30 wireless Internet access system operate in the RADIUS




-is set up between the PC and its associated user equi pnent and the

regi strati on'web server, g it card, other personal details
and type of veexigse reqllmmllﬂﬁ“lam mﬂ t he web servePCHIGBOI/MI3BII ng a
list of allowable (InterretcServicesPreviders) I1SPs and if required their
respective registration software for download; 20 if authorized by said
server, giving to the user a permanent user |ID and a permanent password
and providing said user ID and passwordtfo an access operat or

aut henti cati on server as part of the Internet network; thereafter,

allowing a normal wireless Internet 25 connections to said ISP for an
| nt er net sessi 6haRAREd iRADIHGt Polly eernsihy st drepubhioravwdtichadacqui r ed

by such regi stEabiRbhe TRtwhrRBLAN A%1L0:CHAdPnE WBELE; Sai d servers for
said 30 wireless Internet access systemoperate in the RADIUS |'. WD
02/11400 ~~ ~ ~ II(lI ff ~~11 ~~ PCT/G0O/03381 * CL MS - 17

st andard, RADI bej I i.n4 publ i ] l.ephone net wor ks
for dial-up | n?gfng%r}%:ﬂg%?g.%%? q%ea(rjfe{“tsh%g %éa ﬁné\gptg?%%é%%g 19 where
portable 5 o r e setes nrlnteanetiserarscganr egi bt wilth a presideendnadd
wireless | nterpet . accessQRALA! Ycdlls! BBUL PRV KA ShBingd'R o QhgRer Vi ce at

aretail outlet.
up for service at a retail outlet.



