;863eEr' EO@O0 6 T'R 24 . ~ 1, at 1 SYSTEM AND METHOD FOR MANAG NG?SLT%Q%E,
RESOQURCES, | N A CLUSTERED COVPUTI NG ENVI RONVENT The present di scl osu

rel atesyih general to the field of data storage systens and, nore
particularly, to met hod for nanagi ng storage resources in a 2
4 JUN 20C3 5 cl usmw‘mmmm“ng envi ronnent . 2 4 ,1UN 2003 2 BACKGROUND
OF Tai DI SCLOSURE St orage,.area networ ks (SANS) often include a collection
of data storage resources comuni catively coupled to a plurality of nodes
such as workstations and 5 servers. In the present disclosure, the term
"node" and "server" are used int erchangeably, with the understanding that a
"server" is one ”mmuﬂml’umm . Wthin a SAN, a server may access a data
storage resource ric using the Fibre Channel 10 protocol. The
Fi bre Channel protocelgry act as a conmon physical |[ayer that allows for
the transportation of multiple upper layer;, protocols, such as the small

conputer systeminterconnect (SCSI) protocol. In a SAN environnent, the

SCSI protocol may assign logical unit I5 nunmbers (LUNs) to the collection
of data storage reX¥iFEMe3ND ¥RIHOONEORIMANIGING STARACFcREGPYRAES ANSAN t o

access specific data storagemipgedes CSoMTIREHAAGHAMERTSCSI LUN for a
specific data storage resource.

TECHNICAL FIELD OF THE DISCLOSURE

The present disclosure relates in general to the
field of data storage systems and, more particularly, to
a system and method for managing storage resources in a

5 clustered computing environment,



Though a Fibre Channel storage systemcan offer a 20 great deaI of stor age
capacity, the systemcan also be very expensive to inplenment. sigﬁﬁ
users often seek to share the avail abl e storage provi ded by the sy IN" 2003
anmong nmultiple servers. Unfortunately, if a server coupled to a given SAN
uses the M CROSOFT W NDOAS 25 NT operating system the server may attenpt
to take ownership of any LUN visible to the server. For exanple, if a
particul ar server detects several LUNs when the server boots, it may assune
each LUN is available for its use. Therefore, if multiple WNDOANS NT
servers are 30 attached to a storage pool or a collection of data 243U
N 2003 3 storage resources, each server may attenpt to take control of each
LUN in the storage pool. This situation can lead to conflicts when nore

t han one server atterrpts to access the same LUN. 5 A user seeking to solve
t hi s probl em may,paéd Z )18t heavai | abl e storage through filtering
or through the use o0 m ni port at have LUN masking capabilities.
In effect, this part§taraaengrerayesrerkmt (SANser ofrert dRALWEE W NDOWS NT from

seei ng Storage cBRRELdMnl B t dla istoPRe ATHMRBES I iriuni ddk SrARPT 0Oach may be
effective for stand-al one servers, but the approach has several

short coni ngs i nCRUBLERA (e BdPLHAIIEY nef étﬁﬂelsoﬁH%*htas #eEEPRAIRPS ADBI ves t he

configuring ef @aegvérp Ofnlénd RHRBEAEANsAVEULES e t:baqtn 'trtmé"aaaear on a
network as a single machine. en, clusters are rrangg S S a sin
c

system share a'EBRYR ﬁﬁﬁe’éi)%f’céntﬁﬁﬁf‘%a@ ¥y g & TATEpdt toI erate

conmponent fail utBst and de@veHPY onkheypul @ft inaBa&r. subtraction of conponents
in a 20 transparent Janner . Unfortunately, because a .cluster may have two

or nore servers that":538af 3V b& QQEY%I“?YWQE‘F\?% fRE2 Y 5Eoni ng
t echni ques nent nreeetﬂrﬁae\teogma mamtec amun@et;hecn:im shhhhédn for av0| di ng

conflicts \Mign the E}g ser tte ];) accesg t he same
M CROSOFT CROSTRECEHRER TRRCSPXENY SECReeT SR 5 AT BB B hni que
for arbitrati ngpbpaidalctlayanctlrmnaglmgs darethéai praofspotrbaalm advi ces in a

clustered conpu S eLatg Wthin a
cluster that hag‘h?gwpelser Qpel%é’erf‘g g%%\bn%y h‘%ﬂ r?%gﬂgng charge, and
server B. |n opepaputnay, sysremrinkepgonprais (§CSIp LZPTQFOGOM 2003 #AHeri odi c

heartbeat signalkno-ciffehe! €hd Bds@! pSHIRIL Ral NOVE {PAY o§EEYMCRurALl S "al i ve”.
| f server B does not receive a ti rre? heartbeat from server A, server B may

seek to det &Pni RE™apks HEPNSE e thy F%“cﬁf‘érlé’ﬁl ef frfPoFts gt her server B

may take owner shiBo@fcedNy EhNTUNRSRLY Gh W aSBEMAIr Avithih Of tdamakel y) these
MBCS systemmay utilize SCSI target resets during th| S grocess and the

SCSI resets may2EFest SPEEYEFAIdaTRoBFRTRES FEFORREHDIRY, TEEEYHITEE &CSI reset
in the MSCS syskesr ey Gonse spkkific data storage resource.

Though a Fibre Channel storage system can offer a

20 great deal of storage capacity, the system can also be
very expensive to implement. As a result, users often
seek to share the available storage provided by the
system among multiple servers. Unfortunately, if a
server coupled to a given SAN uses the MICROSOFT WINDOWS

25 NT operating system, the server may attempt to take
ownership of any LUN visible to the server. For example,
if a particular server detects several LUNs when the
server boots, it may assume each LUN is available for its
use. Therefore, if multiple WINDOWS NT servers are

30 attached to a storage pool or a collection of data



10 servers within a given Fibre Channel systemto abort their penﬂigg N 2003
i nput/output "I/O" processes. These aborted |I/4 processes nay eve ud“i %
conpl eted - but not until the bus settles. This abort/warall system 15
performance. In addition to this potential effect on performance, the MSCS
systemand its use of SCSI resets may have a detrinental effect on overal
systemreliability. In operation, the MSCS system may only account for one
SCSI 20 reset at a tinme. The inability to account for subsequent SCSI
resets may | ead to unexpected behavi or and decrease systemreliability.

2 4 JUN 2003 5 SUMVARY OF THE DI SCLOSURE | n accordance with the present

di scl osure, a system and nethod for managi ng storage resources in a
clustered conputing environnent are discl@sed that provide 5 significant
advant ages over prior devel oped techniques. The disclosed system and net hod
may al |l ow for stscaggeraswwrces neeradesenteamchycehfénpt tar bakeation with a

reduced reliance. on SCSle ISS6! sy ASC LI 0040, 0BBLASPEAL: OLs LG desent

di scl osure, a 10°9 nmanagi ng storage resources 1n ter ed
conputing envir craredeadele iceoEliletsholhenngore rtéser vae i garver atsemptage

resource for a fé({ %tccQQQE‘th%f shi§ Ghystered conputing environnent. The node
may be, for exanple server, a workstation, or any other conputi ng device

15 included @ thin theuﬁﬁ!ugﬁeklnm ttGhlSPéivsathlys probbes nayyprentifion t he first
node may be perf&¥'§%ﬂeafﬁk‘é@ﬁli@ﬁfﬁ SEQQerEHf$u§Hrfifﬁéﬁlnbsbr”Ode may be

rel eased. I n one enbodi nent, art rocess log out may occur in
response to a Icfé‘réh‘fshzﬁl%(b‘ﬁﬁaﬂﬁ %Jé"r’rtPOE @é‘ﬁ@lrﬁ shat thave LN wddngThe

third party procQguphooe Y, CeATBFKLJIRY cREs $RAtitiohi &Y JER Brehtaasecond

node or a Fibre Channel switch. The t hird party process | og out conmmand nmay
i ncl ude i denti f iSRS YHTGENHITONS Nt frem fecingsstonnds caPadfde as t he

sender 25 ofid ha:Ha@0i8UiotC QEEBGEe®WRN it hougy agpibééﬁ n3gdgevas not the
actual sender. The identification informtion i nclude, for exanple, a

worl d wi de name S5 % foTe SFRFTAIOREN S%E‘é'?rg’neH“Fot‘E%éPPFPg? f5de.
Managi ng st or agesdvesalrfitfrticBmingsd Usi Qr eTusxyred! togpdimnVi ronment  may

additionally i nve%lv\i%ogrt‘]éantzom ng of a 2 4 JUN 2003 6
Clustering involves the configuring of a group of
15 independent servers so that they appear on a network as a
single machine. Often, clusters are managed as a single
system, share a common namespace, and are designed
specifically to tolerate componient failures and to
support the addition or subtraction of components in a
20 transparent manner. Unfortunately, because a cluster may
have two or more servers that appear to be a single
machine, the partitioning techniques mentioned above may
prove an ineffective solution for avoiding conflicts when
the two or more servers attempt to access the same LUN.
25 MICROSOFT CLUSTER SERVER (MSCS) embodies one
currently available technique for arbitrating conflicts
and managing ownership of storage devices in a clustered
computing environment. An MSCS system may operate within
a cluster that has two servers, server A, which may be in

30 charge, and server B. 1In operation, server A may pass a



Fi'bre Channel storage system A zone may group a first node with a %ecyid2003
node and -a plurality of storage resources such as hard drives and ot her
data storage devices. In the zoned system a second node may log 5 itself
out after a third party process |og out command has been issued for a first
node. After the two nodes are | ogged out, a loop initialization protocol
(LIP) Iink reset may be initiated, a state change notification may be
generated, and any functioning nodes may re-login. 1.0 According to another
aspect of the present disclosure, a nethod for nanagi ng storage resources
in a clustered conputing environnent may include receiving a reservation
command that seeks to reserve a storage resource for a node wthin the
cluster. In response to 15 the reservati oA command, a SCSI persistent
reserve out conmmand with a service action of reserve may be issued to
reserve the stomfFéopdsdinacePeat figmahobe. semyiey BebQiliteAfrYesdt ve may hol d

a cl earabl e resamsat tRA: QoriBe A1) ageivE6OUNGe seleO e degbOsbyENL , t he
reservation 20 nay be cl ea‘reﬂyg}%/el s%w ng_a SCSI persistent reserve out ,

command with a FECFER A4 FLogpt  HFRD ﬁéFg&t%tserrgg’ér%é“aé’ommnds may
al  ow LUN reser \salelk086 detetfihddindttieal borvedt @assdopsira®posed/dro cl earing
several LUN reservahi on at once with_a SCSI reset, 25 Accordi n%vtﬁa anot her
aspect of thé prBSERET FEVRESRreRY FaknpRE=hapsPEASH & NI Bo% nage

storage resour CeEsri Befved ASt eUpfbiavelNg whider ROOE Hystey mael ude a first

node, a second nQ an esource nagenent engi ne oper abl 0 | og out
the first node i“r’fqggz?e%p%nggr?% arﬁsggfu‘?‘érw fﬁégs%?cﬁ?&snoﬁ% %' ecei ve a
2 4 J UN 2003 sdsmekysdieambpeatestiegnalretaDprichtetd I StForodeamlize ayst em nmay
al so include a ctongugfrsgﬁagggéte {quggr%géé)rg n e‘tnhe resQ rc%L nagenent
engi ne and a cen af processrng uni t conmuni Cat| ve‘fmf’ couple o the
conput er reddablsexveds umthiand e@rablibre cChaopedt eystvn tesabrxte managenent
engi ne. In one i o Lk Ve Al Q. a ality of
conputing pl atf%&%@gc FTUIN cgﬁ?‘\%ﬁ}‘%?dg& Ieﬁitg)r%E%%stTﬁ%ye. These
conput i ng pl at f Gbestadyl/e processsampyeeventwilizche oremplered Witk @@t per sonal
computers. 10 TRaeSYSLEMJURY sk efed NCIHEE oddehlas NS asutddh:
communi catively coupled to the first node and to a plurality of storage
resources. The KBy 8athanfebringntd phfect Pxoverahbsyisteits, include a
central progessigagrughindsaerable to execute a resource nanagenent engine.
15 A system and net hod i pcorporating teachings of _the presept disclosure
may provide signifi cﬁﬂta‘{]%r"g’(}e?r% sopgte ‘ii%jeﬁtff%‘h%Ich% LY ¥EEour ce
managenent sol utthenmscéaysexangnde, itishasdi 6€|swsedréestmingyeRavya be operabl e
to better managede%nd ar bitr?Ee storage rffour e conflicts, 20 rbﬁs di scussed
u

above, a- SCS3: resét‘“mlerrﬁtaal Ert8Ter®h© Sﬁ% isr¥gs emreliability.

operation, the MSCS system may only account for one SCSI
20 reset at a time. The inability to account for subsequent
SCSI resets may lead to unexpected behavior and decrease

system reliability.



environnent can result in the initiation of an abort/wait/retry agpr 40830
several /O processes, which can have a detrinental effect on overal

syst em‘per f ormance. The teachings of the present disclosure nay . 25 help
reduce reliance on SCSI resets and the resulting perfornmance degradations.
In addition, the teachings of the present disclosure may facilitate the
avoi dance of systemreliability problens associated with SCSI resets in a
clustered 30 conputing environnent. A conventional cluster resource T
~ 2 4 J UN 2003 a nanagenent system such as MSCS, nmay be unable to
account for SCSI resets initiated during the bus disturbance of an earlier
SCSI reset. This limtation nmay | ead to unexpected behavior and decrease
systemreliability. 5 Because the teachings of the present disclosure my
facilitate the avoi dance of at Ieast sonme SCSI resets, systemreliability
may be i nproved MMARY t @ WREages shoul d be apparent to one of

ordinary skill |n'fhe . ‘. amand
draw ngs. 2 43 U Nréo%%é%déb?%ﬁ%es%ﬁ? PR AR e e

conpl et e under st andi ngthdd theer perawimg disrias wegonndesidvant abestanedr eof may
be acquired by r | t n p inb5

conj uncti on MAthg%ﬁéhhgﬂ%ﬁ%gﬁsgﬁgglrgﬁ%ngé |ne&hﬁgﬁp ngerence nunber s
i ndi cate |ike S5f estignagicamd agiyapeages PV@URE‘lprdéQVE%%P%i @Gﬁb@%@%ﬁs -di agr am
of a storage arearfaehREKoddiC kGt &y PRCHETRAHiHEIENE1 DEw & Jre8eYEL&S MRNagenment
engi ne that incorporates teachings of the 10 présent disclosure; FlIGURE 2
shows a flow di agreERIFee W@géﬁ%ﬁlaﬁ@n?%&ﬂ%ﬁr@?ﬁéﬁﬁ‘ﬂ“ﬁﬂhﬁbl"hg st or age

resources in a clyst.ee8d-£GHRBEI &9 Y ossent in accordance with teachings

of the present disclosure;_and
According to one aspect of the present disclosure, a

10 method for managing storage resources in a clustered
computing environment may include holding a reservation
on a storage resource for a first node of the clustered
computing environment. The node may be, for example, a
server, a workstation, or any other computing device

15 included within the cluster.

A third party process log out for the first node may
be performed and the reservation held for the first node
may be released. In one embodiment, the third party
process log out may occur in response to a log out

20 command sent on behalf of the first node. The third
party process log out command may be sent, for example,
by a second node or a Fibre Channel switch. The third
party process log out command may include identification
information that identifies the first node as the sender

25 of the log out command even though the first node was not
the actual sender. The identification information may
include, for example, a world wide name and a source
identifier assigned to the first node.

Managing storage resources in a clustered computing

30 environment may additionally involve the zoning of a



15 FIGURE 3 shows'a flow diagram for another enbodinment of a methog,famn 2003
managi ng. storage resources in a clustered conputing environment in
accordance wi th teachings of the present disclosure. 2 ~JU N 2003 10
DETAI LED DESCRI PTI ON OF THE DI SCLOSURE FI GURE 1 depicts a general block

di agram of a storage area network (SAN), indicated generally at 10. SAN IO
i ncludes two clustered conputing systens, clusters 5 12 and 14. As
depicted, cluster 12 includes node 16 and node 18, and cluster 14 incl udes
node 20 and 22. Nodes 16, 18, 20, and 22 may be, for exanple, servers,

wor kst ations, or other network conputing devices. As depicted in Fl GURE 1,
cluster 12 may be supporting a 10 nunber of client devices such as the
client personal conputers representativel yg depicted at 24. SAN 10 may al so
i nclude a storage pool 26, which may include, for exanple, a plurality of

physi cal storagerieyé CBanfdl hetafrabar sysieak dai ¥&se wagegrole ecditsol of and
15 coupled to one e stora

gr no e cqQntro Iehi. ;%Eiyph¥sical st orage devi ces
of storage pool B38I%ef:He2a8eIYRedCrend SREUFIHYCSE €EF%Se devi ces may
be grouped into RAsbunHRIsuB®lSh vidd hagacdr wadsuard asitignadta storglge SCSI LUN

address. O her physjcal s&gr e devi.ces may be 20 iﬂdggiduallégassigned one

or nore LUNs. HoREVET®%he PR Y Yy, 3 e ? MGiRE 1 nay map
t he avail abl esphyssebt ostoafiger af thtind goertyoprodsss lbg auplaommknty of

| ogi cal storage devi,ce n I hgse | qgi.cal I ' 0 be
identified and agg?é¥¥%hisg%§$&%%$érg:ﬁ%h?gﬁgdeéa%%?agg?dg%%%§§8gzz may
conmmuni cate w t haaadldggedsbetr, datle@op oimiidafldeat Hiromageopodl (IZF) t himugh

fabric 28 using fi el.. s ol epy 0. gg@ 1 odes 16
and 18 may be gr%h%@g"%%?ggz%ﬁ§£%%8§lt$l{ﬁﬁﬁglggﬁgﬁfﬂﬁgégl |nFPaPF€, nodes
20 30 and 22 naybbeagpayaped, i and anynfugxk igning nded mayNre;lagia. 2 4 JUN

20G3 11 LUN 3, Using 5w, ggmg | QYotRe £l eeZ9P& 0 pHBYR¥ event nodes 16
and 18 from seeing nodes 20 and 22. Simlarly, using switch zoning to

create zone 32 néjspremrEsy AJHRENCHOLER (TR RGN EUEIG TRBRAESER6 1B 18. In
addition to 5 Zoeuﬂ&emecsm@egvﬁoﬂegé%ﬁ {Ho1 uBBPE&e ihidbigmaSki ng.

LUN maski ng may blind a specific node or cluster fromseeing certain LUNs.
For exanpl e, LUN*RE&KIaT]ORaGOBIRAe fhathotrads1 5O arFeraef foffd&@&eng LUN 3, LUN

4, and LUN 5. 10rbkgodite €6Boslinsae wothin GUREciustules 14bredfbnsdOtoand 22
may be assigned a,uni gue wor i

| d wi de npane whi ch nmay be an eight byte
(dentifier. the FRStTRHFmOrom SRTRBR 2 %ﬁ%@é‘?’sﬁtﬁr‘ﬁéﬁk S ah‘g bl ocks of
WAWNs t o nanuf act goefiands erinhnalfssadvicer sctciaon biii telsdriviee maghaanicdsued to
reserve the storage resource for the node. This
persistent reserve may hold a clearable reservation on
the storage resource. In one embodiment, the reservation
20 may be cleared by issuing a SCSI persistent reserve out
' command with a service action of clear. The persistent
reserve coumands may allow LUN resexrvations to be
individually released as opposed to clearing several LUN
reservation at once with a SCSI reset.
25 According to another aspect of the present
disclosure, a computer system operable to manage storage
resources in a clustered computing environment may
include a first node, a second node, and a resource
management engine operable to log out the first node in

30 response to a failure by the second node to receive a



15 dévices with unique WANs. For illustrative purposes, in the enhadiyuerinil
of FIGURE 1, node 16 may have a WM of "AAA", node 18 may have a WMW of
"BBB", -iede 20 may have a WAN of "CCC', and node 22 may have a WMW of

"DDD'. As such, nodes 16, 18, 20, and 22 may be uniquely 20 identifiable by
ot her devices coupled to fabric 28. Nodes 16, 18, 20, and 22 nmay have
identification information in addition to their respective WWs. . For
exanpl e, according to the fibre channel protocol, when a node such as node
16 is initialized and logs into fabric 25 28, the node is assigned a fibre
channel ID. This ID may be subject to change each tine sone initialization
event occurs, for exanple, when another node or device logs into fabric 28.
As depicted in FIGURE 1, fabric 28 has assigned fibre channel |Ds as
follows: node 16 is SriID 1, 2 4 JU N 2003 4 12 node 18 ie S ID 2, node 20
is S 1D 3, and nbifeelyohparbeay gignal (from fhsdf ixsitt "Bfe k| SYStehe

various WANs andmiy figoC hadhifle hDsomfitd¥e rehaslsXk inddduhosfudiey tradable 5
medi um 34) which may be accessible to devices of SAN 10. As shown, in FI GURE

1, SAN 10 may i ntf c2 ERRAARIERG BRIARS B8 foFESIRILPTRFF Y Eabit 28.
Such a conput i ngcéinieadiyeliynebufted KPP WYneoabmHitea r¥edabXdnphiednt 0
conput er readabl e diunbf4. Switch 36 _nay also have at 10 | east one port
40 Tor i nterfaci A REHSBIR GO GEGFEES HHE FSPRNERE PEREPTERY (PELBRANNG!

network. In one enbodintehé exbodimynt £MHdGYEPEH atdynglseatelngs af t he
present discl osur Qnput L ng deyi.ce 38 be operable.ta execute.a
resour ce managen%ﬁfraéﬁ‘& n £ c%glp\\,%m% gt oF lﬁaEwa%l}f éPuPiﬁ%abl e
medi um 34. The resoiltec €inanagaeent Tiesgs reonpayile plpefabhe vay per f Hsim
several functiong__ Fqr exanpl.e, .the resouyrce nagenent engi ne_my be
operable to acce%’éar?qr?éi ‘-ﬁt%lﬁr}ggtﬁf"sltogeﬁ%ﬁgrﬁg%ﬁgn?%ec?&ﬁtgrghannel | Ds
of SAN 10 deV® ceBhe |ays2émanhii wilen, itdlardesofibe: ragebeswitaigi ne may be
operabl e 10 recoghigeBactiliy €361 COTRMS! Fo400 % gnd to convert
g Yo}

a, 094,
the command into a storage r urce rg¥£a5|ng connqna.agﬁe st orage resource
rel easi ng conmanellyial iy, of Gtoxraeapresouwrassi.r dThsaMiprpr Geanel| gyitth or a

SCSl 25 persi st egly I 83€E¥Re UtboRQRBRYY, Wi ude Cd €RINt2GL T GFbcds3iggt YPI cal
MSCS cluster, a SCSI reset. command nay be issued when a node |ike node 18

or 20 fails to atkiowredgRle fCepBecHie R HEFRPFCHARIPEREENY 2Ngir84 from a

respective cigister maf g@yst@nlahBeabshdd Db rpdraBihicka¥hings vf~the N 2003 13

nodes 18 and 22 respectiyely to "see" if their cluster pates are stil
f uncti oni ng. present disclosure may provide significant improvements

over conventional cluster resource management solutions.
For example, the disclosed techniques may be operable to
better manage and arbitrate storage resource conflicts.
20 As discussed above, a-SCSI reset in a clustered computing
environment can result in the initiation of an
abort/wait/retry approach to several I/0 processes, which
can have a detrimental effect on overall system
performance. The teachings of the present disclosure may '
25 help reduce reliance on SCSI resets and the resulting
performance degradations.
In addition, the teachings of the present disclosure
may facilitate the avoidance of system reliability
problems associated with SCSI resets in a clustered

30 computing environment. A conventional cluster resource



|f, -for exanple,. node 18 can no |onger "see" node 16, node 18 nmay Zsﬁ% t %03
"have any LUN reservations held 5 for node 16 rel eased. To acconpli®s tHi S
rel easé,: node 18 may send a SCSI reset command to initiate a | owlevel bus
reset of the SCSI buses associated with nodes 16 and 18. In sone systens,
for exanple a MSCS system node 18 may wait sone specified amount of tinme
before trying to 10 reserve the LUNs that had been reserved by node 16. The
waiting allows node 16 to regain control of the LUNs reserved to it before
the SCSI reset. As such, if node 16 is "alive" despite node 18 s failure to
recei ve heartbeat 42, node 16 may be able to re-establish its 15 resource
reservations and in so doing |let node 18 know that it is "alive".
Unfortunately, as nmentioned above, a SCSI meset in a clustered conputing
envi ronment can have a detrinental effect on overall system performance and
system 20 rel i abirthdrtagieméhe siissehpssdtls st MBCHNhaye be lwutab s nagesamnintengi ne
may help limt a glu ed conputing . .envigonnment's,.reltance,on SCSl resets
in several di ffer’gorl %\%%/slfe %gnﬁf’letfaaé:ceﬁnfiaﬁ&gf& S\L}Si%}%d‘réégfer% ets may
be better understaocarhiengrtsdonsseater atthde bfmiZatEbURES Ikadndo3. FlI GURE 2
depicts a flow diagram of .qne enbodi t of a nethod 100. far .nanagi ng

st orage resour cesur%rﬁgcg?%gfeg’ é’aotr:oﬁﬂrajeﬁe%e%ﬁ/istygﬁﬁﬁlnfgﬂﬁ%l Yhod of

FI GURE 2 nay Be iBgslasssentied tepchings @fr tbenpragairedi selwgure 88yexecuti ng on
a storage controlier 3thachedl 90PN or2af TAI2Q03, 1dABLEGe s I N SOme
enbodi nents, the resource rranagerrenaf engi né may be execut1'ng on a CPU
associ ated with axskiemchelidbdlititndy 26 MPFI@IRE 1. | n ot her enbodi nents,
the CPU may be associ atidy Wechnc2NARKEGE QIR ENEE I anE WS Glhe FOT
exanpl e, a resource nmanagenent engine may be executing one or nore nodes
of a SAN. During eherdpeant iskaldfin thaNark Porviewogfnthe OG ) command may
be received. A i§ddIeWRatibd Ne12{ds, gnaLg}‘gwﬁ%rg"_rand is a fibre channel
command wherein a node ogs 10 into ‘a storage device attached to a SAN. A
node may execute a PLOG command after the fabric has assigned a fibre
channel ID (S ID) to the node. As is also conventionally known, the S ID of
a node nmay be assi gned when a node executes a fabric login (FLOd) comrand.
15 At step 102, the S ID and the WM of a cluster node nay be extracted.
The extraction may occur at different tinmes. For exanple, the extraction
may occur when a node issues a PLO@ conmmand. Once extracted, the S ID and
the WAW nay be updated and may be stored in a conputer 20 readabl e nmedi um
In some enbodi ments, this conputer readabl e nmedium may be part of a SAN and
may be accessible to several devices of the SAN. At step 104, a LUN
reservation may be held for a given node. In effect, the given node may
have the 25 exclusive right to use the reserved LUN. As is nentioned above,
cluster nodes often communicate with one another using a heartbeat signal.
At step 106, a SAN device may detect a failure to receive a tinely

heart beat signal. Though the failure to receive a heartbeat signal may only
30 indicate a failed conmunication |ink between the



2 4-JUN 2003 15 heartbeat sender and the heartbeat receiver, the %QPPWrgma
‘may result, as shown at step 10B, in the determnination that a cluster node
«I’S inoperable. In the enbodi nent of FIGURE 2, the determ nation 5 that a
‘node is inoperable, rnay cause another node to issue a SCSI reset. AS shown
at step 110, a SCSI reset command nay be sent to rel ease LUN reservations
hel d for the node believed to be inoperable (the "dead" node). At step 112,
the SCSI reset conmand nmay be converted into a |0 third party prqcess |og
out. This conversion may, for exanple, be perfornmed by an executing
resource managenent engine. At step 114 a |l og out command for the "dead"
node may be sent on the "dead" node's behalf by a third party. 15 For
exanpl e, a resource nmanagenent engi ne may agcess a conputer readabl e nmedi um
storing the "dead" node's S ID and WMN The resource nmanagemnent engi ne nmay
use the S I D and tde Ne S : d og out the "dead" node.

AN\NE € N ORI
This third party process Iog out may result in the 20 rel easi ng of LUN
reservations held for PhBEOFOSFERLIEEE wRigsstaRdb Bl SPhesR%esfeaPt6 of FI GURE

2, other nodes of &iglushes Y advSRtdRG eHLr8sf hiy 8e0eemoesaBd a | oop
initialization protocol (LIP I|nk reset may be 25 initjated. The LIP link

reset of step 118 FRAPTEENE oFP dMEdEBYIAtieg ?25"%‘%@9& Bekem IF a state

change notificati afbnjuict ién anlRedt A8 MecRpkh{AiRE dawihgs Stidl @heBRNDMke
notification may CEnese active cluste nodei nodes that are nor dead, to
performa port | ogiSteXRBCt PUREFe36PE IR Lesdlt ASaHESSTHRPDSIETRLYi n of
active cluster nodes F2cYrRE JUdeZGEB d oiiPynbe: THeBrah &f ep stdZagdf the
"dead" node was not deadt it may, g abl e to@é ain its LUN reservations. |If
the "dead" node we¥FeZa-"orher ePitte P fod %d%? b2 HHEEES capture

t he LUN reservati onsagehent\erdiae"” tlead "ingonpdeatdan tefaf:Bi‘.rtgs tdfetBéor age
resour ces heI (gy trheesegx? ?1& %%uvm || be nade available to "live" nodes -
resulting in & eth I Zation: of storage resources - w thout a SCSI
reset. Anot her enbodi mEAGURE 2a shewboa 208 Hbagremdgirngnd Certdodiaget refSour ces
in a clustered co e S I t hod of
FGURE 5. 11 ke tne SECheq e ARty Wbrdip o Fllbrteh BT chustifed T 02
managenent engi ne. ccmuslemﬁmernayem Jlrbéacend%tme Wumbetpeam‘hlp\lgaceé theor
exanpl e, the engi %e@xtb&gcqgghgg 15 switch, a node, or a storage
control attached to a Fibre Channel fabric. As shown at step 202, nethod

200 may i nvol V@ t he reEEFYRIMG Ghoys SEHLOWURLreE) FaE| BRCEmTmeRRedINanFpi cal
SCSI reservation EEBRELHRY R RLeAFHY WebPage $Ee8burces in a clustered

computing environment in accordance with teachings of the

present disclosure.



20 reset. As nentioned above, SCS|I resets nmmy cause a nunber of p @P @s
within a clustered conputing environnent. As such, at step 2042 bt ) §
reserve:- command may be converted to a SCSI persistent reserve out conmand
with a-service action of RESERVE. The conversion 25 from SCSI reserve to
SCSI persistent reserve may be perfornmed, for exanple, by an executing
resour ce managenent engi ne. The persistent reserve out conmand nmay hold a
persistent LUN reservation as shown at step 206 for the hol di ng node, the
node issuing the SCSI 30 reserve command. 2 4 J UN 2003 At step 208, it
may be determ ned that the holding node is inoperable. In response to this
determ nation, a SCSI reset command may be issued. The SCSI reset conmand
of step 210 nay be converted at step 212 it a SCSI 5 persistent reserve
command with a service actl on of CLEAR In operatl on, the SCSI persistent
reserve comrand DETER ) 3 fe RS rel ease the LUN
reservations held by SCSI erS| S serve o t command. The
LUN rel easi ng of steB{éj%E! rnhlée %t fed ?Veﬁlytbﬁﬁléa EXKE0 8ge® resour ces hel d
by nodes deter rrismedag@ dxeal nepesdd| (SAN) , sirefic368d dénesaidy aesid.t in a
better utilizati rage reso t hi n cIu red c ting

envi ronnent , ég‘gh berfctqu%g t'l"l’cf ;Hsgﬁr%yc%ngug% S%s?ﬁgd sx:g

enpl oyi ng SCSI 12 prdels. Wardepictedangbsster ﬂbelxabmdesenbdellxﬁam are

cont ol Gt ed DY b8 PECRGN! S SElOSY! Snc TR LHRNRI £ SRDOS) M0 the
present disclosure nay bé n ng any nunmber

t opol ogi es. Therlé,rr!w. 9, Bﬁdeﬁ meyaipl efomnexempls, stegvage, cont roI | ers,
there may be a LesQULGE JRNAGE <z ROLRS e RE L0, GLa8eD. node of a
cluster, or there nay be a single resource man t engli ne executing
within each zondepicted imsFEFERE cbnp&?ﬂ?@ré@/mﬁEMrﬁuppzstmg fough t he

di scl osed enlodipRBLS J\8 iBREMARRE! BELh idb YRL 3l sedd pabodhsh be
understood that various changes, substitutions and alterations can be made
to the enbodi meSCEPWEfFEPEePRREAtiyely odsRisted apiz4+ and scope. 2 ~
JU~J 2CD3 is WHAT | Sk AloVRRYy | aX sol -infa B @%t%?égé’f%&ﬂ' Rg, ShR{ A0 @apESOUr ces

in a clustered comttl)utl n% envi ronnment, the nethod npri si ng 5 holding a
reservation on a7§tBiege FeSHYRREE f Grpﬁ“ﬁlrjﬁy ﬁf)d%hifﬁlqallre PXRA%r ed
conputing envir deiéés such as hard disk drives under the control of and

15 coupled to one or more storage controllers. The physical
storage devices of storage pool 26 may be assigned LUNs.
Some physical storage devices may be grouped into RAID
volumes with each volume assigned a single SCSI LUN
address. Other physical storage devices may be

20 individually assigned one or more LUNs. However the LUNs
are assigned, the LUNs of FIGURE 1 may map the available
physical storage of storage pool 26 into a plurality of
logical storage devices and allow these logical storage
devices to be identified and addressed.

25 In operation, nodes 16, 18, 20, and 22 may
communicate with and transfer data to and from storage
pool 26 through fabric 28 using fibre channel protocol.
As depicted in FIGURE 1, nodes 16 and 18 may be grouped
into zone 30 with LUN_1 and LUN 2. Similarly, nodes 20

30 and 22 may be grouped into zone 32 with LUN_3, LUN 4, and



performing a third party process | og out for the first node; relbasiUHgml‘he
‘reservation held for the first node; and perform ng a process log-in for
activernodes to seek reservation of the t O storage resource. 2. The nethod
of daim1, further conprising determining that the first node is not
functioning. 15 3. The nmethod of Caim1l, further conprising: failing to
receive a heartbeat signal fromthe first node; and determ ning that the
first node is not functioning as a result of the failure to receive the
heartbeat signal. 20 4. The nethod of Claim21, further conprising
initiating the third party process |og out froma second node of the
clustered conputing environnent. 5. The method of Claiml, further
conprising initiating the third party prééess log out froma switch
associated with_the clustered conputing environnent. 2 4 JUN 2003 19 6.
The nethod of CFEmM-1, UPHRY r?é‘ﬁ'ltEanf?fi@gnﬁocFé%acqeng%ez%%é“% PREYVERE Fi bre

Channel storagensdésd a® ahd el & FROMCOHFRATIS nBles B fanBish2 NodEmiflakie, cl ust ered
conmputing environpent, .a second node of the clustered 5 conputi ng
envi ronnent, andSHR9 |S¥AEEh AARLEPFA fFSAEE0EPRR 327 MATHRYSHAN 0888 Ol ai m 1,

wherein the stopagend @208r6€ seeiBy i kRfesa 18286 dig.veInliddicibhetset hod of
I Si formation about the

Claiml, further conprising; storing identificationi
first node; indz%’r’{% ttﬁ‘é ‘rgﬂ’é’r‘?llf“‘la‘i‘"ceﬂﬁ FACPRE o} Mati 6RPLYY i188Ue a third party
process | 0og out mas¥fiRSt . LUN masking may blind a specific node or
cluster from seeing certain LUNs. For example, LUN
masking may prevent nodes 16 and 18 from seeing LUN_3,
LUN_4, and LUN_5.
10 In the embodiment of FIGURE 1, nodes 16, 18, 20, and
22 may be assigned a unique world wide name (WWN), which
may be an eight byte identifier. The Institute of
Electronics Engineers (IEEE) assigns blocks of WHNs to
manufacturers so manufacturers can build fiber channel
15 devices with unigque WWNs. For illustrative purposes, in
the embodiment of FIGURE 1, node 16 may have a WWN of
"AAA", node 18 may have a WWN of "BBB", node 20 may have
a WWN of "CCC", and node 22 may have a WWN of "DDD". As
such, nodes 16, 18, 20, and 22 may be uniquely
20 identifiable by other devices coupled to fabric 28.
Nodes 16, 18, 20, and 22 may have identification
information in addition to their respective WWNs. .For
example, according to the fibre channel protocol, when a
node such as node 16 is initialized and logs into fabric
25 28, the node is assigned a fibre channel ID. This ID may
be subject to change each time some initialization event
occurs, for example, when another node or device logs
into fabric 28. As depicted in FIGURE 1, fabric 28 has

assigned fibre channel IDs as follows: node 16 is S _ID 1,



15 9. The nethod of Claim1, further conpri sing: assigning a worl d?wi J& 2003
‘'name and a source identifier to the first node; and using the world w de
nanme ahd the source 20 identifier to issue a third party process |og out
request on behalf of the first node. 2 4 J UN 2003 20 10. The method of
Caim1l, further conprising: assigning a world wi de nane and a source
identifier to the first node; assigning a second world wi de nane and a
second 5 source identifier to a second node; using the world w de nanme and
the source identifier to issue a third party process |og out request for
the first node; |ogging out the first node; and 10 | oggi ng out the second
node. 11. The nmethod of Claiml, wherein the first node conprises a server.
15 12. The method of Claim1, wherein thesfirst node conprises a

wor kstation. 13. The method of Caim1l, further conprising |ogging out a

second node of hbge cluakesertb GONRYAL NG 48 &N¥H r0NEMAL node#t.22TRE Net hod of
Claim 13, further_conprisifng generating a state change notification with a

swi tch associ at 8dI®i%h the clustered computing environment. 25 15. The
met hod of O aim 13, frukhbesms@IRENS] X FIGORE Bl ithe dak O WG @hd zat i on
protocol 1ink r?fﬁ%é é%ggnel IDs may be stored in a computer readable
5 medium 34, which may be accessible to devices of SAN 10.
As shown in FIGURE 1, SAN 10 may include a computing
device 38 for establishing fabric 28. Such a computing
device may include a CPU communicatively coupled to
computer readable medium 34. Switch 36 may also have at
10 least one port 40 for interfacing with other devices to
form an overall fibre channel network.
In one embodiment of a system incorporating
teachings of the present disclosure, computing device 38
may be operable to execute a resource management engine,
15 which may be stored in computer readable medium 34. The
resource management engine may be operable to perform
several functions. For example, the resource management
engine may be operable to access a maintained list of the
WWNs and the fibre channel IDs of SAN 10 devices. 1In
20 addition, the resource management engine may be operable
to recognize a SCSI reset command issued by a node and to
convert the command into a storage resource releasing
command. The storage resource releasing command may be,
for example, a third party process log out or a SCSI
25 persistent reserve out command with a clear action.
In a typical MSCS cluster, a SCSI reset command may
be issued when a node like node 18 or 20 fails to
acknowledge receipt of a timely heartbeat 42 or 44 from a

respective cluster mate. Heartbeats 42 and 44 may allow
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generating a state change notification in 30 response to the | oop

“initialization protocol |ink reset. 2 4J UN 2003 21 16. The nethod of
Claim.13, further conprising: in response to the state change notification,
perfofm ng a responsive port login with the second node. 5 2 4J UN 2003
22 17. A nmethod for managing storage resources in a clustered conputing
envi ronnent, the nethod conprising: receiving a snmall conputer system
interface reservation conmand seeking to reserve a storage resource S for a
node of the clustered conputing environment; and in response to the
reservation command, issuing a snmall conmputer systeminterface persistent
reserve~out command with a service action of reserve to reserve the storage
resource for the node. 10 18. The nethoq of Claim17, wherein a mniport
driver receives the reservation conmmand “and i ssues the persi stent reserve

out_command. 12049 WS PO BRI L JLutd MY SQUDTIRINR,I €l asi ng 3

reservation he nod I"SSurig conmpu systeminterface

per si st ent resmaVQSGum sbabhnfhnetibninger vi ce action of clear. 20 2 4J U

N 2003 If, for example, node 18 can no longer "see" node
16, node 18 may seek to have any LUN reservations held

5 for node 16 released. To accomplish this release, node

18 may send a SCSI reset command to initiate a low-level
bus reset of the SCSI buses associated with nodes 16 and
18. In some systems, for example a MSCS system, node 18
may wait some specified amount of time before trxrying to

10 reserve the LUNs that had been reserved by node 16. The
waiting allows node 16 to regain control of the LUNs
reserved to it before the SCSI reset. As such, if node
16 is "alive" despite node 18'sg failure to receive
heartbeat 42, node 16 may be able to re-establish its

15 resource reservations and in so doing let node 18 know
that it is "alive".

Unfortunately, as mentioned above, a SCSI reset in a
clustered computing environment can have a detrimental
effect on overall system performance and system

20 reliability. The disclosed system and resource
management engine may help limit a clustered computing
environment's reliance on SCSI resets in several
different ways. Example techniques for avoiding SCSI
resets may be better understood through consideration of

25 FIGUREs 2 and 3.

FIGURE 2 depicts a flow diagram of one embodiment
of a method 100 for managing storage resources in a
clustered computing environment. The method of FIGURE 2
may be implemented by a resource management engine

30 executing on a storage controller attached to a SAN
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23:20. A conputer system conprising: a first node of a clustered conputing
environnment; a second node of the clustered conputing 5 environnent; and a
resoyrce nanagenent engi ne operable to convert a small conponent systen1
i nter'f'ace reset command into a storage resource rel easing conmand. 10 21
The system of C aim 20, wherein the resource rel easing command conprises a
third party process |log out. 22. The system of C aim 20, wherein the
resource 15 rel easing conmand conprises a small conponent systeminterface
persi stent reserve out command with a clear action. 23. The system of C aim
20, further conprising: 20 a conputer readable nediumstaring the resource
managenent engi ne; and a central processing unit conmunicatively coupled to
t he conputer readabl e nmedi um and operabl§4to execute the resource
nmanagenment engine. 25 2 4 JUN 2003 ~1 24 24. The system of C aim 23,

further comprisepgict Phir@did ¥nBbaSQUMRYL | Pe ROk OETmbiTRIBRERL | Vel y

coupled to the first node; a bre Channél swi'tch communi catively coupled 5
to the first noBegingngax kg lﬁ"&lcpﬁynﬁ)fors@oﬁaﬁeanléééddb’iﬁhml guitakel y

coupl ed to the FijdeGhannf PWri6lre 45 THE 3 eRbOAiddrtis] e Wherein
the Fibre to channel sw tch conprises the central processing unit. 15
CPU may be associated with a SAN device other than the

5 switch. For example, a resource management engine may be
executing on one or more nodes of a SAN.

During the operation of a SAN, a port login (PLOGI)
command may be received. As is known in the art, a PLOGI
command is a fibre channel command wherein a node logs

10 into a storage device attached to a SAN. A node may
execute a PLOGI command after the fabric has assigned a
fibre channel ID (S_ID) to the node. As is also
conventionally known, the S_ID of a node may be assigned
when a node executes a fabric login (FLOGI) command.

15 At step 102, the S_ID and the WWN of a cluster node
may be extracted. The extraction may occur at different
times. PFor example, the extraction may occur when a node
issues a PLOGI command. Once extracted, the S_ID and the
WWN may be updated and may be stored in a computer

20 readable medium. In some embodiments, this computer
readable medium may be part of a SAN and may be
accegsible to several devices of the SAN.

At step 104, a LUN regervation may be held for a
given node. In effect, the given node may have the

25 exclusive right to use the reserved LUN. As is mentioned
above, cluster nodes often communicate with one another
using a heartbeat signal. At step 106, a SAN device may
detect a failure to receive a timely heartbeat signal.
Though the failure to receive a heartbeat signal may only

30 indicate a failed communication link between the
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example, be performed by an executing resource management
engine,
At step 114 a log out command for the "dead" node
may be sent on the "dead" node's behalf by a third party.
15 For example, a resource management engine may access a
computer readable medium storing the "dead" node's S_ID
and WWN. The resource management engine may use the S_ID
and the WWN of the "dead* node to log out the *dead“
node. This third party process log out may result in the
20 releasing of LUN reservations held for the logged out
node.
As shown at step 116 of FIGURE 2, other nodes of a
cluster may also log out or be logged out and a loop
initialization protocol (LIP) link reset may be
25 initiated. The LIP link reset of step 118 may be
followed by step 120's generation of a state change
notification. In the embodiment of FIGURE 2, the state
change notification may cause active cluster nodes, nodes
that are not dead, to perform a port login and to seek

30 LUN reservations. The port login of active cluster nodes
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may be seen at step 122. If the "dead" node was not
dead, it may be able to regain its LUN reservations. If
the "dead" node was dead, other cluster nodes may now be
able to capture the LUN reservations held by the "dead"

node. In effect, the storage resources held by the dead

node will be made available to "live" nodes — resulting
in a better utilization of storage resources — without a
SCSI reset,

Another embodiment of a method 200 for managing
gstorage resources in a clustered computing environment
may be seen in FIGURE 3. The method of FIGURE 3, like
the method of FIGURE 2, may be implemented by a resource
management engine. This engine may be located any number
of places. For example, the engine may be located at a
switch, a node, or a storage control attached to a Fibre
Channel fabric.

Az shown at gtep 202, method 200 may involve the
receiving of a SCSI LUN reservation command. A typical
SCSI reservation command may be cleared with a SCSI
reset., BAs mentioned above, SCSI resets may cause a
number of problems within a cluétered computing
environment. As such, at step 204, the SCSI resexrve
command may be converted to a SCSI persistent reserve out
command with a service action of RESERVE. The conversion
from SCSI reserve to SCSI persistent reserve may be
performed, for example, by an executing resource
management engine. The persistent reserve out command
may hold a persistent LUN reservation as shown at step
206 for the holding node, the node issuing the SCSI

reserve command.
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At step 208, it may be determined that the holding
node is inoperable. 1In response to this determination, a
SCSI reset command may be issued. The SCSI reset command
of astep 210 may be converted at step 212 to a SCSI

5 persistent reserve command with a service action of
CLEAR. In operation, the SCSI persistent reserve command
with a service action of CLEAR may release the LUN
reservations held by the initial SCSI persistent resexve
out command., The LUN releasing of step 214 may

10 effectively release storage resources held by nodes
determined to be inoperable at step 208. This may result
in a better utilization of storage resources within a
clustered computing environment, and the better
utilization may be accomplished without employing SCST

15 resets.

Various changes to the above embodiments are
contemplated by the present disclosure. For example,
embodiments of the present disclosure may be implemented
in SANs having any number of topologies. There may be,

20 for example, numerous storage controllers, there may be a
resource management engine executing on each node of a
cluster, or there may be a single resource management
engine executing within each zone of a clustered
computing environment.

25 Although the disclosed embodiments have been
described in detail, it should be understood that various
changes, substitutions and alterations can be made to the
embodiments without departing from their spirit and

scope.
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1. A method for managing storage resources in a clustered computing environment,
the method comprising:
5 holding a reservation on a storage resource for a first node of the clustered
computing environment;
performing a third party process log out for the first node;
releasing the reservation held for the first node; and

performing a process log-in for active nodes to seek reservation of the

10 storage resource.
2. The method of Claim 1, further comprising determining that the first node is not
functioning.
15 3. The method of Claim 1, further comprising:

failing to receive a heartbeat signal from the first node; and
determining that the first node is not functioning as a result of the failure to

receive the heartbeat signal.

20 4. The method of Claim 1, further comprising initiating the third party process log

out from a second node of the clustered computing environment.

5. The method of Claim 1, further comprising initiating the third party process log

out from a switch associated with the clustered computing environment.
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6. The method of Claim 1, further comprising
creating a zone within a Fibre Channel storage system,
the zone comprising the first node of the clustered

computing environment, a second node of the clustered

5 computing environment, and at least one storage resource.

7. The method of Claim 1, wherein the storage

resource comprises a hard drive.

10 8. The method of Claim 1, further comprising;
storing identification information about the
first node; and
using the identification information to issue a
third party process log out request.
15
9. The method of Claim 1, further comprising:
assigning a world wide name and a socurce
identifier to the first node; and
using the world wide name and the source
20 identifier to issue a third party process log out regquest
on behalf of the first node.
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assigning a world wide name and a source
identifier to the first node;
assigning a second world wide name and a second
5 source identifier to a second node;

_using the world wide name and the source
identifier to issue a third party process log out request
for the first node;

logging out the f£irst node; and
10 logging out the second node.

11. The method of Claim 1, wherein the first node

comprises a server.

15 12. The method of Claim 1, wherein the first node

comprises a workstation.

13. The method of Claim 1, further comprising
logging out a second node of the clustered computing

20 environment.

14. The methed of Claim 13, further comprising
generating a state change notification with a switch
associated with the clustered computing environment.

25
15. The wmethod of Claim 13, further comprising:
initiating a loop initialization protocol link
reset; and
generating a state change notification in

30 responge to the loop initialization protocol link reset.
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16. The method of Claim 13, Ffurther comprising:
in response to the state change notification,

performing a responsive port login with the second node.
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17. A method for managing storage resources in a
clustered computing environment, the method comprising:
receiving a small computer system interface
reservation command seeking to reserve a storage resource
S for a node of the clustered computing environment; and
in response to the reservation command, issuing
a small computer system interface persistent reserve'out
command with a service action of reserve to reserve the
storage resource for the node.
10
18. The method of Claim 17, wherein a miniport
driver receives the reservation command and issues the

persistent reserve out command.

15 19. The method of Claim 17, further comprising
releasing a reservation held for the node by issuing a
small computer system interface persistent reserve out

command with a service action of clear.

20
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20. A computer system, comprising:
a first node of a clustered computing
environment;
a second node of the clustered computing
5 environment; and
a resource management engine operable to
convert a small component system interface reset command

into a storage resource releasing command.

10 21. The system of Claim 20, wherein the resource
releasing command comprises a third party process log

out.

22. The system of Claim 20, wherein the resource
15 releasing command comprises a small component system
interface persistent reserve out command with a clear

action.

23. The system of Claim 20, further comprising:
20 a computer readable medium storing the resource
management engine; and
a central processing unit communicatively
coupled to the computer readable medium and operable to
execute the resource management engine.
25
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24. The system of Claim 23, further comprising:
a plurality of computing platforms
communicatively coupled to the first node;
a Fibre Channel switch communicatively coupled
5 to the first node; and
a plurality of storage devices communicatively

coupled to the Fibre Channel switch.

25. The system of Claim 24, wherein the Fibre

10 Channel switch comprises the central processing unit.

15



