EFFICIENT PATCHING TECHNICAL FIELD [0001] The present invention is
directed to the field of updating the operation of installed computer
programs. BACKGROUND [0002] Patching is the process of modifying
already-installed programs, including application programs, utility programs,
operating systems and operating system components, device drivers, etc.
Patching can be useful to modifyERPICHENTI R AT C1NG of purposes,
including correcting a programming error, reducing or eliminating a security
risk, or improving the logic used by the modified program. Patching is
typically initiated by the company or other organization that originally

suprdieteprogi@npo be patched. [0003] Installed programs are
predominantly composed of executable code modules. As one example,

many programs designed to execute.on the WINDQ! opgratin .
0001t o VRLTR, LA Rt breic i e 001 WPt pperation of
conmstebetaferpatealpeogoaimsnodules called "DLLs." One popular
conventional approach to patching is to identify, among the executable code
mogulex ARk the installed program to be patched, the executable code
module containing the program code that one wishes to modify with a patch;
creating a_ new version of the identified executable code module in which the

10002lgesired miaIREAIRISI<HRaROCESS AEMANNIN@Fearvarsiplied treograms, including
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user

users who may wish to apply the patch. Eac en determines whether

s/hEOMBRBS WSafiSYiCh dhRER, lvd iPatchingcREDR & RSt e PRSYfumrograms for a
whigilieaplagesgiig 85ed)alnkrigiag oééh@td?%tifigd&wammmgoﬁmdké@lucing or
al

with the new version of the jdentified executable code module. -1 [0004

CoRRIRBHAY & SRAHYS B AEHRBrALNY 4Mui99i upstmNctif m°d'lﬁed program.
dispvamiages pieamdinariantagemeftniparaase BiRdIusiganMssasiAtagt originally

with receiving and applying patches. In some cases, this increased burden

delSyRRIRI 1P RFGABAIRRLBIGRAEs by some users, and even prevents

[ooosithe applicgiinalld programs are predominantly composed of executable code
modules. As one example, many programs designed to execute on the
WINDOWS XP operating system from Microsoft Corp. of Redmond, Washington
are predominantly composed of executable code modules called "DLLs." One
popular conventional approach to patching is to identify, among the executable
code modules making up the installed program to be patched, the executable code
module containing the program code that one wishes to modify with a patch;
creating a new version of the identified executable code module in which the
desired modification is made; and distributing the new version of the identified
executable code module, together with an installer program, to users who may
wish to apply the patch. Each user then determines whether s/he wishes to apply
the patch, and if so, executes the installer program, which replaces the original
version of the identified executable code module with the new version of the

identified executable code module.



some patches by some users. Such delay and prevention in the application of
patches can in some cases have serious negative consequences for users,
especially for patches designed to reduce or eliminate a security risk. [0005]
One disadvantage of conventional approaches to patching relates to

[00041COMMON @&RPAtIAKN BPPHBER-RaLChRS PaRHISCreRiRsl ia distiiapird BT significant
effect a sin%% modification to a single program. In some cases, the program

to BES3FR(BAERPRSs sEVRPSI AIRRTVANIASES OTENIpeiRR R NS UiERIcassgsiated with

MoiysivindCars @b giffRig pdianes folreasmenasdis otRkSABRcsRERAIBEN delays the
system_ version on which the program is designed to execute, and/or each

na®PRICRHIRMGE SOIERAIENFR BYRan. WiRkheahe RiGiRsaVSHIE i Rpplication of

COR MO PHEciFSUBY dnexasipble Sagr Meidyleibeppalehsopatipthandpplication of
distribution process described above must he repeated for each flavor of the

ideRBHPExERDAPISONR FiddiRe NaYR SEEPHRISITHEH R ICANSTIURIRF Endor users,
paigspietitlg anppariirie Haspyridhe risteitdiod siemibidle secEritatiKe.
Sorting through the resulting Iaérﬁe number of patches and selecting the

100085 oper sef B atesRAVRIEAHRI AP BYEELON s ARG e 'Qy REIANAG gElates to

Veryophiitisn eaies §9 WHICh atuthielctitistenpditiusisb s aneitaemcditetbirattio effect a
hell." In some cases, an administrator must mailtain an inventory database

ide R IdLcALPA R BSE AR IR ondnSRIIEd GPEhcinfrgrt9ram to be
sygiatshadnieiads soaski0 aifeetappaptast ednyeniitioaldratsrsitableasdhde module,

tart%et ystem. ,Q%O%Pother disadvanta%t_e f conventional approaches t .
patttifo a3 U Bl 1AV (S S5An CRRRHNAY SRR &L, PRTABPY system version
unepMmwisiHotrexgsrdighiam cdelovigiielestto breeacsizenaleasgset imatural language
megabytes, which in turn causes a sjngl ch to have g comparable size,
eV SR AR R U Bre) Lo R SR R B CORHE s such an
an@stostatsie sonde useduléhithpreiziton casdbienmandpliistibutetcipesedegngdescribed
multjple flavors. Further, because e Cé‘l conv iong h typically include
n 20078 SRR ERERIA R0 oL e CORVLAR, Y S AIE £ge module.
conmhibuieéo thagirdienseleetdmdnappl O/ battirtiar tsagvprdpgatefflavor of the
conyentipnal approaches to, patching relates to nee%s some users to test
ol R TR She ot Ko DG B B G e Rumber of
cageschstading aglattingrtisecpropetessysi€patahdsader application on each user's
computer system can be very burdensome, so much so that this condition is
sometimes called "patch hell." In some cases, an administrator must maintain an
inventory database identifying the set of executable module versions installed on
each target system, which is used to select appropriate conventional patches for
each target system.

[0006] Another disadvantage of conventional approaches to patching relates to the
large size of the distributed patches. It is not uncommon for executable code
modules to have a size measured in megabytes, which in turn causes a single
patch to have a comparable size, making it unwieldy to distribute and store, or
even impossible to distribute and store, for some users. This problem can be

multiplied for patches having multiple flavors. Further, because each conventional



[0007]

[0008]

[0009]

adverse results, such as where the new version of the identified executable

code module contained in the patch introduces a new programming error, or
where it causes a new, unpredicted interaction with another program running
on the computer system against which it is applied. Accordingly, often before

applytes atypaee@oaiBRiceRroaHCtisktifRyStsabhere dalacmsperabeliere applying
important to sustain, the user first applies the patch against a testing system

to CORVERYORALRRLFHRS FaR-RABLERIISI R AP e R IIERES FRYSlem.
Such sepaaipttrRstiog sevaatebdessadsmie iR RardppRerdates patBhing relates to a

patching, Additionally, where a conventional patch creates a problem -- su

P AL B SRIOR SRS BRSNS bF B RRBARA VLT LIGHIcLR Computer

timgysusiantiailysaites teasichinstapidies, fatem log difficorhputeaceystem can have
problems back tg the patch. [0008] An additional disadvantage of
c

oRMRISRACSHID YR 35 BIERM ) FeRfYs VERITIAD idngidveatifirdiskgfufable code
incldedi dontadield MAfteR, pretHanttRRI8saRe AXPESEREIArARTE éhaituler where it

that is %?rt of executing Program, the installer must first. terminate execution

of FRH 3D gPa s ITRIEGHEPEadderaGiAN e MM P HaMiBPtRM running on the

corepipirAaritystdresigaiing theicem psigssiste Mol pigipe sftetepsfa@napplying a
cause substantial disruptions in the use of the patched computer system.
OB R AR RIAHAGIPBY SIS P (BRE i ROACRE BRESRURHgare important to

inlvghec:airgttemr?ti@fertdirﬁ&t@ppln@éenatqﬁa:h;qumﬁnr avhwgag'pgya@ﬁ'f § iXt6 evaluate
also calle "hot fix," has_earlier been issued to a proper subset of the .

LR A IS TRIDIL AL IFERERIURIAD BEciERe SHAHReRRate testing
enegusdechadsnadiririouting baryentessd gatebewithapatdrstitite Aidtatienalgwwhere a
versions of the executable code modull) depending upon to each.user e

deﬁ&H&ﬁ@{'Bﬁah Rﬁﬂ@he?“?ﬁ&eﬁs@r RES i%r&iéatﬂé offix 3R i@Rpyicafigyn compatibility
insirad|distidhusereainerisloitonyiestiabitityatcht thairsebstibgatizinglaft@vithe patch is

e PGP HLEHBIP RS S B BBIRE B AT P
imposes the kelditiomacuiiadversage iofesuted igeskaspioticlosstie piteing relates
R R E MR RS Rl ger o replce
diseggeontable afoctsnvendioleattaginwpahesftexedatimg pneghaes, thiee installer must first
terminate execution of that program. Also, in some cases, such replacement
cannot be completed without restarting the computer system. Both of these steps
can cause substantial disruptions in the use of the patched computer system.
Another disadvantage of conventional approaches to patching involves
attempting to patch an executable module for which a "private fix," also called a
"hot fix," has earlier been issued to a proper subset of the customers for that
executable module. In such cases, because of difficulties encountered in
distributing conventional patches that substitute different new versions of the
executable code module depending upon to each user depending upon whether
the user has applied the hot fix, it is typical to instead distribute a simple
conventional patch that substitute a single new version of the executable module

irrespective of whether the user has applied the hot fix. If that new version
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fact that the installers for software products that rely on a particular
executable module, such as a particular dynamic link library, often "hide" that
executable module by storing it in a non-standard location in the target
computer system's filesystem. Accordingly, it is sometimes difficult or

IMREABYRSE WRISIHIINR, MacHREMR PRHISEIA Y BR)t THE EMERIEMRT R KPtended to

of an executable module to be patched, and, if so, where it resides in the

tarGetedmPutdh Sadhin ofesanmh. thaksewyersignires Ral RPN ER, hot fix, it
a "crigingsahexasinhaatiieoets easeifathayp breofinssatedyy their

installers. A software product may rely upon the correctness of an indication
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[0013]

ificati h i 00141 ding|
et AB A BRATtE CORIGSEI G A RIS G RRRUIRHE module to
aphwachizhta patchsttiéstussebealtavgetvatdenputer system. As a result, if the

executable module to be patched is installed in the target computer system after a
conventional patch for that executable module is received, it is unlikely that the
patch will be applied to the executable module.

Another disadvantage of conventional approaches to patching is that they
typically can only be applied by a user logged in to the target computer system
using an administrative account having liberal modification permissions. Logging
into an administrative account for this purpose can make the target computer
system vulnerable to viruses present on the target computer system seeking to
modify aspects of the target computer system and requiring liberal permissions to
do so.

Another disadvantage of conventional approaches to patching is that

conventional patches can be difficult or impossible to disable, requiring steps such
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have significant utility. BRIEF DESCRIPTION OF THE DRAWINGS [00151
Figure 1 illustrates an example of a suitable computing system environment
in which the facility may be implemented. [00161 Figure 2 is a data flow

diagram showing a typical exchange of data between computer systems in

accRyGanersiitHee riaalBe il 5 big Wred itad ROW slRUsaty Te0wism§BRE or more

typica%gerformed by the facility in order to receive and process a new

pat@Pdie2ENS R Sy siemsediRiEYure diagram showing a sample patch

[oo14table typicatedrdnese usetby dpprigsdivtol thinty whabdecr dmediaghandr all of the
s typically performed by the facility in order to update

showing ste | 1
o HERRABIAIRI R GREYSPH I ARBIIRARRS [0 Al b R3Sy 2bove would

diagsa@ sigaviaghsiemmtypically performed by the facility to perform the
parameter validation specified by a patch. DETAILED DESCRIPTION [00211

oo 5 e RSt TRl el RTINS facity s parameer

testing and test result handling to installed functions. In other embodiments,
[00151the facilityFigeide Vdlidsisadescanienaropiemitbauitgble pemapetingsyster) gnvironment

So'?ﬁev\ﬁf?\ﬁﬂstﬂé %@iﬁﬁmég)ggi(gwbl@n%ﬁgggalIed functions' flows of

execution. [00221 In"'some embodiments, for each patch, the facility
[0o1eldistributed teWwach iz ardptadioaystiagranbehsaritea typicakexehanggeef data between

conpist Y LeMeidhy SRBFYLHRUO W Rh 3HCHaEREyvhich to perform a test,

the identity of the test to perform, and how to act in response to one or more

[00171different tEéguesdtés i Bomdizgrdadshewisgtistepgilitpipedyidestarstgsdaydthe facility
setiquopaéql%e;g&é(ﬁ,lgjgﬁarb%-sg %trﬁ%w%gﬁzwhose use can be specified in

patches. For example, a patch may specify that, for a particular function, if a

[0018]particular pigidindiés afdRtargHEGHH el Ch0 RN IhawineeatarVRIR ®atpiotaklertypical of
of e function g{)q}qgifg@}”%gfore its substantive execution begins. Another

patch may specify that, for'a particular function, if a particular parameter has
[0019]3 length eiktsbEBivgi® alwigipaTamiiawing steps typically performed by the facility

in order to update configuration instructions for a particular patch.
[0020] Figure 6 is a flow diagram showing steps typically performed by the facility

to perform the parameter validation specified by a patch.
DETAILED DESCRIPTION

[0021] A software facility for patching installed computer program code ("the
facility") is provided. In some embodiments, the facility adds parameter testing
and test result handling to installed functions. In other embodiments, the facility
adds various other kinds of functionality to installed functions, in some cases at
arbitrary positions in the installed functions' flows of execution.

[0022] In some embodiments, for each patch, the facility distributes to each
computer system to be patched -- i.e., each "target computer system" -- the
specification of a point at which to perform a test, the identity of the test to perform,
and how to act in response to one or more different test results. In some
embodiments, the facility provides a standard set of parameter validation and
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length, the parameter should be truncated to the specified maximum length
before execution of the function is permitted to proceed. Many security
exploits rely on causing functions to be called with parameter values that,
while they were not blocked in the original version of a function's code,

caiiRdnedsiaclinibie aigatesn kkepshinataue phrhewisafeendififie!/Na patch may
many cases, such exploits can be prevented by using such patches to

prexRefithdhahdes R RATIERRE g ot §RRablicHIRERATAMGLST /f dhgmfunction does
embedimas. dhedrddahesapecifinthr i@isinoef thalurmetider tBROUMNGEAN before  its

parameters, such as values read from a file or inputted by user. {’0023

D PSRN i REGiARd ARTGHIRG HEIR Aot Shita) 1BeLoJgE a particular

eaghretien, waldairtdulanpstarestBimadatqbrigiledreansingle aprlisiadarnmaximum
In some embodiments, each patch is applied to any instances of the

exdeDEHBIdNm BRI R Btk HE RS HAA A SoRRAITGH d@xipyup length before

corgpetetisystEnthetanctiam natplrimieseve brobieapprrash isetrigtyeshkisioits rely on
herein as "hot pa,tchinr?," angqéngnables rgatches to become effective
g

imFRURHG URTHPBEING R TEAT N AR ERIR YRMESe kil dhgyevere not
to ggserBinth Wheisridia s xasgiahlomzofimetionie coatsheslisestinectl netidisko create or
In some embodiments, each received patch is applied to the disk image ?f,

thel 858 RAFIRPHS Ble 20 BABRIENERN SR, (T EFPIPE SRSESm R ISRl can be
a fufterectiteesbinediprdsdoti Patatags togrslemtia o atertiohisrorprveeltisg with such
referred to herein as "co|d patching," and.permits patches {o be persistent .

e RREHBIED S QS ona N EoMe SRRRURENS: G AR o RSk bl testing of
hotvangeeadtheattanofulicsiom @ &rabedéns rsacham ealesisszepfiedia thie or inputted
ex?ecutable module to be patched each time the executable module to be

pa

h&FSs loaded by the operating system's loader. This approach is
[oo23jreferred tarhsoeie asnbodididme patchingmtesbpatctingoapenis teacdtipalighreceives

e S e A BTG P U0 S Reaton. 1
"cadicinteresptiodip@tetsngddiogibtonespataiied tellanieriespiocesatithtng executable
A o e 0 SR B BRI BB vt wher
revitisipiityrofsarpadiceathr Jatishapprbéshdis mefeegdite merfrcasolhalf plagching,” and
ex&-:-e%ué[gpelg Bﬂ'a({gHle(_:'slstgI i%%érgr%%eéﬁective immediately upon being received, and does
not require the facility to be able to determine where the executable module to be
patched is stored on disk. In some embodiments, each received patch is applied
to the disk image of the executable module to be patched, so that, when the disk
image is loaded a future times, the loaded disk image includes the patch. This
approach is referred to herein as "cold patching," and permits patches to be
persistent across multiple sessions. In some embodiments, the facility performs
both hot and cold patching. In some embodiments, each patch is applied to the
executable module to be patched each time the executable module to be patched
is loaded by the operating system's loader. This approach is referred to herein as
"load-time patching." In some embodiments, each patch is applied to the

executable module to be patched each time the function to be patched is invoked.

-6-



[0025]

[0024] In some embodiments, the facility permits a user or administrator to

configure the operation of patches that have been applied. As examples,

such configuration can include, for a particular applied patch: whether the

test specified by the patch is performed when execution reaches the point
spemiiiehpricaicheshrideiothesiest resultdanndlingspesHiashidhihg." Load-time
patch is performed or ignored; and/or whether performance of the test and/or

its PRUGRIRGISGcBterrepiigR PHNINFIRGHEL: S9Nt cefiFRde Tacility to be able to

emBediments. e facthy e&%usametqmameb@ot%ée%mrﬁéadtsct&ared on disk, (2)
computer systems by initjall enabllng Io%%ng and dlsabll result handling

In tRESHARMIRAMAERYS B! c‘ﬂft? RrthE

Iogg%m@(emag@me@f@gen@a@@ its result handling to assist with
|dent|fy|n%nstances in which the patch I?ﬁ reating a problem such as an

[0024]3pplicati

alsedpfiguiie thal@pirdafofLitkpatinakladafieskeibectppiglidd!t isAs examples, such
discovered that the patch is creating ﬁ roblems. 1 me embodiments of the

fachiiy)

patey m[zm;ibﬁ:rse& %@mﬁﬁraﬂe@m@mﬁrﬁe%mﬂmtar@mﬁ” secified for the

system 0025] In some embodi s, the facilit a-driven”

SR BB dr B GS A PRECURR, Bt Rt GF A sgefformed or

as @ﬁmat! hemafor redsstbler todrforrdhadoaimeet, thet spriybiests pewtlatis logged,
i eerrm a test, the identity of the te ? to gerfo% and how to

res

mteh oﬁ@ija@ &Qﬂgrﬁgggﬁqmlﬂcatlon

OSSP BARRRASor TR e AT Yo REF i U 3ehnBEIAmiGistrator to

G PR A PU f8rb% R Ui SAREARA 1Y BSFQﬁﬁéflﬂéeSt specified

o AT THRRSIAAT teCresid ST N allty permits

patehioheroRNbecasives datprddvetiopaiohfsutend pstemdeyepitialyddesbling logging
handli ified b hes In me embodiments, t ef Cl|l

A R R ARG R R RER oM GG b her permits
pragmeraﬁorbeﬁﬂcte@amﬂnaoebecwg@w nmoduledebosepaictiet difter itsedbling its result
performs the testb aII| th |I| 's standard para stin

P B P s R B TR T M HalDoArtgh is oreating a
patsiobgeor, mﬂm@svan aptitiiatont mmebm@smosmlnledocﬂdérelssmtbblem These
flavors of,.an e ec table module tched 00261 In

o DR A AREIRUNE RAR LD dutok o Ceaiad AR htdianblled if it is
(1)dimoaécedsmmﬁhwcsedmgepmhxlle(rﬁ);th@oommoﬁthmpwatf the facility
a5 B0H R RSP IB BN 8loaBieh B SRISH AR5 L BAlER from the

set of patches received and stored in the target computer system.

In some embodiments, the facility uses a "data-driven" patching approach,
in which patches contain no code, but rather data, such as a small human-
readable text or XML document, that specifies a point at which to perform a test,
the identity of the test to perform, and how to act in response to one or more
different test results. In such embodiments, a patching agent receives data-driven
patches, and adds the tests and test handling specified by the patches. In some
embodiments, the facility uses a "code-driven" patching approach, and which each
patch contains a short program to be added to the executable module to be
patched that itself performs the test by calling the facility's standard parameter

testing functions, and that itself performs the test handling. Using data-driven
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[0026]

[0027]

[0028]

[0029]

approved source. [00271 In some embodiments, the facility distributes every
patch to every target computer system, and a patching agent on the target
computer system determines automatically which patches or to be applied
on the target computer system, and how they are to be applied, based upon

thegatgahgoRReEs-BYReM SatehigCieris e dinsd SRR IS ebSRMtess all flavors of

administrators of many of the burdens conventionally associated with

sel@BFSHIPRIS RRHRteHRR PateheR WihR $188!mBRiEIning an accurate
and currefy igyeidosyiRjaipReetsTAheXRISTMG. SRATE clvdr asdesisties d@Monstrate both

include which version of the executable module to be patched is installed

. n
the'BagEDcthi RAEN R AT IAM-RRETEMASRHERs ARE fAdilRecgpntents of the pateh

overspenadhebare AidumeeBmbwigaitiede sed\biibettiepaishdigtibisgted by the
patches that specify different handling for hot-fixed and un-hot-fixed flavors

of APREAVEASOLKEC Utable module, obviating any need to either sacrifice a hot

fix for a prytissias erapo@ihiemadule eadnayadibribotdix elsyiipaemieéevery target
patching that executable module, [00281 |n some embodiments, the

patchif U&ﬁ%ﬁi’%ﬁ%%saé\?eﬂfp&l%ﬂ A9GBHIRA R tRNgRt SORIRHE RYStvdgtermines
of whesheitibsgxepisapatoreils t© hsepatphied by theadigdpcoaishtis system, and

installed gn the target system when that patch is recejved. Because the ,
faclRYin iy 20O a e SRRIEes RRsEgholRENo 1S ISaRRG dromputer system's
exetidaiemaiddle THe peiehed astre ianacatanriswdionstion ieab§ of the burdens
patched, the facility can appl atch tg an executaple module that w

oG BHCG 550 Sib PP SR A AP R ek IS L burden of
sysiegihtalsingoaichescvanes wnty ectirecnninsiatadion ndigeseqeentexample, these

. an
e BRAS  GR ARG A R RIS AR e be patohed
sengitastalltesn ehebtntyeesionihatéaciistancondsibsepainbigiragats, anyg fAcility can

CCUIR YR by oS FS CORVGA A 268 e, cisributing

theyanbiveatettaaty speeifl faliffenset tatuginytdahadafeicampuiaraysfamd flavors of a
P RS ALY, BRSO AR REP 30y esteas SRS TARSIRES RSt i for o
particular executable module or make the hot fix ubiquitous when patching that
executable module.
In some embodiments, the patching agent stores every patch received in
the target system, irrespective of whether the executable module to be patched by
a particular patch is installed on the target system when that patch is received.
Because the facility in many cases applies patches in response to the loading of
an executable module to be patched or the invocation of a function to be patched,
the facility can apply a patch to an executable module that was installed on the
target system after that patch was received in the target system. Also, patches
can survive the uninstallation and subsequent reinstallation of the executable
module to be patched.
In some embodiments, the patching agent is implemented in an operating

system service. In these embodiments, the facility accords the patching agent any
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[0030]

[0031

[0032]

present on the target computer system a greater opportunity to modify
sensitive aspects of the target computer system. [0030] The patches used by
the facility are typically relatively small, and therefore impose modest
resource requirements for transmission and storage. Also, because the

patsbrhivsRMYdaaifaailiy tiphianpeeily. theHeaviobeihtemiategdce the security

software in a small number of well-defined ways, the facility helps to reduce .

the'[StoBIRIGENY dBRPERAM BB SO RATENE] IRR_FARS 3t SRiiptk 8Fdhey obviate any
suitrde gamaUig Iysteq iandreneneitydi08ompitish shstéasilit¥intpyMeadministrative
implemented. The computing system environment 100 is only one example ,

of 2SRRI RS EhVIBHHIERIAM PR ALEHRESd e o BEGRRY% Gy any viruses
limpasiosnasotp the aneee ebHisuasfgystiomalityridhs fapiitrtuhigithermbelfd sensitive
the computing environment 100 be interpreted as having any dependency or
reRRRSHERP TG 96 R REYr D RThation of components illustrated in

the exempipgy RErRINOKIY BOMERadIRY. EP63gpitagyiaeiivislprenalipaald therefore
with numerous other general purpose or special purpose computing system

en VR TR n iSSP AR EIER 5 il VRBSRICRbUNG SSiae;  Also,
?n‘{féwmbi@éﬂn@bnﬁé%lﬁ@@fi?w_dﬁgvsﬂ#@tfﬁtﬁb?’il]leteﬁdt&blerﬁ@ﬁwethéﬂﬂéﬁavior of the
acility include, but are not limited to: personal c ters, server computers,

e RARERFoF PR HeRich ST R e & R EURESh Ve e . Tacity helps to
micefuesereqirbbRad sy sistescisgtriop boxes, programmable consumer

Computing BN oh AUTEIFRE AU A O e BB RIS SR BLE dronmen

and Ohenlivei¢AGB3] fhbiitianiiy bamatrsatdud Théheonsmetiabasyythanvironment

computer-executable instructions, rl)as rogram modules, bejn . .
exlite B)% SO SARTRE ALAARY AR SRR TARHASAL Fhdds not intended
progranggebiests; dontativanis datthsteudpeesfansesorfddhctidnialitpesfothe facility.
particylar tasks or implement particular -9 abstr c\ﬁ ta types. The facilit .

e S A LIPS R TR or oo E e g shaving any
aredepdadvrdyby ramgitrenoeesselgtteyiteathatone dinkedribireatidnaof components
con]m Ni aéion network. Jn a distributed comé)utin%

illustrated in the exemplary operating environment 100.

The facility is operational with numerous other general purpose or special
purpose computing system environments or configurations. Examples of well
known computing systems, environments, and/or configurations that may be
suitable for use with the facility include, but are not limited to: personal computers,
server computers, hand-held or laptop devices, tablet devices, multiprocessor
systems, microprocessor-based systems, set top boxes, programmable consumer
electronics, network PCs, minicomputers, mainframe computers, distributed
computing environments that include any of the above systems or devices, and

the like.

[0033] The facility may be described in the general context of computer-executable

instructions, such as program modules, being executed by a computer. Generally,
program modules include routines, programs, objects, components, data

structures, and so forth, which perform particular tasks or implement particular
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environment, program modules may be located in local and/or remote
computer storage media including memory storage devices. [0034] With
reference to Figure 1, an exemplary system for implementing the facility
includes a general purpose computing device in the form of a computer 110.

Coghmansite sithegenpuies H&imasnielHde bet grectietdmiesistituted computing

processing unit 120, a system memory 130, and a system bus 121 that

coSOMECURRIIS WRELH, tasiH AR RETRIMER PihEyRienRToEssSIydpdces that are

praga&singtHbudrR0.al heowisiamdipAZ 1l Mawbaany oh seyergistyRrRi«f bedmputing
structures including a memory bus or memory controller, a peripheral bus

an@VIERAMSIL URIRGEHY BrodWsreaY Bes eratridiliesabynkdyr diemote computer

ex¥ipiRy Rt art iHoitating raeatorgstitece@sviaekide Industry Standard
Architecture (ISA) bus, Micro Channe] Architecture (MCA) bus, Enhanced

00345 (E1SA)Bls MRIES BelRr JHRY S tdn BRI ¥R TR USRS AYTIJE IsReNting  the
gn%emgggm%rﬁl&@mw@rlﬁgpm ”@cpzbﬁﬂmw @%@BH?N\M@S‘M@Z&@neomputer

us. e compute typically includes a variety o .
coriBher YRR TR i, TR P i T AL B T AiEnted to, 2
megkadbssiegnuiet AGsaeshBlehereampytacd Qeddingides bat 121athet couples
and nonvolatile media, and remavable, an%}g}nn-removable media. By way of ,
ex r%?é{saﬁ}ﬁsﬁ%'f‘liﬁﬁﬁﬁ8ﬂ?86?nm%ﬁ'?8a RYRIEHa MRS DAaE processing unit

cComMRoteT A3 GtamEBiR A ¢REYTBH BRioN sevastal. [Gpewotdusietagetures including
med!a includes volatile and nonv Iailile, removable Tréd non-d';niovable . f
meRiR TR m%mw@m%%o P{eaﬂ%ﬂﬁ%ﬁs HtaBRbP RFEIREGJ#Sing any o

sueh aaristwftesreastabitcictsirestionBy dat Stti@xaesplerogiadn natodmkation, such
O SRS ae RS TRITERT SR PR A e JEUE I, KA e
digA@d:N_ﬁe&@ﬁide @MKH\()@(B_) enbdneceplisal (E@Atpm@e,\ﬁmﬂeqmmesmndards
T R o B R IR s Rael o s
whiglsccanoaccassddinatiimecborputer 110. Communication media typically
e R A AN B TSR e
trapoputeateadableintedia can be any available media that can be accessed by
the computer 110 and includes both volatile and nonvolatile media, and removable
and non-removable media. By way of example, and not limitation, computer-
readable media may comprise computer storage media and communication
media. Computer storage media includes volatile and nonvolatile, removable and
non-removable media implemented in any method or technology for storage of
information such as computer-readable instructions, data structures, program
modules or other data. Computer storage media includes, but is not limited to,
RAM, ROM, EEPROM, flash memory or other memory technology, CD-ROM,
digital versatile disks (DVD) or other optical disk storage, magnetic cassettes,
magnetic tape, magnetic disk storage or other magnetic storage devices, or any
other medium which can be used to store the desired information and which can

accessed by the computer 110. Communication media typically embodies

-10-



includes any information delivery media. The term "modulated data signal”
means a signal that has one or more of its characteristics set or changed in
such a manner as to encode information in the signal. By way of example,
and not limitation, communication media includes wired media such as a

wiregmsthetked secingtreetieprnectiarstandure|ess dgrasianatilletsor other data in

acoustic, RF, infrared and other wireless media. Combinations of the any of

thePaBR G160 4 2R S 1983 RHHRRVARRTTIRE WAYSHIUBRTpTAAS R4 Ehanism and
meidiguB3aayTingosisaaBhraemeny h3edrcluries kampuiedsiateaeiatadiggital" means

the form of volatile and/or nonvolatile memary such as read only memory

(REMIH dhAt ARG Qe QKRS RANIFISHSHCSSRE iRpUtRRgRE in such a
SysieiRdet3 4B 1€Shn coaéinirgrileibasis edirggmdat IBjpwayrasts®ample, and not

information between elements within computer 110, such as during start-up

is tHPIHEHO R SURTRURISRIAB MR NP LR WARF (BRAR S UehaAsa pired network or

progirat-wiedd|es tneictitsiname diatele sacrrs@ib e terpad/ ciduesentiRPeirared and
operated on tié?processing upit 120. Bé way . of example, and not limitation

FiglRet MrsletssBpdiatindQaRinaians Rf dheafBH b dnsnahae gigrld also be

pragendsaodities e suuberebcamplate-tedd S Meting computer 110 may
also includg%%her removable/norf-remova le, volatile/nonvolatile comé)(uter

[0036]5torage mbdfa B G7Ey B B AR K USER EOMARIE HLaPRaTFdac Arie form of
143, dhatilecadsl 6 M EHIEER tEnRPNOIYNINGRDISS  Feuy adaiije rmaraoe)iq RENIR, 131 and

a magnetic disk drive 151 tha s from or writes to a removable,

P TEORGE A R eaF AN Tt HER G VEUGIR SESlE,daB (BIOS),
or wiitesiiing rermdyadite rogtiveititeoptigalidiskahsfesusfors@ichDo &Wdkarelements
other optical media. Other removable/non-removable, volatile/nonyvolati

e ST oA SHER 2 RIS . B Drhioly STt G 131, RaM
envigannigsitahgludentainsirelaet liantydrioprogemetiontaioeleasseides aitesimmediately

memory cards, digital versatile disks, digital video tape, solid state RA
SOl PSRRI, NG ORI AL e Eany oozl BY way
to the systepldusahdl tobduhitatioon-réigaveble mestedyes tasfaratiugh sstem 134,
interface 140, and ma ng?% di§ drive 151 and agti%:algﬁk ﬁive 155 ar%%’t 137
typ R B RST TTR <5 PR Lo oLl Vb AT ARedes! 7
[0o37jsuch as infedaceApUutd030 Thadriatsoamnaclbdis astumatethovatpeleon-removable,
Sto\r/%gae[i@%%%vgfgﬁfjes%%gn%% oF storage media. By way of example only, Figure 1
illustrates a hard disk drive 141 that reads from or writes to non-removable,
nonvolatile magnetic media, a magnetic disk drive 151 that reads from or writes to
a removable, nonvolatile magnetic disk 152, and an optical disk drive 155 that
reads from or writes to a removable, nonvolatile optical disk 156 such as a CD
ROM or other optical media. Other removable/non-removable, volatile/nonvolatile
computer storage media that can be used in the exemplary operating environment
include, but are not limited to, magnetic tape cassettes, flash memory cards, digital
versatile disks, digital video tape, solid state RAM, solid state ROM, and the like.
The hard disk drive 141 is typically connected to the system bus 121 through a

non-removable memory interface such as interface 140, and magnetic disk drive
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[0038]

[0039]

and illustrated in Figure 1, provide storage of computer-readable instructions,
data structures, program modules and other data for the computer 110. In
Figure 1, for example, hard disk drive 141 is illustrated as storing operating
system 144, application programs 145, other program modules 146 and

programsdigpliddl AKHRIAL 1B aROfpRARPIESHEEeID MBI \RABIA BESN 21 by a

different from operating system 134, application programs 135, other
proGARVARIEIIREMAY, 'QWE%%WP‘Q%?A%QW%Q ing system 144,

applicatiorpsogrigas d4d tedneaPsoeiaey vetperl4tbrane predianifigssed above
147 are Piven different numbers herein to illustrate that, at a minimum, they

arePAtk LR RIRAER AILE: TnRjQHiRE: SiRiATeALSOMAYIRGrRATRRIG ToSiFKCtions, data

corgputenrbt0 thoevamm inddleyians siebrasata fablgie Woplgsitenit1digitiz ®igure 1, for
164, a microphone 163, a keyboard 162 and pointing device 161, commonly

refErRERCasABL S adlil&I TF TolRHISir R Ae P pIL i QREFRIINGh RyRtem 144,
in EHgplieatioray foghies? jastieth gape gath seielieedishiesaaanprogrdhe data 147.

like. These and other ingut devices are often connected to the processing

uniP® RAbYYRSE GOSROPENISSARRDEH BetNE SaMfeas O HHliTelRA AqsnLPerating
butslglrlbﬂlﬁr’ﬁe”lmr,lWﬁ@bﬁﬁ@tbﬁfgfﬁm%%@r}ﬁgwsﬁg%@gﬁwmbsﬂsi’)ﬁ, and program
parallel po game ort or a universal seria S . monitor or

DR L PR SYo D d6d-eanRia AR Qe Bis 18 aihgy program
interiegelesuthas anddpeoiteniae P01 heareorytoed Odiffleayralseupebers herein to

(oUBH A BaheP (o BL WA bal) SouTEA A HBLE FErich i ey enter

corpprilingrideymedlinfoisn éncaTporsiee, coeipateina tabieidyhdrprisesdices such as a
T S SRR e BB fian poing
prinkevid861 Guhicbrmaprile cofenrnied thonguse) tagkiiaieopaughipatdfam®ther input
e L RS RAE R BB B st ion
sudtasrieremothediknutFhe88. ahdeotimotemanuviecd 8iranaftdre eonnected to the
T T B R R T B e o e
desysitech dosydutlatbe be tenoectedt®y Idtber interface and bus structures, such as
a parallel port, game port or a universal serial bus (USB). A monitor 191 or other
type of display device is also connected to the system bus 121 via an interface,
such as a video interface 190. The monitor 191 may also be integrated with a
touch-screen panel or the like. Note that the monitor and/or touch screen panel
can be physically coupled to a housing in which the computing device 110 is
incorporated, such as in a tablet-type personal computer. In addition, computers
such as the computing device 110 may also include other peripheral output
devices such as speakers 195 and printer 196, which may be connected through
an output peripheral interface 194 or the like.
The computer 110 may operate in a networked environment using logical
connections to one or more remote computers, such as a remote computer 180.

The remote computer 180 may be a personal computer, a server, a router, a
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[0040]

[0041]

although only a memory storage device 181 has been illustrated in Figure 1.
The logical connections depicted in Figure 1 include a local area network
(LAN) 171 and a wide area network (WAN) 173, but may also include other
networks. Such networking environments are commonplace in offices,

enigspRsfk VRS B0pRRMIBEVIEIVERT K dRtERMRRCH RO eTHES, Fpicexaiealss includes

in the present faC|I|ty the computer system 110 may comprise source

maldiRY Pl rRinthst e RS FRGCHBEdaRbANE rEdiRstue dmpiiter aggputer 110,

mammgﬁ&mtp%dﬂéhﬁ@twﬁtmagbl@l@v.b@tﬁehomwgémanw&%@nﬂ Figure 1. The
destination machines need not be connected by a network or any other

meRRCH AP eGP nigtER LidatiAm &alacehasste Qﬁ%@ﬂ@ (LAN) 171

WrigRa Byt saras e etalérkm\apaNnesERo b thesigsinssianc nisfothepnetworks.  Such
platforms. [00401 When used in a LAN networking enyironment, the

cofpierkig |§”¥EHHEE?QEFt@"tﬂeCEmQ‘?'?E'ﬂ%choa‘if'ﬁéﬁNcﬁRtﬁﬁ%ﬁ‘&?cé"tﬂe computer

adajeievckks; Mhraneuseshtn end/Adlgrabroriiog exdnamieiet, the greyaieracility, the
110 typically mcludes‘ﬁ1 modem 172 or other means f(ﬁg}e tablishin

ISt SHSI5B: 10 WAK $981PEserSaUTRe FRSAIRSTHAThUiin 1data is being

whmtgrﬁwdoearmeﬂﬁ@l r@m@rea&nmyrbesoqm@cmﬁprtée gystasshbatibhl machine.
via the user mputriﬁ?érface 160 or other natlj(_-‘f mechan m. In a

(PR rﬁOHFS‘arQHﬁerSaH GMERMNE QHE*&%rﬁ%ﬂ'E@Fted by a
11m§mt@naﬁye&nérm@yd®s smemm rerariemane e hiiesege via any media
device. y of ex g{ a tllmltatlon Figyre 1 illustrates, rem
TR ToATBITE THR S UG P uier g G A8 rHaditgp Mo destination
appiatiaterdhpldtiernsiwork connectlons shown are exemplary and other
means o tabllsh acom catigns link between the computers may be .
et 00N TANNBArL Pt ARVRETINE CERY BPETERGhn e GRRbLEE 110 s
resd;djngewne@etﬁmh@rmumnmerthyetghsdhaétwerarmtwmbm arpad&mlar 170. When

se skil %} BWIII a reC|ate tF isuch func&ve g?ngl and”dat lud

é € didtib H" Eute) E‘Stﬁ W%E}@SBO D& SApReLy diinlygically includes a
dﬁm@dﬁ@frﬁ?@emeitfhs:rwmmns:mmﬁwmmmmrhgmedtmdmm WAN 173,
above aret % su o[t the, _gperatign of th famé ne of
orHGly Sl AR il RS L LGS, LT Bletngrigmal, may be
usmgmlmateﬁ &b vireo us/btpas bod CDZITIgwmtikbieS,user input interface 160 or other
appropriate mechanism. In a networked environment, program modules depicted
relative to the computer 110, or portions thereof, may be stored in the remote
memory storage device. By way of example, and not limitation, Figure 1 illustrates
remote application programs 185 as residing on memory device 181. It will be
appreciated that the network connections shown are exemplary and other means
of establishing a communications link between the computers may be used.

While various functionalities and data are shown in Figure 1 as residing on
particular computer systems that are arranged in a particular way, those skilled in
the art will appreciate that such functionalities and data may be distributed in
various other ways across computer systems in different arrangements. While
computer systems configured as described above are typically used to support the

operation of the facility, one of ordinary skill in the art will appreciate that the
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[0042]

[0043]

and having various components. [00421 Figure 2 is a data flow diagram
showing a typical exchange of data between computer systems in
accordance with the facility. The computer systems shown in Figure 2
(computer systems 210, 220, 221, 222, 230, 231, and 232) typically have

50%iﬂfﬁ%ﬁﬁ%cﬁﬁw@ﬁ@ﬁﬁeéh@&YﬁgaG@\ﬂi%‘éliﬂeddﬂcﬁWJ%@@%N‘(:i%onfigurations,
Figure 1. At the patch distribution server, the facility generates one or more

pafeRed1aMie ¥ aHHNH EOPHPHBSent from the patch distribution server to

one or MareyREMI NS aHen FERVaIsg e sASRMYIBISHABANSRIVAIg2 P @ between
230. Each administration server, in turn, forwards the patches to one or more

tarGRMRIARIL RS I dMECSAIRAS et BiSHIBEHEY sy RercePPYIensysigms shown in
angFRReIn e EESHBAYLIMIEIOVED! thepatdndiEgibuirn 282y eypically have

sends patches djrectly to one or more target computer systems, or via a

y . / . . P
mot@TRIPEQ QA hSATIENERAS SDRYR aBfhRiRGHRGY d8rGapiwigtiaagvith Figure 1.

recaiver plaiclagstritmontes sisemescippgesrediat tbadagaicienpaitees. These
system as described in greater detajl below. An administration server can

alsBAERBattH cAhfigitior CMriTindRPEM 1§SHEHHMoRPRYfjet® ONe or more

coraghipiistyatoms semishs applgihepateintaiiigianos«0saRls tand 230. Each
reconfigure the operation of particular tcEes. As is discussed in greater
e BTDBIBRUPBER Rral HL Do VAR dRERBIFS 19:00% S HBPHR e computer

notéjeadinrs, Gfuichonsratiyedritp LRt regstéimanding ey, e28h bend 232. In some
L e Ao R e vyt
corppeter systertargemenhsutent pstenosifioativnns 203rt iadirgnragutatehan through a
A e B (o T svstom ar
patofodessies 30thahertpstliyrranssresystamters. déscrbihiregedatdridstaipbelow. An
Rl B R e P AR PR A SR 2 0 ome or
2<piteelecdBppboadiore Afigsttad Exedigdhl apply . txe Pat dtatigdkatisrosbmmands to
Vel htigure e SpelBHoC oSS HETE paRhes | AL disdusedd M Greater detail
below, a patch may be completely disabled; if a patch is not disabled, notification
of its operation and its test result handling may each be independently enabled or
disabled. When notification of its operation is enabled, notifications may be
displayed or stored locally on the target computer system, or may be sent as
notifications 203 to an appropriate administration server.
Figure 3 is a flow diagram showing steps typically performed by the facility
in order to receive and process a new patch. In step 301, the facility receives a
patch. The patch received in step 301 may be either a data-driven patch or a

code-driven patch. A sample data-driven patch is shown in Table 1 below.
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6<FunctionName-"SsrpEnumCore" Addre-s-"OxO802E76B" 7Param-"2"
Paramtyne-"LPSTR"> 8<Filter MaxByteLencjth-"60'l /> 9<Resolution
ActionType-"BOOL" Action-"FALSE" I/> 10</7unction> 11<I/Version>
12<version "10.1, 11.*"> 23<Function Name-"SsrpEnumCore"
Address-"0x0802D,283" 14Param-'12" Paramtype-"LPSTR"> <Filter
MakByteLeﬁquIﬁtMHZShlﬁaﬁsﬂéééﬂﬂt&%h ActionTv~e-"BOOL"

Action-"FALSE " PEPHicioh>O 18 S Arersoris 19 </Afiet-edModuies> 20
<IAffectedVersipns: 21 siafiec-edApplicativoiz,22,23 <Sinna~u--e
Tiash-'IMD5" Signatrer"€509-6414),-91F1-8C52- 24
9F6D-BF5A-AEF2-EGE0038+"DEAH>s25pefSofzpatt = TABEE' 1-{0044T 6B
Liné 1 contains a unique jdentifierfor thecpatels: IZFrﬁ??Ridéntlfles the
ap@llcatlon affected bng]el@%f ﬁigﬁ}{% ?gdﬁ%ﬁr egg!%? apgllgatlon,¥g£§ no.
affegted by the patche lipg-4 identifies the eXecutable module affecte by the
patch. Line 5 identifiesdwo versions of the affected executable module --
versfons 8.0 .* affdr 9ivn- féPwhichlpdtthing directions are provided. Lines

6- ljo%ontaln patching Fdiﬁ-fféﬁBﬁs these Rid %%HSW%Y ettitapie2e3"
mogyle Lines 6-7 |dergg¥lt%gr Mggg%}fgzﬁ)@zﬁatqﬂj Pi; address in the
exeeutable module, |tS<p@E@mei%rt0pQ&1tﬁﬂt§>§iebyﬁbl@mak@ﬁ,laﬂd"mweﬂf
thelparameter to be tegtedicltine:8 indicates that the parameter identified in
I|né586 7 shouléb‘éeﬁé%lt@Wto determlne whether its length exceeds 60 bytes.
L|n 9 mdmatg,si@fgt rsmnén of the function

21 </AffectedAppllcatlon>
22
23 <Signature Hash="MD5" Signature="C509-64AA-9161-8C52-
24 9F6D-BF5A-AEF2-ECE1-0038-34D1"/>
25 </Softpatch>
TABLE 1
[0044] Line 1 contains a unique identifier for the patch. Line 2 identifies the

application affected by the patch. Line 3 identifies the application version affected
by the patch. Line 4 identifies the executable module affected by the patch. Line
5 identifies two versions of the affected executable module -- versions 8.0 .* and
9.* -- for which patching directions are provided. Lines 6-10 contain patching
directions for these two versions of the executable module. Lines 6-7 identify the
function to be patched, its address in the executable module, its parameter to be
tested by the patch, and the type of the parameter to be tested. Line 8 indicates
that the parameter identified in lines 6-7 should be tested to determine whether its
length exceeds 60 bytes. Line 9 indicates that the invocation of the function
should fail if the test succeeds. Line 12 identifies two more versions of the
affected executable module -- versions 10.* and 11.*-- for which patching
directions are provided. Lines 13-17 contain patching directions for these two
versions of the executable module. Lines 13-14 identify the function to be

patched, its address in the executable module, its parameter to be tested by the
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[0045]

[0046]

should fail if the test succeeds. Line 12 identifies two more versions of the
affected executable module -- versions 10.* and Il.*-- for which patching
directions are provided. Lines 13-17 contain patching directions for these two
versions of the executable module. Lines 13-14 identify the function to be

patshrsm, iEmadAespie drenexparinkitemeaibie e eramneiarie Bedasiest lﬂ’fe address

the -~I5 patch, and the type of the parameter to be tested. It can be seen t

theoécﬁh?ew%ﬂﬂémm‘cﬁ&t\%ege'%é@&%ﬂ%ﬁ%@@&ﬂélﬁéqﬁaﬁh‘f‘& ﬂbhﬂﬁéoﬂ 3-14 for
in lipgsidasl4doraversions &,Odmmlfrémstﬁéfgm*efg@raﬂmeamfmﬁm% patched

function to be patched identified in lines 6-7 for versions 8.0 .* and 9.*

15 ifeRified dndings SifalREiSERiARTel th 1ind093%12 sHdlf fe t&f{&jﬂ‘as that the
detesraifwhathstifedengtinesceaads 4 2hbytesbbinesiEdneicasmhanthvhether its

invocation of the function should fail if the test succeeds. The patch m

spARfgth RFESAT A IPHESdlindactorngisaiem dalitiedmycation of the function

InVQﬁ@UWfoIﬂﬁQH@t@BBQJ@M@@@ rRifdNGaRth exapRibetifeEVaABAg dheesult handling
process in which the"ﬁgtch exec table module is beln executed, or

corPEHRRy MRE i eaé’w’ﬁ%ﬁ%tﬂg bR Bl Ubelign. raising an
Lm@ﬁc%@;t?&wcqetwmatﬁt@m@rq)f@bm AatabHizat Bshpdenidtesexeerabiéemodule is
:ﬁ%@)atch andv rifies that the patﬂéh not. been %Iégr?&wﬁce IeaV|r|£ﬁ]its ,

o%ﬁ%‘f"\*ﬁ le ¥ bERSUE CWRdai R R tRE pRcifuncating an

shwengﬁbtﬁrig)abpw%slgg%ﬂéaﬁam%%@na&m@d gdAﬂiBw@anh@\t\é%mﬁ identifies

tr [str 411A83pusheax 400411 C ate e 411

o8I BSSERRISITG BB PREC IO Rl AE ARt 1 (ol EeBA ered since

SOWﬁ@mmeéAh 900411A93jmp too+2 (411AD2h) 1000411A9A xor

FPYEEX Table 2 below contains a code-driven version of the patch shown in Table 1

above.

1 00411A7E push 3Ch

2 00411A80 mov eax,dword ptr [str]
3 00411A83 push eax

4 00411284 call ValidateStringLength (411082h)
5 00411A89 add esp, 8

6 00411A8C movzx ecx,al

7 00411A8F test ecx,ecx

8 00411A91 Jje 411A9AN

9 00411293 Jjmp foo+2 (411AD2h)

10 00411A9A xor eax,eax

11 00411A9C ret

TABLE 2
Lines 1-3 push parameters for the testing function onto the stack. Line 4
calls the testing function. Lines 5-8 branch on the return code for the testing
function. If the testing function succeeded, line 9 jumps back to begin executing
the body of the patched function. If the testing function failed, lines 10-11 push a
failure result code onto the stack and returns from the patched function to the color
of the patched function. For readability, Table 2 omits certain details present in

some code-driven patches, including a verifiable signature, instructions that test
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11 yy 00411A9C ret TABLE 2 [0046] Lines 1-3 push parameters for the
testing function onto the stack. Line 4 calls the testing function. Lines 5-8
branch on the return code for the testing function. If the testing function
succeeded, line 9 jumps back to begin executing the body of the patched

fungfiome fdhadpstinguss dométtcinasnligitatRimsnagdailing 1estlisis relocated

onto the stack and returns from the patched function to the color of the

patCRBYtREEESNTHBS gy e 1abibe RatrRedEAFI8Bails present in

[0047150Me codprdsyait PaERifREhMEINavesiiable staRaty R INsiaictiensttiat additional
test for the current values of the patch configuration flags, and instructions

rel JUEBAHIM HRUSHBEhINGERAROLORE R R BaterIaTa R fiesrfakle module

somee paprAinentsapalshsigvatopth thaecarbeontda addiiigitilte that a particular
information, including, for each of one or more versions of the executable

. g . ,
mol§ENEPLR! JARIRXECH ARSI AR (R RIPRY (Y 1SV HIRLYSTHRIAT, Such a file

paignlaiuiestaagerd, therersHiplie masitde ¢ TpEeRenuPAYrofiBabMarsidkecutable
Such a file signature may be, for example, a size or checksum for the entire

exdRBEHife YRERION: VirslBR, 6PHf ESHEERFe RS LRl & LRHIGUAR POINt in the

poigkdtiigblexpridakie sned e, sutieasiabthg alfsehahwhirbdheapkemtable is to be
module is to be patched. [0048] In step 302, if the patch is signed with a

vaIng?&ﬁ ure, then the facility continues in step 303, else the facility
[oo4gicontinuesiin step 302 tofrereipattire isexigmadcivitin stepfd3ighatac!itthaddse facility

e S, R et S o e e e
[00g&ichigurestes 30Btehsifaility diiy ahe Shutohn asaoypataiciatable In step 304,
o R e B SO Rl g
ideatfirnicobrfigutatiorcontaining the patch identifier extracted from the
o 32 R SR N R il o
motthdleevassdnsyctienfuciity idEmsifgitghath bl Qessiotainef the s xauctiabdéerows 401
mogrlfclie 48‘5?%%‘#%? lég]?n% %htg %ﬂiocvr\}i%ecolumns: a patch identifier column 411,
containing the patch identifier extracted from the patch; an executable module
column 412, containing information identifying the executable module to be
patched, such as its name; an executable module versions column 413 identifying
all of the versions of the executable module identified in column 412 to which the
patch applies; a test performance enabled column 414, containing the current
configuration value for whether the test specified by the patch should be
performed each time the patched function is called; a test performance notification
enabled column 415, containing the current configuration value for whether a
notification should be generated each time the patch's test is performed; a test
result notification enabled column 416, containing the current configuration value
for whether a notification should be generated each time the patch's test
succeeds; a test result handling enabled column 417, containing the current

configuration value for whether the patch's result handling should be implemented

17-



patch applies; a test performance enabled column 414, containing the current
configuration value for whether the test specified by the patch should be
performed each time the patched function is called; a test performance
notification enabled column 415, containing the current configuration value

forwheineresp ariificadsnianeuishbeosarInes aRANIBRHEE dsHEssi@Shinter to the

performed; a test result notification enabled column 416, containing the

curPatitredietursReHYiIgeA s ShRam dp st HERHEANBRUIMSLIR (e JuTépstaed each time

eaghdirastihgpatprh'soed cHserpdensiegtrrsUhAandingienaPiegsiatemd the patch
417, containin%the current confi%ijration value for whether tgere?ﬁatch's result

haffiRE MBS e SAMREAIRFPHa PaERE S EIILiIg Y% parggrticular patch
coltgpre Ahahedsemans soptinte pgtdhespatolblicrls spasifynech testaindode-driven
test result handling to be performed each time the test fails. In some ,
emBRGESnR! %%E%‘P(h‘éﬁﬂc%ﬁ‘i‘é*ﬂ%ﬁg%( ﬁoﬁ%bﬂ??ﬂ@rb&facﬁo%%'gﬁéﬂ% apd data-driven
paishtepssnn 418 contains each patch directly. A particular patch table may
contain or point to patches of varigus types, such as all code-driven patches

00503 iata e SFAEHBS I8 B ERRIDA RS GESSHBE JRNES BRIGH (O the patch
Dhalmﬁé A éaaifh iltﬁaﬁ(jtet_w 3€%§,d?jn\_¢@ ungtf@@!txm@aﬁﬁemb:amie{q% ﬂ%cbbdtbmatically
the patch  table and inijtialized its configurations, the patch i ajlable to be .
PRy R by I et R AHE BRI SEB D Ke oSty may utiize
thesfagitgtinay uplireashwesiety ahapnTgatikepiecapmmingiing patel, described in the
including those described in the ap%Fcation incorpora e%/reference

d , .
we RIS dNEARVAEN M¥erEIEACENA cW(?ifr ritik 7 b Tanction call
alrgadyclopties exenutabirineswiamd2f gne aireadieldiskdmagesuthtie modules, (2)

O R R TR AR BLLS vt
recgigeules nexsdeatdby (€ Hiemiied systéiove dogiem shdwngtsieB05, the facility
e S SELSh S g confuraton nsinctons

[postjinstructioriidare pastiedlenpdiegresncshas fngnswpsatypicasy gseridmsediby the facility

O SRR PRI ST SR lp st 501 e

patETiiity oatigivediaonfithegimchngtigctivascfandanparticiiahgatclejvaach as from an
administrator. In some embodiments, such configuration instructions may be
generated by administrators using group policies. In step 502, the facility updates
the patch is configuration in the patch table in accordance with the received
instructions. After step 502, the facility continues in step 501 to receive the next
configuration instructions.

[0052] Figure 6 is a flow diagram showing steps typically performed by the facility
to perform the parameter validation specified by a patch. In step 601, a patched
function is called. In step 602, if testing is enabled for the patch that affects the
called function, then the facility continues in step 603, else the facility continues in
step 601 to process the next call to a patched function. In step 603, if test
performance notification is enabled for the patch, then the facility continues in step

604, else the facility continues in step 605. In step 604, the facility generates a
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instructions. After step 502, the facility continues in step 501 to receive the
next configuration instructions. [0052 Figure 6 is a flow diagram showing
steps typically performed by the facility to perform the parameter validation
specified by a patch. In step 601, a patched function is called. In step 602, if

testipgifisionP edfahthecRatehpAtrsisdhestaebhiunctos, thea B0 may involve

facility continues in step 603, else the facility continues in step 601 to

prodiERia¥BhekStaNing &b diriiamendhe trsas) 6eTRrieESEATHINAdRe test was
not¥figrie Issparblachiesiiigingtsbcthan thaitaibly eortirepsis stappbs: system for

else the facility continues in step 605. In step 604, the facility generates a
_ 18SpKiLLRAARS: {PR fest was performed. Steps 604, 608, and 610 may

osajinvolve dispgh B05 StREaGNPEIRIeNOthE e damEbeoeUEeRRRNbihete patch.
the test was satisfied, and/or trangmitting such an jndication to a remote

cotth NS KERIBIMEeay>Boggmd HeteT088% th Sfkp h=R 19EuRiIRY Standard

perigutiseh atilplstabgriestnrgifedibyting. PrRicereo6e the ksstimemtsmed in step
step 605 involves calling one of a group, of standard routineg,@l;%ilizgd b

. the :
faciity f5r$BLaRgYANGR SR EAGH RS oI RIE Aol d peisssThe éﬁﬁﬁwo”t'”ues n
thestdpedarilityhcorinBes inf s eedulelsstifieatasilily epaieeIan tREEPAGR; then the
In step.607, if test result notification is enabled. for the patch, then the_facility
conGRIBS B 08! SHED LA EIRS B IAC PaD R T . hetep 608,
faciliey g aeddcatilificativie test wiastost aatisied. datriiedoOth istep 609, if
test result-handling.is enabled for the patch, then the facility.continues in step
105G NEEHI & FGRLE GRS 0 SRR R UBHB R te 610,
thegligst thestdichiapdingispesifie staptieo patoh. shéie oo pthdOfdbiatjapditforms the test
continues in step 601. [0054] It will be appreciated by those skilled in the art .
et R S SR RN A Ao B0 <O TSR Ay o Bl ponhLes in step
exte@dled in various ways. For example, the facility may be used to apply a
variety of different kinds of . patches in a vari f ways at a variety of :
0054 gations h EJbetiaBB IROALTEs oF 4 Vo5 UP & B for & iy B <bove-described
purfaciity. gy, bdilstnttittraredigsadaptbbeminedendathimnyadbies ways.  For
Va'éjxaat'r%Blﬁﬁet?Séi\ﬂ? IFnaeE?/ %ep {J%belgrpo\/\é%%rllytge\yafﬁgty} Q)? gljﬁglrtgnt kinds of patches in
a variety of ways at a variety of locations in executable modules of a variety of
types for a variety of purposes. Also, while patches are described herein as
containing value validation tests that indicate a problem when they fail, the facility
may also be implemented using value invalidity tests that indicate a problem when
they succeed. In some embodiments, each test is accompanied by an indication
of whether its success or failure indicates a problem. While the foregoing
description makes reference to preferred embodiments, the scope of the invention

is defined solely by the claims that follow and the elements recited therein.
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[c1]

[c2]

[c3]

[c4]

[c3]

may also be implemented using value invalidity tests that indicate a problem
when they succeed. In some embodiments, each test is accompanied by an
indication of whether its success or failure indicates a problem. While the
foregoing description makes reference to preferred embodiments, the scope
of the invention is defined solely by the ¢jpjmgithat follow and the elements
recited therein. CLAIMS We claim: [c1] 1. A method in a computing system
for augmenting software, comprising: [c2] [c3] [c4] [c5] receiving in a target
CORPULGL Sy Stem an augmentation specification specifying (a) a function to
be augmented, the specified function being among software executed in the
computing system, (b) a parameter of the function to be tested, (c) a test to

apply to the specijfied pgr er,,and (d gﬁg ificatio rfq th
behavior of the fﬂhction%f%ﬁééégcf |eé t)és [ ?#baéa%%%éﬁq&/g{héﬂépﬁ%ﬁﬁg@ software,
pacrngigsiagd when the specified function is invoked on the target computer

system, if the specifie sti isfi ifi P
periorming the SSSEN AP A aLar e e Se el R GE g on specificaion
funeieaifAngh@ metfisnctiboldimevaegsirntedmtidifispaoifiegeitifietidny bieng among
au o] ification is ' ecutian of ifi :
P O e e AP 8B function to be
audestedatioh sptastidationnty elethensperifigst rineaetetioanafiéd areraddification to
of ?&ﬁBHﬁ%H%Q%@ﬁ%‘%ﬁS‘% & Hedned ?égﬂ_ Fffﬁ‘ﬁ'é“QP%cWQSVF‘éQt%O%?'QXt%'fied by the
augmentation specifications are received in the tafget computer system. 5.
Thepesthied pa@aeter,; famther comprising maintaining all of
when the specified function is invoked on the target computer
system, if the specified test is not satisfied by the specified parameter, performing

the specified modification to the behavior of the specified function.

2. The method of claim 1 wherein the modification specified by
the augmentation specification is preventing the execution of the specified

function.
3. The method of claim 1 modification specified by the
augmentation specification is executing the specified function after alteration of the

specified parameter.

4. The method of claim 1, wherein a plurality of augmentation

specifications are received in the target computer system.

5. The method of claim 4, further comprising maintaining all of

the received augmentation specifications in a data structure.

-20-



[c6]

[c7]

[c8]

[c9]

[c10]

[c11]

[c12]

the received augmentation specifications in a data structure. [c6] [c7] [c8] 6.
The method of claim 1 wherein no user intervention is required subsequent
to receiving the augmentation specification in order to perform the specified
modification to the behavior of the specified function. 7. The method of claim

1 wherein the augmentatien sRegiigatisin chaaeifies\aHesdiin arpligskio thrvention is
specified parameter by identifying a parameter testing function to invoke

whiRQHESEEe RURSEMAN IPin 8RS hRaRitP B atE i RPeC fitRlipR iy gorder to
of gatfrktherspedifcauamantaiion $0eREicRIRIVIGPEEiiesspdeida Rction.

applied to the specified parameter by identifying a parameter testing function
to invoke that was installed before the augmentation specification was

received. [c9] 9. The mathogRitcEiBflcwiiareinHeaHImeatRjiABntation specification
specification contains code. [c10] [c11 ] [c12] 10. The method of claim 9

wheRSHIRE EolRSEIRLERIIERy I @ SEREHEdi HRSHBEIRC RV HIRafEY B RArameter
invRldRa@ RafemeietdemiekBINgtioRewbege crdast nakinakdeshintiBe augmentation
augmentation specification. 11. The method of claim 1 wherein the
auGRRAMRIPRpecification contains text identifying a parameter testing

function whose code is not included in the augmentation specification. 12.

The method of claim 11 wherein the code of the parameter testing function

identified by the f&xt connd¢hpthel fliRimchiutisredp dotigygonentation specification
confisierbBiatiespug e RisHRYSRet Ecgtienfikd dhiatidter by identifying a parameter

testing function to invoke that was installed before the augmentation specification

was received.

9. The method of claim 1 wherein the augmentation specification

contains code.

10. The method of claim 9 wherein the code contained by the
augmentation specification includes code invoking a parameter testing function

whose code is not included in the augmentation specification.

11.  The method of claim 1 wherein the augmentation specification
contains text identifying a parameter testing function whose code is not included in

the augmentation specification.
12. The method of claim 11 wherein the code of the parameter

testing function identified by the text contained by the augmentation specification

is contained by the augmentation specification.
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[c13]

[c14]

[c15]

[c16]

[c17]

[c18]

[c19]

[c20]

13. The method of claim 11 wherein the code of the parameter testing
function identified by the text not contained by the augmentation
specification is not contained by the augmentation specification. 14. The
method of claim 1 further comprising providing an interface for configuring a

state for controlling the pReraiisth&d the auamantatinersinegiticatign, énNthe parameter
wherein the specified modification to the behavior of the specified function is

pelRFHISH driPlitnideatiise iDunBRadRe sBRb. FOMHPTNSArHYmitRo@ggmentation
clagpeeffivhespinthstienidr it fidrcaegriatatihepriatieatRfrihe

augmentation specification to be configured locally. [c16] 16. The method of
claim 14 wherein the provided interface enables the operation of the

augmentation spegificatipr tqhscsinfigeresipmatelyrtRdr ] ddmphgiRtetippdviding an
of claim 14 wherein the provided interface enables the operation of the

audiRiReGofPEsaNfIgxting B Stte inpGRAlingKIB AR 3ian Lhdheyaugmentation
[01§}d&fidagomethod of claim 14 wherein the specified test is performed
before any substantive code of the specified function is executed. [019] [c20

10 2PHeWhetisiy BecRare it madidicalingide MeReRgvier fitdhmsegsiied function is

COfigB RSy MY OanseriaefanEmiherrigatesiaiion specification, and
wherein, if the provided interface is used to enable warnings, generating a
warning each time the test specified by the augmentation specification fails.

20. '!’he _methoq_%Q'ai”THefqﬁ@ﬂfdép%?riéiﬁgrpr%idWﬁ_éf‘ﬁiﬂnt@f&‘?@r&\'ded interface
configuring notifications associated with the augmentation specification, and

wheRaRles e QesiatanRbHsaygmsaiatosnsife fisatieatiorte sonfigured locally.

generating a notification each time the test specified by the augmentation

specification is performed. [c21] 21. The method of claim 20, further _
comprising consdfdatingii@emethod of claim 14 wherein the provided interface

enables the operation of the augmentation specification to be configured remotely.

17. The method of claim 14 wherein the provided interface
enables the operation of the augmentation specification to be configured in

accordance with a policy.

18. The method of claim 14 wherein the specified test is

performed before any substantive code of the specified function is executed.

19. The method of claim 1 further comprising providing an
interface for configuring warnings associated with the augmentation specification,
and wherein, if the provided interface is used to enable warnings, generating a

warning each time the test specified by the augmentation specification fails.

20. The method of claim 1, further comprising providing an
interface for configuring notifications associated with the augmentation
specification, and wherein, if the provided interface is used to enable notifications,
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generated notifications into a single consolidated notification. [c22] [c23] [c24]
[c25] [c26] 22. The method of claim 1 wherein the received augmentation
specification is signed, the method further comprising verifying the signature
of the augmentation specification, and wherein the specified modification to

thegepland it dhersRpsHirsh fussdioNtismeeffrmest ospyeitiredfiagfiomef Blggmentation
signature of the augmentation specification was successful. 23. The method

of SRFAHSRHAR &iRHREeified modification to the behavior of the specified
function is performed only if the signer of the signature of the augmentation
specification matches a signer of the software_containing the specified

€211 function. 24. The2rhethot6f B1SHHPY, ARt aPpRENE hEABIRRIBIGIneonsolidating the

spefdfieddes HofficRaBRs ¥ﬁt6%‘%ﬁﬁ?&@@ﬁé@ﬁcﬁl@@ifﬂ%ﬂiﬁéﬁ%ﬂf‘ has been
invoked, without altering the code of the specified function. 25. The method of

claim 1, further comprising altering the code of the specified function to

(c22) Perform the specjijed tephwhaBtHIRSBEGfigeh funcieeriininkekeskeifed Nsugmentation
method of claim 25 wherein the code of the specified function is altered by

ins8PAIFAEQRSC®I98%M the specified function a jump to a separate routine
thajrrerfaetvo i ergrAeHiechiaprisity | IeHirgOtid - digpangiosoftainmdgmentation

wherein the specified function is provided'in a distinguished executable
moeRBEHiEti’Noadable using a loader, the

and wherein the specified modification to the behavior of the specified function is
performed only if verification of the signature of the augmentation specification

was successful.

[c23] 23. The method of claim 22 wherein the specified modification to
the behavior of the specified function is performed only if the signer of the
signature of the augmentation specification matches a signer of the software

containing the specified function.

[c24] 24.  The method of claim 1, further comprising performing the
specified test in response to detecting that the specified function has been

invoked, without altering the code of the specified function.

[c25] 25. The method of claim 1, further comprising altering the code of
the specified function to perform the specified test when the specified function is

invoked.
[c26] 26. The method of claim 25 wherein the code of the specified

function is altered by inserting into the code of the specified function a jump to a

separate routine that performs the specified test.
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[c27]

[c28]

[c29]

method further comprising registering with the loader to have a routine that

performs the specified test called before the specified function is executed in
response to each invocation of the specified function. 28. A computing

system that enables augmentation of software present in the computing

system, comprispig: a StHi@omERGEE SPERIMNAN SQNERER atRALEERFREE function is
that receives in the computing system a patch specifying (a) a point at which

theRBH B 1 A Bl Fer ek egy bl Jaoule b b AIa R g dPader, the

be testeaptitiithepestingmaiy. ehrteshty Mplytiee thexgeeciledy@due;, abdtine that

(d) a modification to perform to the behavior of the software if the specified

e sPRIRET S $aReaRSF RO feRliealloSI RETRRR 45 PRTISge AP iSc@xecuted in

cogedptshdecte EhrArm b tat s et firdspedifisd ¢hribesnwhen execution of the
software reaches the specified point on the target computer system, if the

specified test is not satisfied by the specified value, the specified

modification to thggbehaviebRightrtP i§ystens thateneeies Suymentation of software

computer-readable medium whose contents cause a target computing

syREF]BLIB BT APREIHMY FY7 8HIe VRRNGidation to software available

in the target compgtisie §¥deMc S YOREHIEG Ssiv4ng; in the computing
system an augmentation specification specifying (a) a function tq which

value validation @ BHed8eRIVETe G- IREGERCIbIMRiIFgRRIEINY sSHRigrRe @ Patch
avajipidryinghe00ap8iRe sysiash(hdatbiteee testes hataudpireitdae (b) a value

tem during execution of the function, (c) a test to appl

target computing sys ]
to FROGR AR NEUPR IRRRHERIER 7 [0 RRRFBAE NI LGIGH Bt apply to
fungliorsgabiriseriiad, tesids (a0t satisded datitie apaséinsheata; tAedéheivior of the

the S[?ecified function is invoked on the target computer system, if the

spSA@tedt 109 sPe&tigr ies} ' YUratirlat RaNsPREMIRS e Up@fled
modification to the hstapidgr aéhe sracird®iretenilt3dcdditw@rd e the specified

comg,uter-read ble medium of claim ZhWher in the . )
point such that, when execution of the software reaches the specified point on the
target computer system, if the specified test is not satisfied by the specified value,

the specified modification to the behavior of the software is performed.

29. A computer-readable medium whose contents cause a target
computing system to perform a method for adding value validation to software
available in the target computing system, comprising:

receiving in the computing system an augmentation specification
specifying (a) a function to which value validation is to be added, the specified
function being among software available in the computing system, (b) data to be
tested that exists in the target computing system during execution of the function,
(c) a test to apply to the specified data, and (d) a modification to perform to the
behavior of the function if the specified test is not satisfied by the specified data;

and



[c30]

[c31]

[c32]

[c33]

specified test is a test that is always satisfied, irrespective of the value of the
specified data. 31. A generated data signal conveying a patch data structure,
comprising: information identifying a function to which value validation is to
be added; information identifying data to be tested that exists during

execution of the\fyaetiaReinépepiian KgrtidiNds? 18sbkeaPrBly tthé&arget computer
specified data; and to informatign identifying a modification o perform to the

beS¥SEMYf ithe FReRIAGH RSt o Rt SaSTiechbY SR ARG B aHigtRcRRHOMINg the

datgpstinednabdiftbatidatacsina B ép serst @ aHNsp siPet GaRUdgEr system on
which the specified function is executed, the contents of the data structure

may be used to perform the specified modification to the behavior of the

specified function i the THREHRADERIPHIIESIREN NP PERIfIRA 2Rtavherein the
when the specified function is invoked on the target computer system. [c32

32 SPREtRMRbiPuatdesihiBrbit I dhways WRIRIIRdhdrehaciye ahiieiyRiye of the
is tepeeimt@ddetween computer systems. [c33] 33. The generated data

signal of claim 31 wherein the generated data signal is transmitted within a

computer system. [c34] [c35] [c36] 34. A method for adding value validation

to software availghle in AhgdRERSIRP MR IRGGTAHESn ISINgHRREYHE Btructure,

the computing system an augmentation specification specifying (a) software
to WRIBRNRINEE validation is to be added, (b) a point in the specified software

at which value vagaestisniaden agesl AR feevidRtady Hgé Qdfikation is to be

the target computing system during execution of the specified software at the
sp@&ﬁ@@ipoint, (d) a test to apply to the specified data, and (e) a

modification to pegrRdtotnedeniinyiey ebtbetsarvaiaddhraneasiaddeshis execution

nOtof the function;
information identifying a test to apply to the specified data; and to
information identifying a modification to perform to the behavior of
the function if the specified test is not satisfied by the specified data,
such that, if the data signal is received on a target computer system on which the
specified function is executed, the contents of the data structure may be used to
perform the specified modification to the behavior of the specified function if the
specified test is not satisfied by the specified data when the specified function is

invoked on the target computer system.

32. The generated data signal of claim 31 wherein the generated
data signal is transmitted between computer systems.

33. The generated data signal of claim 31 wherein the generated

data signal is transmitted within a computer system.



[c34]

[c35]

[c36]

satisfied by the specified data; enabling a user to configure an operational
mode for the received augmentation specification; and when the specified
software is executed at the specified point on the target computer system,
applying the received augmentation specification in a manner consistent with

the operational made canfigstrastiesthRiEmeg i vatlavampieHand seeififatiatailable in
35. The method of claim 34 wherein the user configures an active

opdP&HGRIE hRMBRYHMESK BRI MRS Sh&kification, and wherein applying

the received augsrenmipnrsraefiesisuting regsteen cansiaighiavthtibe specification
operatignal mode configured for the received augmentation specification

corRPRDENg ) Soibupies iR WhichorllRsYRIBY M fe dfeddiiad; (P) a point in the

pepevifisdhiparecdied wrshficatian Jalthatiehryvier l@éthacf&ﬁciﬁ?@ata to be tested
software. 36. The method of claim 34 wherein the user configures an active

diallsh¥I8ertidRSl FREYR! fGPRR Yl EXBLREH SHEBSGCSHERULAD Whettn SPecified

apRlyfivgdike JE GV epevifsaestaioNEPacdicativapplg tamesseosisteabwhnd (e) a
the operational mode configured for the_regqf d augmentatjon specification

oG 0 d FEEIRGR (otne R BCT R Sy RoRBatR Al B SPEBUIRA fost i not

pedatisiieg thy presiisfiegddeation to the behavior of the specified
software, and (2 ,eratin(il;l notificati%n that the specified test is no

satisfied by the 09 8at29C49)503HP47 e MMETRYAA apdesdor the received
wheagjmiredirst spadididera; ¥atbose active operational mode for the

augmentation specification, and wherejn applying the recejved augmentation
Specification in AAEEPCHEAEH SRS BEISRUIRA Alolie SHHIRE PRIt on the
thetsegeivedrapgteeypdienspasyigaitpnheorapeses ibthmapaatied ssédiivation in a
satisfied by the specified data, performing the specified mg ificat'or} to t[he ved
e PRI e SiRiE bR SREGURBAL RS Rof RN SHat fle e receive
spetitiptiaisitioas pecifoaoh.

35. The method of claim 34 wherein the user configures an active
operational mode for the augmentation specification, and wherein applying the
received augmentation specification in a manner consistent with the operational
mode configured for the received augmentation specification comprises, if the
specified test is not satisfied by the specified data, performing the specified

modification to the behavior of the specified software.

36. The method of claim 34 wherein the user configures an active
diagnostic operational mode for the augmentation specification, and wherein
applying the received augmentation specification in a manner consistent with the
operational mode configured for the received augmentation specification
comprises, if the specified test is not satisfied by the specified data, both (1)
performing the specified modification to the behavior of the specified software, and
(2) generating a notification that the specified test is not satisfied by the specified

data.



[c37]

[c38]

[c39]

[c40]

38. The method of claim 34 wherein the user configures an active verbose
diagnostic operational mode for the augmentation specification, and wherein
applying the received augmentation specification in a manner consistent with
the operational mode configured for the received augmentation specification

comprises: if thegpecifieddestdsHiet satistieshbydhe gnerdiedidaiaudsthddhfigures a
performing the specified modification to the behavior of the specified

soffFERESERFYS GPRERIANG AMBHRCTHHenabamaT Rt FReSIISHign. and wherein

satighidiny the seeeilied saimandesnersstgcamsifisadiandhabheonsistent with the
specified test was performed. [c39] [c401 39. The method of claim 34

wheRSFHNEL e FIfig RN Githclitl dhErafBRaIMAddPHETRNtation  specification

augmepiaies specification, and wherein applying the received augmentation
specification in a manner consistent with the gperational mode c¢onfigured for

the received aughBiRaRSPYsELIREAR MU GHAPRLEY OGS RS pliREHAIRe PETforming
spexéiegsvpditicabaritation ke ipephins sperifigsbeafadaseftivenspesitve

of whether the specified test is saéjsfied by the specified data. 40. The

method of claim SAGHHBHITPCHLEAUIR ARt dASFP R daRbYRspRormed.

operational mode for the augmentation specification, and wherein applying
the received augmentation specification in a manner consistent -27 with the

operational modé@&onfidhiedeine’ vb SRS YhRIGRIGE Yredifoatigyres an active
congrienss [eddiedBLoppiiagitn e it snaeifigddnushtisasiondddtification, and

behavior of the specified software, irrespective of whether the specified test

is hefRi RPN tsrrralyed anorpanialinnifRadESARORIN 2SR RY consistent
thevaRe eHie & slavati GeaIEnRae donfigured for the received augmentation specification

comprises:

if the specified test is not satisfied by the specified data, both (1)
performing the specified modification to the behavior of the specified software, and
(2) generating a notification that the specified test is not satisfied by the specified
data; and

generating a notification that the specified test was performed.

39. The method of claim 34 wherein the user configures an
inactive operational mode for the augmentation specification, and wherein
applying the received augmentation specification in a manner consistent with the
operational mode configured for the received augmentation specification
comprises omitting to perform the specified modification to the behavior of the
specified software, irrespective of whether the specified test is satisfied by the

specified data.

40. The method of claim 34 wherein the user configures an
inactive diagnostic operational mode for the augmentation specification, and

wherein applying the received augmentation specification in a manner consistent
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notification that the specified test is not satisfied by the specified data. 41.
The method of claim 34 wherein the user configures an inactive diagnostic
operational mode for the augmentation specification, and wherein applying
the received augmentation specification in a manner consistent with the

opeyakahel BprdatHdiawesbieotr)(reaived hidoraeniatieaeRasdifation specification
comprises: omitting to perform the specified modification to the behavior of
the®YPEEIRES: software, irrespective of whether the specified test is satisfied

by the specified slatgirntbasaesriinehe RpEisRIgMibalfibatispewfigbteshavior of the
was performed. 42. The method of claim 34 wherein the user configures an

inatheE iRt SOt P el IESREGH SO oM iRtNGT gt ntRfSHIgHelsRt dRofRlsipd by the

whepribifep ying; thedgeceived augmentation specification in a manner
consistent with the operatignal mode configured for the received

augmentation spe&itaR6ATESHBRGENBhsRIRHSS Py tBRmPRRCUsdfalg, generating a
mosifiFriigiototitae hrhepyevifddhessrestiiashasfiudrs; ihe specifidcdavaether

the specified test is satisfied by the specified data; generating a notification
that the specified test was performed; and if the specified test is not satisfied

by the specified data, ggReratethadnffieaiian et ecsercities t@séis edifigures an
satisfied by the specified data. -28 ) o
inactive diagnostic operational mode for the augmentation specification, and
wherein applying the received augmentation specification in a manner consistent
with the operational mode configured for the received augmentation specification
comprises:
omitting to perform the specified modification to the behavior of the
specified software, irrespective of whether the specified test is satisfied by the
specified data; and

generating a notification that the specified test was performed.

42. The method of claim 34 wherein the user configures an
inactive diagnostic operational mode for the augmentation specification, and
wherein applying the received augmentation specification in a manner consistent
with the operational mode configured for the received augmentation specification
comprises:

omitting to perform the specified modification to the behavior of the
specified software, irrespective of whether the specified test is satisfied by the
specified data;

generating a notification that the specified test was performed; and

if the specified test is not satisfied by the specified data, generating a

notification that the specified test is not satisfied by the specified data.
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