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FIELD OF THE INVENTION s The present invention relates to a network-based
data processing approach. More particularly, the invention relates to the
control and configuration of network components that co-operate to generate
and process accumulated data. to BACKGROUND OF THE INVENTION Modern
communications networks like the public Internet, non-public intranets or
combinations thereof have greatly facilitated the exchange of information
over both shorter and longer distances. The facilitated information
exchange, however, necessi ls tates an improved information management to
cope with issues like lack of accessibility of information, sub-optimal
speed of information retrieval, unnecessary duplication of processes and
information, etc. It is obvious that due to the steadily increasing amount
of information to be managed, the task of information manage ment becomes
increasing-laborious. zo To facilitate the task of information management,
numerous standard platforms have been developed. As an example for such a
standard platform, Lotus Domino R5 distributed by Lotus/IBM Inc. can be
mentioned. Despite the availability of such standard platforms, the
existence of individual needs still requires complex consid zs erations for
example regarding network technologies and topologies, regarding the
programming and interconnecting of network components and regarding the
distribution of specific processing tasks among the individual network
components. Information to be processed by individual network components
can relate to various 3o aspects and usually the above considerations of a
network technologist are inde pendent from the specific nature of the
processed information. However, there exist situations in which the nature
of the processed information does influence technical aspects of the
communications network and its components. In such a case it becomes
essential that the technical environment including network topology, user
3s interfaces, etc. is adapted to the specific type of information to
ensure a proper, efficient and secure operation of the communications
network. In this context ,,   UBS AG _Z_ EPA-88 317 information relating to
tasks, processes or events that are associated with some kind of risk can
be mentioned. There is a need for a technical environment which allows an
improved information 



s management. More specifically, there is a need for appropriately
configured network components and a method of controlling such network
components which allow a fast, efficient and secure processing of
information relating to tasks, processes or events that are associated with
some kind of risk. io SUMMARY OF THE INVENTION According to a server aspect
of the invention, this need is satisfied by a network component that serves
at least a first group of network components and comprises a hosting unit,
a database and a report generation processor. The hosting unit is is
configured to host for the first group of network components at least a
first program code portion for generating one or more graphical user
interfaces (GUIs), a first GUI having at least a first control element for
creating or updating electronic dossiers, the first control element being
adapted to be activated to generate a first control signal,
~~seco~,d-progr-am-Bode-portion-respeosive-to-generation-ef theist central
zo signal to generate a request for the input of general data for a
particular matter (e.g. a particular task, process or event) to be included
in an electronic dossier of the particular matter, and a third program code
portion responsive to generation of the first or a second control signal to
generate a request for the input of standardized risk related data for the
particular matter to be included in the electronic dossier of zs the
particular matter. The database of the network component is configured to
store a plurality of electronic dossiers for the first group of network
component, each electronic dossier relating to a particular matter and
including the general data for the particular matter and the standardized
risk related data associated with the particular matter. The report
generation processor of the network component has 3o access to the database
and is configured to generate an electronic risk report by automatically
processing the standardized risk related data included in the plurality of
electronic dossiers stored in the database. The invention allows an
automated distributed workflow management with respect to 3s creating,
reporting and analyzing risk related data. Due to the standardized format
of the risk related data, which can be enforced using specific GUIs, the
workflow is   UBS AG EPA-88 317 -3 accelerated. Furthermore, accessibility
of the risk related data is improved and the probability of an erroneous
data input is reduced. The hosting unit, the database and the report
generation processor of the network s component may belong to a first
server unit. In addition to the first server unit, the network component
may comprise one or more further server units having a similar construction
like the first server unit. In other words, the one or more further server
units may each comprise a hosting unit, a database and a report generating
processor as discussed above. to Preferably, each server unit serves a
separate group of network components. For example, the first server unit of
the network component may serve the first group of network components via a
first network and a second server unit of the network component may serve a
second group of the network components via a second is network which is
different from the first network. According to a further scenario, a group
of network components is served via one and the same network by two or more
server units. I~the-netwerl~cerepenent comp~~ses~we-er
mere~ewer-~rni~the-server-~; is ma~; zo be located geographically remote
from each other. In such a case the network component which includes the
geographically dispersed server units constitutes a distributed system.
Preferably, the first server unit is geographically co-located with 



the one or more further server units of the network component. In such a
case the i . network component is physically located at one and the same
place but divided into zs two or more separate server units. A combination
of these variants is possible. According to such a combination the network
component may comprise two or more co-located server units and one or more
server units located remote from each other. According to a preferred
implementation of the invention, at least one communicaso tion channel is
provided between the individual server units of the network compo nent. The
communication channel between two server units may be configured as a
replication connection between the individual databases of the server
units. The replication connection may be used to replicate the data stored
in the individual databases according to a specific replication policy. The
replication policy may be 3s selective so that only specific data are
replicated.   UBS AG EPA-88 317 -4 A one-way replication policy can be
implemented. According to the one-way replication policy, replication only
takes place in one direction. In the case of a first server unit having a
first database and a second server unit having a second database, the
electronic dossiers stored in the second database are for example
replicated in the s first database, while the electronic dossiers stored in
the first database are not replicated in the second database. Such a
replication policy is especially advantageous from a security point of view
because it enables to more securely prevent a network component served by
the second server unit from accessing electronic dossiers stored in the
first database. The level of security can further be increased by to
physically separating the individual server units. However, in principle
the server units may also be configured as software components that are
separated only logically. The one or more server units may be configured as
hypertext transfer protocol is (HTTP) servers. Alternative transmission
protocols could be used as well. The use of HTTP has the advantage that the
network components served by the one or more HTTP servers only require a
conventional browser for interpreting the program code portions received
from the one or more HTTP servers. The program code portions
-hos~H~FP-servers-may-be-wwritbn~mthe-hypertext-mark=up~angaa zo (HTML).
According to the server aspect of the invention described above, a network
component including one or more server units hosts program code portions
for one or more groups of network components which are configured to
execute the program code zs portions. According to a complementary aspect,
the invention relates to the network components executing the program code
portions regardless of the fact whether the program code portions to be
executed have been received via a communications network or not. 3o The
invention thus also relates to a network component having a memory, program
code portions stored in the memory, a network interface and a report
generating processor or access to such a processor via the network
interface. The program code portions stored in the memory include at least
a first program code portion for generating one or more GUIs, a first GUI
including at least first control element for 3s creating or updating
electronic dossiers, the first control element being adapted to be
activated to generate a first control signal, and a second program code
portion responsive to generation of the first control signal to generate a
request for the input   UBS AG EPA-88 3i7 -5 



of general data for a particular matter to be included in an electronic
dossier of the particular matter, and a third program code portion
responsive to generation of the first or a second control signal to
generate a request for the input of standardized risk related data for the
particular matter to be included in the electronic dossier of s the
particular matter. Electronic dossiers created using the program code
portions are transmitted via the network interface to a central database of
the network system. In this central database electronic dossiers generated
by other network components are stored also. The use of a central database
allows to centrally process the standardized risk related data included in
the electronic dossiers by means of the report to generation processor.
According to a first variant of the invention, the report generation
processor belongs to the network component executing the program code
portions stored in its memory. According to a further variant, the report
generation processor is geographically is separated from the network
component executing the program code portions. In such a case the network
interface of the network component executing the program code portions may
be configured to enable a communication with the remote report generation
processor. zo In the following various aspects relating to a network
component hosting program code portions and to a network component which is
configured to execute externally hosted or internally stored program code
portions are described. As has become apparent from the above, each time a
new electronic dossier for a zs specific task, process or event is created
or updated, not only the input of general data characterizing the specific
task, process or event is requested but additionally the input of
standardized risk related data for the particular task, process or event.
In other words, the risk related data are requested and input in
conjunction with creating or updating electronic dossiers. Since the
electronic dossiers may be stored so centrally and since the risk related
data comprised within an electronic dossier are input and stored in a
standardized form, the risk related data of the plurality of electronic
dossiers may be efficiently processed during generation of an electronic
risk report. ss The execution of a specific program code portion results in
the generation of a request for the input of standardized risk related
data. Preferably, the request for the input of risk related data is
configured such that only standardized risk related data   UBS AG EPA-88
317 -6 are accepted, e.g. that the user is automatically forced to select
among predefined risk related data. Generation of the request for the input
of standardized risk related data may include s the generation of an e.g.
graphical menu for selecting predefined risk classifications. Moreover,
sub-classifications (e.g. low/medium/high) further characterizing a
specific risk classification may be used. Additionally or alternatively,
the request for the input of standardized risk related data may include the
generation of a data field for inputting standard risk related figures like
the expected total cost associated with a to specific risk, expected legal
fees, etc. As has initially been explained, the third program code portion
for generating the request.for the input of standardized risk related data
is responsive to the first control signal generated by means of the first
control element of the first GUI or a is second control signal. The second
control signal may be generated by activating a second control element
which is part of the first GUI or a separate second GUI. The first or a
fourth program code portion may be programmed to generate a third -G
antrot-elementfortriggering the-generation-of the-etectroniCrisk zo report.
The third control element may be adapted to be activated to generate a
third control signal which causes the report generation processor to
generate the electronic risk report. Preferably, the electronic risk report
is generated according to a specific report profile. zs A report profile
may either be predefined and stored or hosted by a network component or
individually created. In the latter case the first or a fifth program code
portion may be programmed to generate a fourth GUI having a fourth control
element for triggering the definition of a report format and adapted to be
activated to generate a fourth control signal. A sixth program code portion
responsive to genera so tion of the fourth control signal may be provided
which generates a request for the input of report format data to be
processed by the report generation processor when generating the electronic
risk report. The possibility of utilizing user-defined report profiles
allows to generate arbitrary electronic risk reports on the basis of the
risk related data included in the plurality of electronic dossiers. 



3s Depending on the specific report profile, various types of electronic
risk reports can be electronically generated. Generation of an electronic
risk report may for example   UBS AG EPA-88 317 -7 comprise accumulating
the standardized risk related data included in the plurality of electronic
dossiers. Such an accumulation can be performed in several ways. According
to a first option, specific risk related figures. comprised in the
accessible electronic dossiers are simply summed up. According to a further
option, all risk-related s data associated with specific general date are
accumulated. Thus, an association between specific general data and
corresponding risk related data can be established. A seventh program code
portion for generating a request for the input of liability data 1o to be
additionally included in the electronic dossier of a particular matter may
be provided. Liability data represents information that has to be reported
to an insurance potentially covering the risk associated with a particular
matter. The liability data may at least in part be identical with the risk
related data. 1s The report generation processor may be configured to
generate an electronic liability report in the form of e.g. an electronic
insurance notification by automatically processing the liability data
included in the plurality of electronic dossiers. Preferably, the report
generation processor is configured such that it is ensured that the
electronic liahilihi rcpnrF~c nan~y~jth~lped-perIDLI-Df tILTaE-a~teC
creatIOCLOf zo the electronic dossier for a particular matter or after the
date of occurrence of the particular matter (as e.g. specified in the
general data for the particular matter). me seventh program code portion
for generating the request for the input of liability data may be
responsive to generation of e.g. the first or a fifth control signal. The
zs fifth control signal may be generated by activating a fifth control
element included in the first, the second or a sixth GUI. The individual
control elements may be adapted to be activated by an input device like a
keyboard, a mouse or any other pointing device, etc. For example the
individ 3o ual control elements may be constituted by graphical
representations like buttons or links that are included in a corresponding
GUI. The individual GUIs are preferably adapted to be generated on a
display device of the corresponding network component. 3s The invention can
be implemented as a method of controlling one or more network components.
The method comprises storing a plurality of program code portions including
at least the first to third program code portions required for creating or
UBS AG _8_ EPA-88 317 updating electronic dossiers. The method further
comprises storing a plurality of electronic dossiers and, in response to
receipt of a control signal, accessing the stored dossiers to generate an
electronic risk report by automatically processing the standardized risk
related data included in the electronic dossiers. Processing of the 



s standardized risk related data preferably includes accumulating
standardized risk related data included in the plurality of electronic
dossiers according to a predefined report profile. A computer program
product according to the invention comprises at least one of the to first
to third program code portions and program code portions for causing one or
more network components to perform the steps discussed above. The computer
program product may be stored on a computer readable recording medium
attached to or removable from one or more of the network components. is
BRIEF DESCRIPTION OF THE DRAWINGS A more complete understanding of the
present invention may be obtained from consideration of the following
description of various illustrative embodiments of the
irrventien-in-c-en^.^^~~the-drav~ings in ~vhish: zo Fig. 1 is a schematic
diagram of a network topology including a server component according to the
invention; Fig. 2 is a schematic diagram illustrating a server component
according to zs the invention in more detail; Fig. 3 is a schematic diagram
illustrating an access control mechanism according to the invention; 3o
Fig. 4 is a schematic diagram depicting the individual software layers
according to a preferred embodiment of the invention; Fig. 5 is a schematic
diagram illustrating a client component according to the invention; 3s
Figs. 6 to 9 are schematical depictions of GUIs of the invention for
inputting general data for a particular matter;   UBS AG EPA-88 317 _g_
Figs. 10 and li are schematical depictions of GUIs of the invention for
inputting standardized risk-related data; s Fig. 12 is a schematic diagram
illustrating an exemplary risk classification approach; Figs. 13 to 15 is a
schematic depiction of GUIs of the invention for entering standardized
liability data; ~o Fig. 16 is a schematic depiction of GUIs of the
invention for inputting data relating to an access control; Figs. 17 and 18
are schematical depictions of GUIs of the invention for generating is risk
reports; Fig: 19 is a schematic depiction of GUIs of the invention for
inputting data relating to a risk report format; and zo Fig. 20
schematically shows a risk report according to the invention. DETAILED
DESCRIPTION OF VARIOUS ILLUSTRATIVE EMBODIMENTS 



In the following, the present invention will exemplarily be set forth with
respect to a zs web-based solution erected on a network topology that
supports the implementation of a secure and reliable access control
mechanism. Although the present invention is particularly suited for
handling risk related data, the network topology and access control
mechanisms according to the invention can be implemented regardless of the
nature of the data that are hosted, stored, processed, etc. 30 Now a first
embodiment of the invention in the form of a "classical" client-server
application will be described. Fig. 1 shows an exemplary client-server
network topology according to the invention. 3s The network topology is
divided in two separate access areas that are geographically distinct from
each other. The first access area may for example be a specific
geographical region (city; country, etc.) and the second access area may be
the rest of   UBS AG -10 EPA-88 317 the world or simply a different
geographical region. In principle, more than two different access areas or
overlapping access areas could be defined as well. A network component 10
with server functionalities constitutes the core of the s network topology.
The server component 10 is geographically located in the first access area
but can be accessed from both the first access area and the second access
area. In the embodiment depicted in Fig. 1, the server component 10
comprises a first . to server unit 12 and a second server unit 14. Within
the server component 10, the first server unit 12 and the second server
unit 14 may be configured as separate software or separate hardware
components. Access control is facilitated if the two server units 12, 14
are physically configured as separate hardware components. is Each of the
two server units 12, 14 serves a different access area. As can be seen from
Fig. 1, the first server unit 12 serves via a local directory LD and via a
first communications network 16 a plurality of distributed client
components CC arranged in the first access area. The first communications
network 16 may be a wide area netvder~ANj~
-a-loc-al-a~networ~(LANj-o~-cemijination-thereef~rradditio~~~ zo its server
functionality, the first server component 12 performs authentication and
authorization tasks with respect to the distributed client components CCs
located in the first access area. The second server unit 14 arranged in the
second access area serves a second group ~" zs of distributed client
components CCs located in the second access area. The second server unit 14
performs this task via a local directory LD, a firewall FW and a second
communications network 18. The second communications network 18 may be a
WAN, a LAN or a combination thereof. In addition to its server tasks, the
second server unit 14 authenticates the distributed client components CC
located in the 30 second access area and checks their authorization. 



The first communications network 16 and the second communications network
18 are arranged in separate access areas. In the embodiment depicted in
Fig. i, there is no overlap between the first communications network 16 and
the second communi 3s cations network 18.   UBS AG -11 EPA-88 317 Each of
the first server unit 12 and the second server unit 14 comprises a separate
database 20, 22. In the database 22 of the second server 14 electronic
dossiers that have been created in the second access area are stored,
whereas in the database 20 of the first server unit 12 electronic dossiers
that have been created in either one of s the first access area and the
second access area are stored. In order to store in the database 20 of the
first server unit 12 electronic dossiers that have been created in the
second access area, the electronic dossiers stored in the database 22 of
the first server unit 14 have to be duplicated. To that end a replication
connection 24 is established between the database 22 of the second server
unit 14 and the database l0 20 of the first server unit 12. The replication
connection 24 may be established only temporarily or may remain established
over longer periods of time. As becomes apparent from the single-headed
arrow denoting the replication connection 24, replication is performed
according to a one-way replication policy. This is means in the embodiment
depicted in Fig. 1 that there is only a data flow from the database 22 of
the second server unit 14 to the database 20 of the first server unit 12
but not data flow in the opposite direction. This one-way replication
policy supports an access control according to which client components CCs
located in the first
re-in-prirn~e~nottaking-into-accotmt-indivrdtral-aeeess~estrictions~ zo
authorized to access all electronic dossiers regardless of their origin,
while client components CCs located in the second access area (provided
that these client components CCs have appropriate individual access rights)
are only authorized to access the electronic dossiers that have been
created in the second access area. zs It should be noted that in the
databases 20, 22 of the server units 12, 14 additional data not relating to
electronic dossiers may be stored also. For such additional data an
additional replication connection may be established in parallel to the
replication connection 24 depicted in Fig. 1. This additional replication
connection may be based on a two-way replication policy that ensures that
the additional data is not only so transferred from the database 22 of the
second server unit 14 to the database 20 of the first server unit 12 but
also vice versa. The structure of the first server unit 12 belonging to the
server component 10 of Fig. 1 will now be described in more detail with
reference to Fig. 2. As becomes apparent 3s from Fig. 2, the first server
unit 12 has an interface 28 for communicating via the first communications
network 16 (and via a load directory not depicted in Fig. 2) with the
distributed client components located in the first access area. Moreover,
the   UBS AG EPA-88 317 -12 



first server unit 12 is via the replication connection 24 in communication
with the second server unit 14 and in particular with the database 22
containing electronic dossiers that have been created in the second access
area. Depending on the configuration of the first and second server units
12, 14, the replication connection s 24 may be a software or a hardware
solution. In addition to the interface 28 mentioned above, the first server
unit 12 comprises an access control list (ACL) controller 30 in
communication with the interface 28, a hosting unit 32 in communication
with the ACL controller 30, a database 20 for to electronic dossiers in
communication with the ACL controller 30, a report generation processor 34
in communication with both the database 20 and the ACL controller 30, and a
replication unit 36. The replication unit 36 is in communication with the
database 20 of the first server is unit 12 and via the replication
connection 24 with the database 22 of the second server unit 14. The
replication unit 36 need not necessarily be an internal unit of the first
server unit 12. It could also be an internal unit of the second server unit
14 or it could be provided internally with respect to the server component
10 of Fig. 1 but o..+or ~y~ tire-tVJO-~~r n mitc~l 7 1~4. zo The second
server unit 14 has a similar construction like the first server unit 12 and
similar functionalities. Consequently, only the first server unit 12
depicted in Fig. 2 in more detail will exemplarily be discussed
hereinafter. zs After a client component has been authenticated by the
first server unit 12, all accesses from this client components via the
first communications network 16 and the interface 28 are subjected to an
authorization check within the ACL controller 30. The ACL controller 30
thus prevents un-authorized accesses to any one of the database 20, the
hosting unit 32 and the report generation processor 34. The specific so
access control policy enforced by the ACL controller 30 will be explained
in more detail with reference to Fig. 3 below. The hosting unit 32 of the
first server unit 12 depicted in Fig. 2 hosts program code for the first
group of client components located in the first access area. The program 3s
code hosted by the hosting unit 32 includes program code portions for
generating the GUIs and input requests that will later be discussed with
reference Figs. 6 to 11 and 13 to 20.   UBS AG -13 EPA-88 3i7 Any client
component belonging to the first group of client components located in the
first access area and having appropriate access rights may trigger the
report generation processor 34 to generate an electronic risk report by
automatically processing s the standardized risk related data included in
the electronic dossiers that are stored in the data base 20. The electronic
risk report is generated according to a predefined report profile which has
been provided by the client component triggering the report generation
processor 34 or which has previously been stored in an internal memory of
the report generation processor 34. to Details regarding the creation of a
report profile and an electronic risk report will be explained in more
detail with reference to Figs. 17 to 20 below. Mere it should be noted that
only the report generation processor 34 of the first server unit 12 can
generate a "global" risk report because only the database 20 of the first
server unit 



is 12 completely contains the electronic dossiers of both access areas. The
correspond ing report generation processor of the second server unit 14 can
only create "local" risk reports on the basis of the electronic dossiers
stored in the database 22 of the second server unit 14, i.e. on the basis
of the electronic dossiers that have been ~r~+~ed~the-seGOnd =-.~ ~
~~ea-~uc#a-c-0nfguratien-addsafl add~t;^^=f zo security to the access
control mechanisms implemented according to the invention. This will now be
described in more detail with reference to Fig. 3. Fig. 3 shows the access
control scheme that is implemented according to the invention using two
distinct server units 12, 14, appropriately configured ACL controllers in
zs each of the server units 12, 14 and a one-way replication connection 24
for replicating the electronic dossiers managed by the server units 12, 14.
According to the access control scheme depicted in Fig. 3, the ACL enforced
by the ACL controller in charge for the first access area specifies that
users belonging to the 3o second access area have no access to the
electronic dossiers stored in the database 20 of the server unit 12 even if
they temporarily resided in the first access area. It further specifies
that users belonging to the first access area are allowed to read all
electronic dossiers available in the database 20 of the first server unit
12 provided that their access rights have not individually been restricted.
35 Now the ACL enforced by the ACL controller of the second server unit 14
will be discussed. The ACL enforced in the second access area does not
contain any restric   UBS AG EPA-88 317 -14 tions. This means that in
principle every user has access from the second access area to every
electronic dossier stored in the database 22 of the second server unit 14
provided that appropriate individual access rights have been conferred. It
should be noted, however, that electronic dossiers that have been created
in the first access s area are not available in the database 22 of the
second server unit 14. Consequently, any user accessing the database 22 of
the second server unit 14 can only read electronic dossiers that have been
created in the second access area. This means that even if a user usually
resident in the first access area (and thus having in principle
unrestricted access rights regarding electronic dossiers created in the
first to access area) temporarily resided in the second access area, this
user could only read the electronic dossiers that have been created in the
second access area because it is not possible to access electronic dossiers
created in the first access area from a client component located in the
second access area. is As has been mentioned above, the first embodiment of
the invention is configured as a classical server-client application. Fig.
4 shows the exemplary layered software structure of such a client-server
application. e~oftwar-e~tru~+rp ~~^~Fig.-4-is-basical4~ divided ire-a-use.
layer residi zo on the client components and an application layer residing
on the server component (Lotus Notes/Domino server). The user layer
comprises a web-browser as primary user interface, an email client and one
or more office applications like a word processor. zs The interaction
between the user layer and the application layer is mainly performed in
accordance with TCP/IP by an HTTP server (included in the Lotus
Notes/Domino platform). The actual application comprises a plurality of
individual components like a mailbox for the transfer of emails from and to
the email client of the user layer. Additionally, a reports database is
provided in which previously generated reports are so stored in the form of
HTML documents. Previously generated reports stored in the reports database
can be retrieved by the user at a later point in time and can be exported
for example into an office application to be processed further. The
original reports stored in the report database are wright protected and
cannot be changed. 



3s Further components of the application running the server component
include a database for electronic dossiers, a component for knowledge
management, a refer   UBS AG -15 EPA-88 317 ence database, an
administration component and a component for managing externally provided
reference data. The first embodiment described above with reference to
Figs. 1 to 4 is based on a s client-server approach. In the following, a
second embodiment of the invention will be described with reference to Fig.
5. According to the second embodiment, the server component is optional
because the program code to be executed by a network component in
conjunction with creating or updating an electronic dossier need not
necessarily be hosted by a server component but may have been loaded into a
to memory of this network component from an external data carrier like a
CD-ROM or a DVD or from an internal data carrier like a hard disc. In Fig.
5 the network components 40, 56 for implementing the second embodiment of
the invention are schematically shown. A more detailed description of the
network is topology and a discussion of the access control scheme are
omitted for the second embodiment. In principle, however, the second
embodiment may be based on a network topology similar to that shown in Fig.
1 and on the access control scheme explained with reference to Fig. 3. zo
As becomes apparent from Fig. 5, a network component 40 according to the
invention (here configured as client component) comprises an interface 42
which is arranged between a communications network 43 on the one hand and a
report generation processor 44 and an electronic dossier processor 46 of
the client component 40 on the other hand. The electronic dossier processor
46 of the client compo zs nent 40 is arranged between the interface 42 and
a program code memory 48. In the program code memory 48 the program code
required to generate the GUIs and the input requests that will be explained
below with reference to Fig. 6 to 11 and 13 to 18 are stored. These program
codes have been loaded into the program code memory 48 via a further
interface 50 of the client component 40 from an external so data carrier in
the form of a CD-ROM or DVD 52. The program code memory 48 contains a
program code that controls the electronic dossier processor 46 to request
data required for creating or updating an electronic dossier from a user of
the client component 40. Once an electronic dossier has been 3s created or
updated, the program code controls the electronic dossier processor 48 to
transmit the created or updated electronic dossier via the communications
network   UBS AG -16 EPA-88 317 43 to the further network component 56. The
further network component 56 may be a server component or a further client
component. The created or updated electronic dossier received from the
client component 40 via s the communications network 43 is received by an
interface 54 of the network 



component 56 and stored in a central network database 58. In the database
58 electronic dossiers are stored that have been received by the network
component 56 from a plurality of client components having a similar
structure like the client component 40 depicted in Fig. 5. to If the client
component 40 executes a program code portion that triggers the generation
of a risk report, the report generation processor 44 of the client
component 40 accesses the database 58 of the network component 56 to
generate an electronic risk report by automatically processing the
standardized risk related data included in is the plurality of electronic
dossiers stored in the database 58. In the following, the data input and
data processing operations performed under control of the program code
portions hosted by the serving units 12, 14 depicted in ~s.~aad 3-and~nr
StQr~d~r>-the mPmn~R n~tbe_client component 40 deed in zo Fig. 5 will be
described with reference to the screen prints of Fig. 6 to 11 and 13 to 20.
In the embodiment discussed hereinafter the management of electronic
dossiers relating to events occurring in conjunction with typical business
operations will exemplarily be explained. For such events, risk assessment
and secure risk reporting are indispensable. i' zs Every time a new
electronic dossier relating to e.g. a legal event is to be created or an
existing one is to be updated, the universal resource locator (URL) of the
server component hosting the program code must be typed in the web browser
of a client component or a corresponding link has to be activated (first
embodiment depicted in so Figs. 1 to 4). In the second embodiment depicted
in Fig. 5 the program code contained in the program code memory 48 of the
client component 40 has to be executed. In a next step, authentication and
authorization steps are performed to verify the 3s user's authentity and to
check whether or not the authenticated user is actually authorized to
create or update an electronic dossier. Once authentication and au   UBS AG
-17 EPA-88 317 thorization have successfully been performed, a first GUI 60
having the content depicted in Fig. 6 is displayed by the browser of the
client component. The GUI 60 has a control element in the form of a link 54
titled "Create File" (the s term "file" denotes an electronic dossier)
which is adapted to be activated by e.g. a mouse to generate a control
signal. A program code portion responsive to generation of this control
signal generates a further GUI 64 in the form of a tab titled "General".
Fig. 6 shows the GUI 64 in a state after the confirmation of previously
input general to data. During the data input, the GUI 64 has an appearance
as is shown in Fig. 7. As becomes apparent from Figs. 6 and 7, there exist
six further tabs titled "Specific", "Background", "Financials", "Risk",
"Dates" and "Access". The function of the further tabs will be explained
below. is The GUI in the state of Fig. 7 includes requests for the input of
various standardized and non-standardized general data characterizing a
specific event that has occurred in a business context. The
non-standardized field 66 for example requests the user to ~.^put a ~nPfog
the-electr-onic-dossie~a be~reat~d ~he~ext data-fig " ;Ip zo Type" 68
accepts only standardized input. When activating the data field 68, a
pulldown menu is opened and the user may choose among various, standardized
dossier types like general matter, litigation (i.e. an official legal
proceeding in which the company is involved either as the plaintiff, as~
the defendant as or a witness), outlook case (i.e. a case that in the
future may give rise to a specific risk), legal complaint zs (i.e. a
complaint of a client or customer which might have a legal or compliance
implication), etc. Further data fields for the input of general data
relating to the specific event include a data field 70 for indicating the
person responsible for the handling of the event, a plurality 72 of data
fields for specifying the legal entity involved in the event and a data
field 74 for entering an outside counsel assisting in 



so the handling of the event. Once all applicable data fields of the GUI 64
have been filled with the appropriate standardized or non-standardized
general data characterizing the particular event, further general data can
be input in the tabs "Specific" and "Background". In the GUI 3s 64 all tabs
from "Specific" to "Access" constitute control elements that are adapted to
be activated by clicking thereon with a mouse to generate a corresponding
control signal. In response to generation of such a control signal a
specific program code   UBS AG EPA-88 317 -18 portion responsive to
generation of the specific control signal is executed and the specific
program code portion generates a corresponding GUI which allows an
additional data input. For example by clicking on the tab "Specific" 76 of
GUI 64 the corresponding GUI 80 depicted in Fig. 8 and by clicking on the
tab "Background" the s corresponding GUI 82 depicted in Fig. 9 are
displayed. Each of the GUIs 80, 82 includes a plurality of requests (data
fields) for the input of general data further characterizing the event. For
example GUI 80 includes a data field 81 titled "Insurance Claim" which
requests the user to specify insurance related to data. With respect to the
request 81 the user can choose between the standard options "No", "Yes" and
"Don't know". "No" gives no access to the electronic dossier to users
handling insurance issues, while the other two options add such users to
the access list. The access statures of the electronic dossier is shown at
the right side of the date field "Insurance Claim" 81 in the form of a
corresponding message. If a user is handling insurance issues sets the
value to "No", access to the electronic dossier will be revoked for all
users handling insurance issues. Since the remaining data fields of GUIs
80, 82 have appropriate titles, a more detailed description of the input
options is omitted here. zo An important aspect of risk reporting is a
standardized risk measurement process. The risk measurement process starts
with the collecting of the "hard" figures which are connected with a
specific event (e.g. litigation, outlook case, legal complaint, ....). By
activating the tab titled "Financials" included in GUIs 64, 80 and 82 a
control zs signal is generated which causes a specific program code portion
responsive to generation of this control signal to generate the GUI 84
depicted in fig. 10. The GUI 84 includes several data fields for the input
of both general data and risk related data for the event. For example the
data field 86 of GUI 84 is configured as a pull-down menu that allows to
select the specific currency in which the general and risk related 3o
figures will subsequently be entered. The further data fields 88 allow the
input of specific figures characterizing the event and the risk associated
therewith. Standard risk related figures which are input via the data
fields 88 of the tab "Financials" will now exemplarily be explained. The
data field "Initial Value" refers to the 3s first amount claimed in a
particular proceeding by the claimant. The data field "Current Value"
denotes the most recent amount claimed by the claimant including any
interests. The data field "Value in Settlement" relates to the amount the
person   UBS AG EPA-88 317 -19 responsible for handling the legal event
considers likely to be paid or received. In a next step the expected cost
has be evaluated and entered in the appropriate data field. The expected
cost is the loss expected to arise in connection with the specific event.
In other words the data field "Expected Cost" helps to record the expected
net s result arising out of e.g. a specific dispute or claim. 



The person responsible for handling the specific event has to request the
making of provisions corresponding to the amount of the expected cost. This
provisioning process relates in particular to all types of consequential
(also called "operational") to risks. As a rule the amount included in the
data field "Provision Legal Risk" should be the same as the amount
indicated in the data field "Expected Cost". The provisions will be booked
in the account which relates to the selected risk type. For example
provisions for an event with a liability risk will be booked in the
"Liability Provision Account". Details regarding selection of a specific
risk type will be explained below is with reference to Figs. il and 12. If
an event involves only primary risks like a credit risk or a market risk
(Fig. 12), the provisioning process might directly be initiated by the
business unit in which field of operation the legal event has occurred.
Regardless of the risk type, information about account numbers and the
"Booking Unit", which is ~pensibte-fer-the-provisiening-prose~~,
"tee-entere~in-the-appropriate data zo fields 90. A further financial risk
arises out of legal fees related with a particular event. Such legal fees
include for example costs of outside counsels, fees for court proceedings,
etc. When creating an electronic dossier for a specific event, an
appropriate figure for zs the approximate legal fees has to be estimated
and entered into the data field"Initial Expected Legal Fees". If the
expected legal fees exceed a certain amount, a provision has to be made. To
that end an appropriate figure is entered into the data field "Provision
Legal Fees". 3o Whenever an invoice is registered for payment, the relevant
amount has to be entered using a GUI not depicted in the drawings. This
allows to automatically determine and display aggregated legal and court
fees for a specific legal event. The standardized risk measurement approach
described above with reference to Fig. 3s 10 helps to greatly facilitate
automatic risk reporting and automatic provisioning. This will be described
in more detail below.   UBS AG -20 EPA-88 317 By activating the control
element in the form of the "Risk" tab 94 of e.g. GUI 84 depicted in Fig.
10, a control signal is generated which gives rise to a request for the
input of additional risk related data. In Fig. 11 a corresponding GUI 94 is
displayed. In the following, the relevant data fields 96 of this GUI 94 and
the standardized s options for filling out these data fields 96 will be
explained in more detail The first data field of the plurality of data
fields 96 relates to the one or more specific risk types associated with
the particular event for which the electronic dossier is created. An
overview of the standardized risk types that may be entered into the io
data field "Risk Type" is shown in Fig. 12. As can be gathered from Fig.
12, three different risk categories are distinguished, namely primary risk,
reputational risk and consequential (or operational) risk. In the
embodiment depicted in Fig. 11 the risk type "Compliance Risk" belonging to
the risk is category consequential risk has been entered. The risk type
"Compliance Risk" relates to the risk that the company does not comply with
applicable laws, internal or external regulations or restrictions and might
be penalized with any form of sanctions. Other risk types include market
risk (risk of losses arising from movements in market
^~'^^~ing-intere~rateset~~redi~risl~(risk-thaw-so~lnterpart er a.^. zo
issuer of a debt security will fail to perform on an obligation or that its
ability to fulfil its obligation becomes questionable), reputational risk
(risk of loss of business arising as a result of a failure to conduct the
business activities in an appropriate manner), liability risk (risk of loss
due to the co-operation being held responsible for a contractual or legal
claim, dept or action), legal risk (risk of loss because contracts cannot
be zs enforced including risks arising from inadequate documentation,
insufficient capacity, etc.). After the standardized risk type has been
selected, the risk associated with the specific event has to be classified
with respect to one of the predefined categories so "low", "medium" and
"high". A low risk means that there is an estimated probability between 0
and 25 % that for example the company will lose a litigation proceeding.
The corresponding percentage range attributed to a medium risk is 26 to 70
% and to a high risk 71 to 100 %. 



3s If the event affects the company's reputation, the data fields
"Reputational Risk" and "PR Risk" have to be filled out. In a first step it
has to be selected with which intensity the reputation of the company is
touched by the event. To that end one of the   UBS AG -21 EPA-88 317
standardized classifications "low", "medium", "high" or "no reputational
risk" has to be selected. In a second step it has to be described in which
way the event will get public attention by filling out the data field "PR
risk". The following standardized inputs are available: "no external
effect", "no media coverage", "limited local or s media coverage", "limited
national coverage" and "sustained national and limited international media
coverage". The data field "Other Risk" of the plurality of data fields 96
of the GUI 94 helps to identify those legal events that have
characteristics that could affect the way the to company may have to
conduct its operations in future. Standardized input options include for
example "Risk of damaging precedent" (this option should be selected if an
adverse finding arising out of the levent could impact on the company's
ability to access particular jurisdictions or market products), "Symptom of
control failure" (the existence of a particular event may indicate
significant control failure within the is company) and others. An important
data field with respect to automatic risk reporting is the data field
"Group Risk Report" of GUI 94. This data field allows to control aspects
relating to ~,e~epertiflg
ef~he-speeff~e-eveR~#or~ich~he-electronic-doss+e~eated: In zo particular,
this data field allows to select if and in which way a particular event
should be included in a global" risk report relating to all risks
associated with a specific (e.g. geographical or functional) business unit
of the company or the whole company. The following standardized inputs are
accepted: zs - Group risk report (GRR) not relevant: The event should not
be included in the GRR - GGR new: The event will be included for the first
time in the GRR. As a rule, all legal so events with an expected cost
(legal risk) higher than a predefined amount or with a very high
reputational risk should be included in the GRR. - GRR material
developments since last report: The event has already been included in the
last GRR. Since then some new dens velopments have taken place which are
worth to be mentioned in the GRR. - GRR no material development since last
report:   UBS AG 



-22 EPA-88 317 The event has already been reported in the last GRR.
However, since then no material developments that are worth to be included
in the GRR have occurred. As has become apparent from the above, the GUI 94
depicted in Fig. 11 is, besides s the GUI 84 depicted in Fig. 10, the main
interface for inputting standardized risk related data for a particular
event. In many cases, the risks associated with an event are covered by an
insurance. Consequently, it is advantageous to include insurance related
data in the electronic to dossier of this event. This allows to automate
insurance notification and in particular to prevent late notification which
can lead to denial of coverage. The GUI 94 depicted in Fig. 11 has a
display element 92 titled "Insurance Assessment". The display element 92
displays the value that has been entered via the is "Insurance Working" GUI
that will be explained in more detail with reference to Fig. 15 below. The
automatic generation of an electronic insurance report requires the input
of corres op riding insurance related data for the particular event for
which the new zo electronic dossier is created. By activating a control
element in the form of the "Dates" tab for example of the "General" GUI 64
depicted in Fig. 7, a control signal is generated in response to which the
"Dates" GUI 100 depicted in Fig. 13 and requesting the input of insurance
related data is displayed. zs Insurance related data are input via a
plurality 102 of data fields including a data field requesting the incident
date. The incident date is the date on which the incident, error or breach
took place which gave rise to the event and the risk associated therewith.
A further data field requests the date of discovery of the incident. This
data field is of high importance in connection with automatic insurance
reporting so because the insurance usually must be notified within a
specific term after the date of discovery of the incident. By means of an
automated electronic insurance report that is initiated immediately after a
new electronic dossier has been created, late notification can be
prevented. The further data fields 102 of the GUI 100 depicted in Fig. 13
include a data field for the input of the date of demand (i.e. the date on
3s which an opposite party makes a formal demand for compensation).   UBS
AG EPA-88 3i7 -23 The application is configured such that for a particular
event an insurance report is automatically generated if the event as
entered in the electronic dossier satisfies specific conditions. These
conditions may include for example that the initial amount claimed and/or
the expected cost is higher than a predefined amount and/or that the s
event includes a personal claim against a member of the company. If at
least one of these requirements is met, the event is automatically notified
to the insurance by means of an electronic insurance report. This means
that the person handling the event does not have to care whether the event
is actually covered by any insurance program. io If after evaluation of an
electronic insurance report the responsible authority comes to the
conclusion that the reported event is not relevant for insurance purposes,
this event will be deleted from the list of events for which further
updates have to be reported. In such a case the option "No" has to be
selected in the data field "Insur 



es ance Claim" 81 in the "Specific" GUI 80 depicted in Fig. 8. If, however,
the event becomes an insurance issue, the option "Yes" has to be selected.
In this case an update of the insurance related data will be requested on a
regular basis in line with a specific risk report update process. In such a
case an updated electronic insurance .~per~isautornatica~~" ^ted-based-o^
r~." '~r^f^~tion-er~te~e~ ~~pdating zo of risk related data. In Figs. 14
and 15 two optional GUIs 103, 105 are shown which enable the collection of
insurance related data. The GUIs 103, 105 can be accessed via optional tabs
titled Insurance Working" and'~Insurance Details". The GUIs 103, 150
include a plurality zs of data fields for entering standardized and
non-standardized insurance related information. For example GUI 105
includes a data field 107 relating to an insurance assessment. The selected
option will be displayed by display element 92 of GUI 94 depicted in Fig.
11. The GUI 105 further comprises a control element 109 in the form a
hyperlink to an applicable insurance policy. Since the individual data
fields of the so GUIs 103, 105 are self-explaining, a more detailed
description is omitted here. As has been mentioned earlier, access control
is an important feature of the invention. One aspect of access control
relates to the individual definition of users that are allowed to access a
particular electronic dossier. To that end a control element in the ss form
of the "Access" tab is provided for example in the "General" GUI 64 of Fig.
7. By activating the "Access" tab of the "General" GUI 64, the GUI 104
depicted in Fig. 16 is displayed. The GUI 104 requests the input of access
control data. The data fields   UBS A~ EPA-88 317 -24 106 of the GUI 104
allow to create lists of users or user groups who are allowed to read (read
access) and/or modify (write access) the particular electronic dossier.
There exist two data fields 108 that cannot be modified by the person who
creates the electronic dossier. These data fields 108 are titled "System
Read Access" and s "System Write Access". The users or user groups listed
in the data fields i08 automatically have read or write access to the
particular electronic dossier. The data fields l08 are provided for
information purposes. As soon as all relevant data characterizing a
specific event have been included in a to new electronic dossier or updated
in an existing electronic dossier, the relevant data have to be included in
an electronic report for this electronic dossier. In order to create such a
report, a control element in the form of a "Reports" tab of the initial GUI
60 depicted in Fig. 6 has to be activated. In the view of Fig. 6 the
"Reports" tab is hidden behind the "General" GUI 64. is When activating the
"Reports" tab the GUI i10 depicted in Fig. 17 is generated. The GUI 110
depicted in Fig. 17 comprises a control element 112 titled "Create
Reports". By clicking on this control element 112 automatically all
information which is required f^~e-report+ng-prosP~~aved-ir~a-(r-isle}
repent fen-a-partis~llar ^`^ated-or zo updated electronic dossier as per a
specific date. Such a report can thus be considered as a snap shot of the
information of a specific electronic dossier on a specific date. Before the
report is saved and released for the risk reporting process, it is
necessary to check whether the information contained in the report is
accurate. I. , Changes cannot be made in the report itself but only in the
electronic dossier via the zs corresponding tabs of the particular GUIs.
Once generated, the risk reports are saved as HTML documents in an
appropriate database (Fig. 4). By activating the control element 114 titled
"View Reports" of the GUI 110 depicted in Fig. 15, the risk report of any
electronic dossier for which a user 3o has access rights may be retrieved
from the corresponding database and displayed by the browser. When an
electronic risk report for a specific electronic dossier is saved, the
information contained in the electronic dossier is automatically evaluated
with respect to the 3s criteria discussed above to determine whether or not
an electronic insurance notification is required. Should an electronic
insurance notification be required, an electronic insurance report for the
particular electronic dossier is automatically generated and   



UBS AG -25 EPA-88 317 transmitted by a communications network to an
authority in charge of processing the electronic insurance report. The GUI
110 depicted in Fig. 17 has a plurality 116 of further control elements
(links) s which allow to manage risk reports, to view deleted risk reports,
and to view risk reports by "Closed by Date", "Closed by business
group/business unit", by "Open defendant" or by "Open plaintive".
Furthermore, a plurality 118 of further control elements is provided which
can be activated to generate control signals triggering the generation and
display of a group risk report with respect to all electronic dossi to ers
available in a specific database. Due to the use of standardized risk
related data the generation'of the group risk report is greatly
facilitated. Possible options include the generation and display of a group
risk report relating to new electronic dossiers, electronic dossiers
subject to a material development, electronic dossiers subject to no
material development and electronic dossiers relating to a particular
business is group or business unit. For example by activating the control
element titled "New" of the plurality 118 of control elements, a control
signal is generated which causes the creation of an eleetra~~;c,-;sl~;
epor~relating~a-newly-erected-electrsnic-dossiers-th-a~have-been zo
selected to be incorporated in the group risk report. In Fig. 18 a GUI 124
in a form of an electronic group risk report.for newly created electronic
dossiers is shown. As becomes apparent from Fig. 18, the group risk report
includes for every event which is part of the group risk report a plurality
of zs data including the business group, the business unit, the type, the
subject, the responsible, the reputational risk associated with the event,
etc. The exemplary electronic risk report depicted in Fig. 18 includes only
a single event. However, if a plurality of events had been classified "GRR
new", the corresponding group risk report would list several events. 30 In
order to enable an authorized user to generate a risk report containing
individually specified data, an authorized user may himself define a
specific report format by inputting appropriate report format data. Fig. 19
shows a corresponding GUI 130 requesting the input of report format data to
be processed by the report generation 3s processor when generating a
specific electronic risk report. The GUI 130 enables a user to create a
report format by selecting via a plurality of data fields 132 the
information to be accumulated in the user-defined risk report.   UBS AG
EPA-88 3i7 -26 In Fig. 20 an exemplary, user-defined electronic risk report
in the form of an HTML document 140 displayed by the browser running on the
user's client component is depicted. As becomes apparent from Fig. 20, the
electronic risk report relates to all s newly reported events that are
subject to legal risk. For each event satisfying these requirements a
plurality of information tike background, development, responsible lawyer,
etc, is reported. For each event included in the report relevant figures
like the current value, the expected cost and risk provision is shown.
Optionally, accumulated figures for all events included in the electronic
risk report 140 could be included to in the electronic risk report 140.
Alternative report formats could be used for example to create an
electronic risk report containing all events handled by a specific internal
responsible or external lawyer. Such risk reports help for example to
distribute events subject to a high risk is more evenly. In context with
the generation of risk reports it should be noted that by implementing
specific replication and access control mechanisms the content of a risk
report generated by a specific user may be controlled. ThP
ahnvP-~lESCribedxmbodiments of theinvention_ar_e-intenriari tn ha axa~p~s
of 



2o the present invention and alterations and modifications may be effected
thereto, by those of skill in the art, without departing from the scope of
the invention which is defined thoroughly by the claims appended hereto.
UBS AG EPA-88 317 _27_ Claims 1. A network component (10) serving at least
a first group of network components (CC), comprising: s a) a hosting unit
(32) for hosting for the first group of network components (CC) at least: -
a first program code portion for generating one or more graphical user
interfaces (GUIs), a first GUI (60) having at least a first control element
(62) for creating or updating electronic dossiers, the first control
element (62) being adapted to be to activated to generate a first control
signal; - a second program code portion responsive to generation of the
first control signal to generate a request for the input of general data
for a particular matter to be included in an electronic dossier of the
particular matter; and - a third program code portion responsive to
generation of the first or a second is control signal to generate a request
for the input of standardized risk related data for the particular matter
to be included in the electronic dossier of the particular matter; b) a
database (20, 22) for storing a plurality of electronic dossiers for the
first group of network components; and c~.yCpo~ g~~PCCnaving-access-to~he
database (2D,-22~for zo generating an electronic risk report by
automatically processing the standardized risk related data included in one
or more of the electronic dossiers. 2. The network component of claim 1,
wherein the hosting unit (32), the database (20) and the report generation
processor (34) belong to a first server unit (12) and ~ zs further
comprising: - a second server unit (14) having a similar construction like
the first server unit (12), the second server unit (14) serving a second
group of network components (CC) and being preferably co-located with the
first server unit (12); and - a replication unit (36) for establishing a
replication connection (24) between the so database (20) of the first
server unit (12) and a database (22) of the second server unit (14). 3. The
network component of claim 2, wherein the first server unit (12) serves the
first group of network components (CC) via a first network (16) and the
second 3s server unit (14) serves the second group of network components
(CC) via a second network (18) which is different from the first network
(16).   



UBS AG -28 EPA-88 317 4. The network component of claim 2 or 3, wherein the
replication connection (24) is configured to replicate the electronic
dossiers stored in the databases (20, 22) of the first and the second
server units (12, 14) according to a one-way replication policy. 5 5. The
network component of one of claims 1 to 4, wherein at least the first
server unit (12, 14) is an HTTP server. 6. A network component (CC) of a
network system, comprising: io a) a memory (48) for program code portions;
b) program code portions stored in the memory (48) and including at least -
a first program code portion for generating one or more graphical user
interfaces (GUIs), a first GUI (60) including at least a first control
element (62) for creating or updating electronic dossiers, the first
control element (62) being adapted is to be activated to generate a first
control signal; - a second program code portion responsive to generation of
the first control signal to generate a request for the input of general
data for a particular matter to be included in an electronic dossier of the
particular matter; and - ~
~hird-progr-arn-cede-perrien-responsive-te~eneratien-o~the-firs~ora-seeondz
o control signal to generate a request for the input of standardized risk
related data for the particular matter to be included in the electronic
dossier of the particular matter; c) a network interface (42) for
transmitting electronic dossiers to a central database (58) of the network
system; and d) a report generation processor (44) or access to a report
generation zs processor via the network interface (42), the report
generation processor (44) being configured to access the central database
(58) to generate an electronic risk report by automatically processing the
standardized risk related data included in one or more of the electronic
dossiers. so 7. The network component of one of claims 1 to 6, wherein
generation of the request for the input of standardized risk related data
includes the generation of at least one of a menu for selecting predefined
risk classifications and a data field for inputting standard risk related
figures.   UBS AG -29 EPA-88 317 8. The network component of one of claims
1 to 7, wherein the first or a second GUI (84) has a second control element
(94) for creating or updating standardized risk related data to be included
in an electronic dossier, said second control element (94) s being adapted
to be activated to generate the second control signal. 9. The network
component of one of claims 1 to 8, wherein the first or a fourth program
code portion is programmed to generate a third GUI (110), the third GUI
(110) having a third control element (112) for triggering the generation of
the to electronic risk report, said third control element (112) being
adapted to be activated to generate a third control signal which causes the
report generation processor (34, 44) to generate the electronic risk
report. 



10. The network component of one of claims 1 to 9, wherein the first or a
fifth is program code portion is programmed to generate a fourth GUI, the
fourth GUI having a fourth control element for triggering the definition of
a report format, said fourth control element being adapted to be activated
to generate a fourth control signal, wherein a sixth program code portion
is responsive to generation of the fourth
eantra~signaF-to-generate-a-reques~(t30rfor-the~at of report-format
data-ta-be zo processed by the report generation processor (34. 44) when
generating the electronic risk report. il. The network component of one of
claims 1 to 10, further comprising a seventh { , program code portion
responsive to generation of the first or a fifth control signal to zs
generate a request (102) for the input of insurance related data to be
included in the electronic dossier of a particular matter. 12. The network
component of claim 11, wherein the report generation processor (34, 44) is
configured to generate upon receipt of the third or a sixth control signal
so an electronic liability report by automatically processing the insurance
related data included in one or more of the electronic dossiers.   UBS AG
-30 EPA-88 317 13. A method of controlling one or more components (10, CC)
of a computer network, comprising: s a) storing a plurality of program code
portions including - a first program code portion for generating one or
more graphical user interfaces (GUIs), a first GUI (60) having at least a
first control element (62) for creating or updating electronic dossiers,
said first control element (62) being adapted to be activated to generate a
first control signal; to - a second program code portion responsive to
generation of said first control signal to generate a request for the input
of general data for a particular matter to be included in an electronic
dossier of the particular matter; and - a third program code portion
responsive to generation of said first or a second control signal to
generate a request for the input of standardized risk related data to is be
included in the electronic dossier of the particular matter; b) storing a
plurality of electronic dossiers, each electronic dossier including general
data for a particular matter and the corresponding standardized risk
related data; and in-response-ta-reeeip~of~eontraFsignel;
generateg~n-eiectronie-risk repor-~by zo automatically processing the
standardized risk related data included in one or more of the electronic
dossiers. 14. The method of claim 13, wherein processing the standardized
risk related data included in the plurality of electronic dossiers
comprises accumulating standardized " zs risk related data included in the
plurality of electronic dossiers according to a predefined report profile.
15. A computer program product comprising at least one of the first to
third program code portions of one of claims 1 to 12 and program code
portions for causing so one or more network components (10, CC) to perform
the steps of claim 13. 



16. The computer program product of claim 15, stored on a computer readable
recording medium. .A9(/.A9(@.A(I.A9(@?.A
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