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+FI ELD GFSAHE | NVENTI ON s The present invention rel at esPf88 #/net wor k- based
data processi ng approach. Mre particularly, the invention relates to the
,control and configuration of network _conponents that co-operate to generate
*and process accunul ated data. to BACK ND OF THE | NVENTI ON Mbder n
communi cations networks |ike the public Internet, non-public intranets or
conbi nati ons thereof have greatly facilitated the exchange of infornmation
over both shorter and | onger distances. The facilitated information
exchange, however, necessi |s tates an inproved information managenent to
cope with issues |ikeNétwbrkiBaserkInfdrimatipndflanagement on, sub- opti nal
speed of information retrieval, unnecessary duplication of processes and
information, etc. It is obvious that due to the steadily increasing anount
of information to be managedFIELROFAEHE SNVENTHMN=t i on nanage ment becones
i ngreasi ng-1aborious. zo To facilitate the task of information managenent,
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~dijstribution of specific phekeRe) Qﬂ I ndi vi dual network

conponents. Information to be processed | I vi dual network conponents

can relate to various 30 aspects and usually t he above considerations of a
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To facilitate the task of information management, numerous standard platforms have
been developed. As an example for such a standard piatform, Lotus Domino R5
distributed by Lotus/IBM Inc. can be mentioned. Despite the availability of such
_ standard platforms, the existence of individual needs stili requires complex consid-
25 erations for example regarding network technologies and topologies, regarding the
programming and interconnecting of network components and regarding the distribu-
tion of specific processing tasks among the individual network components.

Information to be processed by individual network components can relate to various
36 aspects and usually the above considerations of a network technologist are inde-
pendent from the specific nature of the processed information. However, there exist
situations in which the nature of the processed information does influence technical
aspects of the communications network and its components. In such a case it
becomes essential that the technical environment including network topology, user
35 interfaces, etc. is adapted to the specific type of information to ensure a proper,
efficient and secure operation of the communications network. In this context



s managenent. More specifically, there is a need for appropriately

-confi gumsdsnet wor k conponents and a nmet hod of control | Emegsstich net wor k
conponents which allow a fast, efficient and secure processing of
information relating to tasks, processm or events that are associated with
sone kind of risk. io SUVMMARY OF THE 1fIVENTI ON According to a server aspect
of the invention, this need is satisfied by a network conponent that serves
at least a first group of network conponents and conprises a hosting unit,
a database and a report generation processor. The hosting unit is is
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The invention allows an automated distributed workflow management with respect to
35 creating, reporting and analyzing risk related data. Due to the standardized format of
the risk related data, which can be enforced using specific GUIs, the workflow is



the one or nore further server units of the network conponent. In such a
‘case tWBSAG . network conmponent is physically |ocated &PAEh&7and t he sane
pl ace but divided into zs two or nore separate server units. A conbination
of these variants is possible. Accorqli%tg to such a conbination the network
‘conmponent nmay conprise two or nore co-1ocated server units and one or nore
server units located renote fromeach other. According to a preferred
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provi ded het t he individual r uni,t s of t network co nent. The
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electronlc dossiers, the first control el enment being adapted to be
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nent. The communication channel between two server units may be configured as a
replication connection between the individual databases of the server units. The
replication connection may be used to replicate the data stored in the individual
databases according to a specific replication policy. The replication policy may be

35 selective so that only specific data are replicated.



of general data for a particular matter to be included in an electronic
‘dossi eruesfaGt he particular matter, and a third program eeadss portion
responsive' to generation of the first or a second control signal to
generate a request for the input of standardized risk related data for the
particular matter to be included in thé~el ectronic dossier of s the
particular matter. Electronic dossiers created using the program code
portions are transmtted via the network interface to a central database of
the network system In this central database electronic dossiers generated
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3s Depending on the specific report profile, various types of electronic
‘risk r¥8poMi s can be el ectronically generated. Gbneratﬁ%gﬁ%¥7an el ectronic
risk report may for exanple UBS AG EPA-88 317 -7 conprise accurul ating
the standardized risk related data ingluded in the plurality of electronic
dossiers. Such an accurul ation can be perforned in several ways. According
to a first option, specific risk related figures. conprised in the

accessi ble electronic dossiers are sinply summed up. According to a further
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representations |ike buttons or links that are included in a corrgspon di ng
GU . TIHENERHAR Hﬁ?&?ss@ﬁ s are preferably adapted to be generated on a

d| spl ay. device of the ggppecnnnrh ng networ k conpanent 3s The jinvention can
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data characterizing the specific task, process or event is requested but additionally
the input of standardized risk related data for the particular task, process or event. In
other words, the risk related data are requested and input in conjunction with
creating or updating electronic dossiers. Since the electronic dossiers may be stored
30 centrally and since the risk related data comprised within an electronic dossier are
input and stored in a standardized form, the risk related data of the plurality of
electronic dossiers may be efficiently processed during generation of an electronic
risk report.

35 The execution of a specific program code portion results in the generation of a
request for the input of standardized risk related data. Preferably, the request for the
input of risk related data is configured such that only standardized risk related data



s standardi zed risk related data preferably includes accunul ating
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dossiers according to a predefined report profile. A conputer program
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program product nay be stored on a conputer readabl e recordi ng nmedi um
attached to or renovable fromone or nore of the network conponents. is
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I nput t i secondtcntel atlementt whizhris partr efitbetfirbioGURior asseparateegond@ GUI.
schematically shows a risk report according to the invention. DETAILED
DESCRI PTI ON OF VARI QUS | LLUSTRATI VE EMBODI MENTS
The first or a fourth program code portion may be programmed to generate a third

——GUihaving a third controt-element-for-triggering the-generationof the electronicrisk
20 report. The third control element may be adapted to be activated to generate a third
control signal which causes the report generation processor to generate the elec-
tronic risk report. Preferably, the electronic risk report is generated according to a
specific report profile.

25 A report profile may either be predefined and stored or hosted by a network compo-
nent or individually created. In the latter case the first or a fifth program code
portion may be programmed to generate a fourth GUI having a fourth control
element for triggering the definition of a report format and adapted to be activated to
generate a fourth control signal. A sixth program code portion responsive to genera-

30 tion of the fourth control signal may be provided which generates a request for the
input of report format data to be processed by the report generation processor when

~ generating the electronic risk report. The possibility of utilizing user-defined report
profiles allows to generate arbitrary electronic risk reports on the basis of the risk
refated data included in the plurality of electronic dossiers.

35
Depending on the specific report profile, various types of electronic risk reports can
be electronically generated. Generation of an electronic risk report may for example



In the follow ng, the present invention will exenplarily be set forth with
‘respectUBEdGa zs web-based sol ution erected on a networ®A88pHl ogy t hat
supports the inplenmentation of a secure and reliable access control
mechani sm Al t hough the present invent4on is particularly suited for
‘handling risk related data, the network topol ogy and access control
mechani snms according to the invention can be inplenented regardl ess of the
nature of the data that are hosted, stored, processed, etc. 30 Now a first

enbodi nent_of the invention.in.the for " ical. glient-server
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communi cations network 18. The second communi cati ons network 18 may be a
VWAN, a LAN or a combination thereof. In addition to its server tasks, the

second ERe seyenihinrogram gede portian ¥ ganerating Wegigaesicior she inputlishiity cc

| 0c at eddatd rhige beGeSsartint BrgescraBbsaf anfl thbarksor & 6ifth @HtRN Sighal.i The

S5 fifth control signal may be generated by activating a fifth control element included in
the first, the second or a sixth GUI.

The individual control elements may be adapted to be activated by an input device
like a keyboard, a mouse or any other pointing device, etc. For example the individ-

30 ual control elements may be constituted by graphical representations like buttons or
links that are included in a corresponding GUL. The individual GUIs are preferably
adapted to be generated on a display device of the corresponding network compo-
nent.

35 The invention can be implemented as a method of controlling one or more network
components. The method comprises storing a plurality of program code portions
including at least the first to third program code portions required for creating or



The first communi cations network 16 and the second conmuni cati ons network
18 are @SrAanged in separate access areas. In the enbodiEmess3izdepi cted in
Fig. i, there is no overlap between the first conmuni cati ons network 16 and
t he second conmmuni 3s cations network 18. UBS AG -11 EPA-88 317 Each of
the first server unit 12 and the second server unit 14 conprises a separate
dat abase 20, 22. In the database 22 of the second server 14 electronic
dossiers that have been created in the second access area are stored,

whereas in the database 20 of _the fir erver upit 12 electropic dOSS|ers
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t he UBS AG EPA-88 317 -12

Fig. 3 is @ schematic diagram illustrating an access control mechanism
according to the invention;

30 Fig. 4 is a schematic diagram depicting the individual software layers
according to a preferred embodiment of the invention;

Fig. 5 is a schematic diagram illustrating a client component according to
the invention;
35 .
Figs. 6to 9 are schematical depictions of GUIs of the invention for inputting
general data for a particular matter;



first server unit 12 is via the replication connection 24 in comunication

‘Wi th thaBsegond server unit 14 and in particular wth tgg.gdai;abase 22

containing el ectronic dossiers that have been created in the second access
area. Depending on the configuration of the first and second server units

12, 14, the replication connection s 28 may be a software or a hardware

solution. In addition to the interface 28 nenti oned above, the first server
unit 12 conprises an access control list (ACL) controller 30 in

conmmuni cation with the interface 28, a hosting unit 32 in conmunication
with the ACL controller 30, a database 20 for to electronic dossiers in
communi d,a0 %gqltg@ﬁq;{? ral bhittiormPof - af | ssor 34
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30

Now a first embodiment of the invention in the form of a "classical" client-server

application will be described.

Fig. 1 shows an exemplary client-server network topology according to the invention.
35 The network topology is divided in two separate access areas that are geographicaily

distinct from each other. The first access area may for example be a specific geo-

graphical region (city, country, etc.) and the second access area may be the rest of



is 12 conpletely contains the el ectronic dossiers of both access areas. The
‘corresp8méGing report generation processor of the secdER&8%&7ver unit 14 can
only create "local" risk reports on the basis of the electronic dossiers
stored in the database 22 of the secpgﬂ_server unit 14, i.e. on the basis
of the electronic dossiers that have en ~r~+~ed~t he-seGnd =-.~ ~
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3s Further conponents of the application running the server conponent

‘I ncl udeuss Adat abase for el ectronic dossiers, a conponentpA-ga3iknow edge
managenent, a refer UBS AG - 15 EPA-88 317 ence dat abase, an

.adm ni stration conponent and a conponent for nmanagi ng externally provided
reference data. The first enbodi ment “dekstri bed above with reference to
Figs. 1 to 4 is based on a s client-server approach. In the follow ng, a
second enbodi nent of the invention will be described with reference to Fig.
5. Accordlng to the second_enbodi ment, the server conponent is optiona
becauseE2HeOheHirshpeiygs Ui Ireard Higi5eepns) seivercunib il orisesa separate
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report tmmporatiyoor mayaerwmin egkablishiedhoverl lengeoperiodsosfstirae. pr ocessor 46 of
i the client conponent 40 on the other hand. The el ectronic dossier processor
46 of the client conpo zs nent 40 is arranged between the interface 42 and

a progr éﬁ\b@meﬁ@@ﬂasﬁrttérom the sihgle-bgaded etew denating te nelﬁvhcqtmg@mﬁacode

requi r eflof Q@%ﬁfcﬁtlénﬁé‘ﬁer%ﬁrﬁediﬁécdrhﬁmg b é%tﬁ?ép‘hcé | . T expl ai ned
bel ow wi t h refﬁ 18 gj: 18 ares ?19 &hes pr ogram
colfes hTFANGAR e Sﬁgﬂﬁhmﬁﬂ d?ﬁ’i'éteﬂr'ﬁ % ﬁ’@rﬁr%ﬂ e i

i nt er f adatabase2tdfahelseeond servepneitt 144 theodatabasxR@ofidhe fiestdbveraatiti er in

or oor ameatt AokEEE R e opgost BrBh, Y BAE Rlcior B e uest

dat a r epoits & acaes&emtml@:cordm@uawm@ altenélcempoments dGCs fcated imotheafirgber  of

——4¢EL£L+§a&ﬁ§%mE9% &Qwﬂg@ﬁﬁgyﬁ) éﬁﬁgﬂﬂ gf&ﬁéﬂ@ﬂ_ﬂL____
updated rogram code contro e ectronlc g053|er processor to

t r #nsni Fu'ih%’z taéﬁe%;r U@GS‘%"@@ICQ%&@F%W@@%% peEheji ‘é\“@'ﬁe“&%ﬂﬂﬂn% ations
net wor k comBhReAts CAHloeRdS tﬁé%eé@nd acééss afréa Kbmvld@i mt Khé‘s@@@n@ nt 56. The

L omoe e AP PYRE s AP AV b Daate, M ded atEEssadRL AT ol Fehofteifta e <™

client aoctgssribateletroniadessidrs thamhave been areated inthekset®nidsaccesearead by an
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25 It should be noted that in the databases 20, 22 of the server units 12, 14 additional
data not relating to electronic dossiers may be stored also. For such additional data
an additional replication connection may be established in paraliel to the replication
connection 24 depicted in Fig. 1. This additional replication connection may be based
on a two-way replication policy that ensures that the additional data is not only

30 transferred from the database 22 of the second server unit 14 to the database 20 of
the first server unit 12 but also vice versa.

The structure of the first server unit 12 belonging to the server component 10 of Fig.
1 will now be described in more detail with reference to Fig. 2. As becomes apparent
35 from Fig. 2, the first server unit 12 has an interface 28 for communicating via the
first communications network 16 (and via a load directory not depicted in Fig. 2)
with the distributed client components located in the first access area. Moreover, the



conponent 56 and stored in a central network database 58. In the database
-58 el edBE 8B c dossiers are stored that have been receifP&d@8 By t he network
conmponent 56 froma plurality of client conponents having a simlar
structure like the client conponent 40,depicted in Fig. 5. to If the client
conponent 40 executes a program code 88rt|on that triggers the generation
of arisk report, the report generation processor 44 of the client
conponent 40 accesses the database 58 of the network conponent 56 to
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so the handling of the event. Once all applicable data fields of the GU 64
“have bdélAFi|lled with the appropriate standardized or B¢mB8s¥tandar di zed
general data characterizing the particular event, further general data can
be input in the tabs "Specific" and "Rackground”. In the GU 3s 64 all tabs
from"Specific" to "Access" constitute control elenents that are adapted to
be activated by clicking thereon with a nouse to generate a correspondi ng
control signal. In response to generation of such a control signal a

speci fic program code UBS AG EPA-88 317 -18 portion responsive to
generation of the specific control signal is executed and the specific
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person UBS AG EPA-88 317 -19 responsible for handling the |egal event
consi deAscarding 1o the agseparantoel schemevdrpicted ia Figd, the ALLt enfossaskly the cost
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further specifies that users belonging to the first access area are allowed to read all
electronic dossiers available in the database 20 of the first server unit 12 provided

that their access rights have not individually been restricted.

35
Now the ACL enforced by the ACL controller of the second server unit 14 will be
discussed. The ACL enforced in the second access area does not contain any restric-



“maki ng U8¥A@rovi si ons corresponding to the amount of tHEA&kpEcted cost. This
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35 If the event affects the corrpany S reputation, the data fields

" Reput at$di%al Ri sk" and "PR Ri sk" have to be filled outEPAB§3IZ first step it
has to be selected with which intensity the reputation of the conpany is
touched by the event. To that end one P§ t he UBS AG -21 EPA-88 317

standar di zed classifications "l ow', "nediunt, "high" or "no reputational
ri sk" has to be selected. In a second step |t has to be described in which
way the event will get public attention by f||||ng out the data field "PR

risk" Wi N ndardi ze are_avail abl "no_exter

et T oct » 8, (8tabARe " SR SRt FormBRR B a ZpRpohaF o BRnRdbE S er i ¢ e
nat i onahald:;opmvam redecenCewstai ned national and limted international nedia
coverage". The data field "Oher R sk" of the plurality of data fields 96
of the QU 94 helps to identify those | egal events that have
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houl d ded | ob t | at | |
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devel opﬁﬁﬂ%@%‘ﬂ&@ "13%.5? ‘FeeE%#:‘Q The event has already been included in the

\I‘Me)pt)ll:] . t 9\59%&@7‘?%& éﬂb%?eﬁﬁr&pﬁ:lﬁ a ne%knc%n%neern'tqlo éjc%\ér&tﬁa T the Tivage ! ast
tion (here configured as client component) comprises an interface 42 which is
arranged between a communications network 43 on the one hand and a report
generation processor 44 and an electronic dossier processor 46 of the client compo-

; nent 40 on the other hand. The electronic dossier processor 46 of the client compo-
25 nent 40 is arranged between the interface 42 and a program code memory 48. In the
program code memory 48 the program code required to generate the GUIs and the
input requests that will be explained below with reference to Fig. 6 to 11 and 13 to
18 are stored. These program codes have been loaded into the program code
memory 48 via a further interface 50 of the client component 40 from an external
30 data carrier in the form of a CD-ROM or DVD 52.

The program code memory 48 contains a program code that controls the electronic
dossier processor 46 to request data required for creating or updating an electronic
dossier from a user of the client component 40. Once an electronic dossier has been
35 created or updated, the program code controls the electronic dossier processor 48 to
transmit the created or updated electronic dossier via the communications network



-22 EPA-88 317 The event has already been reported in the | ast GRR
However'®54fnce then no materi al devel opnents that are W6PER% 0 be i ncl uded
in the GRR have occurred. As has becone apparent fromthe above, the GU 94
depicted in Fig. 11 is, besides s theygd 84 depicted in Fig. 10, the main
interface for inputting standardized risk related data for a particul ar
event. In many cases, the risks associated with an event are covered by an
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data i j j Y ' %t te
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new el ectroni c ‘dossi er en create ate notification can be
prevented. The further data fields 102 of the GJ 100 depicted in Fig. 13
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] S élC B haF t P be
sel ect eePMACReRE hastingithe progiam gpde must be typed in the web browser of a client
component or a corresponding link has to be activated (first embodiment depicted in

30 Figs. 1 to 4). In the second embodiment depicted in Fig. 5 the program code con-
tained in the program code memory 48 of the client component 40 has to be exe-
cuted.

In a next step, authentication and authorization steps are performed to verify the
35 user's authentity and to check whether or not the authenticated user is actually
authorized to create or update an electronic dossier. Once authentication and au-



es ance Claim' 81 in the "Specific" GUJ 80 depicted in Fig. 8. If, however,
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UBS AG -25 EPA-88 317 transmtted by a conmuni cations network to an
authorﬁp§E¢n charge of processing the electronic insur%ﬁ@§9Veport. The QU
110 depicted in Fig. 17 has a plurality 116 of further control elenents
(l'inks) s which allow to manage risk-gqgports, to view deleted risk reports,
and to view risk reports by "Closed by Date", "C osed by business

group/ busi ness unit", by "Open defendant™ or by "Qpen plaintive".
Furthernore, a plurality 118 of further control elenments is provided which
can be : i ' [ ' : Cpﬁ? i on and
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report generated by a specific user may be control | ed.

ahnv P- ~tagdaichesk Filatediigires yhighhareningst visrthgrdata ifmcaﬁﬁér BF the tabhdiRBE-p~s
of cials" will now exemplarily be explained. The data field "Initial Value" refers to the
35 first amount claimed in a particular proceeding by the claimant. The data field
"Current Value" denotes the most recent amount claimed by the claimant including

any interests. The data field "Value in Settlement" relates to the amount the person



20 the present invention and alterations and nodifications may be effected
t heret JBSH¢ those of skill in the art, w thout departi ERA-38%3dT t he scope of
the invention which is defined thoroughly by the clains appended hereto.
‘UBS AG EPA-88 317 _27_ Cains 1. A netyprk conponent (10) serving at |east
a first group of network conponents ( , conprising: s a) a hosting unit
(32) for hosting for the first group of network conponents (CC) at |east: -
a first program code portlon for generatl ng one or nore graphical user

obs" S bl el O B IS b e S T
el enentngazteh thergxpetipd edst lvape evalaatdd/and dntered ém thiebpprptiats tiataont r ol
et I TRE ERBEBHRISER BR10eP Bdchi F SHRTH drlelnB Wil iy o
for a pevantcln atheraverds tg@ deta field xpdcted Gost'ehelps tomecorddbsiexpediedtiet

part i Cubedl|tsirRy outedite.g. 8 spatifiel di d[ﬁ@é%mcﬁﬂﬂe portion responsive to

generation of the first or a second IS control signal to generate a request
for the input of standardized risk related data for the particular matter

to be iTied pdesni respinesiblecior handlmgllﬂ‘@ﬂﬁcmﬁ evene Ha@rtblréGfu@eit thethgiinglor a
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or nore ectroni c _dossl ers
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- processeill §@spolked nnmé atc@uht WIS RIMES tdthé sélbeledirisk types Forekdifble

Che'ti - biblisiansor By event St b yaBlub bkl e B it E@Wu@@ﬁ”?ﬁéﬁéndgﬁﬂokhke
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o1 cafitTersBhte b Plos, 35 ol 22, 1B b Bl gbogﬂiﬁkglﬁ%?ﬁ% fige ppegie
server tisk or amarkehaisk (bigt ABhsthe(mylswnmgmms:e&bﬁuglstedimwmﬂ initiatad by3. The
net wor KtrgOpgsnesst uk uPJNﬁtdwﬁ’eldM%rp@mfn%eﬁe tev'éﬁwséoe %a?gfe\éﬁs the

first gr VI a

second @QHE'efr’%g’P@nfﬂfofrﬂa@%é&'&a&% EBHB’WE’%? %f Wé'%"\lﬂ) ’tco Khdht s
(35 mmmamwwﬁmmmﬁmmmpﬁmmb
© fields 90.

A further financial risk arises out of legal fees related with a particular event. Such
legal fees include for example costs of outside counsels, fees for court proceedings,
“ etc. When creating an electronic dossier for a specific event, an appropriate figure for
25 the approximate legal fees has to be estimated and entered into the data field "Initial
Expected Legal Fees". If the expected legal fees exceed a certain amount, a provi-
sion has to be made. To that end an appropriate figure is entered into the data field
"Provision Legal Fees".

30 Whenever an invoice is registered for payment, the relevant amount has to be
entered using a GUI not depicted in the drawings. This allows to automatically
determine and display aggregated legal and court fees for a specific legal event.

The standardized risk measurement approach described above with reference to Fig.
35 10 helps to greatly facilitate automatic risk reporting and automatic provisioning. This
will be described in more detail below.



UBS AG -28 EPA-88 317 4. The network conponent of claim2 or 3, wherein the
~replicdB?&n connection (24) is configured to replicat &EPABR3¥| ectronic
dossiers stored in the databases (20, 22) of the first and the second
-server units (12, 14) according to a_ ?Qe way replication policy. 5 5. The
network conmponent of one of clainms 1 4, wherein at least the first
server unit (12, 14)‘is an HTTP server. 6. A network conponent (CC) of a
network system conprising: io a) a nmenory (48) for program code portions;
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data f a partlc ar matter t e Inclu n an el ectronic dossier of the
particular matter; and - ~
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tré‘”smcfaﬁ:é Qggﬁlﬁ&fgﬁ@cls%awnqbq;oé]ol? central database (58) of the network
ort

system gener at'i processor (44) or access to a report
generatlon zs processor via the network interface (42), the report

?gg)er ?tASO(fearlgF?@?gﬁ'g;‘ri:éd f@@ f(l?ﬁpgg rttjﬂ@efdsﬂéfeﬁfﬁ risR cg fERrfestdre cmmgwpeaat ﬁbatsﬁe
b eI bR skttt risk endshautnt (G BpaaBendh Eiskl fXthenn: ¢
dossi erembadiment depictet inoFig. tbipe risk typd "Corapligncel Riskisbélohging, toWhetrgkg t
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DRET ety shfiSed RAEPHek Bos bEen eRfitbal e R \bE CBflpfiat REKD! Slet  ned
ri sk clrakées tQ:Eha ks that dhe caepany ideea nDbﬁommlwmti'lrﬁpwtablﬂd&i\ds,rln’sﬂ(naie)rat ed
figur esexternHB@fgﬁ‘i%t‘r&% cFt r@sﬁ%ﬂ%ﬂtg aﬁd J@ﬁt et % %é“d)ﬂﬂﬂfﬁgrgn nef claims

1to7 control el enent
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etc.).

After the standardized risk type has been selected, the risk associated with the
specific event has to be classified with respect to one of the predefined categories
30 "low”, "medium" and "high". A low risk means that there is an estimated probability
- between 0 and 25 % that for example the company will lose a litigation proceeding.
The corresponding percentage range attributed to a medium risk is 26 to 70 % and
to a high risk 71 to 100 %.

35 If the event affects the company’s reputation, the data fields "Reputationa!'Risk" and
"PR Risk" have to be filled out. In a first step it has to be selected with which inten-
- sity the reputation of the company is touched by the event. To that end one of the



10. The network conponent of one of clainms 1 to 9, wherein the first or a
fifth i¥B5AGogram code portion is programed to generat epmsdnaarth GU, the
fourth GU having a fourth control elenment for triggering the definition of
a report format, said fourth control enment being adapted to be activated
to generate a fourth control signal, wherein a sixth program code portion
i's responsive to generation of the fourth :

eant ra~si gnaF-t o- gener at e- a- reques (t30rfor-the~at of report-fornmat
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so an einsemasianal nned@ (IQVeyagesport by automatically processing the insurance
related data included in one or nore of the electronic dossiers. UBS AG
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responsive to t|on of said first or"a second control signal to

ge er at EOP Paﬁﬁ St he i nput of standardized risk related data to is be

included in the electronic dossier of the particular matter; b) storing a
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15. A c(ﬁ@lﬁMlﬁg starsiardinedh inputis aresogepiteding at | east one of the first to

~third program code portions of one of clains 1 to 12 and program code

‘. portions for_ causing so gne or nore network conmponents (10, CC) to perform
th® steps ofreyRfigk Teport (GRR) not relevant:

The event should not be included in the GRR

- GGR new:
The event will be included for the first time in the GRR. As a rule, all legal
30 events with an expected cost (legal risk) higher than a predefined amount or

with a very high reputational risk should be included in the GRR.
- GRR material developments since last report:
The event has already been included in the last GRR. Since then some new de-

35 velopments have taken place which are worth to be mentioned in the GRR.

- GRR no material development since last report:
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@;Q%& (éleé@&(ﬁic (dosél@-ﬂf/&eéﬁed By activating a control element in the form of the
"Dates" tab for example of the "General" GUI 64 depicted in Fig. 7, a control signal is
generated in response to which the "Dates" GUI 100 depicted in Fig. 13 and request-
ing the input of insurance related data is displayed.

“os Insurance related data are input via a plurality 102 of data fields including a data
field requesting the incident date. The incident date is the date on which the inci-
dent, error or breach took place which gave rise to the event and the risk associated
therewith. A further data field requests the date of discovery of the incident. This
data field is of high importance in connection with automatic insurance reporting

30 because the insurance usually must be notified within a specific term after the date

 of discovery of the incident. By means of an automated electronic insurance report
that is initiated immediately after a new electronic dossier has been created, late
notification can be prevented. The further data fields 102 of the GUI 100 depicted in
Fig. 13 include a data field for the input of the date of demand (i.e. the date on
35 which an opposite party makes a formal demand for compensation). |
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10
If after evaluation of an electronic insurance report the responsible authority comes
to the conclusion that the reported event is not relevant for insurance purposes, this
event will be deleted from the fist of events for which further updates have to be
reported. In such a case the option "No” has to be selected in the data field "Insur-

15 ance Claim" 81 in the "Specific" GUI 80 depicted in Fig. 8. If, however, the event
becomes an insurance issue, the option "Yes" has to be selected. In this case an
update of the insurance related data will be requested on a regular basis in line with
a specific risk report update process. In such a case an updated electronic insurance

reportis-automatically generated-based-on-the information-entered during updating
20 of risk related data. '

In Figs. 14 and 15 two optional GUIs 103, 105 are shown which enable the collection
of insurance related data. The GUIs 103, 105 can be accessed via optional tabs titled

; “Insurance Working” and “Insurance Details”. The GUIs 103, 150 include a plurality

s of data fields for entering standardized and non-standardized insurance related
information. For example GUI 105 includes a data field 107 relating to an insurance
assessment. The selected option will be displayed by display element 92 of GUI 94
depicted in Fig. 11, The GUI 105 further comprises a control element 109 in the form
a hyperlink to an applicable insurance policy. Since the individual data fields of the

30 GUIs 103, 105 are self-explaining, a more detailed description is omitted here.

As has been mentioned earlier, access control is an important feature of the inven-
tion. One aspect of access control relates to the individual definition of users that are
aliowed to access a particular electronic dossier. To that end a control element in the

35 form of the "Access" tab is provided for example in the "General" GUI 64 of Fig. 7. By
activating the "Access" tab of the "General" GUI 64, the GUI 104 depicted in Fig. 16
Is displayed. The GUI 104 requests the input of access control data. The data fields
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@ (A)\s ggon as a[(l )relellant datg)characterizing a specific event have been included in a

10 new electronic dossier or updated in an existing electronic dossier, the relevant data
have to be included in an electronic report for this electronic dossier. In order to
create such a report, a control element in the form of a "Reports” tab of the initial

- GUI 60 depicted in Fig. 6 has to be activated. In the view of Fig. 6 the "Reports" tab
is hidden behind the "General" GUI 64.

15
When activating the "Reports” tab the GUI 110 depicted in Fig. 17 is generated. The
GUI 110 depicted in Fig. 17 comprises a control element 112 titled "Create Reports".
By clicking on this control element 112 automatically all information which is required
for-the reporting-process-is saved in-a-(risk) report for-a-particular newly created-or

20 updated electronic dossier as per a specific date. Such a report can thus be consid-
ered as a snap shot of the information of a specific electronic dossier on a specific
date. Before the report is saved and released for the risk reporting process, it is
necessary to check whether the information contained in the report is accurate.

; Changes cannot be made in the report itself but only in the electronic dossier via the
25 corresponding tabs of the particular GUIs.

Once generated, the risk reports are saved as HTML documents in an appropriate
database (Fig. 4). By activating the control element 114 titled "View Reports" of the
GUI 110 depicted in Fig. 15, the risk report of any electronic dossier for which a user

30 has access rights may be retrieved from the corresponding database and displayed
by the browser.

When an electronic risk report for a specific electronic dossier is saved, the informa-
tion contained in the electronic dossier is automatically evaluated with respect to the
35 criteria discussed above to determine whether or not an electronic insurance notifica-
tion is required. Should an electronic insurance notification be required, an electronic
insurance report for the particular electronic dossier is automatically generated and
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the generation and display of a group risk report with respect to all electronic dossi-
10 ers available in a specific database. Due to the use of standardized risk related data
the generation of the group risk report is greatly facilitated. Possible options include
the generation and display of a group risk report relating to new electronic dossiers,
electronic dossiers subject to a material development, electronic dossiers subject to
no material development and electronic dossiers relating to a particular business
15 group or business unit.

For example by activating the control element titled "New" of the plurality 118 of
control elements, a control signal is generated which causes the creation of an

electronic risk report-relating to-newly created electronic-dossiers-that have been
20 selected to be incorporated in the group risk report.

In Fig. 18 a GUI 124 in a form of an electronic group risk report for newly created

electronic dossiers is shown. As becomes apparent from Fig. 18, the group risk

PR report includes for every event which is part of the group risk report a plurality of

C 2 data including the business group, the business unit, the type, the subject, the
responsible, the reputational risk associated with the event, etc. The exemplary
electronic risk report depicted in Fig. 18 includes only a single event. However, if a
plurality of events had been classified "GRR new", the corresponding group risk
report would list several events.

30
In order to enable an authorized user to generate a risk report containing individually
specified data, an authorized user may himself define a specific report format by
inputting appropriate report format data. Fig. 19 shows a corresponding GUI 130
requesting the input of report format data to be processed by the report generation

35 processor when generating a specific electronic risk report. The GUI 130 enables a
user to create a report format by selecting via a plurality of data fields 132 the
information to be accumulated in the user-defined risk report.
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Alternative report formats could be used for example to create an electronic risk

report containing all events handled by a specific internal responsible or external
lawyer. Such risk reports help for example to distribute events subject to a high risk

15 more evenly. In context with the generation of risk reports it should be noted that by
implementing specific replication and access control mechanisms the content of a risk
report generated by a specific user may be controlled.

——__The above-described embodiments of the invention are_intended to be examples of
20 the present invention and alterations and modifications may be effected thereto, by
those of skill in the art, without departing from the scope of the invention which is
defined thoroughly by the claims appended hereto.
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or updating electronic dossiers, the first control element (62) being adapted to be

10 activated to generate a first control signal;
- a second program code portion responsive to generation of the first control
signal to generate a request for the input of general data for a particular matter to be
included in an electronic dossier of the particular matter; and
- a third program code portion responsive to generation of the first or a second

15 control signal to generate a request for the input of standardized risk related data for
the particular matter to be included in the electronic dossier of the particular matter;
b) adatabase (20, 22) for storing a plurality of electronic dossiers for the first
group of network components; and

c)}—areport-generation processor (34) having-access to the database (20, 22)for

20 generating an electronic risk report by automatically processing the standardized risk
related data included in one or more of the electronic dossiers.

2. The network component of claim 1, wherein the hosting unit (32), the database
: (20) and the report generation processor (34) belong to a first server unit (12) and
“ 25 further comprising: g
- a second server unit (14) having a similar construction like the first server unit
(12), the second server unit (14) serving a second group of network components
(CC) and being preferably co-located with the first server unit (12); and
- areplication unit (36) for establishing a replication connection (24) between the
30 database (20) of the first server unit (12) and a database (22) of the second server
unit (14).

3. The network component of claim 2, wherein the first server unit (12) serves the
first group of network components (CC) via a first network (16) and the second

35 server unit (14) serves the second group of network components (CC) via a second
network {18) which is different from the first network (16).
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5. The network component of one of claims 1 to 4, wherein at least the first
server unit (12, 14) is an HTTP server.

6. A network component (CC) of a network system, comprising:
10 a) a memory (48) for program code portions;
b) program code portions stored in the memory (48) and including at least
- a first program code portion for generating one or more graphical user inter-
faces (GUIs), a first GUI (60) including at {east a first control element (62) for
creating or updating electronic dossiers, the first control element (62) being adapted
15 to be activated to generate a first control signal;
- a second program code portion responsive to generation of the first control
signal to generate a request for the input of general data for a particular matter to be
included in an electronic dossier of the particular matter; and
- ——a-third-program-code pertion-responsive-to generation of the-firsk-ora-second—————
20 control signal to generate a request for the input of standardized risk related data for
the particular matter to be included in the electronic dossier of the particular matter;

C) a network interface (42) for transmitting electronic dossiers to a central
database (58) of the network system; and
d) a report generation processor (44) or access to a report generation

25 processor via the network interface (42), the report generation processor (44) being
configured to access the central database (58) to generate an electronic risk report
by automatically processing the standardized risk related data included in one or
more of the electronic dossiers.

30 7. The network component of one of claims 1 to 6, wherein generation of the
request for the input of standardized risk related data includes the generation of at
Jeast one of a menu for selecting predefined risk classifications and a data field for
inputting standard risk related figures.
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9. The network component of one of claims 1 to 8, wherein the first or a fourth
program code portion is programmed to generate a third GUI (110), the third GUI
(110) having a third control element (112) for triggering the generation of the
10 electronic risk report, said third control element (112) being adapted to be activated
to generate a third control signal which causes the report generation processor (34,
44) to generate the electronic risk report.

10. The network component of one of claims 1 to 9, wherein the first or a fifth
15 program code portion is programmed to generate a fourth GUI, the fourth GUI
having a fourth control element for triggering the definition of a report format, said
fourth control element being adapted to be activated to generate a fourth control
signal, wherein a sixth program code portion is responsive to generation of the fourth
— —————=controtsighat-to-generate a request (130)-for-theinput-of report format-datatobe ————
20 processed by the report generation processor {34. 44) when generating the elec- '
tronic risk report.

11. The network component of one of claims 1 to 10, further comprising a seventh
program code portion responsive to generation of the first or a fifth control signal to
5 generate a request {102) for the input of insurance related data to be included in the

electronic dossier of a particular matter.

12. The network component of claim 11, wherein the report generation processor
(34, 44) is configured to generate upon receipt of the third or a sixth control signal

30 an electronic liability report by automatically processing the insurance related data
included in one or more of the electronic dossiers. |
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13. A method of controlling one or more components (10, CC) of a computer
network, comprising:

a) storing a plurality of program code portions including

- a first program code portion for generating one or more graphical user inter-
faces (GUISs), a first GUI (60) having at least a first control element (62) for creating
or updating electronic dossiers, said first control element (62) being adapted to be
activated to generate a first control signal;

- a second program code portion responsive to generation of said first control

signal to generate a request for the input of general data for a particular matter to be
included in an electronic dossier of the particular matter; and

- a third program code portion responsive to generation of said first or a second
control signal to generate a request for the input of standardized risk related data to
be included in the electronic dossier of the particular matter;

b) storing a plurality of electronic dossiers, each electronic dossier including
general data for a particular matter and the corresponding standardized risk related
data; and

— —————¢)—inresponsetoreceipt-of a-controt-signal;-generating-an-electronie riskreport-by-——————
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automatically processing the standardized risk related data included in one or more
of the electronic dossiers.

14. The method of claim 13, wherein processing the standardized risk related data
included in the plurality of electronic dossiers comprises accumulating standardized
risk related data included in the plurality of electronic dossiers according to a prede-
fined report profile.

15. A computer program product comprising at least one of the first to third pro-
gram code portions of one of claims 1 to 12 and program code portions for causing
one or more network components (10, CC) to perform the steps of claim 13.

16. The computer program product of claim 15, stored on a computer readable
recording medium.



