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10 The present invention relates to a method and apparatus for distributing storable
content such as audio, video, text or software content and in particular to a method for

distributing and enabling encrjrpted or otherwise protected content.

BACKGROUND INFORMATION

As distribution systems for various types of content have historically developed,

15  distribution systems have taken on certain relatively inflexible structures. For example, in
distribution of music or motion pictures, a publisher typically produces, or arranges for
production of, physical media (such as CDs or video tapes or DVDs), arranges for sales
through retail lolcations, mail order houses (or in the case of movies, to movie rental
services), with royalties from the sales going to the content owners. It is believed that a

20  more flexible distribution system, e.g. allowing content owners to decide whether to sell
physical media, bitstream content, or both can not only enhance revenue streams for
publishers and content owners, but also make content more widely available to
consumers.

The need for alternative channels for content distribution is consistent with the

25  popularity of electronic downloading of content, including downloading of MP3-format
music and other content. However, electronic downloading, in current forms, is relatively
susceptible to misuse, sﬁch as copyright violations, depriving content owners of potential
revenue. Accordingly, it would be useful to provide for content distribution in a fashion
which is relatively flexible and/or which can assist in protecting content owners’ rights.

30 Many traditional approaches to distributing stored content, such as audio, video,
text or software content, involve distributing media (such as print media, magnetic or

optical media and the like) which, once distributed, can typically be freely used by any
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Typically, this manner of distribution means that distribution of the physical media and

payment for content must be tightly coupled such as by providing for both distribution
and payment at a retail location, by a mail transaction (such as a typical book club

10 h'ansactlon) by electronic downloading and electronic comunerce, and the like, Such
distribution methods have substantial associated costs, such as costs of warehousing,
retaﬂ personnel, and the like. Accordingly, it would be useful to provide a content
distribution system whlc_h can be configured such that distribution of the media can be
independent from payment or payment commitments, and/or independent from

15  enablement of the content.

In some systems such as U.S. Patent No. 6,009,525 issued to Horstmann,
involving electronic storage of information on media, the media which is distributed is
encrypted or otherwise read-protected and the user must prévide acode suchasa
password in order to have access to the content. This approach, however, although it may

20  ‘assist in certain schemes for avoiding unauthorized copying, has typically had other
associated disadvantages. Such approaches typically provide for coupling the enablement
of protected content to a particular computer or media reader, e.g., such that it is
cumbersome or impossible to use the media in more than one machine (such as imposing
a requirement for remembering, and then entering, the password when the media is

25  provided in a second computer or reader), i.e., there is no provision for the media itself to
provide, to a computer or reader, information regarding previous content enablement,
‘When protection codes or keys are established and stored by a media fabricator (or the
fabricator of a media player or host computer), or otherwise provided prior to distribution
of content to a customer, the system is typically relatively inflexible, provides the

30 potential for using a copy of the code or key to access multiple media, and presents a
potential for interception of enabling keys or codes. Additionally, many schemes are
configured such that an exact “binary” copy of user-accessible portions of the dxsk wiil

result in a copy which can be accessed in the same fashion as the source disk.
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permitted or encouraged to make copies, and thus bear the cost of copying, while
25  providing for appropriate payments to content owners and other appropriate entities. It
would be useful to provide a system that does not prevent (and preferably encourages)
copying, but which does provide copyright protection.
Some systems involve a key, code or decryption algorithm which is stored in a
player device or host computer in a manner which can make it feasible to obtain the code,
30  key or algorithm, or to defeat the protection procedure, by analyzing or modifying the
player or host computer, thus potentially gaining access to any disk used in such player or
~ host computer. Accordingly, it would be useful to provide a system in which access to a

player or host key or code will not suffice, by itself, to obtain access to multiple different
disks.
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sane fashi @8 @?m%ﬁ?Pr%?e%bqﬁ tﬁlai e§clﬁVe ¢Gdes stored on the media are used in conjunction with

a media serial number or other media identifier in such a manner that a code which permits

access to content on one copy (having a first serial number) will be inoperative to provide
access to such content on a second copy (having a second serial number).

In addition to allowing parties to provide for physical distribution (i.e. for
distribution of a disk or other physical medium on which content is or can be stored),
embodiments of the present invention also can be used in connection with providing
electronic distribution, i. e. in which parties can choose to transfer content from a source

to a destination by means other than transferring a CD or other physical medium on



AVENDED SHEET 21 July 2004 Accordingly, it would be useful t rowﬁ
systemin which a binary copy of user- accessible portions | yly|2Q ‘gt
partially disabled, e.g. requiring a paynent to obtain access. Sonme systens
for producing opti cal di sks allow different disks to have different

i ndicia. Some such systens provide for a step of selectively destroying
pre-f or mat tvédclb thegiootest iSstdredy &t ams btabcﬁiimentureﬂmtromt distsibadvan tisdedes s

aspects. Sy cti re-formatted ions are
i nherently %&ﬁ@:g%‘f\%b;g%? g’c}t g %egg ﬁqypergélﬁﬁg?’n}“ﬂgﬁu?%r@%esé'fi 3% &8 or ded
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provi de di Regardleas oﬁmeth&ﬁdlmbum is bynplossival distnibethnt entlecramicedisniboidng, but
al so i ndi vi r abl L qu |f|er on _each di sk, using
non- dest ru@?#gjgb%'?éa%(lr:’%h‘? gg’vgér C%Q ok %% k. (r?heo\}?cousa%i utt°| keii asygrﬁ%rﬁr-g(:ey
especially systcrséonmd>ta¢tlrugg;ontentel ect ron| caI ly or opt| cal |y stored
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encrypti on/fnbbmrlyptdmugblindmmrgetadefasd dmtubumdner stand that copy protection
is not the same as content encryption and that copy protection is not the
sane as copyright protection. |Inplenentation of effective copy prevention
measures neans that the entire cost for making copies falls on authorized
di stributors. Accordingly, it would be useful to provide a systemin which
custoners are permtted or encouraged to nmake copies, and thus bear the
cost of copying, while 25 providing for appropriate paynents to content
owners and ot her appropriate entities. It would be useful to provide a
system that does not prevent (and preferably encourages) copying, but

whi ch does provide copyright protection. Some systens involve a key, code
or decryption algorithmwhich is stored in a player device or host
conputer in a manner which can nmake it feasible to obtain the code, 30 key
or algorithm or to defeat the protection procedure, by analyzing or

nodi fying the player or host conputer, thus potentially gaining access to
any di sk used in such player or host conputer. Accordingly, it would be
useful to provide a systemin which access to a player or host key or code
will not suffice, by itself, to obtain access to nultiple different disks.
-3 AMENDED SHEET 21 July 2004
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SUMVARY OF THE | NVENTI ON The present invention includes a recodhiutly 200Hf
certain problens of previous approaches, as described herein. According to
the present invention there is provided a nmethod for a content owner to
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users. Oonttapaymcaaéscqesﬁgmlmermmonppéﬂ?emmryde&mm i ng reading or access to
at | east portr 0, tored on
the nedia, e. ('i)r,pﬁus ‘L?; thr%ran e u%?ngpglrg;%ﬁtcgﬁér g@er a%ﬁql&ﬁgqa%%ccg%?@ve codes
st ored I6n tﬁagxnmmnéemabb;nwsed contentonfluthet it Bmotvidekssary ttnebia!a pepnéml orpunber or
ot her nedi a ide t| | Ll 0 access
o content ORI Ho?yawen %?lhe%rr@ﬂé‘%ledlﬁ lsal}l?th buft %h%a&% Jeag}bfneiper i os
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on 4 21 July 200 h the c nt ent . nmhodi nent
el ectronic aﬁ‘r'%sf ﬂd&ﬁhﬁ 'g?‘lccfsﬁﬁii‘rﬂ ggtm@}t:gﬂ% ﬁ‘b{f)ﬁdefdm?" B’Fn'gn rsst? PO 9. over
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link, a satellite or oth% W T el e§§ communi cation |ink and. the
whether a payment 1s being received for a customer-made copy or a manufacturer-made

25  copy and, if desired, different payment requirements may be imposed (e.g., to avoid

charging customers for the manufacturing cost of customer-made copies).
Because it is possible to selectively enable some content while protecting other

content, media may be distributed with free content which can include, e.g.,
advertisements, either for protected content thereon or general advertising. Advertising

30  can be presentational or interactive (e.g. prompting for user input and, preferably,
providing additional advertising content in response to such prompted-for input). In some
embodiments, advertising is provided on fully or partially blank media (intended to be
used by customers for copying other media) and price structures for blank and/or for

content-bearing media may be established depending on the presence or absence (or the
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like. In sone cases, there may be a distribution chain which ilrs]v[olzg)ﬁg bot h
electronic distribution and creation (and distribution) of 8

simlar physical nedia. For exanple, in sone enbodi nents, bit stream or
electronic distribution is used to transfer content to an el ectronic point
of sale, such as a kiosk, with a disk or other physical nedium being used
to store such downl oaded bits streamcontent, e.g. for a purchaser.

Regar dl ess enfblerhait lve rnodérmbfehteut)i afmdv&*tlbgmepimy dh Gae dinsodinatid, Gian@isabled

el ectronic gﬁﬂt“ bué n, OCSIErtef Y g nt ent rs can exercise a choice
whet her or 2REFUTB S AT FHESIUIEATY. ﬁfi) ye %’taé’ilﬁdl’%’iﬂa otecting content. Media
identifiers in Mwessabmjcm@ﬂﬁtmntpr@:amrbemdy B¢ piondted by rostéctingthdrhehbedfof

fashi ons inpcludin ted nass ution 2 04, WO
bittuato patriELiiedn 4Be GEILR REbE Bl Bkl leblaPit 76 RoT e LT PRaS bY o i |
| ocation dipsdvridibgmnlpnnqaroebﬂyabblyuwl)t few mintheeobasie sita MBIsoprefetabbf a dhgle east

t t t th t t
Panned or - RS Re BRyBEoh By HeRS britiis wacss e g Nians Y By oF
met hods. ledrffarait h%(eﬂlaanmmﬁoam*s aidior stingineswihes. &n fab& embodimen] thy agves @dé ed
nt ent e _a paynment . or, co ment. for payne as in
SOt f asihlsRafE e ek Gl fnfae Aol RoRlion R P RE St Geannh y
el ect r oni caither diractlyp frefntha@bileytiaion conté@hiners or&ﬂa&ﬂ&ﬁ@f@ﬂhn@iﬁﬂfr@ﬁb&bﬁﬁﬁw ally
nknown to the ¢ tocre a _code, cul at.e Qn th
e modi o PR fERa Sirdnbged snf o Thel St Putbiet i oty B B o
i‘ nf (ﬁr mat i Olhlghet![{lﬁll@dsm& tthelategdaeunau'ﬂsy SﬁlgrtGCba@mgtdiletoﬂ‘th and §13®| ft .relafes ttdfill tsh
ashi on, onc e [ e accessed in an e
i ar ai 1ty GroRdSef Bl Frnbpete Rl el PR E R R A e or med,
i f desireda fuder amberhmemg:fsl&qqamhanmlbn anshef udibg explbiingkellimgloe Rintipguch as
| ted t t t
For  Cand acigutat®p i e PR achES sile B RIS  hi s vyt he
di stribution of Mdiia whidh atotaprobeeted bsteandandiel disttibyred &t edrsfwisioul theprydrent

and enabl enent ntent suc n .t IS not necess 0, obt ai.n paynent,
or a comﬂ??rr%ﬁlfle?tggﬁ'ﬁ ?ﬁ@e@f{ a?ﬁ%’“??%@%‘ﬁ@“ﬁ% %pffrg’“)éls‘i?tral ]g{?f hﬁ’e Hhis
makes it f esspodskaotwhichmassterdi mayr bdz)tehﬂalai;ldzhd/br lnbermdqa@rseteaﬁw paly $orf iahdit e
nmedia, e.g e t ai p rlate nts

f or conten{ecegggﬁ%géem?%gg-%ﬁg&e%uﬁgmﬁiP’%lyé?o ﬁ’rnflﬁ rg?n?gg °n e iRy '%ﬁ{geed in
mul tiple plaay:cmbieym giperotirmet Follayaignthe fitsn p@ibtenient ofxmaeas at@smglttﬁm‘ay bxr 20
copi es mad%x rom oro ea‘,(‘:“cesli1 %cgb ed. Cos%é free co in f the nedia can be
permitted ~and even encouraged, “s¥nle® Bjedo fsectoﬁ %V(S%“ s nust still nake
payment in order to obtain access and thus the cost of making copies is
shifted fr t referably, nmedia identifiers or
ot her nedi a~stored T uﬁ(uintbaﬁ to discern whether a paynent is
bei ng recei ved Figl & atistkalisgramabieviog pyveon! majoreompaehtsrof nspaen a2ordingpy and,
i f desi red |ffe§en§n§veg %rrent requi renents may be inposed (e.g., to avoid
char gi ng cus 0 & manuf act uri ng cost of custoner-nade copies).
Because it is pcﬁgab*ebtookslmlgmt ineidingetetalik of s productntoempondni bfa pysednect i ng
ot her

q

according to the present invention;

Fig. 3 is a block diagram depicting a direct mail distribution system;

Fig. 4 is a block diagram depicting a retail store distribution system;

Fig. 5 is a block diagram depicting a user-copying distribution system according to
an embodiment of the present invention;

Figs. 6A-6F are block diagrams depicting sequential stages in media enablement

according to one embodiment of the present invention;



content, nedia nay be distributed with free content which can 2nhaliygend
e.g., advertisenents, either for protected content thereon or general
advertising. Advertising 30 can be presentational or interactive (e.g.
pronpting for user input and, preferably, providing additional advertising
content in response to_such pronpted-for input). In some enbodinents,
advertising is provided ibhblogk fiperem dspictinmidvertisimgrionteaticeofding nged to be
used by cust omeg$olidient ' dia) and price structures for blank
and/ or for content-pea?ﬁ%%ﬁgrrseﬁ%%ﬁtggﬁbe est abl i shed dependi ng on the
presence or absenceF{@B ithblockdiagratudepic@fiffiowe pabif@imRiibn @id ABS RABLE VRS Of
adverti senents nﬂitﬂels% diﬁé}ﬁ)oéjnie rg)ts ng@-di sabl ed advertisenents are
automatical |y displaye 21 Epoditpent, g the present dnveptinie apdh cul at i on
procedures fay be pFig Ritetlotlydis@aniilgtrafig 4 Hexine ARG LU ns!,rs’?egﬁ,rdl%r fglgS or
other facilities \Mgecge- at(r:ﬂ% ss code, cal cul ati ons are pertorned, sucﬁ‘ A by
provi di ng onl y*BRECHBFEY @’%’?%PB‘E‘VQP@PV f ew nunber of such sites. Thus,
preferably a single access code calculation entity would provide access

code cal cul ati ,_fﬂr fferent nmedi a nanufacturers and/ or
cont ent owner s? ED' NO > PREFERRED EMBORIMENE site can

B G Pl
accunul ate a -dat abase defictednOFigeL, i0bhelRIREMAI MREE GRASE ;
either directl tfrgﬁgt h madi(? (,)rl C(_)enter]t owners or naéllacfegfg?,%&gérc@{,&glﬁd/or
from el ect r oni ¥ fbhifs " dee media sgliding sqrielinggbersrod othsepiefeably Suighe or
dat abase i %01 i kefiyieftty distribhted)Bhaiih ¥ieh ' ' i it r.elate
primarily only to‘apl)gz? ng 1,(:ug_t)ghmerls ah%ﬁeﬁér{%gbrﬁéﬁ%{%@ﬁﬁain;élﬁlg{“grf’é’flgc%f
mul ti pl e di ffefSAFMRIE24dionKide of ather imagndexds sofiateamtotienmierable et it sy |
a further - enboghmesttwiobh iR | o0 J.ovel.ves usin l oi tjng,
selling or renting Viv_nf or rra%r?%ﬁ&fe ?%ﬂrﬁrﬁgt&gﬁgoség{egtg?'a%ﬁerﬂe @?Plg#réﬁg%u S
cal cul ation siteastdpogianwhich iwwaiteabli bush as being sqiatiy enttesble Préferblys 82 ddgtent
di stributed tojsyhagk ] r nt.ar. the rinme of nedia
di stribution. Bay@ﬁd%gﬁag%veiﬂer?gﬁﬁtgashg% Sgeﬁéﬁ m{elcf'r%“ ﬁnﬁkﬁ’i‘ge%rr%'?l’é'e to
whi ch cont bht ®masiering techafsiues Meihollsand asersusmlyicls edretehise® liycdpayctfoafwigand

recei.ve enabl eggnt : ch. t.hat onlvy.portions of content on given
medi a may be acc’eagg1 F BF égﬁﬁg&ﬁﬁfééﬁail?%chﬁ%W‘#ﬂ Rrpfgcyng conteghams| enent  of
content, accesdeseritght sg.nyU SePatentpraptiedioaNoo Ve L 53 SEfikh WNW%#QAmJnQV
response to a . BRI.LEF SCRI PTI ON THE W NGS Fig.1 S a
bl ock di agram %ﬁ%’% gggeﬁrgml’ roxdyigpal Eﬁ%ﬁﬁ%ﬁf@%g%ﬁ(yw’@% fleddvae g@ 1908,
t hedpr esent .i nivdtotrieyrFile Ny 415!4-2-3’1&)\@0@0213&(1%&&{ A lidaﬁbﬁiﬂbﬂ@/?ﬁ,@df g g_
roducti o o t em raj tao the present 1 nvention; FiIg.
B Pes bl ok ariler 30,080 VAt Hexale. 413 ). Gimeto misus Rombugion sitermailg. 4
is a block di aye aseddenirovitling sach i bo $eRM18 6 Wdidah NPEdsRBA ShSHIE %mgggall 3f' S
a bl ock diagr q? depi gt [ ngtga HseL: C%)%a:qnqqsdl stribution system accordi ng {o
an enbodi ment '0f POHEG8EERt  iont8nfs dcrited glows A- 6F are’ bl ock di agr ans
depi cting sequenti @s depREMSin Fip. PeibRallPAEMERBRher 212, who may be, e.g., an author,
composer, publisher, music or motion picture production company and the like, provides
25 content 214 to a premastering facility 216. It is contemplated that typically the content
214 will be provided in unencrypted form, typically in digital form, although at least
some features of the present invention can be used when content is provided in encrypted
and/or in nondigital, ¢.g., analog, form. Although premastering 216 is depicted, in Fig. 2,

as a separate unit from the content owner and the fabrication, it is possible for some or all

30 units of production 112 to be provided by a single entity. Premastering 216 provides a
number of items to an injection molding or other fabrication facility 218. In some
embodiments, production of content involves encrypting or otherwise modifying the

content. In other embodiments, content may be protected by merely setting or clearing
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according to one enbodi nent of the present invention; 6 21 Jul3i APA0¢4 g. 7
Is a block diagram depicting advertising-content according to an

enbodi ment of the present invention; Fig. 8 is a block diagram depicting
flow of information and codes anong various entities according to an
enbodi ment of taﬁ present |nvent|on and 5 Fig. 9 is a block diagram

i ITustrating a'f&crpissonflagsippyarioghconiast which ateceratiizgd sl endorcedrbpaicapnt  of
the present i ny@ﬂ&ﬂsoﬂﬂ othdz ERAbbERLESICRIR FERRED EMBODI MENT As
depicted in Fig. in_one enbodi ment Ihfg};b%{){gﬁgdgﬁge AEFUYHY SO BHRE OT on
system 112, wi f# tﬁvégr@ﬁm@mmwd@s @ﬁtenaélbcamnmaes(FM) ahdiic lixeefanrabl y

uni que (or 10, 4 gtgd&hg&; a_identifiers.and preferably
some nedi a incl %l ng c dn¥md{h§#);dtpe%<d§:%)l egFﬂgtd%Pﬁse% cfl;bréﬁatIBP fasility 248e |
text, softwar erfer@thsnecha rfaroladione 224 ie also pRivide@ asiich @@rﬁﬁcm&e i&mrﬁﬁnbﬁ such
encrypt ed or ogﬁ%ﬁﬁe&gaﬂ} E%)rot ec ed. The nedi a _preferably includes At

| east a portion Whic PHCSFEUE exg‘(ﬁfﬁlsé‘é‘dlﬁéﬁil@eé’gﬁl fqrmpt Wﬁh@&)dﬂ@odlng
Preferably, thﬁ)rmaﬂ”mﬂr’sbctonz&xdmrm‘i’drdﬂdrmdﬁoﬁ ifeS i VB lfarld infdcf 0“ such
as by injection nol 115@9 qr other #ﬁ nast er i ng techni ques. oPs and
appar at us whi cIFEAHCHSed fpppation giffeserthosn CQWPQ#"SYSJ‘ a;:bm,dwgthsg)ra;zps mﬁxrom&tm
medi a, readi nga;ﬁuﬁ@ma@dhpson@wbgg i@l din descr.i bed
inUS P fion No. 09/315 Bt 8‘3%@&5’5%{&? °°E’9:&‘P?>¥h
File No. 4 4 EP %2 P Esy pramplen in meeqmboApmntscaus mrmp@%ﬁwa&a@s fi | ed

June 23, 1999, perfnfisions & ent I cation
No. 09393150 filed g%%gg%%sn%&;?n%%iéﬁ’gﬁmﬁ’g%@aﬁ?m “RB"“@)%‘R . e
or nore distri3stel W@mr@ﬁsﬁl adcgss mdeZZﬁ;mzﬂ/drcarstqmed)acmbs 0gdeseR), ilediAntOfor

198, oo, as Gament b AR Reto R IR EnE Ao P g oy bkl Pinpivetnt nt
owner 212, vqunﬁyl gegessdo gl pomnnt,alt:mthatall mténﬂxseﬁsoc@té@leitﬁéﬂ%th dpdeC OF

moti on pi cfsur an d the |i k rovi 25 content 214 to
a premast elil ng3 acl Pg%écg‘%lo%%ﬁ]t éloga @Wt“bgrﬁffs%ﬁs f’ﬁ%ﬁOﬂ?'%#aéla%yvhpa@%m ent

214 will be prsome@emennwmnbmmmtm BvailaMB € @hdeY (suéh &N 1g§t}lﬁ:klo£505m

al t hough at gj sone f.eatures of the present_ invention can be usec}vvﬁ"uen

content is pr ovr 6 PREEHENS Bt oy todpke e FP%E‘H’%‘F@ taif} accesscadvertisainonts of or m

Al t hough prernhs hﬁ)lapgroﬂﬁﬁe bsdeﬁgmttﬁg acdels folsfeh @fom@@o@m%ﬂ@fn@hﬂc&j??é f,rom
ication, it ossi bl e for 'sonme or a 3I

the content o r and .t
units of prod\&%ﬁrgﬁ’bﬁ’?‘ef% @g‘ﬂﬁy\ﬂe@é&wﬁ@eaﬁ@oﬁgla suchihdt mgcesPrograsticubari ng 216

provi des &0 nuohentsaf dédielthldsd actBsd priRRLibR Bod?® hidisRPedn tﬁ& BEE of ?,\\%Eén? ! on
facility 218. l.n _sonme enbodi nents, production of content 1nvo

encrypting or EFRFSREEHO AAHFHS IS AgvaYs @ctmitien wniess akcadaieniing endraslisrstatedson
content may bahgdigt.ect ed by rrerely setting or clearing -7 AMENDED SHEET 21
July 2004

-
D.

Software useful in connection with obtaining or storing access codes and/or
otherwise using the disk, are preferably stored on the disk 228. These can include, e.g.,
25 small applications (applets) which recognize and/or display certain types of information,
such as instructions, advertising and the like, applications which assist in, or which
automatically connect a user to an Internet site or other payment or access code
calculation site, and the like.
The fabrication facility 218 generates the media containing the various items 222,
30 224,226, 228 received from premastering 216, as well as prm.riding a serial number or
other media identifier 232. Thg media identifier may include information regarding or
identifying the content owner or manufacturer, date of production and similar
information. The media identifier in some embodiments is preferably unique to each

optical disk or other media. It is possible, however, to provide configurations in which
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read perm ssion flags for various content which are recogni zed2hdy 20846r ced
by media readers. In other enbodi nents, content nay be protected by
selectively encrypting or nodifying file information such as a file
allocation table (FAT) and the like. In the depicted enbodi nent, the
pr ot ect ed contgg fabrication facility 218. 5

|

0 etngz.cis .{)assed to thg}{ ! [ | ¢
Preferably, media rHfSRRET SR F4CqsEarty SEcthy widusein Whick Fhepigbabiity fate
i nformati on sudbpli@sioh e fffent® diva tHay ihd@qQs N84 ; [ 9..and the
like), format (both gat a encegdﬂ?n faor maltS anéﬁglzfé{fg%ﬁl%@%c}“%@ggh&za‘i"ﬂoss Or}

g : ne
i nformation, i MFOMe Yngugfioriged YSe T comyingaatsing fiona suthaluplicatiens. i nt ended

I nformation (titlesyy ; ' engt h r Sizes of .
content and the |i ke@%@ghﬁﬁgpﬁ&?glﬁ%ﬁ%%énfﬁ)lg??fﬂlglsy%%ﬂﬁéﬁfq%Wﬁﬁf:‘é%%m

_keyzI or cgdés Ffﬁ'9mb9éi0m@elptﬁd)tﬂ ol Rp@ersE3e, mﬁéarhifenndtign S%ﬁﬁbgﬁé,mt s, it
is desired to S s_Whi ased on three or nore
items, such as %Q%%%f Ry bt ?éggﬁeeg%ltggm%n\é\??@ﬂy%ﬁf?e??m‘ée Birpetien 234 ess
code 226 and/ ofpesifgingradngof ssriil nmnber§ ehizh was RseBIRGEMEG, and YIRS
descri bed bel O)Q‘%Serila ST, eﬁ.‘oﬁdi ment S i t ma%/ be desired to positive
control access to all content, way bged; ?Fétomﬁfl' wone awdia § maydsoisefubfrent her
with a code 15emblunent faoditptIesse@ivathiolnicnads sﬁ&g%dgglgjéﬁ%%@ﬁgm dld tft{%@ige

confi gurat ié)ns‘;Jl when th@rlg |sarnhéone content whic [ be nitial

avai l abl e 10 a*TEEPeE iEronexample L] senamielysnatihle mediageeksdmgkor indisatingcthaons
on how to mekeshyiEand Sadkhieabsoehied iuARERtr (ALEH ARATRRLS.CT Lhe |1 Ke)
appropriate codes pgrmtting access to such i nfdrnation nay Be i ncl uded
226. In other enbobisthitien ofibe fabricatsd medigwanby péréormee th a eargber of Bhichhaks
access to part dépidied indQe COBLE | | ed: S cess perm ssian godes
are stored on tﬁjé& di sk %r sys?%ﬁ%ﬁ?ar{% ?cgﬁﬂgéf%gg?gge%é‘}#e’ﬁf% ?”glﬁlﬂﬁﬂ‘i’é
pernitted unl e¥sagetegdeshinangndrgn be diss distributomomtistdbutidnhe redusdd coSos I2nar e
useful in ppnnecti of g Mgl r ;SO access codesg and/or

ot herwi se using the c}%&ab%%% g?g%gbcfl%hgé%or%gﬁcgﬁv@ﬁ’éaﬂ??a1%2!?!“‘?ﬁ‘é%‘é can
i ncl ude, e. g.,stozaH2nkthis apbbdioeni, thesnddigmpdakiagdintatiied By HRGOEN istRe BAEcaLt

~di splay certai : i r 40N, suc s,instructions, advertising and
the |ike, appl %%Bg(ﬁssa%\ifﬁqi(c cgggg%lgg efllcr?p%%‘g' @hq“t? Ay FEE PR aF9eys eantpneen a
user to an | ntte medisgintibthoretail Kore lpaymbidd sath eeas,s. € WlerecdiRhs Yhdbd Qacsi t €
and the like. g [i Lon. facili 18 generates the nmedia containing
the vari ous it%lﬁ%@% eﬁ%ﬁf"ﬁeﬂ,}mg%?{%Qélsﬁl@g%‘{]vgﬁc?‘%’%EF@W@%#@OMG, as
wel | as prddvi dimnvides wsers idb withniieibility suc ther theRgd taly E&tftﬂa%nl%%%rtiom%f Rl a
i dentifier rraycoingb%lt udgwi nfdorgat ion r g{garg'icgg, or identifying the content
owner or manufactur &t PeFXCE - sPoHntiially desiteddppsic Bicks pp parusin hedum) il
tedi a i dent i fteforibics aftho eadiDICATRALA 2 5 oR6 @R8N St FerkBp SRR uslily§a!

' to provi econ?’lgural ns in

di sk or ot herlﬁedi a. It is {)Er_ossi 8{9& however , )

whi ch -8 AVENDEE Epfiabsnallement frealserpasater arrange ¢ mithianienabiernent dandlityar i | y

strictly uni quas (e.g., ahiebribdacoeRvwRadhhdctivn (Wath FiguBh Gat ok figiently

low that there is rélatively I|iile it Woth Pigst BA R BLUHE) 15c AL
additiona desired, some or all steps involved in the enablement can be

confent, [
performed in a self-servicg fashion, such as by a user interacting with a kiosk or vending
machine which can receive payment (e.g. using a coins or cash handler) or payment
authorization (e.g. for authorizing a charge account or debit account, €.g. using a credit
card reader). In this sense a retail location can be a kiosk or vending machine.

30 In the embodiment dépicted in Fig. 5, after a first user 512 receives media (by any of
the various distribution channgls 114), the user 512 may make one or more copies, e.g.,
by copying onto a blank disk, which may be distributed to another user 514. The blank
disk contains at least some writeable portion. In this way, some of the costs of copying,

such as the cost of the blank disk, the time and facilities for making copies and the like, is

0.
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I ncome from unaut horized use or copying arising fromsuch dupl2tadglyaod |n
sone enbodi nents, it is useful for enablenent system 118 to have access to
5 information related to serial nunbers 232, nedia information 224 and the
| i ke. For wexasplie, it may be useful for an enabl ement f &citiuseyo2i28 to
receive information 23 speci fying a_range of serial .nunpers which was
used for bP%{H?(blhg’Gi“éerasﬁa' Igﬁblpﬁ%¥orp\=g$p&ggur3 NSl F&?pyrfﬁﬁ%ké‘}tgc})\%ﬁecsr‘?c‘?ﬂés used
for cont enfigbeps hddGt Madiseme EdntiRWhidR isiif EntiblddDé.g Abecadsa dl effEHunmbaci | ity 118
to receive information 236 specjfying that a,certain disk titJe is 10
associ at edStWeE’ﬁPﬂ?eo‘iec%‘?aFHBY%i,)z wifl @%&wm@w@r@ﬁaw 108 pege fiskcks, and or
i ndi cat i Ng ALQRdinglS URB s6BBAd Bsek 5 BY; kiSoradro At fGh@édtbniubdl sRndbiakingr ranges of
serial nunbers. %]stribution of the fabricated nmedia can be perfornmed in a

nunber f fagdity bifsto ohtain FpEFAPEAlE @csess o, preferghly iy sxshangs for pAYME 516,

unsolicited, ss&sc@ed%dr@%rda‘gmg,beiow uding in a blind or targeted
fashion, and’ can be free distribution or distribution at reduced cost 31'2.

'15 In the enmbodis denirtedbin Fig. §A, in ongiembedimgnt rprderde pehisyrepablemesibef 116 visits
o : " e it
aretail slQI& aﬁtJ;@?teéth édﬁke'ﬁt,%_’ﬁ@f}qlgfﬂaﬂissgﬁtlﬁsgﬁl 1{1@9}%}0%& Btk enRhiagliged by the

retail store 1s at least partiall uch as being encrypted). In
this way, whizhsindedepictedcobedimenhisenintenet wabesitabil- dhemebd site i@ serdssi | st ore

has enapl ed s g%gfy?&ﬁsgg; copfiler or B%e{lﬁ&% yélg@aﬂ&qaﬁaq ﬁ&%&é&&@&% an

enabl efrent "FAE not only urages shoplifting but also 20
provi des uéBf for fekbingitnfhrdtion ol the mediadh respanset theuses'e compyterrasduierset t hat
only portions. of th GoRLEENt. o e nedi . tal e dpikially desired
msi c t racﬁ%pﬁlgﬂcegeﬁ%s“rp REOREDT U/ %{oﬁm l%reg%éég?%das gﬁ %{)tﬁ{%i ‘?ié% %:a{lérlg%)cat i on
412. | n ondeseritadi Serd] Naf 09/BES,3%8y suptd, 66 far frealing appmpripaysdiafimforomtioy parti al

enabl enent r~may late ange 416 with.an enabl nt facility 119
(e.g., as é%i&?%%@g %I%Wﬁrﬁadéf)ﬁ{érg?ﬁ&e%ﬁ ’f'ﬁénlgfﬂé? angEd %Cgrgugi?'n 6F) for

enabl i ng 2hfeddtibn 62%do thomtenpersdnhl meapuree (PC)3w dnteraet applianst ehence ihinl ved i n

t he enabl enent. ¢ erfor Lh sel f.-service fashion.. such as by a
user int erHﬁ#ﬁﬁg&ﬁz?ﬁo QQW{S?&J@& @@n@%ﬁmfﬂﬁs‘@m‘hﬁwﬁﬁ?ﬁd Osier ecei ve paynent
(e. g. usingf@énbbmns2omclodsinfoanaionrdlatng tp ddenefitationuf protecizdtoment (e. g. for
aut hori zing g char account. _or .debjt accaupt, e. Jd N credit card
reader). | PPfgﬁ‘F’é&%‘g‘ﬁ%@’e S‘Feeélgrit? f‘?‘f’i’(‘:‘!ﬁ‘f B “B%“"é‘gﬁ%?@ '%?)af\%ndi ng machi ne.
30 In the prkofliiaR s thd @Rirdl €dor Bxdmples, the, mafid @forMafién 624 m@anclbdtitlescei ves
Take. oRE oPf BB ! ot Whigh SEGA e b BREARAR LR RS may b
di stri but edpfidhs APkAE be bg@heddithe 1. Whéidcceddioplorteékiaitd\contdnt WaRBls some
witeable portion, In this wa me of the costs, o .such as the

. y, S I copyi ng,
cost of t haotsuEpmtlyAcssssiblede thejuger, th deqesiqRboR may medideoag p O’%d’ﬁf“é%s and the
like, is - %r%h@@%bﬁhﬁ&&io&ltﬁ% ¥ 20434 WhD:bb&d 4phbns RGE tXIntaPvAidn bor ne by

the user 512 n at |east some configurations, the copy distributed to the
second usércusgatlyrssessiblelte therusgomsess SRtignfmarHnelnds eptinpt PEARIBPEE, €. g.
becausgst NG, ffk biples BtiFRSIced access such as access for additional or longer periods of time,

different types of access (such as write access in addition to read access, access to

=0

additional components such as illustrations, animation, music, additional languages,
subtitles and the like).
Although the embodiment depicted in Figs. 6A through 6D provides for
30  displaying a menu of access options to the user which is generated at a remote location
such as a web site 612, it is also possible to provide configurations in which all the
information and software needed for displaying access option menus to the user are

provided locally, such as on the media itself and/or the reader 616.
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stored on the second copy 232 will differ fromthe serial nunbrJun20ike
source disk. Accordingly, the, second user 514, in order to access the
content, uses an enablenent 5 facility 118 to obtain appropriate access
codes, preferably in exchange for paynent, 516, e.g., as described nore
thoroughly bel ow. As ﬂepi cted in Fig. 6A, in one enbodi ment, in order to
achi eve enabl enent Bfthoughybisgossiple t‘b@@ﬁ@e‘?éﬂt@mhthat auses ean ohnhihicahteyt

sends an i nqui kycelOidR te ted

enbodi ment is an Inter r@?ﬁ%ﬁﬁ?& eég ZJDhEFﬁ %LE@P@ Plég E?égﬁgg‘ﬁ%gﬁ%f oL preesEge
to the user's 83¥mpud/erthgrconieidiey prowidend26, ipmie eafbbamvdmltﬁhb¢dih€dntl£éq;$ot@ctéﬂ@ﬂ
request 614 fgy om t he nedi I n’ response, the
user's conput er ‘o Q?aﬂ{tg?tncgﬁ IGBHE%%SSXE)E I%%Lffgwa‘i?fﬂeﬂﬁf?%’ﬂrés aqCESHIER web %ltﬁmedl a
reader such’ asrumrpropmtraiked bghtbé(enne;aﬁlm AE% 1141@584. Boeghd 9) vﬁﬁéﬁ @btribired

09/ 315, 398, supr 16for in propriate nmedia information élie (F|
6B). The nedi a’lﬁ?rl é*g S %8@‘@1 Frgdi?sg r othsF mgtivgn fan e1gr setadlflocation I 6. 4.5

i nf or mati on 621&1rbh113échﬁ lu&tibn X zﬁfﬁﬁlS ﬂéb' atGedREd Errlce(d:‘%i)taﬂ{ed g%gj E%é’f %5% ance

whence it is transferrﬁw % @::,emeb site 612
the transferr ePTHERRED {(Ropsblndad] n&meﬁﬁwged@sbﬁmewmenmsnﬂbmsm} Wéll

i dentificationg BRI Cin bSI e b6l2 to
formul ate penu S?fr)l?tortna'? | oggc %&goqgit.orﬁﬁ%;‘%og{eﬁﬂ% g%r?%’a "&Wéuﬁ’@é’r 116.

For exanpl ¥ tWeP feaineatilsasiamesen dm@m imetyler to@baedecetrtatn mteaQaQ&erthf
descriptors ofgde th n mat i on about
ace SR HRNvetMRtE Gl 1 o?& ﬁgccp rﬁlgecg %;ém\ll\ﬁ)gﬂmg@% iae

access options that nmay be obtal ne TegpiEing
rel ate to cont4sttoggpesh aiveb lmﬁtloxcasspem:d ynthmm&bhica)t(hstobﬁoéé&% e.d he

access option 0 to_obtain various
types of acces(gsl?1 %gﬁﬁgﬁg’s@?@é{ k%pn%m‘f’lg?a?? OfWe&gﬁ)fE‘i‘l‘%/ \?M?ﬁtt?HXFaél banefitint | v
accessi bl e t o anyefasembenafoesys. R)qelaul Malmcmkmapﬁﬂe%&si @lob@hh ai ni ng 25
various types d%fmoeggglig ced access ess far additional or |onger
periods of tine ?"Re?renrll e Speli 8?@ asthe U5er Geither piompting fos siser inpnt, or
addi tion to rdatly acpetally ataasticallp, sucttidivid Bifdhet SQBRAIOMvih BieG HT ammd

tles an

i1 lustrations e:i-lnl na hgn EE’ ddj.ti onal | anguages,” subti

like). Alt houg‘h & HRed b Lk ﬁ?“ctﬁ'e?g CEtoB g0 marlﬁlg&purewe@ﬁqrmgmr@mmawes for
30 di spl ayi ng withether whdee CRIGE aOfbbRPSodubert on HSEL efﬁ"j'ﬁ&m%ﬁ; fd?x%&%&?gs at a
renote Iocatlgtﬂ?wgﬁﬁh as, a web site 612, it is also possi 0 ‘provi

confi guration FERS WQIreseRadvenkising fedbe Byereesiblyps aaomlitciekctiving
di spl ayi n@oac degsor egfucd caBe Botfterlt Acddde RUGE o in %{Qﬁgé 0@&%&5&8%}' {al% EOIT ﬁn(ih as

on the nmedia itself ang/ or the reader 616. -10 oug S
possi bl e to cdfifgHrEe IMEE PRIy PRYREI: user can obt ain content access

via a website run Wﬂle%sﬁllkhﬁe%@ta%énu %S?%thn d%hdethe U%LI tsher or
n

producer 936, .and/qr the content key prow i one- end t he
content is prdfidiioas apeess ﬁH&dmﬁeﬂlmma&m@nmmeﬁsn{nfse)proaidek R@&ts tsONMe

g (i)gt 625)2 r i?zlﬂ(iifseﬁg ?@?ﬁ"[ﬁ‘ﬂm@t %@h\?ﬁ e%ﬁl ?ﬁts Orll'tn{ﬁog‘le lm%.gsag éﬁ%e?ngtslgg

user obtailfs 0 gqegfkeb sife 662 Muestmgnhmlaqimg)mﬁan&u@pr foreidditiondl aceekt &l X (e. g.
authorization for makmg payments (such as charging to a credit card or other account). In
some embodiments the web site 612 may be configured to request or elicit user
information 632,_ e.g., for storigg in a database 634 such as information identifying the
user, user address, phone, fax or e-mail number, and the like. In some embodiments, user

30  information 632 may be obtained substantially automatically such as by uploading

information from the user’s computer or other Internet appliance. Although it is possible
to configure the web site 612 such that it implements the necessary electronic commerce
(provides the proper charge to the user’s credit card account or the like), it is

contemplated, that, in many situations, website 612 will couple to the services of an
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purchased at location X at full price, at reduced price or obtzi $gg2004
gratis), even though sone content (possibly including advertising or

web- access or other instructions, as well as, potentially, nusic, video
text or other content) may be available wthout visiting a 10 web site, in
at l.east one enbodinent, in order to access certain content, a user nust
access the webghe?l@mwprmercofe @omberod) seticeit3 6.segl, ma{rﬁbﬁﬂhht WidGRNin@Brstho BY

requiring the pHgRke 5%@%%&&?&%%ﬂéeﬁﬁg%gg%ﬁifeg%gt ed with retail

| ocation X (as oppose Isclogieent key provi der

926 or the |ike), rhtailértd pmtdemlma éddﬁ@ﬁalbﬁaﬁﬁ iwhichfthe &@Nhé%for@eréﬁ‘%@ﬂ&no‘c
ways. Retail I% site access to obtain

denogr aphi ¢ or ?%B?n tl"lsd)rf?t]fgﬁagé’ rPé?‘flgfi‘il tf”r%‘ﬁf?‘f?édetﬁ‘é’ért ¢ sledisens dp?tmbpd belgwi. or
user ‘i nput 5 orAlthaﬂgh)it ©ipofaiblé iodhipleniei émtdnﬁ@ﬂté ¥ the Q&Fbﬁ%ﬁw)é ﬁm! 15‘ f ?r?gt the

"cooki es"), t.he |nfo mation being used ret oca
co- mar ket i ng pﬁ'? Y 96312(Pér mg??&?%aﬁgacmﬁmdmai tiong, ithis g&d&mﬂly\peeféﬁédsto Tsayeh

as record pr 0@&%1$elyflﬁﬁteglrﬂ%er gﬁcﬁ] 2k nn@*&ttw 6111181(6;? %tgréw cag%]d cPﬁt he web

access to present advertising to t user, pdssi ripgping
recei ving 20 ftP%Ee“&Fsaﬂé@RL@é&iwooHus tshatane t}m(amsﬂzmﬁebcafdr pbﬂ@x@hh@@u@ﬁ can

The user 176, i Bldiche R RtraR WER el S P EVRRL B penrdatofioUnerresn

t he user 116 view ng a
addi t i onal 10ac quewent nsets%ﬁonmtﬁaaungmmhsﬁzedrﬁiklﬁpm&»%r%&ds%%oﬁfent)t e &Sit

rovi des i nput; PC or net appliance whichresults’in

gne or mrepnégg%lg%%b%%gq%?&m @@ﬁ?merﬁ*g IY%CPH%IE“??M%B’ laree aupmber ofdiffersnt web t he

pl aci ng of an sitesi&l2 ﬂoomhxeidduiet miigtlt bagisle &Scobnet ToH BREATZALLAR 0#95 sr%ﬁ}’o@g

paynents (such has cha[n%p Oﬁfg c]é,ed|t card or other account T

embodi ment s t HEXHEHPBIES545% Pepet BsEsrerglly pefansd teprouise a@ﬁpaéatco'ahdan@ar

i nf ormation 632;: Gﬁ@wm'fcﬂmu&ipw Wolsited 684 Hﬁﬁz%@tﬂﬁ@ ﬁﬁ&%u%%ﬁ?%ﬁﬁ%gftg | on
fie

|dent|fy| rslg Qﬁ user ser dress, phone; fax or e-
i ke. me éhat H@élﬁerwnﬁw%hmwnmdmgly witholt weh it 644

subst ant ially V&Li&lﬁéﬁ'&‘i 10GRakd Hhessalel t@ﬁxdlﬁ'on‘x' Ele%ﬁ%{gﬁ sit&hé?ﬁ MR Sp?efggrgg mthe

user's conputer or other |nternet appliance e to
configure the RRE-B“%?F@I”@E@%‘M@@@N&WﬁSIﬁG@#@mmasvalﬂdalm'qmmmﬁ tehect roni ¢

' it d t
| tC(f)l(ramIE: E g) ( IP{ Q}ﬂsl&iigigﬁisgﬁg@z Qﬂeﬁle&gﬁ&g&etuger sgr?dsliﬁ?% agt%s & gr%g%%fr; m@%%gs“\r,‘m | |Or

coupl e to the fosh W%%ldmowteﬁﬂdﬁmm @EEﬂéfaablg}lﬁhg/lsZﬁﬁéhr&i ﬁxb'rsiaﬁmmy
conmer ce (6- CANRhasR) penner .that wll be

under st ood by t hose gafgﬁéﬁk?@ tﬁﬁ%%lg@yfg?y #'&evfnun%?r%fbé‘ﬁﬁf%&e?wlﬁsé@’@ﬁt
di scl osure. | Piase gt in anyassicaepiobesdanit th: Macmmummmng BEbLEIALhw@S
or dered, cert fera and recorded on,
the media as gglg r %%Eﬁ:r ’TFcfao‘?%r gﬁiﬁcﬁf)eﬁ%ﬂp# Fléé?‘l 8% °oqt4§ (§-8- PHp FeHERL
enbodi ment s oprecauion).etlough intbetordfigutayion depiogd ihEig. 6B Ihéhpdytedl daper f or m
necessary acc L at i.on erally preferred to have
relatively Ii ﬁ\a?ergl%ﬁﬁj%a%ﬁﬁ iRt (H‘:%é w%%%teoﬁzq‘é - TESSH a0 izalpabi I ity
of per f or & ngpogsttde que&dacgnﬂgaiauuhsahlvﬂﬂch ﬁ}hﬁmﬁ FroQQ6AH RS et BAn&] P65 t s
used for perf %rough%e vghdatlon site, e.g., by a coupling of the validation site to an e-commerce

service 636a.

Preferably, the access <_:ode which enables access to content is a code which
operates in conjunction with the media serial number. For example, the media reader 616.
30  may be configured such that access to given content is permitted only if a recognized
access code results from a hashing or other combination or pr{‘)cedure performed on both
the serial number of the media (read dir_ebtly from the media) and a code stored on the
media, Aécordingly, the appropriate code, in order to achieve given access, will be

different for every different serial number and thus for every different disk or other
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calcul ations are preferably kept secret and unavail abl e to the2igéme2e04
public (in order to 10 prevent users from obtaining unauthorized or

unpai d-for access to content). However, it is contenplated that there nmay
potentially be a relatively |large nunber of different web sites 612 to
whi ch a user %Q C@ gq ble to connect for selecting access options and/or
maki ng ‘payment 8FCACESF rdenthe validatian gjierfd? & tajcubaie frepraer talefoow iden a
separate val i dakiigm, g b. sites 644 may couple.
Al though it is possr bl ﬁﬁﬁ@%%@ﬁ@%%ﬁ%&g@g FQioef pspiapfientifies e.5.,

continues to cBhtrAmEaiTequebtrtd8t inyesponde to vbichethe nidra PEZ¢r Initrict E})ﬁﬁh&e {dpass
preferre erform

messages to an n_Si

a-redirection %@%?ﬁg&’%{ﬂ@%md gﬂgeﬂggggbﬂlﬁr‘v&? eoviEsh ther kesporslsovitiy

the validati othe sériadn6mBerandihet mediaadeheifier 650 VHIEE 1RARMASSIORIPERES t§é) and
(Fig.

recei ves ness fro alidation site 642 directly
Pref er abl y ¢ hi Sidaticn ot ﬁ'rﬁgéabﬁhﬂ‘sﬂtséﬂ%l %? i8 gnqrypted e éﬁngmaslmrxpnostuch t hat

the user may nmbcesyprfidasblavered ot Babeded 80thE B ge.and, in
Lh th transacti on \?\n Hmut h%?olr\?\n%r%eggmp%el LSS Bavar e

any case, can tEzmﬁceeg

of the resourc of dgreds %Fysﬁd@?@sﬁsod?ecph@g‘vedssuﬁhlthabnthsrmﬁorﬁﬂﬁoﬁesg :
as a security reRE@aauti Sk QMQ{'I din_Fig.
6D, the pa(;ltyrrenrt“:3 was erfo?rnlgfjotngy a’c u;t; rgﬁéﬁgﬂ%ﬁﬁ%ﬁgﬁ ﬁi‘g E\"Sntshté

e- conmer ce' s erff2calents Salcﬁlcplgfedlpsﬂlaizlsfypﬂsdl loihen pmppﬂpvmdlanecbﬂfth e mkdigns i n
whi ch payment pEAGRRHe t hr t dation site,
e.g., by a cowgl i ng of p'?vﬁtg‘?gﬁ %%%Slsgg%em?%%gg?@iﬁﬂqﬂ’ﬁ glé aShepniting ten.
Pref erabl y, sizpslassess Cihgealonlatsd partmbke;as ten @ansthitted 661 @, 6FF, peefeﬂﬂsz i ch

t [ he F npl
moai a 1 oader anstoobf Rt iichish OEFRatE iR sl e sorghemteddnin

is hper mtted dhg glayefr 6&16,rte¢lmgmmz:ed)mm$s Irate ap smﬂcé thdh%ﬁh@ol@ﬁ:%%%r ?'i?
ot her comjicha r rfor t he serial mber of the’
medi & (read aitveetle B SARTHES RERRLSY T esia boscsiberon onih weiable

Accor di ngly, tpoeionpyfitiemedis. The @6 cah theRiafl@ actds afeme%‘a &,h;ég{) ugc@fcﬁéfusu\i‘&

be different for differ erial number and
different di sR°GF ’o‘fﬁr&% t?ﬁ?"ﬂﬁ/&ﬂﬁé’“@ﬁ@ﬁ’@l the pegd E’G@@rﬁ(ﬁmléeraddltmnd!er for
the val i dat.i orRoddst b div2nibodinteat, ke RbSRa bﬂaﬁerﬁés%%é B8R4 E&# 18 dgﬂeﬁﬁxrﬁe #FEAHM

the validation %it_e obt ai ns the disk serial number or
i denti fier, e I LR B Praperafesy cade. dgy thisswayg ifgherg ha&@peﬁs\‘@ﬁaosmiaslomor other

user's PC20r leﬁ'bﬁ laytP BAd REGRt SENEHS HERG the seri al
nunber 652 to thewr?aﬁ 616Eiwh| ch th;?llpdraespo% géa\?\c{dz{}@@ﬁ %%Jssmelrci F¥nunber
or ot her. medi a |deﬁt5|dFP’éﬁe Gsﬁl%lmﬁom%emb@m@mgn@feaﬂheeﬂslﬁﬁﬁ)th@nhehkhxs

val i dation si gfriclReg@bes ablctud r cr usi,ng an
encryption proggss prefera%l%%?%ﬁ@ ad %gisiﬂn&l %’E{’ dé'ﬁgﬁsg‘gi S I%ef or e
the serial nuRB¥§ctadcontenbhidapgs prpvided fd:esﬂha eat;temm;/ztmbnmr ahdthehike,
configured sughysb A rned as us

i nfor mati on, .g.l,nﬁ{e(;)?hgbt?% énBhﬁ)?n alsgﬁieh%géﬁe?%ig@u 33‘“5‘3?‘35?&?'3 n site 10
642 cal cubat eéd‘@ﬂéﬁamuﬂsaﬂémlbht trioaf effeetyvelynsetdated\wih eonfluesdah eynjaiidh G v t h

the nedia demographic or customer base database 716 such as the database compiled by the
validation site 642. As noted above, it is preferred that the validation site 642 be coupled

- to a plurality of web sites 644 and preferably not limited to a single media publisher or
fabricator. Accordingly, a database 658 from a validati6n site 642 is expected to be of
30  relatively high quality since it contains information on media access customers fora
‘ variety of different publishers and/or content providers.
In the configuration depicted in Fig, 8, the content provider 812 may ins;lude, for
example, book publishers, music publishers, game or software providers or publishers

and advertisers. In one embodiment, publishers will provide content in digital format for
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serial nunmber, will result in an access code recogni zed by the2pldy2004616
as permtting the desired access. The cal cul ated partial key is then
transmtted 662 (Fig. 6F), preferably in an encrypted form which can be
decrypted by a decryption process stored or enbedded in the player 616, to
the user's conputer or Internet appliance which controls the reader 616 15

for storing th&asEres acldmgpentd mﬂtakhmdamron itoprotentat ] ) cb?ﬁr@,tédh@@rﬁ&ﬁ% hont 0
ter access e

the witeable t her ea

desi r ed contendqlr qur}%i dag{laght%? H{j)me?%ogagt%ﬂ er ‘HFtF’f'@? e{]ﬁ‘t‘kﬂﬁlf&%ﬁé@"a@% digtributed
desired, witho omghahmpetdtsh@:r seaiating traditi Gl BstAdgod AR Sy

enbodi nment , the rgerg gf’r é%ﬁ test gé elrecorsded code tés gg{)ermprlt%%r@gafd"
will result if° m ?ﬂj 4‘Pﬁ°‘ttﬁ‘it§1%l§mmﬁ'31@w@ch chainchelenfon dat a
transm ssi of Oéxaﬁhﬁﬂl@fbooﬁgelﬂfsr éléstrotnh:est&la@)‘r%s &@x@h Eséde%%rstae vaL| dation
site recalculate or retransmt codes. Icte

enbodi nent s, WHERMEIGE seliegkangth %hk%?hmédlaﬂ istfibrised &m dnlo@h&anbus ﬂmhueles
one or nore adiichbieRdreRb y, sement.s for t ect.ed
content 712, e.g., provi d%%%%nt eorggeﬁtgfegﬁﬁg%ﬂ\ﬁﬁ% nﬂ%’ﬁﬁrﬁ?’f@ﬁ@f’ﬁ%‘ﬁﬂ t he

li ke, and/or @ﬁYéceél(PE\B) wichendigidl canvres, tltsewenusic plhfers, dect®nidMoblkd, Raked

t hat | 2 t eff | ect &d
cont i gur et i n_Sarg et SRR A Aplbbin Rl el e B R bt 710

such as t ht) dama@)a§éﬁmgrpfrd>mdoxhxymbhelech\b&idrﬂﬁiulf&ﬁ;r&bbﬂ:h%%aakéﬁd? QTﬁbove

it is preferrg%&%}c l ﬂ@elon site 642 lie coupled, to a ra

web sites 644 and pre etcgﬁw Y4rs By qthey mvsiep @’eFﬁgFléctFﬁ?éﬁ %Poéi&lﬁamherdmltal

fabricator. Accardasnglbgok feadkas, &b@ameﬁ@&ttfohﬁrﬂe@wé@lnbﬂ@irnkQ@aﬁét%%f?‘ll%oﬂﬁ
ormat i on

on medi a accesdouBulRi<Es DY ey Iningt enplancer 828 Medmshtstisbumdl or
S(r)g t ?gte P ovi dﬁfcﬁﬁgﬁ Ex}aﬂm;oﬁaleém b%sgﬂg tugﬁ ageﬂh&'a ﬁ%f s o'ﬁtrp%ter g%:gésgﬁo&g &0 .
gane or so]?fwaﬁ?éceﬁ? SoFFeratalog ordpisres H'etl@rdeemﬁc Yoo ey Eokesmst sonnentmr; such as via
AVENDED SHEET 21 g0y 356y k@I B RO L L8 Rorklels T bahilichandt,, o
protected, e. gr"c%ﬁ‘iﬁﬁ'ryls@ﬁﬁ‘&?s (fbg)rf@reﬁwt?essmgubﬂfacgﬁden&nnmonaa,@dgmee&r q@h&not i onal
Dubl T oher o ey nyave, RROKSAA TREL AriCe BBy nSlhl b Bap k0 itfsol o s from a
‘prot ect ed- contadifletionsiie 3 pelhetyaligationisitentap feteive dipttal contentS 36, 83 Db G DBk
ot Chand: ooy s PG ders BF manfaH A 20 A Gl Sovie Bl s B2 B Radiomne
medi a- are di stangings eﬂotbilgpphMIOnm sofiwire 846 Chmnatiiaion sit@sngEﬁéf&te%%@hi n

the form of, t|onvm rsonal electronic devices
(PED) such asq‘éldé?t&a‘[mg%elff}rsg%ﬂ ¥ ?meffna[’rﬂiq (%eaﬁ?eét?&rgsv exBePess adilok s,
games and t hdike),kente@unastrringsnd'ay erhyption aind iabeuekiltition or ABRlek BPERSLBRA

and/ or private nedia 826, e.g., fromconsuner electronic
manuf acturers suc%Fa El%d]a%g?ss? ‘'of personal electronic devices, M3 players

or other ®fsic pl aynnmenwoanﬁmamgbmkﬁousqﬁftegu%lvéagmlﬁhke&&mﬁms e- book
readers, .and qther, chroni ¢ devi ges including a variety of personal
Tegar mgw er contfent is to ed:stnbuted by physical distribufion 912, electronic

distribution 914 or both. If, for example, a first content owner 916a chooses to make a

disk 918 or other physical medium, the content owner has the option to use, or not to use,
a content key 922 or the like, for protecting content. If it is determined to use a content

30 key in connection with physical distribution 924, the content owner, who will typically be
separate from a content key provider 926, will, in the depicted embodiment, provide
content to the content key provider 926 who will then return content 928 in a form wtaich
is encrypted or otherwise content-key protected, generally as described above. The

protected content is then subjected to premastering 932 (generally as described above). If
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el ectroni c devices (PEDs) and/or Internet appliances 828. Mdizl han28st
distributed through traditional retail channels such as canera stores,
conmput er stores, bookstores, 15 grocery stores, catalog or I|nternet

mai | - or derwoaise418/i @ an | nternet connection, such as vi apcrusazEite, an

e-commerce site . and the.like .83 consuners can,co icate and/or receive
keys or coffgentkeyis npy) e‘%ﬁ{%‘é‘g"rdﬁq&%@%ﬁ%‘tn&f Hr?l‘flgerdrfg?egtg‘h ,Pf%?f’j{%ﬁg% or other
sof twar e, 0®riTae aftchadteRa SNt SSuse@ lr@ite £ARKENDSH fanwhiciMaidisks edhdenat i on,

to or froma_ validation site 834. The validatio it receive digital

content 838roduess. TYRIFAIK SPH! aptrestss B PREAEnbP I ﬁﬁ%aa\‘fﬁmﬁng@er@f g‘,O“B 28 and/ or
can provi dgeRiiskipRbhiderodicer $5%2in B4 the pdbidher/R6@IcBETB 6QhayHelBut il | cati ons
or software 846. The validatjon site 834 can tggenerate such . riﬁglé or

engi nes’ aBecgesprily) difiseant Bommtkavendon oy thereqriprerisd3g asgl fog prgd s and

the |ike) or SRNLENLGARRL ALY R BREAGFonfiRe bWREH T the tBdhdoRES WFIvad inon or
storage of consuner denographi ¢ dat abases. 25 I.n the enbodi nent of Fig. 9,

vari ous pamakiag therfljgd SARFIeatypicalbe vil eceive renunegtiprifon redeefie? content is to
be distri bg&ﬁ&é@y RIS Héﬁéte(pérﬁﬁordlnbéhtt,'s%e fhtDhysilaf Alsirilion 9l fidhisbut i on 914

or both. | r~exanpl a first content ownher 916a chooses to nake a
di sk 918 obraneth évuspigyeonient keprtathnploeyt 178, physicaliistahytion Shamay Heoligt i on to use,

or ingt (ljbe ?e’pﬁﬁidin efr QRSN o 6 oWner %h%(@te:n% ‘5%" teéhgﬁlogﬁ,%lﬁ%% &eakant. | f

it m ned to use a content onnection with physi cal
di stri but i émm3hzdcontdnekeyoprodder 9B01E contesh beyns bbing pprdeed agt dbghe dissphatiane from a
content ke [ oV) . de oW ' ' ' ' j.de
cont ent to};{ eess’c%lglf ésnﬁgﬁ%eay&%]r%%eégp B@Eaég%g&mgﬁeg?%%ﬁ{ ér%’? % Fhr? Qégtﬁttlte nt 928 in
a form whi kéy prosiderf2bypg.adentifying the povesseviidnlias eerkgnjd for.ckhekeetkqueseneral |y as

descri bed ve. .The rotected _content.is then. I premastering
932 (generg‘hl')‘f g dn shine Snidimiens, alka THefib sl Pl ok O P y 2004 WD
01/ 54418 PeEHabldGENt ORIt B requested ot aukieyized; sihitas lpeathigg prly et tr&d9 onthiee cont ent
is provided directly.to premasteri 932. Th I enmast er opt ent .i s used
to create FeAHE:EPY ‘F’E?}ﬁﬁ“ if%rhon?)ﬁ%ceﬁtia%enggﬂp%né%&rtgaﬁgeééf:‘ defgr%l;egal ly
(but not ngarssidabbue) Thd@ntmnkeiroiderd6 Sekbandaibly serdingdi ey enabid 945t om  t he
urn,, the bl i sher may be

di sk publi sher/producer 936 u [ prodyc 9

(but Ds nof ectoqieed i 55 i 4B Tahipsot o AR PR e 40 SR 538
used for pbeBSiyS atdihbei sfkdmniihicaiidh dchémestaibamn anthoseof skill inlitfefaety ent from

t he owner of the technol 0 I nyol.ved in ki n he di sk 942

typi calPy, "%ﬂqdfngr‘:@{%‘?”&@aﬁ’%Vﬁéﬁ'ﬁtl?tﬁ’f?ﬂf’ BYerﬁ?hﬁg%ﬁ?ﬁs’ (Evﬁésatfi%étﬁ ﬂ%‘g@gy. In the
depi ct ed emeREI Tk andihd GiRe.Th enddiyisddaadnt dhS édnitdakrkepprovilier, 926 prdvides  br anch,

I's using content ke echnol gy 928, physjcal distripution 912 I nvol ve
10 pr ovidl HRETRIRGICET SWNHG! BT ke ROPlaat Go e Seapmt SERTORLEY  aho

may be di f tgiandd. If hedegibied AR @REntKBYre RFNslEET difldlnt coftefaRy prividesy 1 s
bei ng used, as g;rt of the distribution process, such as en a user makes

a_pur chase 926 9Re, 92Ghanddhe key eale 944ia sens tq the Prayidesivho encayptest Girpersied 926,
e.g. i9ent kfelbAEntd?8. RGARS okl HE phATaPESRLRRINDrbREs 91BNRaysaYoI vElE e St

point of sale personnel 948 sending the key request 944 to the content key provider 926
who is appropriate for that particular disk or other medium.
The embodiment of Fig. 9 provides substantial flexibility at least in the sense that

content owners can also use the system when they have decided they do not wish to make
30 adisk 952. If the content owner nevertheless wishes to use a content key, the content is

sent 954 to the content-key provider 926 who then returns 956 an electronic-format

content which has been encoded or encrypted to use the content-key system. Otherwise

(i.e. if the content owner does not wish to use a content-key 958, the content is provided

as an electronic format 962 which can be sent directly for electronic distribution 914. A
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944 may, in sone enbodi ments, also include information indicat2hduly B@04 ype
of 15 enabl enent which is requested or authorized, such as enabling only
certain tracks on the nedium providing enablenent for only a certain
period of time and the like, as described generally above. The content key

pr.ovi der- 926 r gnable 945, e.g. to the retail

poi nt of sale 3‘3@8&%‘ e%%ggnllg%uf?%bcfdlé&é“t’roé‘(?ﬂee@%‘b]&r‘fﬂ”@h&lﬂeé@f Qusepagtply, can

be by any of adﬁﬁnﬁmel@itronmmﬂmnbﬁﬁﬂd% B&f&&ﬁflebﬁgﬁ@?ﬁlgoéﬁgﬁﬁ ﬁ}gk
nternet, over e

the art, 20 in communj cation over the
| i nes, over sa? L‘ﬁql 18?“95'3‘}1%’@5"‘\&0?‘81“99@ in pih Rigeagfashiorefor rdeénmemsenﬁ

enbodi ment,  t heepeqithsH, ak@NsePs BMkORM cSRfidd t to t
owner of co ter}ﬁselkey t echnol ogg at t?le ti mag ﬁggﬁgﬁgnﬁm&%ﬁek‘)@a

Eg;r );;Iroz)\endder S ﬂﬁ%ﬁiﬁ%}? WT%%MPmsen$hwlmuafoag mﬁﬁpﬁ-riﬁéﬁdﬁfﬁﬂftﬁ?&@t@t
provi der who encrypt ed gtglelg%?:lgl ﬁ%@géﬂﬁ %%%F%’f?f“cg 45 alpg,possib Lert"\%‘?‘ﬂ@e t he
physi cal. distr ?‘Bbﬂdp 1Aty frowhick ﬂ@mmdedrbiodtﬁeemﬁhﬁorceﬂi WrioRs fa%ﬁioﬁs \Fli\ﬁélﬁéﬁﬂﬁd
appropr it e f o Ak B L. bR o PG S Ecrtetiali: drHes eibodianddts of
owners & ;ﬁvo%fjgﬂmwmmmeﬁ'&?’fhﬂﬂyﬁﬁﬂ 0 R S i hor 7 O

e.t.he s
make 30 a di s@%g talﬂ‘ngt ‘S‘HtF’é?Rpa@W% or qibsr devipref Bss wi shes to use a
content key, the cdidpardledssf$emhrt@p4r
t hen retur%s 9 GmS gefemél @formt%%gﬂ?gﬁgﬂ%\ﬁ 'tlSﬁé’al eén ‘S’H{‘BE%V\%
encrypted to ug¥ ?\téo Hﬁ %‘E‘F"&E‘? d 81 skenm Wey ¢ostent-key profected, thén, tiherdenfot @ng

owner does notused st theltkRtrdnicARLENTLIEY nheot i s ed as
an el ectronic forr‘r&% 962 whi ch I(?;n ) se?\t %ﬂrl%%fsfﬁgfaol?cyéfoé%fgcﬁ% ﬂ‘

di stribution JFPAten emyowerﬁ;ﬁ@rz@mmﬂw aluhortzmestoorma:@b afi be@thEor

di stributiien ajtkerRasphpis Mhig senar at el defi ne an

el ectronic point of z)g?e 966. tlIE:!?S)r 3 éfgﬁ%ly%ﬁhaglﬁgmgmm?ﬂn Repazihetyge
downl oad el ectqféﬁﬁtée’ﬂ@ﬁmueﬁ%ig@malw deseribed atebe.damshasd) @8 chgenti@al -ti ne

use or reprogysiiS to nal ter, over the Tnternet
065, 11, for cronunaende ftydafic P ShBRER! seiPEP Ik B Biost remmeionetou

l ong term poébﬁ ‘P@Eﬁ%du@lﬁ Nmpmm@rybgé: wolise ddvizebPds, 9’02 @am 9Ashen t he

di stri‘bution is purgl |so possible to provi de

enbodi nents in whic déﬁ&ibg& s oaadfae&at’ﬁ?lg' ‘@? H&B@%?’BF%@tqbﬁSﬁv%grﬁl ragsbe

f ashi ons, 20ncldgwilensd, ¢.8. by the npuidre keyrpiovidys 935. voho @A t dﬁblg’a‘ﬁy%re iR 1 pdsifigdiccat ed
d onto a phyS|ca

Prleg?/ﬁ;n dgwgceugl ng aﬁjfggéc})élgpog?an?f‘%frh? ‘?%12"5{? d’l‘ffeg‘%rtms (’EClgtof@thsalanWg a
di sk writer agpeteuttkesprovideobemiltisyicary & as'%%ﬂt@ﬁt‘ﬂe?% stths fRG. v@ﬂé bief S‘)fE

type of electy 0|nt of l.e 966,  as with si ca | stribution,
the distribut e%&}t & 85?8“7\75@ Ip gArtisplac. fheye “ﬁt%‘f’ se 986anay ¢ontain destorher
the user to uﬁ‘ermdnmn%&cxu;ﬁeﬂ 6 @hdtymelk SF Eevbrdt &ﬁ”ef%ﬁ o‘igbfnt oé&ﬁeﬁ% Qf@aﬂgfﬁa key

request 9 nt key provider 926 (prefera
aut hor i za? i ongﬁ) gxﬁ‘é‘?ra nt@E"c‘Eﬁ'Br’?F S@“ﬁf@%%ﬂmmlp&ftﬁmntemmmamswa and

Feauestod generally ne dnmns bt b Sudher kB UoR R R EREDE
customer information relevant to customers of other content owners 91 6b, c.
In any of the various systems described herein for providing information or
content writeable or modifiable on a disk or other medium, which is not hecessarily
30  accessible to an unauthorized user, such capability can also be useful in configuring the
medium for transferring value from one party to another. For example, in one
embodiment, the medium can Be encoded with information authorizing the bearer (or
authorizing a party identified by the information) to receive a defined amount of credit.

For example, a first party could present as a gift, to a second party, a disk which was
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provi der sends a key enable 984 which can be used for enabli ng2uddy 8004
reproduction of the content in the various playback or use devices 968,
972, 974, 976. As described above, a relatively w de-rangi ng custoner

dat abase 986 may-be 20 devel oped, e.g. by the content key provider 926 who
can typically itian to, gbtain custoner information froma
variety of dif “é’P‘é%“[WF@Bg%mE? U@f‘@ @’ P FeWIgoh &vas ersiled i, cleeyh ! Br0gvwaith
926 will typi cef hysisé@reeheon@nt Wﬁeréﬁ@é(n SWSeBipRent Wul@prﬂeﬁﬁhgafskeéé g’lgtd

different types Olf conten In partlcu ar, the custoner
contai n cust oriralles ofah pRglepERpiGHistkib P%b‘ééﬁtﬁopoaﬂéﬁsl@@trﬁéﬁ@%‘for@&fmic for
di fferent cont@unlommne, €.09¢:R8 the WD wheregpbnIhdfisk &Sﬁ@fg r@?)ac\r(l)ge i(i:t%gh%)te

significant_value to ang one of thé content owners
renuner ati on t8eerditdaghbeensiepleted. Allernasively, duttmtra:seld%ﬁc)seft@domﬁib@i cﬁhlt}sz 00

customer i nf oryggaii v, opers of ent o s 916b, c.
In any of the varlgjéﬁ%é?t%ﬁn%ttggsg&%tgégg “"?P"“r%ﬁ)er‘%ekwf’@@tbaf%an WH? orfRPPon or
content wr it edb diskhadel$s.0Guedit onvalued This eatbodinlar carPridenied W GBd WsthBeL
necessarily 3 ) to an unaut rlzdus hcapablllty can al so
be useful in %o&ﬁ?ggaulréls&% Ceam ﬁ%&l‘%}’r‘fl’f f cxe ﬁl‘%tPgPFF‘IRB’Y%I‘ﬁe‘:aﬂrbGNﬁ%e party
t o anot her. FaqgenexsHypd @monﬂa@n,alueaemm ment, the medium can be encoded with
i nformati aut hori zi. ear (or author|2|ng a party identified by
the infor ﬁg)t i on) toI“L ﬁfe‘?t{]}g g’“ﬁ% PITERIRB GRberfof edvantages Ofﬁéplﬁmhbivemim
first party caiahGepéSThRé pRsenfindbiiton ch a@iss SEANE !

-16 AVENDED SHEET 21 Jul y. 2004 encoded w th | ni el cbncelt pStentl] “S?‘ﬁé’f the

reci pi ent was CAMYRGEE-& d’y reoyjding $Egstero inhich disgibutios pﬁco(nmnt~bedmg)rnmmtsent
Wh th t t
ereupon, Sepfte HoBNtnabRieHt Hﬁ‘ig}mﬁh )Fﬁiérﬁé( T&% Bgaﬂﬁlinv%?th I 5% Y easier &

an el ectronic distribution Iocation Legsiep
downl oadi ng, d°#mPlSHEBt 3 weter ispvhigthisers eporeatiteredéisk storsd kcdnte an&eaaﬂclﬂﬁlﬁad to

I ndi cate tjRat ggcdshe, &{1994@; Jol%&t%?éﬁng L&k qgclucﬁ%é el %ﬁel (%/O%k.g%a%r ulaer coul d

choose to downl oad onl nUS|c
wher eupon the mrtsqoswﬁmraerﬁ ongeven mywiihe The presimoinveritiva cdi $cithae saren$SinQhich

credit or val esl [.e be, used w t ho

restriction a ?tg(;g%gon?fgﬁ%% @EBW&HI@ k?]elgcrve"%l gh?@eq ‘E?nffé‘t'éﬁﬁ?eéi}@& only o

can be ‘used geufier pdymentef appropnietedfiss. Viad presetmiﬁefhnoﬂ;(éaﬂ fssist @hkowding Beviabove
tion can be seen.

descri ption, I vant ages of t rese I n

The present |ﬁ7\?§n gﬁlﬂéeé?\n%g f&cﬁss’cﬁsssﬂe?tﬁgf’f?fﬁg%]?ﬁ‘é PrepiIspiSt ent i al  users

or. consu@érs, e. gAmhybqrroﬁva:@htmgs andyidifications whthe hvehthlchd b 1R0. Ris

cont ent - bear i %?u_rate%rom epabl mant and/ or Fpaymant systens.
€

dia 2%
The present E’%%Srll 60 usi%fﬁ@’g i ?m"?lglan?ﬁ Hepsivepthsrs Fenexamplnilh user s

can readily rgmmee teti@redds Gﬂmrﬁlrmstﬁﬂﬂldﬁ&ﬂ cOibiivithliRieAGRBRRiehCin 0t fopat
content which | s d SI rg? i ncl Udlrégg in some configurations, only portions
of content on?P Implepentingcoflectionpd Heer Fowagtion friaceumaulatingy st ems i n

whi ch  prot ectdeﬁb@sagmeistpomme BEpro 08 blote 58PN EEh a&@oﬂnrhtéﬁghf'&lf&%ﬂi SHefRG ent

is accessi only .after paynment of appropriate fees resent

i nvent i on? an ﬂé&sg Fepicted opesgiibrd g vehighi haae more or fewer steps. Although the

configuration of Fig. 9 depicts a process in which the decision whether to make a disk is _
" made before a decision whether to use a content key is made, it is possible to make the
decisions in the opposite order. Although Fig. 9 depicts distributing by physical
distribution or by electronic distribution, it is possible for a content owner to distribute by
30  both physical distribution and electronic distribution.
Although the present invention has been described in connection with media as

described in Serial No. 09/315,398, supra, the present invention can also be used in other
media which include writeable portions such as CD-R, CD-RW, DVD-R media and the

like. Although embodiments were described which use Internet communications links,
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variety of different types of access, as selected or needed by2idiul¥ 20%ht
users. 20 A nunber of variations and nodifications of the invention can be
used. It is possible to use sone features of the invention w thout using
others. For exanple, it is possible to use mass or blind distribution of

coptent. wi th | . nt. in return.for.. yment, without inplenenting
col l ection of ﬁ%“g{“’%% P?)"ﬁ* G %58%%%‘??541{’%&0%2‘(%‘@@? FAN)swisls ¢! e
to provide proedtweky WhiNg helgehohacablsf ftes optit, Sidid, airendd e wiRad Iigﬁs Ihese
depi cted or det%%iig?ed or which have nore or fewer steps. Althougﬁ t he

configuration f 'g. 9 depicts a process in which the decision whether to

K di sk i fad . k i
make a disk is mdﬂld}ﬂés{éﬁﬁnﬁenﬁﬁﬁ,llﬁ IV%U‘M&E{‘JB&[‘HEEI % 1'ﬂ§lgdé’as c%?‘@v‘i)gt?ﬁ&%rrgyt%}cfsh ough

made, it i% possible to make the decisions in posi
Fig. 9 depi’ct SPrOFESESS; HEms gndyr apmysius snbstagtially dshiepicted and dbscribb@ hirein)i C

di stribution, jhéluligeR i er ;to djstri by 30, both
physi cal distrjbuti %nggﬁjél%g{l% ggl'?-{l’eg%f %Bg(?@@%?tﬁ)%’iagﬁ F%F#ﬁ%ﬁ&ﬁg#ﬁ%geﬂ g&dip
i nvention has theaf wilksedarsend o toarake abd use the praseme thivantivsh afde ERddrRRtiddthe
Serial No. 09{@33@ SR8 ra, the present invention can also be used in
other nedia |cﬂ nclude writeabl e portions such as CO-R, CD-RW DVD-R
medi a and the |i ké&hedkdshatigrentiononliaknt smbeligcate SAALARDINERD ddsEed Sifger Net
comuni catjpons, Links. 517 AI\/EN%EP SHEEJ 21 Juld%é2004_ ot her, comuni cation
links can be de&@ RS BaPhynroddems ngtdepisted andjos describsdhbereipjonén varisms
network (WAN) enttedinphosieredtantieding iDBE 20BhicCof st ds%e{;ﬁ{a%g b94n LB

In various

wireless |inks_and he |ike. The present invention,
‘enbodi ment's, iFREIHIEEVIEEHYIRRITEES G ERidmsroving perfgmeansesachisymgease addbror

appar at us substdridgadobtofamplaiRhelist TR Hrdgs G i | | pgludion
vari ous enbodi nment s%, ubcolr)rbi nat ilons,. gﬁdégwgg@“tﬁg%s&em&mdg arc‘;’frggﬁli’ll
in the art wifPf iRy AdartadiionPrereus andlar ansdogohetephmdenits, farcentendemcaf t er
under st andbng ih HescRBBS ABTel eSS bR T, r o7 on, in.various
embodi nents, i ncl SQIesépr ovi digg}g %ﬂg\%ﬁs:ees’s&g%@ ngieg&%lg%%g@é%a‘?pﬁc%ﬂé absence of
itens not depi‘@rtionusage @ésuchigsadindlegsei n or in various embodi nents

her eof, including i, : ' as may have been used_ in
previ ous devices or EF%E%@Q%@Q&ESlgﬁ Of%igH}Jﬁ%tr?oélvﬁﬁgeeﬁeti}}?s(?ngﬁ?:re?“rﬁ??ﬁ?%i ng
ease and/or rllutationandaisscription.iffednmeptiag isamt infdnded ot the iAVEToh @ the
includes ite j . a L nol ogy. adapt ed from previ ous

and/ or anal oggﬁfgh?éfgﬂﬁ%ﬁgg?%g%e?gf gg%é‘\%l%% Yo 3‘%%@’3(1% aLetonAgs Hskeed i t ens
or proces3@s, desgription plerss aroré smbatiments ald cenaieatistiork an€ alvMEMtisRabhes age
of such term gol reqoi ng di.scyssion af the invention has been
presented for Qg‘h@g%‘% %%J]%P Mﬁfﬁ?’tﬁl g ?‘r% a‘?lpﬂﬂg’ﬁﬁﬁopﬁé’gm IBYGREAN: et @s sy dgavidin i s
not intended the skilhartd krioevlddge efithosmintice irb@ﬁeﬁ@ﬂéfb@hdih@ﬂﬁé:r&%ﬁﬁdﬁ@é@ﬁ:@?{i in.
Al t hough the criptian of .1 he.i.nventign has ingcluded 20 description o
one or nore eﬁﬁ%ﬁeﬁg%{’@mgﬁﬁh%eﬁ’ﬂ%h 'I’i‘glx‘i‘é? T(‘)lgﬁni“’é‘ﬁ’g e’é‘ﬁ@fﬁ%ﬁ‘isﬁ? theteptsnt peraxithash

including alternate, interchangeable and/or equivalent structures, functions, ranges or

25 steps to those claimed, whether or not such alternate, interchangeable and/or equivalent
structures, functions, ranges or steps are disclosed herein, and without intending to

publicly dedicate any patentable subject matter.

-18-

AMENDED SHEET



variations and nodifications are within the scope of the invenyiyQmoog. 9. as
may be within the skill and know edge of those in the art, after

under standi ng the present disclosure. It is intended to obtain rights

whi ch include alternative enbodinments to the extent permtted, including
aIternate,é&ﬂéipﬁgéggﬁagbﬁégnd/or equi val ent structures, functions, ranges
or 25 step , Whet her or not such alternate,

i nt erchangeabl e and/ or equi val ent structures, functions, ranges or steps
are di scl osed heyei d w thout intending.to ublicly dedi cate an

pat ent abl e 1Subj dbonaad B 2 camient, ghges Enptipyie,aomient o A dashaskrS 4584 Al hED
I'S: 1. A nebhprsihgr a content owner to distribute content to at |east a
first user, co rkfin . encoding the content;; selecting either an

el ectronic or pk ??d%igﬁfg??F%vtion of the encoded content; distributing

the encoded contselettiraceittetiapgléctrohireorsgiyeihbdisthiaition Rfttheo Bndvdtd @batene i t i Ng
tical .disk;. t.i cal

the distributed encpded gontent to an. o erein the o

i sk i mol G ESocAEN bty sSediingf e G B RE  PelioToRBine
content wr ithd distribniedRacaiptiicoatentiosik dpsicdleidabl e by an optical di sk reader
only in response to t.he f.ollown teps:. disgriputi a content key to the
opt iycal di skpr egg}gfe"? e é‘ﬁﬁn‘ﬁg ’F‘g*‘lﬁ?f %H?ﬂﬁ‘m%‘:‘m’ r?élag’t'}leﬁed“ E}W ‘?fﬁtﬁlg‘é%d code
by using t kecodedtementlvajtteanh thb@ptichl disk i eadiblé bean optichl Wsktréddgr ofilhen access
code onto the %%é%ﬁpl ﬂ{sk wherein the optical disk reader may read the

di stri but e§*BR CIIPERE SRS t ten on the optical disk by using the first
access code. 2. dihébuiaghadneht kéyaionthd opildut idesknrestes tin eXdhbhge0fol Repalyinest:

perm ssion code. conprises,distributing the content . key vi.a an |nternet
communi cat igg%%a%f“igrﬁ?%%‘?ss ‘f?]deed%?%tﬂ&w‘%?'&?ﬁw fn‘gh‘e?,m% é‘ileé’f‘ﬁert; ﬁ‘é‘l oHEENt
i ncl udes cdnt anrkssseddecérd the opticahrdiskg vihewdin clenbgiivhl di¥kSiesdeg andyedad thof t war e

and notion piecture content. . . . .
dRtruttd%nSSdea Goritent written on the optical disk by using the first access code.

2. The method of claim 1, wherein distributing the first permission code

comprises distributing the content key via an Internet communications link,

3. The method of claim 1 or 2, wherein the content includes content selected from

among text content, music content, software and motion picture content.
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