1 Method and Apparatus for Enhanced | nternet Tel ephony
Background of the Invention Today, nobst conmon
woeasosgeswisal br oadband depl oynents are del i ver edTAS2004/033812
ei ther cable or DSL nodem Such broadband depl oynent
typically provides custoners with a single Ethernet
port that grants one public |IP address to a _single
conput er deMethod mpd.Appsnatus for Enbanced Internst Jielephony o
restricted to using only one conputer, and nust
purchase a router if they desire to share the
br oBakiggidund ofthe lentibpp access, for exanple, the
I nternet between nore than one of the customer's

conput er TeRY| §6& colimoh résidendl braidbind dapldyehte pleaielivered via
signaling, customers commonly use a Miulti Media
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device (e.g., a conputer or telephoné) and their
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t el ephone anal og . signals into Internet packets. The,
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prot ocol such as Session Initiation Protocol (SIP) on
r outMPETHACYSeY-hei r destination. Figure 1 is a
schematic representation of an exanple user I|nternet

Tel ephonYo &pnspPAiedistand teleqhope signaling{HptemgEidommonly use a Multi

provi des access to the Internet 20. In )
Media Terminal Adapter (MTA) coupled between their source device (e.g., a

computer or telephone) and their broadband connection. One example of a common
Media Terminal Adapter is the‘ Cisco ATA 186 Analog to Telephone Adapter (ATA)
manufactured by Cisco Systems, Inc. of San Jose California. In the case of Internet
telephony, the Media Terminal Adapter operates as a handset to Ethernet adapter that
converts traditional telephone analog signals into Internet packets. The packets are
then sent using, for example, a standard protoco] such as Session Initiation Protocol
(SIP) on route towards their destination.

Figure 1 is a schematic representation of an example user Intermnet Telephony
environment. In Figure 1, a cable modem 10 provides access to the Internet 20. In
the Figure 1 example, the user employs an intermediate communication point, e.g.,
router 30 to provide multiple devices access to the Internet 20. The router 30 assigns
respective private dynamic IP addresses to the Media Terminal Adapter 40 and to the

computer 50. As shown in the Figure 1 example, the Media Terminal Adapter 40 is
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the Figure 1 exanple, the user enploys an internediate
communi cation point, e.g., router 30 to provide
woubisipsd4 devi ces access to the Internet 20. TReTMS2I08033812
30 assi gns resoectlve prlvaze yn | P.addresses ta .
t he comifhiopesommen telaphnpe bandaef 65 J%qur?ei"%imbﬁéwt@do receives
As shown in the Flgure 1 .exanpl e, the Media Term na
Adapigaals £om the hewlsqs|68 dereasespalsisand seedsaisiagnekatniedheRouter 30.
60. The Media Term nal Adapter 40 receives signals
f r omhidhein lnan derels tieth todhecabesnpizok )l ardaventsallyds titdintemet 20.
packets to the Router 30, which in turn sends themto
the cabl @ EjeedranbstkevEmt dodve Yyfial eddronmestrineie dfficuléy in
maj or dr awbacks of the above typical environnent is

t heaédoirfm&dahh bmmmw TRgsdR NaI T is'gsiea
Transl ati on that is typically i1nplenented by the
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Dol Server runni ng on the router
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t he communi cation/registration, process
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between the Media Term nal Adapter 40 and-a server of
t he ThaiMadireTerménab Adenter 4)chen keging MW“’E??&PW@‘%T ation process
standard protocol such as Session Initiation Protocol.
But withhsa Interriettelephonpesefvisermsovides. ke poypmumgetiandhgtween the Media
Translation on a timed basis. As is commonly known,
t y piTeahintloAdapics 40 antla servérofthednigimebtelphens S&Mﬂtegnowder employs a
private | P addresses to devices connected to the
r oukRhdarByptotodoN R asSebsiadrisiatoreProticold Bimlthe fapter 80 performs the
limted time. Thus, after the

Network Address Translation on a timed basis. As is commonly known, typical

routers used in home environments assign private IP addresses to devices connected
to the Touter. But, those addresses are valid only for a limited time. Thus, after the
limited time expires, the private address is no longer assigned to a given device, such
as the Media Terminal Adapter 40. As a result, the SIP messages sent from Internet
telephone service provider’s server are not passed by the router 30 to the Media
Terminal Adapter 40. Consequently, the Media Terminal Adapter 40 can send SIP
messages, but is not able to receive packets from the Internet telephone service
provider’s server due to the router 30 losing the oﬁginating outbound port and making

communication to an MTA located behind a router impossible.
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limted tinme expires, the private address is no | onger

assigned to a given device, such as the Media Term nal
wade30385940. As a result, the SIP messages senPCTsm04/033812

I nt er net teleghone service provider's server .are no

passed byFiE¥eZ i cEFmas FrreieREtfkefi 2R SFRRIE SAYITORRESt

40. Consequently, the Media Term nal Adapter 40 can

senadéressesihessgye of roter 39 dosmeen apPeindpoptalisng an emeetitelephone

fromthe Internet tel ephone service provider's server

due cbondctien.r uheFigs® 2 asinply, atike Iotemst telaphors ssovitsoprpdder a

port and nmeki ng conmuni cation to an MIA | ocat ed behi nd

a I QetRfatibNRas. pre-proXy segerr 2 2eeives meswapesrfadri the router 30. Pre-

representationof an exanple environnent that addresses

t he Iplr SSURrRE 70 RitbAE 1R Drivas TP addieks 0FHhe Mudik Peririnl Wdhprgr 40
nt ernet tel ephone connection. In the Figure 2

exa kiGe, Bt e;éahx%zé Pl RTP &lishhGO5Es. ACAINS RRoRis M B8 orR address

dest|na i'on, e’g., a pre-proxy server 70 receives
mes &agﬁﬁ?%{ c%mrﬂ figatibR g&‘? éﬁ?gged b & Préter 3936 Yr%g\ra?n&% Terminal

Adap, 4 e t
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transl ati on comruni cation.port,. assi he ro
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it wll send and receive nessages,
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Adapter 40 passes fields used to conmunjcate Wt

pr e-lmlédéy' fos exqraple.he pEvaigIP) addresy offqa%M@glatTﬁgpme%da@éer 40 the

passed include, for exanple, the private I P address of

t he pvbbe B aidrass abihe ruugs38r andportinferpation; fiepthgag-arogy server 70

of the router 30, and port information. After the

pr esecedvey fipgnfoematicn fren giededia Ferminal ddapiet Y e RPPIQRY server

Medi a Term nal Adapter 40, the pre-proxy server 70

per i7odiesiadicallyssendss forfemm;dx,atﬂq)ﬂcd,lmb hgsiagesP theesdig dsmpipal

the Medi a Term nal
Adapter 40, which contain the same destination and source address as a typical SIP
message would have. Other messages could be use in stead of the UDP message.
The message used should prompt the Media Terminal Adapter 40 to send a response
to the pre-proxy server70. The pre-proxy server 70 sends, for example, the UDP
message to the router 30 using the public IP address of the router 30 and the port
information received in the message from the router 30. The pre-proxy server 70
sends, for example, the UDP within the limited time that the router 30 maintains that
private address assigned to the Media Terminal Adapter. The router 30 accordingly

routs the message to the destination designated in the message from the pre-proxy

server 70. Thé pre-proxy server 70 also maintains the private and public IP addresses
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Adapter 40, which contain the sanme destination and
source address as a typical SIP nessage woul d have.
woRhesrossmssages could be use in stead of the UBBT/US2004/033812

nmessage. e ssage ,used. shoul d pr t the di .
Tor it MAdapaEvRgs £ ety 1 treBoh SR b gpbisedon tis
pre-proxy, server70. The pre-proxy server 70 sends, for
exanploanaligfe UDP nessage to the router 30 using the
public I P address of the router 30 and the port

i nf or mat i abevsesiolutian werkedebyiiicidaet spive Fhet‘ﬁg"qﬂé addzess
30. The pre-proxy server 70 sends, for exanple, the
UDP tiinklaiion proklemi foi slbrbutersrdFor bxampld sometaugars would close the
mai ntai ns that private address assigned to the Media
Ter fuihndgarifhe deite beRiut die Bftefs nawdikrginesy wanslstioheéid not
nmessage to the destination designated in the nessage

f rongef gn BitBodidaNessaze! This, Here id Bedd Br Psodione theqirobléi, in
al so maintains the private and public |IP addresses4 .

of the M l@ﬂgn)y, SHe i8Sy P 8 &R #8histatioR haR & koiddr pHBims as a part
nmessages based ‘on this information. The above sol ution
wor ked, .Qut, i.t dj ot solve the network address

tra I’%l’?lo'wdebiroggﬂfig%nfor all routers. For exanple, sone
routers would cl ose the outbound port if the device

behind the router's network address translation did

not send an outkjound nessage. Thus, there is a need

for Spmwaty olthedBventan ,r opi'em in Internet tel ephony,

of the network_address translatjon thai, a router

per f or s 1hi§ ag obigrt of e present pyveigafo B‘ﬁ&dgf‘i“b%l?o%ﬂﬁgﬁ/mms for
of the Invention It is an object of the present

i nveamhimned erpeigelepiony that ayeids ha abayssavdiads- 1 or

enhanced I nternet tel ephony that avoids the aboye

dr awbac k dt is another object of the present invention to provide a method and apparatus

for enhanced Internet telephony that allows the use of Session Initiated Protocol

technology.

It is a further object of the present invention to provide a method and
apparatus for enhanced Internet telephony that allows the use of Session Initiated
Protocol technology within environments employing network address translation.

1t is still another object of the present invention to provide a methed and
apparatus for enhanced Internet telephony that allows the use of Session Initiated
Protocol technology with Touters employing network address translation.

) To achieve the above and other object, the present invention provides a
method for providing enhanced Internet telephony that includes receiving a message

from a source at an intermediate point; sending at least a portion of the message from

the intermediate point to a destination over the Internet; sending a response to the
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It is another object of the present invention to
provi de a nethod and apparatus for enhanced | nternet
woeb@pgsry that all ows the use of Session |nitParas2004/033812
Protocol technology. .It is & further objec f the )
or o8R8 R e JRNEHG 0 PeB e TAlRtR BRILAYGY S M sending the
for enhanced I nternet_telephony that allows the use of
Ses SppInsefroem thedptemediabe peint te gigfonisejyrentated|yrsending other messages
envi ronment s _enpl oyi ng network address translation. t
i s Srom thealestingion oisr thetlnigmmet fadhgyintesoediate poiakitsersking a3 least a
provi de a nethod and apparatus for enhanced | nternet
t el pphtamyofichaespabdingvanes bftha stheomeSegesifom thaiinteratedsite point to
Protocol technology with routers enpl oyi ng network
addiigssoutdepinsd Bhdifgresgons@ab itRMBridie ofihe vthea Aldssagdddfom the
obj ect, the present invention provides a nethod for
pr ogb@cg%ﬁgmga{eyﬁﬁnet t el ephony that includes
receiving a nmessage froma source at an internedi ate
poi nt; sending at |east a portion of the nmessage from
the internediate point to a destination over the
I nt gy net, in e to thenessage fromthe
des |rﬁe§tl?eg§1rﬂgmt éﬁ?fr%f%?'g‘ggi ate point over the
I nt er net ;.. sendi n he response .fromthe inter I a
ot nt |+ o A L ety TP 8rAn Aamplensr HELBL spnony
fromthe destination over the Internet to the
i nt SPHEF™: point; sending at |east a portion of
correspongdi ng_ones_ of the other. nessages fromthe |
i nt er med B pFiadTcherppticHeprewaaten 0%%@@% gpyironment intended to
responses to the portionsof the other nmessages from
t he adérgpscibe tseue of @ TpyieTdpsing AmewbeIEHd port dufipg an Intemet telephone
Description of the Drawings Figure lis a schematic
r epcerrashen-i onof an exanpl e user Internet Tel ephony

envi ronmnent . ) ) ]
Figure 3 is a schematic representation of an example environment employing

the present invention.

Description of the Preferred Embodiments

Figure 3 is a schematic representation of an example environment employing
the present invention. In Figure 3, a user initiates a call using a telephone handset 60.
As described above, the media terminal adapter 40 implements standard signaling
between itself and an Internet telephony regional data center 80. Once the user has
been registered and the destination has provided a SIP acknowledgment of the SIP
invite sent by the media terminal adapter 40, communication between the caller 60
and a customer in a destination area 100 prqceeds using, for example, Real-time

Transfer Protocol (RTP) between the caller and the a customer in the destination area
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Figure 2 is a schematic representati on of an exanple
envi ronnent intended to address the issue of a router
woaeisngsam out bound port during an Internet tebPephsnm®4/033812

conpect.i an. . Fi [ chematd : ' I
an L in i T o8 it S mE TEY Felb BB By poin
i nventi on. cri.ption of the Preferred Enbodi nents

Fi goberesence %%é%ﬂgrplﬁft}“én?%ﬁ?%?@m ation of an exanple

envi ronment enpl oyi ng the present invention. |In Figure

3, a useHowaYsy ‘éitt% thegall sgtjup g éﬁa%d@éwpﬂ'& ﬁ%“tm& close the
60. As described above, the nedia term nal adapter 40

i npbwthewrtdypost afied a titeeutqeripd. ndys breswlb epice data fomyihg cugtomer in the
Internet telephony regional data center 80. Once the

us efestinstidneaea I'dgiiditnet edclathel tefdpbomtsindsen6( behindouter 30. To
provi ded a SIP acknow edgnent of the SIP invite sent

by Lhsd RAbiket B0 fifnihgloub il @ingdhe owtbouid portahé present invention
between the caller 60 and a custonmer in a destination

ar eg, LO0mP HRAR&EMiHA aB8hter 40rto SonaNR loBtbomtAhedskgiRto the Internet
Transter Protocol (RTP) between the caller and the a

cus | nfiRkhO hiishiie thi8 iSonate the pre-
So°lep Bl Aokl ho0pgt ap60-Arg Bt e

t el ephon PNt -. qf - ' ' ' :
s GoPRAS R Br S berioflca iy SR8 A Gy STp by IRSHEO R LTy Brminal
L radpter a0y 110 i R i A0 EOeRE e Alf IncBsae n
custoner int estjnatiop area,0 w, | not,r
Cor aemehec SR SatenBimynib: By s #f SekloR AR kb

t 30 tim . d cl [ th { t
| hemsregarThe IRPGIEIOA TERRTE O TP e i A ) dauses the
adapter 40 to send an out bound, nessage %gr t he Irﬁerntet,
t el epiterdP tp kgerotha Puhgund RoEtRAPER bydor %%@P Sigffing the ToUier's

acconplishing this is to have the preproxy
timeout period.

Referring to the exemplary embodiment shown in Figure 3, the Internet
telephony regional data center 80 has the pre-proxy server 75 separated from the RTP
relay 85. While this separation is not necessary to the present invention, in some
environments is allows additional functionality to be more easily added to the pre-
proxy server 75. An example of such additional functionality is the dynamic allocate
allocation of the RTP relay 85. The pre-proxy server 75 can allocate the closest RTP
relay between the two calling parties. That allocation enables the ability to decrease
latency and travel time of the RTP stream. Also as shown in Figure 3, with the
exemplary embodiment, énly SIP messages get routed to the Internet telephony
regional data center 80. The RTP stream need not travel to the data center, and

depending upon the location of the caller and the destination area 100, can travel
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server 75 periodically send an enpty SIP notify
nmessage to the nedia term nal adapter 40. The nedia
woOeoosagd4 adapt er 40 responds to this notify nmMeeTAGE0041033812

accordance with SIP standards by, for exanpl e sending

an adibioaliwiederostapie aieagEor cxp Qﬁ&?‘ﬁig‘%ﬁﬂ‘mgﬁg’% Jocated
by the nedia term nal adapter 40 causes the router 30 .

to ke€pliforrda, aud the dtdmpioelephams regigpal §233 ceases $Pcauld be located in
restarting the router's tinmeout period. Referring to

t he NexeTgdenr If tendestitiation tres A0Qs aisn iFCalofomiag the katemet telephony

I nternet tel ephony regional data center 80 has the

Pr €50 ¥ préhdesin tHedesipaion iea 90 woudithealléChred il thy p@Eproxy server
VhiFe this separation is not necessary to the present

i NVeBL) Mo bd & GG ThEQ RERGd SabioFe, Ahd RYE stacde #5618 @main in
functionality to be nore easily added to the preproxy

e gﬁéfO@%;alﬁ]ﬁhéx%ﬁ%@Au@e & acahadt 1a@flytdn@ Rabel iR f (RORITP biteam.

IS 'ocate allocation of the RTP rel ay

85. Th - I a
o 1 bt BERUE 0 Bl Baf P A0 G Sk

Il ocat | abl.es the. ability to d | :
' agePPh Tt (iporreiey ehenidh S BB R

3, with the exenpl ar nbodi nent, o | P sages
qet SrvsaeR does W nrghie O tPaEER aBHEy HESBe A TRpa
center 80. The RTP stream need not travel tﬁﬂ%he dat.a
centymricallyypulichedmmiensntaddma PREPIPBESEITSS fabPe Fplepeigdin a
and the destination area 100, can travelwithin a

| i mcomguigebetriaplhe Singlieung S seBREM e, the tel ephone
handset coul d beiocated in California, and the

I nternet tel ephony regional data center 80 could be

| ocated in New Jersey. If the destination area 100is
also in Calrfornia, the Internet tel ephony point of
presence in the destination area 90 woul d be all ocat ed
by the pre-proxy server 75 to also be in California.
Thus, as noted above, the RTP streamwould remain in
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California; tending to reduce to decrease | atency and

travel tinme of the RTP stream In the above, the
wonresspegsey server 75 is shown and di scussed asPar/us2004/033812

separate conputer. This is $or conveni ence of

di scussion, for purposes of @aedsi Ci ng the invention,

it does not neeito be separate. Instead, the discussed

{jU”Ct WOBEHoAFbr roRloR dnhaHCHd Rt | BRIRADHnEfldidy. &

re-proxy serv can arrp ement e a“conmput er t hat

is al functioning as.a server.8 Clains . A nethod

f or p?ag\f?‘iﬁ‘\’fﬁgémg%oﬁ?rﬁtaépﬁ@? a?@’l‘ BRSBTS RARGdi ng:

(a) receiving a nmessage froma source at an . )

i nt er (dendiag pbleast;a Hanion efidic message! fecers theanisanedige pint to a
the nmessage fromthe internediate point to a

feghitié b@dr tRyBiterhéte | Nnternet; (c) sending a response
to the message fromthe destination to the

inter L at. | Var ; L B i
rospoliaee s BtBon R nd Bt HoRfhhe dotneRBRE 12 thithmediat
(e) repeatedly sendi ng other nessages fromthe

eRE OYFAtROHIRES the Internet to the internediate

point; (f) sending at |east a portion of corresponding
ones () sehdingttherespanss figas theriptermediate POBR he HICHOBSoi nt

to the source; and (g) sending responses to the

por t i p)Semfatddipsaidigy othesmegages framthddestinationeoveo thehimternet to the
internediate point. 2. A nethod according to claim1,

i%ﬁ%hﬁtébﬁﬁt;( a) includes receiving the nessage at

(f) sending at least a portion of corresponding ones of the other messages from the

intermediate point to the source; and

(g) sending responses to the portions of the other messages from the source to the

intermediate point.

2. A method according to claim 1, wherein step (a) includes receiving the message at

a router including at least one port having a time out period.

3. A method according to claim 1, wherein step (¢) includes sending the at least one

of the messages within the time out period.
4. An enhanced Internet telephony system, including:

a message source;

an intermediate point coupled to receive a message from the source and to send at

least a portion of the message to the Internet;
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a router including at | east one port having a tinme out
period. 3. A nethod according to claim1l, wherein step
woedosiagdowdes sendi ng the at | east one of the PETABY®I/033812
within the time out periaod.94. An enhanced. | nternet . d
t el eph@astinglion eonpledh i 1gaPING thednfrRsage fym i inigmegate point, to sen
i nternmedi ate point coupled to receive a nessage from

4 heps e toehamesshge Bethd imterrahate painpoverithnlng¢mehend to repeatedly
nmessage to the Internet;9 a destination coupled to

%ﬁﬁgﬁ]‘{& &é@a%@%%&%e fifieet Rethe RtemiBbt@peinpoi Nt, to

a response to the nessage to the internedi ate

poi nt over. {.he I nternet, .and. t : .
oo o BErEn BF TRt pIrds SR ETPR AL ARAE BB to sond
wherein the nessage source is coupled to the
resp@rsee th BE Ot Messagss.as to send responses to the

ot her nessages. 5. An enhanced Internet tel ephony

sy st emmpatencidintetnet cdiephong systemrascorditiggoichainr hedicagia the
poi nt conprises a router including at | east one port

x{?@%{tﬂ&%'ﬁe bbiBcAMirises hir8bter Hcliih AR 66t port Raviag a time out period.

é)ny system according to claim5, wherein the
estination c IS serv :
Seast AaregRc B pER I BT SFeti P Rthe @ AR Aherein the
period. 7. An enhanced Internet telephony st.em s
Sotiontiomgomaries AFET CORRPLITTDA 8! EOOE oL ey T Epesgages within
medi a term nal adapter.

the time out period.

7. An enhanced Internet telephony systém according to claim 6, wherein the source

comprises a media terminal adapter.
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