WD 03/ 058639 PCT/ US02/ 41741 FLASH MEMORY ACCESS USI NG A PLURALITY OF
COVWAND CYCLES BACKGROUND This invention relates to flash nenory devices
and net hwovsassb3appar at us for commandi ng and control | i ng PCirasi2/4G4menor y
devices. Flash nenory devices are solid state non-volatile nenory devices
that allow users to electrically programand erase information. Flash
menory devices typically support both read and wite cycles that
respectively allow data to 10 be read from and programred into the flash

nmenory. In the peRsd MeBdrY haSbsTBaRIGY A GWREESY ERl@MANGD adeimss buses
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status is determined by 1ts previous state or status. Each Toman
recei%edtg¥(gbftéggaggghine determ nes not only what action the state
machi ne w11 take (dependi ng upon its current state), but also determ nes
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memory devices that allow users to electrically program and
erase information. Flash memory devices typically support
both read and write cycles that respectively allow data to

10 be read from and programmed into the flash memory. In the
earliest flash memory devices, data and address buses
internal to the flash memory had to be carefully controlled
by a CPU or other external processor to perform even the
simplest of tasks such.as writing data to or reading data

15 from a flash memory cell. As flash memory devices have
matured, external processors have been relieved of this
burden by incorporating state machines into the flash memory
devices.

A state machine is a logical device whose current state

20 or status is determined by its previous state or status.
Each command received by a state machine determines not only
what action the state machine will take (depending upon its
current state), but also determines the next logical state
the state machine\will occupy. State machines can be
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25 implemented as hard-wired logic devices, or as



1 WD 03/058639 PCT/ US02/ 41741 mcrocontrollers configured to execute a
state machine algorithm The incorporation of state nmachines into flash
menory ow0iosessebas al |l owed fl ash nmenory devi ces to aut onecoushy4G4perform
sinmple tasks |ike programm ng and erasing data w thout external processor
control. As a result, an external processor can issue a high | evel comand

to afla eyl Vi Ce, . ane t.ate i ne. w.thin the device can
aut ononous Cy I nt et%rpé&?té{%ec con‘r%%éa% %er or%?\rll\éeg%]%é;k%a "that are
necessary, ﬁ)gq}%lte the command. As the state machine perforns these
tasks, it n'set bits in a status register that can be nonitored by the

ext er nal processor. to ;i(%altea r.m neoﬁ lhsg% omrang%s execution status. Currently,
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memory device, and the state machine within the device can
autonomously interpret the command, and perform the tasks
10 that are necessary to execute the command. As the state
machine performs these tasks, it can set bits in a status
register that can be monitored by the external processor to
determine the command’s execution status.
Currently, state machines incorporated into flash
15 memory devices are hard-wired by device design to
autonomously interpret predetermined write cycles as
commands, and to execute hard-wired or predetermined
algorithms to fulfill those commands. As a result,
currently available flash memory devices are only capable of
20 interpreting the limited number of predetermined commands
that have been logically designed into their state machines.
As new features requiring new commands are developed for
flash memory devices, new state machines must be
specifically designed and developed to interpret and execute
25 the new commands. Developing new state machines whenever

new commands are developed for flash memory devices is a
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25 the new commands. Devel opi ng new state machi nes whenever new conmands
are devel oped for flash nenory devices is a 2 W 03/058639 PCT/ US02/ 41741
ti me- conswoimgsgsocess that is both inflexible and subj ectCTius0t/egiral
design errors. DESCRIPTION OF DRAWNGS FIG 1 is a diagramillustrating a
prior art nmethod for 5 issuing and interpreting flash nenory conmands.

FIG 2 is.3Jdiagr faan@ g&@gggl@aw}sfbmwl@mr@ ardbsiugrddion met hod

for |nterpret|ng m)ry coman FIG 3 is a schematic 1llustration

of a flagh %%ld%"e'sci apahl.e. of interpreting commands using the flash

10 nmenory co abstraction nethod. Like reference synbols in the various
drawings indicate |ike elenents. DETAILED DESCRIPTION Fig. | is a
graphical illustration depicting a prior 15 art method by which an external
processor can issue commnd@EScQRI&T]@rql‘bIOFarﬁRWW menory device. As

previously exfidl neq thgdjf“roarm Aldash TR Yolley) S8 € WADS for o1 20 e

machi ne t hat W re recel ve an certain predeterm ned

wite cycles fromt xtern ess . \When the state
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abstraction method for interpreting flash memory commands.
FIG. 3 is a schematic illustration of a flash memory
device capable of interpreting commands using the flash
10 memory command abstraction method.
Like reference symbols in the various drawings indicate

like elements.

DETAILED DESCRIPTION

Fig. 1 is a graphical illustration depicting a prior

15 art method by which an external processor can issue commands
to a prior art flash memory device. As previously
explained, the prior art flash memory device contains a
state machine that is hard-wired to receive and interpret
certain predetermined write cycles from the external

20 processor as commands. When the state machine receives and
interprets a predetermined write cycle as a command, it
traverses a hard-wired algorithm to perform various sub-
tasks that are necessary to execute the command.
Performance of these sub-tasks often requires the execution

25 of primitive functions within the flash memory device such
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tasks that are necessary to execute the command. Performance of these
sub-tasks often requires the execution 25 of primtive functions within
t he fl ashwowansss3devi ce such 3 WO 03/ 058639 PCT/ US02/ 4172CT/tse2/kErtthi ng
and rel easing specific address or data lines. These primtive functions
can be perfornmed by the state machine itself if the state machine |s
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execute the external processor’s predetermined commands.

10 Fig. 1 shows an example of the prior art method by
which predetermined write cycles are interpreted as commands
by a prior art state machine. As shown in the figure, an
external processor can erase data from the prior art flash
memory device by writing an erase command sequence to the

15 flash memory device. The erase command sequence consists of
a first predetermined write cycle ﬁhat is interpreted as an
erase set-up command 101, followed by a second predetermined
write cycle that is interpreted as an erase confirm command
102. Similarly, the external processor can program data

20 into the flash memory device by writing a program command
sequence to the flash memory device. The program command
sequence consists of a third predetermined write cycle that
is interpreted as a program set-up command 110, followed by
a fourth predetermined write cycle that is interpreted as a

25 program confirm command 111.



sequence consists of a third predetermned wite cycle that is interpreted
as a programset-up conmmand 110, followed by a fourth predetermned wite
cycl e t hawoios/ofsssBer preted as a 25 program confirm conman@CIAK02/417W0

03/ 058639 PCT/ US02/ 41741 Fig. 2 is a graphical illustration disclosing an

i nproved net hod by which flash nmenory device conmands can be issued to and
interpreted by .a flash nmenory .device -in r \r i | es. An

i mproved fl asf%%%m?rﬁ%@vi% PRI a5 : ast%on%%rsfpl eévflrg%c%rgo shown in
Fig. 3, can be configur tg receive.and jinterpret ' clg, fgom an
ext er nal 1“W8@§§38}Etg?cgq?¥er’("gﬁc§‘ orfahd" %yeﬁe;ﬁgce%e%&é*%%&n%mé\ 220 can
be followed by one or, nore subse nt wite.cycles ¢ [l 0 be
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specific flash nenory commands 222-224. ,
can be folldwed by one or more subsequent write cycles

containing data to be interpreted by the flash memory device

10 300 as one or more specific flash memory commands. In
particular, the write cycle for the generic command 220 can
be followed by: a write cycle that can be interpreted as
the number or byte count 221 of write cycles to follow; one
or more write cycles that can be interpreted as specific

15 flash memory commands 222-224 embedded within the generic
command 220; and a write cycle that can be interpreted as a
confirmation command 225. The confirmation command 225 can
be used to verify the transfer of the specific flash memory
commands 222-224, and to initiate the interpretation and

20 execution of the specific flash memory commands 222-224.
Specific flash memory commands 222-224 can include command
instructions or sequences such as erase commands or program
commands, as well as any data associated with the command
instructions or sequences such as address data or raw data

25 to be stored in the flash memory device 300.



Specific flash nmenory commands 222-224 can include conmmand instructions or
sequences such as erase commands or program commands, as well as any data
associ at edowswsseBhe command i nstructions or sequences su®lTaAsozaddness dat a
or raw data 25 to be stored in the flash nenory device 300. 5 WO 03/058639
PCT/ US02/ 41741 Referring to Fig. 3, flash nenory device 300 is a device

having a stat &ﬁr&achri.ne 310 I];hat é:at aﬁr?%grh&é/[ efbi0-resgive & Wwite cycle
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as a byte count 221 (see Fig. 2) that indicates the number N

of subsequent write cycles that are to be stored in a buffer

10 314. State machine 310 can be further configured to receive
and store in buffer 314 the next N write cycles from the
external processor. Finally, state machine 310 can be
configured to receive a final write cycle from the external
processor.

15 If state machine 310 interprets the final write cycle
as the confirmation command 225 (see Fig. 2), state machine
310 can be configured to sequentially retrieve, interpret,
and execute the data stored in buffer 314 as specific flash
memory commands 222-224. As before, flash memory commands

20 222-224 can be interpreted as command instructions such as
erase or program instructions, and data associated with the
command instructions such as address data and raw data.
However, if state machine 310 does not interpret the final
write cycle as the confirmation command 225, state machine

25 310 can be configured to write an error message to a status



20 222-224 can be interpreted as command instructions such as erase or
programinstructions, and data associated with the comand instructions
such as aworidmssedat a and raw data. However, if state nmaciCmas8i@i7dbpes not
interpret the final wite cycle as the confirmation command 225, state
machi ne 25 310 can be configured to wite an error nessage to a status 6

WO 03/ 058639.P US02/ 41741, register 313, and . to erase _or i r he
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321 to the external Rrocessor t hrough device data | ines 303. Depending on
the stateTof EShEFBRLI PRESSS§PY PFOFEBAREPSL ST can issue commands to

the flash memory device 300 in the form of write cycles that
are interpreted by state machine 310 as commands, and can

10 monitor the status of issued commands in the status register
313.

Data flow between the external processor and the flash
memory device 300 can be controlled via the input/output
(“I/0") control logic 312. I/0 control logic 312 is

15 controlled by control lines 301, and can be configured to
selectably connect an input buffer 320 or an output buffer
321 to the external processor through device data lines 303.
Depending on the state of control lines 301, I/O control
logic 312 either allows input buffer 320 to latch data from

20 data lines 303, or asserts data from output buffer 321 on
data lines 303.

State machine 310 is also controlled, in part, by
control lines 301. 1In certain control states, state machine
310 can be configured to receive write cycles from the

25 external processor through input buffer 320, and to
interpret the write cycles as commands. The interpreted
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| ogic 312 either allows input buffer 320 to latch data from 20 data |ines
303, or asserts data fromoutput buffer 321 on data lines 303. State
machi ne 3W0 i3®58Bs0 controlled, in part, by control |ine®C3ABo2/4r74Cert ain
control states, state machine 310 can be configured to receive wite
cycles fromthe 25 external processor through input buffer 320, and to
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the flash nmepory ,
configlired to receive address data from address latch 340.

State machine 310 is configured by itg state machine

10 algorithm to interpret write cycles received from the
external processor as commands, and to execute the commands.
The state machine algorithm allows the state machine 310 to
autonomously perform various tasks that are necessary to
execute the external processor’s commands. This frees the

15 external processor from the burden of having to control
device specific tasks that are internal to the flash memory
device 300. For example, the state machine algorithm can
free the external processor from having to perform or
oversee various bus operations that are internal to flash

20 memory device 300, and that are necessary to execute the
external processor’s commands.

State machine 310 can be implemented as a hard-wired
logic device configured to interpret predetermined write
cycles from an external processor as flash memory commands.

25 The hard-wired logic device can be further configured to
process the interpreted commands. Alternatively, the hard-
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devi ce 300. For exanple, the state machine algorithmcan free the externa
processor fromhaving to performor oversee various bus operations that
are interwealo3ossedd ash 20 nenory devi ce 300, and that are ReTasszty4to
execute the external processor’'s conmands. State machi ne 310 can be

i npl enented as a hard-wired |ogic device configured to interpret
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dedi cated m crocode, fl ash nor
process write cycfgs t%at have been interpreted as commands

by state machine 310. The predetermined sources of

10 microcode can be stored in ﬁon—volatile memory within flash
memory device 300. The non-volatile memory can be a part of
flash memory array 330, or a standalone and dedicated
microcode flash memory array 335. In one embodiment, the
non-volatile memory is a dedicated microcode flash memory

15 array 335.

State machine 310, in combination with microsequencer

311 and the microcode stored in microcode memory array 335,
can autonomously perform the various primitive operations
that are necessary to process a command from the external

20 processor. Examples of such primitive operations include,
but are not limited to, writing data from input buffer 320
to a data register 343, writing data to and receiving data
from address latch 340, incrementing an address counter 323,
writing data from data register 343 to an addressed cell of

25 flash memory array 330, reading data from an addressed cell



15 array 335. State nmachine 310, in conbination wth mcrosequencer 311
and the mcrocode stored in mcrocode nenory array 335, can autononously
per form tWe osasdedus primtive operations that are necess&C{/usSo2/pr7ecess a
command fromthe external 20 processor. Exanples of such prinmtive
operations incl ude but are not limted to, witing data frominput buffer

320 to adc‘tdﬁ stoerry 343 Wréatd ng, gjqj%&tp &Pﬁféf%eil\“ %@%ﬁt{ﬂ

addr ess 1% Tereren |ng anh ad counter 323, witing data from
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310 can al so signal
machine 310 can signal microsequencer 311 to write the data

latched by input buffer 320 to either buffer 314 or data

10 register 343. From data register 343, state machine 310 can
signal microsequencer 311 to write the data to a sense
amplifier 322 selectably connected to an addressed cell in
flash memory array 330. State machine 310 can also signal
microsequencer 311 to write data to and receive data from an

15 address counter 323 or the status register 313. To program
or erase data, in some states state machine 310 can signal
microsequencer 311 to toggle a program/erase switch 324 in
the on or off position. Similarly, in some states, state
machine 310 can signal microsequencer 311 to write data from

20 either the status register 313, the state identifier
register 341, or the currently addressed element of flash
memory array 330 to the output buffer 321. Data latched by
output buffer 321 can subsequently be read by an external
processor via data lines 303.

25 As disclosed in reference to Fig. 2, several advantages
over the prior art can be achieved by designing state
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m crosequencer 311 to wite data to and receive data froman 15 address
counter 323 or the status register 313. To program or erase data, in sone
states stwpasfsssbt ne 310 can signal mcrosequencer 311 t @CTABpgl/e17al
program erase switch 324 in the on or off position. Simlarly, in sone
states, state machine 310 can signal mcrosequencer 311 to wite data from

20 ei t her £?§1§é8§f§ ESgiﬁE§£p§é§ t@?l@éaéﬁclgeﬁé'§|§éneEQg|§b&ma§@1 or

t he current addr essed el enent of nenory array 330 to the out put
buff er 3221% Dat 24! 8t ched, By n&uiFEérbEM:@fp@g% gap adbseguept!y be read by
an extern processor via I nes 25 As disclosed in reference to

Fig. 2,
Gt oo 10 T 6RreRs R B P BT PRl ar Rt by 8P, BBcRE TherEann, IoP 9N N
cycle as a_ %8n§r$§T§QHHEn 222394.an?ﬁr§?§£953199d Eﬁ%ebthEeéBEekle% dat a
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and the p seguenc OoWn I n can-be conbined into a

single generic c 220. t hat be i
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314, and interpr
om%agdeggguggce shown in Fig. 1) can be combined into a

single generic command 220 that can be issued by the

10 external processor. Data from the subsequent write cycles
can then be written to the buffer 314, and interpreted and
executed as specific flash memory commands such as erase and
erase confirm commands by the state machine 310.

To add this functionality to flash memory device 300,

15 flash memory device 300 includes a buffer 314 configured to
hold specific flash memory commands, and microcode that
allows state machine 310 and microgequencer 311 to:
interpret a first write cycle as generic command 220;
interpret a second write cycle as a number of subsequent

20 write cycles to store in buffer 314; store subsequent write
cycles to buffer 314; and sequentially retrieve, interpret,
and execute the write cycles stored in buffer 314 as
specific flash memory commands. Buffer 314 can be any type
of memory that is capable of storing data, and can be the

25 flash memory array 330 itself. 1In one embodiment, buffer

314 is a random access memory within state machine 310. The
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executed as specific flash menory commands such as erase and erase confirm
commands by the state machine 310. To add this functionality to flash
menory dewDma/03%89 15 flash nenory device 300 includes aPomftfSer/4314
configured to hold specific flash menory commands, and m crocode that

all ows state machine 310 and m crosequencer 311 to: interpret a first

write cychg 25 gt 1¢mmAL 220k, 1l LRl & SECRb ] tegysle as a

nunber of subsequent 20 write cycles to store in buffer 314; store

subsequent Wi Ley ¢YCles 10 buffar314;; And entpldy Lgtd i eve,

interpret, and execute theé wite cycles stored'in buffer 314 as specific
flash ne glt[gggd Buf f 4 : n Of r ad s
capabl e g‘tgmsstsgr' nggdgqfé!%%arﬁcc%jﬁ B%a%ﬁ%%f?lﬁ géi%esnem?ry rr%%/r&ng%% é| tsel f.
In one e i pen ffar, _3 J a 5{?% mepnyy wWithin state
machi ne 3 %ﬂ %e%tf%%\%pq&ﬁoééé}@%éﬁ Ej%grg;/rgﬁ% m cr o'cople tointerpret a
write gycle as g gengris cammnd o 220, AR 0 SOLE s relddeYs, ddierpret
and execut e subsequent Wite cyclés as specific ash ‘menory conmrands can

be stored, i g TLCLOKOME MEMLY ALIAY 333 o SALE RGN N8 M0 A o

. wlire
m crosequence can wre 0O execute a pre er

machi ne al gorith or.. .can be .f| exi bl conf.i gqured .as m cyocontroller
foct ned FaY BeltnedimSARapE 1 Bl SOMHEER YA I YRE LS

machi ne B%Qe%ﬂ en%%r%%% %ﬁ%%%%.%%%E@"%JE%E%@Mﬁf%%réﬂ3”’When state

machine 310 and microsequencer 311 are hard-wired, they
10 always interpret a given or predétermined write cycle as the
game flash memory command.

Further advantages of the invention can be achieved by
implementing state machine 310 and microsequencer 311 as a
microcontroller configured to execute a state machine

15 program. In particular, since the state machine program can
itself be stored in the microcode memory array 335,
implementing state machine 310 and microsequencer 311 as a
microcontroller allows the state machine 310 and
microsequencer 311 to be augmented or changed as design

20 errors in the flash memory device 300 become apparent, or as
new functionality is developed for the flash memory device
300. This aspect of the invention allows new functionality
to be developed for the state machine 310 and microsequencer
311 long after silicon for the flash memory device 300 has

25 been designed and developed, without significantly adding to
the time or cost of designing the flash memory device 300.

12



10 always interpret a given or predetermned wite cycle as the sane flash
menory conmmand. Further advantages of the invention can be achieved by

i mpl ementwog3sssBe machi ne 310 and m crosequencer 311 as &CTriser/erent rol | er
configured to execute a state machine 15 program |In particular, since the
state machine programcan itself be stored in the m crocode nenory array
335, inplementig Y& MEiNe 3G and 'fé%s?ﬂ-!?é}? 34

m crocontroller allows the stalie rrafcbhi ne raﬁio an m c?oxéeque(rgl%éést 311 to be
augnent ed ;i 1changet as deSHUL R0 AL A ' Ly device 300
become apparpent, or as new uncg'% onacﬁl tseyf &é%é4%£ﬁo$x%%%?l%sh menory
device 3QQ4tLhis ASREC, QY invantion.allo ew functionalit to be
devel oped fgr t he stat etpna(%#annrg’ 3§1E’ an mkéﬁr%esé%ludgn%ger} %%ﬂr?%lﬂ%fn%??er
silicon fqr the fx]]‘oq]%fi I ' has. 25. heen desi gned. and devel oped,
wi t hout significantly ;%%r%el??g th?ree%fe?cr?eﬁ%lrnecdos T3 destgni Wt He % | ash
menorydeyi¢e ., 30Q. ﬁj& / PCT/ USQ2/ 41741 _\When state machine 310
and m crosequen%gr Pt e\aégeo%r?poslsga%gatoetggasnuan%ﬁrcroo%ofrgtar%fInéerm%lf%fi gured to
execute a macl rogram, .state _machi ne 310 can be programed to

i nterpret Cgﬁtén%&gﬁ’o?é %21 engrﬁ%né: S teE E clser%aftreorﬂ‘alaﬁ'ém% %H%?%I
processor y .of _a _nunmber of flash nenor s, depending on the
current stlgt% éj%gaclﬁlltr?e "orogram” FEateEd i9fts m3ggocogrg)enetﬁl0%}‘ AFHFB35. The
flash MM ¥mand that is interpreted from a predetermined write cycle

is said to be programmably updateable according to the state
10 machine program stored in microcode memory array 335.

A number of embodiments of the invention have been
described. Nevertheless, it will be understood that various
modifications may be made without departing from the spirit
and scope of the invention.

15

13



command t hat
pr ogr ammabl y

is interpreted froma predetermned wite cycle is said to be
updat eabl e according to the state 10 machi ne program stored

in mcrocwoesessery array 335. A nunber of enbodi nents of PCR@SOnwvEmt i on
have been described. Nevertheless, it will be understood that various
nodi fications may be nmade w thout departing fromthe spirit and scope of

the invention. .15 03/,058639 PCT/ US02/ 41741 WHAT IS CLAIMED IS: 1. A
flash nen@hggdgéigé31¥§?p§§§ing:

flash nenory

a buffer configured to store specific
commands or data witten to the flash nenory device in one

or nore wiLi.t® €yekbesmemostyatieviraehi nempoiipiad:to the buffer and configured
to interpret a first wite cycle as a generic command and to store data

fromone or

noeebstlisequentt igured cyclesrien spee ifbhuf ffdrsht hermstat e machi ne

further configured to sequentially 10 retrieve, interpret, and execute the
data i n t hemhuhbier oas dagne wati tirene tepedief ifd akhaskemoeyo ke vdarmemd ©ngpon

interpreting

a final wite cycle as a confirmati on command; and a flash

Menor ys ar bay moper attivel yyeaupl;ed to the state machine, and configured to
store and retrieve raw data as 15 indicated in the one or nore specific

flash nenory

camerAds. malhifke cdaypled @b ehai mukf fuiEde ce@mipfirsidgo

interpret a first write cycle as a generic command and to

store data from one or more subsequent write cycles in the

buffer, the state machine further configured to sequentially

10 retrieve, interpret, and execute the data in the buffer as

one or more specific flash memory commands upon interpreting

a final write cycle as a confirmation command; and

a flash meméry array operatively coupled to the state

machine, and configured to store and retrieve raw data as

15 indicated in the one or more specific flash memory commands.

2.

The device of claim 1, further comprising:

a non-volatile memory; and

a microsequencer operatively coupled to the state

20 machine, and configured to fetch and execute microcode

stored in the non-volatile memory responsive to signals

received from the state machine.

14
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a non-vol atile nmenory; and a m crosequencer operatively coupled to the
state 20 nmachine, and configured to fetch and execute m crocode stored in
t he non- wbaBiokss3menory responsive to signals received fPemushB4int e
machi ne. 14 WD 03/058639 PCT/US02/ 41741 3. The device of claim2, wherein
the non-volatile nenory is the flash menory array. 4. The device of claim

2, wherein thfes ggwcgag@' BeagRdo S Flg%@ﬁegﬂsnﬁsh %gakaaﬁ@ Wekiedyt 9 gal ways

i nter pr et a predeterm ned wite cyc as the sanme flash rrermry comand.

5. The degh%efﬁgsﬁlﬁéEb% Qgﬁgﬁgn the state nmachine and m crosequencer are
configured as a mcrocontroller 10 configured to execute a state machine

program 6. The device of claimb5, wherein the state machine program is
stored in the non-volative nenory. 15 7. The device of claim6, wherein the

state nacg ?hgrggranl L$. 8E%§%e§bl%he%?gntEﬁesg@ggenﬁggﬁﬁﬁe'gngpnf'gured

to inter a pre ernlne wite as 'a pro at eabl e
flas conman thod fl %Q d abstractlon
conprlgﬁnﬁ‘;L ﬁ?ggBFe F e ﬁarecell\]fg ﬁ gﬁ Vge wF%F% cycle as a generic

g a
;laSh neng&%de%ermgged % E% %%%ﬂ% %%t%h%e%%%%e%lash me %%gconmﬁgmfyC|e as
5. The device of claim 2, wherein the state machine and

microsequencer are configured as a microcontroller

10 configured to execute a state machine program.

6. The device of claim 5, wherein the state machine program

is stored in the non-volative memory.

15 7. The device of claim 6, wherein the state machine program
is updateable, and the state machine is configured to
interpret a predetermined write cycle as a programmably

updateable flash memory command.

20 8. A method for flash memory command abstraction,
comprising:
interpreting data received in a first write cycle as a
generic flash memory command;
interpreting data received in a second write cycle as a
25 number N of subsequent write cycles to be stored as specific
flash memory commands;

15



25 nunber N of subsequent wite cycles to be stored as specific flash
menory conmands; 15 WO 03/ 058639 PCT/ US02/ 41741 receiving and storing the
N subsequwnto3msses®e cycles in a buffer; and retrieving, i|®rCEysorsiTag, and
executing the N specific flash nenory comrands stored in the buffer upon
receiving a 5 final wite cycle that can be interpreted as a confirmation

command. 9. Thge%ﬁk}qggogn@ %it,%?,%’ngf WHNGY LB SINRY Ut NG Ay error
nmessage and erasing t N specific flash nmenory 10 comrands stored in the
buf fer upgn,regeivingqa final wite cycle that cannot be interpreted as a
confirmation connén%.d 10. The method of claim@8, further conprising

outputtin i i i Ji I 15
g an ,&ttqk d?gggﬂﬁggﬁﬁgg%%?%xkh%x%dﬂggﬂd'éhé NPHLLEM Y

&
conmands stored i n the ving a fin wite cycle that

cannot be chLeY RLALSY. B8Son LRI LN cec Ly Bie smidiat of £1aim

8, further conprising outpu error nmessage whén the nunber  of wite

cycles_N i.nterpreted 20 fromthe cond s\ | € - ?Qﬁﬁ e
nurber ° of flpﬁgswr%ﬁ%r?orc Ccloemr%lr?gs Ct%%a?j%cé"n tﬁét%g%%éﬁ %Sﬁ a{ ﬁ({e&g‘ﬁf er. C;1{1]2. The

met hod of %Iagn18, further conprising using a mcrocontroller executing a
state mchPR82BFogramto 25 interpret a wite cycle as a programably
updat eabl e flash nenory command according to the currently | oaded state

9. The method of claim 8, further comprising outputting an
error message and erasing the N specific flash memory
10 commands stored in the buffer upon receiving a final write

cycle that cannot be interpreted as a confirmation command.

10. The method of claim 8, further comprising outputting an
error message and ignoring the N specific flash memory
15 commands stored in the buffer upon receiving a final write

cycle that cannot be interpreted as a confirmation command.

11. The method of claim 8, further comprising outputting an
error message when the number of write cycles N interpreted
20 from the second write cycle is larger than the number of

flash memory commands that can be stored in the buffer.

12. The method of claim 8, further comprising using a
microcontroller executing a state machine program to
25 interpret a write cycle as a programmably updateable flash

memory command according to the currently loaded state

16



16 WO 03/ 058639 PCT/ US02/ 41741 nmachi ne program 13. A conputer program
product, inplenmented on a machi ne readable nedium the conputer program
product cwOpsiosiesy 5 instructions operable to cause a pr@®@grarsomiol7el

m crocontroller to: interpret data received in a first wite cycle as a
generic flash nenory conmand; interpret data received in a second wite
cycle as aal@ipdnBergNa-@f. subsequent wite cycles to be stored as specific
flash nenory commandS; receive and store the N subsequent wite cycles in a
buffer; and retrieve, interpret, and execute the N specific flash 15
menory commands stored in the buffer upon receiving a final wite cycle

that can be iAtebREEEEY B$o8yr ﬂn%EBHﬁEic?niﬁBm,@ﬁtedlén Ihecamput er

program product of” claim13; rther 20 conprising instructions operable to

h ' | d
crase tho R oRB e TR T i Bonory CeeemBnde e bPSd e 1 ho Barrar Supon

erase the N spe menor inthe er ~upon

Lﬁ%?;ﬁ%f‘%@%%ﬂeu%g epe¥aheet Bt GaaRot e Lptarppgted as  a confirmation
microcontroller to:
interpret data received in a first write cycle as a
generic flash memory command;
interpret data received in a second write cycle as a
10 number N of subsequent write cycles to be stored as specific
flash memory commands;
receive and store the N subsequent write cycles in a
buffer; and
retrieve, interpret, and execute the N specific flash
15 memory commands stored in the buffer upon receiving a final

write cycle that can be interpreted as a confirmation

command .

14. The computer program product of claim 13, further

20 comprising instructions operable to cause the programmable
microconﬁroller to output an error message and erase the N
specific flash memory commands stored in the buffer upon
receiving a final write cycle that cannot be interpreted as
a confirmation command.

25
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WO 03/ 058639 PCT/ USO02/ 41741 15. The conputer program product of claim 13,
further conprising instructions operable to cause the programabl e

m cr ocontwoloB@ssesd out put an error nessage and ignore thePNT/tspyei7hi ¢ fl ash
menory commands stored in the buffer upon 5 receiving a final wite cycle
that cannot be interpreted as a confirmation conmand. 16. The conputer

progr am pioduche Ofok #@t@k1§ro§ﬂéﬁh§£odﬁéﬁpbfSbmglmn§§rU@hk@ﬁ§r0per3b|e to
cause the progranmmable 10 microcontroller to output an error nmessage when

the nunbeeogbrisihg eusteschibhkebpeehsdel Bot Bausacend Wiiheaatalad S
l'arger than the nunber of flash menmory commands that can be stored in the

buffer. 1gijdfocdhere0mBYt ek Bﬁegﬁenhar@gye& aésgggbnhﬁé 15%6%@e%he N
corrprl Si ng i nstructions oper abl e to cause he pr ograrma m crocontrol | er

to Interpgﬁécgfiecenxgﬁ mEhEﬁycﬁghﬁaﬁésastgkggr§H”€HEYbH@@%Ee%BB% flash
menory comrand

5 receiving a final write cycle that cannot be interpreted as

a confirmation command.

16. The computer program product of claim 13, further
comprising instructions operable to cause the programmable
10 microcontroller to output an error message when the number
of write cycles N interpreted in the second write cycle is
larger than the number of flash memory commands that can be

stored in the buffer.

15 17. The computer program product of claim 13, further
comprising instructions operable to cause the programmable
microcontroller to interpret a received write cycle as a

programmably updateable flash memory command.

20
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